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ZOFEF, WO THMEINTHET,

o A wt—3302003 ~ 319004 (1 ~=2—7)
« A v —37320001 ~ 342008 (42 ~=X—<)

* v t—2 302003 ~ 319004

302003

302004

ZOETIE, 302003 225 319004 FTHO A v E—IJIZOW A LE T,

I5—AvYt— 2asa-6-302003: Built H245 connection for foreign address outside address

/outside port local address inside address /inside port

S5BA H.245 %5t 78 outside_address7)» 5 inside_address(Z[A]1 ] CRHAA S E L7z, ASAIZ. Intel
Internet Phone Off fl &4 L E L7z, ZMA— b (outside port) &, #M#B55 ASA OEELIC
LFEREnEdA, v—FLK— MHE (insde port) X, WEiA ¥ —7 = A ATHB I
TFHRIC LR rsINEE A,

*‘E%‘é?g :/ 3 D%\gé@ Lo

I5— A4 ‘yt—*‘) $ASA-6-302004: Pre-allocate H323 UDP backconnection for foreign address

outside address /outside port to local address inside address /inside port

E%BA H.323 UDP N v 7 #fesn— AL 7 KL A (inside_address) /ST KL A
(outside_address) [ZFHIHEID 4T E4vE L7, ASA L, Intel Internet Phone DA 2 4 H L

£ L7z, #MEAR— K~ (outside port) X, ASASMEH O DI LFERSNERA, 7B—T

)b iR— ME (inside port) X, WElA ¥ —7 = A A TR IN-BFIC LhE RS ER

Moo

*‘Eﬁ?o :/ 3 :/‘/[Z‘gfcﬁ I/o
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302010

302012

302013

302014
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Ia—)( ‘yt—*‘) $ASA-6-302010: connections in use, connections most used
SREAGE A OB L R b SV AR RN BT A E AR L E 5,
« connections : B

*‘Eﬁ?a :/ 3 >L[Z\%f£ L/o

IS5—4 ‘y’b-*‘) %ASA-6-302012: Pre-allocate H225 Call Signalling Connection for faddr
IP address /port to laddr IP address

SREA H.225 R F ¥ RVITERIEID Y CTHA T,
WMEF7O a3 NERL,

I5—AYE—Isnsa-6-302013: Built {inbound|outbound} TCP connection id for interface
:real-address /real-port (mapped-address/mapped-port ) [(idfw user )] to interface

:real-address /real-port (mapped-address/mapped-port ) [(idfw user )] [(user )]
FRBA 2 SDAR A MEIZ TCP #fie A = > M AMERRKESIVE LT,

« connection_id : — & Oik5IF

s interface, real-address, real-port : gD Y 7 v bk

» mapped-address, mapped-port : v v B IV v B

suser : —H D AAA DL FI

sidfw user : 7AT VT 4T 4 T AT U —DO—H4
inbound NFER SN TWAEE, JLORIAEEIXINT LGS TWET, =& 21X, FTP
DA, TLOHIHT v RADPERE ThHIULX, TXTOT —FHEET ¥ 1/LIEFEE TT, outbound
MFERINTWDEE. TTORIEESRIINE» GG S THET,

#Eﬁ—},g :/ 3 ‘/%‘giﬁ L/o

Io—4% ‘yt_:) $ASA-6-302014: Teardown TCP

connection id for interface :real-address /real-port [ (idfw user )]
to interface :real-address /real-port [(idfw user )] duration hh:mm:ss bytes bytes [reason
[from teardown-initiator]] [ (user )]

SREA2 DORA MO TCP HHmNHIBR SN E L2, A v —YDEITIKRD ERBY T,
sid : —E OB T

- interface, real-address, real-port : DY 7w K
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302014 [

e duration : ¥t D7 A 7 X A A

« bytes : #ftH O T — F fiRkE

s User : =—H D AAA DA HI

cidfw user : T AT T 4T 4 T AT Uk —D—H4,

ereason : ¥R T DIRE & 72 o 7-7 7 3 3 vreason BT 1%, ROFITREN TS TCP
KTORRED 1 DB E SN TWET,

» teardown-initiator : BIKTZBAME L7 MIDA X —T = A A4,

£ 1:TCP#TDREA

A Bl

Conn-timeout K77 T 4T 4 FA—OHIRUINDT=D, 7 =0T L
T2 EITH R T LE L,

Deny Terminate TJa—3, TV — a4 AT g ko TRTE
nE L%z,

Failover primary closed TIT 4 TEBNOZELEA vy E—YRNEKRT, 72—/b
T N—= RT DAZ A EEP B AHIRLE LT,

FIN Timeout & ACK % 10 [ L7k, Eoidn—77n—X 4 A
LT U MNMEOIEHIE T T,

Flow closed by inspection TJu—t, BEMEICL - TKTENE L,

Flow terminated by IPS Zua—X, IPSICLoTRTENE LT,

Flow reset by IPS Zua—, IPSICk-oTY Yy FENFE LT

Flow terminated by TCP 7a—ix, TCPRITZEIC LT TINE LT,

Intercept

Flow timed out TJa—MmE A LT MLE LT,

Flow timed out with reset Tua—NAA LT MLELER, Uy bENE L,

Flow is a loopback Ta—|I—TF Ry 7T,

Free the flow created as result of | Packet Tracer #FEIZ L > TASA Z N LTV I a2 b— K Ay

packet injection FREEI N2, BB SNLE LT,

Invalid SYN SYN /X7 RSN T LT,

IPS fail-close Tua—E, IPSH—ROX T DD T IE LTz,

Syslog # v tz— < 302003 ~ 342008 .



B 02014

Syslog # v — < 302003 ~ 342008 |

i

Bl

No interfaces associated with
zone

lmonameif] F721% nozone-member| 7314 X —T7 = A A R
VRPN = BN %, T —nUrEhE L,

No valid adjacency

ASAD BB MERE L L2 L LELEN, X7 A MRy 7O
MAC 7 RV AZBG CTE R o268, ZOh v X085y
LET, "y MIRey7EnEd,

Pinhole Timeout

ASANREH XY 7u—%BtELE LN, A4 L7 7 NH
FENICZ D7 a—IZX7 Yy R EINRD> T2l 7 1 —N)
HIRESNIZZ L 245720, 20O 2085 LET,
vhHZ) Ta—0flE LTiE, FTP 2> hr—/L F % R/L
ETexrav=—y g VORIRITIER E D FTP 7 —4 F %
FINH Y FT,

Route change

ASAMEZZ N (KD BRWA LY v7) v— RaBinLs
. BESATY MRH LV — MI—ET 5L, 2—PRED
2 A L7 7 MHE (floating-conn) 4 (ZBEAF OGN Ul S v
T DO NT y MEI BEFRA N v 7 Zffof 8 —T =
A AP ER A HBELET, a A MBS vLb— hOBIIRA
TIT 47 7l E 252 w22, floating-conn
REXA LT U MlEZ 0:0:0 ICRETEET,

SYN Control

Ny 7 F X RIVBIENFR S TS FAE L F LT,

SYN Timeout

3T xA N R =AY D5ET % 30 BRI L 72 1% D il
TTY.

TCP bad retransmission

RE TCP HiENFINTERITE T LE L,

TCP FINs EFRIa—XF T —rr U ARFELE L, BHO%IC
IP7 RLANRFEEET,
TCP Invalid SYN 772 TCP SYN 2347 > =T,

TCP Reset - APPLIANCE

—I%. ASAIZE > TTCP Uty FRLERKENT-HBEITHK
TLET,

TCP Reset - 1

WEs»H Uy hEnE L,

TCP Reset - O

ANy hENE LT,

TCP segment partial overlap

HAWICEET 27 A MR ShE LT,

TCP unexpected window size
variation

TCP Y 4 > KU YA RZEBNRH DT 0BT T LE L,

Tunnel has been torn down

Mo IAMNET L TWDTZD, 7a—dKk T LEL,
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302015

302016

302015 ]

HEh B

Unauth Deny FFAIX, URL 7 4 VX I Z Ko THEESNE LT,
Unknown KRR T —0n%4ELE LI,

Xlate Clear av R 74 UDHEIBRSIVE LT,

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ W) t—:/ $ASA-6-302015: Built {inbound|outbound} UDP connection number for

interface name :real address /real port (mapped address /mapped port ) [(idfw user )]
to interface name :real address /real port (mapped address /mapped port ) [ (idfw user

)1 [(user )]

B2 DDA A MEIZ UDP 8 A 1w b AMERR SN E LT, A v =Y OHEIIRO LEY T
R

e number : —E DFkBIF

s interface, real_address, real port : £ Y 7 v b

» mapped_address, mapped_port : ¥ v E'> 7 SV oy b

suser : —H D AAA DL FI

cidwuser : 7 AT T 4T 4 T AT U —NNDA—YH
inbound NER SN TWAHEE, JTORIEE IS LGS TWET, 72 & 21X, UDP
DYE. TTORIET ¥ FADERE THIUX, T_XTOTF —Z kT ¥ 2 /VI3HEE TT, outbound
MERINTWDLGE, TORIEEERIINE LM S TWET,

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

I5—4 “J‘t’—:) $ASA-6-302016: Teardown UDP connection number for interface :real-address

/real-port [(idfw user )] to interface :real-address /real-port [ (idfw user )] duration
hh :mm :ss bytes bytes [ (user )]

FBA2 DOHRA MEO UDP #fi A 1 > FOMHIBRSNE LTe, A vy E—VOEITKROLEBY T
ERD

s number : —E ORI T

- interface. real_address, real_port : FEZFED Y - v bk
ctime: DT A 7 X A A

« bytes : B&fieth DT — F fiiik &

cid . —E ORI T

« interface, real-address, real-port : EEED Y 7 v b+
e duration : #5t D7 A 7 X A L

Syslog # v tz— < 302003 ~ 342008 .



B 02017

302017
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« bytes : B&ficth DT — F iRk &
suser @ —F D AAA DA H]
cidwouser : TAT T 4T 4 T AT VA —NDI—FE

WET7VaVnERL,

IS5—H*vyt— 2asa-6-302017: Built {inbound|outbound} GRE connection id from interface
:real address (translated address ) [(idfw user )] to interface :real address /real cid
(translated address /translated cid ) [(idfw user )] [ (user )

FRBA2 DOR A MHIC GRE #fie A = v FAMERR S E L7z, id X, —EOHIF T3,
interface, real_address, real _cid # 7' /LiL, 2 5D 7L w27 APPTPGRE A F U —LADH
HD 1 2% LET, I v afh&otrandated address, trandated cid ¥ 7 /L, *v hU—
7 T RUAZH (NAT) CTEHIN7fEZ R LE T, inbound NER SN TWDEA, Bk
BREITZFIEATE £, outbound NERIINTWDAEGE., HEIIRELFIEATE £,
A=V OMEITKRO LB TT,

cid : EEi AR T A OO —EOE S

« inbound : il##%#5¢13 4515 PPTP GRE 7 = —H]

- outbound : ffil##EI#kE 13715 PPTP GRE 7 = — ]

einterface name: £ > ¥ —7 = A A4

«real_address: EEORAFDIP 7 FLA

e real_cid : #EEOZEHAHTO = —/L ID

- translated_address : Z2#4% D IP 7 KL A

s trandated_cid : BH#ig 0 a—/v

s user : AAA = —V4

cidw user : TAT T 4T 4 T AT VA —NDI—FL

*E“‘%’?o :/ 3 ‘/‘JZ\%&E l/o

IJ5—AYE— 2asa-6-302018: Teardown GRE connection id from interface :real address

(translated address ) [(idfw user )] to interface :real address /real cid
(translated address /translated cid ) [(idfw user )] duration hh :mm :ss bytes bytes
[ (user )]

FRBA2 DDA A MO GRE#HEA 1~ F3HIFRS4LE L7z, interface, real_address, real_port
2 TNVNE, BEO Yy FE/7RLET, Duration 13, BT A 7 X A LERLET, A v
T—VOEIIROEBY T,

cid B AT AT DO—EOERE
sinterface: f v X —7 = A A4,
real_address: FEEEDHRAFDIP T FLA
sreal_port : EEDOKRR FDOKR— NEE
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302019

302020

302021

302019 [

« hh:mm:ss : 553 B> OO FEH

* bytes: GRE & v ¥ 3 . CHak S 4172 PPP /31 kDK

e reason : HEE N T SRR

cuser 1 AAA 2 —H4

cidfw user : TAT T 4T 4 T AT U r—D—HA4,

*E%%77 :/ 3 D%\gfaf I/o

Io5—X% ‘yt_:) $ASA-3-302019: H.323 library name ASN Library failed to initialize,

error code number

SRR SNIZASN T A 77U (ASANH323 A vE—VDTa— RNERTH714770)
DOYHUCIZKIL L E L7z, ASAIFRIET 2 H323 37y hOTa— RbREd TEEHA,

ASAIE, T HEIEZMMA TICH323 37 v FAEEBTEL L HICLET, IROH323 X vk—
UNRBETDHE, ASAIFTAT T EFEYELLES ELET,

RT3V IDAvE—UBREEDTA T T VI L THARAER SN S 5541%, CiscoTAC
WCBEWADED S 2, X Tous Ayvt—y (XA LAX U THRHERLEE L) 2L
TN,

15—)‘ ‘yt—:) $ASA-6-302020: Built {in | out} bound ICMP connection for faddr {faddr
| icmp _seq num } [(idfw user )] gaddr {gaddr | icmp type } laddr laddr [(idfw user )]
type {type } code {code }
ERBA inspecticmp 2~ RZEHEH L TAT— M Z7/VICMP % A F—7 /W LTz & Z(Z, ICMP
TovalrNTy—A N RATHWLENE L, AvE—VOEITKROEELY) TT,

efaddr : MEBARARDIP 7 RLAZIEELET

egaddr : 72— VLKA RDIP T RUVAEZEELET

eladdr : =—H /L RAMDIP T FLRAZIEELET

cidwouser : YA T T 4T 4 T AT VA —NDI—FL

cuser : BB SN2 R A MCBEEAMIT S TW D 2 —H4

stype : ICMP ¥ A 7 HREL T,

s code : ICMP =— R&FEELET,

*‘Eﬁ’?b :/ 3 y%‘gff: L/o

I5—Awt— 3aSA-6-302021: Teardown ICMP connection for faddr {faddr | icmp seq num
} [(idfw user )] gaddr {gaddr | icmp type } laddr laddr [(idfw user )] type {type }

code {code }
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302022

302023

302024

302025
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ERBA inspecticmp 2~ REEHA L TAT— M7V ICMP 2 A 2—7 /2T 5 L, ICMP & v
TarvRnTZy—ANANATHIBRENET, AvE—VOMITKROELY TT,

faddr : AMEBARARDIP 7 FLAZIEELET

egaddr : 72— VUL RARDIP T RLAZIRELET

eladdr : =—H /L RAMDIP T FLAZIFELET

cidfw user : TA T T 4T 4 T AT Utk —ADa—T4

o user : BERESBHAA SN2 AR A MBS DTV b 2 —H 4

stype : ICMP ¥ A V& HREL T,

ecode: ICMP =— R&$EEL £,

*Eﬁ’?o :/ 3 ‘/‘JZ\%&E l/o

Io5—A4AvYy t—:/ $ASA-6-302022: Built role stub TCP connection for interface :real-address
/real-port (mapped-address /mapped-port ) to interface :real-address /real-port
(mapped-address /mapped-port)

SEATCP T A L7 BN T v /74U —X 7a—RNERENE LT,
#£¥§77{7i/ 3 :/Qﬁggzﬁ Lw

15—)( ‘yt—*‘) $ASA-6-302023: Teardown stub TCP connection for interface :real-address
/real-port to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes

reason
SMBATCP T4 LI ZINRNy 7T 7+ T —X Ju—RNHEnE L,
WRF7THIaHERL,

IS—Avy t_:/ %ASA-6-302024: Built role stub UDP connection for interface :real-address
/real-port (mapped-address /mapped-port ) to interface :real-address /real-port

(mapped-address /mapped-port )
SBUDP T 4 LI XNy 7 T w74V —4 Ta—NERShE Lz,
WET I aVnERL,

Io5—4Avy t—:) $ASA-6-302025: Teardown stub UDP connection for interface :real-address
/real-port to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes

reason

BREAUDP 7 4 L2 X2\ 77 |7+ U —% 7a—n HErSivE Lz,
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302026

302027

302033

302034

302026 ]
#€¥%77{7i/ 3 :/Qﬁggzﬁ Lw

15_7‘ Vi t_:/ $ASA-6-302026: Built role stub ICMP connection for interface :real-address

/real-port (mapped-address ) to interface :real-address /real-port (mapped-address )
SBAICMP 7 4 L2 XNy 7 T o7 4 U —4 7a—RERSE Lz,
#€§§77{7i/ 3 :/QﬁggiilJo

15_)( Y t_:/ $ASA-6-302027: Teardown stub ICMP connection for interface :real-address
/real-port to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes

reason
SBAICMP T4 LI Z/INy 0T F| 7+ T —X 7u—RNHESnE L.
WMEF7O a3 UMERL,

I5—*Avt— 5asn-6-302033:Pre-allocated H323 GUP Connection for faddr interface
:foreign address /foreign-port to laddr interface :local-address /local-port
B GUPHERE IS T KL Ambr—h LT RLAICHBSNE Lz, AMBR—ME, %=
UT 4 T ZADIED D DR LR RSNER A, v—)L R— ME (REAR— )
(T, WEA o F =7 = A A TR SHTCERUS L ERSLEE A

cinterface: |/ X —7 = A A4

« foreign-address : #MHIARA RO IP 7 R A

« foreign-port : SMHA A RO R — MF

« local-address : = —H /L ARA RDIP T LA

« local-port : @ —71 /)L 7R A R DFR— R E

WRFOa M ERL,

15_)( “Jt_:) $ASA-4-302034: Unable to pre-allocate H323 GUP Connection for faddr
interface :foreign address /foreign-port to laddr interface :local-address /local-port
BT Y 2 — Y, BEROBMTIZRAM Y A7 A AEY OFID Y TR L, 3T
N AZEHA Ty AR TE A,

sinterface: f v ¥ —7 = A A4

« foreign-address : #MHA A FDIP 7 R L&

- foreign-port : #MHAR A N DR — 5
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e local-address: = —H /L IRA RDIP T KL A

« local-port : @ —H /)L KA FDKR— &S
WRT7IAVIDOAvE—VREMOICERINDIGAEIL, BHTEET, ARGV IES
N5EAIL, CiscoTAC IZBWGEDbELEE N, Fa— L F— OV A XMl LT, N
HOXy NT—7 75747 Mgl TcaEd, i3, B LEROY A L7 v MNilR%E
HLLET, ZOAyE—UE, AFVARRNREE TR RINDLAREELH Y £T, Z0O5HE
WX, AR VFHEZEO T, FRITERATU EZMALTAHAET,

Ia_ A vt—’) $ASA-6-302035: Built {inbound|outbound} SCTP connection conn id for
outside interface :outside ip /outside port (mapped outside ip /mapped outside port

) [ ([outside idfw user ], [outside sg info ])] to inside interface :inside ip /insideﬁport
(mapped inside ip /mappediinsideiport ) [([inside idfw user ], [inside sg info ]1)] [ (user

]
Z58H SCTP JRAE /NN A RANBIE S LTV E XD SCTP 7 2 —DfERE AN itk S E 7,

« conn_id : [EA OB ID

«outside interface : X 2 U7 4 LA BRNA F—T = A R

soutside ip: ASA TEFX =2 U T 4 LULBEWANZHDHEARDIP T RLA

« outside port : ASA TEx = U7 4 LULBMEVWMANZH DA A SDR— &S

« mapped_outside_ip : ASA TEFXx =2V T 4 LU BEVMAIZH LSRR MO~y B 7S
TWAHIPT L&

« mapped_outside_port : ASA Tt F =2 U7 4 LNABERWNMIIZHLERA RO~y B 7SR
TWHR—  EE

« outside idfw_user : ASA TEx =2 U T 4 L-ULAMEWANZ S 5 AR A MMZBEAT T ST
% IDFW —4

« outside sg_info : ASA TEF = U T 4 LoULBMEVWMANC H 578 A MZEEMIT STV 5
SGT & SG 4

sinside interface: tX¥ = V7 4 L-ULBREWNA U X —T = A A

cinside ip: ASA TEFX a2 U T 4 L-ULREWVAICH DR A FDIP T KA

sinside port : ASA TEFx= U7 4 LULR@EWMIZH DR A hDOKR— N &5

« mapped_inside ip : ASA TEX =2 U7 4 LULREWMINZHDEA RO~y B 7 ST
WAHIPT KL &

« mapped_inside_port : ASA DFEWEF 2 U T 4 LYV IOFRA RO~y BT EINTND
RN— &=

cinside idfw user : ASA TEF = U T 4 L-ULREVMANZH DA A MEET T ST
% IDFW & —#4,

«inside sg_info : ASA TEX=2U T 4 LULREVMANCH DA A MBEMIT STV D
SGT & SG 4

e user : BERSBHAG STe AR A MZBEHT BT 2 — P4,

RT3y RE,
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302036

302302

302036 [

951 complete topic

Io5— * ‘yt—*‘) $ASA-6-302036: Teardown SCTP connection conn id for outside interface

routside ip /outside port [([outside idfw user ], [outside sg info ])] to inside interface
tinside ip /inside port [([inside idfw user ],[inside sg info ])] duration time bytes
bytes reason [ (user )]

B SCTP RHE/ A SADFRIE SN TWVRWEHO SCTP 7 1 —DHIFRDFLE T,

« conn_id : [HA DO#HEke ID

s outside interface : EX = U7 4 L BNMEWNA U F —T = A A

coutside ip: ASA TEFX = U T 4 LoULBEWVMANZH DB A RDIP T RLA

«outside port : ASA TEF =2 U T 4 L-ULBMEWVANZH B8 A R DR— &=

« outside_idfw_user : ASA TEx =2 U T 4 L-ULMEWRNZ S DR A MZBEAT T S Tu
% IDFW =—#4,

- outside_sg_info : ASA TEX =2 U7 4 LoULMEVMANZ & 578 A MZBEEMS T HitTn b
SGT & SG 4

sinside interface: tX = V7 4 L-ULBREWNA U HX—T = A A

cinside ip: ASA TEFxF a2 U T 4 L-ULREWVAICH DR A FDIP 7 RL&

inside port : ASA TEFX=2U T 4 LULREWMAICH DA BDOR— hES

cinside idfw user : ASA TEFX=2U T 4 LULREWMANCSH DA A MMIBEEAT ST
% IDFW =—4

«inside sg info : ASA TEFX =2 U T 4 L-ULEWMANCH DR A MZBEM T 5T d
SGT & SG 4

e user : BB SN AR MIBEEMA T 6TV 2 —F 4,

s time : hh:mm:ss T/~ 7 B — D7 IRFH]

sbytes: 7 u—TE N/ A MO

« reason : #ERE YT S A7 B

HREFTH a0 RE,

Io5—4% vt—’) $ASA-3-302302: ACL = deny; no sa created

BB IPSec 7R XD IAT Yy FREAELE L, XAV —FLESADTBHT KA L
I%. deny access-list 2~ K AR Y > —ZxHk LET,

WE7O9 a3y ar7 X2l — g3 Daccess-list I~ R AR LET, 7 OEHE
IZBRWAEDbELTEI,
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Syslog # v — < 302003 ~ 342008 |

IS5—XAw t—:/ $ASA-6-302303: Built TCP state-bypass connection conn id from
initiator interface :real ip /real port (mapped ip /mapped port ) to responder interface

:real ip /real port (mapped ip /mapped port )
ﬁ%ﬁbwnm@ﬁ#@&énibto_@@ﬁi TCP ARFENSA RABHE TS, ZDHX A

TOEFRE T, TR TOTCPRET =7 EBMNMOEX=2UT 4 T2y 7 BILOBER A
Nxéﬂiﬁo

W75 3 UEHERRTXTOTCPIREEF = v 7 LT R TOEXF2 VT4 FovlB
FOMAEICL>TTCP F T 7 1 v 7 a2 0803 596 1%, no set connection
advanced-optionstcp-state-bypass =~ > K& LT, TCP 7 7 ¢ » 7 IZxf LT Z Ofie
F =T NI TEET,

IS—XAwy t—:/ $ASA-6-302304: Teardown TCP state-bypass connection conn id from
initiator interface :ip/port to responder interface :ip/port duration , bytes , teardown
reason . -

SRBAET L\ TCP Bfee v Ul S vk Lz, T oBEfeid, TCPIRRENA 2R T, Z DX A
TOERTIE, TXTOTCPIRETF = v 7 LIBMOEX=2 VT 4 F=v 7 BLOBREN A
NAINET,

« duration : TCP #&f5t D ]
» bytes : TCP B4f5t Tk SN7=AFH 31 MK
« teardown reason : TCP ¢ DO UK R K

WRTH S a VEENRT X TOTCPREF = v 7 LT TOEX2T 4 Fxv /B
KO L >TTCP F T 7 1 v 7 a2 0803 59545 1X. no set connection
advanced-optionstcp-state-bypass =~ > K&l L T, TCP F T 74w 7% LTI OMEEE
TAE—T M TEET,

Io— A ‘y‘t'—’) $ASA-6-302305: Built SCTP state-bypass connection conn id for
outside interface :outside ip /outside port (mapped outside ip /mapped outside port
) [ ([outside idfw user ], [outside sg info ])] to inside interface :inside ip /inside port

(mapped inside ip /mapped inside port )[([linside idfw user ], [inside sg info ])]
§2BA SCTP HRAENA NSANRIE SN TN DHYE D SCTP 7 1 —DERL DRI T,

« conn_id : [HA O#HEfe ID

s outside interface : EX = U7 4 L MEWA U F —T = A A

coutside ip: ASA TEFX = U T 4 LoULBEWVMANZH DB A RDIP T RLA

«outside port : ASA TEF =2 U T 4 L-ULBMEWVANZH B 7R A R DOR— &=

« mapped_outside ip : ASA TEF =2V T 4 LLBMEWMAICHDEA D~y BT &R
TWBHIPT R A
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«» mapped_outside port : ASA CEF = U7 4 LBV H LB A RO~y B 7SN
TWDHHR— NE=

« outside_idfw_user : ASA TEFx =V T 4 L-ULMEWNZ S 5 A A MZEEAT T ST
% IDFW =—#4,

- outside sg_info : ASA T ¥ =2 U T 4 LoULMEVMANZ S 5 AR A MBI B Tnd
SGT & SG 4

cinside interface : E¥ = U7 1 LANADBREWNA VI —T A A

sinside ip: ASA TEFX =2 U7 4 L-ULREVMINZHDEHFARDIP T RLA

inside port : ASA TEFX=2U T 4 LULREWMAICHDHRA BDOR— hES

« mapped_inside ip : ASA TEFX =2 U T 4 LULREWMANZHDEA MO~y B 7 ST
WHIPT7T KL

» mapped_inside port : ASADEWEF 2 U T 4 LULHIOFR A D=y B 7 INTND
A—  EE

«inside idfw user : ASA TEF =2 U T 4 LVULREWVMANCH DA A MMIBEMT S Tu
% IDFW =—H4,

«inside sg info : ASA TEF =2 U T 4 L-ULEVMANCH DR A MZBEfHT HhTnd
SGT & SG 4

RT3y RE,

I5—X*w t— 2AsA-6-302306: Teardown SCTP state-bypass connection conn id for
outside interface :outside ip /outside_port [([outside idfw user ], [outside sg info ])]
to inside interface :inside ip /inside_port [([inside idfw user ], [inside sg info ])]

duration time bytes bytes reason
FEEA SCTP MRHEE/A NARHE SN TN DG D SCTP 7 = —DOHIROFLE T,

- conn_id : [E4 OFEE ID

s outside interface : ExX = U7 4 L-ULBMEWNA U F—T = A A

coutside ip: ASA TEFX = U T 4 LULBEWVMANZHDEARDIP T RLA

«outside port : ASA TEF =2 U T 4 L-ULMEVWANZ S B8 A R DR— &=

« outside_idfw_user : ASA TEFx =2 U T 4 L-ULMERWANZ S D AR A MZEEA T ST
% IDFW =—#4,

- outside sg_info : ASA TEF = U7 4 L MEVMANZ & 578 A2 MZBEMIT BTV b
SGT & SG 4

sinside interface : tX¥ = V7 4 L-ULBREWNA U HX—T = A A

sinside ip: ASA TEFX =2 U7 4 L-ULREWVMINZHDHBFARDIP T RLA

cinside port : ASA TEFx = VT 4 LULEWANZH R A DR — &5

«inside outside ip: ASA TEF =2 U7 4 LNUAREWVMINZHLHRA PO~y B 7 ENT
WAHIP T RL X

e inside idfw_user : ASA TEF = U7 4 LoULBEWVMINCH DA A MZEET T ST
% IDFW =—#4,
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«inside sg info : ASA TEFXx =2 U T 4 LULAEWANCSH B A MCEE T 5 Tnd
SGT & SG 4

s time : hh:mm:ss T/~ 7 12— D17 REH]

sbytes: 7 m—THINT A FDHK

« reason : NG S 7o B

RT3y RE,

Ia_)‘ v t_:/ %ASA-4-302311: Failed to create a new protocol connection from ingress
interface:source IP/source port to egress interface:destination IP/destination port due
to application cache memory allocation failure. The app-cache memory threshold level is
threshold? and threshold check is enabled/disabled.

AT V=T ary v ia AFRVED SRR LD, FTLWERAER T
FHATLE, ZOBEEL, VAT LADATIVREEFRIIVATLANT TV r—va fy v
a2 AFY LEVWVMEEBAZ-ZENERTHAAREENRH Y £97,

« protocol : A ERRT D7D SND 7' m b a/LO4Hi

- ingress interface : { ' #—7 = A A4

e source IP : HEILIP T R LR

« source port : F{5 LA — M

s egress interface : A ' F— 7 = A A4

* destination IP : %857 F L&

« destination port : %8 CAR— hF S

s threshold% : AE VU LEVMED/N—F 7 — i

* enabled/disabled : 77U 7y —v 3 v Fy v a AEY LEWEKEO AL/

WETI L3 VT ATAEY & KRS T B AL M T 572>, through-the-box Hfi
DR AW LET,

IJ5—AYE— 3a5A-6-303002: FTP connection from src _ifc :src ip /src port to dst ifc
:dst_ip /dst port , user username action file filename
REAZ AT ME, FTPH—ARNEDOMTT7 7 A NVET v 7Fr— REREFF 7 m—RLEL
7

escifc: 2 7A TV NBEHET DA F—T oA A,

eStCip: 7747 FDIPT FL A,

esrcport: 7747k AR—h,

cdst_ifc: = PFEETDHA VH—T = A R,
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edst_ip : FTP % — D IP 7 FL 2,
«dst_port : —/3 R— |,

e username : FTP == —#4,

e action : (RIFE7ZIIRGENTET 72 a v,
o filename : (REE-IZEE L7 7 1 L,

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

Io—XAw t—:/ $ASA-5-303004: FTP cmd string command unsupported - failed strict
inspection, terminating connection from source interface :source address /source port

to dest interface :dest address/dest interface

SBBAFTP F 7 7 4 v 7 OB FIP BENEH SN2, L FTP ER A vE—12, T/
A ACBH I NV a~wy RS ERTHET,

*‘E%%?g :/ 3 \J‘/IZ‘%:%OC I/o

I5—*wt— 2asa-5-303005: Strict FTP inspection matched match string in policy-map
policy-name , action string from src ifc :sip /sport to dest ifc :dip /dport
BAFTPIRE T, HEFRADME (T 7 ANVH, T ANVEAT | FoRa~v B sy 2
PL) OWTnE B LEZSEA, ZOA v E—U0 action_string THRESNZT 7 v a Ui
FATSNET,

« match_string : N U ¥ — ~ v 7' ® match i

« policy-name: —E L7zRY v— <>

s action_string : FATT 57 7 v a v (7= & ZIE. Reset Connection)

ssrc_ifc: RfEXA v X —T = A X4

esip: EEFEILIPT FLA

e sport : FEILA— B

e dest_ifc: 565EA v X —T =1 A4

«dip : 8% P 7 RL A

e dport : #E5EAR—

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

15_ A “Jt_:) $ASA-5-304001: user@source address [ (idfw user )] Accessed URL

dest address : url .

AT LEARA MR ESNTZURLIZT Z7EA L LS9 LEL, HAX LD HTTP R Y
Ve ¥y T EM ST HITP RAEZ AT 5561k, UTOREESH Y £, GET U 7=
A BNDRT sy MIRA RGRT A= RNEFINTWRWEA, URIZH T 51000
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12, %ASA-5-304001: client IP Accessed URL server ip:Hostname not present URL: URI &9 A >
UM ENET, URINKE L T1oOD Syslog THATTE WAL, 08I L CTHOH)
I C&EET, 72l 2 iE URLEEEOT v 71258 L Cilikd 5356, %ASA-5-304001:
client IP Accessed URL server ip: http(/ftp)://hostname/URI_CHUNKI partial%ASA-5-304001: client
IP Accessed URL server ip: partial URI CHUNKI1 partial............ %ASA-5-304001: client IP Accessed

URL server ip: partial URI CHUNKn &5 A v —U 0N SuE T, URI OFlBRIE 1024 /31
T, BAED/ST » M THRAEIIREISHIMNZRURIAEEN TV 25813, LRt TH
LictBvoryy 7 2EHLET,

WET7H a0 R,

15—)‘ “Jt—:) $ASA-5-304002: Access denied URL chars SRC IP address [ (idfw user )]
DEST IP address : chars

SEAEETT RUADLLIREENTZURL £721XFTP VA h~DOT 7B ANESEINE L,
WEFTH a2 RE,

I5—AYE— 3asA-3-304003 : URL Server IP address timed out URL url
B URL Y — "R Z A AT T Mo TWET,
WRETH a3y RE,

I5—+4vy+t—2 2asa-6-304004: URL Server IP address request failed URL url
FtBA Websense ¥-— BRI L £ LT,
HRE7 O Va3 R

15_)( v t—:/ $ASA-7-304005: URL Server IP address request pending URL url
#BA Websense t— /NERMRETH T,
RT3y RE,

Is— A “J‘t’—:) $ASA-3-304006: URL Server IP address not responding
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£iiBA Websense U — N7 7 B AIfEH T& ¥ A, ASA IX. Websense — 33 A A h—)L
ENTWBME—DV—NTHBGEEILRY— N, 38O — 035 5551350V —
NIT77ALLEI ELET,

HREFTH a0 RE,

I5— A ‘yt—*‘) $ASA-2-304007: URL Server IP address not responding, ENTERING ALLOW

mode.

B filter =~ > KD allow A7 v a V& L7z E 2 A, Websense 4 — "R L TWEH
Mo ASA L, H— "REHTEXRWETRTO Web BRN 7 4 V& U 7Tk TE 5
XolcLET,

RT3y RE,

I5— Avyt— 2asa-2-304008: LEAVING ALLOW mode, URL Server is up.

S fiter 2~ RDallowAd 7> a V&2 LIZE 2 A, ASAITLLRTIEIGE L7 Ay 72 Websense
Y= NP BIEEA v =V EZITRD Lz, ZOREA =128 D, ASA IT allow £—
REHETLET, ZHVTURL 7 4 H U U THERENFH O, 2 —T7 /U270 £,

RT3 RE,

Is5— A “Jt—:) $ASA-7-304009: Ran out of buffer blocks specified by url-block command
FRBAURL RNy 77 70y 7 PHEREZENE]Y £ LT,

#4274 > 3 > url-block block block_size =~ > FEZ AN LT, Ny T7r7ay ¥ A %%
HLET,

I5— A “J‘t’—:) %ASA-3-305005: No translation group found for protocol src
interface name: source address/source port [ (idfw user )] dst interface name: dest address
/dest _port [(idfw user )]

HEA Ny A EDOFREnat v FRAIE LK LETA, B SINZEE VAT AL
QS  AT DT NAT DR E SN TWRWEES, A v — VB AR S E T,

WRFHay Z0AvE—VFar7 4 Xal—vary 25—%5RrLET, FELHA b
WZHAF Iy 7 NAT DNEE LWEAIE, nat 2~ ROAEETLIP T FLAE —HT52 L%
MR LET . BEILHRA MRS T v 7 NAT REE LVBAIEL, satica~y Ror—7hL
IP7 RUAR—ETHZ LR LET, BELHFA MINAT BEE L RWEGATX. NAT
0ACL 231 > RENTWD ACL ZHER L £97,
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IS5—XAw t—:/ $ASA-3-305006: {outbound static|identity|portmapl|regular) translation
creation failed for protocol src interface name:source address/source port [ (idfw user

)] dst interface_name:dest_address/dest_port [(idfw_user )]

A7 = k=L (UDP, TCP, £7213ICMP) 7% ASA #Ei CAMAER C& EHATLI,
ASAIE, Xy hNU—2 7 RV RAEE 7T n— REy 2~ 7 FLRGETONRT v b Oz 7
AL TEREA, ASA T, static 2~ FTHIRIICHAI SN DT FLACHLTZOF = v
JEATVET, BE T 74 v 7 ORE ASAIRZR Y hU—2 T RLAEREFTr— FE v A
R 7 RLAEHBSNIZIP T RLADOEHREZES LET,

ASAIZ, T XTOICMP A vt — A FITPAT 2T 5D TiER<, ICMP =a—¢
SO— GBSy b (XA F8L0) ITIRY PAT i LE4, Fric, ICMP = —F /13—
T—RE Ny NIETIA, PAT BB L E 3, £D72H, D ICMP A vt—Y X4
NFEEINDEE, ZOA v E—UNERSINET,

ASA 1T, FREWFH» static I~ ROZa— L IP T RL AL~ A7 LT, fEYEp 7 R
V2%, Xy "= IPT7 RLAEIET e —REY AMIPT FLALKBILES, Fun—
SNIVIPT RUAN, T DXy NI—7 v~ AT 2 ORFry hU—27 T RLATHD
. ASAIZEREXZY Yy bOXy NU—J IPT RLAFEZ I 7 —RE¥¥ A MNP T KL AL
kU TEBAER L £8 A,

I &R L ET,

static (inside,outside) 10.2.2.128 10.1.1.128 netmask 255.255.255.128

ASAIE., Ry FU—Z T RL AL LT E— 7 RLA1022.128 10X, 7uo— FR% ¥
A KT RLAELTI1022255 20 LET, BEFOEBIN 2 NGA, ASAIL, 10.2.2.128 F
72131022255 58 COERE/ X7 v FEELE LT, Z0OAvye—IIZidsk L9,

FHHOLWIPT FLANKARIPT FLATHLIHEE., 7% b static 2~ > ROERICAK
AR~ AT OB Dstatic 2~ > REZRELET (static 2~ > FICxT 2P O—EBHE]) .
F D% static 2> FTIE, ASABFE AR 7 RL R E LT1022.128 IZJ5E LET,

static (inside,outside) 10.2.2.128 10.2.2.128 netmask 255.255.255.255static
(inside,outside) 10.2.2.128 10.2.2.128 netmask 255.255.255.128

BT, SO LWIP 7 LA ZFFONEIRA ML END T 7 4 v 712X » TER &
NAHAREMERH Y £7, ASAITF Y NU—Z IP 7 RLAEIET7Te—RE¥F¥ A RIPT FL A
EEE LY TRy PRI T 4y 7 a7 4FXalb—2a U ERORA NP ERRTOT,
WD gatic A~ ROFRy hU—27 7 RLUAEBIZIFR L THLILERH D 77,

WET7Va VB L,

15—)‘ v t—:/ $ASA-6-305007: addrpool free(): Orphan IP IP address on interface

interface number
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|

B ASA N, B 7 u—s30 =)L TROTHNRWNWT RLAZEBL I > E LELE,
ASA T, 7 RLADHIBRENTWASE LT, BERAEELET,

HRFTH O ay RE,

Io5— A ‘yt—Q $ASA-3-305008: Free unallocated global IP address.

BB ASA B — 1 /UE, HETHEA T RN m— ULIPT FLAZEHRLTT RV A 7 —
JNTRZD & Lz o, REGREBEBRHLE Lz, ZORREL, ASABAT— 71
Tz A ==y b7y T EFEITH T, —HONEIRENT 7T 4 THE L A Z A3
& & O CHEHERNZFH L TR WEEICRET S e’ d v £9, 2 OREBIZBEZR b
DOTIF2 <. FHIZEBCEE L ET,

BT 3y BENMER LARWEE1E, Cisco TAC IZBRIWEhbEL EE W,

Ia_)‘ ‘y’b-*‘) $ASA-6-305009: Built {dynamic|static} translation from interface name

[(acl-name) ] :real address [(idfw user )] to interface name :mapped address

ST RLAZAm y MAMERSHE LIz, Aoy ME, EETT LAz a—h A flnsd
7a—rUANZEB L 3, E7o, WHRTIE, 5T L A&7 m—ru il b —0 Al
(ML ET,

*‘Eﬁ?b :/ 3 QJZ‘%:&? L/o

Ia_)‘ “J‘t’_:) %ASA-6-305010: Teardown {dynamic|static} translation from interface name

:real address [(idfw user )] to interface name :mapped address duration time
BT LA A m Y FAHIBRSIVE LT,
*Eﬁ’?g :/ 3 ‘/‘JZ\%&E l/o

I5—*Yt— sasa-6-305011: Built {dynamic|static} {TCP|UDP|ICMP} translation from
interface name :real address/real port [(idfw user )] to interface name
:mapped_address/mapped port

ERBATCP, UDP, F£72IXICMP 7T RL AL AT v RIMERRSNE LT, Ary M, v—F
MAUNS T a—_SUNGEETT Y 7y b e L ET, $HiS, Aay bME, Ze— Ll
o — B NGB Y iy N EEH L F9,

*Eﬁ77 :/ 3 ‘/%‘giﬁ L/o
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Ia—)( ‘yt—*‘) $ASA-6-305012: Teardown {dynamic|static} {TCP|UDP|ICMP} translation
from interface name [ (acl-name )]:real address /{real_port | real ICMP ID } [(idfw user

)] to interface name :mapped address /{mapped port |mapped ICMP ID } duration time
BREAT N L AL ATy FAHIBRSIVE LT,
*‘Eﬁ?b :/ 3 ‘/LIZ\%HZC Lo

15—)‘ ‘y‘b-*‘) %ASA-5-305013: Asymmetric NAT rules matched for forward and reverse
flows; Connection protocol src interface name :source address /source port [ (idfw user
)] dst interface name :dst address /dst_port [ (idfw user )] denied due to NAT reverse

path failure.

HMBAEBROT FLAZFHL T, vy 7ENEHRA MDD EZRAE LN, ERENEL
77

HRT7OAVUNAT ZHHTDHRARNERUA F—T oA A BIZRWERA MBS+ 58

Alx, EBEOT RLATIERL, v~y 7&3NET7 RLAZBRHLES, £, 77V 75—y 3
NZIP T RLABEOIAEN TV DAL, inspect 2~ RE A R—T /M LET,

15—9‘ “Jt—:) %ASA-6-305014: Allocated block of ports for translation from
real interface :real host ip /real source port to real dest interface :real dest ip

/real dest port.

ZBA CGNAT @ Iblock-allocation] Z3F%7E STV DA, 0 syslog IZH LWVAE— K 7wy
7 OFEN) B THRITAERSIVET,

WE7OavRL,

I5—AvYy t—< 4ASA-3-305016: Unable to create protocol connection from real interface
:real host ip /real source port to real dest interface :real dest ip /real dest port due

to reason .

BREBAKRA R T EORKAF—F 7a vy 7 ORIRBIZEL TWD0, 23R —h 78 v 7 5%,
BLTWET,

s reason : IROWT N7 97,
e IRARNZTLDOPAT R— bk 71w 7 IR value IZEE L 7=
¢ PAT 77— /LINDR— K 71 v 7 O

WETYAVARARNTEDPAT R— | 70y ZHIRICE L HEE, RO~y REAT
LT, RARZTEDRRT vy 7R AR L ET,
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xlate block-allocation maximum-per-host 4

PAT 7 — VDR — k70 v 7 OBOGAEIL, 7= O A Re e L2 R L ET,
/2. ROa< REASLT, 7avy A4 AHHER LT EE,

xlate block-allocation size 512

15_)( “Jt_:) %SASA-3-305017: Pba-interim-logging: Active ICMP block of ports for
translation from <source device IP> to <destination device IP>/<Active Port Block>
StBA CGNAT —Bro X0 ZHEEEN A 22> TV BBA. 20 Syslog 12k V| HrED Y —=
IP7 RUANLZDOREOEHIP T RLASNDT 77 4 7R — b7 a v 7 REnEd,

HRENE L,

I5—AYE— ¢ asa-6-305018: MAP translation from
src _ifc:src ip/src port-dst ifc:dst ip/dst port to
src _ifc:translated src ip/src port-dst ifc:translated dst ip/dst port

B FEN. SN TV DAEEFICMAP AZ A LDT RLAZHREH S, EDOEETE L 5EENE
HIXhE L,
151):

$ASA-6-305018: MAP translation from
inside:2001:DB8:0000:0000:0000:0000:0000:0002/57964-outside:2001:DB8:FFFF:0000:0000:0000:0000:0001/22
to inside:192.168.101.210/57964-outside:192.168.100.203/22

HRENE L,

IS5—Awt— ¢ aAsa-3-305019: MAP node address ip/port has F¥&EE port Set ID encoding

SREA Xy FOT RLAIIMAP OFEAN e~ v B 7N — Uil LETH (0F0, A
INBZLEEEWRLED)., 7TRLVARNTZ a— RFEhkAR— by FIDIZIE (RFC7599 &
D) —BUERHY EHA, ZhiE, ZOXT Y FOBETLTHH MAP /— ROV 7 v =T
ENRK Th D AREMERH D 7,

i)

$ASA-3-305019: MAP node address 2001:DB8:0000:FFFF:0000:0000:0000:0002/57964 has
inconsistent Port Set ID encoding

HREME L,
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Io5—X% ‘yt—*‘) % ASA-3-305020: MAP node with address ip is not allowed to use port
port\n

RBA /N > MZIE, MAPDRARW i~ v B T —)b (DF | BaINDZ L2 BE%RT D)
=T 257 RLARHY 30, B#ETLIAR— ML, 207 RLRIZEID Y ToH &N
WZHD EFHA, ZHUL, ZONTy FOFEILTHD MAP / — RORIEIZFRY H3d D e
DEWZ EEERLET,

il
$ASA-3-305020: MAP node with address 2001:DB8:0000:0000:0000:0000:0000:0002 is not allowed
to use port 37964\n

HERAME 7 L,

I5—AYy t_:) $ASA-6-308001: console enable password incorrect for number tries (from
IP address )

SBAZIUT ASABHRA v —UTY, ZDOAvE—UlF, FET— RICAD DI —N0
NRAT— REfERHIN-EEETE TAN LEZBICERRENE T, R REITEEIL 3 ET
7,

WRETV Ay NAT—NEHERB L, BHERITLET,

I5—A4vyt—2 2asa-4-308002: static global address inside address netmask netmask

overlapped with global address inside address

B 1 S EIIEEO static 2w RO P 7 RUANEME L TV ET, global_address (3%
X2 VT4 LD H =T 2 A A LEDT RLATHDH I — LT RLATHY
insde address lZmtEFx 2V 7 4 LD U HZ—T 2 A A LDT RLATHLu—VT K
L ATT,

HERE7U 3 showstatic A~ FAfHLCary7 X2l —y g rDstatic 2~ RL%
R, BELTWD I avr REEELET, &b - BEULEEIZX, 1011070 EDFxy hU—
7 7 RUAZFFE LT, BIO static 2~ FT10.1.1.5 2 EZ O#FPANICH 5K A b &FEET
DA ELET,

Io5—4% ‘yt—*“) % ASA-4-308003: WARNING: the enable password is not configured

BB A =T NEF— K (HERBL~A2LLE) ITABBIZA RF—T AR AT— KNREEIN T
WA, HERL L 15 DA X —T NIRRT — RERETHLERH Y 77,
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311001

311002

311003

311004

T |

WRFIAVAF—TNNRAT—FERELET, HAIENDHIAT—ROESX3~15
<7,

IS—XAw t—:/ % ASA-4-308004: the enable password has has configured by user admin

A TA X — T NNAT— REHREL TS, ZDORAvE—I1F, BIEDOA F—TILINA
U—REEETHLEERRINEEA,

HREFTOaV L,

I5—AwHt— 2asa-6-311001: LU loading standby start

ARSI ASABTRINCA L TA NI DL EIT, AT =TV T 2= VA== T v
TT— MERNAZ A ASA K ESNE LT,

WRFHOa N ERL,

IS5—Awt— 3asa-6-311002: LU loading standby end

BAAT = F TN T 2= VA== T v 7T — MERD, AZ 3 ASA~DEFZIFIEL
L7

WET7OaVnBERL,

I5—*w+t— sasa-6-311003: LU recv thread up
BT v 7T — PEEIREN AL A ASA IO ZIEENE LT,
WETFTOaUVERL,

IS5—XA wH— $ASA-6-311004: LU xmit thread up

HBARAT — R T T 2= == T v T T — MERN, AL, ASAICEEESNE L
77

*‘Eﬁ?b :/ 3 :/le‘gfcﬁ I/o
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Ia—)( ‘yt—*‘) $ASA-6-312001: RIP hdr failed from IP address : cmd=string ,

version=number domain=string on interface interface name

RBE ASA WRELSNA DA N —ay a—REFFORIP A vE—V%ZEL, AvE—VF
DA UHE =T 2 A ATTPRINDINN—Va VB EITRRDIEFEZERL, V—T 47 KX
ADOxy FUIFIEERTLE, BIORIP T /A AXASA LHfETHLOICELSRESN
TWARWAREERH D £,

*‘E%%?g :/ 3 \JLIZ‘%:%OC I/o

IS5—XAwy t—:/ $ASA-3-313001: Denied ICMP type=number , code=code from IP address on

interface interface name

BB icmp 2~ FE2T7 78R YA RELHIHEHLTWAEA, BIIC—E L= R YR
FFAal=2 N U ThIUX, ICMP 37y MIRBERARATLE T, RO —FH L= b U BNES
T MY OEE, FEr PR —F Lo 758, ASAIXICMP N7 v REBEFEL, =
DA yE—=VEAERLET, icmp 2~ NiE, A F—T = A ZA~Dping A x— 7 VET
EF 4 =TT LET, pingDEITNT 4 B—TLDEE, ASAITR Y FU—27 ETHHT
TXFEHA, ZOWRIL, REARER 7 7 X ping & LN E T,

WRFHSa2 7 TAL ZAOERE BRI WA HhELE S0,

IS—XAw t—:/ $ASA-4-313004:Denied ICMP type=icmp type , from source address on

interface interface name to dest address :no matching session

SBAAT— M7V ICMP HRECIBME N2t X2 U T« F= v 7 Dizth, ICMP /37 v k3
ASAIZ K> THEESNE Lz, 8%, ZIUSHEET201%, 7Tl ASA il L7-f%h/e—
a—FRAEZERVICMP =2 — 5%, 72139 TIZ ASA THENZEHTW 5 TCP, UDP, %
TIXICMP £y ¥ a VB LRV ICMP =7 — A v E— 00N TT,

*‘E%%?g :/ 3 D%\gfaf I/o

Io5—4% vt—*‘) $ASA-4-313005: No matching connection for ICMP error message:

icmp msg info on interface name interface. Original IP payload: embedded frame info

icmp msg info = icmp src src interface name :src_address [([idfw user | FQDN string
1, sg _info )] dst dest interface name :dest address [([idfw user | FQDN string ],

sg _info )] (type icmp type, code icmp code ) embedded frame info = prot src
source_address /source_port [([idfw user | FQDN string ], sg info )] dst dest address
/dest port [(idfw user |FQDN string ), sg info ]

SREAICMP =7 — A v E—U 0 ASA TT TICHELINTWD EDE vy a v EHEHE L7220
728, ICMP =5 — XAy "R ASAIC K > THETESNE LT,
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313008

313009

314001

313008 [Jj
HRT7 O aVFERPKBCH D5E, ACL ZHA L CTARA MEHET 22 LN TEET,

IS5—XAw t—:/ $ASA-3-313008: Denied ICMPv6 type=number , code=code from IP address
on interface interface name

BBAIicmp 2~ F&2T7 78R U AR LBIHEHNLTWDI%E, IC—H Lz FUR
PRl N U TohIUE, ICMPv6 /X7y MIALERZ AT L E T, RPIC—E L= N U DBE
B MY DORE, FRFET S PR LR o258 ASA L ICMPV6 /37 v b A BEFE
L., Z2OAvEe—VEAEKRLET,

icmp a2~y RiE, 41 ¥ —T =2 A~DpingZ A X—TNVELITT 4 8—7 M LET, ping
BT A4 =TT DL ASAN TR Y U —7 ETHRIHTE R R £, oML, &E
FREZR 7 B ¥ T ping & HIFEFINE T,

WRT7HL 32 BT TS ZAOEHEITBWEPEL &0,

15—)‘ W) t—:/ $ASA-4-313009: Denied invalid ICMP code icmp-code , for src-ifc
:src-address /src-port (mapped-src-address/mapped-src-port) to dest-ifc :dest-address
/dest-port (mapped-dest-address/mapped-dest-port) [user ], ICMP id icmp-id , ICMP type
icmp-type

BB — F3ARIEZR (Brblgh) ICMP = a—Z0REZIINENRT v FEZELE LT,

RT3 VWA X F DAL, MR ETY, FRRANKEICH LA, ACL &2 f#
HALCTEHEAMNEHEET DI ENTEET,

I5—A*wYHt— 3asa-6-314001: Pre-allocated RTSP UDP backconnection for src_intf
:src IP to dst intf :dst IP /dst port.
BB ASA R, =D T —H EZFELTWIERTSP 7 74 72 MIX LTUDP A7 (7
Fx i i L,

esrc_intf @ KETCA U H—T = A R4

esc IP: EEIXA L H—T A AIPT FL A

sdst_intf : FEEA v H—T = A AL

cdst IP: G5 1P 7 FL%

« dst_port : 85— b

*‘Eé%?b :/ 3 y%‘giﬁ I/o
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Syslog # v — < 302003 ~ 342008 |

I5—A*w+t— 2asn-6-314002: RTSP failed to allocate UDP media connection from src_intf
:src IP to dst _intf :dst IP /dst port : reason string.

BBIASA BAT 4T FXFMSFLTH LD E VRV 2 LR TE £ A,

esrcintf @ EEFEITLA L F—T = A A

esc IP: EEA v HX—T = AIPT RL A

edstintf : 5E5EA X —T = A A4

dst_IP: 584 1P 7 FL%

« dst_port : 85— b

s reason_string : [Pinhole already exists| F72/% [Unknown]
RT3 VFERNRHRGEAIE, ASADATURARELTWNDH78H, show memory =<
v REFET LR REREE AT Y 2T 50, £/oidshoweonn 2~ > R&FAT L TFE
AENTW L EREE MR L £,

15_)( ‘yt—°) $ASA-6-314003: Dropped RTSP traffic from src intf :src ip due to: reason.
B RTSP A v B —JICFHIR— FEFANOR— R EENTWDD, F TR RERHIREZ
B2 HEEDURLVNEGEENTWST=H, RTSP A v —INa—FREDRISP X2V T 4
AU —ITE X LE LT,

ssrcintf @ EEFITLA VF—T = A RS

esC IP: EFmA X —T7 =4 AIPT RL R

sreason : A, IROWTINDFRIHEMERH Y F7,
- RRA Y FRTFRIR— IR0 ~1024 DAFT 47 R—h2x I o— L TWET,
-URL O & (urllength /31 &) 23 KE (url lengthlimit /S ~) 2B X TWET,
WRT7HOAVRISPV TA TV "3 Exa T 4 R —0ERKTDHA vE—VEEETD
FRERELET, ERESNZURL BESYTHIHEE, RISPARY v— v 7T, LV E
WURL EAIfREEEL T, AU —%EMTEET,

I5—Ayt— 2asa-6-314004: RTSP client src _intf:src IP accessed RTSP URL RTSP URL
BBARTSP 7 7 A 7> h23RTSP =27 7 AL LD L LE LT,

esrcintf @ EFETLA X — T = A A4

esic IP: XfZA v X —T 24 AIPT RL A

* RTSPURL : RTSP #—/3D URL

WREF7HY a0 RE,
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314005

314006

315004

315011

314005 [

I5— Ayt — 2asa-6-314005: RTSP client src_intf:src IP denied access to URL
RTSP_URL.

RBARTSP 7 7 A4 7 > "3 LIS A MZT 7 ®8AL LD ELE L,
esrcintf @ EEFITLA VF—T = A A
esCc IP: EFmA X —T =4 AIPT RL R
« RTSP_URL : RTSP #— 3 URL

WET7H a0 R,

I5— A vy+t— 2asa-6-314006: RTSP client src _intf:src IP exceeds configured rate
limit of rate for request method messages.

SHBA HEE D RTSP Bsk A v — U3, RTSP AR U o — DR ERH L — MElREZ B2 F LT,

e sreintf @ EETTA VX —T = A A4

esic IP: XfETEA v X —T =24 AP T FL A

s rate : FREF A L — MR

* request_method : Bk A v —T DX AT
WRFHS a2 77347 b OEEDRTISPER A v —Un L— MR ZHE 2 727K %
AL £9,

Io5— A “Jt_:) %ASA-3-315004: Fail to establish SSH session because RSA host key

retrieval failed.

S5 ASA 2N, SSHY vy 3 v OREIZMBEAR RSA TR A R F—% Ao bh A, FA b
X —RNERIIN TN, F7213 2D ASA DT A > A2 DES % 7213 3DES =1k
ZEFAL72WTZDIZ, ASAFRA N F—MNR2WAREMERH D £97,

HET7 Va2 ASA =2 Y — /L) show cryptokey mypubkeyrsa =t~ > F% A LT, RSA
RANF—NOLZLZMRLET, FA N F—=DRWEEIE, showversion =+ K& A

71U T, DES £721X3DES BNl SN TWNWDH Z & 28 LE T, RSAKA L ¥—0d 554
X, SSHE v v a2l LET, RSAKRA b F—%24KT 5121, cryptokey mypubkeyrsa
avr RE AN LET,

I5— Ayt — 2asa-6-315011: SSH session from IP address on interface interface name

for user user disconnected by SSH server, reason: reason
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MBSSHEy Y a UMK TLELE, =2—¥2 quit £/2iX exit Z AJJ9 5 & terminated
normally A v E—UMFERENET, 2—FHITEDRGAESCAH LG EIIFRINETA
2. B 7e8A £7-12 nologging hideusername ==~ o RARE SN TV A EAIIFRENE
T, BIOFKTE v v a U S8, 7% A FTRABZHEP SN ET, ROEIZ,
Ty alrPNYWENABERHELTEZLNDIHLDE - EFRRLET,

% 2:SSHYH D IREA

el

Bad checkbytes | SSH ¢ —AZ#HIC F = v 7 /A BT [SSHE v v a Va2 fA LT,
IAVyFBRI SN E LT,

CRCcheck  |REED /Sy MO L TR SN HAUIARETT, 20X v E—I55]

failed CRCHAS, /<S4 v MIHWIAEIT | &HEEFRENDHAEL, Cisco TAC
W5 CRCIEE B LERA, Ty [IBHWEDESTZE W,
PARETT,

Decryption  |SSH % —( 2l SSHE v & 5 1 |[RSARA b F—&HER L, FEHITL

failure

F— ORI L £ LTz,

jz—?’)«o

Format error

FEFe halr A—Ja DA vtE—
UM, SSH N— g A C 2
INE L7,

SSHZ 947 v haeFzy s L, &
K= MRBEDONR=TV a0 THDHI L %
e LE7,

Internal error

DA yE—VIL, ASA ED SSH ®
WERT 77—, & DV I RSA F—
ASAIZ AT ENTW W, F72iX
BfSGTCERWZ L ERLET,

ASA =Y — )L 6 show crypto key
mypubkey rsa =2~ > K& AL T,
RSARA N F—0b5H 2 L &fif L E
T BA N =020 EEIE, show
version =~ F& A/ LT, DES &%
721% 3DES FFR SN TV D 2 & % i
BLET, RSAKZ b F—0DHHEE
X, SSHE v a v ZHLE9,
RSA R A & F—Z AT HIT1T,
cryptokey mypubkeyrsa =~ Nz A
HLET,

Invalid cipher
type

SSHZ A4 7 v bR R—1rENT
W W B EER L E LT,

showverson =< > K&Z AL, 74
T ANY R — LTV DHEEE 2 iR
LThb, HR—hSNTWDHRE%
T2 L IICSSHY 94T > &
RELET,

Invalid message
length

ASA IZE|ZET5H SSH A v E—V Dk
X3262,144 34 R ZBZ TND D,
F72134,006 314 MR TT, T—H
DHEE LTV AEEERH U £,

KR AREE T,
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315012

315012 [

TXRIXZFE |FHEA 7Hoay
5
Invalid message | ASA 73JESSH A v — V%% 5 L7 |ETMNSSHYZ 747 hTHHNE D

type

M, HDHNEITR— IR TWRN
SSH A vt —UF - IFERIN T
RWSSHA v E—U%2ZE L FE LT,

MNEERLET, B 7 A SSHvl &

R—hLTWNWBIZTAT L NTHY,

DAy E—URgIEHERTIND
BEiE, ASA VU TV 3 —)un
5 debugssh =~ R A LT, T
Ny T A=V RV IABRES, £
D% . Cisco TAC IZBWEHHEL 7
S,

Out of memory

ZDAyE—UX, ASA A SSH ¥—
NTHEHAT AT Z2ED S THN
EINP SRR =l AP/ e Ay
WIZASA BN E Y —I2h > TV SIS
WCFEREINET,

%CTSSHEY > a v 2HALET,

Rejected by
server

T — W ORIEITRIM L F LT,

A— P L NRAT— FEERTH LD
a—PFITRDET,

Reset by client

SSHZ A7 ks
SSH MSG DISCONNECT # v & —
Z ASAWZEE LE L,

KPR AREE T,

status code: hex
(hex)

Z—H3, SSH =2 > Y —/LC quit £
72X exit # AJj&912, SSH 7 7 A
7k U4 RY (Windows THET
) ZBACE L7z,

KHALIARETT, 7794 T 2 NEE
KTTH50OTHEHRL, ERICKTTS
roa—PIcHEREL £,

Terminated by
operator

SSHt v a3, ASA =2V —)b
T sshdisconnect =~ > RO ANIZ L
DT ENTE LT,

RPALIFAE T,

Time-out
activated

SSHt w3 A3, sshtimeout 2~ >
RCHE SN2 E 2 727
O, XA LT RNLELE,

SSH #%t # B L £ 9, sshtimeout =
~Y REFEHALT, 550774/
B2 MBS U TR 60 43 & TIER:
TR ENTEET,

HWREFTHay RE,

Io—4% ‘yt—*“) $ASA-3-315012: Weak SSH type (alg) provided from client IP address on
Connection failed. Not FIPS 140-2 compliant.

interface Int.
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E5%8A FIPS 140-2 FBRED—# & LT, FIPS NE#N 72356 SSH #fit A fEL T & 5 DI 57X
& L Taesl28-cbe F721% aes256-cbc, MAC & LT SHAl #3255 DA TY, IO Syslog
IE. T ARGV S TR EZIIMAC BfEb TV A LA ICAER S VET, FIPSE— R
NEZN DA Z D Syslog 1ZFRENEH A,

* type : cipher %7213 MAC

cag: ZIF AN LAWK B R E 1L MAC D4 i

*IP_address: 7 747> FDIP 7T FLA

sint: V74TV IR LIS ELTNWDA U F—T A R

HET a3y 2 ANLRBREHRE T MAC 24578 L7,

Is5— A “Jt_:) %ASA-6-315013: SSH session from <SSH client address> on interface
<interface name> for user “<user name>" rekeyed successfully.
£%B8 = @ Syslog I, SSH OF—FARNBIEFIZTE T L7 2 L 2R 72Ol ETT, Jiuk
AE I TAT Y TRAEOEMTT,

« SH_client_address: 7 747 FDIP T FL- A

cinterfface name: 7 7 AT FER L LD L LTWEHA X —T = A

e user_name : & v ¥ a SIAEM T TV D 2 —Y 4

RT3 L

I5—Ay+t— 2asa-3-316001: Denied new tunnel to IP address . VPN peer limit
(platform vpn peer limit) exceeded

ATy F 74 —AVPNETODERTHR—FENTWS LD $%< D VPN F gL
(ISAKMP/IPSec) #[RIFFICHENL L X 5 & LA, WElZR b orxuiddrbulonE4,

*Eﬁ’?g :/ 3 ‘/‘,!Z\%foe L/o

IS5—4 “Jt—:) $ASA-3-316002: VPN Handle error: protocol=protocol , src in if num
:src addr , dst out if num :dst addr

A VPN N> AT TCICIFET 572, ASA 1L VPN N> RAZERRTE £H¥ A,

s protocol : VPN 72 —D 7' 1 kb

sinif num: VPN 70 —DOANA V F—T = A&+
esrc_addr : VPN 7 a2 —D%E T IP 7 R L&

sout_if num: VPN 7 rn—DH 1A ¥ —7 = A AF =

«dst_addr : VPN 7 2 —D3e5EIP 7 KL &
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317001

317002

317003

317004

317005

17001 [

WRET7I30IDOA =V, EFEERICRETLHIZELHVET, L, AvtE—
UKD IR LER SN, VPNR—ADT 7V r—3 g R BEVMER AT AR, Y
7 hU = TREENRINE 25> TWDAREMERH Y £, kO a~r RaE AN L CGEIZREHR %
IWEE L. Cisco TAC I[CRIBEOFHE A KHE L T 72 &0y,

capture

name

type asp-drop vpn-handle-error

show asp table classify crypto detail
show asp table vpn-context

IS5—Avyt—Y 2asa-3-317001: No memory available for limit slow
FEBAA T U MET L TODRIEDT 0D, BRESNIIRIEN R L £ LT,

WRTFHOAMMDI AT AT VT A ET 4 %O LTAE ) OFAEEIRL £, RIS
LT, LOKRBEDAERVHERICT v 77 L—RLTLEEN,

I5—Avy+E—Y 2asa-3-317002: Bad path index of number for IP address , number max
BBAY 7 FU =T ORI =RREELELL,
HRT 7 23 VRS L7056 Cisco TAC IZBRWEDHECIZS VY,

15—)‘ “Jt—:) $ASA-3-317003: IP routing table creation failure - reason

HEBANE Y 7 b =T 7B RAELEED, FTILWIPV—T 4 7 T —T )VOVERRB IS
bhvE L7,

WRFHa o AvE—V%FDOFFa— L., Cisco TAC IZHE L TL &0,

I5—AYE— asa-3-317004: Ip routing table limit warning
REAZ AN S IPL—T 4 > 7 T —TIVNO— NEAS, BRE SN ERIBRICEE L £ Lz,
WRTI a0 T—T7 V00— MERHT ), flRZZELELET,

IS5—Avyt— 2asa-3-317005: 1P routing table limit exceeded - reason , IP address

netmask
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SEEMO/L— b T — T LB ENE T,
WRT7Iay T—T O — M EERST ), HIEZRELELET,

ITo5—H* ‘y‘b—*‘) $ASA-3-317006: Pdb index error pdb , pdb index , pdb type
FtEA PDB (CxI T2 A 7 v 7 A3EEBASN T,

« pdb : Protocol Descriptor Block (PDB A > 7 v 7 A =7 —®5tik 1)
« pdb_index : PDB A > 7 v 7 AR 7
*pdb_type : PDB A > T v 7 A =T —D XA

WRT7I L aVBERRELWGEE, ar Y —VEREF VAT A v IR REINDET T —
Ay =V FDOFEFa L — L., Cisco TAC IZBMWEDLED 9 2, TAC O FITINE LT
Ha SR a0,

I5—AYE— 9a5a-6-317007: Added route type route dest address netmask via

gateway address [distance /metric ] on iInterface name route type
SRBRET LW L— R L—T 4 v T MBI ENE LT,
N—T 47 TabhaloLT:

C: ¥, S: A¥7 v 7, 1:1GRP, R:RIP, M : E/3A )L

B : BGP, D : EIGRP, EX : EIGRP 4}, O : OSPF

IA : OSPF N#B U 7, N1 : OSPF NSSA # &% A 7 1

N2 : OSPF NSSA 4% A 7" 2, El : OSPF #Mi & A 7' 1

E2 : OSPF 4% A 7 2, E: EGP, i:IS-IS, L1 :IS-IS L-UL |

L2 : IS-IS L~ 2, da: IS-IS W= VU 7

« dest_address : = D/L— FDFEER Y T — 2

s netmask : 6% %y hT—27 DFxy h~ R

» gateway _address : 569 v b U — 7 BEIFEO T DIEHT 57— =4 DT RLR
edistance: ZDON— DT RI=A ML —T 4T T 4 AKX A

emetric: ZONL— DA KN v

sinterface name: N7 7 4 v I IMN—T 4 T EINDF Y NIT—T L U H—T = A A4

WET7Oa B L,

I5—AYE— 3asa-6-317008: Deleted route type route dest address netmask via

gateway address [distance /metric ] on interface name route type
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317012

318001

318002

a0z [

BB LWL — b3 —T 4 7 T LIRS E Lz,
N—T 47 Ta bhaloiA T

C:##t, S: A¥7 v 7, 1:1GRP, R:RIP, M : E/3A )L
B : BGP, D : EIGRP, EX : EIGRP #}4f, O : OSPF

IA : OSPF N#E= YU 7, N1 : OSPF NSSA M % 1 7 1

N2 : OSPF NSSA #i % A 7°2, El : OSPF 4N % A 7 1

E2 : OSPF 4% A 72, E : EGP, i:IS-IS, LI : IS-IS L~ 1
L2 : IS-IS L~L 2, ia: IS-IS W= VU 7

« dest_address : = D/L— FD5EdEFK Y T —2

s netmask : 6%k hT—27 DRy kv A7

« gateway address : 565 v b U — 7 BNEIEO - DIHHT LS~ =24 DT K&

sdistance : ZDN—F DT RIZARNL—T 4T T AKX A

emetric: ZONL—FrDA MY v

sinterfface name: N7 7 4 v I BNV —TFT 4 VT IND Xy NI—T L H—T =2 A R,
WRTO a3 LERL,

15_)‘ v ‘t’—:/ $ASA-3-317012: Interface IP route counter negative - nameif-string-value
BRBAA =T A A N— FOEDBADETHLZ L ERLET,
* nameif-string-value : nameif 2~ FTHE LA VX —T7 = A A4

*E%:é77 :/ 3 D%\giﬁ Lo

Ia—)( ‘yt—*‘) $ASA-3-318001: Internal error: reason
BMBANIRY 7 bU 2T =T =NRELE L, ZOAvE—VESPHILICRRENET,
HR7V a0 27— AvE—VEZOEFEIE—L, Cisco TAC IZHE LTI ZSW,

15—)‘ ‘y’b-*‘) $ASA-3-318002: Flagged as being an ABR without a backbone area

HEANL—Z X, —HIINRy I R— DY TRREIN TN Y TERL—2 LTI T
TMMNTOHNE LT, ZOAvE—JF 5T LICFHERINET,

R F74H, 32 OSPF 7 ut X&) L ET,
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IS5—XAw t—:/ $ASA-3-318003: Reached unknow n state in neighbor state machine
BBANEY 7 b =7 2T =3 ALE L, ZOA Yy E—VE S HITLICFIRSNET,
RT3 27— Ayt —VhZOFEFEFaLE—L, Cisco TACIZHE LTI ZS0y,

IS5—Avyt— 2asa-3-318004: area string lsid IP address mask netmask adv IP_address

type number

SHBHOSPF 7 ® A TU LI AT —RhT7 RARZ A ZRX L FOBHBICHENECE L, 2T
AEY U—=TIZONBAHEENH Y F9,

HET S a URIEDRR L2V EA . Cisco TAC IZBRIVWAEHEL ZE W0,

15—)‘ v t—:/ $ASA-3-318005: 1lsid ip address adv IP address type number gateway
gateway address metric number network IP address mask netmask protocol hex attr hex

net-metric number
$%BH OSPF C, DT —H_X—RA L [P )V—T 4 V7 T—TIVRICRESPRE SN E L,
T 2 a DRBEPR LR WEE . Cisco TAC IZBWEDE L TZE 0,

I5—4 wH— sASA-3-318006: if interface name if state number
SN T =3 AELE LT
WRF7IVav 2T — Ayt —VaXOEEIL—L, Cisco TAC ITHE L T IZEW,

I5—AY+t— 2asa-3-318007: OSPF is enabled on interface name during idb initialization
SBANE T T =3 A L E LT,
WR7V a3y 2T — AvE—UEZOEEAL—L, Cisco TAC IZHET LTS E &0,

15—)( “Jt—:) $ASA-3-318008: OSPF process number is changing router-id. Reconfigure

virtual link neighbors with our new router-id

EHBA OSPF Yut ANty hFT, HILWVWIL—FZIDEBIRLELS L LTWVWEST, 2772
a Nl Lo TIRTORMBY I nfElSdbnEd,
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318009

318101

318102

318103

318104

313009 [Jj

WR7I I TR TOBEEBY 7Y 7 a7 4 FXFalb—vara, HriLvl—
X IDHZXMT D EHICERELET,

IS—XAw t—:/ SASA-3-318009: OSPF: Attempted reference of stale data encountered in

function , line: line num

$HBH OSPF NENEH T, O CHIBR S iz — i OBET — 2 fE2 2B L L > LEL
Treg AVH—T oA ABION—FDarT7 4 Xab— a2 lET 5 e, MENRERT S
AR DV ET, L, ZOXvE—URERENDIGHIL, V=T AD—DAT v
TIZE > TCT =2 HED BHHIBRNAE T THWEDO T, #HETHILENDH Y 17,

« function : FHIL 22 A X b & 5ZAE L7-HKEE
«line_ num: ==— R DITH 5

HETH S a URIEDNRR LW A, Cisco TAC IZBRIVWAEHEL ZE W,

I5—Avyt— 2asa-3-318101: Internal error: REASON
BMEBANTY 7 U =T =T —RAELE LT,

« REASON : 1 X s OFFfl 72 K]
RT3 vnERL,

IS5—XAw t—:/ $ASA-3-318102: Flagged as being an ABR without a backbone area

SRBANL— X ND/Ry 7 R — U 72 LIZ, Jb— & 73 AreaBorderRouter (ABR) & LT7 J 78
WREINFE LT,

HEF7 - 3> OSPF Fut A5 HiLH) LE7,

Io—XAw t—< 3AsA-3-318103: Reached unknown state in neighbor state machine
BREANEEY 7 U =T =T —RAELE L,
WET I a nERL,

IJ5—AwE— 2asA-3-318104: DB already exist: area AREA ID STR 1sid i adv i type

0x x
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5BA OSPF TLSA Z RO A2 EMTE W=D, AV DU —7 BN RATHa[REMENDH Y
ESc N
« AREA_ID_STR : fElg# %9 30751
o ¢ EEUE
X BHAE D 16 HEFRD
*E%%?g :/ 3 D%\giﬁ I/o

ITo5—4% vt—’) $ASA-3-318105: 1lsid i adv i type 0x x gateway 1 metric d network i1

mask 1 protocol #x attr #x net-metric d

ZBH OSPF C, DT —F_X—X L P V—F 4 7 T—TIIVHICARBEER™IRH SN £ LT,

oi o BEHE
X 1 BHE D 16 #FEK T
od: FfE

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

I5—Ayt— 2asa-3-318106: if IF NAME if state d
BREANTI =7 —BAELE LT,

*IF_NAME : 8% %54 V¥ —7 = A ADAH]

o d: HdiE

*‘Eﬁ?b :/ 3 )%‘Eiﬁ L/o

I5—Awt— 2asA-3-318107: OSPF is enabled on IF NAME during idb initialization
BRBANE = 7 — AL E LT,

*IF_NAME : 8% %54 v ¥ —7 = A4 ADAH]
RT3 vnsERL,

Io5—XAvy ‘t'_:/ $ASA-3-318108: OSPF process d is changing router-id. Reconfigure virtual

link neighbors with our new router-id

SBAOSPF 7Yutv ANty hT, HTLWL—FIDAEBERLI L LTWET, Zhick
D, TX_RCOWRABY I NF T LET, HOBESEDIZIE, T XTOEMY 7 A /83—
FOEIEY VI BREEEFTTHILERDD £,
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318109 [Jj

ed: rERID 2ETHEE

WRT7I 3T _XTOIBERY 7 OB 7 a7 Fab—raraw, Hilv—
AIDEEHEIICEFELET,

318109

I5—A4vyt—> 3asa-3-318109: 0SPFv3 has received an unexpected message: 0x / 0x
B OSPFV3 M PHIL AW T B AMA v -V E LE LT,

« X BHEUED 16 HERF
WET I anERL,

318110

IS5—AwHE— 3asa-3-318110: Invalid encrypted key s .
RBRFEE SN B — T,
s: KX —%aEK T LTS

WRET7I a7 V7 TXFAMOXF—%5EL, servicepassword-encryption 2~ > K& AJ
LCHERALT D0, IR E LSS —NATHDL Z L2l LET, HBEINKE
XN LG AL, VAT ARERFICT T — A vbE—URERINET,

318111

Io—H% ‘yt—*“) $ASA-3-318111: SPI u is already in use with ospf process d
AT CIHERA SN TWDS SPLAEAL LS & LE LT,

eu: SPI #RTH S
ed: FrERID 2ETHEE

W7 a R0 SPI IR L ET,

318112

15—)‘ “Jt—:) $ASA-3-318112: SPI u is already in use by a process other than ospf

process d .
REAT CICHEH SN TWA SPIZEAL LS E LELT,

eu:SPI #RTHE
ed: utRIDEFETES

HETISaVHNOSPL BN LET, T TIHEAIN TS SPIOY A MEFRT DT,
show cryptoipvéipsecsa =2~ K& AL E7,
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Io5—X% ‘yt—*‘) $ASA-3-318113: s s is already configured with SPI u .
AT CIHERA SN TWD SPLAEAL LY & LE LT,

oS AV H—T A AEET LTS
su:SPI #RTEHE

HEBZT 9 2 a3 VIS SPI % EfEBRT 50>, Bl SPI 23R L 77,

Io5—X% vt—’) $ASA-3-318114: The key length used with SPI u is not valid
FBAX—ORIDBHEES TWET,
*u: SPI &R HEH

RT3 a7 IPsec F—% TR L E T, IPsec adalb ¥ —1 3241 (MD5) 7213 40 #7
(SHA-1) O 16 EEETHLILENDH Y £3,

Ia—)( ‘yt'—°/° $ASA-3-318115: s error occured when attempting to create an IPsec policy
for SPI u

SRBA IPsec API (NH) =7 —03%4ELFE L1,

eS: TT— AR LTS
su: SPI &HRTHES

WET7Oa nBERL,

15—)‘ “Jt—:) $ASA-3-318116: SPI u is not being used by ospf process d .
E2BH OSPFV3 CHEH ST e SPI 2% EMFFR L £ 5 & LE L7z,

su:SPI #RTEHE
ed: rERID 2FETEE

RT3 D OSPRV3IZ Lo T STV 5 SPLZRERT 5121%, show =~ REATL
i‘é‘o

15—)‘ ‘y’b-*‘) $ASA-3-318117: The policy for SPI u could not be removed because it is

in use.

. Syslog # v tz— < 302003 ~ 342008



| Syslog # v +—< 302008 ~ 342008

318118

318119

318120

318121

I |

FBAZORSNTIZSPIOR Y —ZHIFRLE S E LELLED, TORY —RNELEEF2T Y

Ty MO FEHENTWE L,
sU:SPI #RTEHEE
ﬁ§77:/3 ‘/‘/[Z‘g/‘cc L/o

Ia_)‘ v t_:/ %$ASA-3-318118: s error occured when attemtping to remove the IPsec

policy with SPI u
B8 IPsec APL (Wiff) =7 — Mgk LE LI,

S FREESNTZT T — &2 FT LTS
eu:SPI #RTEHE

*‘Eﬁ?b :/ 3 :/le‘gfcﬁ I/o

I%—)‘ vt’—’) $ASA-3-318119: Unable to close secure socket with SPI u on interface s

EBH IPsec API (W) —=F—23AELE LT,

eu:SPI &HRTHES
cSIRESNIA LV H—T = A AE T LTS

*E%:é77 :/ 3 ‘/‘JZ‘%:?ZC Lo

Io5—H% ‘yt—*“) $ASA-3-318120: OSPFv3 was unable to register with IPsec

BRBARNE = 7 — A L E LT,
*‘Eﬁ?b :/ 3 ‘/‘/[Z‘Efcc L/o

15_)( ‘y’b-*‘) $ASA-3-318121: IPsec reported a GENERAL ERROR: message s , count d

BRBANES = 7 — 3 AE L X LT,

csIEEINTEA vE—VERT LTS
od: AR A v E— T ORI AR RTHIE

*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o
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Io5—X% ‘yt—*‘) $ASA-3-318122: IPsec sent a s message s to OSPFv3 for interface s .
Recovery attempt d

BN =7 — P RAELE LT, VAT LANEX 2T YTy NOFA—T7 0 LEIRERAT
WET,

csIfRESNTEA v =V ERESNTA LV F—T = A R BRI LT
od: U BN RATIRE E £ R E

#Eﬁ77 :/ 3 D%‘gfcﬁ L/o

I5—AYE— 9asa-3-318123: IPsec sent a s message s to OSPFv3 for interface IF NAME

. Recovery aborted
AN =T = BAELE Lz, VAT OMITORRBEZEBAE LT,

cSIEINTZA v E—VERT LTS
«IF_NAME : fEE &N A v X —T =4 A

*Eﬁ’?g :/ 3 y%‘gf—cﬁ L/o

I5—Avt— 3asn-3-318125: Init failed for interface IF NAME
B =T = A ZOPHULITRIL L E LTz, B ONDEAIE, RO LBV TH,

e A B —T A ADEGIE L IR D HIBR S LTV E T,
U ZAa—TDF—EAR— AR TEETATL .,
e — NN N—HDRAN—=FT—=FT a7 BElR TCEEEATL,

WRT7 Va0 A =T oA REPWRET D307 4 Falb—rvary avy FaHlRL
T, BRITLET,

IS5—X4 w+tz— 3AsA-3-318126: Interface IF NAME is attached to more than one area

EREAA XA —T oA A, A B —T A ADY TSN OEEDA L F—T = A A Y A |
ZEENTHET,

«IF_NAME : feESNTcA v F—T = A R
HR7IanERL,
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318127

319001

319002

319003

319004

313127 |

Io5—4% ‘yt—*‘) $ASA-3-318127: Could not allocate or find the neighbor
BREANTI— 7 —BAEL X LT,
*‘Eﬁ?b :/ 3 ‘/;JZ\%:/;E Lo

Is>— A “Jt_:) %$ASA-3-319001: Acknowledge for arp update for IP address dest address

not received (number ).
5%BH ASA N ARP 7' & A3, ASA O A —"—n— RBFER CTHERBZ IS > T E
j—O

WRT7I a3y LB, —RMWNRTT —T7, ASA DEWAMEHR L., FREZBE X CHH
ENTWARNWZ L ZHERLET,

Is5— * V) t—:/ $ASA-3-319002: Acknowledge for route update for IP address dest address

not received (number ).

SRBH ASA NDILV—T 4 7 B 22—V, ASA DA — "—n — KRR RKR CTHESREEISM I
o TWVET,

WRF Ay AE, R T —T%, ASA OFEHAMEMER L., HFRELZB 2 THA
INTWRNWZ 2R LET,

I5— A ‘y‘t'—’) $ASA-3-319003: Arp update for IP address address to NPn failed.

BMBARP = N &7 v T — T OMEND L YE. WEVARP 7T —7 Va2 T v 77— T
L1DIZFy hU—27 Faty¥ (NP) IZA v E—UNEEFEENET, V22— L TAEY
HEHAERE L 2o TWDHIGE, EIENET — 7 ADNERICR > TO D5, NP ~D A v
T—URNMERENT, ZOA v e—URERSND ATERERH D £9,

W73V ARP T— AR TH LN E I AR LET, Tl WiEa. CPU
HRZEBLORHT- 0 OEEKEHER L CEY 2 — LOAMETE T, CPU MHAZENE N
M. BB 0 OEGEN L WS, ARPERICRES & EREENHEHINE T,

I5— A vyt—2 5asa-3-319004: Route update for IP address dest address failed (number
).

SRBEASANDONL—FT 4 VT T 2=, VAT LADA—3—na— RBEK CTHNERE S
272> TWET,
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B~ t— 320001 ~ 362008

WRTH L3V RE, —WRTT—TF, VAT AOTER AT = v L, FEREEA
THA SR TUARNT & &R LET,

* v t— 320001 ~ 342008

ZDOETIE, 320001 ~ 342008 D A v E— T OWTCEHH L ET,

320001

Io5—4% “Jt—:) $ASA-3-320001: The subject name of the peer cert is not allowed for

connection

ERBA ASA M HLZ2 VPN U E— h TNA A E 72— THIEA, BT iEHEICIT ca
verifycertdn 2~ > RO E—H LW T V27 ARG ENTWET, PRBEBENRE
ALTWDAEELH Y 9, ZHUL, XA ABETIPT RLAZATS—T 47 L, ASA
Mo VPN #2272 EL L2 T D TT,

*Eﬁ?o :/ 3 D%\giﬁ L/o

321001

Io—4% “Jt—:) $ASA-5-321001: Resource varl limit of var2 reached.
SEAfER SN Y Y — A O EMHBEEZIL L — MFRICEL E Lz,
*‘E%‘%77 :/ 3 \/‘JZ\E@T Lo

321002

Ia—)( ‘yt—*‘) $ASA-5-321002: Resource varl rate limit of var2 reached.
SBfER SN Y Y —AOREMHARE T L — MRICEL £ LT,
HRT7Va TR,

321003

Ia_)‘ ‘y’b-*‘) %$ASA-6-321003: Resource varl log level of var2 reached.
SR S Y —=2A0REY Y= AEHRELITL—h B s LULZELE L,
WET I aVnERL,

321004

15—)‘ “Jt—:) $ASA-6-321004: Resource varl rate log level of var2 reached

HBAFERI SN2V VY —ADOBRE) V—AEHAREIIL— b a s LU ZELE L,

. Syslog # v tz— < 302003 ~ 342008



| Syslog # v +—< 302008 ~ 342008

321005

321006

321007

322001

321005 [Jjj
*E%:é77 :/ 3 D%\giﬁ Lo

I5—Awt— 3asa-2-321005: System CPU utilization reached utilization $
BT AT LD CPU RN 95% LLEICEREL, 5 DR Z DLl EE->THET,

« utilization % : i ST\ 5 CPU D/ 8—t T —
WETIOaVvZOAyE—UNEMNICRRENLI GG, BHETEET, HEEICHR RS

NAEEIE, showepu 2~ RO 2B L, CPUBMELZMELET, ZhBdm0WEs
IZ, Cisco TAC IZEHWEbELTE IV,

IS5—Awt— sasa-2-321006: System memory usage reached utilization $

BT AT LD AE UAMARN 80% LU LIZENEL, 55M DLV LE EEoTHET,
- utilization % : A SN TNWD AEY D/—k T —Y

RT3V IOy E—UNEHMNICRRENLGGEIT, BHTEET, HEIH XS

NWHY%ETL, showmemory =~ > RO AR L., AEVMEHEZHRELET., im0
A1, Cisco TAC IZBMWEhELZE W,

I5—AYE— 3asa-3-321007: System is low on free memory blocks of size block size
(free blocks CNT out of max blocks MAX)

BBV AT ATAEIDZEETuy 7 PRELTVWET, ey /B3R gd5E, 771y
7 DHREIDEAET HAEEER H Y T,
sblock size: AEV DT v AR (7= 21X, 4, 1550, 8192)
« free blocks : Z2& 7' 1 v 7 #, show blocks =~ > FOEH%IZ CNT 4 7 MRS ET
smax _blocks : AT ANEVETHI ERTEE7 0 v 7 DK, showblocks 2~ K
DA% MAX T MR ERET
HEF7arshowblocks 2~ REMHA LT, RE&NET 0 v 7 A XDHI)D CNT &
FATREETu Yy VDOBREE=FLET, CNTH T LREREIZHZ > TE et hicIEFIc
TWEFITRDEE. ASANA— =1 — R/ o> T D h, IBINFHA A M ZE 72 B D FRE 2N %
ELTWDLAREERSH D 7,

Io—4% “Jt—:) $ASA-3-322001: Deny MAC address MAC address, possible spoof attempt

on interface interface
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RBAASA 23, BEDLWMAC T RLANL D/ NEFREDA VX —T7 =2 A ETREL
FLEN, FO7y FOREEILMACT RLRE, 2> 7 4Xalb—3 3 U TCIERIOA >
B —T 2 RIAZT 4 v 7LV RENTWET, MAC AT —7 4 VIEE - I1TRE
SANFEKTHDAREERH Y 7,

WRF7Iavary 74 Xalb—valraifli, WBRA MNEEEIEDDL, Flzidar 7y
Xol—g UEEITIEL CHOARAEZITVET,

Io—H% ‘yt—*“) $ASA-3-322002: ARP inspection check failed for arp {request|response}
received from host MAC address on interface interface . This host is advertising MAC
Address MAC address 1 for IP Address IP address , which is {staticallyl|dynamically} bound
to MAC Address MAC address 2 .

ERBA ARP RAEE Y 2 — /LK, A R —T Il > TV DEEGHE. N7y MNTT RRZ A XEh
HZHLUWVARPT Y R U S, AR E SN2 IP-MAC 7 R L A £ 72 X8RI BUS S 7z IP-MAC
T RUVADNRAL T 4 o TIe TNDMDE I DT =7 LTHD, ASA 4 LT ARP /¥
Ty hERIELET, ZOF = v I BNRIMLTEEA. ARPA VAT Vg FY 2 —/L{LARP
Ny NEBEFEL, ZOAve—VEAKLET, Fy NU—2 ETARP AV —7 4 T
BANEAELTWDD, FhiFar74F¥alb—3ary IP-MAC A VT 40 7) NEYTH
LHATREME N B W £9,

WRT7HL 3 VRNPEBICH DS, ACLEZHHLTHRA MNEHESETAZENTEET, K
RBNEN a7 4 X2 —2aiThBEE. MU T 4 7 HEELET,

15—)‘ “Jt—:) SASA-3-322003:ARP inspection check failed for arp {request|response}
received from host MAC address on interface interface . This host is advertising MAC
Address MAC address 1 for IP Address IP address , which is not bound to any MAC Address.

B0 ARP AT Vo — Lt 4 F—T N> TOWBEES. 7y NNTT RAZ A &
HHLWARP = b U 2N, FAUICERE SN2 IP-MAC 7 R L ADASA T 4 2 TITHE-> T
HNEINEF 27 LTHB, ASAEZNLTARP N7y FElizkLET, ZOF = v 7R
HEL L7448, ARPA VAT gy BV a—/LZARP N7 v M&FEHEL, 20X vtE—
BHEMLET, Ry FU—2 ETARPA S — 7 4 V THENFAL TWDEN, 137 4
Fal—rary (IP-MACNA VT 40 7) NEGTH L REMENH D £97,

WRTH L3 VRRBHBIIH DS, ACLEHHALTHRRA NEHEETIZEnTEET, K
KRR a7 4 FXFab—radiddBEa. My T 4T EEELET,

15_)‘ v t_:/ $ASA-6-322004: No management IP address configured for transparent
firewall. Dropping protocol protocol packet from interface in :source address /source port

to interface out :dest address /dest port
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323001

323002

323001 [

SEAEBEIP T FLAR KNI UV ART LU N B— R TREINL TRV, ASAR 7y b
EREIELE L,

e protocol : 7' & b L DTN F 721 3E

cinterface in: AJJA 2 —T x4 A4

« source address: /X7 v FDOEFILIP 7 R LA

s source port : /37 v FOEEITLHR— b

einterface out : (/1A % —7 = A 24,

+ dest_address: /X7 v hDFENIP T R LA

e dest_port : /X% > FOFESEAR—

WEBT7HOay TARAARAEHIP T LR LRI DEEZHRELET,

IS5—Avyt—Y 2asa-3-323001: Module module id experienced a control channel

communications failure.

$ASA-3-323001: Module in slot slot num experienced a control channel communications

failure.
FRBA ASA 23, T vy XL AN LT, HESNTZAR Yy MIRBEBINTHWDHEY 2—/LEiE
FETEEHEA,
smodule id: Y7 F =T b —ERDEY 2—/LDGAH, T—E AT 2—/LOL4HIEIE
ELET,
edot_num : N— R =7 DY —ERAEY 2a—LDOYE, BEERBELILAr Yy FEEEL
F9, A0y FOIITVATLADAAL Y FA—FERL, Ay b HITEEA T v MIRES
NTWHEY 2—LERLET,

T 9 o a VEENRER L72WE4A . Cisco TAC IZBWEHbHEL IZEW0,

IT5—AYE— 2asa-3-323002: Module module id is not able to shut down, shut down

request not answered.

$ASA-3-323002: Module in slot slot num 1is not able to shut down, shut down request not

answered.
HMBAREINTVWAEY 2=, Y v MU VERISELEHATL,
smoduleid: Y7 b =7 H—EADET 2—/LDIFA, F—E ATV 2—/LOLHIZIE
Hﬂi—’bij_o
edot_num : N— R =7 O —ERXEY 2 —LOE, EENBELZAD Y FEFEEL
FT, Ay FOIXVATLADAAL L R—FKEZRL, Auy M IXIREAR v MIRE S
NTWVWAREY2— AR LET,

T D L3 VRBENRR L7220 Cisco TAC [ZBMWEHE S IZE W,
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Io5—X% ‘yt—*‘) $ASA-3-323003: Module module id is not able to reload, reload request

not answered.

$ASA-3-323003: Module in slot slotnum is not able to reload, reload request not answered.
BERE SN COSE Y a— AR, U r— FERICEE LA TLE,
emoduleid: V7 U =7 h—ERADEY 2 —/LOH, P —ERXEY 22— LOAHTZ IR
ELET,
edot_num : N— RV =7 DY —ERAEY 22— VDA, EENBELILAR Yy FEEEL
T, Ay FOIETVATLDAAL L R—F&2/RL, Avy b HIILEA 7 > MIRES
NTNWAEY 2a—VERLET,

HEBET U L a3 VREDNER L7eWE4A. Cisco TAC IZBWE L TESW,

I5—X*w t— 2asa-3-323004: Module string one failed to write software newver
(currently ver ), reason . Hw-module reset is required before further use.
BBATY 2= ARV T b 2T N=T g VIS TE FH AT L7Z, UNRESPONSIVE {RHEIC
BATLET, EVa— I, Y7 MUz RT v 77— FESNHETHEHTEEEA,
estringone : &Y 2 —/LERTT F A b ICFS
eSnewer : EYV o LD EZIALDIEFITET Loz 7 N =7 OFF L A—T 3
»ES (1010 72 &)
eSver : EVa— LV EDOY T Ny =T OBEONR—Y g UFE (1.0(1)0 72 )
e>reason : B LWWAN— 9 UBREY 2 — MIEZALTE Mo RK, >reasonii Bz H
NOMEIF, kO LEEBY TY,

- write failure

- failed to create a thread to write the image

WEB7HO3 V2= Y7 o=TE, Ty 7T—FTERWEA, EHTERLIARY
F9, RIEHEDE L2254, Cisco TAC IZRBWEbEL &,

15_)( v t_:/ $ASA-3-323005: Module module id can not be started completely

$ASA-3-323005: Module in slot slot num cannot be started completely

RBAZORA =L, BV URERICEBTE RN LERLET, BV T, 2

DIRREPEIE S % £ T, UNRESPONSIVE IREED F FI2722 0 F47, Kb AR mRA &

LT, EVa— A2y MZELKEROIMFT O TRV ENEZXONET,
smoduleid: Y7 b =7 H—EADET 2—LDEHAE, F—ERA TV 2—/LOLHIZ IR
ELET,
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323006

323007

324000

323006 [Jj

edot num : N— R =27 DY —ER TV 2—LOBRE, TV a—AREESN TSR
ey MNEFEEELET,

WHRT7IVIVEV2—APRELLEBOVMSTONTWEZ L ZHAL, TV a2—LOAT—H
ALED NS LTCWENEINEF oy LET, TV 2—LEELIEYFITELEE,
EVa— VNERBASNTZZ L2 ASAVNRHET DETES P NDLZERnHVET, TV a2—
VR fHF B TnD Z & 2R L. sw-module module service-module-namereset =< > K
F 721% hw-module modulelotnumreset =~ > K& L T2 2— L&V y FLEEZL D
DA ye—URFERINDLEAETE, Cisco TAC IZBWA b Z &0,

Io—XAw t—:/ $ASA-1-323006: Module ips experienced a data channel communication

failure, data channel is DOWN.

HBAT — X Fy XVBERENEAEL, ASANY—ER TV 22— VI N T T 4 v 7 BERET
TEHATLE, ZOBENHA I 7 4 X2 b —a DT 77 47 ASA CTRAELESGA
I, V=A== RN R H—EnFT, o, ZOEECL-> T, BFEIFV—ERAE 2 —
MK EEND T T 4 w70, BREFHD T 2— NV F—F U R) o —FF 72— 7 a—
ARV —NEHENET, ZOA VL, VATAEV2—LEY—ERETV 22—
D TASA DF—Z FL—r Z A LIzdlE EoMBENEAET 2 EnPEmkanEd, 2ok
IR, VAT a—ANEIE, Vv b, VAL, FHRET =T NIZENTE
B IR ET A AlReER H D £,

WRET7HIaAVIPSHREDY 7 Ny =T P—ERAEV2—/LOHA, sw-module moduleips
recover 2< > REFALTCE D 2— A Z2BELET, "~FU=T7 h—ERXETV2—10DH;
B DA E=YRSSMOY n—RELIEV Y FORERE LTERSNZDOTIERL,
SSM 3 UP JRBEIZ R » 72412, *iad™ 5 syslog A »—7 505010 2AE R SR WEEIE,
hw-modulemodulelreset =~ > FEZEH L CTEYa—LZ Uty FLET,

15—)( “Jt—:) $ASA-3-323007: Module in slot slot experienced a firware failure and

the recovery is in progress.

ERBAAGE-SSM 233575 SN7Z ASA T, HWENTT—UNEAEL, 2OV T7—hShE L,
ZORER, 4AGE-SSM (F, MILEIRHETA LV T4 272> TWDATHREMENR H Y £9°, ASA I,
AGE-SSM WESE THhDH Z &2 L. BEEYIC 4GE-SSM Z FitE) L £,

WET7OaVERL,

IS5— Ay t—:/ $ASA-3-324000: Drop GTPv version message msg type from source interface
:source address /source port to dest interface:dest address/dest port Reason: reason

SRBA LR DR RS, reason BEUCEER ENTWDE 7 4 2 U v FEEE - LT
Wi, BEESNRE L,
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HREFTH o ay RE,

IS5—XAw t—:/ $ASA-3-324001: GTPv0 packet parsing error from source interface
:source address /source port to dest interface :dest address /dest port , TID: tid value

, Reason: reason
REA N7y FOMBRIZZ T —RH D E LTz, BXONDHFIFKRD ELBY TT,

« WA IE DT

« YWZHD IE DAIE

«IE DJEFDFEY

IR Ay —Y T —~< v |k

« 73D IE DARIE

o #5572 TEID

« N7 IE

s RNERESOT7 4 —/L K

« RBAZ2 GTP A vt&—

HTEDBA v E—T

s FHIL WA v —UDFEIR

« X)L TID

e AR —hINTWVRNWRR—=T g
WRT7O3Y ZOAE—UNEMMICERRINGGEIT, BHTEET, Z0AyE—Y
DEHBICR R SNALEIT, = RARA U IR EBEO—HE LTRENNT Y FEEELTND
AREMER B D F T,

Io5—4% vt—’) $ASA-3-324002: No PDP[MCB] exists to process GTPv0 msg type from
source_interface :source address /source port to dest_interface :dest address /dest port
, TID: tid value

REA 2O A v E—Un 321100 (AEVEDHBTOET—) ORIZERINDGA, AvE—
VIEPDP 2T XA MEAERT D DI+ ) Y —ARhofc Z LR LET, FLS
DA, AvE—U 321100 RZORHIZERRSIND I EEHY FHA, N—T a0 TiE, %
T D PDP 2T XA RNBEOMLRNWI EARLET, N—=Var 1Tk, Avk—V
324001 DI Z DA =V NERINITZGE, N7y MU T =238 4 U CEIEMEI L
F L7,

HRT O 2 ay MENRERE LW, BMELXPENRPDP 27 XX M LIZN v b
FEELTWABEBAEELET,
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324004

324005

324006

324007

324003 [

Io— A ‘yt—*‘) $ASA-3-324003: No matching request to process GTPv version msg type

from source interface:source address/source port to source interface:dest address/dest port

BB LIS, EoRkF a— & —Hd 2 8RPGEN TRV, Thll BB s E
A,

RT3y ZOAyE—UNEHNIERINLGEET, BHTEET, LrL, 2o

Ay B—UPHBICRRINDIGEIL., = FRA V FRKBEO—E LTRREAT » &k
FELTWDARENR H Y £7,

I5— Avt— 2asa-3-324004: GTP packet with version%d from source interface

:source address /source port to dest interface :dest address /dest port is not supported

SREA WEIF Oy R, BUEY R — FENTNWAENR—=T g 0 £33 —Y 3 > 1 DS D
N=T g N> TVWET, VR T RENTWNAINR—T g UEERRSTZFEETHY .
BEICER R EINDGEIE, = FRA VPR KEO—HE L TARAT Y FE2FELTWSHA]
MR H Y 77,

WET7H a0 R,

I5—Av4t— 5asn-3-324005: Unable to create tunnel from source interface

:source address /source port to dest interface :dest address /dest port
S fRET R haL TS 2=y RO PRV EERL LD E LTI —=RNRAELE L,

WR7HIa3VIDA v E—URNEINCFEREINDI LA, BETEET, HBEICHYIKS
NA5EE1E. Cisco TAC IZBWEHLELTEE VN,

I5— A wt— 2nSn-3-324006:GSN IP address tunnel limit tunnel limit exceeded, PDP
Context TID tid failed

BB R AHE L T D GPRS AR — k / — R, {ERUCE DKFFA b RV A B2 T
2, FPURABERSEEA,

T’E'ﬁ77 23y bR EZECTMENH D50 E DD, FlTRy NI =7 ~DOKED ]
I\iﬁ)&)éﬁ‘k RN %—f%wubij‘o

I5— A ‘yt—°) $ASA-3-324007: Unable to create GTP connection for response from

source address /0 to dest address /dest port
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SRBA B2 5P —vY A GPRS ViR — bk /— REZI1E7 — b =A GPRS V' iR— b/ — RO#R%E
Tabars—F 2=y NHO MRV EER LIS E LTI —NRBAELE LA,

TV Ay TRy T Ayv—U AT, B IE L B S e - T2BEH 2 78 L
F9, MENER LRWEGE, Cisco TAC IZBWEHhELZE W,

IS5— A ‘y‘lz—*‘) $ASA-3-324008: No PDP exists to update the data sgsn [ggsn] PDPMCB Info
REID: teid value , Request TEID; teid value , Local GSN: IPaddress (VPIfNum ), Remove
GSN: IPaddress (VPIfNum )

5B 7 — & sgsn/ggsn PDPMCB 154 T PDP % H#73 5720I2 GTPHA A v E—V & A Z N
AEETRELIL ZA, URTO PDP HH A v —VRAZ A HEICIELSEE SN T
W2, FRIEFICUEE S 2o 7272, PDP RO D 8/ A,

HRT7I32 Z0OA vy E—UPNEMMICEREIND AT, Bl TEEd, HBEIIRAET S
WAL, Cisco TAC IZBWGE b E &0,

IS—XAw 72— 9ASA-5-324010: Subscriber IMSI PDP Context activated on network MCC/MNC
mccmne (IE typel/IE typel) [CelllD cellID]

8

DA yE—UiE, PDP AV THXFAMRT 7T 4 7k EN 5 EERENET, MCCIEHIT3
KT, MNCIZ 2 HTE 721X 3H7TT,

GE)

2Ny MBI ERIEDN S TN TWARWES., MCC, MNC., [EZ A 7, £/t ID2 TR
) 25 aREMERNH Y 97,

il

%$ASA-5-324010: Subscriber ID PDP Context activated on network MCC/MNC 11122 (vl RAI/v1
ULI) CellID 1

%$ASA-5-324010: Subscriber ID PDP Context activated on network Unknown

E7 a2l

15—)( v t—:/ %ASA-5-324011: Subscriber IMSI location changed during handoff from
MCC/MNC mccmnc (IE typel/IE type]) [CelllID cellID] to MCC/MNC mccmnc (IE typel/IE typel)
[CellID cellID]

8
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324300

324301

\}

324300 [

nh—valrPNERINDE, AvE—URFEREINET, MCCILFIZ3IHIT, MNC L2 Hr
FE3HTTT, ZOEFEIL, PDPOMER I NIZB DN RA 7 72135 OIERRERIC L -
ThRU =3, ASA TOLIRTOVERER D WIREI I 2 o T2 AlREMEDN H D £ 97,

G¥)

Ny Mouabr—3 g VBB S EN TV ARWES., MCC, MNC, IEZ A7, £7-i3E/LID
IR T2 &EnTEET,

1)

$ASA-5-324011: Subscriber ID location changed during vl handoff from MCC/MNC 11122 (vl
RAI/v1 ULI-CGI) CellID 1 to MCC/MNC 111222 (vl RAI/vl ULI-CGI) CellID 2

$ASA-5-324011: Subscriber ID location changed during vl handoff from MCC/MNC 11122 (v2
ULI) CellID 1 to Unknown

$ASA-5-324011: Subscriber ID location changed during vl handoff from Unknown to MCC/MNC
11122 (vl RAI) CellID 1

WEF7Vav L

Io— A ‘yt'—*“) $ASA-3-324300: Radius Accounting Request from from addr has an incorrect
request authenticator

B AR A MIHAWENRE SN TVDERIE, TOMEICL > TERA—v T 4 F—F 03
Wi ShET, RAICRT 5 L, 0 2k Sh, oy MBI IE LET,

e from_addr : RADIUS 7V 7 4 V' ZERZFELTWHRANDIP 7 R A
WRT7IVIVIELWIEARERRESNTND Z 2R LET, ELWIEEMENRE S
NTWLHEEIE. Ty FOKREREARIITF =y 7 L, AT =T 4 78N TWRN-T2Z
LR LET,

I5—4Avy t_:/ $ASA-3-324301: Radius Accounting Request has a bad header length hdr len
, packet length pkt Ien
BT U T 4 TERA =TV ONy X IRENTN SNy FERERED N b
RERBRDIZD, Ty MUHEBMEILE L E T,

e hdr_len : ZRO~y X —IRSINTNWDHE Ry bR

* pkt_len : EEED ATy MR
WRT Va3V Ty NRRT =T 4 v 7 ENTOWRPoTe I e 2R LET, 7y RRIE
BThHLGEIEL, N7y FERVIAKR, AyE—UTHEBEILTHD LI, ~yF—EN
HoTNWDZ EZMRLET, ~y X —RENIELL, BEENER L2WE1E, Cisco TAC 12
BEIWEDELTZI N,

Syslog # v tz— < 302003 ~ 342008 .



B 300

325001

325002

325004

Syslog # v — < 302003 ~ 342008 |

IS5—XAw t—:/ $ASA-3-325001: Router ipvé address on interface has conflicting ND

(Neighbor Discovery) settings

SREAY v EDOBIDN—H N, FJETDHNRTA—HEFEFON—F T KRN A XA NEEEL
F L7,

- ipv6_address : fHFMI/L—Z D IPv6 7 K LA
cinterface: L —Z LDV I DA VB —T = A A4

WEF a2 U7 EOIPv6 L—F 34T, hop_limit, managed_config_flag.
other_config_flag, reachable time, ¥} XU ns interval IZ DWW T/L—& 7 RANZ A XA NZ
FURTA—=BEROZ LR L, EEONL—ZIZL>TT RRZ A XEND, RLT L
T4 T ADBREINDGN2T7A T HALBFELTHLZ EZHERLEST, 10X —TxA
AT NIRRT A—H FRTI2IL, showipv6interface 2~ K& A LT,

I5—*Ayt— 5asa-4-325002: Duplicate address ipvé address/MAC address on interface
SN O AT L IPV6 7 KL AZMEH L T E T,

+ ipv6_address : FHF{H/L— % D IPv6 7 R L A
« MAC_address : BEZIDOBA I TR AT LOMACT KL A 2L D413 unknown
cinterface : FHFMT AT L EDV I DA LV Z—T = A A4

HRFH 320DV AT DI LD 1 ODIPv6 7 RLAZEH L ET,

Io—XAw t—:/ $ASA-4-325004: IPv6 Extension Header hdr type action configuration.

protocol from src int :src ipvé addr /src port to dst interface : dst ipvé addr /dst port

B 2 — Y ARE L2 IPVv6 ~y A —ERICH LTl D ERITEED T 7 v a v R ELEL
77

« hdr_type : IROWTHNNADMEIZA2 Y £,
ah : AH YRSy X —IZxf LT 7 v a v 2% ELE L
count : JEIEANS Y X —HIK L TT 7 v a v ERELELE
destination-option : $E5CA 7' a L OYEESy X = L TT 7 v a Vv ERELE LD
esp : BSP LR~ X —IZH L CT 7 va vz ELELE
fragment : 77 7 AL NMEE~Ny X —IZRLTT 7 v a v ERELELE
hop-by-hop : 78 F ARy TPLIE~y X —IZxt LTT 7 v a v aELE L
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325005

325005 ]

routing-address count : L —7 o » THLRAN Y X —DT FL AU LTT 7 v a v EARELE
L7z
routing-type : /b —7 4 7 B A TPAEAS Y XKL TCT Vv a v ERELE L

e action : WONWTNNDOEIZ/R Y £7,
denied : /X7 v MIESSNET,
denied/logged : /N7 v MIFEL S, EkSNET,
logged : /N7 v MIFiFRINLET,
WET IV avRESNTET 73 a i S nWgEE . policy-map =~ RO T, match
header extension_header type =~ R & parameters =~ > R R L, ELWEFEANZ F
T WITHIZRLET,

ciscoasa (config)# policy-map type inspect ipv6 pname
ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no match header extension header type
! to remove the configuration
ciscoasa (config-pmap-p)# no drop ! so packets with the specified extension header type

are not dropped

ciscoasa (config-pmap-p)# no log ! so packets with the specified extension header type
are not logged

ciscoasa (config-pmap-p)# no drop log ! so packets with the specified extension header type

are not dropped or logged

15—)‘ Vi t—:/ SASA-4-325005: Invalid IPv6 Extension Header Content: string . detail
regarding protocol, ingress and egress interface

S RIEZRILIEA v X — % RO IPv6 /37w M SAUE L,
e dring : IROWTNDOEIZ/2 Y F57,
- wrong extension header order
- duplicate extension header
- routing extension header
WET7VaY Ney 7 EN "y Nt 27Ol capturea~ > REFREL THH,
Ry SRRy T ENLRERE N U E T, IPVOYLIES Y X — DT = v 7 G T E

HHEAIIE, kOa<wr FEASNLT, IPV6 R o — <= T7OFEMMMF = v 7 %25 4 &—7
JZLET,

ciscoasa (config)# policy-map type inspect ipvé6 policy name
ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no verify-header type

Syslog # v tz— < 302003 ~ 342008 .



Bl 325006

325006

326001

326002

326004

326005

Syslog # v — < 302003 ~ 342008 |

Io—XAy t_:/ $ASA-4-325006: IPv6 Extension Header not in order: Type hdr type occurs
after Type hdr type TCP prot from inside src int : src ipvé addr /src port to dst interface
:dst_ipvé6 addr /dst port

SRBA NEFE DS AR IER LR~ Y X —Z2F O IPv6 /X7 v RV & E LT,

WR7I a3y Kay 7 &Ny Naeftgkd b7dilcapturea~ > REREL T D,
Ra w7 ENTr s hOYRES v X —ONERFZ it L E 9, BEFNRIERA~ y X — RN
AENTWEHAE, ROa~wr REASLT, IPV6 XA 7 KU ¥v—~y 7 TIELL RWVIERF
DF vV %T 4= MILET,

ciscoasa (config)# policy-map type inspect ipvé policy name
ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no verify-header order

IS5—XAwy t—:/ $ASA-3-326001: Unexpected error in the timer library: error message

FREBAR S A ~— A XU PR, 2T XA RBELNIA THRLTREESNED, D
WEINY RIRBHY FHA, FRE, F2—ICADLAL X FOEN VAT LHIRE#BZD L.
B CRENITEINE T,

WETH L3 URENRIL2WEEE ., Cisco TAC IZBfWEbEL &V,

I5—*vt— 2asa-3-326002: Error in error message : error message

SEAIGMP 7’2 ANERIZS U Ty Yy hE U TEERATLE, 2OV Yy KT
A TIEITINDA R BRI L TWRWAREMERH Y F 37,

HEZT S a URIEDER LW A, Cisco TAC IZBRIVWAEHEL 72 &0,

15—9‘ “Jt—:) %$ASA-3-326004: An internal error occurred while processing a packet

queue
SRBAIGMP /X7 v b Fa—03%r y FEFIERWVEEEZZIELE LT,
T U L a VRTERHER L7eWEEE. Cisco TAC IZBWE L TEEW,

IJ5—AYE— 9asA-3-326005: Mrib notification failed for (IP address, IP address )
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SRBAT— ZERENR A X & R U =T 58 R &3, MRIB &l N9 23R T RER
LE L7,

HET O 2 a VRENRER LW EA . Cisco TAC IZBRIWAEDHEL 7ZE 0,

326006

I5—A4vyt—2 2asn-3-326006: Entry-creation failed for (IP address, IP address )

HEBAMFIBIIMRIB) ST NI DT v 7T — R aZELE LN, BrRENDT FLAIZH
BT M) AERTEEHATLE, ATV ARENERELTEZLONET,

WETH L3 UMENRI L2 WEEE ., Cisco TAC IZBWEbEL &V,

326007

15_)‘ ‘y’b-*‘) $ASA-3-326007: Entry-update failed for (IP address, IP address )

SREAMFIB2SMRIBIN A v X2 —T 2 A ADT v 7T —E2ZELE LN, FREINDET R
VAICHEET DA v Z—T =2 AEERTEEHAT LR, AFVARENFENELTEZON
i‘ﬂ—o

HET S a URIEDRR LW A, Cisco TAC IZBRIVWAEHEL 72 &0,

326008

I5—AwHt— sasa-3-326008: MRIB registration failed
%83 MFIB 7% MRIB (8§ T& FHATLZ,
T O S a UREADRR L 720 G4A | Cisco TAC IZBRWEDE 2S00,

326009

IS5—Awt— 5asa-3-326009: MRIB connection-open failed
5%BA MFIB 7% MRIB ~DO#fe 4 BRIT £H A T LT,
HEART 0 S a3 DREDRER L 720 A | Cisco TAC IZBRWEDE 2S00,

326010

I5—Av+t— 2asa-3-326010: MRIB unbind failed
ZRBA MFIB 75 MRIB 725 7 28 o RTE EFHATL,
7oL a URENER L 2WEES . Cisco TAC 1B WS b FEwn,
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Ia—)( ‘yt—*‘) $ASA-3-326011: MRIB table deletion failed
ERBA MFIB D HIBR SN DT T E o717 — 7 L E2BGTEERHATLR,
HRT7 O 2 a VRENRR U4, Cisco TAC IZBWAhE L EE 0,

IS5—Awt— 3asa-3-326012: Initialization of string functionality failed

ERBATER S AVIBRRE DO ML SR L E LT, ZoarR—xr MIglEkix, BEEERLTYH
BET SRR H Y £7,

HETH S a URIERR L2V EA . Cisco TAC IZBRIVWAEHEL ZE W,

15_)‘ “Jt—:) $ASA-3-326013: Internal error: string in string line $%d (%s )
§%BA MRIB THEAT 7 =03 %A L LT,
WET D 2 a VREPMRER L6, Cisco TAC IZBMWEHELZS0,

I5—4 W — $ASA-3-326014: Initialization failed: error message error message
B MRIB ML CE FHATLI,
RT3 VRIBEDRE LR WES | Cisco TAC BN EDEES 0,

I5—A4Yt—2 2asa-3-326015: Communication error: error_message error_message
B MRIB A EAD > TWE T v 77— b aZfELE L,
WRT V2 a VHEDRR L2 WEE . Cisco TAC IZBHWEHEIZE W,

I5—*Avt— 2asa-3-326016: Failed to set un-numbered interface for interface name

(string )

BB PIM kRN IEETLT RLARRW=DFHTEEE A, ZOWRMIZ. BSfHE A
H—=T 2 ARFOMNERNWT=D, FRENET T —NRKRTEELET,

HRT U L a VRTERHR L7eWEEE. Cisco TAC IZBWE LT EW,

. Syslog # v tz— < 302003 ~ 342008



| Syslog # v +—< 302008 ~ 342008

326017 ]

326017
I5—Awt— 3aSA-3-326017: Interface Manager error - string in string : string
BBAPIM bR A U H =T = AEARRPIC, =T —FEAELE L,
HRT Y S 3 UREDRR L2WE, Cisco TAC IZBWAbHEL 230,

326019
IS5—Awt— 3aSA-3-326019: string in string : string
FEAPIMRP b b A =T = A RIS, =T =% AELE L,
T O 23 URIERRR LW GE . Cisco TAC IZBRWEDE L ZE 0,

326020
IS5—AwE— 3aSA-3-326020: List error in string : string
FREAPIM A v F—T = A A VAP PIZ, =T =0 AL E LI,
WET D L a VRENRER L6, Cisco TAC IZBWEDHELZS0,

326021
I5—AwHE— 2aSA-3-326021: Error in string : string
FRBAPIM h> )b A v H—T A ADSRC ZREFIT, =T —NREELE LI,
HWET V2 a VREDRR L2WEE . Cisco TAC IZBWEHhELEI 0,

326022
Io5—A ‘y’b-*‘) $ASA-3-326022: Error in string : string

SEAPIM o ANERIZG LTy Yy MU TEFERHAT L, 2OV vy hX T Z
A TIEITZINDA R FBFEHI L TWRWATREMERH Y F 97,

T 9 2 a VREENRETR L72WEA . Cisco TAC IZBWAHbHEL IZEW,

326023
I5—AYE—L 4asA-3-326023: string - IP address : string
§%BA PIM 7 v — 7 2 s, =T =3 AL E L,
HRT VL3 VRERR L72WEE . Cisco TAC IZBHWEDE L EE W,
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Io5—X% ‘yt—*‘) $ASA-3-326024: An internal error occurred while processing a packet

queue.
BREAPIM /N7 b o=y NERIERVESEZE LE L,
7oL a UBENER L WEES . Cisco TAC 1B WAL FEwn,

IS5—Awt— 3aSA-3-326025: string

HEAA v — VR EORITTIC, N T —2R3FALE Lz, PIM b2 /L IDB ORI &,
A=V ERFICRAETAL I A2 — IV ENTEA X PRBEELWATREERH D £
ﬁ‘o

T 9 2 a VEENRER L72WEA . Cisco TAC IZBWAHbHEL IZEW,

15—)( “Jt—:) $ASA-3-326026: Server unexpected error: error message
FBAMRIB 2327 74 7 FaBERTE EEATL,
WET D 2 a VRENRER L6, Cisco TAC IZBMWEDHELZS0,

15—)‘ “Jt—:) $ASA-3-326027: Corrupted update: error message
FRBAMRIB R L7727 v 77— hEaZELE LT,
HET U S a VIBERMRR LRWEE . Cisco TAC IZBWEDE L ZI N,

Io5—4% vt—’) $ASA-3-326028: Asynchronous error: error message
584 MRIB API TR D IEFB = 7 —2NRAEL £ LT,
HRT U >3 UBBEDBRR LR WA, Cisco TAC IZBHWADEL ZEWN,

15_)‘ “Jt_:) %$ASA-3-327001: IP SLA Monitor: Cannot create a new process

SBAIPSLA E=4 B3 LW e A2 ACE EHEATLE,
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327002

327003

328001

328002

27002 [

WRFOLAV VAT A AEVZHERLET, ATIUDBRELTWDIEEF. TRNFKET
HAHFREMDH D F9°, AT VURFHFREIC -7 &I, a2 FEBANLTAEAET, [}
FEDMRR U2 WS Cisco TAC I2BRIWE L FE N,

15—)‘ ‘yt_:) $ASA-3-327002: IP SLA Monitor: Failed to initialize, IP SLA Monitor

functionality will not work

FRBA IP SLA &= 3IHMLICRIG L% Lz, ZdRBEIE, # A ~— KA —/VEERED WKL
KL A. £ 70 AMER SN BRI AELE T, XAV EETT 5720
WCHIATE D AE Y RN TROWATEEERH D 7,

RT3V VAT LA AR 2R LET, ATV RARRLTWDEAIL. ZADEKT
HOLREMENH Y £9, AU PHHMMRICR T2 X2, a~v 2 REBANLTAEAET, M
FEDMEIR L2 EE . Cisco TAC IZBRIWEhE L 72 &V,

15—)‘ W) t_:) $ASA-3-327003: IP SLA Monitor: Generic Timer wheel timer functionality

failed to initialize
BRBAIP SLA E=4 WX A ~— KA — L EFHETE EHA,

WRT7Ha3V VAT LA AT EZWHRLET, ATVRRELTWDIEEIT. TDHICH
A~ — A — RBESIIME SN ERGAT L, A Y BRAAEIC T & XIS, 3w B
FEANLTAHET, BRI L722WEES . Cisco TAC IZBRIWEHhHE L 72 &0,

o
<

I5—AvYt— %asa-3-328001: Attempt made to overwrite a set stub function in string

HBALYA N Fx o /X AZTREBI SN EDOa— 1y 7 L LT, 1 ODOEREL
ETEET, a— RNy JHEENRT TICRESN TV, FrLna—Ny 7 OFRERT
MR LUE LTz,

e gtring : FEBE D44 I
TS a URENRER L2 WE . Cisco TAC IZBRIVWEHhEL &,

IS—XAw t—:/ $ASA-3-328002: Attempt made in string to register with out of bounds
key

ERBAFASTCASE L YA R U Tit, VYA MUMNMERSNZ &EXITHRESNZYA XL H¥%—
PNESLRITFNERe Y A, BRAOF—ZEH L TREXRITESNE LT,

WRF7 I a7 — Ay —V%FOFEEa ™ — L, Cisco TAC IZHE LT Z &0,
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I5—Awt— 3aSA-3-329001: The string0 subblock named stringl was not removed
BMEBY 7 =T O T —RREALELL, IDBYT T a7 ZHIIRTEERA,

e string0 : SWIDB % 72 {3 HWIDB

e gtringl : 77w 7 DA
WET D 2 a VREPRER L6, Cisco TAC IZBMWEDHELZS0,

Io—XAw t—:/ $ASA-3-331001: Dynamic DNS Update for 'fqdn name ' = ip address failed
REAX AT I v DNSHY T VAT ANDNS Y — R EDY V=R La—RKE7 v 75— K TX
FHATLE, ZOEEX, ASANDNS B — N7 7 ERXATERWGAE, 23R 2
7 5 ETDNS —EAREEL T ARWESICRET DR H Y T3,

- fgdn_name : DNS 7 v 77 — R REAT ST RE/Mi K A A >4

«ip_address: DNS 7 > 77— ~hDIP 7 KL &
RT3 DNS V= ARFEESNTED, ASANDOEFERETHDL Z Lol LET,
RRERE L 72 WA, Cisco TAC IZBRIWAbEL 72 &0,

15—)‘ “Jt—:) $ASA-5-331002: Dynamic DNS type RR for ('fqgdn name ' - ip address |
ip address - 'fgdn name ') successfully updated in DNS server dns server ip
BB DNS #— " TH¥ A F Iy 7 DNST v 77— BRI LE Lz,
ctype: VY —X La—KRKDZ A7 (A E£7-1XPTR)
- fgdn_name : DNS 7 v 77 — R B3iAT SN2 2E/i K A A >4
«ip_address: DNS 7 v 77— hDIP 7 R L X
s dns_server_ip: DNS — X®D P 7 KL &

*‘Eﬁ?o :/ El ‘/‘/[Z‘gfci L/o

Io—Aw t—< 3asA-3-332001: Unable to open cache discovery socket, WCCP V2 closing
down.

BEANE =T —Td, WCCP 7 rERAR, Fxvianbdruobal tyt—Y0l v
NERSNDUDP YV y bR ZENTERNPSTLZEERLTVET,
HE7VaVPar 74 Fal—valryPELVWZE, BIODAREDL T S2DOIPT R
AZIMEESNTND Z & Zfigad LE T
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332002

332003

332004

333001

333002

332002 [

Io5—4% ‘yt—*‘) $ASA-3-332002: Unable to allocate message buffer, WCCP V2 closing down.

SN —Td, WCCP 7ut AR, HEFE7a hal A ve—VERETHLDDOAE
VEBEDYTAHZENRTERPSEZZEERLTWVET,

HRET7O a0 T _XTOT v RATHHAER DR ATINDD L 2R LET,

I5—*Avyt— 2asa-5-332003: Web Cache IP address /service ID acquired
B ASA O Web v v > 2P bOP—EARMG S E Lz,

*IP address: Web ¥ ¥ v =2DIP 7 LA
* service ID : WCCP H— & AFHI -+

*Eﬁ?o :/ 3 y%‘giﬁ L/o

I5—AYE— 3asA-1-332004: Web Cache IP address /service ID lost
FiBA ASA O Web v v a2 b DY —EANKPIE LT,

«IP_address: Web ¥ v 2 2D IP 7 LA
* service ID : WCCP #— & Rkl

HWRET VO a UEfSNTe Web F v v v = OBIEZHEGR L £,

Ia_)‘ v t_:/ $ASA-6-333001: EAP association initiated - context: EAP-context
EBAUE— N ARARNEDEAP 7Y v — g UGS E LT,

« EAP-context : EAP & v a v O—BEDHBIF, $HD 16 L LTERREINET (12L&
Z1E. 0x2D890AEO)

WET7OavnERL,

15—)‘ Vi t—:/ $ASA-5-333002: Timeout waiting for EAP response - context:EAP-context
FBA EAP LB 25> TWAHRIC A A LT U RREAELE LT,

« EAP-context : EAP & v > a » O—EOfHI 1, SHiD 16 L LTHERREINET (=&
Z1E. 0x2D890AE0)

#E%%Tg :/ 3 D%\gzﬁ Lo
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B 33300

333003

Ia—)( Vi t—:/ %$ASA-6-333003: EAP association terminated - context:EAP-context
HEBAUE— N KA RNEDEAP T Yo —va N TLELE,

s EAP-context : EAP & v a v O—E DA T, 8HiD 16 EHE L TFKRINET (=&
Z X, 0x2D890AEO0)

*‘Eﬁ?b :/ 3 )LIZ\%:/:_E L/o

333004

15—% “Jt_:) $ASA-7-333004: EAP-SQ response invalid - context:EAP-context
B EAP AT —H A 7 = ) —DINEN, AN T v MRREICKRBLE Lz,

« EAP-context : EAP & v a > O—E OB, 8HiD 16 L LTHERRENET (=&
Z13. 0x2D890AE0)

T D L3 VRENRR L7220 Cisco TAC IZBMWEDHE S IZE W,

333005

IS5—Awt— 2asa-7-333005: EAP-SQ response contains invalid TLV(s) -
context:EAP-context

SBAEAP AT — & A 7 =Y —DISEIT, 1 DERITEROER L TLV N EENTWET,

« EAP-context : EAP &> > 3 > O—ED#HAT. SHID 16 L LTHRREINET (2L
Z1E. 0x2D890AE0)

WETH L3 UMENEI L2 WEEE ., Cisco TAC IZBWEbEL &V,

333006

I%—)‘ W) t_:/ $ASA-T7-333006: EAP-SQ response with missing TLV(s) - context:EAP-context
BB EAP AT —H# A 7= ) —DIREIZ, | DEITHEBOVATLV b0 £H A,

« EAP-context : EAP & v a v O—E DA F, 8HD 16 EHE L TFKREINET (2L
Z1E. 0x2D890AEO)

T 9 o a VEENRETR L72WEA . Cisco TAC IZBWAbHE L IZEW,

333007

15—)‘ “Jt—:) SASA-T7-333007: EAP-SQ response TLV has invalid length -
context:EAP-context

S EAP AT — X A 7 U —DInEIC, RSO TLV REENTWET,
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333008

333009

333010

334001

333008 ]

« EAP-context : EAP &> > 3 > O—EOFHAT. SHID 16 L LTHRREINET (2L
Z1E. 0x2D890AE0)

HET O 2 a VRENRER LW EA . Cisco TAC IZBRIWAEDHEL 7ZE 0,

Io5—4% vt—’) $ASA-7-333008: EAP-SQ response has invalid nonce TLV -

context:EAP-context
B EAP AT —# A 7 =) —DINEIZ, ERRS A TLV REENTNET,

« EAP-context : EAP & v a v O—E DA F, 8HiD 16 EEE L TFKRINET (2L
Z1E. 0x2D890AE0)

T 9 2 a VEENRETR L72WEA . Cisco TAC IZBWAHbHEL IZEW,

Ia—)( W t—:/ $ASA-6-333009: EAP-3Q response MAC TLV is invalid - context:EAP-context

SRBAEAP AT —H A 7 = —DJSEIL, HESINIZMAC & —HELZWVWMACHAEENTWE
j—O

« EAP-context : EAP & v a > O—E OB, SHiD 16 L LTHERRENET (I
Z13. 0x2D890AE0)

T D L3 VRBENRR L7220 Cisco TAC [ZBMWEDHE S IZEW,

15_)‘ “J‘t’—:) $ASA-5-333010: EAP-SQ response Validation Flags TLV indicates PV request

- context:EAP-context

B EAP 2T — X A 7 —DISEIZ, BT NERRRAF Y REEAER L2 & 25T
7T TLV AEENTHET,

#E%%Tg :/ 3 ‘/‘JZ‘%:?ZC Lo

15—)‘ ‘yt—*“) $ASA-6-334001: EAPoUDP association initiated - host-address
FBAYU E— h AR A R & D EAPOUDP 7V v ——3 = USBtA S Uk LT,

s host-address : IRA FDIP 7 KL A, Ry Mix 10 ERFTLTRENET (=& 20T,
10.86.7.101)

*‘Eﬁ77 :/ 3 QJZ‘%:@? L/o
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334002

334003

334004

334005

334006
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Io5—X% ‘yt—*‘) $ASA-5-334002: EAPoOUDP association successfully established -

host—-address
SHEAR A R & D EAPOUDP 7 Vi —3 g UINEFICHEN. SNVE LT,

s host-address : IRA RDIP 7 KL A, Ry Mix 10 #ERFTLTRENET (=& 2L,
10.86.7.101)

WRFOa UM ERL,

15—% “Jt_:) %$ASA-5-334003: EAPoUDP association failed to establish - host-address
SiBAAR A k& D EAPOUDP 7 Y v m—3 3 VAL TE FHAT LT,

s host-address : RA FDIP 7 KL A, Ry MI& 10 XL TTREINET (F2& 2,
10.86.7.101)

#2742 2 3 > Cisco Secure Access Control Server DR EZ ML L £97,

15_)‘ ‘yt—*“) $ASA-6-334004: Authentication request for NAC Clientless host -

host-address
HEANAC 7 747 LA KA NOEIEERNTONE LT,

s host-address : "A FDIP T KL A, Ky MiE 10 #EEL TOREINET (72& 2E,
10.86.7.101)

*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

ITo5—H* ‘y‘b—*‘) $ASA-5-334005: Host put into NAC Hold state - host-address
FRBAAR A R NAC v v a2 3 Hold IREBIZ 72 0 & LTz,

s host-address : IR A FDIP 7 KL A, Ry Mix 10 #ERFTLTRENET (=& 2L,
10.86.7.101)

WET7Oa nBERL,

Ia—)‘ W) t—:) $ASA-5-334006: EAPoUDP failed to get a response from host - host-address

SREA A h 225 EAPoUDP & 2 %5 LEHA TL,
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334007

334008

334009

335001

334007 [

s host-address : "A FDIP 7 KL A, Ry MIE 10 #ERELTCRENET (F2& 203
10.86.7.101)

*‘Eé%?g :/ 3 \J‘/!Z\%:f£ I/o

15—)( Vi t_:/ $ASA-6-334007: EAPoOUDP association terminated - host-address
ERBAR A b & D EAPOUDP 7Y v =— g U T LE LTz,

s host-address : IR A FDIP 7 KL A, Ry MEx 10 #ERGTLTRENET (=& 2L,
10.86.7.101)

*‘Eﬁ?a :/ 3 )%‘Efct L/o

15—)( “Jt—:) %$ASA-6-334008: NAC EAP association initiated - host-address , EAP

context: EAP-context
£5B8 EAPoUDP 7375 A k& @ EAP ZBHtA L £ L7-,

» host-address : RA FDIP 7 KL A, Ry MMi&E 10 XL TTREINET (72& 2R,
10.86.7.101)

« EAP-context : EAP & v a v O—BE OB+, 8#TD 16 EEE L TERREINET (F=
Z1%. 0x2D890AEO)

*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

IZ5—AYHE—2 2asA-6-334009: Audit request for NAC Clientless host - Assigned IP.
ERBAFER SN2 FN Y Y THAIP 7 R ADERZRPNIEE SN TNET,

cAssigned IP: 7 747 MZED Y THATWSHIPT FLX
WET I aVnERL,

Io5—4% “Jt—:) $ASA-6-335001: NAC session initialized - host-address
BB UE— M FRARDNACE Y a UABAESNE LT,

s host-address: " A D IP 7 KLV A, Ry MIZ 10#ELRRLTREINET (72 & 2iE,
10.86.7.101) .

HREFTH O ay RE,
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B 335002

335002

Ia—)( ‘yt—*‘) $ASA-5-335002: Host is on the NAC Exception List - host-address , 0OS:

oper-sys
REA 7 ZA T EBNACHINY XA MZA-TNDHTED, RAF ¥ BRIEOXI LRI/ EH A,

s host-address : "A D IP 7 KL A, Ry MIE 10 #ERFLTTRENET (F2& 2013
10.1.1.1) .
coper-sys: R A DAL —F 4 7 VAT A (=& 21X, Windows XP)

WET7H a0 RE,

335003

I5—Aw t—< 2AsA-5-335003: NAC Default ACL applied, ACL:ACL-name - host-address
BB 7 747 MINACT 7 4/0 M ACL M ShvE LT,

« ACL-name : 9% ACL D4R,
shost-address : A D IP 7 KL X, Ry MIZX 10 ERLTRINET (& 2F,
10.1.1.1) .

RT3 RE,

335004

Io5—4% “Jt—:) $ASA-6-335004: NAC is disabled for host - host-address
B U E— K BFA MIKLTNAC T 4 =TT >TVET,

s host-address : " A D IP 7 KL A, Ry MIZ 10 #ELRRLTRINET (72 & 2iE,
10.1.1.1) .

HREFTH a0 RE,

335005

Io—XAw t—:/ $ASA-4-335005: NAC Downloaded ACL parse failure - host-address
BB XU m— REfs ACL OFFTICRI L £ Lz,

s host-address : IRA FDIP 7 KL A, Ry Mix 10 #ERFTLTRENET (=& 20,
10.1.1.1) .

HEE 7 9 3 3 > Cisco Secure Access Control Server DR EZWER L £,

335006

15—% v t_:/ $ASA-6-335006: NAC Applying ACL: ACL-name - host-address
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335007 ]

SRBA NAC RAF ¥ RFEOFER L L THMA S TWAS ACL DLARTTT,

« ACL-name : 9 % ACL D4 Hi,
shost-address : RA FDIP 7 FL A, Ky MI& 10 EELZTREINET (F2& 2.
10.1.1.1) .

RT3y RE,

335007

15—)‘ V) t—:/ $ASA-7-335007: NAC Default ACL not configured - host-address
EREANAC 7 7 4 /L b ACL e E SN TV EH AL

s host-address : "A FDIP T KL A, Ky hMiE 10 #EEL TTREINET (72& 20E,
10.1.1.1) .

HRFTH a0 RE,

335008

IIo5—X% ‘yt—*‘) $ASA-5-335008: NAC IPsec terminate from dynamic ACL: ACL-name -

host-address
FRBA PV OfER & L THEG SN2 & A F X v 7 ACL IZIE IPSec D& AN LELTY,

« ACL-name : JEH 3% ACL D4 Hil,
e host-address : "A FDIP T KL A, Ry MiE 10 #EELTRENET (& 2iE,
10.1.1.1) .

WET7H a0 RE,

335009

IS—Aw t— 2AsA-6-335009: NAC Revalidate request by administrative action -

host-address
SHBA EHEIZ L o TNACRevalidate 77 >3 U ERINE LT,

shost-address : " A FDIP 7 KL A, Ry M 10 #EETLTRENET (2 & 20iE.
10.1.1.1) .

HRF7H O ay RE,

335010

Io5— A ‘yt_:) %ASA-6-335010: NAC Revalidate All request by administrative action -

AR A HIH1Z X > T NAC Revalidate All 7 7 > 3 URBER SN E LT,
enum : FREEET A Y g VA TRT 10 OB
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335012

335013

335014
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HREFTH o ay RE,

I5— A 3/+Z_‘i} $ASA-6-335011: NAC Revalidate Group request by administrative action

for group-name group - num sessions

RBR & EEHE |12 K > T NAC Revalidate Group 7 7 ¥ 3 U DNEBR SjLE L7z,

« group-name : VPN 7 /L — 74,
cnum: LT A v g VAR R 10 OB

HWRF7H O ay RE,

Io5—H% vt—’) $ASA-6-335012: NAC Initialize request by administrative action -

host-address
ERBE B Z KL o C NAC Initialize 77 3 U A ER IV E LTz,

s host-address : IRA FDIP 7 KL A, Ry MEx 10 #ERFTLTRENET (=& 2L,
10.1.1.1) ,

WET7H a0 RE,

I5— A “J‘t’—:) %ASA-6-335013: NAC Initialize All request by administrative action -

num sessions

ERBA A HIE T X o T NAC Initialize All 77 a3 N ERENE LT,
enum: FHRFEFET D v v g VA TRT 10 HEOHE

HWRF7H O ay RE,

Io5— A ‘yt—Q %ASA-6-335014: NAC Initialize Group request by administrative action

for group-name group - num sessions
RBH B ELE|Z & > T NAC Initialize Group 7 7 ¥ = U BNER INE LT,

s group-name : VPN 7 L — 74,
enum: BFRREET 5 v g VAR 10 dEO R

HRETH a0 RE,
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336001

336002

336003

336004

336001 ]

Ia—)( v t—:/ $ASA-3-336001 Route desination network stuck-in-active state in
EIGRP-ddb name as num. Cleaning up

S5BA SIA JRHE & (X, EIGRP /L— % 2MEE SN (9345 LINIZ 1 DL ED R A R—=0n 5
) KT DB EZETE RS EEEW L ET, ZORENRAE LA, EIGRP
X, IREERE Lo e —& L OBMERREME L, 7277 4 7ol — MIB
TETLT— Ayb—Thu S ZEERLET,

« destination_network : 77 7 ¢ 72/ 52— b
* ddb_name : 1Pv4
«as num : EIGRP /L —#

WRETIS AN —IDRN—EOBERENL— I NDIREEZIE Lo T2RIK, BIUUL— M
K L-RRZHER L ET,

I5—*wt— 3asa-3-336002: Handle handle id is not allocated in pool.

$%BA EIGRP L — X X, X7 AN Ky TONY RVERDITLZENTEERA,
« handle_id : &2 67202 RLD ID

HRT Y 2 a DRENRR LW 54, Cisco TAC IZBWAHE L Z30,

IS5—Awt— 3asa-3-336003: No buffers available for bytes byte packet

SBADUAL Y 7 b =T W, 7y s RNy 77 &2E 0B THZLENRNTEEEALTLE, ASA
DAFYDBREZLTWALHREMR D Y £97,

bytes: /N RADASA MK

7o 3 showmem 71T showtech 22 REZ AN LT, ASADAEYRBARZEL T
ANE I DEHERLET, BENER L2 WEE . Cisco TAC IZBBWEbE L 7ZE N,

I5—Ayt— 2a5a-3-336004: Negative refcount in pakdesc pakdesc.
AV 77 LA T MOy N U FRAICRY E LT,

« pakdesc : /37 bkl
WET D 2 a URIENER L7RWEE | Cisco TAC [ZBMVWEDE 230,
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336005

336006

336007

336008

336009
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Ia—)( ‘yt—*‘) $ASA-3-336005: Flow control error, error , on interface name.

HBAA LA —T 2 A ATYATFFY A OT70— Ty 7 38 AELTHET, Qelm I = —
WHET, ZOBEAIF. ZOBEDA 2 —T 24 ZADFa—IlhbAREDVILFF ¥ A K 3
ry FTY,

s error : =7 —3C : Qelm on flow ready
. interface name : =7 —NFELIZA VX —T = A ADLATH]

T U o3 VREDBRR L7206, Cisco TAC IZBRWEDHETZS N,

I5—AYE— 3aSA-3-336006: num peers exist on IIDB interface name.

SREAEIGRP D IDBDZ UV —o T v FTHEII IV —0 T v 7%, BEDA A —T =24 A E
WCETRELGFELTHET,

snum: BT D%
s interface name: f ¥ —7 = A A4

BT 9 o a VEENRETR L72WEA . Cisco TAC IZBWEHbHEL IZEW0,

I5—AwE— 2aSa-3-336007: Anchor count negative
AT T —MRAEL, T —DBIRIZT o — T FRAILRD £ LT,
TV 2 a DREPR LR WIEE . Cisco TAC IZBWEDELTZE 0,

IS5—4 ‘yt_:) $ASA-3-336008: Lingering DRDB deleting IIDB, dest network, nexthop

address (interface), origin origin str

SBAA L H—T oA ADHIBRENTEY ., EH DRDB M EEL £,

« network : 38Ry hU—7

saddress : RZ A RKRv 7 7T KL XA
sinterface : X7 A bRy TS A X —T A A
« origin_str : FE LA EFRT D L FS

T 9 o a VEENETR L72WEE4A . Cisco TAC IZBWAHbHE L IZEW,

I5—Avt— 2asn-3-336009 ddb_name as_id: Internal Error
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336010

336010 ]

REANT =7 —BRAELE LT,
+ ddb_name : PDM 4 (7= & 213, IPv4 PDM)
casid: B AT A ID
WET U 2 a UREBR LW E . Cisco TAC IZBWEHELES 0,

IS5—AYtE—Y 2asa-5-336010 EIGRP-ddb name tableid as id: Neighbor address (%interface)

is event msg: msg
SBAB L — 2 T v T EIIF T LE L,
 ddb_name : 1Pv4
« tableid : RIB ® NS ID
casid: HAL AT A ID
- address : Bz —Z D IP 7 KL X
cinterface : A % —7 = A ADAHI
cevent_msy : B L— 2 THALTWDEA XU (DFED, up £721% down)
emsg: A X2 FDOJFK, (event_msg & msg DIEALTIZIZRD HE DN H Y £9)
- resync: peer graceful-restart
- down: holding timer expired
- up: new adjacency
- down: Auth failure
- down: Stuck in Active
- down: Interface PEER-TERMINATION received
- down: K-value mismatch
- down: Peer Termination received
- down: stuck in INIT state
- down: peer info changed
- down: summary configured
- down: Max hopcount changed
- down: metric changed
- down: [No reason]
WRTOaVvBEN— OV IR T EET Ty 7 LT RRE MR L E T,
ZHiE, MEOIIRETH 2 /R H Y 97, F72id, TANFEK TRIBED AT 5 ArRerEs
b ET,
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336013

336014

336015

336016
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I5—Avt— 3asa-6-336011: event event
BT TN AR IBRRAELE LT, X2 MIKROWT I TT,

* Redist rt change
* SIA Query while Active

HETH S a URIEDNRR LW A, Cisco TAC IZBRIVWAEHEL 2 &,

15—)‘ Vi t—:/ $ASA-3-336012: Interface interface names going down and neighbor links
links exist

HEAA A —T A AMKZ T L TWNDED, FIXIGRP A TL—T 4 7 BHIBEEST
WETH, T_XTOY 7 (RA3—=) DhRal T —7AnLHIBRENZbITTiEdby 4
/\/O

HET U o3 VREBPRR L7206, Cisco TAC IZBWEDHETZS W,

15—)‘ “Jt—:) $ASA-3-336013: Route iproute, iproute successors successors,

db successors rdbs
BRAN— R =27 E3Y 7 b 2T 0T =B ELE LK,
HERZT O 2 a DREDER L7224, Cisco TAC IZBRIWAEHEL 2S00,

Ia—)( W) t—:/ $ASA-3-336014: “EIGRP_PDM Process name, event log”
BBAN—RU 2T EFZY T N =T O T —RRELE LT,
HRT O 2 a VRENRR U4 Cisco TAC IZBWAHE L EE 0,

IS5—Avyt—Y 2asa-3-336015: “Unable to open socket for AS as number”
FAN— N =T LY T MU 2T O T —RREAELE LT,
HWERT 7 23 VSRR L7R0EE . Cisco TAC IZBVWEHE SN,

IS5—Awt— 2aSA-3-336016: Unknown timer type timer type expiration
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336019

337000

337001

336019 ]

HEBAN— R 2T FERIY 7 b 2T O T —0NRELE L,
HRZT O S a VREDER L2 EA . Cisco TAC IZBRIWADHEL 7ZE 0,

IS5—*Avyt—Y 2asa-3-336019: process_name as_number: prefix source threshold prefix
level (prefix threshold) reached
FARRE YT —IN—ANDT LT v 7 ZHOR, BRESNIE LEWVELIVEIET 7 4
WEDLEWVELYUZELE LT, L7 4 v 7 ZAOERFEITIZROOTANTR Y 7,
« g A
* FRECAT 7 7
e T IV H— b
HEET7 Y 2 a3 > showeigrpaccounting 2~ > REEHA LT, V7 4 v 7 AO%RETICET S
PR Z UG L, RS2 R T EN,

15—)‘ Vi t—:/ $ASA-6-337000: Created BFD session with local discriminator <id> on

<real interface> with neighbor <real host ip>
REBZ D syslog A vE—VF, BFED 7277 47 By va UNMERSNZZ LR LET,
cid : FFED BFD £ v ¥ a »or— U Vi O E R~ TEET +— L K
s real_interface : BFD v I a UMETEINTWVWDEA U F—T = A A4
s real host ip : BFD & v ¥ g URHENL SN2 R A RXR—D P 7 KL &
HREFTIavkL,

I%—)‘ v t_:/ $ASA-6-337001: Terminated BFD session with local discriminator <id>

on <real interface> with neighbor <real host ip> due to <failure reason>
REAZ D syslog A v E—UE, 7277 477 BFD vy a VBT LI LA RLET,
«id : 5D BFD & v ¥ 3 > O v — B VilBl O &2 R~ EiE 7 «— R
e real_interface : BFD £ > ¥ a VRN EITINTWDHA U F —T = A A4,
s real host ip : BFD & v ¥ a U DHESL SNV RA RXR—D P 7 KL &
« failure_reason : RO 7 —DEHDO W, BT O BFD ¥ 7 E 7|0 BFD ##
OB, B2 A ~—OBREN, = o — RS, E7 A~ ARF T n—hL
BFD # kDO HIFR, BFD 7 74 7 > ME kO HIBR

ET7O a0,
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Ia—)( W) t—:/ $ASA-4-337005: Phone Proxy SRTP: Media session not found for
media term ip/media term port for packet from in ifc:src ip/src port to

out ifc:dest ip/dest port

BB X 2 VT o T IAT U ATAT A THEIBIP 7 RLAB LR — F&sde s L
72 SRTP/RTP /X7 v &S 7 LT2id, 2Oy MBS 572D ORIET AT 47 &y
varvRRONYEFATLE,

sin_ifc : AJJA 2 —T = A A

esrc_ip: /N7y NOEEILIP T KL A

e src_port : /N7 N DOFEFEILA— b

cout_ifc: HNA L F—T = A R

edest ip: /N7 v FOFEEIP 7 RLA

s dest_port : /X7 > hDOFEIER— b

TV IDA =V RN a—LVORKIZAERSNTGE, ERTHLEBEZONE
T, VT FV T Ao —VICEV AT 4T By a VMRS NETTREMEDN BV E A8,
T2 RIRA VP THEBIEFEE WL DD SRTP £/21X RTP X7 v PR EEEINTWETZHT
Ty ZOAvB—UREFEDO AT ¢ THIEHR— M L TERSNEZSA, = RRA U b T
IZRTCP N EFEINTEBY, TNECUCMMNOT 4 BE—T MZT HMERH D T, ZORA Y
U a— okt U TRERRIICAER SN D5 A1E, Bai7mx s 73y 7 a~v FELIX
WA a~wy REEHL T 7TV T Ave—Y bW o vavaes iy s L, V7
FUV T A E—URAT A THRIBIP T FLABLIOR—FTEEREINTWANE ) 02k
WLET,

ITo5—H* ‘y’b-*‘) %$ASA-4-338001: Dynamic filter monitored blacklisted protocol traffic
from in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface
:dest ip addr /dest port , (mapped-ip /mapped-port), source malicious address resolved
from local or dynamic list: domain name, threat-level: level value, category:

category name

BB XA TIVvI TUNE T—ERX=ANDT T 7 VAN RALNEDNT T 4 v 7N
FAELE Lz, BB LU, none, very-low, low, moderate, high, 35U very-high D\ 3"
NWINERTLFHNITT, BT IAVIE. AL AR T T 7 U A MIER I CEHBITR T
FHITT (7= & 21X, botnet, Trojan, spyware) .

WEBT7HILaVEBOHAYA FA~DT 7 AR FJICEEEsNE L, WEIPT RL 2%

L Cie~ > %& b L—2F %), dynamicilter drop blacklist =~ K& AL CHE)
BICZDESI R T T4 v 7 Fry T LET,

Io—XAw t— 2asa-4-338002: Dynamic filter monitored blacklisted protocol traffic

from in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface

. Syslog # v tz— < 302003 ~ 342008



| Syslog # v +—< 302008 ~ 342008

338003

338004

333003 ]

:dest ip addr /dest port (mapped-ip /mapped-port ), destination malicious address resolved
from local or dynamic list: domain name, threat-level: level value, category:

category name

BMBAYAT IV TANE T—=EX=2ANDT Ty 7 VAN RAALH~D T T 4 7R
FAELE Lz, BB L ~LE, none, very-low, low, moderate, high, 35 J Utvery-high DV 9
N ZERTXFINTT, BT AVIE, RAALA AR T T v 7 U A M S  RIC RT3
FHITT (7=& 21X, botnet, Trojan, spyware) ,

WRT7IVAVEEZEOHDYA h~OT 7ANu 7SN E Lz, NPT KL 2%
AL e~ % b L—24 57, dynamicilter drop blacklist =~> K& A L CHE)
MIZZDES R I T4 w7 Fry T LET,

Io—XAw t—:/ $ASA-4-338003: Dynamic filter monitored blacklisted protocol traffic
from in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface
:dest _ip addr /dest port , (mapped-ip /mapped-port), source malicious address resolved
from local or dynamic list: ip address/netmask, threat-level: level value, category:

category name

MBAAA T IV TANE T —EX=ANDT Ty 7 VA NPT RLAINGD T T 4 w7
DAL LUE Lz, BB L ~/LE, none, very-low, low, moderate, high, 33X Uvery-high D>
TNNERTXFINTT, 73V, RAALCERT T 7 A MIBH SN BRIRT
XFHNTT (7= & ZIE. botnet, Trojan, spyware) .

WRFHILAVEEOHLIT A h~OT 7 2na ZiIciEEsnE Lz, NEIPT RL A%
R L CEe~ v % b L—R4 57, dynamicilter drop blacklist =~ K& A L CHE)
BINZZDEI 72 N T 74w 7% Ray X LET,

I5—Aw t—:/ $ASA-4-338004: Dynamic filter monitored blacklisted protocol traffic
from in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface
:dest ip addr /dest port (mapped-ip /mapped-port ), destination malicious address resolved
from local or dynamic list: ip address/netmask, threat-level: level value, category:

category name

MBAXATIVI TANE T—=HR=ANDT Ty 7 YUANPT RLA~D T T 4 v 7R
WAELE Lz, BBV ~VIL, none, very-low, low, moderate, high, 5 O'very-high D\ 7§
AP ZERTICFFNTY, BT TVIE, RAAL AR T Ty 7 U R M S 2B HIC RT3
FHITT (7= & 21X, botnet, Trojan, spyware) .

WR7HILAVEEOHLIY A h~OT 7 2na Iz snE Lz, NEIPT RL A%
AL Ce~ > % b L—24 57, dynamicilter drop blacklist =~ > K& A L CHE)
BINZZDEI7 v T 74 v 7% Ray 7 LET,
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IS5—XAw t—:/ $ASA-4-338005: Dynamic filter dropped blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface
:dest ip addr /dest port (mapped-ip /mapped-port ), source malicious address resolved
from local or dynamic list: domain name, threat-level: level value, category:

category name

B AA T I TANE T—ER=ZANDT T I VAL RAL /DL D T T 4 v
DHEG SIE LTz, BB L~VIX, none, very-low, low, moderate, high, 35 J U very-high ®
WTIDPERTFHNTT, BT TVIE, RAAL AR T T 7 U A MIE#HK S VBB ITR
T XTFH|TT (72 & % IX, botnet, Trojan, spyware) .

HRF7H O ay RE,

IS5—XAwy t—:/ $ASA-4-338006: Dynamic filter dropped blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface
:dest _ip addr /dest port (mapped-ip /mapped-port ), destination malicious address resolved
from local or dynamic list: domain name, threat-level: level value, category:

category name

MBATA T IV TANE T—ERXR=ANDT T v I VAN RAALH~D T T 4w I )R
ERSNE L, BB L~LE, none, very-low, low, moderate, high, ¥ Uvery-high du»
TN ERTLTINTT, BT7IVIE, RAAL AN T T 7 UAMIEHINBEHIZRT
LAY (72 & 21X, botnet, Trojan, spyware) .

HREFTH O ay RE,

Io—XAw t_:/ $ASA-4-338007: Dynamic filter dropped blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface
:dest _ip addr /dest port (mapped-ip /mapped-port ), source malicious address resolved
from local or dynamic list: ip address/netmask, threat-level: level value, category:

category name

BB XA T IVI TANET—=HIR=ANDT T v 7 VARNIPT RLANSD ST T 4 w7
DHEG SIE LTz, BB L~VIX, none, very-low, low, moderate, high, 35 J U very-high ®
WD ERTLFYITT, BT ITVIE, RAA AN T T 7 URAMIE#HSNTZEBIOR
T XTFH|TT (72 & %IX, botnet, Trojan, spyware) .

HRFTH O ay RE,

ITo5—H* ‘y‘b—*‘) $ASA-4-338008: Dynamic filter dropped blacklisted protocol traffic
from in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface

:dest _ip addr /dest port (mapped-ip /mapped-port ), destination malicious address resolved
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338101

338102

338103

338104

a3s101 [

from local or dynamic list: ip address/netmask, threat-level: level value, category:

category name

MBALA T IV TANE T —ERXR—=ANDT T 7 UARNPT RLASND NT T 4 v 773
ER SN E Lz, BB LU, none, very-low, low, moderate, high, I3 O'very-high D\
TNNERTLFHNCTY, BT IVIE, RAAL AN T T 7 VA MIE#HSNZHEBIORT
SLFHITY (72 & 21X, botnet, Trojan, spyware) .

HREFTH O ay RE,

15—)‘ ‘yt—*“) $ASA-4-338101: Dynamic filter action whitelisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr
/dest _port , (mapped-ip /mapped-port), source malicious address resolved from local or

dynamic list: domain name

SMEA XA FI VI TAUNETF—ERXR—=ZANDOFRTA NI AN RALVINSDNT T 4 v 7N
FEELEL,

HRETH O ay RE,

Io5—H* vt’—’) %ASA-4-338102: Dynamic filter action whitelisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface
:dest ip addr /dest port (mapped-ip /mapped-port ), destination malicious address resolved

from local or dynamic list: domain name

B AATIvI TANE T—ERX=ANDHETA R AN RAALEH~DNTT 4 v IR
BELELE,

RT3y RE,

15_)‘ ‘y‘b-*‘) %$ASA-4-338103: Dynamic filter action whitelisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr
/dest _port , (mapped-ip /mapped-port), source malicious address resolved from local or

dynamic list: ip address/netmask

A XA F IV T TANETF—ERXR—=ZANDOERTIA NI ARNIPT RLAWSD NT T 47
MWEALE L,

RT3 RE,

Io5—A% “Jt—:) $ASA-4-338104: Dynamic filter action whitelisted protocol traffic from
in interface :src_ip addr /src port (mapped-ip /mapped-port ) to out interface
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:dest ip addr /dest port (mapped-ip /mapped-port ), destination malicious address resolved

from local or dynamic list: ip address/netmask

SEA XA TFI VI TANEF—ERXR—ZANDOERTA RVARPT RLAAD T T 4 v 7N
FAELE L,

WREF7HI a2 RE,

Io5—X% vt—’) $ASA-4-338201: Dynamic filter monitored greylisted protocol traffic
from in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface
:dest ip addr /dest port , (mapped-ip /mapped-port), source malicious address resolved
from local or dynamic list: domain name, threat-level: level value, category:

category name

BEAX AT IV TANE T—HRXR=ANDT L —Y AN RAALUMOD NT T 4 v 7 3%
AELE L, BB L ~ULIL, none, very-low, low, moderate, high, & Uvery-high DV 341
WaRTILFAINTY, AT AV, RALA AN T Ty 7 UA MRS - BRI R 330
5ICd (7= & 21X, botnet, Trojan, spyware) .

HR7IS a3V EZEOHLLVA b~OT 7 AN /IS nE Lz, NP7 KL 2%
LT~ > % b L—2F %), dynamic-ilter drop blacklist =~ > K & dynamic-filter
ambiguous-is-black =~ > REZ AL CHBEIMIZZ DX 57 NI 7 4 v 7% Ruay 7 LET,

Io5—H% vt—’) $ASA-4-338202: Dynamic filter monitored greylisted protocol traffic
from in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface
:dest_ip addr /dest port (mapped-ip /mapped-port ), destination malicious address resolved
from local or dynamic list: domain name, threat-level: level value, category:

category name

BEASATIVvT TANE T—=HNX=ANDT L= AL AL HAD T T v 7 D%
AELE L, B L ~ULIL, none, very-low, low, moderate, high, & Utvery-high DV 341
METRTIXFINTY, BT AVE, FAALANT T v 7 U A MBS B HITR3307
FICd (7= & 21X, botnet, Trojan, spyware) .

RT3V EZEOHLVA M~OT 7 AN Ik EnE Lz, NEIP 7 KL 2%
LT~ % b L—AF %), dynamic-ilter drop blacklist =~ > K & dynamic-filter
ambiguous-isblack =~ > REZ AN L CHBIMIZZ DX 57 N7 7 4 v 7% Ray 7 LET,

ITo5—4% vt—*‘) $ASA-4-338203: Dynamic filter dropped greylisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface
:dest _ip addr /dest port (mapped-ip /mapped-port ), source malicious address resolved
from local or dynamic list: domain name, threat-level: level value, category:

category name
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338204

338301

338302

13204 [

BMBASAT IV TANE T—=ER=ZND T L—U X AL HPEDNT T 4 v 773
HERShE L, 270, BEOHDIPT RLRIIXAFT IV T4V E F—E_X— A TR
S ILTWRUN R A A AT S TWE T, BB L~ULE, none. very-low, low, moderate,
high, 3 X Wt very-high DWT N0 ERTLFHITT, BT TVIE, RAAL AN T T v Y
A Mt S AV R T 3CFHI T (72 & 2 I, botnet, Trojan, spyware) o

WET7H2aVBEEOHLYA F~DT 7B ANRFay 7ENE L, IPT RLART T v
7 VAN RAL B ERHR RAL ZOWFIZ—ETH7 L=V A N7 4 v 7 %HE)
MIZ e > 7 L7angE4A1E, dynamic-filter ambiguous-is-black =~ K& 75 4 E—7 NI L&
ﬁ—o

15—)‘ “Jt—:) $ASA-4-338204: Dynamic filter dropped greylisted protocol traffic from
in interface :src_ip addr /src port (mapped-ip /mapped-port ) to out interface
:dest ip addr /dest port (mapped-ip /mapped-port ), destination malicious address resolved
from local or dynamic list: domain name, threat-level: level value, category:

category name

BBAAATIvI TANE T—HRXR=ZANDT L —Y AN RALUH~D T T 4 v 7 WBE
HEINFE L, 272 L, BEOHDIPT RLRIIFATFTI v T4 N0H T—2_— ATk
STV R AL ARSIV TWET, BB LU, none, very-low, low, moderate,
high, 3 X O very-high DWT A RTXFHITY, W7 VIE, RAAL AN T Ty Y
A M S NIRRT CFHTT (72 & 21X, botnet, Trojan, spyware) .
WETOOIVEEOHLYA b~DT 7 AR Ry T SNE LT, PT RLART T v
7 UAD RAAL R ERRR FAAL HOMGIZ—ETH7 L=V A b I 74 v 27 &2HE)
I R e v 7 L2RWEEAIL, dynamic-filter ambiguous-is-black =~ > K& 7 &t —7 /M L &
h@‘o

15—9‘ v t_:/ %$ASA-4-338301: Intercepted DNS reply for domain name from in interface

:src_ip addr /src port to out interface :dest ip addr /dest port , matched list

B FEEDARTU AL FU AN, T T w7 U RN, F72iE IronPort U A MIFLET S DNS A
BDRATZESNE L,
ename: KA A 4
eliss: RAA 4, BEEDOKRIA RN A, 777U AN, F£iidIronPort U A ~%&E
e A |

WREF7HI a2 RE,

I%—)‘ vt—’) $ASA-5-338302: Address ipaddr discovered for domain name from list ,
Adding rule
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338304

338305

338306
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SEE A AT v T4 NAEZBAIT— T LI DNS JSEN LRI SN IP 7 RLARBIMER
* L7,

sipaddr : DNS J&ZENHD TP T R LA
ename: KA A 4
elist: RAA %, BHEOT T 7 AN, £ 01X IronPort Y A hE&Te ) A |

HREFTH O ay RE,

I5— Awt— 9asa-5-338303: Address ipaddr (name) timed out, Removing rule
BB 51Ty TS BAIT T A b RIS P 7 FLARKIBRS hE LTz,
«ipaddr : DNS JGE LD IP 7 K LA
sname: NAA 4
HREFTH O ay RE,

Io5—H* vt’—*‘) $ASA-6-338304: Successfully downloaded dynamic filter data file from

updater server url

A LWA—Ta DT —X TrAANBNEya— REnE LT,
eurl : 7w 77 —4% H—,30 URL

RT3 RE,

Io—XAw t—:/ $ASA-3-338305: Failed to download dynamic filter data file from updater

server url
SEA AT I v T TAUNE F—ER—=2ADF T a— RNIRIELE LT,

surl : 7T —% % —,30D URL
WRF7HaV T 7T —H B — RO URL 2Rk T&5HX 912, ASAIZDNS 27 (K =
L—a UNMEET D Z L 2R LET, ASA S P —Tx LT ping 2 FEITTERWEES
. FELWRy NU— GBI —T 47 a7 4 FXFal— g 020 TCHRy U —
AR LTI E W, RIENER L7224, Cisco TAC IZBWEhEL FFE N,

Io—Avy ‘t’—:) $ASA-3-338306: Failed to authenticate with dynamic filter updater server

url

BBAASA XA T I v T TANE Ty 7T =2 Y= NIRT DKL E LT,
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338307

338308

338309

338310

338307 [

surl : 7w T —% % —,30D URL
IR T7 42 S 3 > Cisco TAC IZBRIWEDLEL F X0,

Io5— A ‘yt—‘“) $ASA-3-338307: Failed to decrypt downloaded dynamic filter database
file

S AU a—RLEFAATFT IV T T4NHE T—HRX—=2 T 7 A LOE IR LE L
77

#AZT 2 23> Cisco TAC IZBMWEHELZI N,

Io5— A “J‘t’—:) %ASA-5-338308: Dynamic filter updater server dynamically changed from

old server host : old server port to new server host : new server port

BREAASA L, HLWT v 7T —H = "DRA MFEIEIAR— MIEEINE LT,

+ old_server_host:old server port : 5ETOT v 7T —X F—_"OKRA K EKR—k
» new_server_host :new_server_port : HrL W7 v 75— & — DK Ak EAR— b

RT3y RE,

IS5— A4 ‘yt'—*“) $ASA-3-338309: The license on this ASA does not support dynamic filter

updater feature.

B XA FTI VT TANE T T T =274 ARBOETT, 7272L. ASADT A
TR THEH, ZOBRIZVR—FENTHWERA,

HREFTH O a Yy RE,

IS—XAw t—:/ $ASA-3-338310: Failed to update from dynamic filter updater server url,

reason: reason string

MBAASATHE AT IV T TANE T T T—H P =507 v 75— hOZZITRR L F
L7,

eurl : 7w 77 —% #—,30 URL
* reason string : RIXDJFK, IROWT T,

ST TR N~ D
- B I — NS D AR

SRR — N v =T 2 A NDEZAE

Syslog # v tz— < 302003 ~ 342008 .



B 33000

339001

339002

Syslog # v — < 302003 ~ 342008 |

- EINTWD T v T — b T A NMEROT T —
-AV VTN 2T —

-ffEa— L =T —

- AE VA

RT3 ="~y NU— 7 ki xR L £ 3, showdynamic-filter updater-client
<y ROWNREND T —/SURLIZX L Cping ZFEITLET, R— "R RXy hU—7 %
BB TEDLEIICRoTWNHZ AR LET, Ry MU=V HERICHEN WG EIL, Ry
FU — 7 EHEFIZBRWEDE L TEE N,

I5—AwHt— 3aSA-3-339001: DNSCRYPT certificate update failed for <num tries> tries
5%BA DNSCrypt [TREIEFED E 42 fE CEEHATLI,

« num_tries : DNSCrypt 23 3iEB 5 0 B8 4 HufS T & 72 0o 72 Bl
WRT7I a3 ROFHEZHERLET,

« /L— k23 Umbrella #— N2kt L TRE SN TV H5E,

e Umbrella ' — O T A  Z—=T = A4 ZANRT v 7 LT D55,

s ELWT r AL F—REF—BEH ST D 5E,

15—)‘ ‘y‘b-*‘) $ASA-3-339002: Umbrella device registration failed with error code
<err code>

EBAUmbrella 7 /31 A DBERIT R L F LT,
serr_code : =\ HRINTET T —a— R,
HE7V a0z T —a— FRROSGE :

¢ 400 : FROWXNFEITa o T U ICRIERH Y F3, M—7 RN ETID50, FHELT
WAAREMENH Y £9, F—27 B Umbrella® v > 28— RIZHrbDE—FTH01nEH
NEMER L 7,

¢ 401 1 b= NIARENTWERTA, b—2Z 2 Umbrella # v ¥ =R — R CEHEINT-
BAE. ASATH LW N —2 VA2 FHTHLERND Y 3,

© 409 : T3 A ID MNPIOKFE & 5iE LTV E T, Umbrella — NEFHEIZBRIWVEHHEL
7ZE0,

* 500 : NS —X—x2 T —NH Y £9°, Umbrella 4 — NEFHFICBHAWEbELEE W,
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339003

339004

339005

339006

339007

339003 ]

Io5—4% ‘yt—*‘) SASA-3-339003: Umbrella device registration was successful
FtBA Umbrella 7 /3 A A DRGRIZRE LT A v —,
HETI a2 L,

15—)‘ v t_:/ %ASA-3-339004: Umbrella device registration failed due to missing token
EREA h—7 U727, Umbrella 7 /34 ADBET R L £ Lz,

WRF7Iav b= R ua— Vg a5 3 7E—RFTERESINTWA I EEMHERLT
<TZEV,

I5—Avt— 5asa-3-339005: Umbrella device registration failed after <num tries>

retries
%88 Umbrella 7 /31 A DBGRITRK L E LT,
» nUM _tries : Umbrella 7 /3 A Umbrella H— /S ~DEERIZ I L 7= 18134,

HAZT Y 2 3 2 Syslog339002 A v —Y T T —a— K& RO £, 339002 Syslog # vt —
CORMBEREZRL, BELTIES0,

Io5—H% ‘yt—*“) SASA-3-339006: Umbrella resolver current resolver ipv46 is reachable,

resuming Umbrella redirect.

5iBH Umbrella 23BA< Z LITRRE L, U YL ASBEGERFET L2, BRFETIL, LY/ L3
BEAREICR o CRY . —EARFEHINTHET,

HERME 7 L,

I%—)‘ ‘yt—‘“) $ASA-3-339007: Umbrella resolver current resolver ipv46 is unreachable,

moving to fail-open. Starting probe to resolver.
FiBA Umbrella 7 = — LA =7 U NRESNLTEY . U Y AANOEERENRIN S E L,
HEET Y >3 VUmbrella U Y IV ASSOEFEAREMEICEA L TRy NV — 7 RELXHL LET,
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Ia—)( W) t—:/ $ASA-3-339008: Umbrella resolver current resolver ipv46 is unreachable,

moving to fail-close.

FtBH Umbrella 7 = — /LA —7" U R EINT [BHT) | VY AROBGERENBH I E
L7z,

TV aUmbrella U Y L AS~OELERGEMEICBAL TRy N — I REZMR L E T,

ITo5—H* “Jt_:) $ASA-3-340001: Loopback-proxy error: error string context id context id
, context type = version /request type /address type client socket (internal)=

client address internal /client port internal server socket (internal)=

server address internal /server port internal server socket (external)=

server address external /server port external remote socket (external)=

remote_address_external /remote port external
BBANL—T Ny Truxiid, ASATIEITSN TV LY — R =7 (/T 7Y r—a )
Xy NT—=ZIZT 7 BATHZEZARRICLES, V=7 RNy 7 FaXx T I —084EL
F L7,
scontext_id : HN—T N I T4 T M T aX U ERICH L TAEKRSNDG ED32E Y
a2 7THFANID
everson: 7’1 b3 RN—T g
* request_type : k% A 7, TC (TCP#%#¢) . TB (TCP A > F) | £721XUA (UDP 7T
VyT—a ) OV 9
- address type: 7 KL 2 Z A 7 P4 (IPv4) . IP6 (IPv6) . E72ILDNS (KA A 4% —
ER) OWFANITRY 3
» client_address internal/server_address internal : v —7" 3w 7 7547 FEBXONL—T
Ny 7 = "PREEITEH LT LA
» client_port_internal /server_port_internal : v—7/3> 7 7 54T FBIUONAV—T RNy T
P PEEIEH LR — b
» server_address external /remote_address external : /L — "7 Ny 7 H—sN L U E— K R A MR
WEICERLEY FLXx
* server_port_external /remote port_external : /L—7 /3w 7 H— L JE— h R A MRBEEIC
A LZAR— b
e error_string : BED IR DT T — L FF

RT3 syslog A vE—V%ab—1L, Cisco TAC IZBWAEbE L EI0,

15—9‘ v t_:/ $ASA-6-340002: Loopback-proxy info: error string context id context id
, context type = version /request type /address type client socket (internal)=
client address internal /client port internal server socket (internal)=

server address internal /server port internal server socket (external)=
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341001

341002

001 I

server address external /server port external remote socket (external)=

remote address external /remote port external
BBANL—T Ny 7 Tux g, ASATIEITSINTWOY— R AN=FT t8|]7 7 ) Fr—2 5 98
Ay NT—=2IZT7 7 8ATHIEEFARIZLET, V=T Ny 7 Faxiii, hIF71va—
T4 T THERT LT ANy SR EER L E LT,
econtext_id: FV—T N7 AT N TR UERICKH L TERIND EDO3R2E Y
a7 KID
sversion: 71 fajg X—T g v
* request_type : EKZ A 7, TC (TCP #%#t) . TB (TCP /A ) | £72iZ UA (UDP 7
VY E—ay) OWVWTRMNIRY £
- address type: 7 L2 Z A 7 P4 (IPv4) . IP6 (IPv6) . E7ZILDNS (KA A 44—
ER) OWTILNZRY £
» client_address internal/server_address internal : v —>7" w7 7547 hEBXUOL—7
Ny 7 = "PEEITEHA LT FLA
» client_port_internal /server_port_internal : L—"7"N> 7 75 A4 T hEBXONV—T RNy s
PSP @EIHEH LA — |
» server_address_external /remote_address external : Lb—7"/3y 7 H— XL JE— K R A PR
BEIFEHLEZT FLX
« server_port_external /remote_port_external : /L—7"/3y 7 —o3E U E— kR A S AREEIC
A L7=AR— bk
« error_string : BIEDAERIZARNL DT T — 75

#EZF7H a3 syslog # vE—T% a3 — L, Cisco TAC IZBRIWAEDLEL &,

IS5—XAw t—:/ $ASA-6-341001: Policy Agent started successfully for VNMC vnmc ip addr

AR v—x2—T v h 7t R (DME, ducatiAG 3 LU commonAG) MNIEHIZEHIBEI U
F L7,

e vnmc_ip_addr : VNMC — "D P 7 KL &
#REFIavRL,

IZ5—AYE—L 3aSA-6-341002: Policy Agent stopped successfully for VNMC vnmc ip addr
AR Y v —x2—T v h Yrt R (DME. ducatiAG I L 1 commonAG) 2ME1ELE L7,

s vnmc_ip_addr : VNMC %—"D 1P 7 R LA
HE7O a0,
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341003

341004

341005

341006

Syslog # v — < 302003 ~ 342008 |

Io5—X% ‘yt—*‘) $ASA-3-341003: Policy Agent failed to start for VNMC vnmc ip addr
SEBARY v— 2—V = hOBBICERILE LT,
s vnmc_ip_addr : VNMC %—/SD 1P 7 R L&

WRE7I Yy a2V —ILOREERLTT — A vE—T0 disk0:/pa/log/vnm_pa_error_status %
FrxyZLET, R — 2=V FOEEZHRITT 511X, registration host =~ K
EHFFATLET,

13_)‘ v t_:/ %ASA-3-341004: Storage device not available: Attempt to shutdown module

%s failed.

BB RTO SSD BRI L7zh, 7 v TIREBO L AT AN DHIRENE Lz, VAT LNV
TR 27 FV2a— LAY Yy b AT LESELELERN, BRBLE LA

c0s: V7 h T EVa—/b (cxsc 2 E)
WMEF7OaVHIBRSNEZ, BERBELEZERIA T2, ASAZ Vo —RLET,

15—)‘ Vi t—:/ $ASA-3-341005: Storage device not available. Shutdown issued for module

s .

SRBAT T SSD BRI L=, 7w FIREBO S AT ANDOHIBRESNE L, VAT LRV
Th2T7 FVa— Ve Yy h XU L TWET,

cUs: V7 =T YV a—/b (cxsc 7t E)

WRET O avllRSnI BEPBELLENIATERWL, Y7 =T BV a— V%
yrm—RFLET,

IS5—XAw t—:/ $ASA-3-341006: Storage device not available. Failed to stop recovery

of module 3%s .

FEATNTOSSD BRI LTZA U B ANVIRED T AT AP LHIBRS LK L, v AT A7
YUY gl LE D ELELEN, KILE L,

c%s: VT =T FVa—/L (cxsc 72 )
WRF7IaVHIBRENT, BERBAELIZ R IA 72K, ASAZ) a—RLET,
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341007

341008

341010

341011

342001

31007 [

Io—XAwy ‘t'_:/ $ASA-3-341007: Storage device not available. Further recovery of module

%s was stopped. This may take several minutes to complete.

AT~ TOSSD BRI LTZD VA ARVIRED Y AT A bHlfRENE L, Y AT A
VIR 2T FVa— DY AN Bl LET,

cUs: V7 NI =T EVa—/b (cxsec 72 )

WRE7Ha VRSN, BERRELEZERIATERBL, VY7 N7 BV a—/VE
VJe—RLET,

15—)‘ ‘y‘b-*‘) $ASA-3-341008: Storage device not found. Auto-boot of module %s

cancelled. Install drive and reload to try again.

B AT LET v AREEBIZ LB, TN TO SSDITEENFAE LD, VAT LEY g —
K4 BRNCHIBRENE Lz, 77— OT 73V EETIEY 7 b =T £V 2 —/LNHE)
T—bhENFETH, FIHATRERA L — T8 AR72W=d, ZOEER T v v 7 SnE
7,

HRT7 I avllRshy, BEEPRELL R IA T2, V7 h =T TV a—LE
Jue—RLET,

15_)( ‘y’b-*‘) $ASA-6-341010: Storage device with serial number ser no [inserted into

| removed from] bay bay no
FRBAASA DMHANETZITHIBRDO A X R AR L, ZDsyslog A v =V 2T AR LET,
WRETFOaonER L,

I5—AYE— sasa-3-341011: Storage device with serial number ser no in bay bay no
faulty.

HEAASAIZ10 2 LW NN— R T4 A7 R4 (HDD) D~NVA AT —H AZR—1
L. HDD MEEREDLHAIL. Z D syslog A vE—TV %A L E9,

#Eﬁ77 :/ 3 D%‘gfcﬁ L/o

I5— A “J‘t'—:) $ASA-7-342001: REST API Agent started successfully.
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342002

342003

342004

342005
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ERBARESTAPLI 7 7 A 7> h TASA ZRET HITIEL, T ORI RESTAPI = — = > & EH
ICETAMLENRD D FT,

HREFTO a7 L,

Io5—X% vt—’) $ASA-3-342002: REST API Agent failed, reason: reason

SREARESTAPI =— Y = ", SEIERHACEENCKI LN T v v o L= aRENVEN
Ho, BHAHINRENET,

e reason : REST API — 5 — DA
WRFTHL g UMEEMITAEDOT 7 a i, s HIcL-> TRV ET, 7=
L ZIF. RESTAPI=— x> M Java 7R B ATCAEFYNRARTEEI Sy =2 LFET, =

DA 1E. RESTAPI =—V = A FHEHTIMLENRNHY £9, EFICHEHTEL2WEE
X, BAREOEEAZEET 5 7-9HIZ Cisco TAC IZBRIWEbE L &0,

ITo5—H* ‘y’b-*‘) $ASA-3-342003: REST API Agent failure notification received. Agent
will be restarted automatically.

FBARESTAPI =— Y = 0 HDOT T —@HPXE S, =— Y= FOFEEBHNEA2 LN
£75

RT3V L,

15—)( Vi ‘t’—:/ $ASA-3-342004: Failed to automatically restart the REST API Agent after
5 unsuccessful attempts. Use the 'no rest-api agent' and 'rest-api agent' commands to

manually restart the Agent.
B RESTAPI =— 2 = o MIMENEEL LS L LE LN TEEEATLE,

WET7H a3y RROMH A2 S S IHIET 51213, syslog%ASA-3-342002 GRS TV 55
) AR T &V, norest-apiagent =~ K& AJJL CRESTAPI=— = h &5
T ABEZHIZ L TG, rest-api agent 2~ R CTHE RESTAPI =— Y = 2 F L TAHAT
<TEEW,

Io5— A “J‘t'—:) %ASA-7-342005: REST API image has been installed successfully.

SHBA REST API A A — 1%, RESTAPI =— 3 = > NE BT AFNICIERICA VA h—1T %
VBN H Y FF,

HREFOaV L,

Syslog # v tz— < 302003 ~ 342008
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342006

342007

342008

342006 [Jj

13— A ‘yt—*‘) SASA-3-342006: Failed to install REST API image, reason: <reason>.

EBARESTAPI A A— DA VA =N, N—=TU gy FrxuZ TR LE, 4 A—ORKEE
WCREC LT, A A= 77 ANADBROMEIRN, 7Ty aDfEkEHEN T -7-, =72 RN
L LT, OWTNOOBEBETERLE L,

HERMBEF IS 1T, REAEE L, [rest-api image <image>] ZHH L TA A —T & FHA A
| N B RSP R SR = S

Io5— 4 ‘yt—‘“) SASA-7-342007: REST API image has been uninstalled successfully.

HMBAH LA A—TBA A N—LTBEIZ, HWRESTAPI A A—V R EFIZT A A
=T BNERHD T,

E7Oav L,

I5— A “J‘t’—:) $ASA-3-342008: Failed to uninstall REST API image, reason: <reason>.

£RBH REST API A A — V1%, w7 ¥ MEBRIZKI L72h, /2L REST =— Y = > FBARIC
RoOTWNWAEDIZT VA VA M=V TEEHATL,

WRT Y23y EHHIIRESTAPIA A—T %7 A VA =T HHNIREST =— = > b
BRI T HDREDRH Y £
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