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77y N7+ —LF—RTOASA BLRFXOSCLI ~DT 7 EA 4
SSHT FXOS |Z##i 4
gV =R — MIEHEL CTFXOS B X OVASACLIIZT 7 &EA9 % 5
show 2~ FHADRIFEEL 7 4 V2V 7 6
show 2~ KO Z7 42V 7 6
show 2~ > R IOREF 8
g2 FXOSY AT LAY 9
TTIATVAE—RD T =—)LE—7 9
0y A CERY OXAT—=FRKDUEY ) 9
EEITE 220 12
SSD 7 7 A VT AT LOFEHE  (Firepower 2100) 17
THHHMREOT 7 4V NEEDE I 19
BAEMEDFEIT 20
SERIRHA A—VDFAT 2
AT LY AN DIERE 26
£3=E FXOS b3 JIYa—FT4a4 v 2K 27

VXY=V E—RN NI TNV AT 4T av s R A
A=Y Xy b T T VT TR b I TNV a—T 47 axvs R R

T TV I A H =X NE—RK NI TNV a—T 47 a<v K 35
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B =x

77 v N7 #—LF— RO Firepower 2100 @ connect local-mgmt N7 7 /L a2 —F ¢ 7 2
~ K 3
Cisco Secure Firewall 3100 @ connect local-mgmt 7 7 /v = —F 47 a<> K 43
77T AT AFE— RTO Cisco Secure Firepower 4200 @ connect local-mgmt k7 7 /L3 = —
T4 avRoB
X2V T4 V= ERAF—R F I TN a—T 47 avs R 6
Cisco Secure Firewall 3100/4200 ® /3% > R X ¥ 7' F x 66
Ny b F e TF oy OEEFHB KOHIRFIE 67
Nry b XX TTFx By va COERERITHRE 67
Nry b XX TTFx Eyva OB N
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A1

i

FXO0S CLI [CTDULMT

7T AT 2 AFE— KD Firepower 1000, 2100 33 L ¥ Cisco Secure Firewall 3100 D354, Secure
Firewall eXtensible ZXL—F ( 7> A5 A (FXOS) CLI T TE 2Dt show =~ K&
BERNT TN a—T 47 av 2 RORTT,
77w N7 4 —LF— RO Firepower 2100 TiX, FXOS Z ] L THARWRENENNT A —H &
=R 2T A H—T 2 A AERETHMLENDHY 7, FXOS Z{#H L7z Cisco Secure
Firewall ASA DFRE DFEAMZ OV TCiX,  [Firepower 2100 ASA Platform Mode FXOS Configuration
Guide] ZZML T2,

* FXOS CLI EH#x ATV x 7 hET L (1 3—0)

T TTIAT VAE— RO ASA BELFXOSCLI ~D7 7 Z (2 ~—)

« 7Ty T4 —LF—RTOASABILUNFXOSCLI ~D7 7 A (4 ~—2)

eshow a2~ FIHORELE 742V 7 (6 3—)

FXOSCLI EEBx&A T FETIL

FXOS IZEHMBA T V=7 VETNEZEALET, ZOET NV TIE, BEHAEA T =7 b
IXEFARER T T 4T 4 FRITREE T 4 T 4 BRACER L2 b0 T, 2k
i, v —3, Xy MU= EFVa—)b, K=, Tokotid, BEGRAI TV MEL
TREENOIYEE LT 47 4T, Flo, 2= —m—ART Ty F 7+ —LRY —IL,
BB AT7 V27 P LTRAESN DW= T 47 4 T,

FT7V s NMEBHHIZ 4 OO a~r Rnd Y £,
* create object
* delete object
* enter object

* scope object

Y

CE) 77947 AE—RTIE. create BLWddete 2~ NIIfFHATEEHA,
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Fxoscu (zonT |

. FISATUVRE—FDOASAE LU FXOSCLIADT V&£

ATy T

ATy T2

scope 2~ Rik, K47 =7 hCha—HF A AX U 2{LAT V=7 R TH, T3TD
EHXG ATV 2 bCHATEET, ToMmoa~r REEHALT, 2—F A4 AZ 21k
FT V2l NEERBLOEBRTEET, T3TO createobject =~ > NIZiX, TN EITKE
Jind % delete object 33 X N enter object 2~ > R2MFE(EL 97, enter object =~ > &AL

T, HLWAT V=27 bVE2ER LTZVBEEDOA T V27 bafRELZY TEEd, TDw,

F7 V= NPT TIFET 25581 T — L 725 createobject 2~ > ROV Il T
F9,

?XFE AT E, WoTha vy MEXOIUEDIRIE TR e/t 7 a V2R TE
=7,

VAE—FDASAE EZUXOSCLI~D7 ¥ &

ASDM #3502, ASACLIZHHLTASAD NI TNy a—T 4 0 TR EEAT
IZEMNTEET, CLIKIE, 2 Y=L R—MNIEHRLTCT 7 BATEET, B TEEDA
VA =T 2 A ATASA~DSSHT /B AZFETEET, SSHT 7 ERIET 7 4/ h THES)
W7o TWET, FEHIIC OV TIE, ASA O—RIZRBIEORET A FEBZRL T Z3 VY,

NIV a—T 47 D=HIZ, ASACLI D H FXOSCLLIZT 7B ATEE T,

FIE

B oL Ya—FEaryY—)LiR— MNMIEEmLET, SO —T 4 VTV AT AT
BRI TNVRIANRENTA A =L LTI, ROV Y TAEREEFEHLET,

* 9600 R —

87 —H v b

e NRXUTF 4721
1Ay 7 EY B

ASACLIICERELE T, 74N FTIE, vV — A TR ERa—YF— 7 LF oy
MEIH Y FHEAL

¥ EXEC E— RIZ7 7B AL %1,

enable

enable a2~ REZFRHNCAN LI EIZ, RAUV—FE2EET L LIRS ET,
1 -

ciscoasa> enable
Password:
The enable password is not set. Please set it now.
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ATvT3

RTvT4

77547 AE— O ASABLUROSCU~DF s 2Z [

Enter Password: ***#**x*
Repeat Password: ****x*xx*
ciscoasa#

ASATRELIEA X —T N2 T — Rid, FXOSBEBEDA—F— 12T —RFTHH Y, ASA
OEENZ KL LT EE1E, FX0S 7= —/LbE—7 F— RIIBITLET,

RELSNDT X TOa~vr R, FHEEXECE— R THATE 4, HHEEXECE— R b =
V74X al—iarET—RIABLRZLELTEET,
F5HE EXEC E— R&#& 77 51213, disable, exit, F£7ziT quit 2~ KEZ AL ET,

Ju—r\)b a7 4 Fal—ary EB—RNIT7EALET,
configureterminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Ja—n\) a7 4FXal—vgrET— RPHASADHRTLERBCEES, Ju—rL o
TA4FXalb—vary T— REKTTHITIE, exit, quit, £/zidend a~> REANLET,

({£E) FXOSCLIZH L E 1,

connect fxos[admin]

sadmin : FHEFL-NVOT 72 AR LET, ZOF T arERELRVE, 22— —
DT 7 ZHETHLMOERT 722220 £, BHET—FTHoTH, =74
Xal—rayavwry FMEATERWZ LIZEELTLLEE N,

2P —Z 7 LTy VD AN RO BENFER A, BIED ASA = —H —4 71 FXOS |28 X
NH7ED, Bioa A 30 EHY 8 A, ASACLIIZEDIZIE., exit & ATTT 50,
Ctrl+Shift+6 Z# L. x & AL E7,

FXOS N T, scopesecurity/show audit-logs 2~ > K& L Ca2—Y—T 277 4 T 4 &%
RTEET,

&1

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#
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B 5o ror—sz—rcoasABEUMOSCLADT S £

T39I+ —LE—FTDASAELUFXOSCLI~D7T
7tX

ZZTiE, FXOS BELWASA o Y — /W 5 HiEE . SSH 2 LT FXOS (28t 3
HHFEICOWTHBALET,

SSHT FXO0S |Z 14k

TV EDIPT KL A 192.168.45.45 2l L CTEH 1/1 O FXOS I cx£9, VE—
MNEHARET D E, FERER—F (F 740 FTIL3022) TF—HA X —T = A AP
T RLVRICERTHZEHLTEET,

SSH # il LT ASA 128559 H121%. 9. ASA O— X7 BVEDBRE T A RIZHE-> T SSH
TIBERERETAVENRHY 97,

ASA CLI 75 FX0S. BIXOZFOW HFmcEGT A2 LN TEXET,
FXOS 13k 8 > SSH 4t 2787 L £ 17,

FIE

ATy 71 BFULICHERE L TWAEHa L Va—2 T, FHIP 7 FLRAICSSHER LET (F 741
N Ci. https://192.168.45.45, =—H—%, : admin, /A7 — [} : Admin123) ,

mefz~$ PZEMLUEZSGET, FEDa2—Y—L T s Ao Tc&EEd, VEe— NEHY

RETDHE. ASAT —H A 4 —T7 = A AIPIZHR— b 3022 (F7 4/ bOFR—) TSSH
Eﬁbiﬁo
RTv T2 ASACLIICHE LE T,
connect asa
FXOS CLI IZEE % 1Zi%, Ctrl+a, d & AL T,
1

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ATwv T3 ASAICSSHEST 24 (ASATSSHT7T 7B AZFZRE L) . FXOSCLLICHE LE T,
connect fxos

FXOS ~D#FFEZ RO ONET, T 74/ hO2—HF—4 : adminB LA T — | : Admin123
ZREA LE T, ASACLIIZRAIZIE, exit E A1 50, F721E Crl-Shift-6, x E AT LE
KR
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vy —Lk— ML TX0S B&UASACL 272255 [

1 :

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[..]

firepower-21104#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

OV — I)LAR— MZESHELTX0OS BEUASACLIZZYERT B

ATy T

Firepower 2100 = > — /L 78— bk C FXOS CLLIZ#%f¢ L £ 77, &I, FXOS CLI 7»%H ASA =1
V—ZER L. BERDLZENTEET,

—EIRRFCE D 3 Y — VEERIE 1 O72TY, FXOS 22 Y — /Lt ASA Dy Y — )b
\ZHEET D856, Telnet 713 SSH #Ei D356 L 1X 82V | Z OBkt T 7,

FIE

BHa s Ca—FEar ) —/LR— MR L £ 7, Firepower2100 (21X DB-9toRJ-45 U 7
N —TIVIMEIB LTS8, Bt 57201213 — R 28—F 8o Y 7)1 to USB 77—
TNANBETT, THEHOASNL—F 4 7 VAT AT EIRUSB VY 7V KT A R & Hd
AVAP=NLLTLEEN, RO TNAREEXHEHLET,

* 9600 " —
8T —H v b
e NUT 4721
*1 Ay 7 Ev b
FXOSCLIIZ#&fe LE T, =2—HF— 27 LF vy L& AN LET, 77 4/L T, admin

=P =TT F N FONRAT— RAdMINI2BZ2HEH LT /A o TEET, gloTrrA v
T5&E, admin XAV — REZLEET L L HITROONET,
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B stowa~o rmnogEET L8 LY

ATw T2 ASAIZHEERI L F T,
connect asa

&1

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ATw T3 FXOS 2V —/WIZREAIZIE, Ctrl+a, d E A LET,

show 37> FHADRFEETAILEZ) VT

HhETIFARN 774 MV EAL VT v T5E, show a~r RO EREFETE T, HhH
ETA4NEZV T aw s NIXA 7358, showa~r RO N E 7 4 V2 7 TE
F9,

HAORAEE 7 42 ) U 71T _RTO show 2~ RTHEATEEFTRN, KEODTXF A %
T Da~vy REWUBT 85510k bHE LB ET, 72& 21X, show configuration 2~ K
EEMALT, BEOTARTELIFZ—HBERRTEET, REOHNZa—T 5L, REL
Ny T v TBILOMELTEET,

)

GE)  show av > FTIEI—27 by b (RRAT—=FZ7 =L R) RERINRNTZD, HLWLTA
A ATREZMY T 2HE1E, REOASRRT— FagH 5 & 91T show & EE T 25405
B ET,

show v > FHEAD T4 ILE )25

show 2~ > RO E T 4 NZ Y 7T 5120E, ROV T a~r REERLET, RO

DOFIAT, show 2~ ROEDORMOHEE | 1334 TLFTHY, a~vr RIZEE. #X
DOHFO - TIEH Y FXA, TANE Y T F T aidawy RORYID | LFEOHIC
ABLET,

show command | {begin expression|count|cut expression|egrep expression|end
expression | exclude expression|grep expression|head |include expression|last |less| no-more| sort
expression | tr expression|uniq expression|wc}

TA4NE) UG FTay
TUANRY T T awy RFRO EBY T3,

sbegin : FEE SN NZ — U BEEULRYIOITERZ L, TOITERBEOTXTOITE
ForLET,
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show 3wy kitAnT ULy

ecount : T AT U P LET,

ccut : BATO—E AR (T b)) LET,

cegrep : JEIRX A T DONE = L =T HITOHREFRRLET,
cend: NH =& ETHITTRTLET,

sexclude: X — 2 & —HTHTXTOITERN L, TOMOTRTOITERRLE
j—o

egrep : NF— L —HTDITOHREFRRLET,

«head : BANDOITZFRLET,

cinclude: ¥ —2 & —BF LT OHEFIRLET,

last : RGBT RN LET,

cless: X—= T DT 4 NETT,

eno-more: 2~ N OHR—T %A 7IZLET,

esort : f7&Y—FLET (RFV—L Y—=F—) ,

otr: UFEEH, AT A —X BLOHIBRL £,

euniq : BEEL7ZR—ATD 1 DZ R TR TEMIEEL £,

ewc: 17, HiE, BIOXFORERRLET,
expression

wis, Ao DFEVANF = TEMR T R X AT, e —ES I/ £ IT EL I
FCHERWTIES, RO—fE LTHEREINET, £, REOAN—2FTUZE
EFNET,

GE) ROV Tazr ROV ONIT, 74N ) o 7 EFHICHBICE 2184 7> a U 3dH Y
£7, 7= & %X, show configuration | head 35 X U show configuration |last & f5E3 % &, lines
F—U—FEH L TRRINDITHELELETEET, 774/ MI 10 TT, EHIZ, show
configuration |sort LfEET 2 &, HANOLEEITEZHIRT 572004 7> a v -u ZBINTE
7., (O T a vOFMRRIIIEIA R 2 XA Foxtgscd, S EEha~vr R
DNTIE, FXOS DALV EBRL TS 7ZEW, FHlIc OV TIE, %347 % Linux O~ /L
TESRLTIIEIN, )

151
WOFITIE, AT L ANV b a SHNOBIEDITEEZMHRT S EEZRLET,

FP9300-A# show sel 1/1 | count
3008
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FXoscu izounT |

. show a7 > FHADRE

FP9300-A#

WROBITIE, SLFH] Terror) G AT A ARV~ u VT OIT52FRTHHEEZRLET,

FP9300-A# show sel 1/1 | include error

968 | 05/15/2016 16:46:25 | CIMC | System Event DDR4_P2 H2 EC
C #0x99 | Upper critical - going high | Asserted | Reading 20
000 >= Threshold 20000 error

FP9300-A#

REEIE B
show 22~ FHATDOHEFE (8 —)

show 27> FHEAODRTE

HMIHETHRARN 774 M) XA VT 95 &, show a2~ ROEDNERIFCTCEFET,

show command [ > {ftp:|scp: | sftp: | tftp: |volatile: |workspace:} ]| [ >> {volatile
| workspace: } ]

BXDEREA

> {ftp: | scp: | sftp: | tftp: | volatile: BINLIZ NI AR—K 7 havzf LT
| workspace: } ESNETHA R 77 A MTshow 2~ R %
VEZA LV NLET,

a<w REANITBHE, VE—F =14, IPT
FLA, 2—=F4, T7A4 NV RNARENRI T X

nE7,
Z DI TENter 29 & D r— B VI ORAF
SNET

>> {volatile: | workspace: } show =~ R AZ W RTF 2~ 77 A LUIT8
MUEF, ZOT77AMITTITAFEL TO D4
B ET,

1

OB TIE, BEOREE VAT AT — 7 AR—ARFELLEI L LTWET, BET77 AL
DT TIHFELTEY, EEXTINE I EBRINTEET,

FP9300-A# show configuration > workspace
File already exists, overwrite (y/n)?[n]n
Reissue command with >> if you want to append to existing file

FP9300-A#

REEIER
show a2~ > N7 42U 7 (6 3—)
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=9=
=% =R

FX0S > X T L) 3\

ZITE, I Ny TOMEE VT TINV Y a—T 4L, RAT— RORIEEFETT LT
NEIZSUWTREBT L £ 77,

T T IAT VAE—RDT 2 —)bE—7 (9X—2)

cnJATERY RRAT=FDUEy ) (9~=)

s HEJTE A2 (12 8—)

*SSD 7 7 A VT AT LOHEHE  (Firepower 2100) (17 ~<—27)

« TR OT 7 4L Mk EDE L (19 ~—)

 HEHEEDFET (20 ~—)

C SERILEA A —VLDOFET (21 X—)

« VAT LU HNY OJERE (26 X—)

FIS5AT7UARAE—FKDI7z—I)LE—7

775 AT AE— KO Firepower 1100, Firepower2100, Cisco Secure Firewall 3100 ¥ 7= Cisco
Secure Firewall 4200 7% ASA DEENZRILT D &, FXOS 7 = — vt —7F— FBEEH L £,
ZDOF— RO FXO0S Tl, H/NROBETT AT LAOBMKE ) W NN TEES, FHA
2 —TxARZIPT RLA, DNS, BLONTP #HEL TEBIFIEL, ASAAM A—T DX DT
n—RNEA VA= LARERIZRDVEST, 72— E—T7F— NCIIEHS X —T A AD
FHEBRECEET, FXOSIZR 7 A 92 L i, ANCERE LIZEHE 2 —F— & ASA A *—
TNRAT— REfHLET,

Firepower 2100 77 > b 7 4 —ALE— R TIX, ¥ v — UREZ 72 FXOS TRETE £7,

COEBEDOFNETIEH, TTI7AT LV AT— KL T Ty F 73 —ALF— FEE L OFENZOWTHL
BLTCWET,

Q942 TELEWL U RDD—FDYtwvy k)

FXOS I 7 A o CERWIES (RRAU—=RREeEn2Hme. £7212SSDdiskl 7 7 A VT AT
ADMEHR LTV AEE) 1Z. ROMMON % L C FXOS % T % LG MmO 7 v Mg
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X0S 27 LY ARy |

B orrocznn vixo—routy b

ATy T

ATy T2

LCEET, BHENSRAY—=RNITZT 74/ O AdMinI2BIZY By FEnEd, TOFIHET
1T, ASADREL Yy hENET, RAT—RKNbhroTWT, FXOSHMN S T RO
T 7 AN MREEBEILT HHEEE. LIGHAREOT 7 4V MEREDE L (19 X—) 2
LTLEENY,

48 HHEIIZ
ZOFNEEETT DL, 2 Y —VIT VB ATEDUERDH Y 7,

FIE

oY —)ViR— MNIEHR L, T ADEBEREA N LET, T— T v 7HIZROMMON 7
o7 hNeEFRRTDHLIBERINSZS, Esc 2 LET,

FToHEEFERLET,
&1

KKK A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR A AR KK

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

KA KA AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR A AR A KA KKK

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

Z DT, Ese L ET,

THHRRE~D Y By MEELET,
rommon 2 > factory-reset
G¥) ROMMON /"—20 5 > 1.0.04 DAL, password reset =~ RZEHALET, =

Da=y RiE, UEO/— 3 2T factory-reset [IZAH SjLE L7z, ROMMON
N— 3 U EMERT HI2IE, showinfo Z AL E T,

rommon 1 > show info

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Wed 11/01/2018 18:38:59.66 by builder

REZHEL, TOBRAA—VEETT DI LR T 27-OIEEIE T 0 7 M i3goREhn
iﬁqo
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G¥) AA=VEREHBT L7 0T FRRRINRNGEIE, boot =~ FEZALE
D

&1
Firepower 2100 75w k7 —LE—F :

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot disk0O: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

Firepower 1000, 2100, Cisco SecureFirewall 3100 & & U 4200 (7 7S5 A 7V AE—K)

G¥) T — N7 v TR, FX0SIZr VA v L TEEE RAT— REHETH L Ik
bhET, u /A4 LTHRIBEITRALEEAD., ASAWEEIT 5 £ T Lt
HUENRHYET, ASAT R T v Tual A4 LTLEEN, £ F3—T NIRRT —
REEETLIICROONET, ZiE, VAT LANFXOSu 7 A AT 5
A FZ—T NN ZA T — R T9,

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

Execute 'boot' command afterwards for factory-reset to be initiated.

Use of reset/reboot/reload command will cancel the factory-reset request!
rommon 3 > boot

firepower-2140 login:

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.99.13.1.108 asa 001 JAD200900ZRN2001Al, FLAG='"
Cisco ASA starting

[...]

firepower-2140 login: admin (automatic login)

Please wait for Cisco ASA to come online...l...

[...]

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.
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Failed logins since the last login: 0.
Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

The enable password is not set. Please set it now.

Enter Password: **%*x

Repeat Password: ****%

Note: Save your configuration so that the password can be used for FXOS failsafe access
and persists across reboots

("write memory" or "copy running-config startup-config").

ciscoasa# write memory

A A=V HEEINTDH 0T MNFEREINZWEGAIL, boot a2 REATJLET,
AR—KT o TTHARDEY NT v T ERAI #FTLET,

TLETEA0

&

TS AERENTE 20 AIEL, USB £721XTFTP A A — U025 FXOS % 28 T & 5 ROMMON
HEELFET, FXOSEZRINLZH%, eMMC (V7 hU =T A A=V EFFTINE 77 v a
TNRAR) ZH T+ —~y b TEET, 74—~y FLIEH%, 41 A—TV% eMMC IZFX T
Ya— RTHMERHY ET, ZOFIETIE, B ssdl ITHRAFZNTNDTXTOREN
REFSNET,

BIFEERLZ OO ENRREARFR T, eMMC 7 7 A L 2T LADEHE L T 5 AR &
Di‘é—o

1R BHHEIIZ
COFEEETTAHICNE. TNV T I BATEDLILERH D £97,

FIE

EEITX VWA, VAT A ROMMON % & L E 3,

ROMMON 728 HEIFICEBI SN2 WEEE., 77— b7 v 7HIZROMMON 7' a7 M & E£RT 5
ForEREINZS, EsczHLET, T=XE2EMRLET,

1 -

R R e T R

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

R R e R R R

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present
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Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

ZDOREE T, Bsc L ET,
USB KTZA T EDA A=V BT — 450, FETFIP2EHL TRy hU—2 %4 LT
J—krLET,

GE) 9.12 LRI CROMMON 75 FXOS Z 2B L, HfEA VA R —/L SN TWNDH A A—V
HLEBARETHIEAIE, HEA VA= L ENTWNEAL A=V LFEIE A=V g
ZEEILTWDHZ L2 LT IE3, 2NN DYE . FXOS/ASA/N—Y 5 &~
M—E L2 E, ASANRZ T v = LET, 9.13 LIFETIL, ROMMON 75 FXOS
ZEBEIT S &, ASADNHBIMICE— FE7e<e £,

USB o E2ET 2EBEIE. ROLSIZLET,

boot disk1:/path/filename

TNA ALEFXOSCLIWZ 7 — b T v 7aENET, T4 A7 ONFEF/RT HI2IE, dir diskl:
a<w REEHLET,

1 -

rommon 1 > dir diskl:

rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

TFTP SRS T HHEIX. RDKLSIZLET,

BE Oy T —ZREFIEEL, RO ROMMON =~ KA LTASA Sy r—
Zr—FLET,

address management_ip_address

netmask subnet_mask

server tftp_ip_address

gateway gateway ip_address

filepath/filename

set

sync

tftp -b

FXOS A A=Y RF v rm—FRE, CLILT— M7 vy 7EhEd,
ROERESHRL TES N,

Cisco ASA % & L 7= Cisco Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200 0 Cisco FX0S S5 Ty a—F 4 >4 |}



B eocznn

X0S 27 LY ARy |

eset: Xy NI REAFIRLET, ping 2~ REMEH L TH— "~ 2 el

HZEHLTEET,
egync: Fv NU—IREEFRFLET,
«tftp-b : FXOS = — KL £,

i -

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
PS1="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]

P—N—~ADE{RE LI TN a—T 12T BICIF, PingZEITLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds

Success rate is 100 percent (10/10)
rommon 2 >

ATY T3 BEOEHERAY—RFE2EHA L TFX0Sicun 74 LET,
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ATy TH

enczin [

G¥) a7 A NERPDOL RV E, T 4 A7 OENRERNTr A U TE RN
Y& 1%, ROMMON factory-reset =~ > F&fH L T LG RECE~D Y & >~ b
EEITTHMLERHDET (/A4 TEA (RXATV—=FKD Uy R) (93—
V) BZR) , MIHERE~OV 'y FEFETLEL, ZOFIAZER L TFX0S
ZEREIL, 7740 hoa s A R (admin/Adminl23) Ter /A v LET,

EMMC 87 +—~ > b L&,
connect local-mgmt

format emmc
yes E AN LET,
1 -

firepower-2110# connect local-mgmt
firepower-2110(local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

ASA Ny r—VaHE Yy u— L TEHLET,
GE) 07 A L CERPS T DI DGR E~D Y £ v M &2ET LGS, ’E
WIS DOT 7 4V MEREICETTSNET, 2OV Ey MI, Xy NT—7 &
ENT 7 AN MIELTINZZEE2BERLET, *y NV—IREEXE LT HIC
iE, AZ =T w7 HA Rl THIIREZFEITLET, Xy MU —7 B a i
ML L72t%, TOFIEZHATLET,
a) RNor—vYEFZyrua—RKLET, USB 721X TFTP 16 —KMIZEB) L7=D T, 5l &t
ER—HINT A ATIIA A=V EZ T — RTO0ERHD £7,
scope firmware
download image url
show download-task
RONWTINEERLTA AR —=1FT577A4/LDURL Z45ELET,
« ftp://username@server/[ path/]limage_name
« scp://username@ser ver /[ path/limage_name
« sftp://username@server/[path/]limage_name
- tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

&1

firepower-2110# scope firmware

firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
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firepower-2110 /firmware # show download-task
Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

Nylr—=YDF 7 ra— RPR5ET ([(F7ra— REH (Downloaded) ] DIREE) L7z b6,
Ny —UkiE LET,

show package
scope auto-install

install security-pack version version

show package ™ /)T, security-pack version %5 Package-Versfiiz 2 &°— L £,
VA —VMWASAA A=V EA VANV L THESLET,

i -

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install
firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

ATYT6 VY=Y DU T—IRETTLHOEHEBLET ~104)) .

FXOS NEE L TH, ASADBMET52£T (54) T LILENDHY £F, ROA =Y
WERESNDETHELET,

firepower-2110#
Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11l, FLAG="'
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SSD 77 A LY R 7 LW (Firepower2100) ]

Verifying signature for cisco-asa.9.8.2.2 ...
Verifying signature for cisco-asa.9.8.2.2 . success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

SSD 7 7 A LI R T LDHEE (Firepower 2100)

ATy I

ATy T2

FXOS IZEFIZa Z A v LIeh, T4 AZHHETT — A v —URERINZEATE. FX0S
BLOASAEZENMEFEIN TS SSDI #H 7y —~ v hT&E4, ZOFIEICLY, FXOS
REN THMEREOT 7 4V ML SNET, 77 v M7+ —LF— ROGE, HEHFE /A
J—RiE7F 740 bOAdmin12312 Y By bENET, ZOFIETIE, ASAOREL Y > b
EhnET,

Z OFNEIX Firepower 1000, Cisco Secure Firewall 3100, 35 J U Cisco Secure Firewall 4200 |Z 3
MENFEEA, ZDD, AF—F T v 7 A A=V afERF LR 5 SSD ZiHET 5 Z &13T
TEE A,

FIE

o —)LiR— k2B FXOS CLI N #5kE L £,
« 7T AT AT — RO Firepower2100 : =Y —/LiR— b THRUIZ ASA (2B L £,
FXOS (285559 5 121%. connect fxosadmin =~ > R& A LET,

« 7T v N7 #—LF— KO Firepower 2100 : =12 Y — /LR — ks THRANI FXOS (286 L £
¥, admin & LTrZ AL, BHENARTY—RE2 AN LET,

SSDl #f 7 +—~ v FLET,

connect local-mgmt

format ssd1

1

Firepower 2100 7 754 7V AE— K :

GE) T — N7y TR, FX0SIZu /A v L TEEE RAT— REHRETH L 9 IKD
LNET, 274 LTHRETBAELEEAD, ASAVNEENT 5 F TR LT
HHBENRHY FET, ASAT L7 v Tr A LTLEEN, f F—TN/RAT—
REEETDHEIICROONET, Zhux, VAT LANFXOSu 7 A NZEMAT S
A =T INIRAT — KT,
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firepower-2110# connect local-mgmt

firepower-2110(local-mgmt) # format ssdl

All configuration will be lost.

Do you still want to format? (yes/no):yes

Broadcast message from root@firepower-2140 (Fri Aug 16 19:53:45 2019):
All shells being terminated due to system /sbin/reboot

[ 457.119988] reboot: Restarting system

R R R R R R R I I R I R R I h R I E I I R E E I E I h E b b b b h h b E E E I E I h E b b SE h b b b b b b b 3

Cisco System ROMMON, Version 1.0.12, RELEASE SOFTWARE
Copyright (c) 1994-2019 Dby Cisco Systems, Inc.
Compiled Mon 06/17/2019 16:23:23.36 by builder

R R R R R R R I I R I R R I R I E b b I E E I I E h h E E b b b E b b E E E I E I E E b E b h b b Sk b b

Current image running: Boot ROMO

Last reset cause: ResetRequest (0x00001000)
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2140 with 65536 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 70:7d:b9:75:23:00

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Located '.boot_string' @ cluster 98101.

[...]

Primary SSD discovered

Primary SSD has incorrect partitions

Skipping prompt because disk is blank

Formating Primary SSD...

Creating config partition: START: 1MB END: 1001MB

firepower-2140 login:

Waiting for Application infrastructure to be ready...

Verifying the signature of the Application image...

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.13.0.33  asa 001 JMX2134Y38S4F4RBT1, FLAG="'
Cisco ASA starting

Cisco ASA started successfully.

INFO: Unable to read firewall mode from flash
Writing default firewall mode (single) to flash

INFO: Unable to read cluster interface-mode from flash

Writing default mode "None" to flash
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
Cisco Adaptive Security Appliance Software Version 9.13.0.33

User enable 1 logged in to ciscoasa
Logins over the last 1 days: 1.
Failed logins since the last login: O.

firepower-2140 login: admin (automatic login)

Successful login attempts for user 'admin' : 1
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Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable
The enable password is not set. Please set it now.

Enter Password: *****
Repeat Password: ****%

ATV T3 RE— KT T HA RDEY NT v FEZR7 2FETLET,

TIHZHERAEOT 74+ )L FEREDET

FXOS &% E % THHMIEOT 7 4V MZEIE LET, ZOFIATIE, ASADREBEHRED Y
o hE&NhET, BHESRATU—-RFET 740 O AdmMInI23 Y Y hEnET, 72721,
FXOS CZDOFNEEFITT D720, BEOEHE RAT— REHM> TWARERHY £, &
HENRAT—RBRONLRWGERIL, n /A TEX72\y AT —FD Uty ) (93—
V) OFIEEFEHLET,

T FIAT LV AE— ROBEE., BHENRZT—RITASA A X —TNN_NZAT—REELTT,

IR B
COFIEEZETTHICIE, a Y —NIT IV EATEALALERNLY 3,

FIE

ATy 1 a2y —)LR— k6 FXOS CLI iC#Ek L £ 97,
RTw T2 o— I VERRICER L £,
connect local-mgmt

1 -

firepower-2120# connect local-mgmt
firepower-2120 (local-mgmt) #

AT9T3 TRTOFXOSHELXMHEL., BAIO LHLFIFOT 7 4V NREICY ¥ —HEILLET,
erase configuration

1 -

firepower-2120 (local-mgmt) # erase configuration
All configurations will be erased and system will reboot. Are you sure? (yes/no):

ATy T4 REDHELHRTHITE, a~vr F Far 7 Mlyes E AN LET,
TRTCOBREN T Y —VDOHEEINTZE, VAT LBV T—FLET,
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GE) T 7T AT AE— RO Firepower 1000, 2100, Cisco Secure Firewall 3100 BLO
@m?ﬁ\f%%7yfﬁm\mmszm74/bf¢@%AXU ERETD
NTRBOENET, v A LTHINE i%ébiﬁh#4%AW£@¢éif
ﬁ%bﬁﬁé%%#%@i?4MA7D/7%TD74/LT<té% A=
JVIRA T — %%ﬁﬁféiOLXW%ﬂiﬁo_ﬂi\/XTAﬂHQSHﬁf/
T 24 =T NV NAT— RTT,

REHEDET

ATvT1

ATy T2

e EREIL, SSD BIR TRy — Va2 L LT — X &#RETE/nX 91z, SSD
DFTRTOT—HEHELET, TXA 22T a3 varT53881% BEHEEELETTS
VERH D £3,

Firepower2100 Tl&, Y7 bV =7 A4 A—=VITHESNRWD, 5l EHkiE ASA TEEITE £
9, Firepower 1000, Cisco Secure Firewall 3100, 33 X O} Cisco Secure Firewall 4200 CiXY 7 k
VT A A=V PNHEHEINDTZD, T34 AZROMMON CEEI L THLWA A—T X T
n— RT&EET,

1R BRI

« Firepower 1000 CTlE, I3 D85 2>5 ASA IZHA A =L T HHEIT. T3 A
DOEWRZFEAL T, BEMEEHELTTF AT TOMENECLLZ ENH 9, BEEEIT
U7 — M 5700 TIIERE L e Wi, Bl ﬂfé%ﬁ65uh T T T L—KLT=
By, BT D5 6.4 72D ASAIZH A A — U L LG AICEBIRZ FRAT D LEH
HYET,

COFEEEITTAHICIE, 2V NIIT 7 EATEXAVLERH D F4,

FIE

n— R VERZBRMG L ET,
local-mgmt

1

Firepower# connect local-mgmt
Firepower (local-mgmt) #

SSD # & &IZHE L £7,
erase secure {all | ssd1 | ssd2}

call : ¥ XTPHSSD #{HZ% LEF, Firepower2100 F 7213 Cisco Secure Firewall 3100 (Z % SSD
D2 OEFITUVWET A, Firepower 1000 (25 L TWD DL SSDI AT,
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SR EA

ATy T

ATy T2

ATvT3

senmqsi—otnzr |

essdl: SSD1 DAHEHELET,
es02 : SSD2 DA ZEIHEL 9,

(Firepower 1000, Cisco Secure Firewall 3100 35 J2 U8 Cisco Secure Firewall 4200) ROMMON % it
BLES, EEITERY (123—=2) > TH LA A—TZEEILET,

A—TIEDET

IOFIETIE, XA AEHB 74—~ FL T, THHMKFEOT 74V bR EICRLET, 2
DFNEZFITTHHE1F. BETBRICHFLWWY T M7 2T A A—Va A7 rn— RT50ERS
Di¢07ﬂ42®%@%%@ﬁét REE Y7 U7 OfiA A —VEHIRT 25 51%
TR A A —NbEFATTHRERNLLGENH Y 7,

4r & HREIIC

c ZOFEAFATT AL, 2V —NICT 7 BATEXANERHY £,
e ASA Xy /r—% TFTP H—"—F 721X USB RIA4 714y ra—RKLET,

FIE

ASA CLUASDM £7-13A~— K VY7 N7 =7 S48 T H—n_—nb Av—hK V7
N =T TABL LT B —N—D ASA DB A TR L £,

oY —)LAR— 26 FXOS CLLIZER: L9,

« 7T AT AE— RO Firepower 1000, 2100, Cisco Secure Firewall 3100 %3 J (84200 : =
vV =V — N THRANS ASA IZHE L £, FXOS ICHHET 521, connect fxosadmin
a~v s REANLLET,

« 77 v b7 4 — LT — KO Firepower 2100 : =2 Y —)LiR— b TR FXOS (28 L %
T, admin & LTrZ AL, BEHENRT—REATLET,

VAT LEHBTA—~ v FLET,

connect local-mgmt

format everything
lyes] EANT DL, TAAL ZARHEEBHL T,
11

firepower-2110# connect local-mgmt
firepower-2110 (local-mgmt) # format everything
All configuration and bootable images will be lost.
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Do you still want to format? (yes/no):yes

ATy T4 77— 7 v FHIZROMMON a7 h2F Rt 5 k28 RENSEDS, Esc #LET, £=
X EERLET,

1 -

R R IR IR Ik kb I I b b b b b b b b b b b dh b b b bk b b b kb b b b b b b b b b b b b b b b h b b b b b b b b b b b b b b b b b b b b b b b b b b

Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

R R IR IR I I bk kb I b b dE b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b bk b b b b b b b b b b b b b b b b b b b b b b b b b b b

Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

ZDOWFE T, Esc L E9,

AT USB RIAT LD ASA RNy r—IUNn 57— 50, £IXTFIP 2L TRy hU—2
AL TCT—FLET,

Firepower 1000/2100 USB Hh H#2EN3 5154 -
boot disk1:/path/filename

dir diskl: =~ K&ffH LT, Firepower 1000 3 XX 2100 DT 4 A7 NEEZFRLET,
1 -

rommon 1 > dir diskl:

rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

Cisco Secure Firewall 3100 USB H #2813 %154 -
boot ush:/path/filename

dir ush: =~ > RZfEH LT, Cisco Secure Firewall 3100 DF 4 A7 NEZF L ET,
51

rommon 1 > dir usb:

rommon 2 > boot usb:/cisco-asa-fp3k.9.17.1.SPA

TFTP M SHEENT AIEEIE. XD KSIZLET,
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RN O3y NT— I REEAEEL., RO ROMMON =<2 REMFH L TASA Ny r—
Fo—RNLET,

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

filepath/filename

set

sync

tftp -b

ROERESRLTITESV,
eset: Xy NI REXFRLET, ping 2~ FEEH L TH— S~ & fEgid

HTEHTEET,

esync: v FU— I REERGFELET,
ctftp-b : ASA Ny —V %k — RLET,

i

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
PSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect
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ATvT6

ATy 717

link up

[..]
H—IN—~ADEHGE LT TNV a—T 14 TF B2, PingZdEITLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrn

Success rate is 100 percent (10/10)
rommon 2 >

F 7 b2 —Y—4 admin £ 3A YU —F : Adminl123 i L TFX0Sicu /14 » LF
—g—o
REN TIHHWRFOT 7 4V FREICHITSNE L, 20Uty ME, Xy NU—TREN
TITANVNMIERINZEZERLET, 2y NV =R ELXEILTHITIE, AX—FT v
TTA R THIRREEZFEIT L E T, v MU — 7 iz i Lok, ZOFIEERAT
L/iﬁ‘o
ASA Ny /r—U%Fyra— RLUTERELET, USB £7213 TFTP 706 —RAIZEE L 720
T, BlIEHE O —INT 4 AT A A=V EE T a— RTH5LERHY 7,
a) Syr—VEFYrE—RFLET,

scope firmware

download image url

show download-task

Ry r—i%, UEMERA L7z b D & [F U TFTP — "—F 7213 USB K74 7, &HHWITE

/1 ECREMRERB OV — =Xy — RTEET, kROWTNaEH LT
A R— b+ TB77ANDURL ZIELET,

« ftp://username@server/[ path/]limage_name

* scp://username@ser ver /[ path/limage_name
* sftp://username@server/[path/]image_name
- tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

1 -

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
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Tftp 10.88.29.21 0 Downloaded

Nylr—=YDF 7 ra— RPR5ET ([(F7ra— REH (Downloaded) ] DIREE) L7z b6,
Ny —UkiE LET,

show package
scope auto-install

install security-pack version version

show package ™ /)T, security-pack version %5 Package-Versfiiz 2 &°— L £,
VX —VMNASANY =Tk A VA M=/ LTCHEBRILET,

i -

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install
firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

6= (TN TOBAFOWEA KDL, 774V MRENEHSNET) OAvE—
VITEHRLET, MEOSHESND 2 LIERL, TN PREDE S D
ZEbLHY EEA,

ATYT8 V¥ =DV T— I RNETTIHOZMHELTHDL 5~104) . FEHF L L TFEX0Sicue s
A LET,

FXOS BEEEI L CThH, ASADBMET5FET (5) HHTIVNERHY ET, KOAvE—
MBEREINDETHRFEL E9,
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firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Verifying signature for cisco-asa.9.8.2

Verifying signature for cisco-asa.9.8.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BW90MEZR11, FLAG='"
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

[..]

SATLY) AN DERE

tRe N—T 3 |
%
LA 9.13(1) |V EMREIL, SSD BIR TR — V&AL TH T —# Z#RIE TR\ E 912, SSD

LOFRTOF =22 WELET, FAAAEF a2 v a v T2581E, REHELE
T NERS Y £,

B/ T Sz =~ K erase secure (local-mgmt)
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FX0S SIS a—TFo a<w R

ZITIE, R N T TN a—T T aw s RIZOWTHB LET,

X —VE—R T TINTa—T 4T av R 27 R—)

A —HFRXY N T vV =R T TNV a—T g7 avrs R (323—0)

TV A B —ax I b =R T TNV a—T 4T av s R (35— Y)

« 77 v N7 4—LFE— KD Firepower 2100 @ connect local-mgmt k7 7V 2—7F 7
avwr K (375—)

» Cisco Secure Firewall 3100 @ connectlocal-mgmt N 7 7 /Ly a—7 4 7 a<w 2 R (43—
V)

« 77T AT 2 AE— RTO Cisco Secure Firepower 4200 @ connect local-mgmt k7 7 /L3 = —
TAYT avr R (56 %—Y)

kX2 VT4 P—ERE—F FT7TNva—T 47 avr K (653—)

» Cisco Secure Firewall 3100/4200 D 3% > b ¥ 7' F v (66 ~—)

~ ~ > — N ~ — W RY
O —F—K STV aA—Ta2F ATk
VAT AT AMEE T TIN Y a—T 4 7T BIE, BLFD Y v —3F— K FXO0S CLI
o< REFHLET,

show environment
U — VOB RE R R LET,
IR LET,

FPR2100 /chassis # show environment expand detail
Chassis 1:
Overall Status: Power Problem
Operability: Operable
Power State: Ok
Thermal Status: Ok
PSU 1:
Overall Status: Powered Off
Operability: Unknown
Power State: Off
Voltage Status: Unknown
PSU 2:
Overall Status: Operable
Operability: Operable
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Power State: On
Voltage Status: Ok
Tray 1 Module 1:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 1:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 2:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 3:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 4:
Overall Status: Operable
Operability: Operable
Power State: On
Server 1:
Overall Status: Ok
Memory Array 1:
Current Capacity (MB): 32768
Populated: 2
DIMMs:
ID Overall Status Capacity

(MB)

1 Operable 16384
2 Operable 16384
CPU 1:
Presence: Equipped
Cores: 8

Product Name: Intel (R) Xeon(R) CPU D-1548 @ 2.00GHz

Vendor: GenuinelIntel
Thermal Status: OK
Overall Status: Operable
Operability: Operable

scope fan

Firepower 2110, 2120 33 & O Cisco Secure Firewall 3100 ) — X T /XA A TCTT 7 »E— K

ZhAMh L £
scope fan-module

Firepower 2130, 2140 33 J: TX Cisco Secure Firewall 3100 7 /34 A T7 7 E— R&[tA L F
To ZOEF—FTIE, ¥ —¥ 77 VICHETLFMIEREFZRTEET,

Wz & m L ET,

FPR2100 /chassis # show fan-module expand detail
Fan Module:

Tray: 1

Module: 1

Overall Status: Operable

Operability: Operable

Power State: On

Presence: Equipped

Product Name: Cisco Firepower 2000 Series Fan Tray

PID: FPR2K-FAN

Vendor: Cisco Systems, Inc

Fan:

ID: 1
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Overall Status: Operable
Operability: Operable
Power State: On
Presence: Egquipped

ID: 2

Overall Status: Operable
Operability: Operable
Power State: On
Presence: Egquipped

show inventory
V=G, NUF— VI TAEFESREDA R NIERERRLET,
. o3~ RiX, Firepower 2130 38 X V3100 7 /3 A R ZO A H S E T,

RIZH 2R LET,
FPR2100 /chassis # show inventory
Chassis PID Vendor Serial (SN) HW Revision
1 FPR-2140 Cisco Systems, In JAD201005FC 0.1

show inventory expand
FRU XS AR—=> b (v —3 PSU, Xy NU—7 YV a2—7RE) ITHET5HF
Mg A X U FEREFRRLET,
RITHI 2R L E T,

FPR2100 /chassis # show inventory expand detail
Chassis 1:
Product Name: Cisco Firepower 2000 Appliance
PID: FPR-2130
VID: V01
Vendor: Cisco Systems, Inc
Model: FPR-2130
Serial (SN): JAD2012091X
HW Revision: 0.1
PSU 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: O
PSU 2:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: O
Fan Modules:
Tray 1 Module 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc
Fans:
ID Presence
1 Equipped
2 Equipped
3 Equipped
4 Equipped

Cisco ASA % & L 7= Cisco Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200 0 Cisco FX0S S5 Ty a—F 4 >4 |}



X0S kS TLya—Fqvgavor |
. Yry—L E—F bSTLYVaA—TFaT OV

Fabric Card 1:
Description: Cisco SSP FPR 2130 Base Module
Number of Ports: 16
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-2130
HW Revision: O
Serial (SN): JAD2012091X
Perf: N/A
Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

Fabric Card 2:
Description: 8-port 10 Gigabit Ethernet Expansion Module
Number of Ports: 8
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-NM-8X10G
HW Revision: O
Serial (SN): JAD19510AKD
Perf: N/A
Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

Scope psu
TRz =y FE—REHBLET, ZOF— KT, ERa=y MIET2EMIEHRE R
RTEET,
WRIZH 2R L ET,
FPR2100 /chassis # show psu expand detail
PSU:

PSU: 1

Overall Status: Powered Off
Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok
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MaMFRME— REBBLET, ZOE— FTIE, v — VBT 23R HE e 2R
TEET,
IR L ET,
FPR2100 /chassis # show stats
Chassis Stats:

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/stats

Fan

Psu

CPU

Suspect: No

Outlet Templ (C): 43.000000
Outlet Temp2 (C): 41.000000
Inlet Temp (C): 30.000000
Internal Temp (C): 34.000000
Thresholded: 0

Stats:

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-1/stats

Suspect: No
Speed (RPM): 17280
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-2/stats

Suspect: No
Speed (RPM): 17340
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-3/stats

Suspect: No
Speed (RPM): 17280
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-4/stats

Suspect: No

Speed (RPM): 17280
Thresholded: 0
Stats:

Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-1/stats

Suspect: No

Input Current (A): 0.000000
Input Power (W): 8.000000
Input Voltage (V): 0.000000
Psu Templ (C): 32.000000
Psu Temp2 (C): 36.000000
Psu Temp3 (C): 32.000000
Fan Speed (RPM): 0
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-2/stats

Suspect: No

Input Current (A): 0.374000
Input Power (W): 112.000000
Input Voltage (V): 238.503006
Psu Templ (C): 36.000000

Psu Temp2 (C): 47.000000

Psu Temp3 (C): 47.000000

Fan Speed (RPM): 2240
Thresholded: 0

Env Stats:

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/board/cpu-1/env-stats

Suspect: No
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Temperature (C): 46.000000

Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/blade-1/npu/cpu-1/env-stats
Suspect: No

Temperature (C): 38.000000

Thresholded: 0

A1—HY2y Ty ITY9 EF—FK STV a2a—T+«
> avU kR

AT ANIETAMEY NI TN a—TFT 4 T AR, UTFDOA—Y Ry N Ty Y
£— FFXOSCLI =~ REMHL £,

show detail
FNRAADA =Yy 8T v PV o7 1T HEEMIERE R R LET,
WIZHI B R L E T,

FPR2100 /eth-uplink # show detail
Ethernet Uplink:
Mode: Security Node
MAC Table Aging Time (dd:hh:mm:ss): 00:04:01:40
VLAN Port Count Optimization: Disabled
Current Task:

scopefabrica
A—PXy T TV I A F—T 2 A AE—RFEZKBLET, ZOF—FTIE, A—
b Fx o, BEh, A =T = A ACET OB RER R TEET,

Wl 2R~ L ET,

FPR2100 /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Data Enabled Up Up
Ethernetl/2 Data Enabled Link Down Down
Ethernetl/3 Data Disabled Link Down Down
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl/8 Data Disabled Link Down Down
Ethernetl/9 Data Disabled Link Down Down
Ethernetl/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl/12 Data Disabled Link Down Down
Ethernetl/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down
Ethernet2/1 Data Disabled Link Down Down
Ethernet2/2 Data Disabled Link Down Down
Ethernet2/3 Data Disabled Link Down Down
Ethernet2/4 Data Disabled Link Down Down
Ethernet2/5 Data Disabled Link Down Down
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Ethernet2/6 Data Disabled Link Down Down
Ethernet2/7 Data Disabled Link Down Down
Ethernet2/8 Data Disabled Link Down Down

FPR2100 /eth-uplink/fabric # show port-channel
Port Channel:

Port Channel Id Name Port Type Admin State
Oper State State Reason

1 Port-channell Data Disabled

Link Down Down

FPR2100 /eth-uplink/fabric/port-channel # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/err-stats
Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): O
Int Mac Tx (errors): O
Int Mac Rx (errors): O

Thresholded: Xmit Delta Min
Ether Loss Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/loss-stats
Suspect: No
Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 0O
Symbol (errors): 0
SQE Test (errors): 0
Thresholded: 0
Ether Pause Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/pause-stats
Suspect: No

Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0

Thresholded: 0
Ether Rx Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/rx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0
Jumbo Packets (packets): 0
Thresholded: 0
Ether Tx Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/tx-stats
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Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0
Jumbo Packets (packets): 0
FPR2100 /eth-uplink/fabric/interface # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/err-stats
Suspect: No
Rcv (errors): O
Align (errors): O
Fcs (errors): O
Xmit (errors): 0
Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): 0
Int Mac Tx (errors): 0
Int Mac Rx (errors): 0O
Thresholded: Xmit Delta Min
Ether Loss Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/loss-stats
Suspect: No

Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 7180

Symbol (errors): 0

SQE Test (errors): 0
Thresholded: 0
Ether Pause Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/pause-stats
Suspect: No
Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0
Thresholded: 0
Ether Rx Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/rx-stats
Suspect: No
Total Packets (packets): 604527
Unicast Packets (packets): 142906
Multicast Packets (packets): 339031
Broadcast Packets (packets): 122590
Total Bytes (bytes): 59805045
Jumbo Packets (packets): 0
Thresholded: 0
Ether Tx Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/tx-stats
Suspect: No
Total Packets (packets): 145018
Unicast Packets (packets): 145005
Multicast Packets (packets): O
Broadcast Packets (packets): 13
Total Bytes (bytes): 13442404
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Jumbo Packets (packets): 0
Thresholded: 0

27V A 3—aR9 FE—F ST a—
T4 avUR
VAT AT AMEE N T I a—T 4 T HIE, T Ty T v A v —ax

7 h E—FRFXOSCLL 2~<> REMHHALET,

show card
777 Vw7 —RIIETAEREERRLET,
WIZH =R L ET,

FPR2100 /fabric-interconnect # show card detail expand
Fabric Card:

Id: 1

Description: Cisco SSP FPR 2130 Base Module

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-2130

HW Revision: O

Serial (SN): JAD2012091X

Perf: N/A

Operability: Operable

Overall Status: Operable

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A

show image
ERFRERA A—V BT X TERLET,

firepower /firmware # show image

Name Type Version
cisco-asa-9.10.1.csp Firepower Cspapp 9.10.1
cisco-asa-9.9.2.csp Firepower Cspapp 9.9.2
fxos-k8-fp2k-firmware.0.4.04.SPA Firepower Firmware 0.4.04
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA Firepower System 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3031.SSA Firepower Npu 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3071.SSA Firepower Npu 82.1(1.3071)
fxos-k9-fp2k-manager.82.1.1.3031.SSA Firepower Manager 82.1(1.3031)

show package
EFRIRER N =V T _RTCERLET,

firepower /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.9.10.1.SSA 9.10.1
cisco-ftd-fp2k.9.9.2.SSA 9.9.2

show package package name expand
Ny r—VOFEMERRLET,
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firepower /firmware # show package cisco-ftd-fp2k.9.10.1.SSA expand
Package cisco-ftd-fp2k.9.10.1.SSA:
Images:
cisco-asa.9.10.1.csp
fxos-k8-fp2k-firmware.0.4.04.SPA
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA
fxos-k8-fp2k-npu.82.1.1.3031.SSA
fxos-k9-fp2k-manager.82.1.1.3031.SSA

scope auto-install
AEi A v A M= E— REBIBLET, ZOF— T, BUEOFX0S DT v 77 L —
NIREEZ KR TEET,

firepower /firmware/auto-install # show
Firmware Auto-Install:
Package-Vers Oper State Upgrade State

9.10.1 Scheduled Installing Application

scope firmware
Ty—AhU T T—REMBLET, Z2OT—RFTIE, FUra—R 227 BT 51
WMEFRTETET,
WRIBIE R L ET,

FPR2100 /firmware # show download-task
Download task:

File Name Protocol Server Port
Userid State

cisco-ftd-fp2k.9.10.1.SSA Scp 172.29.191.78
0 danp Downloaded

cisco-ftd-fp2k.9.9.1.SSA Scp 172.29.191.78
0 danp Downloaded

scope download-task
Fyrma—RERA7 =Rl LET, ZOF—-RTIE, E¥Tvrr—F X270
MaFRLTH Y r— R 22X 2HBATEET,
IR L ET,
Download task:
File Name: test.SSA

Protocol: Scp
Server: 172.29.191.78

Port: 0
Userid: user
Path: /tmp

Downloaded Image Size (KB): O
Time stamp: 2016-11-15T19:42:29.854
State: Failed
Transfer Rate (KB/s): 0.000000
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)
firepower /firmware/download-task # show fsm status
File Name: test.SSA
FSM 1:
Remote Result: End Point Failed
Remote Error Code: ERR MO Illegal Iterator State
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Remote Error Description: End point timed out. Check for IP, port, password,
disk space or network access related issues.#

Status: Download Fail

Previous Status: Download Fail

Timestamp: 2016-11-15T19:42:29.854

Try: 2

Progress (%): 0

Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)

firepower /firmware/download-task # restart
Password:

scope psu
BWRT=y N E— RZBBLET, ZOF— NTlE, ElR=a=y MIET 255G RE R
IRCEET,
WRIZH 2R L ET,

FPR2100 /chassis # show psu expand detail
PSU:

PSU: 1

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

75 v k7 4+—LFE— F® Firepower 2100 () connect
local-mgmt kS J)ILa—F 4P av R

77 v 74— LF— RO Firepower 2100 (ZFAF 28 A 7 7V 2 —T 4 U7 DTN,
LLF @ connect local-mgmt E— K FXOS CLI =~ > R&fEH L £4, connect local-mgmt E— N
2T 7 BATHITE, ROLIICATLET,

FPR2100# connect local-mgmt

show lacp
Z£## 72 EtherChannel LACP 2% L £ 9,
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wIZHl R L ET,

FPR2100 (local-mgmt) # show lacp neighborFlags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x1l0e 13 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collecting: Distributing: Defaulted: Expired:

Yes Yes No No

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 0x10f 5 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collecting: Distributing: Defaulted: Expired:
Yes Yes No No

FP2100 (local-mgmt) # show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0

show portchannel
EtherChannel (287 ARt M AR R L £,

WIZHI R L E T,

FPR2100 (local-mgmt) # show portchannel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
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S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel
11 Poll (U) Eth LACP Ethl/1(P) Ethl/2(P)

show portmanager
WELA o 5 — T = A BT DREMIE 2 FoR LT,

WIZHIZ R L ET,

FPR2100 (local-mgmt) # show portmanager counters ethernet 1 1
Good Octets Received : 105503260
Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 1376050
Bad Packets Received : 0

BRDC Packets Received : 210

MC Packets Received : 1153664
Size 64 : 1334830
Size 65 to 127 : 0

Size 128 to 255 : 0

Size 256 to 511 : 41220
Size 512 to 1023 :
Size 1024 to Max

Good Octets Sent

Good Packets Sent
Excessive Collision

MC Packets Sent

BRDC Packets Sent
Unrecognized MAC Received
FC Sent

Good FC Received

Drop Events

Undersize Packets
Fragments Packets
Oversize Packets

Jabber Packets

MAC RX Error Packets Received
Bad CRC

Collisions

Late Collision

bad FC Received

Good UC Packets Received
Good UC Packets Sent
Multiple Packets Sent
Deferred Packets Sent
Size 1024 to 15180

Size 1519 to Max
txgFilterDisc

linkChange

o

22176

P OO OOOONOODODOODOIODIODODOOOOOO oo oo

FPR2100 (local-mgmt) # show portmanager port-info ethernet 1 1
port_info:

if index: 0x1081000

type: PORTMGR IPC MSG PORT TYPE PHYSICAL
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mac_address: 2c:f8:9b:1e:8f:d6

flowctl: PORTMGR_IPC_MSG_FLOWCTL_NONE

role: PORTMGR_IPC_MSG_PORT ROLE_NPU
admin_state: PORTMGR IPC_MSG_PORT_STATE_ ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR IPC_MSG SPEED AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED 1GB

admin mtu: 9216
admin_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_AUTO
oper_duplex: PORTMGR_IPC_MSG_PORT DUPLEX FULL

pc_if index: 0x0

pc_membership status: PORTMGR IPC_MSG_MMBR NOT_ MEMBER
pc_protocol: PORTMGR IPC MSG_PORT_ CHANNEL_ PRTCL_NONE

native vlan: 101

num_allowed vlan: 1

allowed vlan([0]: 101
PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE
__________________ ‘ ——— e e e
0 0 0x0000 0x1140 | O 0 0x0001 0x796d
0 0 0x0002 0x0141 | O 0 0x0003 Ox0Oeel
0 0 0x0004 0x03e3 | 0 0 0x0005 Oxclel
0 0 0x0006 0x000f | O 0 0x0007 0x2001
0 0 0x0008 0x4f08 | O 0 0x0009 0x0£f00
0 0 0x000a 0x3800 | O 0 0x000f 0x3000
0 0 0x0010 0x3070 | O 0 0x0011 Oxac08
0 0 0x0012 0x0000 | O 0 0x0013 0x1c4o0
0 0 0x0014 0x8020 | O 0 0x0015 0x0000
18 0 0x001b 0x0000 |
EHE B
Good Octets Received ZELEA—YFRy P 7L —2D5EL, R

ETIER2WT L— A

Bad Octets Received

ZELETNTORERA =Ry b7 L—
LORSOEF

MAC Transmit Error

ELLEEEINRoTZTL—A, 170X
WESMACTx =7 —NHFKR TR v 7 3h
7= 7 L—LD¥

Good Packets Received

IR LI ARER T L— LD

Bad Packets Received

ZELUFEARERT L—ADK

BRDC Packets Received

ZELEEERZL—LD5L, Tu—F
X ¥ A RDFIEMACT RLAZFFST7 L —
UNPE '

MC Packets Received

ZELEERER7L—2D5H, v /LFF¥
Z FDSEHEMACT RLAZEST L—LAD
P

Good Octets Sent

EEINTEA—V Ry F 7L —AFTTO
Esogit
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I5H BLL]
Good Packets Sent EFICEEINT T L — LD
Excessive Collision MACIZ L »THeERENT-2 ) Va4 Ry

~o% (i, #i R, E7oiduBiE L
AT FENTZLDEERS) o 2OV
ZiE, ECHICOKBBEHSNET

MC Packets Sent EEEINEEFERTL—LAD5 L, < /LF
F¥ A PFDSEMACT KL AZFFH>T7 L—
LDEL

BRDC Packets Sent EEINFERRT7L—AD5E, Ta—
K% ¥ X NDOFESE MAC 7 KL A& FF>7
L — A0

Unrecognized MAC Received ZIELIEMACHIEI 7 L—2D 55, 7u—
I CTIEAen 7 L— 2D,

FC sent EEINET7e—f#llT v— 508K,

Good FC Received {5 L7~ 1E% 72 IEEE 802.3x 7 v — i<
v b O,

Drop Events Ky 7S "y b

LIeT o = A 2Ry b O

Undersize Packets

K
il

Fragments Packets L7777 Ay b,

0
i

Oversize Packets ZE LA — =T Xy O

Jabber Packets ZAg L7= Jabber /X7 v D

MAC RX Error Packets Received MAC OZEM CTHERINT-Rx =T — A~
NENOL"

Bad CRC iE > 72 CRC THAG L7c"7r v FDO#K

Collisions MAC CHER SNz A hal v a ok

Late collison MAC CHER I T A bal Ua ol

Bad FC Received %15 L7-IE72 IEEE 802.3x 7 12—l fil /<
v b O

Good UC Packets Received ZELIEAA—Y Ry P2 =F vy A R 7L —
LDEL
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15H

Bl

Good UC Packets Sent

EEsNA—Y Ry b 2=F v X 7
L — LD

Multiple Packets Sent

YTEHY T TEEINTAE T L— A
DL, WHEOa) DarngELETL—
O, NA MEEF v A NBERTT,

Deferred Packets Sent

TEY VI TCEESINAR T L— A
DHIL, AV TVa IEELTHRNED
D, AT ATHET—THDH=OITEEN
BIE L7277 L—AD%, A MEExr X
FRERTT,

Size 1024 to 15180

EZEINEZEEBLIORERT7 L—2D
9B, YA X31024 ~ 1518514 DT L—
LDEL

Size 1519 to Max

EZEENEEFBLIORER 7 L—AD
IH, A ZAR151934 R ED T L— A
DI

txqFilterDisc

TxQ BRKTT 4 V& U v 7 SHL7z IN X
A BNDL

linkChange

R—=bDOV Ty TEIFV T T T
DEE N3

FPR2100 (local-mgmt) # show portmanager switch mac-filters
mask

port ix MAC

00 Oba 2C:F8:9B:1E:
0c9 01:80:C2:00:
Occ 2C:F8:9B:1E:
Ocf FF:FF:FF:FF:
70 00:00:00:00:
bb8 01:00:00:00:

01 Obd 2C:F8:9B:1E:
0cO 01:80:C2:00:
0c3 2C:F8:9B:1E:
0c6 FF:FF:FF:FF:
73 00:00:00:00:
bbb 01:00:00:00:

8F:
00:
8F:
FF:
00:
00:

8F:
00:
8F:
FF:
00:
00:

D7
02
F7
FF
00
00

D6
02
F6
FF
00
00

FF:
FF:
FF:
FF:
01:
01:

FF:
FF:
FF:
FF:
01:
01:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:

FF

00:
00:

action packets bytes

FF:FF FORWARD
FF:FF FORWARD
FF:FF FORWARD
FF:FF FORWARD
00:00 DROP 222201 14220864
00:00 DROP 1153821 91334968

FF:FF FORWARD
FF:FF FORWARD
FF:FF FORWARD

:FF:FF FORWARD 210 13440
00:00 DROP 222201 14220864
00:00 DROP 1153795 91281055

FPR2100 (local-mgmt) # show portmanager switch status
Speed Duplex Loopback Mode

Dev/Port Mode

0/0 QSGMII

Link
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0/1 QSGMII Up 1G Full None
0/2 QSGMITI Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSGMITI Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Up 1G Full None
0/7 QSGMITI Down 1G Half None
0/48 QSGMII Down 1G Half None
0/49 QSGMII Down 1G Half None
0/50 QSGMII Down 1G Half None
0/51 QSGMII Down 1G Half None
0/52 KR Up 40G Full None
0/56 SR_LR Down 10G Full None
0/57 SR_LR Down 10G Full None
0/58 SR_LR Down 10G Full None
0/59 SR_LR Down 10G Full None
0/64 SR_LR Down 10G Full None
0/65 SR_LR Down 10G Full None
0/66 SR_LR Down 10G Full None
0/67 SR_LR Down 10G Full None
0/68 SR_LR Down 10G Full None
0/69 SR_LR Down 10G Full None
0/70 SR_LR Down 10G Full None
0/71 SR_LR Down 10G Full None
0/80 KR Up 10G Full None
0/81 KR Down 10G Full None
0/83 KR Up 10G Full None

Cisco Secure Firewall 3100 @ connect local-mgmt 3> 7 )L
a—T4a42F ATk
PFoZovr7varcit, BBFEOT Ny V' a<> RIZIAT, Cisco Secure Firewall 3100 (2

[EA D CLIICOWTEB LE T,

Cisco Secure Firewall 3100 (2R3 2fEEZ N T TV a—T 4 7T 5121%. LU ® connect
local-mgmt *&— K FXOS CLI =~ > K&f#H L %9, connectlocal-mgmt £— KiZ7 7 & 295
IZiE, RO EHITATILET,

FPR3100# connect local-mgmt

show portmanager
AA vF, Ny b, SFP-FECH UV H, TOZNETTT 4 HVE=FY 7 (DOM) .
QOS H%fE. CPSSAP, BLOY A 27V v a7 X o T 23EMEREFERLET,

KIhlE R LET,

KD CLIIE, vteam-tti D FXOS N— F v —T % AL v F N—F7 =7 TCAM/L—/L &
YT ERRLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
detail

VTCAM RULE_ID VLAN SRC_PORT PORTCHANNEL ID FLAGS MODE REF_COUNT

1 21 0 2 0 2 5 3

2 3078 0 0 0 0 0 1

3 3077 0 0 0 0 0 1

4 3076 0 0 0 0 0 1
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5 3075 0 0 0
6 3074 0 0 0
7 3073 0 0 0
8 1 0 0 0
9 18 102 0 0
10 5 157 0 0
11 31 0 12 0
12 15 105 0 0
13 9 111 0 0
14 13 107 0 0
15 26 0 7 0
16 29 0 10 0
17 23 0 4 0
18 19 101 0 0
19 30 0 11 0
20 28 0 9 0
21 4 156 0 0
22 34 0 15 0
23 6 158 0 0
24 8 112 0 0
25 24 0 5 0
26 14 106 0 0
27 32 0 13 0
28 25 0 6 0
29 12 0 0 9
30 20 0 1 0
31 11 109 0 0
32 27 0 8 0
33 17 103 0 0
34 22 0 3 0
35 16 104 0 0
36 3 0 19 0
37 35 0 16 0
38 33 0 14 0
39 7 159 0 0
40 2 0 17 0
41 10 110 0 0

N
U1 U1 O U1 ©© O U1 O U1 U1 0 U1 U1 U1 O W G U1 W O O O O O

N
oy
0 0 U1 U1 ©© O U1 O U1 o U

WD CLLIE, FXOSHF—F =% —V v A v F DO VLAN H N EFRLET,

firepower-3140 (local-mgmt) # show portmanager switch vlans

VLAN Ports
FDB-mode
1 0/17,19
FID
2 0/1-16,18 outer
FID
0/20
3 0/1-16,18 outer
FID
4 0/1-16,18 outer
FID
5 0/1-16,18 outer
FID
6 0/1-16,18 outer
FID
7 0/1-16,18 outer
FID

WWR WRERFPWREFWWRE WWWE R WRRRP PP

FRP R WOWWR R WRE W W

Tag MAC-Learning

pop_outer_ tag

_tag0_inner_ tagl

pop_outer_ tag

_tag0_inner_ tagl
_tag0_inner_ tagl
_tag0_inner_ tagl
_tag0_inner_ tagl

_tag0_inner_ tagl

Control

Control

Control

Control

Control

Control

Control
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8 0/1-16,18 outer tag0_inner tagl Control
FID

WD CLLIE, R—FF ¥ XNV A F =T 2 ZADY < —ZWRTDOIKILHET,

firepower-3140 (local-mgmt)# show por
portchannel portmanager

firepower-3140 (local-mgmt) # show portchannel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel

3 Po3 (U) Eth LACP Ethl/3(P)

2 Po2 (U) Eth LACP Ethl/2 (P)

LACP KeepAlive Timer:

Channel PeerKeepAliveTimerFast

3 Po3 (U) False
2 Po2 (U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

3 Po3 (U) False False 0
2 Po2 (U) False False 0
</pre>

WD CLLIZ, R—hF Fypra— R KRT 07 HRRERRLET,

firepower-3140 (local-mgmt) # show portchannel load-balance
PortChannel Load-Balancing Configuration:

src-dst ip-l4port
PortChannel Load-Balancing Configuration Used Per-Protocol:
Non-IP: src-dst mac

IP: src-dst ip-l4port
</pre>

KD CLLIZ, FXOS ¥ AF A7 a¥ AD AT —H A Fm LET,

firepower-3140 (local-mgmt)# show pmon state

SERVICE NAME STATE RETRY (MAX) EXITCODE SIGNAL CORE
svc_sam_ dme running 0(4) 0 0 no
svc_sam_ dcosAG running 0(4) 0 0 no
svc_sam portAG running 0(4) 0 0 no
svc_sam statsAG running 0(4) 0 0 no
httpd.sh running 0(4) 0 0 no
svc_sam_ sessionmgrAG running 0(4) 0 0 no
sam_core mon running 0(4) 0 0 no
svc_sam_svcmonAG running 0(4) 0 0 no
svc_sam serviceOrchAG running 0(4) 0 0 no
svc_sam_appAG running 0(4) 0 0 no
svc_sam_envAG running 0(4) 0 0 no
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svc_sam_npuAG running 0(4) 0 0 no
svc_sam_eventAG running 0(4) 0 0 no

KO CLIE, A =% %y b 1/1 R — MZ—ET D vtcam-tti 27— DAL v FN— K=
7 TCAM V— VX v FERERLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
ethernet 1 1
RULE ID VLAN SRC_PORT PC ID SRC ID MODE PAK CNT

1 20 0 1 0 101 0 151

WD CLLIZ, vlan 0 12— 7 5 vtcam-tti AT — D AA v F n— K7 =7 TCAM /L— /)b

BT e RRLET,
firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
vlan O

RULE ID VLAN SRC_PORT PC ID SRC_ID MODE PAK CNT
1 2 0 17 0 17 0 1709
2 3 0 19 0 19 0 1626
3 4 0 16 0 0 0 0
4 5 0 15 0 0 0 0
5 6 0 14 0 0 0 0
6 7 0 13 0 0 0 0
7 8 0 12 0 0 0 0
8 9 0 11 0 0 0 0
9 10 0 10 0 0 0 0
10 11 0 9 0 0 0 0
11 12 0 8 0 0 0 0
12 13 0 7 0 0 0 0
13 14 0 6 0 0 0 0
14 15 0 5 0 0 0 0
15 16 0 4 0 0 0 0
16 17 0 3 0 0 0 0
17 18 0 2 0 0 0 0
18 19 0 1 0 0 0 0
19 20 0 1 0 101 0 166
20 21 0 2 0 102 0 1597
21 22 0 3 0 103 0 0
22 23 0 4 0 104 0 0
23 24 0 5 0 105 0 0
24 25 0 6 0 106 0 0
25 26 0 7 0 107 0 0
26 27 0 8 0 108 0 0
27 28 0 9 0 109 0 0
28 29 0 10 0 110 0 0
29 30 0 11 0 111 0 0
30 31 0 12 0 112 0 0
31 32 0 13 0 159 0 0
32 33 0 14 0 158 0 0
33 34 0 15 0 157 0 0
34 35 0 16 0 156 0 0
35 1 0 17 0 0 0 0

WD CLIIX, "— K7 =7 MAC 7 4 )V HZ/EM AT — 2 )— VBT AR A RoR L

iﬁdo
firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
detail
EM Entry-No : 1
VLAN :
SRC_PORT 17
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PC_ID : 0
SRC_ID s 17
DST_PORT : 19
HW_ID : 3072
ACT CMD : 0
PCL_ID : 1
REDIRECT_CMD : 1
BYPASS_BRG : 1
CND_INDEX : 3074
PACKET_COUNT : 1977
DMAC : 00:00:00:00:00:00
EM Entry-No : 2
VLAN : 0
SRC_PORT : 19
PC_ID : 0
SRC_ID i 19
DST_PORT : 17
HW_ID : 3074
ACT CMD : 0
PCL_ID : 1
REDIRECT_CMD : 1
BYPASS_BRG : 1
CND_INDEX : 3075
PACKET_COUNT : 1858
DMAC : 00:00:00:00:00:00

WD CLLIE, A=V 3y 19 FR—FMI—FT2MAC 7 ANVE AT =V DAL v F/n—
K =7 TCAM V— V2 v FhFpRrLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
ethernet 1 9

VLAN SRC_PORT PC ID SRC ID DST PORT PKT CNT DMAC

1 0 9 0 109 1536 0 1:80:c2:0:0:2

RDOCLLIZ, Y7 b7 =7 MAC 7 4 V2 IZBET D3GR E 2R LET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter

detail

VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC

1 0 17 0 19 26 8 0:0:0:0:0:0

2 0 9 0 1536 2 5 1:80:¢c2:0:0:2
3 104 0 0 4 24 8 0:0:0:0:0:0

4 0 7 0 1536 2 5 1:80:¢c2:0:0:2
5 101 0 0 1 24 8 0:0:0:0:0:0

6 0 1 0 1536 2 5 1:80:¢c2:0:0:2
7 0 3 0 1536 2 5 1:80:¢c2:0:0:2
8 106 0 0 6 24 8 0:0:0:0:0:0

9 158 0 0 14 24 8 0:0:0:0:0:0
10 0 13 0 1536 2 5 1:80:¢c2:0:0:2
11 0 14 0 1536 2 5 1:80:¢c2:0:0:2
12 0 6 0 1536 2 5 1:80:¢c2:0:0:2
13 0 8 0 1536 2 5 1:80:¢c2:0:0:2
14 112 0 0 12 24 8 0:0:0:0:0:0
15 107 0 0 7 24 8 0:0:0:0:0:0
16 0 19 0 17 26 8 0:0:0:0:0:0
17 0 12 0 1536 2 5 1:80:¢c2:0:0:2
18 0 5 0 1536 2 5 1:80:¢c2:0:0:2
19 102 0 0 2 24 8 0:0:0:0:0:0
20 156 0 0 16 24 8 0:0:0:0:0:0
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21 103 0 0 3 24 8 0:0:0:0:0:0
22 0 11 0 1536 2 5 1:80:¢c2:0:0:2
23 157 0 0 15 24 8 0:0:0:0:0:0
24 111 0 0 11 24 8 0:0:0:0:0:0
25 0 10 0 1536 2 5 1:80:¢c2:0:0:2
26 108 0 0 8 24 8 0:0:0:0:0:0
27 159 0 0 13 24 8 0:0:0:0:0:0
28 110 0 0 10 24 8 0:0:0:0:0:0
29 105 0 0 5 24 8 0:0:0:0:0:0
30 0 2 0 1536 2 5 1:80:¢c2:0:0:2
31 0 4 0 1536 2 5 1:80:¢c2:0:0:2
32 0 16 0 1536 2 5 1:80:¢c2:0:0:2
33 109 0 0 9 24 8 0:0:0:0:0:0
34 0 15 0 1536 2 5 1:80:¢c2:0:0:2

WD CLLIE, A=Y Ry F19FR—MI—FTEMAC 7 A NEAT =V DAL TV T
F7 =7 DB/L—/L&EF R LET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter
ethernet 1 9

VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC

1 0 9 0 1536 2 5 1:80:¢c2:0:0:2
WDOCLIE, A v F TV POy b Ray ZICBT 23R E2 TR L E
‘g—o

firepower-3140 (local-mgmt)# show portmanager switch counters bridge
Bridge Ingress Drop Counter: 2148
No Bridge Ingress Drop

WD CLLIZ, "—RUxT AL FONry N7 B2OFEMEFRRLET,

firepower-3140 (local-mgmt)# show portmanager switch counters packet-trace

Counter Description

goodOctetsRcv Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts

badOctetsRcv Sum of lengths of all bad ethernet frames received

gtBrgInFrames Number of packets received

gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering

gtBrgSecFilterDisc Number of packets discarded due to
Security Filtering measures

gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering

dropCounter Ingress Drop Counter

outUcFrames Number of unicast packets transmitted

outMcFrames Number of multicast packets transmitted. This includes

registered multicasts, unregistered multicasts
and unknown unicast packets

outBcFrames Number of broadcast packets transmitted
brgEgrFilterDisc Number of IN packets that were Bridge Egress filtered
txgFilterDisc Number of IN packets that were filtered
due to TxQ congestion
outCtrlFrames Number of out control packets
(to cpu, from cpu and to analyzer)
egrFrwDropFrames Number of packets dropped due to egress
forwarding restrictions
goodOctetsSent Sum of lengths of all good ethernet
frames sent from this MAC
Counter Source port- 0/0 Destination port- 0/0
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goodOctetsRcv - -
badOctetsRcv -—- -——-

Ingress counters
gtBrgInFrames 6650 6650
gtBrgVlanIngFilterDisc 0 0
gtBrgSecFilterDisc 0 0
gtBrgLocalPropDisc 0 0
dropCounter 2163 Only for source-port

Egress counters
outUcFrames 0 0
outMcFrames 2524 2524
outBcFrames 1949 1949
brgEgrFilterDisc 14 14
txgFilterDisc 0 0
outCtrlFrames 0 0
egrFrwDropFrames 0 0
goodOctetsSent - - #

WD CLLIE, CPUDAA vF bT 7 4 v 7T EEMEmREERLET,

firepower-3140 (local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue

0/0
0/1
0/2
0/3
0/4
0/5
0/6
0/7

packets

O O O OO o oo
O O O OO o oo

#

RO CLLIE, "—RU=7 A vF K=} FTF7T7 4 v 7 DOiFMaeFRLET,

firepower-3140 (local-mgmt) # show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64
actual-tx-rate - pps that egress the port (+ % from 'max')
actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port

max-rate

actual-tx-rate actual-rx-rate

1488095 (0%) ——- (0%) ——-
1488095 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
1488095 (0%) ——- (0%) ——-
1488095 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
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0/18 74404761 (0%) ——— (0%) ———

0/19 37202380 (0%) ——- (0%) ——-

0/20 37202380 (0%) ——- (0%) ——-

WD CLLiE, A —VF > bk /138 — MZ—3%3 5 SFP-FEC » 7 v Z I[Z4 B EMiE 4
FRLET,

firepower-3140 (local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received 2153
Bad Octets Received 0
MAC Transmit Error 0
Good Packets Received 13
Bad packets Received 0
BRDC Packets Received 0

MC Packets Received 13
txgFilterDisc 0
linkchange 1
FcFecRxBlocks 217038081
FcFecRxBlocksNoError 217038114
FcFecRxBlocksCorrectedError : 0
FcFecRxBlocksUnCorrectedError 0
FcFecRxBlocksCorrectedErrorBits 0
FcFecRxBlocksCorrectedErrorQ 0
FcFecRxBlocksCorrectedErrorl 0
FcFecRxBlocksCorrectedError2 0
FcFecRxBlocksCorrectedError3 0
FcFecRxBlocksUnCorrectedError0 0
FcFecRxBlocksUnCorrectedErrorl 0
FcFecRxBlocksUnCorrectedError?2 0
FcFecRxBlocksUnCorrectedError3 0

W®D CLLIZ, £ —V 3> b 1/14 5R— NI —F9 % SFP-FEC /1 7 > Z (289 % 3G W &
FrRLET,

firepower-3140 (local-mgmt)# show portmanager counters ethernet 1 14

Good Octets Received 2153
Bad Octets Received 0
MAC Transmit Error 0
Good Packets Received 13
Bad packets Received 0
BRDC Packets Received 0
MC Packets Received 13
txgFilterDisc 0
linkchange 1
RsFeccorrectedFecCodeword 0
RsFecuncorrectedFecCodeword 10
RsFecsymbolError0 5
RsFecsymbolErrorl 0
RsFecsymbolError2 0
RsFecsymbolError3 0

WD CLLIZ, A —VFRy b 1/SHA—=NNI—BITDTOXANETTT ANV ET=Z) T
(DOM) 1HHICEAT DatMiiEmaeFr~ L E T,
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firepower-4245 (local-mgmt) # show portmanager port-info ethernet 1 5

DOM info:

Status/Control Register: 0800
RX_LOS State: 0
TX _FAULT State: 0
Alarm Status: 0000
No active alarms
Warning Status: 0000
No active warnings

THRESHOLDS
high alarm high warning low warning low

alarm

Temperature C +075.000 +070.000 +000.000
-05.000

Voltage \ 003.6300 003.4650 003.1350
002.9700

Bias Current mA 012.0000 011.5000 002.0000
001.0000

Transmit power mW 034.6740 017.3780 002.5120
001.0000

Receive power mW 034.6740 017.3780 001.3490
000.5370

Environmental Information - raw values

Temperature: 38.84 C

Supply voltage: 33703 in units of 100uVolt
Tx bias: 3499 in units of 2uAmp

Tx power: 0.1 dBm (10251 in units of 0.1 uW)
Rx power: -0.9 dBm (8153 in units of 0.1 uW)
DOM (256 bytes of raw data in hex)

0x0000 : 4b 00 fb 00 46 00 00 00 8d cc 74 04 87 5a 7a 76
0x0010 : 17 70 01 £f4 16 76 03 e8 87 72 03 e8 43 e2 09 dO
0x0020 : 87 72 02 19 43 e2 05 45 00 00 00 00 00 00 00 00
0x0030 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x0040 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 00 00 00 0O
0x0050 : 00 00 00 00 OO OO OO OO OO0 OO0 00 OO 0O 00 00 86
0x0060 : 26 54 83 a7 0d ab 28 Ob 1f d9 00 00 00 00 08 00
0x0070 : 00 00 03 00 00 OO OO OO 08 £3 00 00 00 00 00 01
0x0080 : 49 4e 55 49 41 43 53 45 41 41 31 30 2d 33 33 38
0x0090 : 38 2d 30 31 56 30 31 20 01 00 46 00 00 00 00 e3
0x00a0 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x00b0 : 00 00 00 00 00 OO OO OO OO0 OO0 00 0O 0O 00 00 00
0x00cO : 53 46 50 2d 31 30 2f 32 35 47 2d 43 53 52 2d 53
0x00d0 : 20 20 20 20 30 38 00 00 00 00 00 00 00 00 00 dl
0x00e0 : le 20 2a 2a 31 34 29 36 00 00 00 00 00 00 00 0O
0x00f0 : 00 00 00 00 00 56 00 00 ff ff ff ff 00 00 00 cf

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

RO CLLIE, Ty ¥ T F ¥ DT A —=ZRECHET DFMEREFZRLET,

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:l

Slot=1

Interface= 12
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Breakout-port= 0
Protocol= 6

Ethertype= 0x0000
Filter key= 0x00000040
Session= 1

Vlan= 0

DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

WD CLLIE, FXOS R— hv%— % A4 v F D/ — K7 =7 TCAM /L —/VIZE4 53
MitEHRzF£RLET,

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules hardware

Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

LITFIE, QOS FEREICBI D Reifif Mz £m L £

firepower (local-mgmt) # show portmanager switch gos-rule policer counters

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
OSPF 102025351 17832 590
780

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
CCL CLU 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
BFD 61343307 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
HA 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
CCL_CONTROL 0 0 0

& CLLIZ, BERIENOBEWNT 7 4 v 70N TCAMIZRIEL TWAHMNE I a2 R L E
ﬁ‘o
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firepower (local-mgmt) # show portmanager switch gos-rule counters

Rule no Rule id Rule type pass_count
1 9218 SW_QOS BFD 0

Rule no Rule id Rule type pass_count
2 9216 SW_QOS_OSPF 102633941

Rule no Rule id Rule type pass_count
3 9217 SW_QOS_BFD 61343307

WD CLLIX, £ —V %y b 1/10R— FMNZ—FHTDHT A ADF2—T¢ D CPU HHEHR

RLUET,
firepower (local-mgmt)# show queuing interface ethernet 1 10
Queue Traffic-type Scheduler-type oper-bandwidth Destination
3 Data WRR 100 Application
4 CCL-CLU SP 0 Application
5 BFD SP 0 Application
6 OSPF SP 0 Application
7 CCL-CONTROL/HA/LACP Tx SP 0 Application
0 packet-capture N/A 0 CPU
7 LACP Rx N/A 0 CPU
Port 1/10 Queue Statistics:
Queue O0:
Number of packets passed 0
Number of packets dropped: 0
Queue 1:
Number of packets passed : 0
Number of packets dropped: 0
Queue 2:
Number of packets passed : 0
Number of packets dropped: 0
Queue 3:
Number of packets passed : 466420167
Number of packets dropped: 0
Queue 4:
Number of packets passed : 0
Number of packets dropped: 0
Queue 5:
Number of packets passed : 0
Number of packets dropped: 0
Queue 6:
Number of packets passed : 41536261
Number of packets dropped: 0
Queue 7:
Number of packets passed : 912
Number of packets dropped: 0
CPU Statistics:
Queue 2:
Number of packets passed : 180223
Number of packets dropped: 0
Queue 7:
Number of packets passed : 1572
Number of packets dropped: 0

WO CLIIL, W /1R — MZ—FTET A, ADF 22—+ DCPUMEHEFR R LET,
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firepower (local-mgmt) # show queuing interface internal 1 1

Queue

Traffic-type

Scheduler-type

oper-bandwidth Destination

~J

Queue 0:

Data

CCL-CLU
BFD
OSPF
CCL-CONTROL/HA/LACP_Tx
packet-capture

LACP Rx
Port 1/18 Queue Statistics:

Number of packets passed

Number of packets dropped:

Queue 1:

Number of packets passed
Number of packets dropped:

Queue 2:
Number
Number

Queue 3:
Number
Number

Queue 4:
Number
Number

Queue 5:
Number
Number

Queue 6:
Number
Number

Queue 7:
Number
Number

of
of

of
of

of
of

of
of

of
of

of
of

packets
packets

packets
packets

packets
packets

packets
packets

packets
packets

packets
packets

CPU Statistics:

Queue 2:
Number
Number

Queue 7:
Number
Number

Note:The

of
of

of
of

packets
packets

packets
packets

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

WRR
SP
SP
SP
SP

N/A

N/A

100

O O O O o o

o

5151

17345

180223
0

1572
0

CPU statistics are per Queue per Device

Application
Application
Application
Application
Application

CPU

CPU

WD CLLIZ, ¥ AP a s A7 a VAT A2EMERAETRLET,

firepower-3110 (local-mgmt) # dump portmanager switch ap-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

firepower-3110 (local-mgmt) # dump portmanager switch cyclic-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

WOCLIE, R—h=X—T %D

LiTO

Al e 7 DAL E T T RIS B D R 2 F

firepower-3110 (local-mgmt) # debug portmanager switch
all Enable or Disable verbose logging for switch

firepower-3110 (local-mgmt) # debug portmanager switch all
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firepower-3110 (local-mgmt) #

firepower-3110 (local-mgmt)# no debug portmanager switch all
firepower-3110 (local-mgmt) #

WOCLIZ, 82D T 7 4 v 7 VTR Fa—DR— F_X—2ADO v s Fa v FICBET
DR EFR N LET,

firepower-3110 (local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TC5 | TC6
| TC7 |
I \ \ \ | I I \ \ |
0/1 110 110 |10 |0 10 ) 10 10
10 \
0/2 |15 |5 I5 I5 10 |0 10 |0
10 \
0/3 10 10 10 |0 10 |0 10 )
10 \
0/4 180 10 10 |0 10 |0 10 10
|80 \
0/5 10 10 10 |0 10 |0 10 )
10 \
0/6 |0 10 10 |0 10 |0 10 10
10 \
0/7 1200 125 125 |50 10 |0 125 |50
|25 \
0/8 10 10 10 |0 [0 |0 10 10
10 \

KD CLLIL, tti-lookup0 23K T Ky 7S~y MIARRLET,

firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter
tti-lookupO

Rule id cnc_index packet count

WO CLIIZE, ipcl-lookup0 23FIK T Ru v 7 Iifc " ry MMraERRLET,

firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter
ipcl-lookupO
Rule_ id cnc_index packet_count

Cisco ASA % & L 7= Cisco Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200 0 Cisco FX0S S5 Ty a—F 4 >4 |}



X0S kS TLya—Fqvgavor |
. 7 754 7 > AE— KTO Cisco Secure Firepower 4200 O connect local-mgmt ~ S5 J)LY 1 —F 425 av o K

7 7547 > RE— FTO Cisco Secure Firepower 4200 D

connect local-mgmt f > )L a—FT 425 a2 R
DTzt rsarTid, BEOF Ny Za<w RIZHA T, Cisco Secure Firewall 3100 (2
A D CLIIZOW T L £,

7 5 AT AF— R T Cisco Secure Firewall 3100 (2R3 2[EEA F T TN a—TFT 0 7T
Z12iX, LLF @ connect local-mgmt “E— K FXOSCLI =~ K& il L &9, connectlocal-mgmt
E—RNIZT 7 8ATHITE, ROLHIITANLET,

FPR 4200# connect local-mgmt

show portmanager
A v F, Ny b, SFP-FECh D4, TUXNTTT o hE=4) 7 (DOM) |
QOS H4fE. CPSSAP, BL OV A 27V v a7 X o It A3EMERE £ R LET,

W& R LET,
KD CLLIZ, vtcam-tti ® FXOS R— h v 3% —T % AA vF /N"— K7 =7 TCAM /)L— /L&
VT ERRLET,

firepower (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
RULE ID VLAN NUM MPLS LABELS SRC PORT PC ID SRC ID MODE  PAK CNT

1 2 0 0 10 0 10 0 1951
2 3 0 0 14 0 14 0 19
3 4 0 0 9 0 9 0 227505
4 5 0 0 13 0 13 0 103587
5 6 0 0 8 0 0 0 0
6 7 0 0 7 0 0 0 0
7 8 0 0 6 0 0 0 0
8 9 0 0 5 0 0 0 0
9 10 0 0 4 0 0 0 0
10 11 0 0 3 0 0 0 0
11 12 0 0 2 0 0 0 0
12 13 0 0 1 0 0 0 607
13 14 0 0 44 0 0 0 0
14 15 0 0 40 0 0 0 0
15 16 0 0 36 0 0 0 0
16 17 0 0 32 0 0 0 0
17 30 0 0 1 0 101 1 2120
18 18 0 0 1 0 101 0 306
19 19 0 0 2 0 102 0 2429
20 20 0 0 3 0 103 0 0
21 21 0 0 4 0 104 0 0
22 22 0 0 5 0 105 0 0
23 23 0 0 6 0 106 0 0
24 24 0 0 7 0 107 0 0
25 25 0 0 8 0 108 0 0
26 26 0 0 32 0 117 0 0
27 27 0 0 36 0 121 0 0
28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
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36 8198 0 6 0 0 0 0 0

WD CLIE, vlan 0 (12— d 5 vtcam-tti A7 — D AA v F n— K7 =7 TCAM /L— )L
TR LET,

firepower (local-mgmt)# show portmanager switch forward-rules hardware vtcam-tti
RULE ID VLAN NUM MPLS LABELS SRC PORT PC ID SRC ID MODE PAK CNT

1 2 0 0 10 0 10 0 1961

2 3 0 0 14 0 14 0 19

3 4 0 0 9 0 9 0 227517

4 5 0 0 13 0 13 0 103683

5 6 0 0 8 0 0 0 0

6 7 0 0 7 0 0 0 0

7 8 0 0 6 0 0 0 0

8 9 0 0 5 0 0 0 0

9 10 0 0 4 0 0 0 0

10 11 0 0 3 0 0 0 0

11 12 0 0 2 0 0 0 0

12 13 0 0 1 0 0 0 617

13 14 0 0 44 0 0 0 0

14 15 0 0 40 0 0 0 0

15 16 0 0 36 0 0 0 0

16 17 0 0 32 0 0 0 0

17 30 0 0 1 0 101 1 2156

18 18 0 0 1 0 101 0 306

19 19 0 0 2 0 102 0 2466

20 20 0 0 3 0 103 0 0

21 21 0 0 4 0 104 0 0

22 22 0 0 5 0 105 0 0

23 23 0 0 6 0 106 0 0

24 24 0 0 7 0 107 0 0

25 25 0 0 8 0 108 0 0

26 26 0 0 32 0 117 0 0

27 27 0 0 36 0 121 0 0

28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
36 8198 0 6 0 0 0 0 0

WD CLIIE, 41—V 23y b 19 FR—FMI—ET5MAC 7 A NVEAT—VDAA v F/n—
Ko7 =7 TCAM V— XV P hFmRr LET,

firepower (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC ID SRC_ID DST PORT PKT CNT DMAC

1 0 44 0 129 1536 0 1:80:c2:0:0:2

2 0 44 0 129 1536 0 ff:ff:ff:ff:ff:ff
3 0 2 0 102 1536 0 ba:db:ad:f0:2:8f
4 0 4 0 104 1536 0 ff:ff:ff:ff:ff:ff
5 0 4 0 104 1536 0 1:80:c2:0:0:2

6 0 5 0 105 1536 0 1:80:c2:0:0:2

7 0 5 0 105 1536 0 ff:ff:ff:ff:ff:ff
8 0 13 0 13 9 103735 0:0:0:0:0:0

9 0 32 0 117 1536 0 Dba:db:ad:f0:2:9e
10 0 7 0 107 1536 0 ff:ff:ff:ff:ff:ff
11 0 7 0 107 1536 0 1:80:c2:0:0:2

12 0 6 0 106 1536 0 1:80:c2:0:0:2
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13 0 6 0 106 1536 0 ff:ff:ff:ff:ff:ff
14 0 14 0 14 10 19 0:0:0:0:0:0

15 0 10 0 10 14 1979 0:0:0:0:0:0

16 0 44 0 129 1536 0 Dba:db:ad:f0:2:al

17 0 9 0 9 13 1227537 0:0:0:0:0:0

18 0 8 0 108 1536 0 1:80:c2:0:0:2

19 0 8 0 108 1536 0 ff:ff:ff:ff:ff:ff
20 0 1 0 101 1536 0 ff:ff:ff:ff:ff:ff
21 0 1 0 101 1536 0 1:80:c2:0:0:2

22 0 3 0 103 1536 0 1:80:c2:0:0:2

23 0 1 0 101 1536 2183 1:0:0:0:0:0

24 0 3 0 103 1536 0 ff:ff:ff:ff:ff:ff
25 0 2 0 102 1536 23 ff:ff:ff:ff:ff:ff
26 0 2 0 102 1536 0 1:80:c2:0:0:2

27 0 32 0 117 1536 0 ff:ff:ff:ff:ff:ff
28 0 32 0 117 1536 0 1:80:c2:0:0:2

29 0 40 0 125 1536 0 ff:ff:ff:ff:ff:ff
30 0 40 0 125 1536 0 1:80:c2:0:0:2

31 0 7 0 107 1536 0 Dba:db:ad:f0:2:94

32 0 5 0 105 1536 0 Dba:db:ad:f0:2:92

33 0 36 0 121 1536 0 1:80:c2:0:0:2

34 0 4 0 104 1536 0 Dba:db:ad:f0:2:91

35 0 36 0 121 1536 0 ff:ff:ff:ff:ff:ff
36 0 8 0 108 1536 0 Dba:db:ad:f0:2:95

37 0 6 0 106 1536 0 Dba:db:ad:f0:2:93

38 0 3 0 103 1536 0 Dba:db:ad:£f0:2:90

39 0 36 0 121 1536 0 Dba:db:ad:f0:2:9f

40 0 1 0 101 1536 32 ba:db:ad:f0:2:8e

41 0 40 0 125 1536 0 Dba:db:ad:f0:2:a0

WDOCLLIE, Y7 hu =T MAC 7 4 VX ICHETHFEMEREFRRLET,

firepower-4225(local-mgmt) # show portmanager switch forward-rules software mac-filter

NATIVE_VLAN VLAN SRC_PORT PORTCHANNEL_ID DST_PORT FLAGS MODE DMAC

1 0 106 6 0 1536 2 5
1:80:¢c2:0:0:2

2 0 105 5 0 1536 2 5
ff:ff:ff:ff:ff: €€

3 0 105 5 0 1536 2 5
1:80:¢c2:0:0:2

4 0 121 0 0 36 24 8
0:0:0:0:0:0

5 0 106 6 0 1536 2 5
ff:ff:ff:ff:f£: €€

6 0 121 36 0 1536 2 5
1:80:¢c2:0:0:2

7 0 117 32 0 1536 2 5
1:80:¢c2:0:0:2

8 0 125 40 0 1536 2 5
ff:ff:ff:ff:ff:££

9 0 129 0 0 44 24 8
0:0:0:0:0:0

10 0 117 32 0 1536 2 5
ff:ff:ff:ff:ff: €€

11 0 103 3 0 1536 2 5
1:80:¢c2:0:0:2

12 0 102 2 0 1536 2 5
ff:ff:ff:ff:ff: €€

13 0 117 0 0 32 24 8
0:0:0:0:0:0

14 0 107 0 0 7 24 8
0:0:0:0:0:0
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15 0 101 1 0 1536 2 5
ba:db:ad:f0:2:8e

16 0 107 7 0 1536 2 5
ff:ff:ff:ff:ff:££

17 0 106 6 0 1536 2 5
ba:db:ad:£0:2:93

18 0 105 0 0 5 24 8
0:0:0:0:0:0

19 0 102 0 0 2 24 8
0:0:0:0:0:0

20 0 104 4 0 1536 2 5
ba:db:ad:£0:2:91

21 0 107 7 0 1536 2 5
ba:db:ad:£0:2:94

22 0 129 44 0 1536 2 5
1:80:¢c2:0:0:2

23 0 102 2 0 1536 2 5
1:80:¢c2:0:0:2

24 0 121 36 0 1536 2 5
ff:ff:ff:ff:ff:££

25 0 1 13 0 9 26 8
0:0:0:0:0:0

26 0 108 8 0 1536 2 5
1:80:¢c2:0:0:2

27 0 101 1 0 1536 2 5
ff:ff:ff:ff:ff:££

28 0 2 10 0 14 26 8
0:0:0:0:0:0

29 0 101 1 0 1536 2 5
1:80:¢c2:0:0:2

30 0 1 9 0 13 26 8
0:0:0:0:0:0

31 0 129 44 0 1536 2 5
ff:ff:ff:ff:ff:££

32 0 125 0 0 40 24 8
0:0:0:0:0:0

33 0 108 8 0 1536 2 5
ba:db:ad:£0:2:95

34 0 2 14 0 10 26 8
0:0:0:0:0:0

35 0 129 44 0 1536 2 5
ba:db:ad:f0:2:al

36 0 103 0 0 3 24 8
0:0:0:0:0:0

37 0 104 0 0 4 24 8
0:0:0:0:0:0

38 0 104 4 0 1536 2 5
ff:ff:ff:ff:£ff:££

39 0 107 7 0 1536 2 5
1:80:¢c2:0:0:2

40 0 104 4 0 1536 2 5
1:80:¢c2:0:0:2

41 0 101 1 0 1536 18 8
0:0:0:0:0:0

42 0 101 0 0 1 24 8
0:0:0:0:0:0

43 0 108 8 0 1536 2 5
ff:ff:ff:ff:£f£f:££

44 0 121 36 0 1536 2 5
ba:db:ad:£f0:2:9f

45 0 117 32 0 1536 2 5
ba:db:ad:f0:2:9e

46 0 105 5 0 1536 2 5

ba:db:ad:£0:2:92

Cisco ASA % & L 7= Cisco Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200 0 Cisco FX0S S5 Ty a—F 4 >4 |}



X0S kS TLya—Fqvgavor |
. 7 754 7 > AE— KTO Cisco Secure Firepower 4200 O connect local-mgmt ~ S5 J)LY 1 —F 425 av o K

47 0 125 40 0 1536 2 5
ba:db:ad:£0:2:a0

48 0 125 40 0 1536 2 5
1:80:¢c2:0:0:2

49 0 108 0 0 8 24 8
0:0:0:0:0:0

50 0 106 0 0 6 24 8
0:0:0:0:0:0

51 0 103 3 0 1536 2 5
ba:db:ad:£0:2:90

52 0 102 2 0 1536 2 5
ba:db:ad:f0:2:8f

53 0 103 3 0 1536 2 5

ff:ff:ff:ff:ff:££

WDOCLIE, AA v TF 7Y ooy b Ray AICBET 55 MEREAFRLE
‘a—O

firepower-4225(local-mgmt) # show portmanager switch counters bridge
Bridge Ingress Drop Counter: 4688
No Bridge Ingress Drop

WKDCLLIZ, "— R T AL FONry N7 2OFEMERRLET,

how portmanager switch counters packet-trace

firepower-4225(local-mgmt) # show portmanager switch counters packet-trace

Counter Description

goodOctetsRcv Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts

badOctetsRcv Sum of lengths of all bad ethernet frames received

gtBrgInFrames Number of packets received

gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering

gtBrgSecFilterDisc Number of packets discarded due to
Security Filtering measures

gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering

dropCounter Ingress Drop Counter

outUcFrames Number of unicast packets transmitted

outMcFrames Number of multicast packets transmitted. This includes

registered multicasts, unregistered multicasts
and unknown unicast packets

outBcFrames Number of broadcast packets transmitted
brgEgrFilterDisc Number of IN packets that were Bridge Egress filtered
txgFilterDisc Number of IN packets that were filtered

due to TxQ congestion
outCtrlFrames Number of out control packets

(to cpu, from cpu and to analyzer)
egrFrwDropFrames Number of packets dropped due to egress

forwarding restrictions
goodOctetsSent Sum of lengths of all good ethernet

frames sent from this MAC

Counter Source port- 0/0 Destination port- 0/0

goodOctetsRcv _— R
badOctetsRcv - S

Ingress counters
gtBrgInFrames 1341132 1341132

Jl Cisco ASA % &8 L 7= Cisco Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200 O Cisco FX0S k5 J/La—F 4 >4



| Xos kST a—F42FavoR
7 754 7 > AE— KTO Cisco Secure Firepower 4200 O connect local-mgmt ~ 5 J)L 1 —F 425 avx U K .

gtBrgVlanIngFilterDisc 0 0
gtBrgSecFilterDisc 0 0
gtBrgLocalPropDisc 0 0
dropCounter 4699 Only for source-port
Egress counters

outUcFrames 1329593 1329593
outMcFrames 4594 4594
outBcFrames 2237 2237
brgEgrFilterDisc 9 9
txgFilterDisc 0 0
outCtrlFrames 0 0
egrFrwDropFrames 0 0
mcFifoDropPkts 0 0
mcFilterDropPkts 0 0
goodOctetsSent - -

WD CLLIE, CPUDAA vF bT7 4 v 7T 2EEMEmREERLET,

firepower-4225(local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue packets bytes
Dev/RX queue packets bytes
0/0 0 0
0/1 0 0
0/2 0 0
0/3 0 0
0/4 0 0
0/5 0 0
0/6 0 0
0/7 0 0

RO CLLIF, "—RU=7 A vF RK—=F FTF7T7 4 v 7 OfFMaeFRmLET,

firepower-4225(local-mgmt) # show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64
actual-tx-rate - pps that egress the port (+ % from 'max')
actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port max-rate actual-tx-rate actual-rx-rate
0/1 1488095 (0%) ——- (0%) ——-
0/2 1488095 (0%) ——- (0%) ——-
0/3 14880 (0%) ——- (0%) ——-
0/4 14880 (0%) ——- (0%) ——-
0/5 14880 (0%) ——- (0%) ——-
0/6 14880 (0%) ——- (0%) ——-
0/7 14880 (0%) ——- (0%) ——-
0/8 14880 (0%) ——- (0%) ——-
0/9 14880952 (0%) ——- (0%) ——-
0/10 14880952 (0%) ——- (0%) ——-
0/11 14880952 (0%) ——— (0%) ———
0/12 14880952 (0%) ——— (0%) ———
0/13 14880952 (0%) ——- (0%) ——-
0/14 14880952 (0%) ——— (0%) ———
0/15 1488095 (0%) ——- (0%) ——-
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0/16 1488095 (0%) ——- (0%) ——-

0/17 14880952 (0%) ——- (0%) ——-

0/18 74404761 (0%) ——— (0%) ——-—

0/19 37202380 (0%) ——- (0%) ——-

0/20 37202380 (0%) ——- (0%) ——-

WD CLLiE, A —VF > b /138 — MZ—3%3 5 SFP-FEC » 7 v Z I[Zd B EMiE M4
FrRLET,

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received 2153
Bad Octets Received 0
MAC Transmit Error 0
Good Packets Received 13
Bad packets Received 0
BRDC Packets Received 0

MC Packets Received 13
txgFilterDisc 0
linkchange 1
FcFecRxBlocks 217038081
FcFecRxBlocksNoError 217038114
FcFecRxBlocksCorrectedError 0
FcFecRxBlocksUnCorrectedError 0
FcFecRxBlocksCorrectedErrorBits 0
FcFecRxBlocksCorrectedErrorQ 0
FcFecRxBlocksCorrectedErrorl 0
FcFecRxBlocksCorrectedError2 0
FcFecRxBlocksCorrectedError3 0
FcFecRxBlocksUnCorrectedError0 0
FcFecRxBlocksUnCorrectedErrorl 0
FcFecRxBlocksUnCorrectedError?2 0
FcFecRxBlocksUnCorrectedError3 0

WD CLLIZ, £ —H 3> b 1/14 5R— NI —F9 % SFP-FEC /1 7 > Z (289 2 3G W &

TR LET,

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 14
Good Octets Received : 2153
Bad Octets Received 0
MAC Transmit Error 0
Good Packets Received 13
Bad packets Received 0
BRDC Packets Received 0
MC Packets Received 13
txgFilterDisc 0
linkchange 1
RsFeccorrectedFecCodeword 0
RsFecuncorrectedFecCodeword 10
RsFecsymbolError0 5
RsFecsymbolErrorl 0
RsFecsymbolError2 0
RsFecsymbolError3 0

WD CLLIZ, A —VFRy b 1/SHA—=NNI—BTDTOXANETTT ANV ET=L) T
(DOM) 1HHICEAT DatMiiE A Fr~ LET,
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firepower-4245 (local-mgmt) # show portmanager port-info ethernet 1 5

DOM info:

Status/Control Register: 0800
RX_LOS State: 0
TX _FAULT State: 0
Alarm Status: 0000
No active alarms
Warning Status: 0000
No active warnings

THRESHOLDS
high alarm high warning low warning low

alarm

Temperature C +075.000 +070.000 +000.000
-05.000

Voltage \ 003.6300 003.4650 003.1350
002.9700

Bias Current mA 012.0000 011.5000 002.0000
001.0000

Transmit power mW 034.6740 017.3780 002.5120
001.0000

Receive power mW 034.6740 017.3780 001.3490
000.5370

Environmental Information - raw values

Temperature: 38.84 C

Supply voltage: 33703 in units of 100uVolt
Tx bias: 3499 in units of 2uAmp

Tx power: 0.1 dBm (10251 in units of 0.1 uW)
Rx power: -0.9 dBm (8153 in units of 0.1 uW)
DOM (256 bytes of raw data in hex)

0x0000 : 4b 00 fb 00 46 00 00 00 8d cc 74 04 87 5a 7a 76
0x0010 : 17 70 01 £f4 16 76 03 e8 87 72 03 e8 43 e2 09 dO
0x0020 : 87 72 02 19 43 e2 05 45 00 00 00 00 00 00 00 00
0x0030 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x0040 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 00 00 00 0O
0x0050 : 00 00 00 00 OO OO OO OO OO0 OO0 00 OO 0O 00 00 86
0x0060 : 26 54 83 a7 0d ab 28 Ob 1f d9 00 00 00 00 08 00
0x0070 : 00 00 03 00 00 OO OO OO 08 £3 00 00 00 00 00 01
0x0080 : 49 4e 55 49 41 43 53 45 41 41 31 30 2d 33 33 38
0x0090 : 38 2d 30 31 56 30 31 20 01 00 46 00 00 00 00 e3
0x00a0 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x00b0 : 00 00 00 00 00 OO OO OO OO0 OO0 00 0O 0O 00 00 00
0x00cO : 53 46 50 2d 31 30 2f 32 35 47 2d 43 53 52 2d 53
0x00d0 : 20 20 20 20 30 38 00 00 00 00 00 00 00 00 00 dl
0x00e0 : le 20 2a 2a 31 34 29 36 00 00 00 00 00 00 00 0O
0x00f0 : 00 00 00 00 00 56 00 00 ff ff ff ff 00 00 00 cf

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

RO CLLIE, Ty ¥ T F ¥ DT A —=ZRECHET DFMEREFZRLET,

firepower-4225(local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:l

Slot=1

Interface= 12
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Breakout-port= 0
Protocol= 6

Ethertype= 0x0000
Filter key= 0x00000040
Session= 1

Vlan= 0

DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

WD CLIIZ, FXOSHR— bk v 32—V % AL vF /N— KK =T TCAM /L—/VIZ BT 5 5
HREERLET,

firepower-4225(local-mgmt) # show portmanager switch pktcap-rules hardware
Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

WDOCLIX, 8D KT T 4 v I TR Fa—DHR— =20 b Na v 7284
HitMEREFR R LET,

firepower-4225(local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class
|

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TCS | TC6
| TC7 |
I | I I |
0/1 110 110 |0 |0 10 |0 10 10
10
0/2 |15 |5 I5 |5 10 |0 10 10
10
0/3 10 10 10 |0 10 |0 10 10
10
0/4 180 10 10 |0 10 |0 10 10
180 \
0/5 10 10 10 |0 10 |0 10 10
10
0/6 10 10 10 |0 10 |0 10 10
10
0/7 1200 |25 |25 |50 10 |0 |25 |50
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125 \
0/8 |0 10 |0 |0 10 |0 10 10

RO CLI %, tti-lookup0 23F[K T R 73N/ Ty MER R LET,

firepower-4225(local-mgmt) # show portmanager switch default-rule-drop-counter
tti-lookupO

Rule id cnc_index packet count

tXxayF4 H—ERXRE—FK STV —Fa Y
av> kR

VAT AT AREE NI O a—T 4 T AT LX) T 4 h—E & (ssa)
F— RFXOSCLI =<y REHERALET,

show app
Firpower 7 /3 ZZHERE L CWDT 7Y r—y a BT L IFEREER T LET,
BTz LET,
firepower /ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is

Default App

asa 9.10.1 N/A cisco Native Application Yes
asa 9.9.2 N/A cisco Native Application No

showapp-instance
BFAEEHDT TV AV AX A AT —Z AT HEREFRLET,

firepower-2120 /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

asa 1 Enabled Online 9.14.2
9.14.2 Not Applicable
showfault

fEHE A v =V OFHRERNLET,

firepower-2120 /ssa # show fault

Severity Code Last Transition Time ID Description

Cleared F16589 2021-10-11T21:58:53.200 25140 [FSM:STAGE:RETRY:]: Waiting for
chassis object ready (FSM-STAGE:sam:dme:SmSecSvcAutoDeployCSP:WaitForChassisM

oReady)
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show failsafe-params
Firepower 1000/2100 = 7= 1% Cisco Secure Firewall 3100 Ti%, f¥fip072diL—70 h L —
ANy T I DD BT B 7S r—va D7 2 — e —TF— KRT
T 4 TIENET, RONFA—FT, To—LbE—TFE—ROT 75 ¢ T{b& L

ij—o
e Max Restart- 7 =— /L —T7F—RK&T 7T 4 7T H=0T7 7V r—varzm,
BT 5 MBS B D KA,

« Current Reboot Count - 7 7" U 77— g L A3 M BB S 7= 8155,

e Restart Time Interval (secs) - 7 = — /L& —7F— R&EHEIT 5 7~ 512 Max Restart 7
U AICRIET DO (WAL , TV r— a3 R Z OBENIC [Max
Restart] UL EOFEEHEETLE, 7Jx—/LE—T7F— RBEINI/Y £9,

W& r L ET,

firepower-2120-failed(local-mgmt) # show failsafe-params
Max Restart: 8

Current Reboot Count: 0

Restart Time Interval (secs): 3600

VAFANT 2 — )L —TEF— RDEE
o« VAT LA Tfailed) CFEFNBMENE T,

firepower-2120-failed /ssa #

s local-mgmt =¥ > K = /)LD [show failsafe-params] =~ > RO IIZIE, ROELE A
T UREENET,
firepower-2120-failed(local-mgmt) # show failsafe-params
Max Restart: 1
Current Reboot Count: 1

Restart Time Interval (secs): 3600
WARNING: System in Failsafe mode. Applications are not running!

s TV — g L OEEIREIIA T T A T,

firepower-2120-failed /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State Cluster Role

asa 1 Enabled Offline <===== 9.16.2.3
9.16.2.3 Not Applicable None

Cisco Secure Firewall 3100/4200 D /Ny kX ¥ TF ¥

Ny MR Y T T — L, HEEREICETAMBEOT Ny 70 T Rk imd 5 b
74w 77— BRI HRICEHTE AMlfEH HEETT, /N7y ¥ ¥ 7 F v CLIZfH
F LC. Cisco Secure Firewall 3100/4200 7 /A ADFFEDA > X —T7 = A A% i@i#T 5 b7
T4y 7IZOoNnTr ARk TEL LR ELE,
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Ry xvT7FrvoxgsEssvnreE

BEONTry N XX T Ty Byva VEERKTE, Ky a rTEEOA X —T A R
DT T4 7 Fx 7Ty TEET, Xy Iy TPTFroral ilEGENIKA L F—
T xA AR, ARDSRr Y  F¥ P F v (PCAP) 7 7 A DMERR S ET,

A7vh#v7?V®IM$EB$UﬂE$E

Ry b ¥y ST X V= ZiE, ROBIRFELH Y £,

Ty N FYTTF Xy a COBAICERTRER R R < TH, Ny b
FYTTx by va Y EERTEES, Ty b XX T T vy ia rERAT DRI
EHFTREZ2 oy 2efL B 5 5 2 L 2B T 2 N ERH Y £,

« ¥V VIED 4x100Gbps F 721% 2x100Gbps R b U — 27 E Y 2 —/b (ZNENELE S
FPR-NM-4X100G ¥ & ' FPR-NM-2X100G) TO/N7 v b v 7 F ¥ v a v OEE
FV 2 —/LD adminstate W off ICREIND E, F¥ 7T F ¥ty arNHBITENC
729 . [OperState Reason: Unknown Error] &9 A v B2—UNAERINET, %/:w—ﬂ/
@ adminstate ZFHE on ICHELTOL, ¥ 7Ty a b EHEHTILENRHY
£

MOFTRTORY hTU—FTFV 2 —)LTiE, Y 2—/)L® adninstate NEH I TEH N
o hFYTFy by va VRS NET,

DT VT 4 TRy b ¥y T F Y By ia i AR—- SR EEA
e EETLFETIISEILIPVE T RLRAICHASNWT I A NEZTHELT T 3 03H ) £ A,

cINESAA v F R TERWART b (X2 VT4 IN—T BT Xy hU—F P—
EA ANy X=Xy N E) X7 4V DOEBRH Y FHA,

* EtherChannel £/AD /7 v h ¥ 7F ¥ TEXEH A, 72720, GEET /XA AIZE Y 4T
5 TUvA EtherChannel 334 . EtherChannel D A L X—A U H—T =2 f AT LTy
ey 7F v CTXET,

XX T F vy alrNT VT 4 THREIE, PCAP 7 7 A VB A — 170, =J AR—
FCEFEHA,

Ry XY T Ty varrillrToE, 0y v a VCEHETEITRTONRT v
K FYrFFv 77 A BHIRENET,

Ny b XY TFy £y a o DERFERIIHES
FIB
RF 9TV Ay b Ey T F oy T FEALET,

firepower-4215 # scope packet-capture

ATFYT2 7TANEEERLET,
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ATvT3

ATvT4

ATy TH

firepower-4215 /packet-capture/filter* # set <filterprop filterprop value

R1:YR—bENBT740L42 TANRT

ivlan | NES VLANID (AR— h AJJHRED 7 > kD VLAN)

ovlan | S VLAN ID

sreip EETIPT RLZ (IPv4)

destip |45 1P 7 RL & (IPv4)

srcport | (5 e — 1 E 5

destport | 53 J A — I

protocol | [P 71 h /L (IANA IZ L > CEFEND 10 EEXD 7 1 k2 /14i)

ethertype | f —H % v h Fa has X4~ (IANAIC L > TERINS 10ERERD A —H % v
N 7a b3 2 A FE, 7-E Z1E. IPvd=2048, IPv6 =34525, ARP=2054, SGT
=35081)

srcmac | %250 MAC 7 R L&

destmac | 534z MAC 7 R L &

Ny B Fx T TFx BEyia NIHEENDLA L E—T oA ZADNWTNUNITT 4V Z ZHHT
TET,

Nry b FxTTFX By va VEAERETIIRET DI2IE. ROBEEZITWETS,
firepower-4215 /packet-capture # enter session session_name

ZONRTy b XY TFr By alrTHRYTFydH7y hORSERELET,
firepower-4215 /packet-capture/session* # set  session-pcap-snaplength session_snap_length_in_bytes
ATy TORERIX. 64~9006 /31 FOFHHANICTL2HERNHY T, Eyrar AFy 7
REBRELRVGEDT 74V FOX ¥ 7 Fy EiE, 1518 31 FTT,

ZONTy Xy T Ty Byl aIEBOLMERH LMY — A R—FefRELET,

HEOR— I PoXYy 7Ty L2, WEFA— T 7V r—a A — hOEENBE LR
Ty XY Ty vy a CHRIEETHZENTEET, IOy XY Ty 77 A
ATy v aANlEENLER— NHIC/ER SV E T, EtherChannel 2D /37 v M & X% v 7
T THILIFTEERA, ZEL, @RELT A ZZEID B THH TV S EtherChannel O
% . EtherChannel D X v /X— A L X —T = f AT LIy baeX vy 7T ¥ TEET,

GE) Nry b XY T7F vy ByrarnbiR— FEHIBRT I3, RIORTa<v KT
create DX V1T dddete 2 L £,

a) WHER—FEfRELET,
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firepower-4215 /packet-capture/session* # create {phy-port | phy-aggr-port} port_id

&1
i

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1
firepower-4215 /packet-capture/session/phy-port* #

b) YA E =T A ZADNRTy NaeXx vy T TF ¥ LET,
firepower-4215 /packet-capture/session/phy-port™ # set subinterfaceid

1 DL EOBTEEBEOY T A v X —T = 2AFEHTIEHEETHL, ¥ 7 F vy By var
TEZ1 oDV T A H =T 2 ADINTy NDIHEF X T T ¥ TX F 9, Etherchannel
DYV T A H—T 2 AFHR—FENTWERFA, BIA L F—T oA A VAL A
WCHEI L TEHEE, AV A —T 2 A AERIEIY T A U F—T 2 ADWT N E RN
TEXET, MFEZRIRTHZ LI TEERA,

1 :

firepower-4215 /packet-capture/session/phy-port* # set subinterface 100
firepower-4215 /packet-capture/session/phy-port* #

) AVTFTAVABZLADY A, 2T T A VAX AL ERELET,
firepower-4215 /packet-capture/session/phy-port* # set app-identifier instance_name
i

firepower-4215 /packet-capture/session/phy-port* # set app-identifier asa-instancel
firepower-4215 /packet-capture/session/phy-port* #

d) (EE) AA »yFbmacfilter K2 > 737y Na% vy 7F ¥ 3 5121, mac-filter K~
TEEELET,
firepower-4215 /packet-capture/session/phy-port™ # set drop {mac-filter | disable}
edisable: A1 v Fnb Fry 7 I Ty hOF v 7F ¥ 2 HWHI L ET,
» mac-filter : A4 > F @ mac-filter K2 v 7% ¥ x7F ¥ LET,
G¥) mac-filter 7> a &, ANINTy ¥ v I F v HTORYR— FEZE
T, T 74N hOFT T 3 ITHEIC disable T,
e) (LE) BHHOZ 4V ZZHEHLET,
firepower-4215 /packet-capture/session/phy-port™ # set  {source-filter} filtername

G¥) R—=FIMB 7 4 VX ZHIBRT 511X, set sourcefilter "" AL £,

) MEIISUTLERDOART v 720k L CRERR— 23~ TEMLET,

ATYT6 2Oy F XX T F v by a iGN ERSLT Y r—vay Y—AR— &
TELET,
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BEOR— 0o FY7Fy L0, WEA— T 7V r—va v R— FOW s E U
Ty b7 Fry o arPIBUGET LI ENTEEST, OXTFry N2y TF ¥ 774
ARE vy a AlEENIER— MHICERESNE T,

G¥) Nry YT TF v by varhbR— MEHIRT S, RIORTa~ KT
create D V1T dddete L £,
ay 7V r—var i R—rEREELET,

firepower-4215 /packet-capture/session* # create app_port module_dot link_name interface name

app_name
BX DA module_slot TIVr—varPA VAR LEINTNWSEX 2T 4F
‘\/“:L_/I/O
link_name AU H—T =2 Azfida—V —flk 4 (linkl, inside portl 73
E) o
interface_name Ty NeX XY T TFx T HMERNDLT ) r—3a I
SNTWbHA ¥ —7xA A (Ethernetl/1, Ethernet2/272 &) |
app_name BV 2L VA=A ENTNWDT I r—3 9 (asa)
b) (EE) BHOTZ7 4 AZZEHLET,
firepower-4215 /packet-capture/session/phy-port™ # set  {source-filter} filtername
BX DA filtername lcreate filter| =1~ > FIZ X % packet-capture #iHD 7 ¢ /L # 4,
GE) — E D T g VX EHIBRT S ITIE, set sourcefilter " A L E T,
c) MEIUGUTLEROARAT v 7 ZEV KL THERT S r—ra v A— hadXTEMNL
i‘g‘o
ATYT1T RNy b Xy 7Ty By arad ICHBT AT, ROBIEEZITVET,
firepower-4215 /packet-capture/session* # enable
FLAER L2y b ¥ 7T v By v a 3T 740 b TIEESICR>T0ET, £
varERRNICAEDCT L BERAIy bENL Ty Xy 7Ty kv e
YINT T4 TR VET, By a N TTILT VT 4TI R THWAHE, Eyva
VERENCTHETTNERSNET, 2Oy arEAEMNCT RN, TTICT 2T 4
TINXTy Xy T Ty By a rEEGNITOLERHY £,
ATYT8 MU H I v a BV AT AREICTI Y PLET,

firepower-4215 /packet-capture/session* # commit-buffer
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Ky k% IFeevoasnbik |

NRroy b FY7F vy Bova AR TrE, VATAEFAYy bOF Y I F v EBAL
T4, By a B PCAP 7 7 A NV EX U a— RTDHHIC, ¥y I F v a2 213 50N
HYET,

1

firepower-4215 # scope packet-capture

firepower-4215 /packet-capture # create session asalinside
firepower-4215 /packet-capture* # create filter interfacelvlanlO00
firepower-4215 /packet-capture/filter* # set ivlan 100

firepower-4215 /packet-capture/filter* # set srcIP 6.6.6.6
firepower-4215 /packet-capture/filter* # set destIP 10.10.10.10
firepower-4215 /packet-capture/filter* # exit

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1l
firepower-4215 /packet-capture/session/phy-port* # set drop mac-filter
firepower-4215 /packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
firepower-4215 /packet-capture/session/phy-port* # exit

firepower-4215 /packet-capture/session* # enable

firepower-4215 /packet-capture/session* # commit-buffer

firepower-4215 /packet-capture/session #

NTY X TFY £y a3 VDHIR

Elxe DTy XY TTF Xy a ik, BEFATL W RITIHIBRCE E3, T 7T«
TRy Ry TFr By g it WTERBHIBRTE ET,

FIE

Nry b FxTIFy E—FeBllsLEd,

firepower-4215 # scope packet-capture

FEDNRTy b ¥ 7 F v By va rE2HIRTLICE, ROFIEEZETLET,
firepower-4215 /packet-capture # delete session session_name

FTRCOITIT 47 "7y b FXxTFy tyvarZHRT LI, ROLIICTLET,
firepower-4215/packet-capture # delete-all-sessions

oY T varey AT AREICTI Yy FLET,

firepower-4215 /packet-capture* # commit-buffer

1

firepower-4215 # scope packet-capture
firepower-4215 packet-capture # delete session asalinside
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firepower-4215 packet-capture* # commit-buffer
firepower-4215 packet-capture #
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