VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,
Y

CE)  ~AFar7HAME—FTE, ZOHDOTRXTDI AT 2V AT DF[TAR—ZATEITLT
KTEEV, VAT AFEFTAR=RIZ A TWRWEE, [Configuration] > [Device List] ~2A >
T, TITATRTNARAIPT RLADOTIZHD [System] X477 U 7 LET,

s VLAN V7' A v Z—T = A ZIZONT (1 =)

*VLAN VT A L H—T 2 ADTA LA (2=)

cVLAN YT A L H =T =2 ZADHA RT7A 2 LHIBFEE 22—)

s VLANH T A v B2 —T oA ZADT 7 4V  NRE 3 _—)

cVLIAN YT A v H—T 24 AL 8021Q T o F L T DERTE (4 3—)
s VLAN DY 7 A v Z—T = A 2D (5 2—3)

e VLAN V7 A v X —T =4 ADERE (7 2—)

VLAN D4 B2 —TJ 24 XIZDLVT

VLAN V7 A v X —T oA AT DL, 1 DOWEA ¥ —7 = A A F721% EtherChannel
A B =Tz A A% $72% VLANID TH 73T SN EEOFRBA v ¥ —7 = A AT 5E
TEET, VLANH T A X —T 2 A AN DL EH DA U FZ—T = A A1F, HENIZ802.1Q
N7 LTRESNET, VLANTIE, FTEOYEA v 4 —T A A LTI 74 v 7 %
SEELTBLL ZENTEDD, WA v X —T oA AETZITASA ZBEMLARL TH, Xv
=2 ETHERTE LA 0 F—T = ADKEWERLT ZLNTEET, ZOBREIL, F=
TXANIBEEDOA X —T 2 A AZEI VY THZENTELDT, vAFarTFANE—
R CREZAER] T,

150754~ VLAN & 1| > 13EHOEH %Y VLAN #RETXE T, ASA iT&H
VHZUYUVLAN ChTI7 74 v 0 %2ZET5E, TNETT74~Y VLANIZw vy LET,
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VAN DA A8 —DJ x4 ADS5/4 1R

ETIL 4t REH
Firepower 1010 Essentials 7 £ > A : 60
Firepower 1120 Essentials 7 1 &2 A : 512

Firepower 1140, 1150 | Essentials 7 1 &2 & : 1024

Firepower 2100 Essentials 7 1 & A : 1024
Cisco Secure Firewall |Essentials 7 1 &> A : 1024
3100
Firepower 4100 Essentials 7 1 & A : 1024
Cisco Secure Firewall |Essentials 7 &> A : 1024
4200
Firepower 9300 Essentials 7 1 & A : 1024
ASA {48 AN—T" > MHE

100 Mbps : 25

1 Gbps : 50

2 Gbps : 200

10 Gbps : 1024
ISA 3000 Essentials 7 - & A:5

Security Plus 7 A : 100

N

G¥)  VLANHIRO®RE L TH Y vTDHA 0 —7 = A AT, VLAN Z2E ) 4 TEJ,

VLANY A 3 —DJ x4 RADHA FS54 2 EFIREIE

ETILOYR—+

» Firepower 1010 : VLAN %7 A > X —7 = A AL, AA v F R— b EZILVLAN A > ¥ —
T2 A ATIEHR—-F SR THEREA,

. VIANY T A2 —T /4R



| AN I 1o 58 —Tz42
VAN 4T 4 v 8—T x4 2077+ 0 hEE

cASAETNLTIE, BHA L H —T 2 A ADYTA L H—T 2 AZHRETEEEA, 7
B =T 2 A ADYR—MIOWTIL, BFHAgy MNR—b A F—T =24 2525
LTL &N,

ZOMDHA K514

WA L H—T 2 A A LD TR LNy FOEIE T H—T A AT D
G MBEA LA =T A AT T 74 v 7 ZBBSERVWEIICTHZ LB

T, MEA LV H—T 2 A RAI X T ORIy FEERSEDLZENTEH2OTT, 2
DRMEE, 77T 4 Tl BlA X —T = A A L EtherChannel V > 71214 TixE D +

T NI T4 I TA U —T oA AZBRTHICIE, WA X —T oA AFETIZ

EtherChannel f > % —7 = A ANA X —T N7z > TNWDBLERH D20, 1\774’ v 7
DA 2 — 7::/I’Xi7i /% EtherChannel f > % —7 = A A&@Eim L2V L 212, 4~
H—T 2 ANILETERELRWNWTL &N, YA 2 — 7:/(Xi7iiEtherChannel
/(‘/&_7:1:/(;('6&7‘@731/\/\0/77 h @il S A5A1L. BEH EBY namexRET
xFET,

FIUERA L H—T 2 ADTRTCOVTA v H—T A AL, TV v TN—TF AL R—

MPIL—T v RA U E =T 2 ZADNTNHTHILERH Y £, BERBLIO—HKII T
FH A,

ASA IZ Dynamic Trunking Protocol (DTP) Z#a— F LTV, #RESILTND A
AVFR=PFEEFMFIC N T X T THIIICHETOLENH Y £,

BA v H—7 = A ZD[F U Burned-In MAC Address i [l % DT, ASA TEFZSN-H
TALHE—T 2 AZ—BEDOMACT FLAZENYCTHZ L, CxFd, =& 23
P—E R Fua g = 2L o> Tid, MAC 7 RLRIZESWTT 7 & 2l 21T 2 HEa0
bV FET, Flo, IPV6 U 7 —INT RLAEIMACT RLARIZESWTEREND T2
b, P TA L H—T 2 AT EDOMACT FLAEZE VY THZ LT, —EDIPv6 )
7 a—Jj)VT RUANARRIZZR Y . ASATRIEDA L AZ L ATDNT 7 4 v 7 Ol
WETDHZENTEET, “BOMACT RLAZHBWIZAK TEET, MACT FL A&
OHBE D B TESBLTIIZEN,

VIANH DA A —TD A ADTIAJL FETE

COHETIE, TEHEEOT 74/ a7 4 X2l —2a UREREENTHRWEEDA
H =T oA ADT 7NV IR EERLET,

AVB—DTARADT I AIL FDIREE

A EBE—=T 2 A ADT T /L ORBEIZ, ZOFA TEBIRa T2 NE—RIZL-oTHRYR
Di‘j—o

“NTF ATHARNET—RTIE, VAT LAETAX—ANTOA Z—7 = A ADIRFEITH)
Db, TRTOEN Y THELDA L EZ—T oA ADTFT T 4L hTA F—T N >TNE
T 7272 L. NI T4 v MA U H—T oA RAEZWBTH-0OI2F, TDA 2 H—T xR
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VIANH T va—Tx4Z |
B vwwsoros—orrze8m10 kSR s0RE

VAT NFITAR—ANTA Z—T Mo TWAUERHVET, (v —T oA A% R
T AFITAR—ATU Y NI T HE, O X —T =24 AL, TEIFFLTNDET
NRTCOaAryTHRARTET L LET,
VN RELIIVAT LAFITAR—ATIL, AV F—T oA ZADT 7 4 /)L k OIREEIZIK
DEEBYTT,
WA A —T 2 A A T 4 B—=T I,
*VLANH T A U H =T = Af XA i A RX=T N, TEIEL, " T T4 IR TA L F—T A
Az @ D72 DIIE, WA =T 2 A A A R—T NIRRTV LRENRH Y £
ﬁ‘o

VLANH JA 8 —2Jx4RE8021Q0 S F 05N
E

VLANY T A X —T = A A% A % —7 = A4 AF =% EtherChannel f > % —7 = A AT
BINLE9,

1R BRI

YNATF ArTEALF=FTE, VAT LIFTAN—ATROFIELZFATLET, £LVR
Th AT 4 X2l —T gy ET— RIZA> TWRWEA . [Configuration] > [Device List] <A
YT, TITATRTNRALADIP T RLAD FIZH D [System]| X T2 U w7 LET,

FIE

RTFYT1 avTFXFAL T—RCLoTROEIICEARY 7,
o« UV E— ROEE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <2
A 2R ET,

s T B— ROBFE, VAT LAFITAA—RXT, [Configuration] > [Context Management] >
[Interfaces] ~A > Z 3R L 77,

ATv T2 B (Add) 1>[A > % —7 =1 A (Interface) ] DNEITER L £,
[Add Interface] A 7 2 7R v 7 ANFREINET,

GE) VTN E— ROLE, ZOTFMETIEG E LTV 5O [Edit Interface] #1471 7
Ry T ADINTG A—=E DYV T2y NOZRTHDLIZH, DT A= %FET HY
BlE. =T v FE—RFREBXRIN T AT LU N E—FRDA U F—T oA A%
ZHLTLIEE, wLF IV TFANE—RTIE, A F—T oA ADHEE
SETTHENC, AV THRANMIA U H =T oA AZE VY TEHIVNERHY £4, ~
NF arTHRARNOREEZZRLTIIZIN,
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ATvT3

RATv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

VAN o471 w8 —7 21 206

[~ R =7AR—k (Hardware Port) | ke vy 7 X7 U R b, 740X —T o A%
BINT WA H—T 2 A AETEIAR— b TF Y 3N A v F—T oA AERIRLET,

AH =T 2 AWNFEEA X =T N THRWIGATX, [Enable Interface] F = v 7R v 7 A& A4
WZLET,

A B =T 2 A AFT 7V N TA R—T N> TWET,

[VLANID] 7 « —/L FiZ, 1~4094 ® VLANID # A/ L %7,

VLANID (Zi%, #ft SN TND AL v FTTPHEINTND DO H Y £, FEMIZ OV T,
AA v FDO=aT VESRLTIEIN, vAF ar7x 2 b E— FOE4AE, VLAN LV
AT ABEETLMIRETE A,

[Secondary VLANID] 7 ¢ —/L Ri{Z, 1 DLLE®D VLANID % AX—RAE 7213 H >~ TRY) - T
AN LET, T 28O EIEY vy v a2 AL ET,

ASAIZEHI VX YUVLANT NI 7 4 v 7o ETHE, FDNT T 4 v 7 %7 T (<1 VLAN
i~y 7 LET,

[Subinterface ID] 7 4 —/L RIZ, 7 A X —T =14 A ID % 1 ~ 4294967293 OFEH AL
£

HASNDYTA L F =T 24 ZADFFIE, 77y 7+ —LILoTRRY £7, RERIT
ID ZZEHTEEH A,

(A7 a ) [Description] 7 4 —/L RIZ, ZDA X —7 x4 ADHHEATLET,

X 240 SCFLUNTANITE ET, SITH ANTIZIITTAALET, v F ar7TF A
E— ROLGEA, VAT LAOPHAE 2 TFA NOBBIZBERIEH Y FHA, T z— LA — 33—
FEAT— V7 OE4A . #iBIT TLAN Failover Interface] . [STATE Failover Interface] .
F721% TLAN/STATE Failover Interface| 7¢ CIZ[EE SN E T, ZOMBIIRETEEHA, Z
DA H =T 2 A% T 2—VE—NR—FZFAT— V7 LEHA. 22 TANLET
NTOFHAN, ZOBEEOHHATEEZINET,

[OK]Z7 U7 LET,
[Interfaces] ™A TR Y £,

EENEY D
VLAN YT A v Z—T 2 ADTA LA (22—)

VLAN DY T B3 —T 4 XDHI

WIZ, Y ITNVE—RTHTA L E =T oA ZADNRTA—=FZFET HHERLET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
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no shutdown

interface gigabitethernet 0/1.1

vlan 101

nameif inside

security-level 100

ip address 192.168.6.6 255.255.255.0
no shutdown

VIAN4 TS v8—Tz42 |

WIZ, Catalyst 6500 TED X HIZ VLAN v v B 7 3 ET 200 &R LET, /—R%&
PVLANS (#5589 5 HiEIC OV TIE, Catalyst 6500 DX EH A REZBBL T 7ZEW,

ASA Configuration

interface GigabitEthernetl/1

description Connected to Switch GigabitEthernetl/5
no nameif

no security-level

no ip address

no shutdown

interface GigabitEthernetl/1.70

vlan 70 secondary 71 72

nameif vlan mapl

security-level 50

ip address 10.11.1.2 255.255.255.0
no shutdown

interface GigabitEthernetl/2

nameif outside

security-level O

ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70

private-vlan primary
private-vlan association 71-72

vlian 71

private-vlan community

vlan 72

private-vlan isolated

interface GigabitEthernetl/5

description Connected to ASA GigabitEthernetl/1
switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 70-72

switchport mode trunk
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VAN 4 T4 > 8—7 x4 20BE [

VLAN YT A 3 —T 4 ADEFE

R1VIANY I 23 —T 24 ADERE

HEES N— | BEEETE IR
T3
v
VLAN £/ T00) | Tk DFIRE M S E LT,
e ASASSI0 BER T A B 2D VLAN N 006 1012 x £ L7,
+ ASA 5510 Security Plus 7 A &£ A®D VLAN #4873 10 705 25 (282 £ L
776
« ASA 5520 @ VLAN 3473 25 775 100 12H#9 %2 £ L7,
« ASA 5540 @ VLAN 347° 100 725 200 i[2#8x £ L7=,
VLAN o 722) | VLAN OHlIBRE/NEE S FE Lz, ASASSI0DFEART A B A TIX1000 5
50 12, Security Plus 7 1 &2 A TiX 25 7>5 100 12, ASA 5520 Tl 100 725
150 12, ASA 5550 TI% 200 75 250 |28 %2 TWET,
ASA 5580 @ VLAN ¥ 812) | ASA 5580 FTHAR— M &5 VLAN 728 100 25 250 ICHE SN E L7,

AL HFYVLAND T S54 <Y |95\ T A FZ—T A AT, 1 OUEOEH XY VLAN 2R ETXHLH
VLAN ~D~ v B2 7 OH FK— k W72 ELT. ASAIZEH VXY VLAN ChI 7 4 v 0 BZET 5L, *
N7 A4~V VLANIZ~ v 7 LET,

WO AN ZE L7, [Configuration] > [Device Setup] > [Interface
Settings] > [I nterfaces)

[Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces] > [Add
Interface] > [General]

ISA 3000 > VLAN D0 913D | Security Plus 7 A & > A3 %072 ISA 3000 (22T, F A VLAN £4% 25 2>
5100 I2¥E 2 F L7,
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