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WIT. base 64 THELENT-a—H )L CA FFBHEZOFIZ R LET,

MIIX1wIBAzCCF1EGCSQGSTb3DQEHAaCCFO0IEghc+MIIX0jCCFzYGCSqGSIb3DQEHBGCCFycwghejAGEAMT TXHA
YJKoZIThvcNAQcBMBsGCigGSIb3DOEMAQOMWDOQTI jph4d SxJoyTgCAQGAghbw3v4bFy+GGG2dInB40LphsUM+IG3S
DOiDwzG9nlSvtMieoxd7Hxknxbum06JIDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtY faWwPEAPQxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n10iJjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwiCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyot ZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgy0XM+£G5rb3gAXyl1Gk]jyFI5BmIDo6RUROOG1IDSrQrKeg/hj....

END OF CERTIFICATE

SCEP 7O %< H7h—

*ASA & CiscoISERY 2 — /— R, RIUNTP Y —_"—%fEH L TR TnDHZ &
%Eﬁﬂ‘h L/jz—g—o

XTI TAT U RI3OLBENRT Y RS FTEITENTWARERH Y £,

s TN—T R —OFRw T e T 7 A )VTHE SN DA UL, AAA FRGE & R EREE
OMGFEFEHTLEIICHETILENRDH D £,

« SSL A" — kA3, IKEv2 VPN £t HICBAVWTWAMER H Y £77,
«CAIL, HENF R E— RIZ2> TV AMERH Y 97,

ZOMDHA FS4 >

MHTZ DAEAEDZ A L, GEHELZEHT 27 7Y r—ra r THER—F STV 5
REAEX A 2 X > THIFI S E T, RSAGEIEILER ., sEEZEHT 2T XCoT7 7
Vi—varThiR—hESET, 72720, EDDSAGEHEIX, V—J AT —v a3 OF
N =T 4 VTV AT A, 77 UY, ASDM, FE XTI I7A4 T b TEYR—
FENBRWEERH D FI, 2 xiE. VUE— T 7B A VPN DIDE L OEEEICIZIRSA
FEAEZMER T2 LERH Y £, ASAVGEAELZGHT L7 7Y r—ra rThirvA
k[ VPN O34 1%, EDDSA AR — hSnuEd,

cASAMNCA T —NR—F7/I7 T4 T FE LTRESN TV AHE., HEEINZKTH
(2038 4=1 H 19 H 03:14:08 UTC) =Bz 72X o, FEHEOAIMEHIRL T 72 &
W, ZTOHA RIALNF, =R S—F 4 R F =54 R— h LA ECHEA S
nEd,

¢ ASA 1T, IROFBESEDWT D2 STV DHEIT DA LDAP/SSL #5658 & e ar L
S
¢ LDAP ' — N—FFRHEREHEINTHNT (R A MKRA U FEZIZASA R T A F 7 —
VIZHIET D) . A CThnrZ &,
e F— U EIFITLTNAF— =50 CAIHEMEEINTWNT (FTF A RRA
VRNEIZASA P T A NS VZTFET D) \ FT=—rNOTXTO L CA FEHA
EREENSEN THDHZ L,

Foanisz ]
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FEHEOREENTETTHE, ASAICLY, 2—HFDOF— X7 LitHETF = — 25T
PKCSI12 7 7 A A RIFSNE T, ZHUTiE, BT EIZHN2KB D7 T v a AEY &
X7 4 A7 EEBAMETT, EEOT 4 AV RO EIL, HE STV S RSA F— H
AREFERAET 4 — IV RICL TRV ET, HTEL 77 v a AEVOENELN
TWD ASA T, RE T OREAERERE ZE0BNT 2581213, ZOHA o4 VIR
LTLEEV, ZIHDPKCSI2 7 7 A /Wid, RESNTWDREOIGEZ A LT U7 hD
M, 77 vva AEVICRESNET, F— A XFX2048 L EEZFEHATLZ L2680
LET,

HHA L Z =T 2 AA A~DASDM + 77 4 v 7 L HTTPS b7 7 4 v 7 kT 5720
oy TAT T AT 4EHEEZMENT 259 ASAZRET 204ENH Y £9°, SCEPIZ X
D ABIICAR SN D IDFEAEIRY 77— O NCHARIN D 72D, LT HME O IDFE
HELFETA AL LTLEI, SSLOACHAESND ZDT vy —U % ORI
DWNTIE, RO URL ZZ ML T 7EE W,

http://www.cisco.com/en/US/products/ps6120/products_configuration _example09186a00809fcf91.shtml,

ASA L X277 747 b TRAETEX DI, [X520Serialnumber] 7 ¢ —/L K ([
V=7 4 (Subject Name) ] DV 7 /L% %) 73 PrintableString T3 T®H 2 AEHAE DT
T, YU TAESORRICUTES R DTy a—F 0 U I MEH SR TV AEA, FER#
PAREIE R L £,

ASATDOA AR — MNRFIX, AP EEET ZFEAEAT A—ZITHEHA LT EE0,
ASATIL, ZNHOFEHENE LI N THNEHT — & ICHAAENE T, EADT 1 —
VRSB DREHET, E S LEEICHEIL L TRV EMIRESND 2D, VA h—LDRK
AR LE T, 72750, N—=Ta V906 LI, A7 a7 4 — L ROZEAEIT, B5
LB LA A F— )V ORKGEREICZE L A,

TANRH—F (*) xR+ 2103, XFPIETCZoXFEEATE Lz a—FR
Z CAY—"—THEHL TS Z & EMRE LT ZEV, RFC 5280 Tl UTF8String £ 72
IX PrintableString Z {35 Z & ZH#E45% L CTUVEF 03, PrintableString TIZZ DYV A /L K
N— RXFaEHHTHD LR L2 UTFSString 242 MERH VY £4, ASA
E. A AR — NICEEN R ST ETAMER oD & A o AR— N LICREAFE LG L E
T RITPIZ R L £,

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711h

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

TOFIGEBREDETE

T ITE, TUXNGEHEOREFIECOW T L ET,

B 7osLianz
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| #osrmne
s@n0Ez |

B2 ID MEE

ASAMNTLS 7 74 7 > b & LTEHIET 284, ASAIZRFC6125 TERINTWHT S Fr—
vary == ID ORGELV— I EYR—FLET, ZTORFC TiL, 2R ID ##£H (ASA
ETEE) L. (7 Vr—vary —n_"—0nbkE) RSz IDIZx L TSR ID 21
AT HFIEEZRLCOET, RSN IDBRTEEAOSRID & —F L2 ThiE, Bkt
SENRT, =T —nu SIS nE T,

B ORESLp . = N—IZHH D ID 27T 572012, 1| DL ORI+ % & T — 3 —
FEBHEZ ASA IZHER L ET, ASA THRIEINDHSMID 1L, B OMT I — N—FE
THERENDID L ENET, 25D IDIEL, RFC6125 TEFRSN TS 4ODID ¥ A
TOREDA VAR AT, 45D ID ZA FITRD EFY TT,

«CN_ID : GEHEDOY 7V =7 b 74—V RIZRESND, l4 (CN) #A47D 15D
BYES A T EAEDORT TR E EN L ERERI4 (RDN) . ZOfEIE, BRRBO RAA
VA E—HLET, CNEIZEHRBEROTF A M+ 52 LT TEEHA, CN-IDEBRID
T, 77U —var b RII/HEINEEA,

W

* DNS-ID : dNSName % A ~’® subjectAltName = kU, ZHUZ DNS KA A 4TI,
DNS-ID ZHID TiX, 77UV r—vay h—ERIFEINE A,

« SRV-ID : RFC 4985 |Z/£# 41TV % SRVName B DA {4 D, otherName & A 7'0
subjectAltName =~ k U, SRV-ID #3121, 1\7‘4’/%&77)77*—“/3/4ﬁ“—tx
AATOWMGHEHHT LN TEET, 722X, [ _imaps.example.net] ¢ SRV-ID 61\
DNS KA A 45457 D lexample.net] & 77)5‘*73/“3‘*-[:% & A Ty

limaps| (271} BIVET,

* URI-ID : uniformResourceldentifier & - ~7°® subjectAltName = U, Z DfEIC
[scheme] > R—x> b &, RFC3986IZEFE 41TV 5 [reg-name| /1/~/1/ *ﬁﬁ‘é
Thost] @ AR—F b (FRIZTNTHY T HarR—x ) OWMERGTENET,
URI-ID @5l F12i&, IP 7 RLATIEAR<, BELOEKRA T TIER < DNS RA A~
HEEDLMENDHY £F, 72 xiX.  [sipvoice.example.edu) &9 URI-ID i%, DNS
RAA 2D Tvoice.example.edu] &7 7V r—2 g —E A XA 7D [sip)] IZHEIT
TET,

S ID X, REHAOA4RIZRET D EERSNE T, ZRID MERShD &, 45D ID ¥
A 7 LB DN EBIRIDISEN, £2EZRBIDMLOHIRT 2N TE T, B
D IZiX, DNS RAA VA ZREETHIERNEEN TV DIMLERHY £, £/2, 77V r—
Var U RERET HIEROEHDLENTEET,

48D HHEIIZ

« ZHID IZ. syslog —N"—BIUOA~w—F T4 LA b= R—~DERHGRII DA S
NET, TOMD ASASSL 7 T4 72 b T— FO#RTIE, BRER T, 2 ID 0%
ERME TR — SN THEEA,

KR T TA T FOBIEHHERB LT +— Ny 7 ZB&E ., ASA I RFC 6125 TiiH
ENTNWAID & —HEHE-DDOTXTONL—LEFEELET,

Foanisz ]



FoaLiEng |
B seoanzs s TozEss

FEAEAETCT DEREIIEEINEFYA, L7ZNn-> T, [INo Match Found, Pinned
Certificate] AvE—UNRRETHILITOV EFHA, /o, VA3 THEESTHIF
AT Y MIXFERT T4 7 2 b TIERWED, —BER RO 6 WG EIc e —F —235EH
EXETTHELTEERA,

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Reference Identity] |28 L £,

REFLOBBID NI A FSNET, HLOBWID ZBMNT5I21L[Add] 227V v 7 LE
*9“ BEEDOB M ID ZMET 51213, HEROBMID 2N LT 6 [Edi) 227V v 27 LET,
BEFOSMID ZHIFRT 51213, IROBMID ZiRIN L Th D [Delete] 227 U v 7 LET, fiff
AP OSEID ZHIbRT 5 Z & IXTEEHA,

ATvT2 ZBRID ZEREITEET HI21E. TAEIL[Ad]. [Bdi) %27 U v 7 LET,

[Add Reference Identity] & 7= 1% [Edit Reference Identity] % 1 7 1 7' 7/R v 7 A% H LT, M ID
ZIERBLORRELET,

BB IDIZIE. EBEDOZ A TOBBOBEID #EBIMTX 4,

c ZIRID ZRELTRIZ, TOAFIZERTHI LIXTEERA, ARIEELET DI
ZMEID ZHIBR L T OIERLETHLERD D 7,

RDIARY
FE LTS ID X, syslog 33 X UF Smart Call Home ¥ —/N—$#f5i 4 3% €T D BRI L £,

BHEDMRAERX A TDREAE

B CXDHEAELRMEITDE, TAT T 4T A iEAEDRESL 72 EDERI I X A7 R0,
o — 7L CAFFIAERS o — RELIEAEOERS R PO I BICHEERREZITRZD L HITRD
\iﬁqo

48 HHEIIZ

TYUANGEAEERICEZBEL, FECEIMAELHLLET, EX—NREIN TR
WCAGEAEIX, X TO VPN 7’12 h /L & webvpn TEH &4L, R T A RARA » N THEEY
AT v MIEAFEERFET D K ICRESNTVET, Fo, bTF A IARA b EiE, HTTPS
P =27 e U ST A MRGE L. smart-call-home I A fREET 5. webvpn HERE
R THEMESNDEHETE DAAFEDO—EDZ & T,

B 7osLianz
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ATy

ATy T2

ATvT3

ID EEERE

%

\d
A

I
\I
I
A
i
A

&

oz [

FIE

TAT T 4T AFEARENT, ST EIWMEBEX—L L HIZASAICHESINDIEAETT, Zh
L. SSL #h— B AR IPsec h—E RAZFENLT HEEDOT 7 b RO SLET X 72T ¥
DAERIZHEH S, PTARMKRA Y MEBET L LICL > THBENET, 7477+«
T AFEHEZRET DI, IDFEAE (15X—) 2R T30,

O—H)L CAERETDHE, VPN T4 72 N ASA D OIFAZ A EHERETE L L 912 7n
DNET, ZTOFERFTIZED ., ASAIZCAICEHEINE T, CAZRETDHITIE. CAEH
E(23=Y) ESRLTIEEN,

WebVPN Java 27— REALEEDO —EE LTT AT VT 4 T 4t EEZHEHAT 55, =—F
B EIAE (29 4—) ZBRLTLIIEEN,

RDEZRY

FAEAEOHMIRIZT 7 — M ERET D0, 7 VX NVAEAESCIHENHEOEHER e =% —L
£7,

TAT T 4T 4 EHEIL, ASAND VPN 7 7 £ AOFAEICHEH T £,
[Identity Certificates Authentication] XA > TlZ, IRD KX A7 #FETTEE T,

cTAT YT AT AREHEOBMETA R —F (15~=2)

« CA B OERE LT CMPV2 BERDOAT L

« IDFEHFEOFEMAZRRT 5,

« BEAF D ID REM HZHIRT 5,

cTATUT 4T AAERHEOT T AF— (20 3—) ,
AEEASHIROT 7 — hERET D,
«Etrust TV A 727 4 7 4 GEAEZ RS DAEHEBEL ZROAER (20 X—)

SERREMEME=IEA v iR—

FHLWIDFFAE a7 4 X2 Lb—r a3 U EBNERITA VR — T 51202, ROTFINEE LT
LET,

FIE

[Configuration] > [Remote Access VPN] > [Certificate M anagement] > [l dentity Certificates] DJIE
WBIRLE,

Foanisz ]
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B 7 7 7 ammEoEmELIZA oR—

ATvT2

ATvT3
ATvT4
ATy Th
ATvT6
ATy T1
ATvT8
ATvT9
ATy 710

ATFvIN
ATy 712

ATy 713

ATy 714

[Add] 7 U v 7 LET,

BRE N2 b7 A MARA » MY EEBIZR 72 [Add Identity Certificate] % 4 7 12 77K » 7 A
MERINET,

[Import the identity certificate from a file (PKCS12 format with Certificate(s) + Private Key)] 47" =
ARG ET ) I LT, BEFEOT 7 AN IDREHELZ A AR — F LET,
PKCSI12 7 7 A VDOEBSALITHE R T AR 7L —X & AT L FET,
T 7 ANDINALE NTTT DD, [Browse] &2 Y w2 LC [Import ID Certificate File] % 1 7 &
TRy AeFor LET, fEFHET 7 A L% R T, [ImportID CertificateFile] 2 7 U » 7 L
e
[Add a new Global Controller] 7' a > R¥ %27 U w7 LT, HrLWIDIEAELZEMNL F
D
[New] Z7 U v 2 L, [AddKeyPair] ¥4 7T/ Ry 7 AR R rLET,
[RSA]., [ECDSA], F£72I1% [EdDSA] ¥ —D ¥ A &R L ET,
[EdDSA] #3795 &, [= KU — X} (Edwards Curve) 147 v a U BNEREINET,
[EADSAI| A7 v arvR&Z %7 U w7 LET,
[Use default keypair name] 47> a > R¥ %27 U v 7 LT, 774V hOF— XT 4% H
LET,
[Enter a new key pairname] 47> a > A¥ %7V v 7 LT, HiLWARIZEATILET,
Ky 7Zr URANPOEREY A XE28IRLET, [= FT— X (Bdwards Curve) ] %
R L7581, [Bd25519] 28R L £97, FRE) A ARG AL, Entrust (IZBRWED
LI,
ASA 9.16(1) IFED /R —2 2 U Tld, 272048 LLED RSAEY 2 7 AW A XA L TL 72
SV, RSA F—H1 X732048 £y bARNOH A, CAREHEFEORFENKIGL £4. ZOHIIR
 EEXTHITE, BV EOHRA T a v EAMNILET,  (CAGEHZEDOF K5O
"9 =) 2ZH) |
[General purpose] &> a v K& (F 740 ) Flzid[Specia| & 7> a v K& %7
7 LT, = XTOHBE®ERINLE 9, [Special] 7" a > RZ U EBRTHE, ASAICK
DELMERFEHDO200F = XTRAERINET, ZOBPUL, ST DRI HIZ2 2D
RERENMER Z L AR LET,
[Generate Now] &7 U » 27 L TH LW\WF— X7 Z4ERL L., [Show] %2 U » 7 L T [Key Pair
Details] ¥4 70 7Ry 7 A&FoRLET, Z2I12E, ROEFFREHOHFERNRINET,

o WP —RRRED G & 72 D F— T DA,

o F— T DAL H K,

« RSA ¥ — X7 DOHI&,

e F—RTDEV 2T AP A X (512, 768, 1024, 2048, 3072, BLTr4096 £ ) . F
7 )V ML 2048 T,

. 5:#‘2 Fﬂ%fﬁ@%ﬁ@#‘»‘ 5‘:%& %é\ﬁ#‘“‘ 5:»4&0

B 7osLianz
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ATy 715
ATv 716

ATv 11

ATv 718
ATy 719

ATvT20

ATy IT2n

ATvT22

ATvT23

FA4Fv7 47 iEnEOEMELEA K— [

SETLEL, [OK] 227V v LET,

ID FEETDN 2T 57O DFEHEY 7Y =7 h DN #RIR L £9, Z0%, [ER
(Select) 1 %7 VU w7 LT [FEFAZM4ADN (Certificate Subject DN) | XA 7R 7R v 7 A%
~LET,

Ko 7XZo o)A RGBT 5 DNEMEZ 1 SLLEERL, 2 AL, [Add 227V v
7 LET, sEFAEY 7 =7 F DN OEHAEEZR X500 EBM:iE, ko LBH TT,

« Common Name (CN)
+ Department (OU)

+ Company Name (O)
« Country (C)

« State/Province (ST)

« Location (L)

« E-mail Address (EA)

SETLEZL, [OK] 27 Uy 7 LET,
HOBAGEEZERT HI121E, [Generate self-signed certificate] = v 7 Ry 7 XA &A 12 L
i‘ﬂ‘o

TATUT 47T 45EEEZ T — )V CA & L THRE S 51Z1X, [Actas local certificate authority
and issue dynamic certificates to TLS proxy] &= v 7 R v 7 A% A N2 L £ T,

BIMOT AT T 47 4 GEHEREELT 9 I2IE, [Advanced] %7V v 27 LET,

[Certificate Parameters], [Enrollment Mode], 33 & UY[SCEP Challenge Password] ™ 3 DD % 7 % £F
> [Advanced Options] % A 7 & 77K » 7 ANRF RS NET,

GH) BERE— NIXE L SCEPF v L ¥ "2 U — NI HCEAGEHETIHEN TE £
%Vo

[Certificate Parameters] # 7% 7 U v 7 L, IROEHRE AT L ET,
*DNS >V U —[EEN D / — RONLEZ 779 FQDN GEfEffi KA A 4) .
o ID FEEICBIEAH T SN TWHE T A—L T KL A,
<4 EIRy MIZ 10 ERTLD, Xy FU—2 LD ASAIPT FLXA,
* [Include serial number of the device] = v 7 R v 7 A& A2 LT, ASA DV T LTS
ZREAE T A =2 ITBEIL £T,

[Enrollment Mode] # 7% 7 U v 7 L, IROIEHEATILET,

* [Request by manual enrollment] 47" = > AR % > F 721X [Request froma CA] 47> 3 > R
Aoy Uy LT, BETRABRRL E7, [Request from a CA] 23R L T CMPV2 %

Foanisz ]



FoaLiEng |

B 777 7 amEoemErEs K-

ATy T2

ATy T2
ATy T 26

ATy T21

ATvT28
AFvT29

AR T DAL, CANDODERE LTO CMPYV2 BEEOFRNME (19 4—) &%
LT 7TZEN,

o Bk L (scep. ecmp, Eoidest) ZEIRL ET,
G¥) EST %44 8K L7=3351L. RSA ¥— & ECDSA F—DAHZBIRTE £7,
EdDSA % —[3#HR— ]éﬂTWiﬁho
« SCEP Z/ L CTHHEIRNCA v A b —/L &N DFEHED B4, URL,
«IDFEBAED A VA b VIZFF R SN D KERITOE, T 7 4/V ME 15T,

+IDFEHED A VA b — VIZFF R SN D KEAITEE, T 74/V MI0 T, ZOH4
. FRITIEEIN THIVUZME CHLERITTE £,

[SCEP Challenge Password] # 7% 7 U v 7 L, IROIEHRE AT LET,
* SCEP /YA U — K
* SCEP /N AU — R &M@ D72 HOIZ AT

%Tbk V[OK]EZ U v LET,
uftﬁﬂi“fﬂﬁ® AEAEICBA TE 5 L5127 55613, [Enable CA flag in basic constraints
extenswn] A AT LET,

FEARHBFIDIRIZ X » T, GEAEOY 7V =7 FRREER (CA) E I il Sh x4,
ZO%E, AEREEMEH L CoOGEREICESLT D 2 &#T%iﬁ‘CA777 X, Z oYLk
O—HTT, ThHOHEANGEHEICFET D2 Lk, FEHEOARF—%2 MM L CGGEHED
BUERATEXDL LA RLET, ZOF 7L a2 FrOFEFICLTENTY, KICHEIT
HYFEHA,

[Add Identity Certificate] % A 7 2 7' 7R v 7 AT, [Add Certificate] 27 U v 7 LE T,
[Identity Certificates] V A MIH LW ID GEBIENR RS NE T,
[Applyl #27 U v 27 L, HiLWIDFAFHAEa L 7 4 FaL— g VARFELET,

[Show Details] #7 U > 7 LT, KD 3 DORREGH X 738 £41% [Certificate Details] 21 7
Ry 7 AEFRRLET,

* [General] # 71CiX, # A7, Y UTNEK G, AT —F A, Hik, AHF— ¥4 7, CRL
SARA Vb GEAEOREE, BLOBEEM TN TND N TR MRA v bOERE
RENFET, B OfEIL, [Available] & [Pending] D i 7 D A7 — % ZZEH S E 7,

s [Issued to] % 7'i12iX, 72 =27 b DN E2IFFEHEREE D X500 7 1 —/L & ZDE
NERENET, ZNHOfEIE, [Available] AT — % ADORZHA S £,

« [Issuedby] # 71Ci%. FEHEANM G L7 T 4T 4 DX500 7 4 —/L RRFRENET,
Z D OfER. [Avallable] AT =B ADIHITHHA S ET,

B 7osLianz
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ATv 730

carsnERE LTo emp 2ioamt i

IDFEAED 7 4 X2 b—a VEHIBRT D2, 207 4 Fab—a &% R L, [Delete]

7 Vw7 LET,

GE) AEAEa Y 7 X2 b= a Y EHIRT D &, HnTE <2 Y, HIBRLICEE
BEZFERT 212, [Add] 227V v 27 LT, iEAEa 74 Falb—ra D
BEME T THANLET,

CANLDERE L TOHDCMPv2 EHFEDERIE

LTEVA YLV A Xy hU—=7TExa T4 5= U=A T/ & LTHEET 72012,
ASA 1T Certificate Management Protocol (CMPv2) Z i L Cu < D DFFHEE HEEE %2 Y
A—hLET, ASA T34 AFEHAFEOREKIZ CMPYV2 2325 2 & T, CMPv2 23 %h7 CA
PO DEAIDFERE L B X VGEHEL FERERLZD | R U — X7 2607 2 LA
ITHEHOFEAEZ 2 LR 57O DOFENELFE TR L2 TEET, ZIE LIiEEFITEkR
DERTE DINBIRAF S AL, FEBERG T2 > TV D IPsec DFRE THEH S VET,

\)

() ASA TIZCMPV2 DT RTOMEZFHATE 217 TlEdb v A,

ATy T

BAIDERT CA EDEHEEMSL L., YOFEHELZRIG L E T, CAFEHEIZ N X FARA
VN CERIICRESNAMLELRS D EFT, £ VA=A FOFEHEO 7 4 =7V " 2R
5L, WAENETENET,

[Advanced Options] 7 « > K & @ [Enrollment Mode] % 77 £ C [Request froma CA] %27 U v 7 L
721, CMPV2 B8k 7= DI FOFIEZ EIT L E T,

brH RIS
TAT T 4T AFEHEOBMEIZA vAR—F (153—=) OFIEEZFETLET,

FIE

CMP %X~ m =L & LCEIR L, http:// fEIIZ CMP URL = A L £7,

ATv T2 T_TOCMP F8)/HEVSEHIC HENH LW d— X7 244 5121, [RSA] £721%

ATvT3

RTv74

[EDCSA] &R L 7,

[RSA] Z&R L7254, [Modulus] Ka vy FH D A =a—nbEZ®ERIRLET, [EDCSA] %
BIRL GG, FEHERO ey 77X 0y Ao —nbEZERLET,

(FAFvarv) AHEOEFH . HDWITBREREROIERANF— T 2 kT 51T,
[Regenerate the key pair] #7 U v 7 L7,

[SharedKey] %7 U v 27 L, CAIZL > TT U hAT ANV FRtENEEANLET, ZOfE
1. CABLASANTZHT H A v —VOEEEL LOBAEAHERT HT-DIEH SN E
T

Foanisz ]
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B 775 7 amEozs k-

ATy TH

ATvT6
ATy 17

ATvT8

ATvT9

%

\d
A

I
\l
I
A
i
A

ATy I
ATv T2

ATvT3

ATvT4

ATy TH
ATvT6

[Signing Trustpoint] 227 U 2 L, CMP BERERIZEL T DM H SN2 BITHE AT 31 A
FERAEZETL N T A MRA v bOLRIZEATILET,

INEDF T aiF, FTARKRA L MEET T S /LR CMP IZERESNTND & XIT
IMEHTEET, CMP F T 2 FRA V FBRREEN TV IS Aﬁﬂﬁitia%ﬁﬁé
DODWTNMNEIRENTEETHR, MAHIFEETEETA,

CA FEPHEZ R T T 5 121X [Browse Certificate] #27 U v 7 L £,

(A7 a3 ) CMPV2 D HEVEEk A BT 5121%, [AutoEnroll] F = v 7 Ry 7 A& 412 L
7,

[Auto Enroll Lifetime] 7 « —/b NIZiX, BEVRENLEIC/R L ETO, FEAFEOHIZ2A%)
WM oORR—tvr 77—V AN LET,

REEO B ITH LW — 2 4pk 3 5 121%, [Auto Enroll RegenerateKey] %2 V v 7 L £7,

SFBRZED T Y AR—
IDFEHEZ =7 AR — M52, ROFIEZFEITLET,

FIE

[Export] %27 U 7 L. [Export Certificate] ¥ 7 2 7Ry 7 A%FKnrLET,

FEAEa L 74 X2l —2a BT AR— T B EEIHEATHPRKCSR2ER T 7 A VD4
iz AT LET, 720, [Browse] %7 U w2 LT [Export ID Certificate File] %1 7 1 77 v
JAERFRRL, HAEI L T4 X2l —2a BT AR— N TBE T ANALEELET,

[PKCS12 Format] 4 7'v =2 o AR ¥ > F 7213 [PEM Format] 47> a > RZ %7 U v 7 LT,

FREEORR A EIRL £,

PKCS12 7 7 A Ve =7 AR — MK SAL T 272 DI 2 A7 L—X2 AN LET,
5L/ A 7 L= X2 MR O DICHATI LET,

[Export Certificate] 2 V v 7 LT, ifFa L 74 Fal— a2 AR—FLET,

HREAT R TRy 7 ARFRIN, GEHEA T4 X2 b—2a 77 A DRREDLHFTC
ERIC= 7 AR — SN2 LRI NET,

AEAEERERDAER

&

Entrust [Z¥E § 2 REAEZEBA R A AR T DI12E, ROFIEEZFITLET,

FIE

[Enroll ASA SSL VPN with Entrust] %2 U 7 LT, [Generate Certificate Signing Request] %1 7
R Ry I AERRLUET,
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!

\I

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

ATy T17

ATvT8

ATy

I

I

74570717 1iiBE01 22— I

[Key Pair] fEI CIR O FIAZFIT L £ T,

a) Fry 77X URXRMpbh, RESNTZF— XTONTINEEIRL ET,

b) [Show] %7 U v 27 LT [KeyDetails]| ¥4 7 u /ARy 7 A%FRLET, I IITi, B
Nied— X7 OAKHBERE, HiE (—ROEER/RERLHR) | BB X, BIOF—
TR EWVo T ERBRINET,

c) FBI LG, [OK1&227 Vw7 LET,

d) [New]#7 VU > 27 LT, [AddKeyPair] ¥4 7 /Ry 7 RA%&FnrLET, EkLIzF—
NT % ASAIZIEET oM, 77 ANVIRGEST D ENTETET,

[Certificate Subject DN] fEIBIZ IR DIFH A AT L £ 7,

a) ASA @ FQDN %£7-13 1P 7 FL %,

b) StEo4HI,

0) 2 XFOEEF,

[Optional Parameters] fEI% TR D FNEA EIT L £,

a) [Select] Z#7 U w27 LT, [Additional DN Attributes] # 4 7 2 7R v 7 AR R~ LET,

b) ReyFXT U NN6EMTDEHEEZERINL, 2 AT LET,

¢) [Add] %7V v 27 LT, %EM% [attribute] 7 — 7 /MBI L £,

d) [Delete] 7 U > 27 LT, [attribute] 7 —7 VLR EHIFRL ET,

e) BI LB, [OK1&227 Uy 7 LET,

[Additional DN Attributes] 7 4 —/V RIZBII S iz @EnFor s E 4,

CANDHERINTZLAIT. BREM A A CAFREZEBIMTANLET,
[Generate Request] 22 U v 7 LT, GEFEBEA R AZAER L ET, T % Entrust (I2XET 2
ZEh, TrANVIIREFLTETHET DL TEET,

CSR 7237k &1 7= [Enroll with Entrust] 4 7 1 V7R v 7 ANREFRSINET,

[request a certificate from Entrust] V &7 227 U w7 LT, B#7nv 2 &% T LEd, £D%,
IRENTZCSR % a B — L CHEY £11F. % 41% Entrust Web 7 +— A (http://www.entrust.net/cisco/)
EHERALCEELET, B TRET LA, AR SN CSR 27 7 A JVIZERIF L, [Identity
Certificates] ~<- >~ C [enroll with Entrust] U > 27 %27 U v 7 L7,

Entrust (C X ¥, BEROFEFEDHER S NT-%., FEERRITSINE T, 3B D056
N0 F9, WIZ, [Identity Certificate] A o TLREFOERZRINL, [Installl] 227 U v 7 L
T, GEHEZA VA R AT EXLERH Y £,

[Close] 7 VU > 2 L. [Enroll with Entrust] #1472 /Ry 7 A&#HLFET,

EEREDA VA M—JL
HLWIDFFHELZ A VA b — 9 5100%, ROFIEEZETLET,

Foanisz ]



FoaLiEng |

B 5 7 amzorozt—n

ATy 1
ATvT2
ATvT3
ATvT4
ATvTh
ATy 76
ATy 717

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713
ATy 714

ATy 715

FIE

[Identity Certificates] <1 > C[Add] Z# 7 U v 7 L. [Add Identity Certificate] ¥ 1 7 2 7K v 7 A
HFRRLET,

[Add a new identity certificate] 7'~ a > R¥ &7 Vv 7 LET,

F— XTELEET LN, HTLOF— T E2ERLET, F— XTEFHMHETT,
REEY 7 =7 F DN IEHAZ AL, [Select] #7 U » 7 LT, [Certificate Subject DN] 4 1
TOar Ry ArFRRLET,

BAfR9 %5 CA CHEZH 7 V=7 DN EMZTXTHEL, [OK] %2 Y v 2 LT [Certificate
Subject DN] ¥ A 7 VAR 7 A% AL £ 77,

[Add Identity Certificate] & 7 & 7' 7R v 7 AT, [Advanced] %7 U 2 L T [Advanced Options]
AT TRy 7 AeFRLET,

PBEDFNZSWTIE, 7A T T 47 4 aEHEOBINEZITA VA= (153—=) OF
NE17 ~23 ZZ ML TS 7ZE,

[Add Identity Certificate] 2 A 7 & 27 78 » 7 AT, [Add Certificate] 7 U v 27 LET,
[Identity Certificate Request] & 1 7 2 77K v 7 ANF RSN E T,

TXARN XA TDCSR 7 7 A N4 (c\verisign-csrtxt 72 &) Z AN L, [OK] %227 Vw7 LE
7

CSR7TFA L 77 AN %ECAICERLET, FETLHRDOVIZ, CADWeb YA ~MZdhbHCSR
BES—ICT X AN T ANVEMOMITHZ LB TEET,

CA /5 IDFEME R S 7= 6, [Identity Certificates] ~1 N8 L, (RETFOFEAET > K
VAEIRL T, [Install] 27 U v 7 LEJ,

[Install Identity Certificate] 4 7 1 7 7R v 7 ANEFRINET,
FETOATvar RE 7 ) v LT, ROWTNDNOAT v a 2 @RLET,
* Install from a file
F720%, Browse] 7 Vv 7 L, 77 A NVERBELET,
* Paste the certificate data in base-64 format

A — LR ET — 7 28008 SV 0 AT £,

[Install Certificate] 27 U v 7 LE7,

[Applyl 227 U w7 L, LA VANV LIGEAELZDASAa L 7 4 Fal—ak
RIELET,

BER U 7- ID GERAEIC B3 2 i ¥ 2 2K~ 9 % 121X, [Show Details] #7 U » 27 LT, KD 3
DODOFRE X 7 E £ 5 [Certificate Details] # 4 70 7Ry 7 AaFRwLET,

[General] # 7\Zi%, # A7, YU TNEE, AT—F%A, Hig, A% — %A 7, CRL 5
AV b, EAEOHDHIM., BIOBEEMTONTND N T A MRA v FOBERERSINE
T, TS OfEIX, [Available] & [Pending] Dl 5D AT — 4% ATi#H SN E T,
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ATv 716

CAGEEAZE

casiziz i

[ssued to] # 7Zix, 7Y =2 bk DN E£7ITREAEFTAHE O X500 7 1 —/L K& ZOfENER
RENFET, ZNHOMEIE, [Available] AT — X AORIZHEA SN ET,

[Issued by] # 7\2i%, FEMEEZM G LTc= T 47 4 D X500 7 4 —/V RRRRINET, Z
O OfEIE, [Available] AT — X AD AT H S E T,

a— FEAFHED L 7 4 X2 b—a VEAHIRT AT, ar7 ¥ lb—ra UEER
L. [Delete] 7 Vv 27 LET,

C2) AEAE Y T 4 Fab—va VEHIRT D &, L TE AR £, HIBRLIZAE
EZFERT 212, [Import] 27V » 7 LT, GEE= 7 4 Fa2lb—T g v
DIF#HE T~ THANLET,

ZDON—TT, CAFEAEZEHLET, RO ME Y7 TiE, FITTEDZ LITHOWVWTHHAL
ij—o

CAEFERZEMDEMEIFA VR F—JL

ATy T

ATv T2

ATvT3

ATvT4

ATvT5

ATvT6

ATy T1

ATvT8

CAGEFEZBMEZIZA A =T 512E, ROFIEZFEITLET,

FIE

[Configuration] > [Remote Access VPN] > [Certificate Management] > [CA Certificates] DJIEIZ
BIRL ET,

[Add] 227 Vv 7 LET,
[Install Certificate] 44 7 1 77K v 7 ANREKRIINET,

[Install fromafile] 7> a v ARZ %7 U7 LT, BEHFO 7 7 A A LRl EREZEMNL
FT (ZNBT 74V FERETT) o

NRABIOTZ 7 ANZEANNT D0, 7213 [Browse] 27 Vv 7 LT 7 A VERBELET,
RIZ, [Install Certificate] &2 U v 27 LE T,

[Certificate Installation] % A 7 & 7 7R v 7 ANEKRZ I, GEHENEFIZA VA h— L a2
EETRTHERA v E—U N RENET, [OK]Z27 V7 LT, ZOXATalRy 7 A%H
L\i—a—o

[Paste certificate in PEM format] ="' > a > R¥ &7 U w7 LT, FEITHEELET,

PEM JEU (base64 £ 7213 16 ) DOFEAFEZ 2 — LT, FEEOTHBIZAL Y 11T, [Install
Certificate] # 7 V v 7 LE7,

[Certificate Installation] 2 A 7 & 7R v 7 ZANRFER S, FAEAEREFICA VA b—LEnizZ
EERTHERA v E—U N RENET, [OK]Z27 V7 LT, ZOXATualiy 7 A%MH
L7,
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ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

[UseSCEP| A7 v a v RZ %227 Y v LT, BENTHREKLET, ASADY, SCEPZfEMH L T
CA It L, FEBEZEUS L C, FEEEZ T NA R A A h—/L LE 7, SCEP #fi
DI, A2 —F v &N LT, SCEPZYAR— hT 2 CAIZERIET H2MENH Y £3, SCEP
A LZHERETIE, 2=V —I3ROEREASTHILERH Y £7,

s HEIA VA M—NTBIEHEBDO R LT 7 A4 V4,
FEAED A VA b=V OB KFRITOH, T 740 M 15T,

FEAEFEDA 2 P =V OFFEITER, 77 4/0 MI0TYT, ZoHald. FRiTRF#NT
HIVUTMMETHHRITTEET,

PRB L OBEFEOREAEZEDZOMD a7 4 X ab—r a7y g v EFRT5HI2IE, [More
Options] #7 VU v 7 LET,

[Configuration Options for CA Certificates] ~XA > N FR S E T,

BEfFD CAGEIZE Y 7 4 X2 b —a VEEETHINE, a7 4Falb—a VEER
L., [Edit) 227 Vv LET,

CAFFHEa 7 4 X a2 b—2a VEHIRT DI, 207 4 X2 —3 3 &R L, [Delete]
27 Vw7 LET,

GE) AEE T (X2 b—va vl oL, ERTERIARY ET, HIFRLEE
HEEZHIERT S, [Add] 227V v 27 LT, fEAEa 74 Falb—T a0
HRETXTHANILET,

[Show Details] #7 U » 27 LT, D 3 DORREHEHZ 735 £ % [Certificate Details] %A 7
as Ry 7 AEFRRLET,
e [General] # 7\Zi%, #A 7, YU TNE S, AT —F A, Hik, /% — %147, CRL
SEARA Vb GEAEFEORME, BLOBEEMT O TND N TR MRA & bOERE
RENET, B OfEIE, [Available] & [Pending] D i 57D AT — % ZZHH S E 7,

s [Issued to] # 71Zi%, ¥ 7Y =7 b DN 72X ERAE O X500 7 4 —/L K& ZDfH
NFERENFET, ZNHDOMHEIL, [Available] AT — % AD BT SN E T,

« [Issuedby] # 7 2i%, FEHEZMNGE LT 4T 4 DX5007 4 —/V RRFRENET,
Zh b DOfEIL, [Available] 2T — % ZADRITEH S E T,

KNIZR89 % CAFEEAZE DERTE

KM L T CAREMEZBRIET 2121, ROFNEZHETLET,
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ATy
ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

ATy 717

CRL &R o —

ATy T

ATvT2

ATvT3

ATvT4

ATvTH

crLmisRy o—nzz [

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIA
WL T, [Install Certificates] # A 7 12 7R v 7 A& K< LE T, RIZ, [More Options] & 7
Vw27 LET,

[Revocation Check] # 74 7 UV v 7 LET,

FEEORNT = v 7 BT 4B —T M2 T 5121, [Do not check certificates for revocation] 4~
var Ry E7) v LET,

1 2L ED%#hF = v 7 5 (CRL £721% OCSP) %3R4 521%, [Check certificates for
revocation] &7 v a L RA U ET ) v LET,

[Add] 227V » 7 L TR EZLRCERET 5 L. ZOHADMEMAIREICZ2 Y £9°, [Move
Up] £721% [Move Down] #27 V v 27 LT, HADIEFZZET L E7,

B L2 FRL, BINLZZEF CRESNE T, AL —NEINTHEIE. TORD
KNTF = 7 FEABRT 77 4 712780 £,

REEDORGERICRN T = v 7 D= T — %244 5121, [Consder certificatevalidif revocation
information cannot beretrieved] = v 7 R v 7 A& F I LET,

[OK] #7 U v 7 LT, [Revocation Check] ¥ 7 Z#F U F 7,

DRTE

CRL BUFAR Y v — 2 ET HI2IE, ROFNEEZFEITLE T,

bR BRI
« 227 4 v 27 URL IV B THITIE, ROFIEZETLET,

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIA
(3R LT, [Install Certificates] 1 7 12 7R v 7 A% Fm LET, WIT, [More Options] & 7
Vw7 LET,

[CRLEUSAR U 32— (CRL Retrieval Policy) 1 # 7 %27 U v 27 L7,

[Use CRL Distribution Point from the certificate] 7= v 7 R > 7 A& AL T, F= v 7 HED
REREN S CRL 38R A » MK TF = v 7 A L ET,

[Use Static URLs configured below] = v 7 AR v 7 A% A 12 LC, CRL OBUHFIZME AT 5 557E
D URL z—Fa#or LEd, @R L7 URL &, BN L72EFCTEIES L E T, $5E L72 URL
T I —NRAELZEEIR. TDORD URL MERM S ET,

[CRLEAR AR A > & (CRL Distribution Point) | % 7@ [:B (Add) %7 Vv 7 LET,
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2T w76 [CDP/L—/LDiBEN (AddCDPRule) | #A 70/ Ry 7 AT, fEHAE~ Y FEBINL, A~
T v AL URLZANLET,

GE) THRA A LICEREFRHOMAE~Y Yy TR H L 2R LET, [VE—FT7OE
AVPN (RemoteAccessVPN) [>[ry bT—0 (V3472 k) 721X (Network
(Client) Access) ]>[&## (Advanced) ]>[IPSec] > [REBAZN HiER~< Y T~
(Certificateto Connection Map) ]>[/L—/L (Rules) 1>[:&h0 (Add) J\Z##E) L T
7EEN,

ASA IX, IPv4 £721Z IPv6 X—AD CDP BL VA X T 4 v 7 URL VR —KLF
7, IPv6 7 R A3 a THAES (5 - http://[0:0:0:0:0.18:0a01:7¢16/]) .

ATFYFT1T [OK] %227 U7 LT, ZOXEAT TRy 7 AL ET,

CRLEX B AADEKTE
CRL B3 A BET 5 11E, WO FIEE FATLET,

FIE

AT w71 [Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DJIE
3R LT, [Install Certificates] &1 7 12 7R v 7 A% Fm LE T, WIT, [More Options] & 7
Vw7 LET,
AT w 72 [Configuration Options for CA Certificates] ~2-f > C [CRL Retrieval Methods] ¥ 7% 27 U v 7 L %
7
ATV T3 WD 3 OOEHEHTRONTNNERIRL £,
« CRL O U5 CLDAP % A 3 —7 /L2735 1Z1%. [Enable Lightweight Directory Access Protocol
(LDAP)|F = v 7Ry 7 A% A4 I LET, LDAP Zfi/fl L TCRL ZBUSGT 2 B481%. &
JE L2 LDAP Hh—/"— |22 T — R LT 5 2 & T, LDAP & v v = VA BA
ENET, T7ANMOHE, TOERIZITI TCP A— k389 Z i SN ET, KkOXA
NI A=BEZANTTLET,

* Name
» Password

» Confirm Password
* TIHI b F—nR— (=)
« TI7AI L R—F (389)

« CRL OEUfS T HTTP 24 *— 7 /VIZF 5HIZ1L, [Enable HTTP] = v 7 R v 7 A% A |Z
Li‘é‘o

B 7osLianz
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OCSP )L—I)L D

—re
=

=]

ocse L—rozz [

ATY T4 [OK] %27 V27 LT, ZOXTZHACET,

&M

ATy T2
ATvT3

ATv74

ATvT5
ATvT6
ATy 1
ATvT8
ATvT9

ATy 710

=n
A

=

X e

X.500 7 X NEERREDO RN AT —H A B FET 5720 OCSP —/L &R ET HITIE. KD
FIEZEITLET,

1R8O HHEIIZ

OCSP /L— /L& BT 2RI, MITHEAE~ Y 72 R E L TRV T EE W, FERE v 7R
REINTWARWEAS, =7 — A vb—UNRFREINET,

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DJIH
W3R LT, [Install Certificates] 1 7 12 7R v 7 A% FKm LET, WIT, [More Options] & 7
Vw7 LET,

[Configuration Options for CA Certificates] ~<1 > C [OCSPRules] ¥ 7% 7 V v 7 LE7,
ZDOCSPI—N & —ET HREE~ v PR L4, GEE~ Y 7k 2 —F—HE R
Ll REEDORFED 7 4 — L R DRENTOIVE T, [Certificate] 7 ¢ —/L RIZ, ASA 1Tk
WCORNEMIOFE EORIEICHE A SN 5 CA DAFINFERENE T, [Index] 7 4 —/L RiZ,
N—=NDTTAFVT FZHFREINET, [URL] 7 4 —/L FIZ, ZDOFEHFD OCSP H#—
AN—D URL BRERINET,

[Add] 227 VU v 7 LET,

[Add OCSPRule] # A 7 1 7R v 7 ANFREINET,
fERAT2EHE~y 72 Fay 77Xy VA IRNLENL 7,
FEHT D ELZ Fey 7770 A M LERLET,
N—=NDTITAFVT 4 FEEATTLET,

Z DFEHED OCSP #—/3—D URL # A LET,

SET LD, [OK] 227 Vv 7 LT, 20OXATa TRy 7 2A%ALET,
HLLBEMENTZ OCSP L—L3 Y & MIERENET,

[OK]Z27 Vw27 LT, ZOX7TEMHLET,

FE75 CRL & & U OCSP DERTE

CRL B X TVOCSP DBMEREZEIT O 1Zid, WOFNEEZFITLET,
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ATy

ATy T2
ATvT3

ATy T4

ATy T5

ATvT6

ATy T17

ATvT8

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIA
WL T, [Install Certificates] # A 7 12 7R v 7 A& K< LE T, RIZ, [More Options] & 7
Vw27 LET,

[Configuration Options for CA Certificates] ~X- > C [Advanced] # 7% 7 U v 7 LE7,

[CRL Options] fFEIKIZF ¥ » ¥ 2 OEHHMEEZ DI TADLET, 7740 NI 6053 TH, i
PHIZ 1~ 1440 53 T3, CADB[A U CRL A & T D MED RN 51T, ASA T, I
FLIECRL Z 0 — AV TRAFTEET, ZHEZCRLFv v 7 LIFOVEY, CRL F v v
VaDHREETT Ty T AL EoTRRY TARATOarTHFAMIOWTREINLE
T, BICHIGF L7 CRLZF ¥ v v a3 52 & T, RAAHIREZE X 2 TN & 255513,
ASA T &0 FABEEE 23 e HARV Y CRL 2 HIBR S 4, M ATREZR 22 S R EDSER SN E T,
[Enforce next CRL update] 7= v 7 7N 7 A% 4 /12 L C, Next Update fED A IR G)70 T
UWZRUWNCRLICIEY . A2h72 CRL & L TEHTE 5 X 912 LEJ, [Enforce next CRL update]
Frxv IRy A A 7235 L, Next Update 23 72\ 5A<°, Next Update fE D A 2hH R A3
DN TW255THUAMRCRL & LTHEHTE £,

[OCSP Options] fEJIZ OCSP #—/3—® URL & A/ L %3, ASA Tl £415 OCSP H—/3—
1%, ROIETEIRSNET,

a) —EGE#E EFEE/L—/L OCSP URL (255 5 P—r3—

b) EIR Z 47z [OCSP Options] EMEIZEX E L 72 OCSP URL IZxfhid 5 Hh—r3—

0) Z—F—ZHED AIA 74— K

7 7 4V N ClE, [Disable nonce extension] = > 7 R v 7 ANF N> TOVET, ZOKE
TiE, BBIC Lo THERZISEIIANA Y FL, VA T Xy 7 2R LET, 207t
AT, BEREINE L O TENEND T APLRAZE L, WENE—THDHZ & 2R T
HZET, VTV ATEy 7 ESTENTEET, 72720, FANTAER LIZISEIZIT, &%
REBT DT ALRFIFENLTOERA, ZOD, HFHLTVDOCSPH—/3—=2b,
FHANAER LTI E 2353 5288 1%. [Disable nonce extension] = v 7 iR v 7 A% 4712
TLEENY,

[Other Options] fEIk T, ROWTNNDOAT v a3 V&R L 9,

« fAE L7z CA DFEFEZ ASA TXUT AL D £ 9127 HITIE, [Accept certificates issued by
thisCAl] F= v /Ry 7 R F T LET,

« TAL CA DFEHEE ASA TEIFAND X 5 1TT HITIE, [Accept certificates issued by the
subordinate CAs of this CA] = v 7 R v 7 A& A4 I LET,

[OK] %227 Uy 27 LTCZOX7 %ML, [Apply] 7 Vv 7 LCary7 4 F¥al—a OFH
BRI LET,

B 7osLianz
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CA H—/N\—EH

ca—rn—gE [

CA FEEAZ D35 L \EE-=5 D EF ]

ATy T

ATy T2

WO BIENIFEET D5E . CA FEBHEDOREEREITRK L £7°,
«RSA BEZAL T /LT XL ZFH LT SHA-1 TE4 SN7-FFHE,

¢ 2048 B v M D RSA F—H 4 XDEFHE,

7272 L. permitweakcrypto 47T a VEARIET H I LT, TNHDORIRE FEETEET, A
ZT D& ASA ITREZEDOKGERFIC LR 0 @D 2777 L £ 3, Weak-Crypto & — Z 7
AL LR LERAL, 20X X —F F—P A ADPRENFF ELETII RN
&)‘/C“‘j_o

FIE

[#mK (Configuration) ]>[T/%f A& (DeviceManagement) | > [EEIBAZEIE (Certificate
Management) ]>[IDEEBAZ (Identity Certificate) ]. F£7-1X[#R (Configuration) ]>[') E—
k7% £ XVPN (RemoteAccessVPN) ]> [FEBAEZEEHE (Certificate Management) ] > [IDZEEA
£ (ldentity Certificate) ]. F7-iX[#m (Configuration) ]>[J E— 7Y £ XVPN (Remote
AccessVPN) |>[fEBAZEIE (Certificate Management) | >[2— FE4£#& (CodeSigner) ] %
ZHLET,

2048 £ MR DO X —H A XL SHA-1 BL T LT U XAEFFAIT D120, [V S%E (Weak
Crypto Configurations) ] C [3W\F—H A XL Ny v a7/ Y X A%EFFA] (Permit Weak Key
Sizes and Hash Algorithms) | F = v 7Ry 7 A% A4 N LET,

O— FERKREFIHAE
O— RELEFHED A LR— k

ATvT1

ATy T2
ATvT3

ATv74

a— FEAEERELZ A VR — M523, ROFIEZFEITLET,

FIE

[Code Signer] X > C, [Import] %7 U v 7 L. [Import Certificate] Z A 7 0 7R v 7 A% KR
L/i‘g—o

PKCS12 TR 7 7 A VDEBAGIZHE AT 527 L—X% AT LET,

AVR—= b TDT7 7 A NDLHEITEATIT B0, [Browse] &7 U 27 LT [Import ID Certificate
File] ¥ A 70 VR 7 AR RL, 77 A NVERBRLET,

AVR—=bTD7 7 A NV%EFERR L., [Import ID Certificate File] #27 V v 7 L ¥ 7,

Foanisz ]
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B - szzusmgorsar—

ATy TH

ATvT6

[Import Certificate] & 1 7 7 7R v 7 A2, SR LTZGEAE T 7 A A RERRESNET,

[Import Certificate] 7 U v 27 L£7,
[Code Signer] ™A NZA »AR— b SNTZAEAERER RINET,

[Apply] #7 Vw7 L, $iL<AviHR—hL7ma— RELEFEHE 74Xl —Val %
HRELET,

O— REZEBINHAED I Y XRAKR—

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717
ATvT8

a— RBLEIPEL TV AR— T 5I120%. KROFIEEZETLET,

FIE

[Code Signer] X1 > C, [Export] 7 U v 7 L. [Export Certificate] %A 7 2 7R v 7 A% KR
LET,

AEAEa Y 7 4 Fab—varzx s AR— b5 L ESITMEMHT L PKCS12IBAT 7 A L4
iz A LET,

ANBAF — I SALIEYE (base6d = a2 — RELIX 16 EEFEAAEH T ET) 2EHT D121
[Certificate Format] #H3% C [PKCS12 format] =7 > a > RZ %7 Uy 7 LET, FHH LW
&%, [PEM format) 7> a > R¥ %27 Vw7 LET,

[Browse] 227 Y » 7 LT [Export ID Certificate File] # 4 7 2 /R > 7 A% R L, aEE=
T4 X2l =V aVETIAR—RTHT A VERLET,

77 A VAR L, [Export ID Certificate File] #27 U » 7 L £,

[Export Certificate] % 1 7 1 7R > 7 A2, @R LIZGEAE T 7 A L RRRSNET,
T AR— D PKCS12 BT 7 A VOE AR T 227 L—X2 AN LET,

WAL AT L= X EHERDTZOICHATI LET,
[Export Certificate] #7 U v 7 LT, & a7 4 Fa2l—va 2=/ AR —MLET,

AEEAZEDHEHARTY 5— FDOERE (ID GEEAZ F =1L CA

EEAE )

ASA T, FT A BMKRA L D CAFFHERB XD FFHEICOW TAHHIR 2 24K T L 12 1
BF v 7 LET, iEHEOHIFIRNE LR KT T 285G, syslogn7 7— b & LTHAT
ShET,
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FH)~A LAz, av7 4 Fab—a ARSI EN o> -5 %
@ﬁ%%%ﬁﬁﬁéﬁ\itﬁm%ﬁé:kT\2/74#;V~ya/%@E¢ét
syslog 23 H 1 [FIAERK S AVE T,

722X, AR T 77— F2R 60 BIZBHMESIL, TD% 6 H I LIV KT I OICRESN
TWbHELET, ASAN 40 HIZHEEI NS L, 77— MIFOBRIZERE SN, ROT T7—
MM 36 BEIZEESINET,

)

GE)  FHDWRT=v7iF, FTA N T VOFEAETIEE TS NEEA, B—H/ILCA FT A MK
A2 ME, BRHHRF = 7 OBED T ARRA L FELTHTDONET,

FIE

AT w71 [Configuration] > [Device Management] > [Certificate M anagement] > [l dentity Certificate/CA
Certificate] &M L £7°,

AT 72 [Enable Certificate Expiration Alert] = v 7 R v 7 A& A2 LET,
ATv 73 BHHOBREEAILET,

* [Repeat the alert for] : DT 7 — MR FITINDADHIRE ORI (1 ~90) %
]\/\iﬁ—o

=
X E

* [Repeat the alert for] : FEFIENEH SN2 WGEEDOT 7 — MAKE (1~14H) Z&ELE

To T 74V NTIE, BHIOT T — MIADHIRD 60 HAMNTIEE S 4L, £ ORITFENE
DEFHEITHIBRESN D ETHBEIBRAMESNET, £72. 77— MIADWIR A IZEG
S, ZO®%ITEA LERRE S, 77— bORECEMRR L ARHIROER OB
T— M EHEEINET,

FORIIREDE=RY Y

T UHNGAEAT —H ADF=H Y 72OV TIE, kOa~y RESRLTIEEN,
* [Monitoring] > [Properties] > [CRL]

Z DA 2L, CRL OFMNFRRINET,

* [Toolg] > [Command Line Interface]

ZORAL T, SFESERIEAE T I T 4T a<wr FEBITL, REERTHZL
NTEET,
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HaE

iy

F3v b
T+—LY
I)—2X

Bl

AEREAE B

7.0(1)

T VX IVIEE (CAGEZE, IDFEVE, B ta—Fk
BLEEAER ) X, BEEHOT U ZvID ik L
FT, TUXNGEREICIE, 4Rl YU TAES, &
fho BBFH. FEIPT RLAZRE, a—W—F 737N
A AT BT DIERNE ENET, CAX, iEHEIC E
£ LCEORLZMRTHIET, T34 A
2—=YDTATUT 4T 4 BT D, (B TE D%
T, CAIE. AR —F 7213 X — D 21k &l 1]
LCExa VT 4 2RiETHPKIA L THFARNT, TV
HOVEEEERIT L ET,

WOBEINEANSNE LT,

[Configuration] > [Remote Access VPN] > [Certificate
Management Configuration] > [Site-to-Site VPN] > [Certificate

Management],
WOBMAmMAZEAEIITERESNE L,

[Configuration] > [Firewall] > [Advanced] > [Certificate
Management] > [CA Certificates Configuration] > [Device

Management] > [Certificate Management] > [CA Certificates],

AIE R B

7.2(1)

AEF]EAE B

8.02)

SCEP 7'm % &

8.4(1)

= R—=F 4 CAND DT A AGEE & 22 HERR
TXOBREZEALE LT,

£ 1D

9.6(2)

TLS 7 74 7 > FLEIX, RFC6125 D7 v 3 61C
EEINDY——ID ORIV — NV EZYR— 5 K
T2 £ L7z, ID fERIL syslog h—/3— & A< — |
T A A P—s—~D TLS ke D PKI HEZRTIATH
NET, RSN IDBFREINTZY 77 L AID &
—HLRWEG, AL TEEE A,

WOMH %25 LE L7, [Configuration]>[Remote Access
VPN] > [Advanced Configuration] > [Device Management] >
[Logging] > [Syslog Servers] > [Add/Edit Configuration] >

[Device Management] > [Smart Call Home],
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5iBA

o

o —% /)L CA P—/3—

9.12(1)

ASA DR 7 FQDN Z 3 2 o 0 IZERE "R R
B#kH URL @ FQDN ZAER T 5728, Hr L CLI A~
varPNHEASNE L, ZOH LA T T3 Ui,
crypto ca server @ smpt T— RIZBMS N E T,

We deprecated Local CA Server and will be removing in a later
release—When ASA is configured as local CA server, it is
enabled to issue digital certificates, publish Certificate
Revocation Lists (CRLs), and securely revoke issued
certificates. = DFEREITH < 72 572728, crypto ca server
a<y REFBEEINTHET,

o—% /L CA HP—/3—

9.13(1)

2 —7)V CAH—_"—OHFR— FRHIBRESEL, L
72285 7C, cryptocaserver 2~ R FDH7a<w R
ITHIBR S LTV ET,

cryptocaserver A~y REZDOTRTOY 7T a~<wr KR
HIPR S 4vE LTz,

CRL AR A v s a~<r ROLEHE

9.13(1)

AHT 427 CDPURLaZ 74X alb—vgy avwy
R23HIBR X 41, match certificate 2~ > NIZBITLE L
770

P/ S 7= : [Configuration] > [Device
Management] > [Certificate Management] > [CA
Certificates]

CRL & v v ¥ =¥ A XOJLIR

9.13(1)

KB/ CRL #v vm— RORKELS T2, Fv v
Vat A X&EYEEL, 72, @B CRL NO=> K
BOHIBEZERY rE £ L,

cINF ALTFHARNET—RNOYAE, AT F AR
ZEDOAE CRL %% v ¥ =24 A 7% 16 MB (2B
LE L%,

sVYIN AT ERAL B RFORA, GF CRL
¥y v rath A XN 128 MBIZHM L E LT,

FEAERIMET = v I BN NATHAE S
va  rOEIT

9.15(1)

CRL F£721Z OCSP ¥— 3 — & 5k RAREIZ L R4 5 K%
F xR A2 5 9.13(1) THIBREN-A T 3
UMETEENE LT,
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3
3
Iy

BE

T3k
T+—LY
)—2X

Bl

AL T 4 w7 CRLITBRA b URL Z& 8 —
k4% 7= ¥ @ match certificate =~ > KDL

9.15(1)

AHRT 47 CDPURL2 V7 4 Fal— gy avy
RTIE, AZT 4 v 7 CDP ZHGEfT OF = — L N4
SEAEIC Bl vy B TEEY, 2L, 2ok
Ry BV TIREIEHETI ORI R — STV E
L7=, ARIOERET, #HICEE S L7- CDP #38:EH
DFFHEF = — NI~y B TEH oI EL
77

FIZAPMRASV FHF—_XTBLOK5F—4
Ha~vy ROEHE

9.16(1)

2048 L D /hEWNWF—H A ZOFEHED VAR — FAHEIFR S
NWELF, 512, 768, 77131024 €y b4 F g v
AT DR EIL. HEMEOBREE & B2 2048 ITBLT
SNnET,

ntunEL SHAl Ny v = 7/1/:! ) XA%{%)EH‘?—}:)'H_T“‘ }‘
DHIBRSVE LT,

GE) b OHIRE FEXT S cryptoca
permit-weak-crypto =~ > RVMEA X FE L
7=

FLWF—A4 7 3 EDDSA 23, BEfFD RSA L O
ECDSA 47> a v cEBMEnE L=,

OCSP # L TN CRL IPv6 URL O H 7R — K

9.20(1)

IPv6 OCSP 3 X T CRL URL -+ 270D PR — k
NIBMEIE L, IPv6 7 NLURITAL v 3 THTeMIE
NHY ET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



