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i

ASAv DHIE

WSR2 )T A RABT 74 T7 A (ASAv) 13, (RIMLIBESICEFEMNR 7 7 A4 7 7 +—
IWNEREZRME L, T— 2 ¥ — b T T 4w T e~V FTF U M REDOEX 2D T 0 25k L
ESc

ASDM F 721X CLIZfEHA LT, ASAV 2 FHB L OVE=F T2 R TEET, ZTOMOEH
AT a v EFEHTELALALHY T,

e NAN=RNYPFDOHR—F (1 2=)

cASAV DT A LA (1 =)

 EEFHELHKEHE (7—)

¢ ASAV A X —T = A AB LA NIC (10 =—)

¢ ASAv & SRIOV A v H—T 2 AD Ty a=r7 (13 3—=)

INA IN—INL T DY R— F

INA IR=N A F DY IR — MMIOWTIL, Cisco ASA O H M [3L53E] 25 L T30,

ASAvDD 514t R

ASAV IV AT A — bk VYT U =T T4V T EBHALTOET, FMICOW T,
'Smart Software Licensing| #ZMB L TS0,

)

GE) ASAVICA~Y—FIA BV AZA VAN NTAEVERHYFETFT, S4BV ABA LA —)L
THET, A—7"v MMI 100 Kbps [IZHIRE D728, PlERT A F&2FETTEET, A
<—h A B AT, E@EOBEIILETT,

9.13(1) LAFETIX, A= bFENTNDHTTD ASAv vCPU/ A T UK T T D ASAv 7 A
BUARAEFEATEET, ZHICLY, SEIERVMIU Y —RAT7» b7 U v NI ASAv #E A
T& %7, AnyConnect 7 7A4 7 N BLOTLS YuX oDt vy a VR, €702 A47
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AsAv iEE |
B <~ 5 e zoEmeso0T

WEHERM T ONZT T v b7 4 — LR TIEAR<S, AV A= VENTZASAV T T v F 7 4 —
ORI HIC L > TIRE Y £,

ASAV A B ADMERIH L, PAR—FINTWDETTAR=FBIONRT Y v 7 EAHX—
Ty DY Y —=ZERRIZOWTIE, UBEOEE 7 v a 2R LUTIEIN,

AX— ;542 ADERMFEIZDONT

TRTDASAY TA B A%, BAR—FENTWSTTD ASAy vCPU/ A E U AL Tl T
XFT, ZHICEY., SFESERLVM U VY—R Ty U N TASAY 2 FETTEXFET, £
oo UAR—=FABDO AWS BL W Azure £ V AX LV AXA TOBBEZ £, ASAV v U %
T 58546, VAR — b &N DR K vCPU #0316 (ASAVI00) {ETd, AWS & OCI LIt o4
RTOT Ty N7+ — LB I ASA REDEGA, AR— b ik AE YL 64GB
T, AWS BL U OCLIZER S 7= ASA RAEDGA, AR — SN Sk ATV IL 128GB
<9,

| o

BEE —FERBALFEASAVA LV AZ L ADY Y —REY YT (XFEY, CPU, T4 AV RE) 13LH
TEEHA, MENOEHBTY VY —RE Y TEESCTLERS LA (L2, 741
ANt G- SN T-HEPR & ASAv30/2Gbps 725 ASAv50/10Gbps (ICZEF T H4) | MERY J—2R
EHEHLTH LA L AZ L AEERT ALERDH Y 7,

+ vCPU : ASAvIZ, VMware & KVM Z R T _XCTHOT T v b7 4+ —AT1~ 16{8D vCPU,

\}

GE)  VMware BLXUKVM D ASAvI00 1%, fK 16 o vCPU %W
A—=rLET,

« AEY : AWS & OCI U DT RTDT T v 74— LB S 372 ASA (IR DEA
ASAv 13 2GB ~ 64GB ® RAM Z#H R — F LE 3, AWS B LN OCIIZEE S 7~ ASA K
BoLEe, VAR — bS5 KAEVIT128GB TT,

« T A AT AL — 1 ASAVIZT 7 4L b Th/N8GB DARART 4 AV B iR— bk LET,
7Ty N T A —2DXA T LT, BT 4+ 27 OV R — F X 8GB ~ 10GB D & 72
DET, VMU V=270t Va0 79584800, ZOHICEELTLEEN,
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22— t51 v 2oERitszo0T i

| o

EE ASAVOR/NATVEMIZ2GB T, HIED ASAV 28 2GB RiD A€ Y TEHEL T\ 5
By ASAV RV U DAEY BRI E | DIETON—T g b= 3 2 9.13(1) LAREIS
Tl T —RTEERA, T, HINN—Ta B HHALTHLOVASAYV Y U U ZHEAT
xF7,

1 2LLE® vCPU % L C ASAv % BEI T 272 O/ A€V E{L 4GB T,

ASAV N — 3 V914N SR NN —a T v 7 — R4 51213, ASARIE~T T
4GB LU EDAEY & 2vCPU BMLETT,

A VRSN HEEDE Y L 3 VIR

AnyComnect 7 74 7> N BIOTLS 7u kv Dt v v a VHIIRIZ, 4 A h—/L I 172 ASAv
7Ty b7 = LOWHRMNEEICE o TIREY . L— MIRROBEH 22T £3, IROFKIL, #
[REFEJE & L— FRIRICES S By v a VHIREE L DT b DT,

R 1HERFEICL S ASAvE Y 2 3 VOFIR

YR 5 AnyConnect7 S A4 7> |REITLS JOFX Lty | L—FY 2 v 4
k Premium 7 V=

IRAERE ., 100M 50 500 150 Mbps

EWERE . 1G 250 500 1 Gbps

MUERE . 2G 750 1000 [2 Gbps]

IEWERE . 10G 10,000 10,000 10 Gbps

fRHEfE . 20G 20,000 20,000 20 Gbps

HIDRIZR L= L DT, HERMEIZL TR 5 Sty v a VHilRIE. 77y v 74 —2D
Yol alHIREBAZDZEIETEEYA, 77y b7 —2Dk v a UHIBRIE. ASAv
ey a S ENEAT Y BICESWTIREDY £,

K2 AFRVEHIZCED ASAvE Y > 3 VHIR

JoEYaz=rSEht=AE |AnyConnect 7 51 7> b AEFTS JRXxityiay
) Premium £ 7

2GB ~79GB 250 500

8 GB ~ 15.9GB 750 1000

16 GB ~ 31.9GB 10,000 10,000

32 GB ~ 64 GB 20,000 20,000
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B ssav 75 ~— 1559 FORERMS (VMware, KVM. Hyper-V)

AsAv OEE |

JOES I EhEAE
1)

AnyConnect 7 514 7> b+
Premium 7

BETS TOoxXo vy gy

64 GB ~ 128 GB

20,000

20,000

TS5y kT A —LOFIR
T AT 7 — . R, B L OVVLAN X, ASAV A E VU IZHESL Ty M 74— 4

DR TT,
A
GE)  ASAVRTABUASINTWRWVIREEIZH DGA. 774 7 74— /LKL 100 IZHIFR S v E

T MERRMTGIZ R o TTIA B AR EIND &, HERIET T v N7+ —LDOHIRIZEIT L E
9, ASAv D/ A £ Y BT 2GB T,

£3: 75y b7+ —LOHIR

ASAv ) A E 1) T74AT74+—IILD#ESK. [ |VLANs
B

2GB ~ 7.9 GB 100,000 50

8 GB ~ 15.9 GB 500,000 200

16 GB ~ 31.9 2,000,000 1024

32 GB ~ 64 GB 4,000,000 1024

ASAv 754 R— 9 57 FO¥ERTE (VMware, KVM. Hyper-V)

FTR_RTD ASAV T4 B AE, FAR—FENTWSTRTD ASAv vCPU/ A & VU HERL TEH T
B0, TTAX—h7 T 7 FERE (VMware, KVM, Hyper-V) (2 ASAv %3 A3 584
DFMENEE Y 97,

\}

() ASAvV50 & ASAv100 |Z, HyperV CTlx¥A— kS EHA,

AnyConnect 7 7 A 7> F BLOTLS 7u XDt v ¥ a UHIRIX, A > A h—/L X172 ASAv
7Ty N7 — LOHERMNSREIC Lo TREY . L— MIROBEHAZZ T £3, ROEKIEX, 7
TANR— K7 T 7 REEEICE A I ASAV OMERMT BEIZHKS< By v a UHillRE, @A E
noL—hMillREE EDEHDOTT,

)

G¥)

ASAv E v g VHIFRIZ. ASAV HIZ et a = VAN AT Y OEIZHESHTWET,
F2:AFVEMZL D ASAVE Yy Vg VIR 3 —) BB L T &N,
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AsAv /ST w05 kokRits aws) [

5 4: VMware/KVM/HyperV 75 4 A— k5 5 ED ASAv : IR 5IZESN TS 1 £ 2R S hi-#EOHE

RAM IR 5 DY R— b *

(GB)

& | & |[ZERE, 100M |ZEE. 16 REERE. 26 BER, 106 |[1ZEE. 206

N KR

2 |7.9]50/500/100M  |250/500/1G 250/500/2G 250/500/10G | 250/500/20G

8 | 159|50/500/100M  |250/500/1G 750/10002G  [750/1000/10G | 750/1000/20G

16 |319|50/500/100M  |250/500/1G 750/10002G  [10K/10K/10G | 10K/10K/20G
32 |64 |50/500/100M  |250/500/1G 750/10002G  [10K/10K/10G | 20K/20K/20G

* AnyConnect 7 74 7> b v a/TLS 7 ekt v a VHERMEG E /134 v A% v
AT o L— MR,

ASAv /T Y v U 57 FDOERMTE (AWS)

FTR_RTD ASAY T4 B AF, PAR—FENTWSHTXTO ASAv vCPU/ A E VU HEpE TRE T
XD, SEZERAWS A AKX U AH AT IZ ASAV A TE £9, AnyConnect 7 7 A
TUoRBLOTLS axv oty a VUHIBRIE, £ VA M=V ENTZASAY 7T v b7 4+ —

LOMERRSF EJBIZ L > TIRE D |

L — MR OwE M 252 1 £9,

WDFIT, AWS A Y AZ U AX A T OB GElciE3< vy v a VHilfRE L — MR Z &
LOIEHEDOTT, YR—FENTWEAL L AZ L ZAD AWS VM OHIBE (vCPU & A EV) D

PNERIZ DUV T,

= 5:AWS LD ASAv : HERFTEICE DI S 4 2 REEEDFIR

TAWS 7 7 7 R~ ASAv D AIZDONT | 2S5 L T 7EE0,

ARBY BYOL tE[R{T 5 DHR—  * PAYG **
% BERE. 100M |1Z%EE. 16 1RERE. 26 RERE. 106

c5.xlarge 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G | 750/1000
c5.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K
c4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 750/1000
c3.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c3.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c3.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 750/1000
m4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
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B asavisuvs 559 FOBBRMAE (Are)

AsAv OEE |

ARBY BYOL #E[R{F 5 DHR— b * PAYG **
% SAERE. 100M | 1RHEE. 16 RER. 26 RERE. 106

m4 xlarge | 50/500/100M  |250/500/1G 250/500/2G 250/500/10G | 10K/10K

m4 2xlarge | 50/500/100M  |250/500/1G 750/1000/2G  [10K/10K/10G | 10K/10K

* AnyConnect 7 74 7> bty a/TLS Y uax ity va VHERMEEIZA VA X
AT LD L— MR,

** AnyConnect 7 74 7> h By a /TLS v vy 3, PAYGE— RTiZL—F
HFRITEE R S EE A,

Pay-As-You-Go (PAYG) £— K

WDOFEIZ, BEFRE (PAYG) E— FIIBIT2EBDOA~— T A & AHEWRS 5 OB E % 7~
LEd, PAYGE— NiZ, BV Y CTobnim A IcE3xFT,

%= 6:AWS £ED ASAv : PAYG DRI — + 54 £V R¥ERMT S

RAM (GB) BHESE— FOERMTSES

2 GB Kiifi FEHEfE . 100M (ASAVS)

2 GB ~ 8 GB Kiifi HEHERE . 1G (ASAV10)

8 GB ~ 16 GB A EUeRE . 2G (ASAV30)

16 GB ~ 32 GB A FE#EfE . 10G (ASAV50)

30GB UL E YR . 20G (ASAv100)

ASAv /T Y v U 57 FDOERSTE (Azure)

FTRTD ASAV 71 L AE, R —FERTWVEHTTD ASAV vCPU/ A £ U K T T
X577, SFEIERAzure f Y AX AL A TITASAV HEATEEF, AnyConnect 7 7 A
T FBIOTLS VXDt yya VHilRIEX, A A M=/ ST ASAY 75 > b7 4 —
LOWERMERBICL > TRED, L— MlBROBEH A% 1T £7,

WDORIL, Azure f VAKX L AB A T OMHERMGBIZHEKS By a VHlRE — MR Z £
LD TY, PIR—=FENTWDHA L AZ L AD Azure VM DL (VCPU & AE V) D
WERIZ DWW T, Microsoft Azure 77 7 & K~ ASAv DEAIZHOWT] 2L TLEE
/AN

)

(GF)  Pay-As-You-Go (PAYG) E— RIFHAE, Azure ED ASAv TIEHAR—hINTHERA,
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& 7:Azure £ ASAv - HERR{TECE D T4 £ ABEEDFIR

sesmennszd

ARBEUR BYOL ¥Rt 5D HHR— *

ZAEE. 100M |Z4£E. 16 |1E#E. 26 ZARE, 106 |1Z%E. 206
DI. 50/500/100M | 250/500/1G 250/500/2G 250/500/10G  |250/500/20G
D1 _v2DSI,
DS1 v2
D2, D2 v2, [50/500/100M [250/500/1G 250/500/2G 250/500/10G  |250/500/20G
DS2, DS2 v2
D3, D3 v2, [50/500/100M |250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
DS3. DS3 v2
D4, D4 v2, [50/500/100M  |250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
DS4, DS4 v2
D2 v3 50/500/100M | 250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
D4 v3 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
D8 v3 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
F4. Fds 50/500/100M | 250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
F8. F8s 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/20K/20G
F16. Fl6s 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/20K/20G

* AnyConnect 7 74 7> bty a/TLS Y ux ity va VRN GEELIZA VA X
AT LD L— MR,

TIEFHEEFINER

ASAV 7 7 AT U A —/UBREIX ASA N— R 7 =7 77 AT U4 — & ISPTOETR, K
DAL RTA v EHIREEDRH Y £,

ASAv (T RTOHERME) OHA RS54 2 EHIREIR

ARXR—FrSA4EVADAA R4

e IR— hEN D vCPU O RKEIE 16 TF, AWS & OCILAN DT _THOT T v M7 3 —24b
BB S 7z ASA (AEDGA, AR — N ESNBHKAETVIL64GB TT, AWS B
OCLIZJBRE &N7= ASA (AEDIGFE. PAR—FENDHEKAEVIZ128GB T, T-3TDH
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AsAv iEE |
B asav (TRToERES) Ofi4 K5 AL EHIBEE

ASAV A B A%, R — P XN TVDTXTD ASAv vCPU/ A E U AR CE & %
@—0

s TA BV AINTZEB IO TA BV AZINTW WS Ty v 73— REDE v 3 v
HIBRIZ, VM AE VU OBICESWTRESNET,

« AnyConnect 7 74 7> h BIOTLS 7 u XDt v ¥ a ViHilfRIZ, ASAVY'7 » b7 4—
LOMERF HIZ L s TRESNET, By v a UHlRIZ, ASAVET LZ A
(ASAv5/10/30/50/100) (ZBIEfHF S 72 £ L7,

by Ya URIRRICIERANN AT Y ZERDH D £, VM AT Y BRH/NEEE TR TV 55
a. By va VHIRIZEDOAEY BTHR— P SN DB RBUTHRESNET,

« BEAEOMERAT GICEFITH W £ A, MR 5 SKU & FR&I2iE, Jl&HmE 7 L& S
(ASAV5/10/30/50/100) NEFIET,

o MERRAT 1T, L— FEIRZ ML TR RKAL—Ty FERELET,
c BEEORE IO ACEFT TH Y 8 A,

FARY A L—2

ASAV IZ, T 7 4/ F TR AKS8GB DIART 4 AV W R—FLET, T4 A7V A X% 8GB
EHZTHMOT LI TEXERA, VMU YV —RE7abVa = 7T AREAF. Z08ICE
BLTLLEEN,

AVTFXANE—KRKOHAAKFSA4Y

DN AarTFxR AR = RTCEFYR—FENET, vATF arTHFA N T— R P R—
FLEHA,

N TRASE) T4 HAESA2oDE=HDT 2 —ILA—/—

T )V —AN—FREOEESIT. AZ S EERREL T A o AR 5 AL TWD DL
EHERLTLIESWY (& xE, W OEED 2Gbps DR G THDZ L L)

| &

BEE  ASAV A L CRATAMEART ZERT 25613, 7— %A ¥ —7 x4 X% % ASAv IC[H L
EFFCBINT 20BN H D £, ERICFECA F—7 = A ANE2 BIEFFTH ASAv (BN
SNBHE, ASAYy 22V — )V ZZ T —DBRRINAIEDRHVET, F/o, 77— LA ——
BEREICDEENN L Z R £7,

H7R— b L7 LY ASA #EAE
ASAv IE. RD ASA f§E&E YR — F LEHA,
« 752K Y (KVM & VMware %[5 < T OMERT 5.)

cTAF ALTHRAR TR
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168 1R 501 k54w esmEn [

T ITATITIT 4T 72— A —r3—
 EtherChannel

« AnyConnect Premium (3tf5) 74 &2 X

HPREIE

* ASAv %, X7I0NIC D 1.9.5i40en R A s RTANEFHBERH D FHA, 2D HW
NR=a v FHITH WA= 0D RIAANZEMELE T, (VMware D)

1GB #ERFFE5EDHA 54 > LHIREIAE

NITH—IVRADHA KS4 >

<9 DL, EDORBEFEH 1000 A ' F—T x A AZBA LI 1GB 7T v b7 4 —LDV v
RIZL—LTFTRICE->T, TAAZRNY B— RENLEAERHVET, CvoRIL—LA
FRBEDCAR>TOBHBIE, A2 X —7 = A AOKE8OLTFITHD LT &,
AU H =T = A ADERMZEIE, T OO HEREOBIETUIEL 72D AE Y ORI
FOTRRYETNH, 82X VIR THILEFTEET,

10GBERFEDHA 54 > EHIREIR

NITF—RADAA A4
K NT T 47 T10Gbps NP FR—FENET,
cASAVDNRT =< U A% LEEDHTDI, ROT T 7T 4 ARYHR—F S THET,
*NUMA / — K
« HED RX ¥ 2 —

*SR-IOV 7Ymbva=r7

FEMICONTIE, ST A —< AOME (40 2—) BLUOT 4 —~ 2 ZADHIEK
(64 ~—2) ZZMLTIESVY,

e INAN—Ty hL— hEEBRTH-D, CPU B = 7 2R L F4, ESXi ik To
RI7F—< 2 ADMA L (40 =) BIXOKVM MR TONRT p—~< 2 ADH L (64
N—=) ERRL TN,

e VX UAR T L—LFKTel000 f L HF—T = A AL i40e-vf A L HF—T = A ANRIEL T
W5 &L i40e-vEA U H—T oA AMB T RO EFIZRDGAENHY FT, v R
T L—LFHREBI > TODEAIL. 1000 K7 A 3L i40e-vf KT A NEfEHTHA
VE—T 2 A ADEATPRIELNE 2L TLIEEN,
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AsAv OEE |
B ncsiEmRas5051 K51 cHRSEE

HIREIE
s T UART LY h B—RETFR—FENTVEREA,

« ASAv IZ, Xx710NIC ® 1.9.5i40en R A b KT A NEHHBEMERH D A, LD HW
NR=D g v FRZHFLOA—=a DO RIANZEELEST.,  (VMware D)

« Hyper-V TliEH R —F SN TWEHA,

20GBERFEDHA 54 > EHIREIR

NITF—RADAA A4

R NT T 4 v 7 T20Gbps Y HR—FENET,

* VMware ESXi 3 X O'KVM TO AR — b ZET,

CASAVDNT =<V Az [0 LSO, ROT T 7T 4 ARYR—F S THET,
*NUMA /— K
« HED RX ¥ 22—
*SR-IOV 7Yubva=r7
s FHEAZOWTIE, N7 = U ADOFE (40 X—) BLUORT F—< 2 RO

(64 ~—2) ZZHLTLITEEN,

e TINAN—Ty hL— "EEBTAHD, CPU = 7 2H#IE L F4, ESXi fkTo
N7 =< ADMAE (40 =) BLOKVM R TONRT —< 2 ADH L (64
N—=) BB L TN,

HPREIE

« ASAv [, X7I0NIC ® 1.9.5i40en R A b KT A NEHBMERH Y FHA, ZH LD HW
N g v FFREH LWA—a DO RIANZTEELET,  (VMware D)

s I AXRT LU P F—RFEIYR—-— SN T EREA,

» Amazon Web Services (AWS) . Microsoft Azure, 334 N Hyper-V TliZ¥ AR — I EH
/Vo

ASAv 1 3 —TJ x4 AE L VR NIC

ASAVIZ, IRIBT T 74— EDOF A RNE LT, LR 2WH TSy b7+ —LDXR
ND— I A B —T 2 A AEFALET, ASAVOE A X —T = A Z|XRAENIC (VNIC) T
v ENnNET,
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aswvof>s—sz42 I

cASAV DA U H—T = A A

« PAR—F S TW5 VNIC

ASAv DA A3 —T x4 R

ASAV [T, ROFTE Y b A=Y Ry b A F =T 2 ANHY £7,
* Management 0/0

AWS & Azure D35#71%, Management 0/0 2 N7 7 ¢ v Z{niEHO ) A 5 —T =
ARZTHZENTEET,

« GigabitEthernet 0/0 ~ 0/8, ASAv % 7 = — /L4 —"— X7 O—# L L TREMT 2B 481
GigabitEthernet 0/8 737 = — /LA —/N— U U 7T IN A Z LIZHEE L TLZE0,

)

GE) Mk Z@HICBIT T& % X 512, Ten GigabitEthernet (VMXNET3
RZ A NCHERARESRA o H—T7 = A A72 ) 1Z1% GigabitEthernet
EVI TAULRMNTVET, ZHUERENRLOTH Y | EEE
DA E =T oA AREITITHELET A,

ASAv TlE, E1000 KZ A /"% 1Gbps U7 L LTHEALTEN
Ey b A=YV Ry N A F—T A ADEZRINE T, VMware
TIZE1000 KT A NOEHARHER I N/ 2o TWVDHZ LITHER
LTL7EEW,

« Hyper-V I K 8 DDA ¥ —7 = A A% KR— K LEF, Management 0/0 35 L O

GigabitEthernet 0/0 ~ 0/6, 7 =—/LA—/3— U > 7 & L T GigabitEthernet 0/6 % ffi fjj T X
e

HR— kSN TLVS VNIC

ASAV TR D yNIC 3R — F N TWE T, [6 T ASAv TD vNIC DIELE (e1000 & vmxnet3
BE) IV AR— S TWERA,
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AsAv OEE |
B s&—rshcnzwmic

= 8: Y R—rEIhTLVS WNIC

INA IN—INA DY HR—
~ N
ASAv /N\— 3
wWICD% 147 |VMware KVM > FE
VMXNET3 I XTI 9.9(2) LARE VMware D7 7 # /b k
vmxnet3 ZfE M+ 554513, TCP
INT == ZADIK N &kt ST
WICKEZEA 71— (LRO)
EEIHCT DMERH Y £,
VMware ¥ X N VMXNET3 @
LRO #Mshlc LEd (12 =—
V) EERLTLEEN,
¢1000 K i 9.2(1) LAR% VMware TIIHEE S EE A,
virtio Fexthin s 9.3(2.200) LAKE | KVM OF 7 /L k
ixgbe-vf I X 9.8(1) LAKE AWS OF 7 4 /v k, SR-IOV H
A— FH® ESXi & KVM,
140e-vf Fextin *F i 9.10(1) LA SR-IOV H A — kD KVM,

VMware §5 & U VMXNET3 O LRO Z&EICLFET

Large Receive Offload (LRO) &, CPUA—/ N—~v REHIHT 5 Z LIk - T, @EELR v
N =T B DA N v RZV—T y M L& L FETT, ZiUE 1 DOR MY —A4
DO DOEHDOEE Ny NeRERNy 77 IEHNLTHE, Xy NT—T AH v 7O EfLIC
EINDEINZTHZLIZE ST, WEHTHZMERNHDH N7y NOBERO T Z &1L - THE
BELET, 7L, LROIE, Xy NU—I Ty NGO 7 —RN—EW7T, lELTWD

Xy FU—=27T [N=Z ] T5REMDNHDLHEIC. TCP AT +—~  ADREZ G| Z i Z
FHEREMER B D £,

| &

EE VMware X, 774V TLRO ZANC LT, &ML ANV—Ty el EEEET, Lz
BoT, ZOTT v N7+ —LTASAY EAD LRO 2N THLERDH Y 7,

ASAv~ TV CLROZEHEEMNLCX E 9, RELLEZITHIANS, (R~ OERE A 7
L/i—a—o

1. vSphere Web Client £ > X kU TASAv v U 2B L E T,

1 (M~ E2RBTHIUL, T—FvoH— THNAE, JTAE, IR T —)L,
FIIFA AR L ET,

2. [Related Objects] # 7% 27 U > 2 L. [Virtual Machines] # 7% 27 U v 7 L¥7,
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ASAv & SRIOV A 52— 420 TaEva=vy |

2. e~y %427 Y 7 LT, [EditSettings] 27 U v 7 LE7,
[VM Options] #7 U v 7 LE7,
[Advanced] Z 2B L £,

5. [Configuration Parameters] @ FC, [Edit Configuration] R¥ > %27 U v 7 LET,

> »w

6. [AddParameter] #7 U v 7 L, LRO/XT A —X DL HiEEE AT LET,
* Net.VmxnetSwWLROSL | 0
* Net.Vmxnet3SwLRO | 0
* Net.Vmxnet3HwWLRO | 0
* Net.Vmxnet2SwLRO | 0
* Net.Vmxnet2HwWLRO | 0

\}

GE) A7 arT, LRONNT A= NFEETIHAT., 2SI THEISCTEETEET,
FA—=HNTIZELWEA, LROIAZITT, 0125 LWEHE. LRO TR TT,

7. [OK1%Z7 VU v 7 L TEH%ZR{F L, [Configuration Parameters] % A 7 2 7 7R v 7 A%HET
LET,

8. [tRfF (Save) 1227 U v 27 LET,

FEHZ DWW T, RO VMware iR — PRS2SR L T E 30,
* VMware KB 1027511
« VMware KB 2055140

ASAv & SRIIOVA VA — DA ADTAE 3=y

Single Root I/O Virtualization (SR-IOV) 2LV, EEIERT AN AL —T 47 VAT A
ZFEITLTCWHDEEDO VM N, A P —N_R—HNOE—~D PCle % v N —7 T X7 X %&dt
TEHEH1E720 E£F, SRIOV TlE, VM B3Ry NT—27 TH I X LD CEET — 2 %%
BCTE, NA NN PN RNRFTHIET, Xy NT—T DAV—T" RPN Y —
N—®D CPU AMAME T LET, I D x86 Y— 33— 7t v Hi2iE, SRIOV [ZHERHF A
L7 b AEY OEERZEDMOBIEEZREZIZT D Intel VI-d T 7 /o o—7 Y Fy 7y k
DOYLEMRE AR STV E T,

SR-IOV A TIL, IRD2ODTNRA A XA TINERZRINTHET,

o WERESEE (PF) : HAMICAZ T 4 v 7 NIC T, PFiZ. SR-IOVHHES & Te55472 PCle
TAA ATY, PFIE, BHEDPCle 7 /31 A& LT, B, RESNET, H—PF
%, —EORAEEE (VF) OFHBIORELRETEET,
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http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=1027511
http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=2055140

AsAv OEE |

B osriov s RIETBHA RS AU EHREE

« Virtual Function (VF) : %A X v 7 yNICIZELCWET, VFIX, T — X BN LB 2Kk
KIRDO Y v — 2 &892, ERFITHWEDIIEPCle 7 /34 AT, VFITEEMIZIT
BHENT, PFEAN L TREBIOCEFRINET, 1 DLLEDOVF % 1 5D VM IZHEID
THZENTEET,

SR-IOV /&, PCIEEHMED I L OVE BN ATR S T2 1k Td 2 Peripheral Component
Interconnect Special Interest Group (PCISIG) IZ L > TERB L OEHIN TV ET, SR-IOV D
FEMIIZ DWW TIX,  TPCI-SIG SR-IOV Primer: An Introduction to SR-IOV Technology] % &/ L C
TZ&EW,

ASAV ETSRIOV A V4 —T = A AT a=v 74 520F, @it ~SL—7 427
VAT AL LN N—= R =T ECPU, THETHEAT BIOT X T ZORENLIRD S
FHEIS LT,

SR-IOVA 2 —D A RICEATEHHA K54 2 LHIREIE

ASAv DB AT 2 BRI N— R = 7%, A i BRI L - TR D F9°,
ASAVD T AL A (1=) 1ZiF, SESERASAV T T b 74 —LIZT29 4%
VA DHERRF 5N T 5 ) VY — A F U AN S CWET, Ix T, SR-IOV {48
HREICIXEED TV AT A ) ) — AN PMETT,
RAMARL—TF 4 T SRTFLENIN—INAHF HR—
SR-IOV " — k& VF R A%, LFCERHTE 9,

* Linux 2.6.30 7 — 1 /L LARE

SR-IOV A > ¥ —7 = A A% 272 ASAv 1, BITE, IRONA /R—= A HFTHR—F I TW
F9,

* VMware vSphere/ESXi
* QEMU/KVM
*« AWS

N—F91F7 F5y b T+ —LHR—t

\)

GE)

PR—=FENTWBEIENT T v N7 — L EFITTEDIEBEDOY——T7 5 XDx86CPUT
INA AT ASAY ZE AT HAMLERH Y £7,

ZOEI v a T, SRIOV A V4 —T7 = A AT H N~ KU =T HA KT A 220 T
DALET, TRV RTA 2 Tho TEETEH D FEADB, ZOTA RTA I~ T
WRWAN= R =T 25 & MEEORECHERED K TIZ O3 D ATHEMER H W £,

SR-IOV ZH R — KF L TEY ., SR-IOV x5 PCle 7 & 7 Z Z#5#k L1 % — —NUE T, LL
TON=RT = 7R FHEICEETOLERNH Y 7,
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https://pcisig.com/
http://www.intel.com/content/www/us/en/pci-express/pci-sig-sr-iov-primer-sr-iov-technology-paper.html

| Asavomz

SRIOV A > 8 — T x4 RIZEAT A4 k51 v etimEmE [

o i FTREZe VF O#% & e SR-IOV NIC OEREIX, N X —T7 NA AL > THERARY £
ﬁqo

¢« T RTDPCle A b2 SR-IOV VAR —FLTWAbITTIEHY £HA,

o SR-IOV 5f)its PCle 2 &2 v MIMSBEN R DEENH Y £,

\)

GE) RA—H—D~=aT /LT, BENDI AT LD SRIOV HHR— k
EHERTHALENH Y F97,

c VT-dxHeDF v 7y b, v —=R— K, BILRCPUIZDOWTIE, [virtualization-capable
IOMMU supporting hardware] Z&M L T 7Z &0, VT-d X, SR-IOV AT AIZHIAD
BIOS & 7ETY,

« VMware D A1x, A2 T A > @ [Compatibility Guide] T SR-IOV ¥R — & TR T £
R

« KVM D413, [CPU compatibility)] # R T 9, KVM L®D ASAv Ti, x86 /~—
RO =7 LI R = SN2 LIZERLTIIEZSN,

N

GE) LA TiL, ASAv % CiscoUCSC v —X T v 7 —_"—TF
A M L% L7z, Cisco UCS-B #—/3—(F ixgbe-vf vNIC % H 7R —
LTWRNWZ LIZHEELTLEEN,

SR-I0V THHR— rEHTL VS NIC
eIntel £ —H Ry N Xy NU—27 THTH X710

P

B ASAv . x710NIC @ 1.9.5i40en ;R A b BT A N E HHEN B 0
FHA, TNEVENAR—T g vERITH L= 0D RS
A2NTEELET, (VMware D)

* Intel Ethernet Server Adapter X520 - DA2

CPU
- x86_64 < /LF 27 CPU
Intel Sandy Bridge DA% (#£4%)
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https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware
https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware
http://www.vmware.com/resources/compatibility/search.php
http://www.linux-kvm.org/page/Processor_support
https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/index.html
https://ark.intel.com/content/www/us/en/ark/products/series/189530/intel-ethernet-network-adapter-x710-series.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x520.html

AsAv OEE |

B osriov s RIETBHA RS AU EHREE

Y

G¥)

VA TliL, ASAv % 2.3GHz @ Intel Broadwell CPU (E5-2699-v4)
T7AMLELE,

=y
«CPU Y7 v b&HT=0 §EHLL LW =7
CHD Yy h ET8 aTICT A BERD Y T

N

G

BIOS

CPU B = 7%, ASAVS0EB L TNASAVIO0 E T LR )L—T
FL— FE2ERTHDICHRI N TOET, ESXi ik Tox
T =< ADELE (40 =) EKVM R TO/RT g—<
AZADmE (64 _—) BZEHRBLTIEIV,

RTE

SR-IOV IZ, BIOS 77 T, "= R =T TCHEITLTWAEARL—T 4T VAT A AV

AL
L%

YAERGFIAANR=AAL YO R— P BMETY, VAT L BIOS TROREETF = v 7
B

SR-IOV WNHEZ /2> T D,

«VT-x (RABILT 7 J uo—) DA > TW5,

s VT-d DA/ > TN B,

A
<7

iR

(AT ay) NANR—RAL YT 4 RN TN D,

T AT LIZBIOS REILT 7 A L CEET DHERRBRLILD, Ny —D~v=aT )
REAZMHERT LI LEBEID LET,

FIH

ixgbe-vf A ' Z—7 = A AZMHT25E . WROBIREFEELRH D £,
« A NVM TIL, VFZEERET— RIZHETEEHA, TDOD, ixgbe-vf O HKREL ~

FUART L b = RV R—-FENEHE A,

e FAKRVM TiX, VF ETMACT RLAZRETEERHA, DD, HA FIZMAC T

RUADNEEINERAL, MO ASA 7T v 74— A X —T oA A XA T &
R LESESITEHEEESNE T, HA 72— F—_"— 1 IPT RLRAEZT VT 4 TmB A
BUNRALNIBAITT D LI k> THEBE L £,
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SRIOV A > 8 — T x4 RIZEAT A4 k51 v etimEmE [

Y

GE)  Zo#IIRIE. id0evEfA > X —T A A hEHAINET,

* Cisco UCSB #—/N—|J ixgbe-vf ® VNIC ZH 7R — F LEHA,

c Tz F—R—t%y N T v T, XTICR>TWDASAY (7T A~V 4EE) (CfEE
WEAETDHE, AZUNAL ASAVEEN T T4 v VEEOO — LV EG|EHE, TOA
H =Tz A AP T RLVANAZ 31 ASAV EEEDH LWMAC 7 RV ATHEFTINE
T, D%, ASAv X Gratuitous Address Resolution Protocol (ARP) E#FH#XEL T, 1~
H—Tx2AAIPT RLADOMACT RLADEFE#[F LRy NU—7 LOOT /A4 Rz
WHLET, 272 L, A H—T =2 A AX A TOIEEHNEIZ LV | Gratuitous ARP F 1,
A HE—Tx2AAIPT RLRAEZ 70— ULIPT N R|IZEHT A7 8D NAT F 7713 PAT
AF—MAY N TCERINTWNAZ B — UL IPT RLRICEEINET AL
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VMware Z{&F L 7= ASAv DE A

ASAv %, VMware ESXi 2 E{TCTE BAEEDY—X—7 T ZAD x86 CPU T /3 A |ZEATE F
j—O

| o

EE ASAVORHR/NATE Y EIZ2GB T, HIED ASAv 23 2GB ARIliD A £ 1 TEHEL TW DA,
ASAV VU DAEY RS e . ETONR—2 2 0205 9.13() BIEICT v 7/ L— KT
XEHA, T, BFEAA—VarEHEHLTH LWL ASAY vV U A HEATE £,

c EFH EHRFE (19 X—)

« ASAv ® VMware FEFED VR — K (24 ~<—)

AR (26 X—)

«ASAV V7 v = T O ESE 0 B T 7 A4 L OERK (26 X—)

« VMware vSphere Web Client Z{# ] L 72 ASAv ®#E A (30 ~—)

» VMware vSphere A% > K727 47 M LU 0 H AR ZHEH L7 ASAv 0#E
A (35%—)

« OVF ¥ — /LB L O 0 A MR Z 1 L 72 ASAv DE A (36 ~—)

¢ ASAV I Y —)L~DT A (37 L—)

«vCPU £/213ANV—TF v F T4 B ZADT v 77 L—FK (39 X—Y)

« RT F—< U ADFEE (40 =)

FIEFEEHIRNSEIA

ESXi #—/3—IZ ASAV DEE DA VAL U AZAFRR L TEATE ET, ASAV OEAZMEH S
NHEFEDN— R =T 1x, BASNDA P AZ L ADERCHEHEM I L > TRZ2Y £97, 1E
T DEAHMET T T A4 T AIE, RA M~y ETORNY Y —RED YT (XAEY, CPU
B, BLOT 4 RATEFRE) BDLETT,

| &

EE ASAVIZI. 8GBDT A AT ARL—U YA A THEAINET, THAAITEEDY V—RE DY
TEEFTAHZ LIITEETA,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



B sssacsnss

VMware % {#/ L 7= ASAv DA |

ASAV ZEAT DRI, IROTA BT A » LHIRFHEEZMHE L ET,

VMWare ESXi TD ASAv D 2 X T LEH

7R =< AR T B2, ATOMARICHER L TWA Z 2R L T2
VY, ASAVASAV IZiE, IROBEHRH Y £9°,

o IR A b CPU VL., (ABMLIEEMERE &2 2 7=V — /3 — 2 T A D x86 ~X— A D Intel F 721% AMD
CPU THHMENH Y F9°,

7ol 21X, ASAV N7 +—~ U AT A b TR TIE, 2.6GHz TENMET S Intel® Xeon® CPU
E5-2690v4 7' v & 4 % #5#; L 7= Cisco Unified Computing System™ (Cisco UCS®) C /U —
A M4 == RRIREH L TV E9,

« ASAv iZ. ESXi/®"—2 3 6.0, 65, 6.7 %V HR—FrLET,

#E NS NIC
RN T 4 —< L AEBL 0121, kRO wNIC ZHEHE L £,

¢ PCI /SRR Z/L—"T® i40e : Y — X— DO NIC 2 VM I[ZBESHT. DMA (£ A4 L7 kX
FYTI7®A) ZAHLTNIC & VMO Ty b —XE2ELET, N7y hOB
B2 CPU VA Z VI EH D FH A,

* i40evf/ixgbe-vf : FEMNZ EFL LR L TT A (NIC & VM [HD DMA 2~ > ) | NIC %
BO VM TIATEE T, SRIOV X, BEADFIMENE W2, —RAICHERE S E
T, EEFEEFFOFE 463—Y) 22BL TSN,

e vmxnet3 : 10Gbps DENEZ VAR — N LET 2, CPUY A 7 /Lt B bRy N U —
7 RIA T, ZiHH VMware DT 7 /L kT,

vmxnet3 ZFEHTAEEIT. TCP X7 4+ —~ ZADIK T2 BT AT DI KEZEF 7o —
K (LRO) ZENTAMENRH Y 77,

NI+ —I I ADREIL

ASAV DI ED/INT 3 —< UV AL FEBTHZOIZ, VM EFRA MO FATHEST A LN TE
F3, FEMICOWTIE, N7 A=< ADFE (40 R—) EBRL T I,

*NUMA : 72 K VM ® CPU Y Y — R % Hi—® Non-Uniform Memory Access (NUMA) / —
RIZHBET 5 2 L T, ASAY DR T —~< L A% L TEF9, FEMIZ OV TIX, NUMA
DHA RTA 2 (41 =) ZBRLTLIIEEN,

» Receive Side Scaling : ASAv % Receive Side Scaling (RSS) ZHAHR—hrLTWET, I
X, Xy NI T E TR Lo THEED T nty a7l ilxy NO—IZERNT T 4 v
I ENETDEOIERENDT 7 /) ay—T%, =32 9.131) UETHHR— k&
NTWET, FEMIZ OV TIE, Receive Side Scaling (RSS) HO#EE D RX F=— (43

N—=Y) AL TIESN,

« VPN OFEIL : ASAv T VPN X7 3+ —< L A& EE{bT 57D 0BIMOEEIIEIC OV
T, VPN Ol (70 2—) 2B LT &N,
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| vMware % f&F3 L 1= ASAv DEA

sesmennszd

OVF 274 ILDAHA FSA4 2
AR IS T, asav-vi.ovf 7 7 A /L FE 71T asav-esxi.ovf 7 7 A LA ER L E 9,

* asav-vi : vCenter |2 AT 5545

o asav-esxi : ESXi 12 A4 54 (vCenter 72 L)

«ASAVOVF ®E AT, m—Hh UV FE—vay GEREE—RTOaLryR—%r DAL R

k=) Y R—FLETA, ZBHHFDOEEED VMware vCenter & LDAP V-—/3— 73 ASCII

HHBE—FTA A P—=AENTNDZ LR LTI EE0,

*ASAV A VA F—/L LT VM a2 Y —/L&EHEHAT DT, F—3— K% [United States
English] IZERET D2 MLENRH D 7,

s ASAV ZE AT DH L, 20DERDHISO A A—TU N ESXi NA NR—RA P~ FEN
i—a—o

)

e Uy NENTRAID KT A 7121E. vSphere (2 K - TR & 72 OVF BREZ A E A i
boTET,

e~ NENTZ2FEHD KT A 71 day0.iso T,

b=

ASAV ¥V U NEBN LT D, WD NI AT D~y b a T
XFEF, 2L, [ERBEARRIEEGE (Connect at Power On) ] 73
Ao TWDHAETH, FT 471 (OVF BREEEH % 1)
X, ASAv OFEIREZ A 7 /4 T DN~y hEanE
o

OVF T TL—brDHA RSA2DITH RR—

vSphere @ OVF 7 7 L — h D=7 AR — MEREIZ, BEFD ASAV A LV AX VAN r—T %
OVF 707 Lb— e LTI AR— T HDICELLE T, =7 AR— SN2 OVF 77
L—h2EH LT, RURREELITIRRDIBRICASAVA V AZ U AZBANTEET, =7 A
A—FEN7ZOVF 77— M &FHEH LT vSphere {2 ASAv A V' AKX Vv A& AT HREIIC
OVF 7 7 A WO DOFEMALEE LT, BAOKMEZ S LERH D £,

ASAV DTV AR— M ENTZOVE 77 A NVELEET DI, ROFIEEZEITLET,
1. OVFT oL — oo AR—FLIza—hil~ a4 LET,

2. TF¥FAPNTZTAHTOVE 77 AN EEZRLTEE £1,

3. <vmw:ExtraConfig vmw:key="monitor control.pseudo perfctr"

vmw : value="TRUE"></vmw:ExtraConfig> & 775’7?&'3‘5 Z & %ﬁ%?g\ L/i'a‘o

4. <rasd: ResourceSubType>vmware.cdrom. iso</rasd:ResourceSubType> &7 Zfléllj Li'ﬂ‘

Ey e
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VMware % {#/ L 7= ASAv DA |
B sssacsnss

<rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType> 2Tk

<rasd:ResourceSubType>vmware.cdrom. remotepassthrough</rasd:ResourceSubType> 5757%835

BLET,

FEARIZ DUV TR, VMware 23ABH L 72 TDeploying an OVF fails on vCenter Server 5.1/5.5 when
VMuware tools are installed (2034422)] &ML T 7230,

5. UserPrivilege, OvfDeployment, 4342 (N controllerType D7 B NT 4 fEZ ATILET,

WITH &R L ET,

- <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"
ovi:key="OvfDeployment">

+ <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"

ovf:key="OvifDeployment" ovf:value="ovf">

- <Property ovf:type="string" ovf:key="ControllerType">
+ <Property ovf:type="string" ovf:key="ControllerType" ovf:value="ASAv">

- <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege">

+ <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege" ovf:value="15">

6. OVF 7 7 A VZARIEL £,

7. OVF 77 L — &AL T, ASAv ZH AL £, VMware vSphere Web Client Z-fi Jf] L
72 ASAv DE N [#GE] SR L T E &0,

N FRLSEYT 4 HARSA2DEOHDT = —ILA—/—

T x— V= N—EEDREEIE. AZ N IEERECT A B AR 52 TN D L
R LTS EEW (& 20E, W 0E N 2Gbps DRSS 5-THH Z L7 )

|

BE ASAv &ML CE A Ti/\?’aﬂ’ﬁﬁ}ﬁ‘éia/\ T HAE =T = A R4 ASAV IZ[F U
JEF: THEMN$ 208 H Y £, BRIZE A /5—7I4’275§£7‘£6JILEF¥’C“%\ASAV&:‘EJJD
ézh%)k ASAV A Y —)VIZZ T —IRRREND T ENHV £, £, Tx=— A —3—
REEICO BN Z DY 7

ASAY NI A > B —T7 =4 AET 1L ASAY 7 = — /LA —_"—OE R ) v 7 IR S5
ESX AR — h Z /=220 TlE, 2 DORAENIC #EH L CTESX R — h I V—TF D7 =—)L
2‘—/\~JIIEJ”%* ELET U777 4777V, $H1D0FARX L ANAT w7
V7). ZOREIE, 200D VM BMHAIZ ping #FEFT L2V . ASAv Al MEY 7 2R &
&f:@Tét BT,

vMotion (B89 3 HA4 KS 1 >

* VMware TiZ, vMotion #3256, HEX N —VOAZFEHTLHILERNH Y 7,
ASAY DB ARFIZ, RA N 7 FAZNRHLGAEIL. A ML —T%a =S FFEDR A
ME) £R3dEERA N ETCTrE Y 9= TEx £, 7277 L. ASAv Z vMotion Zff
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https://kb.vmware.com/s/article/2034422
https://kb.vmware.com/s/article/2034422
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/asav/getting-started/asav-917-gsg/asav_vmware.html?bookSearch=true#id_46500
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/asav/getting-started/asav-917-gsg/asav_vmware.html?bookSearch=true#id_46500

| vMware % f&F3 L 1= ASAv DEA
sesmennszd

HALTHDORA MIBATT 256, a— IV A=V AT =7 =0 8ALE
@—O

AIW—Ty FEDOAE) EVCPUDEIY BT ESAHEUR

CASAV IZEIN M THENZAT Y DOV A XT, ANL—T v hL~YLZEbElbo Ty, B
IRBAN—T > LD T A7 AERT DEE %2RV T, [EditSettings] # A 71 7
Ry 7 ADAEVREETZIIVCPUN— R = TREIFTERE LN TLES N, T U H—
Tavrva=r iR RN R EE X HAREERH Y T,

Y

GE) RAEVELIEIVCPUN— R =2 TRELZLEETIHIMNENRD D5H
X, ASAVD T A B A2 (1 8—=) TR EINTWBHEDOLE
BHL TS 7ZEW, VMware M ESET 2 A U RGO i/ IME, 7
74 ME, BRORKMEIFEH LARNTZE 0,

CPU ¥4

F 7 /L FTlE. ASAv @ CPU F#Ji% 1000 MHz T9, A, K. BLOHIRORE
([BEDHRE (Edit Settings) [>[V Y —A (Resources) |>[CPU]) Z={#HT25Z LT,
ASAV IZEIV ¥ THNDH CPU U Y —RADBEEZERTEET, LVEWVWERETKLER N
T4y VAP I T DRI TASAV 2 BN Z R TE 25A1%. CPUTHORES
1000 Mhz A2 C& 9, ASAVICE > THH SN D CPU &L, EfEL TV H A —F
TxT Ty N7 —LET TR, FATLTWAIERDH A T ERBIZE - TH R F
R

A8~ 2 > @ [Performance] % 7' @ [Home] £ = —|ZHLE S 4172 [CPU Usage (MHz)] 7 % —

FRD . TRTOMRME~ T BT 5 CPUMHRZ R A FOHA THER TE £7, ASAv
#ﬁﬁ%&b774/7;%&@LT“5&%@G®@W4@A/%V 7 HERET D
L. ZOMEHA CPU PRIOFRERF O A & L THEITE £,

ZEHNZ DUV TIE, VMware 2> 5 384T ST 5 [CPU Performance Enhancement Advicel %
S LT &,

Uy —RE) YT —NR—T b Va=r lE 3T =T va =&
V=A% Fa T 5HI20E,. ASAv show vm 3 KX Ovshow cpu =2~ > K, $H 5\ T ASDM [7R—
L (Home) 1>[T/3 A& v a7/R— K (Device Dashboard) |>[7/34 X1&E#H (Device
Information) 1> [{&#8') Y —X (Virtual Resources) | # 7 £72I1X [E=4 ) 5
(Monitoring) 1>[Z7B/87 1« (Properties) |>[Y R T LYY —RT 57T (Sysem Resources
Graphs) 1> [CPU] <A v ZfEHTEx £,

UCSBL ) —XAN—FIx7ICETB S VARTLY M E—FRICEATSHM4 K514

MAC 75 v 7 M, CiscoUCSB v —X NN—Ryx7®DkT7 AT L hE— RTEIET
58D ASAVERXETRAETHZENHV T, MACT RLARIEXERGFTcHE L
Ba. Ny MIiRey7XEnEd,
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https://docs.vmware.com/en/VMware-vSphere/5.5/com.vmware.vsphere.monitoring.doc/GUID-FBA3A58A-EEC9-4B4D-8515-ECCF51188913.html

VMware % {#/ L 7= ASAv DA |
B Asav o vmware tgaE 05—

VMware BREZIZ h T AT L2 M E— R TASAY Z AT HHAIC MAC 7 7 v 7 & [AlEEd
\_\i\ /j{@ﬁ/l) ]\7/(/%52%% \—L/T< f;él/\o

e VMware NIC F—=3 2 : UCSB > — X2 F T v AT L hE— R T ASAv & A4
DA, WEBLONSA v 4 —T = A AT HR— NI N—FET 7T 4 T T v
TV EBIDTEFREL, T 7V Z7EE LU THAMLENSHY £9, vCenter T VMware
NIC F—3 7 &FHELET,

NICF— 2V F ORBREFEDFEM OV TIL, VMware REF =2 A F 2B LT EEN,

cARP A A7 9 : ASAV CARP A VAU v a v HAMIL, ZEA L F—T =
AAXATMACKBEIWNARP = b U ZFICERE L ET, ARP A A7 v a L FEhk
DFEIHONWTIL, CiscoASAT V —X a7 4 Xalb—a A R (—Ri7EE)
[FEEE) 22 LT E &0,

ZDOMDAA F54 2 EHIRER

« ESXi 6.7, vCenter 6.7, ASA Virtual 9.12 LA % FEIT L TV B 4. ASA Virtual (X2 DD
CD/DVDIDE K7 A 77 L ClEEh L E7,

« vSphere Web Client /& ASAv OVA O A TlI ¥4 — h I 4720 728, vSphere Client % i
LTL7EENY,

ASAv @ VMware gD Y R—

WDFEIZ, ASAv O VMware FEFED VR — b &~ LE T,

5 9: ASAv D VMware ¥R D R—

HEHE EL:) HYR—bk (HBY/AEL) a2k

a—)L R Z7ma—y Ja—=27HIZVM | H Y
DBIFNA 720 F
TO

DRS Y V—ADRT | B
Va—U L IB LS
BeEIRE PRI S h
E3r

A MBI BRI VM 2SBIEL |72 L _
TWVWET,

VMware DH A KF A
VEBRLTLKIEE
Uy,

By b rm—r Ja—=7HITVM |72 L -
PEIEL TWET,

AN NIV B4 Ldic VM S8 | 72 L -
ELTWET,
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https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-D34B1ADD-B8A7-43CD-AA7E-2832A0F7EE76.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/basic-arp-mac.html
https://www.vmware.com/products/vsphere/drs-dpm.html
https://www.vmware.com/products/vsphere/drs-dpm.html

| vMware % f&F3 L 1= ASAv DEA

asav & vMware 805 H— [l

tre B HYiR—bk (BY/EL) |2Vt

AFvTaw b VM BRI 7 ) —X | H b fERAZITEE DS MET
LE9, 9, T T4 v Ik

DONAAREMERH VY F
T, T xz— ) —3—
DEAETHZERBY
*9,

— R || - R VM B —EE RS, |HY -
FOHERLET,

vCloud Director VM O HENECE S A[RE | 72 L _

2720 F9,

VM OBAT BATHIZ VM DOEIRMS | H 0 -
A7 £,

VMotion VM DT AT ~A7 |HY HH AL —T
L—a RSN L ¥4, vMotion |ZF4
£, THHARTA

(22 %—=Y) 5]
LTL &N,

VMware FT VM @ HAWZFEA Sh | 72 L ASAv ¥ ¥ DFEE|C

7, 5t LT ASAV D7 = —
VA —R—Z L E
7

VMware HA ESXi B LW —— [HY ASAv ¥ v DIEZE|C
DOREEICFEHINE %L TASAVD T = —
7, A==l L E

7,
VM /—hE— D |VMEZEZEHASLE|Z2L ASAv ¥ L DREZE|C
VMware HA 7, %L CASAV D7 = —
A —R—mfEH L E
‘d‘o

VMware vSphere A% VM ZE AT 57DIZ|H D

v K7 Windows | S E1, B

74Tk

VMware vSphere Web | VM #E AT 57-DI2 | H D _

Client

S ET,
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VMware % {#/ L 7= ASAv DA |

VMware vSphere Web Client, vSphere A% > K7 v 7 747k, F721E OVF ¥V — /L& H
LT ASAY ZEATE £7, VAT LBEECOWTIL, Cisco ASA O H#aME: [#555] 2B LT
<TEEvy,

vSphere Z#EX A v FDEX T4 K I—

vSphere AA » FNZONTIE, LA P2EXF=2 VT 4 RV —ZfRmEL T, ASAVA > ¥ —T =
A AL THERENDAR— M 7=z LEx 2T 4 RY —0fFs 2 TE £,
ROT 7+ MREEZSRLTIEIN,

HEERE— R R
*MAC 7 RLADZEH : 857

o RIEE(F : 57

WD ASAVERTE DY A, TV DFREDERNMBEIRGENH Y £7, FEMIZ- OV TIX, vSphere
D=7 VESRLTITZEN,

FK10:R— b+ FL—T0EF2)T1RY—OHIN

FSUARRTFLURNIZ7AT 4 —
W=TYRIF7ATI+—ILE—F|ILE—F
X2 T2DH | Tz —ILF—N— Jz—ILA—/N—
VA L TJx—)LA—N— %L Jrx—)LA—/\—
AR E— N <LE> <LE> TR TR
MAC 7 KL AD |<{EE> 7GR <> K
AL
RIEEE <TE> TR TR TR

ASAvY D F Oz 7DBEELEFEOBRER I 74 ILOER

ASAvV ZEBEITAENC, FEOHMHOary 7 4 Fal—ary 77 A LVEHERTEET, 20
7 7 AV, ASAv OLEIFFZEA SN D ASAY DR EEEZLT XA N T 7 A LT, 20D
MR EIX. [dayO-config] EWIHITHFAKN 77 A LE LTHREDEET 4 L7 b UITKMHE
L. EHIT day0iso 7 7 A NS ELBEINET, 2D day0.iso 7 7 A VS EAIDORENRFIZ~ T
YEEINTHARONET, FOHRHar 7 Xab—a 774 02%, 2l ey, &
A E—T oA AT 7T 4 7T Ha~vr N, A —GEH SSH r— "— % ET
53w REEOAIMERHY ETH, TXTOASARTEEZODLIEHLTEET, ZED

dayO-config Z & 17 7 /L h D day0.iso 28V U —R & & IR SN TWET, day0.iso 7 7
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.vmware.com/products/vsphere.html
http://www.vmware.com/products/vsphere.html

| vMware % f&F3 L 1= ASAv DEA

AsAv Y7 k7R EE 0 BRERT 7 1 Los ]

A (BAHX Lday0 £72137 7 # /L b D day0.iso) 1%, AIOEEHFIZEH TE 2Lz v
FH A,

1R BRI
ZOH T Linux 2MEF SN TWET 728, Windows DIESICHEEO2—T 2 U T 4 3H VY £

D

ATFYT1 ZIP 77 A V%

« PR AR IC HEIIZ ASAV IZT A & 2 %A 54 2121F, Cisco Smart Software Manager
M5 A 7 v — K L7z Smart Licensing Identity (ID) ~—2 > % Tlidtoken] &9 7 F A k
Ty AL, BFOHRABERKZ 7ANVERILT 4L 7 FUVITREFELET,

f}i*ﬁ VGA 22— LTI A=A T DY T IR — Db ASAVIZT 7 & &
L. RETHESIL. FORABER 7 7 A 123 y—ILI Y PILOREZ BN L THIE
T — MRV U T AR — N 2T A20LERDH Y F97,

¢« hTUART LY hE— RTASAV ZEATHHEF. FT AT Ly hE— R THELT
SNDHBEHD ASAER 7 7 A NVE, BOHAWKZ 7ANVE L THEHATAOILERDHD £

T, ZhE =Ty R 7747 74— AOFEOAHAay 7 Fal—vary TrAL
FRZY LEH A

¢ ISO A A—U N ESXi NAN—=R_APFIZED X I~ T FENDHDFERMZOWVTIL,
EEHEEHERHEE (192—) ODOVF 77 ANLVDHA RS54 2B LTI,

Ciscocom H X >a—RL, a—Hh/L T 4 A7 IRFELET,

https://www.cisco.com/go/asa-software

(G¥) Ciscocom D/ A4 U BIOUWNVAa — AR MLIETT,

ATYT2 77 ANEEET AL FIICRELET, 4L 27 MUDL T 7ANVEHIBRLARWVWTLZESV, ROT 7
ANNEENTWET,

e asav-vi.ovf :

vCenter ~MDiE A .,

« asav-esxi.ovf : vCenter LLZL~D3E A

* boot.vmdk :

* diskO.vimdk :

T—FF U RT A A=,

ASAV T 4 AT A A=,

« day0.iso : dayO-config 7 7 A /LB L AT T 3 @ idtoken 7 7 A /L% ETp 1SO,

e asav-vimf :

vCenter ~DEAFHD~V=T = A s 774 )\,

e asav-esxi.mf : vCenter LIS ~DEAFDO~=7= A 77 AL,

RATw 73 lday0-config]
iE & Z DO

EWVWIHITHXRRT 7 AT ASAY D CLIREZTALET, 3200 FX—T A ADFK
HEARTEAEBIMLET,
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VMware % {#/ L 7= ASAv DA |
B ssavvsrozromacsoamERT 7 4 L0k

BHIDITIZ ASA DX—2 a U TIRD D XN H Y £9°, dayO-config 1%, AL ASA#EKR THHILENRH
D £7, dayO-config Z Ak T 2 Feii 72 FikIL, BEFD ASA £ ASAV ) LF T2y 7 4 Fab—va v
DBy A =2 B —4 5 15T, day0-config NOFTDIEFFIZEZE T, BEAFED show running-config = <
Y FHADIEF & —B L TWDLRERD Y 7,

dayO-config 7 7 A VD2 DDFZ R LET, 1 DHOHITIER, FHEY b A =Xy h A F =Tz AR
i 2 72 ASAv AT 53856 @ day0-config Zr LET, 2 OHDOHFITIX, 10 ¥y b A —HxR> |
A B —T =2 A A% 272 ASAV %3 AN T 555 O day0-config 77~ L £ 9, Z O day0O-config Z i L C.
SR-IOV A > ¥ —7 = A RA%&fifx7c ASAv AN L E¥, HEEFHELHKFEE 46 *—Y) 23R LTL
7ZEW,

i

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

1 -

ASA Version 9.8.1

|

console serial

interface management 0/0
management-only

nameif management

security-level 0O

ip address 192.168.0.230 255.255.255.0
|

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif outside
security-level 0O
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| vMware % f&F3 L 1= ASAv DEA

ATvT6

ATy 17

ATvT8

AsAv Y7 k7R EE 0 BRERT 7 1 Los ]

ip address 10.10.20.10 255.255.255.0
|

route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2
|

http 0.0.0.0 0.0.0.0 management
|

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS

name-server 64.102.6.247
|

license smart

feature tier standard

throughput level 10G
|

crypto key generate rsa modulus 2048

(ff=&) Cisco Smart Software Manager | & U 1T S 417- Smart License ID h—2 > 77 A L& a3 B a—X
IZF v rm—RLET,

EE) #Uvrm—R 774 ApbID h—2vxatv—L, ID b—27 »DOHh%uzETe Tidtoken] L5 T
FAL 77 ANMIRFLET,

ZOID b—27 12X 5T, Smart Licensing ¥—/3—IZ ASAv 28 HEIIZBER S E T,

FTX AN 77 A)NEISO 7 7 A WICER L TRIECD-ROM 245 LE 1,
Bl -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

day0.iso IIC Linux THr L SHAI & FHE L 9,
i -

openssl dgst -shal day0.iso
SHA1 (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecb66 day0O.iso

FHLWTF =y 7 AEEET 4 L7 NU D asav-vimf 7 7 A /VICHE ®, day0.iso SHAL fifiz 587 L < Ak S 4L
TETEEHMAET,

&1
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VMware % {#/ L 7= ASAv DA |
B vvware vSphere Web Client % {5 L 7= ASAv DA

SHAL (asav-vi.ovf)= de0f1878b8f1260e379ef853db4e790c8e92f2b2
SHAL (disk0.vmdk)= 898b26891cc68falc94ebd91532fc450da418b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4d5dbfb8abfb3doc4
SHAI (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbbo

RT9T9 ZIP 77 A NVEFRR LIZT 4 L7 b UIT day0.iso 7 7 A v E a2 —LET, T 74/ b (Z8) O day0.iso
T AN EEEINET,

ZDOT 4 L7 FUD VM ABEA SN LA IE, BT L AR S 4L7z day0.iso WORER AN EH S L E T,

VMware vSphere Web Client % {5 L = ASAv D E A

Z O TIL, VMware vSphere Web Client Z /] L T ASAv ZE A4 2 HIEIZHOWTHEI L E
9, Web 7 7 A 7> MZIL, vCenter 25 TJ, vCenter 2372 551X, [VMware vSphere
ARG KT O TAT 2 PBEOE 0 B Z M L7z ASAy DA | 721X TOVF
VLB KO 0 A MR A L7 ASAv DA 2R T ZE0,

* vSphere Web Client ~D7 72 A&7 547 0 MNEET 77 A4 DA A ~—/L (30 ~X—
)

 VMware vSphere Web Client Zffi { L 72 ASAv DA (30 ~—)

vSphereWebClient ~D7 VR EVSAT U MRET S T4 DA >
A =L

Z DI TIL, vSphere Web Client |27 7 B A3 2 HIEIZHOWTHB LET, F72, ASAv =
=)V T JRAIEIR T TAT V MRET T 7 A A A M=V T 5 FEIZONT L
LET, —HDOWeb 7 F4 7 MMEEE (7T 74272 8) 1%, Macintosh TiZH AR — h I T
WEH A, BRI TAT Y MOV FR— MERIZOWTIL, VMware D Web 1 ~ & BB LT
<IEEWY,

ATv 1 77 ¥ )5 VMware vSphere Web Client % 28 L £ 37,

https.//vCenter_server:port/vsphere-client/

7 7 4V hTIE, port 1% 9443 T,

ATv T2 (AEDOH) ASAV 2L V=L ~DT 7YX ARARRICT D720, 7 I9ATV MNEBT T A A VA b—

LLET,
1. v A HHE T, [Download the Client Integration Plug-in]| #7 UV v 7 LCF 774 v & XU u—RL
\i ﬁqo

2. 77UV EHL L, A VA N=FZHEHLTTIF77A4 %A A=V LET,
3. I A &AL A=V LT-6, vSphere Web Client (Z fF4%#5¢ L £ 97,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K



| vMware % f&F3 L 1= ASAv DEA

VMware vSphere Web Client % {f L 7= ASAv DA .

ATV T3 a2—HF—ZLXAT— &AL, [Login] &7 V v 7327, [Use Windows session authentication] F = =

IRy I A A AT LET (Windows DF)

VMware vSphere Web Client % {1 L /= ASAv ME A

ATy T

ATy T2
ATvT3
ATy T4

ATy TH
ATv 76

ASAv Z3E N7 5I1Z1X, VMware vSphere Web Client (& 721% vSphere Client) . XA —7"
b7+ —~> b (OVF) OF 7L — 77 A NVEHALES, Y AaDASAv /Xy Fr—
T % B 5121%. vSphere Web Client T Deploy OVF Template 7 4 ¥— K&Z#H L 94, ZD
¥ 4 ¥— FTIE, ASAVOVA 7 7 A VEMNT L. ASAV & FEIT9 28~ > v 2Bk L, Sy
=V AVA RV LET,

U4 P—=FOFIEDIFE A EIE. VMware (25 LEHED £, 0D T4, Deploy OVF Template D #f
Mz DU\ TIX, VMware vSphere Web Client D42 T A > ~)IL T BB L T 2S00,

48 HHEIIZ

ASAv #E AT HHEIZ, vSphere (FFLH) TOR B 12D Fy hU—7 2FZEL TEBL &
ERH D FT,

ASAv ZIP 7 7 A /L% Ciscocom 7»5H 4 72— KL, PCITIRFELET,

http://www.cisco.com/go/asa-software

(GE) Cisco.com D74 o BINY A a —Y RAZKNNLETT,

vSphere Web Client @ [Navigator] =<4 > C, [vCenter] 7 U v 7 LE T,
[Hosts and Clusters] 7 U v 7 LE7,

ASAYy ZEANT LT —H e H— VTAX FIEIHFANELZ U v 2 LT, [Deploy OVF Template]
BN E T,
[Deploy OVF Template] 7 ¢ #'— RRERSIET,

7 4 W— R O RICHE > THER T T,
[Setup networks] B[ C, fEHT 5% ASAV A v X —T =2 A AZFy NU—T 2~ B 7 LET,

*/%7 TIETNT 7 Xy MEIZ /2> TORWATREMER H Y 9, Fv NI =7 2RO 5 2 L9k

(R A J&E@ﬁ%(Rm&m@9]ﬁ%?mﬁf/7XWE%yFU~7%%?%E?%
i# JEBHT: . ASAV A VAR AT Y w7 L, O (Edit Settings) ] Z#IRL T, [@EED
fmf (EditSettings) | ¥ A 7R J ARy 7 AT 7&A Liﬁ‘o 72720, ZOEEICIZASAV A X —T =
AAIDIFFRINEFFAL (R hT— 77&7&m@@)0&®z/hv 7 THTHID & ASAv
A —=TxAAID O —EESZRLTITEIN,

Fy bI—=9 7ETA2ID |ASAVA A —T A XID

Xy NU—27 77X F% 1 |Management 0/0

Fv NU—2r &7 %2 |GigabitEthernet 0/0

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}


http://www.cisco.com/go/asa-software

VMware % {#/ L 7= ASAv DA |

B vvware vSphere Web Client % {5 L 7= ASAv DA

ATy 17

ATvT8

Ty bI—0 F7FATAID |ASAvA VA2 —T A XID

Fv hU—2r 7 &7 % 3 |GigabitEthernet 0/1

x>y NU—27 7 X F& 4 |GigabitEthernet 0/2

v hU—2r 7 x 7% 5 |GigabitEthernet 0/3

xy NU—27 77X FH 6 |GigabitEthernet 0/4

Fv hU—2r 7 x7 %7 |GigabitEthernet 0/5

x>y NU—27 77X F& 8 |GigabitEthernet 0/6

Fv NU—2 7 X7 % 9 |GigabitEthernet 0/7

*y NU—27 7 X% 10 |GigabitEthernet 0/8

FTRTDASAV A H—T = A AEERT H0ETH Y £ A, 7272 L. vSphere Web Client TiX 9 =T
DA VHE—=T 2 A AZFy NI =7 ZEDYTHLERDHY ET, HHALRNA L H—T x4 A|ZOWN
TIE, ASAVERTENTA VX —T7 oA A WO FFIZL TBL ZENTEET, ASAv ZE A L7114,
T3 C vSphere Web Client (Z = V) | [Edit Settings] & A 7 12 7R v 7 ARy ieA ¥ —7 = A A& HIER
THIENTEET, FFHIT OV TIL, vSphere Web Client DA > T A > ~)IL T BB L T IZE 0,

GE) 7 x=—/)VA—,S—/HA Bli& Tid. GigabitEthernet0/8 N7 = — NV F—N"— A L F—T = XA & LT
FATRE SNET,

A=y b T 7 EBAIZHTTP 70 % L 273 5% 1%, [Smart Call Home Settings] 51 T A ~—
FAEADT XL T RUVAEZRET HLERH Y 3, 207 mx 0%, —MKIZ Smart CallHome (=
bEEHENET,

7 = — )L A —/3—/HA B & TlX. [Customize] 7> 7 L — FNEHE TREREL T,

c AR UNRAEHIPT FLAZEEELET,

AV HE—=T 2 A AERETHHE. RILAy hI—7 LT 7T 47 IPT RLALAZ L 31 TP
T RLRERETHMLERDVET, TIA v VEENKET LI L, B X VEBIIT T4~
EEOIPT RLALEMACT RLRAZF|EHE, NI 74y &2@imSEET, BIFERAX 312
o TCWHIEBN, AX L SNADIPT RLAEMACT RLAZFEZMEET, *y hT—27 T
A4 A1, MAC L IP 7 RL ZADOMAARDEIZOWTEEZFHR LN D, Fy hU—7 O XD
EOMRGEHICHARP = NUNRETINTZY, XA LT MBRELTZVTEHZ LTS A,

» [HA Connection Settings] fHIK T, 7 =— /A —N— U I R ELET,

T — A== XT D2 EDOEBIL, T — A —— U U 7R TTREIZEE LT, KEEOH)
VEAT —H A &g L CUWE£4, GigabitEthernet 0/8 28 7 = — LA — 38— J o7 L U CHATRE SN
TWET, ARy NI —7 LDV I T BT 7T 4 TRIPT RLVALAZ U NNADIPT R
VAZATILET,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K



| vMware % f&F3 L 1= ASAv DEA

VMware vSphere Web Client % {7 L 7= ASAv DA ]

AT9FT9 U4 F—RBFETT5HE, vSphere Web Client | VM Z4LEL L £ 9, [7 v — L1E#H (Global Information) ]

FEI D [FUT DX A7 (Recent Tasks) ]34 > T [OVFEB OHIHIEE (Initialize OVF deployment) ] A
T A AR TEET,

| = [£] Recent Tasks =l {
| Al | Running Failed j
Initialize OVF deployment :
@ DE-Testing
(%]

{

79

ZOFIEDBKE TS DL, [OVFT 7 L— FOE A (Deploy OVF Template) |58 T A7 — & ANKRIFL
EJ a8

| = [Z] RecentTasks

| al | Running  Failed {
" Deploy OVF template '
] asav3

' |nitialize OVF deployment
@ DE-Testing

My Tasks - More Tasks,

FDH%, ASAVA L AZ U ARA R FURNOIESN T — 2B F—DTFTICFRINET,

37280

Cisco BISE X1 )T AIRET7ITSAT VR (ASAV) QA RZ— Ty THA K .



VMware %3 L 7= ASAv DA |

B vvware vSphere Web Client % {5 L 7= ASAv DA

vmware® vSphere Web Client # @&

(| X | & messmeasav3 | Adions ~

| Getting Started | summary Monitor  Manage
B

VWhat is a Virtual Machine?

Avirtual machine is a software computer that
asave like a physical computer, runs an operating
system and applications. An operating

azavi system installed on aviriual machine is
called a guest aperating system

Because every virual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or 1o
consolidate server applications.

InvCenter Sarver, virlual machinas run on
hosts or dusters. The same host can run
many virtwal machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
i Edit virtual machine settings

amas

ATV 10 ASAV vV UNELEBEH L CORWEAIE, [~ OFEJ%Z 4 (Power on the virtual machine) ] %
7w LET,

ASDM THzft A 3IT L7V 20 Y — /W AT T D RS, ASAVNEBIT 5 D& RFH £ 7T, ASAv
WO THENIT 5 &, OVF 7 7 A WD SN T A — X 5t A Ir, 5% ASAV ¥ AT LK
EMLET, 0%, BB e ANABMICHBE SN, B#ZHGLET, Co_EHEZEH 7ot
1L, #FIOTASAY ZEA LT-GAICORFELET, EE A vt — T %2R 5121, [Console] # 7 %
7V w7 LT, ASAv 22 Y —NIZT 78 ALET,

ATYvIN Tz NA—AN—/HABBEOHEGIE, COFEEZGEVIEL TEh X VERBZBMLET, KROTA K
TAESRLTIES N,

T IAVHELFEIUAL—Ty b LUV ERELET,

cTIARVIEELFSTKFELIPT FVAREEZAN LES, MFTOEREDT — hR T v TBIE
3. T4~V ERTEAF Y L LTEBEZ#NNT 57 A=F 2RO TR —IZLET,

. Cisco BIEE X1 TARBET7TSA 7R (ASAV) VM RA— L7y THA K



| vMware % f&F3 L 1= ASAv DEA

VMware vSphere R 2 > K7 AV 547V FELUE0BABREHERAL- ASAvDEA .

RDBERY

Cisco Licensing Authority (& ASAv Z IEF ICBET DITIE, ASAVIZA 2 —X > N T 7 AN
MBETT, AU F—Fy MR L TIA B AREREE T S8 512%, EARITBMOHEE
MBI D ZENRHY £,

VMware vSphere R 2 > F 7829547V B KUED
AAEEERL - ASAv DE A

ATy I

ATy T2
ATvT3

ATvT4
ATvTH
ATvT6

ASAv 238 A9 5 121E, VMware vSphere Client 35 & A —7 U EAE(L 7 +—~ v b (OVF) ®
T T — 77 A (vCenter ~E AT HI5E 1T asav-vi.ovf, vCenter Uﬁ*“%ﬂ‘ﬂ”éiﬂ/\
asav-esxi.ovf) ZEHA L FET, > Aad ASAv v r—TU % E AT 5HI21E, vSphere Client T
[OVF7 > 7' L— h®D#E A (Deploy OVF Template) |V 4 ¥'— K&fiHLET, 27 4 ¥F—FK
TlE. ASAVOVA 7 7 A VZ Mt L, ASAV & FEATT DM~ v o 2 FR L, Ny r—T %A
YA M= LET,

U4 P—= ROFIEDIZE A E1X, VMware (2% LEEAED $ D T3, [Deploy OVF Template] 7 ¢
P— ROFEMIZ DN TIL, VMware vSphere 7 74 7> DA T A4 v~V TSR LT
é l/\o

1R BHHIIZ

« ASAv % AN 5HAIIZ, vSphere (FELH) TOMRKEH 120Xy NU—72RELTEH
SHENRHY FT,

cASAV V7 N = T ORI L0 H MR T 7 A LV O1ERE (26 2—30) OFIEIZHES T,
B0 H MR EER L ET,

VMware vSphere 77 7 7> h & &) L, [File] > [Deploy OVF Template] % =N L 7,
[Deploy OVF Template] 7 o« #'— RBRERSNET,

asav-vi.ovf 7 7 A WEFRR LT-EET o L7 P 2R, Fa@IRLET,

[OVF Template Details] Hif 23 F ~r SNE T, IROMEICBEILET, DAFXZLAOFEOHH =7 4 F 2L —
vary Iy ANEERT 58I MRELET LMNETIH Y FH A,

Btk O EAGRE DB NF RS NE T, [Finish] 227V v 7 LTVM ZEALET,

ASAv DEFEZBA L., VMware =2 Y —)LZBAWT, 2B HOEEIZFHS L £,

ASAV (T SSH##ft L, MERMENRAE T LET, HORMHa 74 Falb—ay 77 A LITRERT X
TOBEN SN TGS, VMware 22 Y — /L &EBIWT, LEREREZET LET,

ZAUT, ASAv [XEEICEMERRE/DIRRE T,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



VMware % {#/ L 7= ASAv DA |
B ovrv—ss0m0 amBRERR L ASAY DBA

OVFY—ILEXUVEOOBRAEREZERLT- ASAv DEA

DB arTIE, B0 AT 7 A NV ENE LGS OVE Y — /L& L2 ASAy DiE
ATFHEZOWTHEA L £,

B8 HHEIIZ

« OVF YV — /L%l LT ASAv #E AT 545513, day0.iso 7 7 A V3B TY, ZIP 7 7

ANTIREESNDT 7 4/ EDZED day0.iso 7 7 A VW EMEHT L0, 2k, ERLI A
AL ARLIEHORAHay 74 Fal—ary A VEERTEET, BLoRHa
T4 X2l —raly Ty ANVOIERIFIEIZOWTIEL, ASAY V7 bU = 7 Off &5 0 H
MR 7 7 A VOB (26 2—) BB L TIIEEWN,

« OVF > —/L7 Linux £ 721% Windows PC {121 > A b —/L &, #—4~ v b ESXi $—/3—
B CE D L MR LET,

ATV 1T OVEYV—IABA VA=A ENTWAZ L EMERLET,
1 -

linuxprompt# which ovftool

ATw T2 NHEREAL T a v ERE L .omd 7 7 AV EERR L E T,
1 :

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

ATv T3 emd 7 7 A NVEFEITLET,
i -

linuxprompt# ./launch.cmd

ASAv OFEFEZTA L., 2B HOEE) 258 L F 4,

ATw T4 ASAVIZCSSHE L, MHEIZS U TCREZZET LET, SOICRENVLEREEIE. ASAvIZ% LT VMware
oy Y —)VEEE, VELRTEEEHALET,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K



| vMware % f&F3 L 1= ASAv DEA
asava v y—i~n7s ez ]

I T, ASAv I B ER[REZIRIE T,

ASAv O Y —)LADT O 1A

ASDM T 258, F I 7Ny a—T 4 VI CLI 2T 0LERHIEANH Y F
T, T 7 AV FTiE, fAGAFAD VMware vSphere 2> Y — /LI T 7B ATE 9, 2T

=T U RRX=A MR EDOXVENTEREEZFF >Ry NT—7 VU TN 3 V=V ERTE
TEET,

« VMware vSphere = > > — L DA ff]

e Xy NU—27 S UT ) ary—)L R— DR E

N

GE)  HBoHMAMR T 7 A VEHH L TASAY 28 AT 546, k77 A icaryyy—ILo Y7L
DOFREZBILT, FET— MEIRBVGA 2 Y — LTI Y TAR— N2 fFH T
F9, ASAV V7 b U =T O EF 0 HHEK 7 7 4 VOLERR (26 X—) &ML TL

ZEuN,

VMware vSphere 3 > — LD {E

MR EETZII N T TNV a—T 4 7 %179 121L, VMware vSphere Web Client |Z & ¥ $2{it <
NHHR = —uin G CLIC T 7B A LET, #% T Telnet £721X SSH D CLI U E— F 77
TAEHRETETET,

1R BRI

vSphere Web Client TiX, ASAv 2> Y — )L T/ B RN TA T v MEGT T 74 v %
ALVAR—=NVLET,

AT w71 VMware vSphere Web Client T, A > X2 h U D ASAv A V' AKX A% 47 VY v L, [Open Console] % i
RLUFEJ, F7/21L. [Summary] ¥ 7 @ [Launch Console] #7 U v 7 L £,

AFwT2 2= Tr Y7 LTEnter #HLET, 1 : Cl+Alt 4 &, h—YLAPEEENET,
ASAV NETZEBIFOGAIL, EEIA v E—URRRINET,

ASAv IO CTREITH L, OVF 7 7 A VB INTZNT A — X 5 iAIr, T H % ASAV VAT
LRERICBIILET, FDk, i%fﬁﬁ%ﬁﬁ%%’ﬁ%éﬂ\ﬁ@%%%bifo:@:Eﬁﬁfﬂ
T AE, HIOTASAY ZEA LTEGAICORRBELET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



VMware % {#/ L 7= ASAv DA |

B ~oro—ssurzravy—nfk—rogs

ATvT3

ATvT4

ATy TH

GE) 948V RAEA VA=A TEHET, AL—7F > FE100Kbps IZHIR SN D720, Pl A b
ERIOTTEET, TR @HOBREICSETT, TAE L RAEAS VA=A THET, K
DA ve—UNRar =L THRYELFERINET,

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

wo7Ta 7 FRFEREINET,

ciscoasa>

Zo7ar7 Mi, 2—YP—EXECE—RFTEEL WA Z L2 R LEYT, =2—¥—EXEC £— KTIE
HARKa< ForzrEHTEET,

¥i#E EXEC T— RIZ7 7B AL %7,

Bl -

ciscoasa> enable
WO T NINFRRENET,

Password:

Enter ¥ —ZM L C, WICEARET, T 74/ b TiE, AT — RFFZEATY, LENIA R—T L RRA T —
RZFRT L7725 E1E, Enter 23 b oiconaz A LET,

Fa L NRRO LI LET,

ciscoasa#

BRELSOTRTOa<2 Fid, FiEEXEC T— FCHATE 4, MHEXECE— )b ar 7 4 ¥a
L—yaryE—RIALZELTEET,

FRHEE— RZ2 T 51213, disable 2~ R, exit a~> K, £zt quit 2~ FE2ANLET,
Ja—LarZ 4 X¥al—vary E—RIT778ALET,
ciscoasa# configure terminal

Ta T IBRRO LTI LET,

ciscoasa(config) #

ra—srarZ 4 Fal—vay ET—RKPH ASAY OREZFHETEET, Ze— L ar 7 o Fa
L—vay = Ra&TT50%, exit a~ 2 R, quit 2~ R, £72idend a~> READLET,

Yy hT—4H Sy ary—)L R— FDERE

ay V= I ANXY U ADE EOFHIC, 2y —)L T I ERCHONT, Ry hT—2
VUTNR— FEBEMTHRET 200, ERIFMRE Y TV R—Farkr hb—4% (vSPC)
WCHERT A L ICERETE ET, FHIEOFEMIZ OV TIE, VMware vSphere D~ == 7 /L %
BZRLTLEEN, ASAVTIE, A= Y — A DRDVIZT U T R— Mz — L HH
EEETLIVENHY T, ZOFIETE, VT KR—F ary ) —VaEHNT 5 H5EIC
DWTHBLET,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K



| vMware % f&F3 L 1= ASAv DEA
VPU EFERL—T v k S z07 v ToL—F |

AT w71 VMware vSphere TRy b7 —2 L U7 AR— h&#E L E T, VMware vSphere D~ =27 /L &S L T
<TEEvy,

ATw 72 ASAV T, Tuse ttySO| EWIOARIDT 7 A V& disk0 D/L— KT 4 L7 MVIHERLET, 277 Ab
WIENEREEN TV AREETH D A, ZOHMIFET DI L DOHEBLETT,

disk0:/use_ttySO

« ASDM 25 [W—IJL (Tools) 1>[Z 7 A4 IILEE (FileManagement) | ¥ A 7 /Ry 7 A%fEHL T,
ZOARITEDTHRA NI 7 A NET v 7 r— R T&EET,

s vSphere =2V — /LT, 77 AN VAT LHNOBFEO 7 7 A4V ((EEDT 7 A4V) &H LWARIIZ A
E—T&E7, RIHlZRLET,

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttyS0

ATY T3 ASAVE Y m— R LET,
« ASDM 7> 5 [Tools] > [System Reload] % 3#R L £,
* vSphere =22 Y —/ /L Creload Z A1 L %7,
ASAv [T vSphere = Y — L ~DEEFEEFIL L, RDOVIZT I T ay Yy —VITEELET,

ATy a4 U TV R— bk OBINEHIHRE L7z vSphere DR A R IP 7 KL A & R— FFE ST Telnet #4570, £7-
IZVSPC D IP 7 KL A & AR— M T Telnet ##¢ L £ 97,

VCPU £ ZRIL—T Y b A€ ADT7Y TSI L—F
ASAv IZ, FEHCTZ 5 vCPU ODICHET HAN—T v N T4 BV AEFEHLET,

ASAv @ vCPU O &0 (135 T) HEIE. LW I A AZERLTEDOH L
WIAL B AEEA L, FTLVMEE —FHT 25 X9 VMware D VM 7 87 ¢ #88 L £,

)

GE)  #YTHNZVCPUIL, ASAVCPU A B AEHITAL—T v b I AL —FHLTW
HRERHY F9, RAMIZ, vCPUFIZELLS A AHEINTWAMERH D FT, T 7
JL— RERIL T 7 b— REFZE. 2 OFE] %OT 74ﬁ/x&wwu%ﬂ (R
THEIICLET, KRR —ENH 556, ASAV ITETICEIEL 8 A,

ATVl HLWIA B AFERLET,

ART9T2 HLWIARUAEZEHALET, 72— A== XTOEE, W HOEBIZH LN A 250
LET,

AFYT3 Tz F—R—ZHHTENE I NS LT, ROWTNNEZFEITLET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



VMware % {#/ L 7= ASAv DA |
B or—~ zonz

o 7z —)LA—3—=%H 1 : vSphere Web Client T, A% 1 3A ASAv OEREZUIN L £4, 7=& 2L,
ASAVv #7 V) w7 LTS [~ > DOEJREZ A7 (Power Off the virtual machine) [ %27 U v 7§
B, FRIFASAVEEZ Y v 7 LT[ A MOSE Vv v hZ 7 (Shut Down Guest OS) ] % E&R
Li—a—o

¢« 7z —)LA—/3—72 L : vSphereWeb 7 7 A 7> h T, ASAvODOEREZUIM LET, 7=& 2L, ASAv
Vw7 LTho B~ O&ER%Z A7 (Power Off the virtual machine) |1 &7 U v 792 M,
FIITASAVELS 7Y v 7 LT[ A MOSE Y v v R & 7 (ShutDown GuestOS) | Z %R L £ 7,
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ATw 6 [Virtual Hardware] # 7 [CPU] T, Ra vy 7 Z o U A MM BH LVEZERN L £,
ATv 7T [Memory] IZI&, # LV RAM Ofix AJJLE T,
ZFwTF8 [OK]&Z YU vz LET,
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RTFYTI0 Txz—NF—_— XTDEL
1 7774 7E~Da Y —=VaF< 0, £I2IT7 77 4 74E T ASDM KB L £7,
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3. TIUT 4 7EEIIHLT, ATy T3 ~9 B DIRLET,

RDERY
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 [Administering CPU Resources| @ #: ( [vSphere Resource Management] ) .

+ [Performance Best Practices for VMware vSphere]
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A
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IREINDEEDRHVET, ZHICEY, AU F—T 2 AREZT—NEEL. FFED ASAv
T ADFR Yy N — IO T A% ERH 0 £,

A

FE

il

ASAv TSR-IOV %y NT—2 f v B —T oA ADREXFIETHENC. A F—T A AD
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interfacea~ > REEHL T, AV Z—T 24 ZADMACT RLARE, f L FZ—T A AD
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VY,
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AT 78 [Ready to complete] ~<— " CTiEIRN AR LTS, [Finish] 227 U v 7 LET,
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[Physical function] K2 > 7H 7 A =2 —T, NRAANVN—IB~ T T H T ZIHIST 2T ¥ 7% %
ERLET,

B~ OERZA A LET,
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| vMware % f&F3 L 1= ASAv DEA
AsAv ~o se-ovNic o#E Y 1T

A~ v OBR AL NTT D E . ESXi BA RBERT X 7 Z B2 T\ HRABHERE A 73
WLT, ZRESRIOVAA A L—TFT X IRy T LET, TR MNMRE~ VT E T Z L
kL 2 DIRABERE DT R T T a T 4 AR L E T,
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VMware % {#/ L 7= ASAv DA |
B Asav~o srovnic oElY 4
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e

==
=% =R

KVM Z{EF L 7= ASAv DE A

H—=FN_R—=ZADFAE~ > (KVM) ZFETTEDLEEDOY— 13— T 2D x86 CPU T /3 A
AT ASAy ZEATEET,

|

EE ASAVORHR/NATE Y EIZ2GB T, HIED ASAv 23 2GB ARIliD A £ 1 TEHEL TW DA,
ASAV VU DAEY RS e . ETONR—2 2 0205 9.13() BIEICT v 7/ L— KT
XEHA, T, BFEAA—VarEHEHLTH LWL ASAY vV U A HEATE £,

 EEFHEELHKFEHE (53 —)

o E (56 X—)

. AitESRtE (56 X—2)
cHBOHDaY T 4 X2l —ray Ty ANOUE (57 _X—)
AR T U w3 XML 7 7 A L O (59 ~=—3)

« ASAv DIEAN (61 ~—2)

Ry NTIT T A E—T A AT g =T (628—2)
e NT =<V ADFEE (64 X—)
«CPUEHHRL LAR—F (754—2)

ERIALFINEIE

ASAV DBEANITHEH SN OFEDN— R =T 1E, BAINDA AL U ADEAE FHEAEIZ
KoTHEZRYET, MET O/ WET 7 I7A4 T AL, RA S~V ETOERNY Y —2E|
VYT (AEV, CPUE, BLOT 1 ZA7HE) BRLETT,

| A

EE ASAVIZI. 8GBDT A AT ARL—U YA RATHEAINET, THAAITEEDY V—RED Y
ThAEERETAZ LT TEERAL

ASAV ZEATHHIZ, IROTA RTA » LHIRFHEEZMHE L ET,
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B sssacsnss

KVM %R L 7= ASAv DA |

KVM T ASAv D~ R T LEH

BN T =< AZHERT D720, UTOMRICHER L TWD Z L 2R L T EE
VY, ASAVITIE, ROEMHENH Y £,

o IR A N CPU L., RABLIEIRISBE i 2. 7=V — /X — 7 T 2D x86 ~X— A D Intel F 7213 AMD
CPU THBHULEND Y £7,

7oL ZIE ASAV RT —< AT A F TR T, 2.6GHz TEIET S Intel® Xeon® CPU
E5-2690v4 7' v & » 4 % #5#; L 7= Cisco Unified Computing System™ (CiscoUCS®) C /U —
A MA Y — =2 FARREA L TV ET

#E3ZE Z5 vNIC
BN T v ARBL T DITE, RO NIC ZHEE LU E 7,

¢ PCI /R A ZJL—TD i40e : Y — X— O NIC 2 VM [ZBEfHT. DMA (A4 L2 kX
FYTI7ERZ) S LTNIC & VM OB T Ry y hTF—E %2Rk LET, 7y bk
BT CPU VA Z VI NEH Y 8 A,

« i40evilixgbe-vf : FEEANZ FRL & A LTI A (NIC & VM [ DMA /37~ |) | NIC ##
DO VM HTHEATEET, SRIOV T, EADFIIEN SV, —RAICHEE S E
T, sk

e virtio : 10Gbps DENEZ YR — F LETH, CPU VA 7 Vb LB MR R Y hT—7
RIA 1 TT,

NI —T I ADEFEL

ASAV DEE DR T 3 —< U A FEBRT L2012, VM EFRA FOWFE2HETHZ N T
FT, FEMICOWVWTIE, N7 A=< RADOFRE (64 X—V) SR LTIZE0,

* NUMA : 72 k VM ® CPU U ~ — A % B.—® Non-Uniform Memory Access (NUMA) /J —

RIZHHET 22 & T, ASAY DR T —< U A% ECTE ET, IOV TIE, NUMA
DHARTA L (65°—2) 2B TIZEN,

* Receive Side Scaling : ASAv | Receive Side Scaling (RSS) ## 4R — KL TWET, T
X, *RYy NU— I T X T RICL>TEEO T vntyar7iirxy NV—JZEFENT 74>
T ESETDIOIERAENET 7 ) vy —T7, FMIZ DV TiE, Receive Side Scaling

(RSS) HOBEHD RX Fa— (68 X—) 2BMLTIEENY,

« VPN OEF&E1L : ASAv TVPN X7 —< U 2 & EiH{bT 57D 0OBMOEEEIEIZ OV
T, VPN Okl (70 2—3) 28R LT &N,

CPUE=2Y

KVM Bi55 T ASAv ZHERE S ¥ 5(21F. CPU B'= VWM ETT, CPU o = 7 DAL
(64 X—) ZHEL TSN,
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| KvM %{EF L 1= ASAv DEA
sesmennszd

NATRASEYT 4 AAFSA0DF=HDT T —ILA—/N—

T = VA= N—ELE DAL, AX S HEERE T A 2 AMERM 522 T Dk
ERERL TS & (2 20X, W7 OEEMN 2Gbps DHERAT 5 TH D Z L7 E)

| &

BEE ASAv AR LU CEAHMEST BT 25618, 74 A 2 —7 =4 A% % ASAv IZ[RI U
P CEMT H2MERH Y £, 58 _HL4/&w7x4xﬁﬁﬁém$f%A%w:Wm
éhék ASAV 22V —VIZZ T —INEREINDIERHV ET, /2, 72— A — 13—
MERBIC O BN Z 0 H Y 7,

Proxmox VE £ ASAv

Proxmox Virtual Environment (VE) X, KVM K~ V2 EHTCE 24—V —AD P —
NIV 7 F >~ 7 +#—AL T3, Proxmox VE IZ., Web X—RADEH A L X —T =14 AR
L £9,

Proxmox VEIZ ASAv ZE AT 241X, =Ialb— NV U TAR— FEFFOL 912 VM

ERETHULERDY ET, YU TAR—=RIBRNE, 77— 7 v 77 ak A% ASAV 8
N—TREIZ2 0 9, T XTOEFIX X7 L, Proxmox VE Web <X— R EFHA > X —T = A
AEMEH L THFITTEET,

\}

(GE¥)  Unix ¥ = /v F 721X Windows Powershell (Z1BA T2 k= — —[A1F 12, Proxmox VE X {548
BREODTRCOa Vv R—3x FEHTLa~v R I A0 —T = At LT,
AR RIA A UE =T oA AZE, ATV Pz M X THiFERRE & UNIX ¢ man
R=VEAROFELR X2 A MRHY £,

ASAv #IE LS BB T HI2IE, VMIZV U T AT AL RERETHUHENRDH D 7,

1. A A 2 Management Center D/ElDF 7 — 2 Y U —TASAv v 2R L 7,
2. B~ OBEREAZICLUET,

3. Hardware> Add> Network Device Z &R L C, > U 7/LAR— FZBEINLE7,

4. ([~ OEREA AT LET,

5. Xterm.js ZfH L CASAV~ T 78 ALET,

FANY—=NN—=TlKE2Ly NT v 7 LT 7T 4 7T 5 FHEIHOWTIL, Proxmox ¥ U 7T
IR DR—=TU 2B LT IE &,
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https://pve.proxmox.com/wiki/Serial_Terminal
https://pve.proxmox.com/wiki/Serial_Terminal

KVM Z {5/ L7 ASAv DA |

M=

WDOKIL, ASAv & KVM Dy hT—27 haRa oz RrLET, ZOZETHHL TWHF
B, 2D AR PoFNZESHTWET, ASAVIZ, NEBxXy hU—27 L%y hU—2
DEDT 7 AT 74— LTCEHELES, £7/2. IEOEH Ry U —7 RNHRESNET,

6:KVM % EF L 1= ASAv DE A

10.1.1.2 198.51.100.2
g0/0 g0/
192.168.1.2
mo'o
Linux Guest Linux Guest Linux Guest
Inside Mgmt Outside
10.1.13 192.155.1.3\ /198.51.100.3
ethi ethi ethi
Inside Mgmt Outside
Metwork Metwork Metwork
Lo i KV
L ! L Linux
virbr2 virbird wirbr3
10.1.1.10 1024168110 198.51.100.10
athi =
Linux Host 1015230 §

=L 1H k
Rt =1
* Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7 m— R L, Linux 8 A MIKEHM L E7,

http://www.cisco.com/go/asa-software

Y

GE)  Ciscocom D 7 A v BLIOV AT —E RN NE T,

c ZDV= 2T I)LOEAFTIL, = —H —2 Ubuntu 18.04 LTS Zfif L TW5 Z & ZRilE &
L CvWE 9, Ubuntu 18.04 LTS 'R A b Dfg FEITIRDO R r— % 4 A =)L LET,

* gemu-kvm
* libvirt bin

* bridge-utils
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http://software.cisco.com/download/navigator.html?mdfid=279513386

| KvM %GR L1 ASAv DB A
£0A0av T ¥aL—var 77410k [

* Virt-Manager
e virtinst
« virsh tools

* genisoimage

e NT =~V ATARA N ZOREDHELZITET, RAMEMESLHZ LT, KVM
TD ASAY DANV—T'y b ERKRETE 9, —BAIREF R FFHBEOBEIZ OV TR,
[NFV Delivers Packet Processing Performance with Intel] 2 £ L T 7230,

« Ubuntu 18.04 O{EF| 22 @@ b, RO ONREENFE T,

s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v PO D 12 macvtap 2 CTE £
T, 7272L. Linux 7 U v POV IZ macvtap AT 2561%. FEOERTEEIT
IMENRDHY T,

* Transparent Huge Pages : A& U ~X— U414 X &8I w £ 9, Ubuntu 18.04 TiX, 7
T AV R THUNTR S TVET,

Hyperthread disabled : 2 20 vCPU% 1 DD > 7L a7 IZHI L £77,

s txqueuelength : 7 7 4 /L k @ txqueuelength % 4000 /3%~ MIHEISE, Fry 7 L—
AR L E T

« pinning : gemu 35 X O vhost 7' m B A ZKFEDCPU 27 [TV 45kt LE T, FrEDSR
EFTIE, BEVERICE > TR T+ —< 2 ARKIEIZH ELET,

*RHEL X—ZD7T 4 A~ B 2—3 3 Oz OV TiE,  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guidel] Z &M L T 72 &0,

¢ ASA V7 b =T B I WASAV /A 78— O HEHMIZ OV TIL, Cisco ASA O H
[JeEE] Z# B L T 72 &0,

FOHDOID4XaL—S32 7714 ILD%EE

ASAv ZEEITHENC, LOHHDary 74 Xal—vary 77y VEEEFTEET, 20
7 7 AV, ASAv DEEIRFICEH S5 ASAY DR EEZGLT XA N7 7 AL TT, ZDW]
HEEEIX,  [dayO-config] WO T HFA N 77 A e UTHREDIEET L7 N VIS
L. S BHIT day0iso 7 7 A A~ LRI E T, 2D day.iso 7 7 A VDR DEEIRFIZ~ T
YEENTHEAWMONET, HORMar 7 sFalb—var 770, 2y, &
BA LB —T oA AT 7T 47T Ha~vr N AF—GEH SSH r— "— %R ET
a<w REEOIHERHY ETH, TRXTOASARELZEODHZ EHLTEET,

day0.iso 7 7 A /v (B A X I dayO.iso 72137 7 4 /v b day0.iso) 1%, FYIOLE FIZfEH T
HILENRHD £,
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https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

B zoe00 7 %a—var o7 ok

KVM %R L 7= ASAv DA |

o PIHE AR 2 BB ASAV 12T A & A& fH 59 5121, Cisco Smart Software Manager
M5 A 7 v — K L7z Smart Licensing Identity (ID) ~—2 > % Tlidtoken] &9 T F A k

T AL, FO0 AR 7 AVERLET L7 B

R LET,
1}5@‘5 VGA 22V — /L TliER <, NARX=RA P D) T ILiR—

D ASAVIZT 7 &

L. aﬁff#éiﬁ/\i HOHABR 7 7 A MIcar ) — AU TAOBREEEMNL TR

FRIZ Y U 7 NVR— bl 20N H Y £,

s NT AT LU N E— RTASAY ZEATHHEIE. N7 AT LY hE— RTHEST
SNDEERD ASAMERR 7 7 A V%, FHORBAMEERK 7 7 A VE L THEHATILERDH Y £
T, TNV T Y R I AT U= LDEORHAa 74 X2l —ary 77

Y LEEA,

\}

GE) Z OFITHE Linux 2MEH SN TWETH, Windows DA HEREO2—T 4 VT 4 BB £

B

AT F1 TdayO-config] EWV9 T FAKNT 7 AT ASAV D CLIREZRALET, 32004 U F—T A ADK

E L ZOMOMEREREAZIBMLET,

BAIDITIZ ASA D=2 5 U THRD L MENRH VY 97, dayO-config i, A2N72 ASA K TH L MLENH
D £7, dayO-config Z AT 2 Feii 72 HiEIL, BEFD ASA £721TASAV b3 T2y 7 4 Fab—va v
DOREER Sy % 2 B —3 5 573 T9, dayO-config NOITDIERFIZEZE T, BEAFED show running-config =~ >

RHEITONEFEE —FH L TWARLERH Y 97,
B -

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
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| KvM £ L1- ASAv DEA
wEIyvoxm 77 Lok ]

ATw T2 (EE) ASAv OWHIEARIC HEINIC T A o A2t H85A1%. day0-config 7 7 A VIR DIEHH
BERTVWAZEEZERLTIIEEN,

A =T 2 A ADIPT FLA

« (ff:#) SSmart Licensing TfEH 32 HTTP 7'z %

«HTTP 7' m % (J5E L72¥A) 7213 tools.cisco.com ~DHERE 2 A hZT 5 route 2~ > K
e tools.cisco.com & IP 7 R L R |Zfi#k4" % DNS H— 3 —

« ZIRTD ASAV T A B RAZFRIET S 72 D Smart Licensing D i E

« (fEE) CSSM TD ASAv DRBEERIHIZT 272D D—FEDHEA M

ATvF3 ({EE) Cisco Smart Software Manager (Z X - TH1T 4172 Smart LicenseID bh—72 7 7 f L& 3 B a—
2y a— KL, Fora—R77A 006D h—2 v %ar—L, ID h—7 > DOHh%iEiTe ldtoken)
EWVWISITHRARNT 7 ANVEERLET,

ATV T4 THANT7A)VEISO 7 7 A MTEH L TRAECD-ROM % Epk L £ 77,

&1

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZDID h—7 12X~ T, Smart Licensing % —/3—I(Z ASAv 28 B BRI SN E T,

ATYTE AT 1IN 5E2MVIRL, BATSASAY Z L2, WUIRIP T FLAEZEHT 7+ NOWERT 7 A
EVERS L E T,

RETY XML 771 ILDHEE(E

ASAv 7 A F & KVM AR A MIHEHrR L., 7 A N ARG T 2IER Yy N —7 2R ET DM
ERHY E9,

\)

GE) ZOFIETIEH. KVM AR A RS AE~OBGRIIME. SN ER A,

KVM A A R BIZEETY) v O XMLY 7 A V2R LET, FEOHOaAY 7 4 Fal— a3
77 ANVDOHEE (57 X—) ICRFEINTWDRER Yy hT—7 MR YoFITIE, 350
RABT ) v 77 A (vitbrl.xml, virbr2.xml, virbr3.xml) NHETT (ZHE5D3D>DT 7
ANZLEHEATHLERDH Y £3, 72& 2I1E, vibr0 (ZTT TICFEL TV A DA T 8
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KVM % {Ef L7- ASAv OB A |
B 527y o7 noms

) o BT T AL, AT Y v VORTEICHERERDEENTWET, KET T v
ﬁbf%mk—a®bmc7%vx%%ﬁfé%ﬁwﬁwiﬁom?%vxw& IIEET
TO

RATFYT1 300FBRy hU—2 7Y XML 7 7 A VEVER LET, ROFITIZ, virbrl.xml, virbr2.xml, 3 X
N virbr3.xml T,

1 -

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

1 :

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10" netmask='255.255.255.0" />
</network>

51

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

AT T2 UTFEE0LAZ VT REERLET (ZOFITIX, A2 U7 MIvirt_network setup.sh &\ 5 £l % 1) &
)

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

ATFYT3 ORIV REEFTLTC, BREXY NU—2 2R ELET, ZOXZ7 U7 M, BEXy NU—7 2
BREEIZ LET, Ry FU—2Z1F, KVM AR RRBEIELTWAIRY BRI L ET,

stack@user-ubuntu:-/KvmAsa$ virt network_ setup.sh

GE) Linux RA h& Y m— 4T84, virt_network setup.sh 227 U 7 & HETTHLENH Y £7,
27 V7 MIV 7 — MRS IVE R A,

AT T4 Ry hU—I BNERENTZZ L 2R LET,

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
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| KvM %GR L1 ASAv DB A

I |

virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

vitbrl 7 U w VIZE D B THNTWAIP T FLAEFRRLET, T, XML 7 7 A L CTEID H T IP
7 RL AT,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASAv DE A

ATy T

ATvT2

virt-install X—ADEARX 7 U7 N EFEHLTASAY ZE# T £7,

lvirt_install asav.sh| & V)9 virt-install 27 U 7" N &AERK L £,
ASAv ¥ ¥ DAHIE, 2O KVM A A b EOMOE VM T—ETHLLERH Y £7,

ASAV TIFEK 10 DF >y NT =T BHR—FENET, ZOBITIEI DOy NU—7PMEHINLTNE
To Xy NU—2 TV vy VOMDIEFIZEETT, VA NOEYIOMITEIC ASAY OEHEA 7 —T7 = A
A (Management 0/0) . 2% H D4Ji% ASAv @ GigabitEthernet 0/0, 3 & B O 4JlZ ASAv @ GigabitEthernet 0/1
2% L. GigabitEthernet 0/8 & TRIFRIZHE X £ 77, KA NIC I% Virtio TZRIFAULXR D FH A,

1 :

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86_ 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

—-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=qcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt_install 227 U 7 N & FEITLET,
i -

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...
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KVM %R L 7= ASAv DA |
B~ +r755108—9z1zxFnEDa=Vy

T4 RUDBHE, VMO Y —ARERRENET, VMBNEHFFTTHDLZ E2HERTEET, VMNE
B2 F TS 0 £, VMABAEEI LS, =Y —LE@ENS CLI 2~ RE2FETTEXE4,

Eoaz=2y
ASAV ZEIE L CTHEE T2 4, A VX —T =24 ZAZENITEMB L OHIBRTE £,

ASAV =V UNZHT LWA v 2 —T oA AZBMNT D54, ASAVIZZFDA o H— 7:4’?05:
DA =T A AL L THRHE LTI e am JTEAVNERHD T, [FEEIC

NFZ 7 TueYa =TIl X o TFEDOA F—7 oA A& HIBRT 256, ASAvi i%OM’
YA —=T A ZEHIFRL T, BEMTONTZTXTOY Y= A& B 20681 H 0 £,

EERFIRLHNEIR

Ry TS A3 —T(4 R TO

AB—DIAADIYEVT EBEEMFIT

Ry NTTTA =T oA AEBINTHEE. TOA X —T7 24 AEFT, HEOK
BDOA LB —T oA AFKFIT L Mz =820 £9,

IRy NI T ITA L E—T 2 ZAEHIRT D E, TNNEEOERESDAL A —T 2 ATH
BEEERE, AV HF—T 2 A AEBFIIX Yy v I HRECET

AT 2 A ABFICX Yy v I NbDE, WAy NI 7 e ra=r 7 SinbdA
VHE—T 2 A AFFEDOX Yy v T MO L E T A LET
Jx—J)LA—/\—
Ry NG T A B —T oA AT o— N F == 7 L LTHERTAES. VY
1T, ASAVD 7 = — Vv F—N"—_XT7 L L THREINTWIM D=y hCTFrE Y a =
CITTHMERHY ET,
e FTNNANR—NRNAYFDT 7T 47 ASAv

ARy N7 A —T A A%BIMLT
B, NAIR=INAYFDAK U INA ASAVIZHR Yy NI T T A B —T A A&BML
iﬁ—o

T IT 47 ASAVICHT-ICBM L7 =— VA — R — X —T 2 AZHELZE
T, BREITAX A EEEICE S NET,

e T4 2=y FOT = — )V —NR—EHGHLET,

o 7o — VA==V T EHIRT D5E . BUNCT 7T 4 772 ASAV T7 = — /LA —/3—
REZHIBRELET,

cNAN—=NRAYFDT 7T 4 TIRASAVIS T = — )V —R— (L H—T = A& Y&
[./\ijqo
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| KvM %GR L1 ASAv DB A
2y kT—5 4v8—22120%y +755 |

e RIT. NAN=RAPFDRE A ASAVI LI T DAV H—T = A RAa 3 I2H
[S//%[/jz‘a_o

HIREIE & HIFIFEIR
Ry NTTT A H—=T oA AT BEY g =X Virtio RAE NIC IZ[RE S E T,
cYR—FENDA U F—T = ADFEKREIL10 TT, 10 2B IBDOA v Z—T =4 A
ZBEMLES> EFDL, 2T =Ry —UNRERINET,
e AU H—TxA A J—FK (media_ethernet/port/id/10) Z#FI< Z LT TEx£HA,

ARy NTFFT T A B —T 2 AR TRV g =TI ACPI BDMLE T, virt-install 2 7
U 7 M2 ——noacpi 7 T T HEEDIRNTL X0,

2 RDI—H LB —T A RADFRY TS5
KVMANA R—= XAV DA o H—T =2 A A BB LOHIERTHICiX, visha~2> RI A4 0%
fFHLET,

ATy T visha~vr R IA4 00y varzZl&EEd,
11

[root@asav-kvmterm ~]# virsh
Welcome to virsh, the virtualization interactive terminal.
Type: ‘help’ for help with commands
‘quit’ to quit
ATY T2 A2 —T x4 A%BIMT5HI2IL, attach-interface =~ > REFHLET,
attach-interface{ --domain domain --type type --sour ce source --model model --mac mac --live}
--domain (Z1%, EEEH, 4ART. FFEAUUID Z8ETEE T, —~type /37 A —H (%, WEAZRE > b
T — 27 TR, ZA%&RT network, £721ET A A~DT U v D&Y bridge D E L HnEIRETE T,
—-source /N7 A —HX L, BEFIOX A T HRLET, —-model /XT A —HZ L, IRIENIC DX A THR-LET,
—mac/NT A—HZI, X hIT—T AL Z—T 2 ADODMACT RLAZELFET, —-live/NT XA —H L,
A RMWETLTND RAAL N BEE XL 2R LET,
GE) fERFEER AT Y a VORI DWW T, vish DA RF¥F 2 A FESZR LT Z30,
1

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --live

GE) ASAVCA LV H—T oA A AT 4 FXal—aryET—FRE2HHLT, N5 7497 DESEA
B —T A AEBRELTENMELET, FEMICHONTIE, [CiscoASA > U —XCLI =7 £ Fa
L—ya A4 K (&7 #E) ] @ [BasicInterface Configuration] DO #A S L T 72XV,

ATYT3 A F—T A ZAZHIRT 5121, detach-interface =~ > R&H L £9,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}
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KVM %R L 7= ASAv DA |
B or—~ zonz

detach-interface{ --domain domain --type type --mac mac --live}
GE) HEAFEERA T Y a VOFEMIZOWTIE, VirshDARX FF 2 XA FE2SRL TSN,
11

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

IND F+—T AN

KVWM B TD/NT+—< > ADRALE

KVM AR MOBREZXETTHZ LIZL - T, KVMBERENOD ASAV D/R7 3 —~v U A% L&
HAHILENTEET, ZNHOREIL., AR NV —_"— L OEERFORE & 1T ERIE T, =
DO A7 a X, Red Hat Enterprise Linux 7.0 KVM CTEH TX £,

CPU B =T HHNNITDHE, KIMBERTONRT p—<v AR ETEET,

CPUEL =T DEE

ASAv TlZ, KVM BREETD ASAV DT —~< L A% FEEH7-HICKVMCPU 7 7 ( =
TAF T avEEATAILERDYET, oy T 7 =74 (CPUE=VY) IZ&
D, 7 AEEAL Yy FEPROEEE (CPU) SCHRIAV CPU DA v R eSS v R
BRISFIREIZ/2 D | {LE.D CPU Tid7e< ., FEESN/Z CPU TOAT BB AEZITA L v RRZE
ITEND L1270 £,

EUBHR SN TWARNA VAF UV ATEVER SN TND A Y AX L AD Y Y — ZE 3 f
SINBNWENCT D720, CPUE =T EFERHLARWA AKX A LITRDAR A M CPU
V=V VAT A VA AERMTHE AR MENEZRELET,

)

FB O NUMA "R PR WA LV AZ U ALFEIUERA MINUMA MR P EEFFOA LV AX R
PREEALZWVWT RN,

TOF T arEFEHTARESIT. KYMAARTCPU Br =0 75k LET,

ATY 1 KVM A A MEET, Vo= IR TE 2 vCPU OBEFARD DT, WA D MRu PR LE
7,

&1

virsh nodeinfo

ATw 2 [FHHAEEL vCPU O ezl L £,
Bl -
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| KvM %GR L1 ASAv DB A
nuMA DA K51 [

virsh capabilities
RT9 T3 vCPU Tt vH a7oty Moy =v7 LET,
{1

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =< > R, ASAv D vCPU Z & IZFEITTHMENH Y £, WOHL, vCPU 7 4 fH D
ASAVHERRZMEF L, AR MZ8ED a7 BMER SN TV AIEAICHNEEIC/ D KVM 22w REZR LT E
—3‘0

virsh vcpupin asav 0 2
virsh vcpupin asav 1 3
virsh vcpupin asav 2 4
virsh vcpupin asav 3 5

RARDATESIL, 0~TDOEDFESTENEVETA, FMICHOVTIE, KWIMD FFa AT —3 3
CEBRLTLLEEND,

GE) CPUVB = TR TAEH1E. AA N b—s3—D CPU FARR PEEEICHFTL T EEW,
BEO a7 THEREINE—"—%2FH L WA 5E81F. #EO Y 7y MCEERHCPUE =
TEBELIRNVTLIEE N,

KVM IR TONRT g —~< o ZA0m EIZiE, ROV AT L Y Y —ANKBEIZRDHE W EITLH
D E9,

NUMADHA RS54 >

Non-uniform Memory Access (NUMA) 1%, v~V F 7 at v Hh A7 2070t v i+ 2 A
AVAEVEY 2= VOREIZOWTRRT L2 EGAE) 7 =7 7 F ¥ TT, Trty¥n
HED/—F (VE—FAFY) WIFELRW AT VT 78T H5A/1E, n—hLAE
V2T 78 AT 256 K0 bIREOHE T, NUMA ##i2/r L 7 — ¥ Z ik T 20 E R &
nDET,

X86 Y — =T —%TF I Fx I, EEOY Iy FEBLOYry NNOEEDO 27 TR SN T
WET, HCPU Y7y hEZDAEUEBIOTO 2, NUMA J — REFEENET, A€ U0
587y N ENRINZGEAIDIZIE, FARNT 7 r—ra U BXOEEM T ATV ST
s (NIC 72 &) MELC . — FRICFEETL2HERH Y T3,

7 ASAy /X7 F—< U A EFEHTHITIT

cASAV ¥ U1, DD NUMA / — R ETEITTAMLERH Y 9, 150D ASAV A2 D
DIy FTEITENDEHIICEASNTWEEE, X7+ —~< AT KRIEIIE T LE
ﬁ‘o

«87 ASAv (¥ 7:8 27 ASAVNUMA 7 —X7 7 F ¥ D] (66 <—) ) TiI. HA
FCPUDE Y 7> b2, ZNEFNSFELU EO T H iz TWALENRH Y £3, — 31—
FTEITENTHABMDO VM IZHOWT L EETAIXLERNL Y $9,
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KVM Z {5/ L7 ASAv DA |

B vwvaossrscy

«16 27 ASAv (¥ 8:16 =7 ASAVNUMA 7 —X 75 7 F ¥ Ofi| (67 =2—2) ) Ti. &
AN CPU EOK Y7y B, ZNENI16EHLULEO T ZHATHBERLERH Y 7,
P—R—= ETCETEINTWVABMD VM IZDOWNWTHLEBTHZLENH D 9,

*NIC IZ. ASAv =3 v &[E U NUMA J — R EICHALERH Y £,

WOKIE, 22O CPU V47 >y b3H 1V . £ CPUIC 18D a7 RNEHFH I N TWH Y — _—% R
LTWET, 8§ 27 ASAv TlX. R Ak CPU D%V 47 ML 8 HD =2 7 BB T,
X 7:807 ASAVNUMA 7 —x T F ¥ Ol

— Numa 0 numa 1 =

8 core ASAv X
CPU Socket0 CPU Socket 1

P e T
) Aaonwagy

NIC

WOKIE, 22O CPU V47 v b3H Y . £ CPUIC 18D a7 RN I N TWAH Y — _R—% R
LTWET, 16 =7 ASAv TiZ. &AA K CPU DE- V7 v MIEE 16 HO 2 7 23MLE T,
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| KvM %GR L 1= ASAV DA

nuMA DA K51 [

X 8:16 37 ASAvNUMA 7 —* T F v D4l

— numa 0 numa 1 -
16 core ASAv
CPU Socket 0 CPU Socket 1
\ oores
I
i ENEEEE
——r EEEEEE
mom o w e
IO Controlor WO Controlor
we]  [rox] wc] [
NIC
NUMA O &5&E1k

PRABAYICIE. ASAv v 03, NIC A EEL TWD / —RERE NUMA / — R ETHEITTS
%\gﬁ§?§) D i‘j—o %EJ“/EJj:Yko) & j”j D VG‘?—O

1. [listopo) ZFEH L TNICHAAIZ/>TWD /— REHBIL, /— FOREFRRLET,
NIC Z @O T, EDO/ — RSN TWDHnE AELET,
2. KVMAANT, virsh list ZffH L TASAv Z#H LET,
3. virsh edit <vM Number> ZfEH LT VM ZfREL T,
4. BRI/ — FIZASAY ZBLE L £4, ROFITIE, 1827/ —FzfiELTWET,
J—F0~0Dfl#E :
<vcpu placement='static' cpuset='0-17'>16</vcpu>
<numatune>
<memory mode='strict' nodeset='0'/>
</numatune>
J— K1 ~Of#E :
<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1'/>
</numatune>

5. xml DEHEEZEIEL. ASAV ¥V OEBERETBFEALET,

6. VMMPHMD ) — FTEITINTWVDH I L E2MERT HITIE. ps aux | grep <name of your
asav vm> FEITL T, a2 X ID ZBELET,

Cisco BIEE X1 TARBET7TSA 7R (ASAV) VM RA— L7y THA K .



KVM Z {5/ L7 ASAv DA |

B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

7. sudo numastat -c <ASAv VM Process ID> & 3E{T L C, ASAv < VNIl E ST
LERLET,

KVM T® NUMA FHE O BT A 3EMIC oW Tk, RedHat @ R = A2+ [9.3. libvirt
NUMA Tuning] Z2ZM L T 7ZEW0,

Receive Side Scaling (RSS) FAMDEH D RX 1 —

ASAVIZ, BE DT ety aTiirxy NV—UZENT T 4 v 7 BT 5720 Fy hT—
ITHTHZE>THRENST 7 /vy —"Td % Receive Side Scaling (RSS) ZHHR— kL
TWET, RALV—T v FEEBTHITIL, 4 vCPU (7)) [T HE O NIC RX F = — 3%
EINTWALERH Y £9, —i%AY7: RA VPN JEB TlX, 1DONE/AMNEST DA X —
T2 A ABBERATAGEENH AT LITERELTLIEIN,

[ &y

BEE BHORX Fa—%MHTHITIE. ASAV S—2 3 1 9.13(1) LA LI T, KVM DA
libvirt ®/3—7 2 03 1.0.6 LIETH L MERH Y 7,

WNEBN AT DA v H—T 2 A AR08 a7 VM DBE. X9:8 27 ASAVRSSRX ¥ = —
(68 X—) ITFRT LI, BA L HZ—T 2 A ATIT4ODRX F2a—0NbH Y 3,

9:827 ASAVRSSRX ¥+ 1—

ASAv
8vCPUs = 8 phyical cores on host

{ \
= =
N D T

0 g
:
o z
-
Inside RX Outsne RX

NIER/INTALT DA v B —T =2 A Z%F>16 27 VM D4, X 10:16 =7 ASAv RSS RX
Fa— (69 =) ITRTII, AV H—T A ANEE OO RX F2a—0H VY £9,

. Cisco BIEE X1 TARBET7TSA 7R (ASAV) VM RA— L7y THA K
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| KvM %GR L 1= ASAV DA

Receive Side Scaling (RSS) AOEHDRX 21— [

10:16 37 ASAvRSS RX & 1 —

ASAY 16vCPUs = 16 physical cores on host

(LLLLLIILIILIILL]
LR

Inside RX Qutside RX

apisu] DINA

vNIC Qutside

WDFRIZ, KVM D ASAV D WIC B L OV R —FENTWARX Fa—0HERLET,
A= h TN D WIC OFINUZOWTHEL, HEESLD WIC (54 ~—V) ZBHLTZS
v,

& 12: KYM THE S h B NIC/HNIC

NICA—F |wNIC K354 | FS4379 /8 BXFa2—0 | NT+x—T R
AN o— #

x710 i40e PCI /%A A JL— 8 (JK) x710 O PCI /%A A )L—3 L0
SR-IOV &— KX, #kii7/e/<
Tx—< AR LET, @
WL CEER I, o VM
MTNIC ZiFTEL720
SR-IOV M H#ELE XL E T,

140evf SR-IOV 8

x520 ixgbe PCI /S A A )L — 6 x520 NIC (%, x710 £V & 10 ~
30% ST f—v L ANEL 2D
£4, X520 DPCI/NA A )L—F
K OVSR-IOV £— RiL, [FHED
NI p—~ o A& L £,
B, AR, o VM
MTNIC ZFTELH2®
SR-IOV R HELES L E T,

ixgbe-vf SR-IOV 2

FM47p L |virtio HE( AR 8 (FK) ASAVI00 [ZITHEE S L EH A,

F OO ROV TIL, KVM
T O Virtio D~ /)LVF F 2 —H 7R —
NOFEMME (10 =) S
L TLEEN,

Cisco BIEE X1 TARBET7TSA 7R (ASAV) VM RA— L7y THA K .



B vnosaEt

KVM %R L 7= ASAv DA |

KVM T Virtio DY )L F ¥ 1 —HKR— bOFEHE

wOFIL, libvirt xml ZHRET S 7-DI2, Virtio NICRX F o2 — DA 4 ICHETHHEE L
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

BEE HHHORX Fa—%2FR— T A120%, livit D3—2 5 U3 1.06 UG THALERH Y F

VPN O =1k

SR-I0V 1 > %

—é’_‘O

ASAv TVPN X7 3 —< A& b+ 2720 0OBMOEBEFEIEIL, kOLEBY T,
¢ [PSec D A)L—F> MIDILS L9 bEL 20 F9°,

« GCM KF 3121, CBC ORI 2 DA NL—T v "3 Y F9,

—JxAADTOE 3= Y

SR-IOV Zf 31X, BED VM THRA FNED 1 5D PCle v WU —27 T X 7% &g
THZENTEET, SRIOV TR OMELZ EHR L TWET,

« WpPFREERE (PF) : PF L. SR-IOV B¥REZ & dr 7 /L PCle BERETY, ZhHi%, AA b ¥ —
N—FEDOBEDAZT 47 NIC &£ LTERRINET,

o (AEBERE (VF) @ VFIZ, 7 — X5k % T 2 & PCle #HE T3, VFIZ, PF L
Eh., PEEZNLTEHEEINET,

VF T, AL ENTZAR L —FT 4 VT VAT L T —0T—7HND ASAV ¥ 2 TR K 10
Gbps DAt TE £4, ZD®Z 23 Tlk, KVM BB T VF 2% E T2 HiEICHOW\T
L ET, ASAv FD SR-IOV #AR— FMZDOWTIE, ASAv & SR-IOV A v & —T = A ZAD S
nEYa=r7 (135—Y) 2BRLTLIEEN,

SRIOVA A —T A ADTAES I =V ICET 2EHR

SR-IOV ZH KR — M T 2YE NIC ¥ H 54, SR-IOV s VF £7213{48 NIC (WNIC) %
ASAV A VAR L ARIIZT Z v FTEET, SRIOV X, BIOS 721 TRl "— KR =7 FTFE
TLTWAFRL—F 4 T VAT A AV AB L AFETNINANAR—= R POV R— F bk
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| KvM %{EF L 1= ASAv DEA
KM 2 + BIOS &4 - 0s ZE [}

BLCY, KVM BREBETEITHTD ASAVv D SR-IOV A4 vV X —T =2 ADT7a by a =72l
TE— A RSA DY 2 NELLTFICRLET,

« AR Y —s3—{T1 SR-IOV HJEHEL NIC 286 T, SR-IOV A & —7 = A AZFIT
2HA RTA L EHIREE (14 =) 22RL TS0,

e IR A Y= =D BIOS THRAUL N AN 72> TWABRLERDH Y £4, ST OW T,
RUF—=D~v=a2T NVESHRL T EIN,

¢ IR Ak H— 38— BIOS TIOMMU 7 12—/ 3L 73— K73 SR-IOV 2% L CHENC 722 » T
WAHARENRH Y £, FEHCOWTIE, N— R =27 X —D~v=aT )V ESR L TL
722N,

KVM7RX ~ BIOS &7 RRX +0S DEE

DB arTIE KM Y AT AEDSRIOV A v X —T =2 AD TV a= 7B
THIFESEREY VT vy T FIREREFIEZRLET, Z0€7 v a VHOERIL, Intel
Ethernet Server Adapter X520 - DA2 % {# ] L 7= Cisco UCS C +/ J — X H#—,3— E® Ubuntu 14.04
ZHEHALT, BEDOT RRENDOT NA ADBIER IO TT,

1R BHHIIZ
¢SR-IOV BEffikry NU—27 A X —T x4 A H—F (NIC) BRIV TWAZ L%
R LET,
s Intel FAE(LT 7 12— (VT-x) HEHEL VT-d BEREDNAZNZ > TWAH 2 L 2R L &
ﬂqo

\}

GE) VAT A A—I—IZXoTUE, ZNDOOIEEMEENT 7 4L F T
BN 72> CWDEANHY £9, VAT LT EIZBIOS &% EIC
T RALTCERTDHHENRER LD, XU F—D~v=aT )V
TR AEWRTHZ E2BEIOLET,

e AR —FT 4 VT VAT LEDA A M—=LPIZ, Linuxk KVMEY 2—)b, T4 75,
22—V — BIO2—=T 4 VT4 DTRTNBA VA=V INTWNDI EEMHRLE
T, BIES: (56 2—2) ZBBL T EE,

WA I =T 2 A ADPBEIRETH H T & 2R L £ 7, ifconfig <ethname> Zfifi ] L T
ALET,

ATFYy T "root" —HF— T H T FE XAV —REFEHA LTI AT AICES A LET,
AT w72 Intel VT-d AN R >TWD Z L 2R L ET,
5 -
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KVM %R L 7= ASAv DA |

B Mtz FBIOS LR FOSOZE

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU

[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)

[ 0.000000] DMAR: IOMMU enabled

BEOITIE, VI-dBREDNZ/>TNDH I EERLTHET,

letc/default/grub #% E 7 7 1 /LN @D GRUB_CMDLINE_LINUX = k U |Z intel_iommu=on /X7 A — & Z {1
TAHZLIZEoT, I—x VA Intel VI-d 27 7T 4 712 LET,

1 :

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

GE) AMD 7utvHaEHL TV 8EE, NIz, and iommu=on % 7 — k /XT A —X|ZfHIL
E3

jommu OEE A HHCT L7201 —"—%2 ) 7 —F LET,

1 -

> shutdown -r now

WO ZEMH LT sysfs £ > % —7 = A AREH T sriov_nunvfs /3T A — Z [Tl 2l 2 EE AT Z &1C
LT, VF Z2Ek L £7°,

#echo n > /sys/class/net/device name/device/sriov_numvfs

P —N—DEFRZ ANVET T2 ONCL R E O VEBMERR S D L D129 512X, letcrcd/ 7« V7~V IZHES
BEIiLTWbrelocal 7 7 A Mz Eida~ > REAMAIMLE T, LinuxOSiX, 7 — k 7at 2AD5x% Tre.local
A7 VT NEFEITLET,

-E2E, A= 7=V 125D VF BT 27— A Z L PR LET, BEVDOEY M7 v 7 TlEA v~
H—T oA AN DARENNH D FT,

% -

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

P—N—% ) T— K LET,
1 -

> shutdown -r now

Ispci ZfE LT, VF MERR SN2 & 2l L £,

> lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function”

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )
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| KvM %GR L 1= ASAV DA

asav ~a Pel 734 208 Y 2T [

G¥) ifconfiga~ REMHLT, FriLng v ¥ —T =24 22K RLET,

ASAv ~D PCl 7/31 ADEIY HT

VF Z{ER L7 5., PCI T3 ZA&ZBMT 50 L REEEIC. VF 2 ASAV (ZBINTE £, kDA
TlX, 777 1 J1/b virt-manager ¥ — V&AL T, A —H% %> F VF 22 hr—7 % ASAv
BN 2 FEICOWTEA L E T,

AT v 7T1 ASAv BT, [Add Hardware] RZ > %27 U w7 L, HLWT A RAE R~ AGBEMLET,
11:1\— K7z 70EM

whuntuld virtusl Machine

Fle vimusl Mackine View Send Key
mlcne- &
b

; o Hama: iub-.m:um

D ProCdssor
D | - - o il a—

-. iz Status: = Shutol
{-_Ej‘u Book Opleons Das :
B vetooisk 1
s IGE COROM 1
B tc 7aled

Mouts w-u Dretalls

put w lvm

Display Vi Architecture: =86_54

u:: i Emulator: jusrbinfloom-spice

4 A= Firrrrwrasre: Dafauk
Gy Senal 1
B #cicoo0es0.2 Cperating System

B Pcicocos410.2

HoStRBME: URNGWn
Product name: unknown

Vidwo Cirmus
! Corarcler USH + Applications
B controder pei + Machine Settings
Cortrolier DE
! e b Security
e Add Hardware & cance I off apoly I

AT T2 JE~A O [Hardware] Y A kT [PCI Host Device] #7 U » 7 LE7,
VF &L PCLT A AD Y A MPRHRAAL ANIRRSNET,
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KVM Z {5/ L7 ASAv DA |

B ssav~o o 754 2oy BT

12: {RIEHEED ) R +

Add New Virtual Hardwar &

8 storage PCI Device
Bs  network

input Plaase indicate what physical device

te connect to the virtual machine,

Graphic s

Ecimd Host Dewvice: o
=i Sarid 06:00:0 mterface athd (VIC Ethernet MIC)
=4 Paralal O7:00:0 interface athl (VIC Ethermet NIC) [
=l Charaw 08:00:0 VIC FCoE HEWA J

LIS8 Host Durice 09:00:0 VIC FCOE HBA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)

Video 0A:00:1 interface sthS (B2S09ES 10-Gigabd SEVSFP+ Netwark Conmection)
! Watchdog 0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Functicn)
Rilesystermn 0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
G Smantcard 0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
'@r LISE Redirection QA:10:3 Interdface eth15 (82599 Ethemet Controller \Wirtual Function)

Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)

Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)

OC:00:0 MegaRaD SAS.3 3108 [Immader)

1020020 MGA G200 [Filot] SerserEngines [SEF1)

|

xﬂlﬂtﬂl ] Eirssh |

AT T3 HEHRERAEREREDO W T I AR L T, [Finish] %7 U v 7 LET,

PCIT A ARN—R 7 =7 JRNMIEBRENET, T35 ZADELiE DS Ethernet Controller Virtual Function
IR TWAZ LIZHEELTLIEEN,

. Cisco BSE X1 )T AIRET7TISAT VR (ASAV) QB RZ— Ty THA K



| KvM %GR L1 ASAv DB A

crumzsLA—+ [

13:58ME n =B EE

ubuRtuls Virtual Machine (on kvm:racetrack

Ele ‘rtual Machine  Wiew Send ey

5]6 T .

! Ermriew T Physical PO Device
Parformance Denice: 0Az10:3 82599 Ethemet Controller Virtual Function

L Processer
|ES Moy
(T Boot Options
(] vinio pisk 1
) IDE COROM 1
|Bhy rac 87:41:9d

Mo

Ingisk
Drsplay WG
Sound: ighi

Serial 1

2
M roocoossn:
B Fooooose102

Vides Corug
B controller UsE
! Ceontroller poi
! Controller IDE B

s Add Mardware —E-nml & cance |

RDBERY

cASAv <= R I A4 um b, showinterfaceai~ > RFEEA LT, SILSERELI-A & —
T oA AR LET,

CASAVTCA VA —T A A AL T4 Fal—arET—F2lHALT, FF 74 v 7Dk
ZEAVE—T 2 AERELTHMELE T, FEIZONTIL, [Cisco ASA > U —X
CLIZ> 7 4 Falb—rar AR (—#N7eElE) ] o [Basclnterface Configuration)
DEEZZBL TSN,

CPUEREL LKR— K

CPUMER LR — M, & SRR Sz CPUDEISE D ERNFRENET,
\WE., I TIEE— 7 BELUAMTITIEE CPU BREDR 30 ~ 40% TEIMEL ., v— 7 ERTH 60 ~
70% ORETEHEL E7,

Cisco BIEE X1 TARBET7TSA 7R (ASAV) VM RA— L7y THA K .
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KVM %R L 7= ASAv DA |
B Asavinal o vepu A=

| o

EE 9.13(1) LTI, A= SN TWDTXTOD ASA Virtual vCPU/ A € U LT X TD ASA
Virtual 74 B A& TE S L 91070 ASA Virtual ZfEH L TW A BEMIZ, & FE8F
BRVM Y V—AT7 v Y U R TEITTEET,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual @ vCPU fEHZRICIL, T —Z /"A, #lHAA > b, BLOIMNB T v A CHEH &
LTW5B vCPU OERFRINE T,

vSphere T &35 vCPU O =1, ASA Virtual DfERIZINZ T, ROLONEEN
ij‘o

« ASA Virtual 7 A R/VR#H
« ASA Virtual ¥ 3 A E 7z %SYS A—/N—~ v N

« vSwitch, VNICFE X UpNIC DI Z B8 T 5 /37 v ROF— =~y K, ZOF—/3—~y
NIZEFICREL RDGERH Y 7,

CPU = =D

CPU fE HEROMEHEF#R A &R 5121, showcpuusage =~ > REfEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s 47z vCPU O F = RIEIC 72 2B 2 IR L E T,
« ASA Virtual L'7/R— b : 40%
«DP : 35%
HE T EE R 5%
« ASA (ASA Virtual LAR— 1) : 40%
cASA T A FILR—=U 27 1 10%
o A== K1 45%

Fr—rR—~y R, A 8= PRERED FEFT, I L O vSwitch Z{# [l L 7= NIC & vNIC Df#]
DTy MR ST ET,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K I



| KvM %GR L1 ASAv DB A
kmcru ERELK—

KVM CPU fE A L R—

Bl

virsh cpu-stats domain --total start count

awy REFETTLHE, BEINTZF A MU~ O CPUKGRHERA R REINET, T 77
)V R TiE, T _XTOCPUDHKEHEAFHPERREINET, ——total A7 v a VERETDHE. A
HMEFFDOARFTRENFE T, ——count 7 3 L ZFETH & count {HD CPU DOHEEH D AFER
ENET,

OProfile, top 72 E DY — /L EBFEITTDH L NA /= AF L VMO 50 CPUEH A ETe,

FEED KVM VM OA 3t CPU RN R RSN E T, [FAEKIZ, Xen VMM IZ[EA @ XenMon 7¢

EOY—NVOEE . Xen /A 78— "AHF [ DF Y Dom0 DAEFHCPUE RN TR S VETH,
M T & DA =R PRI B S EE A,

INHOY—/LEEBNZ, OpenNebula 72 E D7 T U K ar Ba—T7 427 7L —AT—7|Z

L. VM IZ & - T & D AR CPU OEIE DK ENRIERO A ZRMET DR E DY — LR

FELET,

ASA Virtual & KVWM D45 S5 2

ASA Virtual & KVM ORJIZIE CPU % OFAEIZE R H D 57,
« KVM 7' 7 7 O¥fE13 ASA Virtual DL W HEICKEL 20 £,
* KVM CTiX Z OfEilE 1%CPUusage] & FHEAL, ASA Virtual Tl Z OfElL [%CPU utilization |
EMETIET,
175 [%CPU utilization] & [%CPU usage] (IHIDOHDEFEHKL TOET,
« CPU utilization I%, ¥ CPU O#EHEMR 220 L £,

« CPU usage |% CPU DA /N—RA L T 4 » ZIZED W imEE CPU OFEEHE R Z 1k L £
To LML, 1 DO VCPU OHMEHINDT2D, "AN—RA LT 4 U7 ITEMELEHE
Ao

KVM Tl %CPU usage| 1FRDO X HIZHRESNET,

T 7T 4 TIEREN AR CPU O &, ifRIEEZ: CPU O&FHIX T 2%EIG L LTHRESN
\iﬁqo

ZOHFEZ, RARPBLRZCPUERHARKRTHY, YA MARL—TFT 4 T VAT EANL R
CPUEHETIIH Y FH A, F72. ZiUIEE~ > THEMHAEEZR T T DRI CPU D)
CPU =Rz Y F97,

7ol 20X, LEOAR CPU 2458 L7 1 DOAE~ o2, 4 [HOWER CPU 25 L= 1 &

DARA R TIEITENTEY ., 0O CPUMAERN 100% OHFE, M~ 0%, 1 {EO%EE CPU
Y RTHEALCOET, AR CPU OfFHRIL,  MHz HAZOM R /K8 CPU O x 227
AR L LTCRIAESRET,
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KVM %R L 7= ASAv DA |
B Asavitual c kvm o 55
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S

4.
=% =R

AWS U 5 ) k~® ASAv DE A

Amazon Web Services (AWS) 7 o RIZ ASAv Z#8 A TX 9,

| A

BEE  9.13(1) KT, PAR—FENTWDHTRTO ASAy vCPU/ A E U HERK T3 T D ASAv 7 A
YU RAEFHTEALIICARVELE, ZHICED ., ASAV AL TV ABEET, S8
FRVMY YV —RAT7y NP Y Y NTEITTEL L0 £, £z, AR — x50 AWS
AVABZUAZATOHBRET,

o WEE (79 X—)

o« AIEESRTE (81 ~X—2)
 EEFHLHKFEHE (82 "—)

« REDAT L SSH FBAE (83 ~<—)

e Xy FU—27 AR YOf (84 ~—)
« ASAv DA (84 X—2)

e N7 F—< U ADOFHE (87 L—)

ASAVIZ, MBEASALRILY 7 U =T 2FETL T, (BT +— L7 7 7 ZIZBWTHEIERF &
DX VT A HEEARIELE T, ASAVIZ, TV v 7 AWS 7 T U RIZEATEET, £
DHHREXITH Z LT, KoK E L blcar—ra v E2RE, 20, 7237 51|
BB IOWET — 2 2 —D T —rn— R {R#ETE 7,

ASAV T, RO AWS £ LV ABZ L AR AL TP R—FLTWET,

R1Z:AWS THR—FSNTWBRAVREZI VR AL T

A ARBUR Bt A= x14 ADix
X#E
vCPU »E1) (GB)
c3.large 2 3.75 3

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



AWS 7579 FA® ASAv DEA |

AR VR B A3 =T 14 ADEK
vCPU »%E1 (GB) ~H
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
cS.large 2 4 3
cS.xlarge 4 8 4
c5.2xlarge 8 16 4
cS.4xlarge 16 32 8
cSn.large 2 53 3
cSn.xlarge 4 10.5 4
cSn.2xlarge 8 21 4
cSn.4xlarge 16 54 8
m4.large 2 8 2
m4.xlarge 4 16 4
m4.2xlarge 8 32 4
Je

AR AR TICBATT D LB HELE L9,

EYb CAAARZRZATEEN L TODERIE, N7 —~ AR LS 5720DIC, Nitro /»
A 73—=/3A1 ¥ & Elastic Network Adapter (ENA) A % —7 = A A R A NEMHHT 5 C5 14~

& 14: ASAVIERH 5 ICE D T4 £ 2 XBEEDHIR

NIF—TUVRBER (A VRE VR4 T | L— IR RAVPN t v < 3 i
(3 7/RAM) iR
ASAv5S cS.large 100 Mbps 50
2 227/4 GB
ASAv10 c5.large 1 Gbps 250
2 27/4GB

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K




| AWS 559 FA® ASAv DEA

INTH—ITVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(2 7/RAM) iR
ASAv30 c5.xlarge [2 Gbps] 750
4 27/8GB
ASAv50 c5.2xlarge 10 Gbps 10,000
8 277/16 GB
ASAv100 cSn.4xlarge 16 Gbps 20,000
16 =77/42 GB

AWSIZT 7 FaER L, AWS U 4 ' — R H L TASAvZ &~ h7 v 7 LT, Amazon
Machine Image (AMI) ZER L E§, AMIIEL, A LV AZ U AZEHTDIDITHERY 7 b
U= TR & G T v L— KT,

| &

EE AMIA A=V AWS BREOHMFCIZF Yo — RTEEH A,

BRI

+ aws.amazon.com C7 Z 7 M EER L E T,

e ASAV ~D T A L At E, ASAVIZT A B AZEATET D E T, 100 Bl O & 100
Kbps D A/L—"7"> N OZRPFFA[ S HMEIRE— R TEITSNET, [ASAVOT AR
(1 =) | 22RLTLTEEN,

o A UH—T 2 A ADHE:
EHEA A —T 2 R
s NHB X UM A v H—T = A R
. (fEE) BMo¥7xv ~ (DMZ)
o HE/NA
EHA X —T A A ASDMIZ ASAY 5t T A - OIER &S, b T 747D
I IIEH TE EH AL
cNEpA v BZ—T = A A (MIR)
Er
HNRA U H =T 2 A A (W) ASAVENRT Y v 3y NI —Z BT 72012
fEHENET,

D BB A M T ASAV 245kt D e I S E

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}
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AWS 7579 FA® ASAv DEA |
B sssacsnss

eDMZ A X —T A A ({EE) :c3xlarge f V¥ —7 = A A&MHT 5846, DMZ
T bU—27IZ ASAV it D eI SN ET,

« ASAV ¥ AT LB OV TIL, Cisco ASA Ol [958 2B L T E &0,

FEFEEFRNSEIA

HR— b Eh B#EE
AWS LD ASAv iZ, RO¥BEAZ T HR— ML TWET,

« XA D Amazon EC2 Compute Optimized 1 > A % > A7 7 I J T % Amazon EC2 C5 A
VAB L ADHR— |k

AT T A=K 7T TR (VPC) ~DJEH
cJEEER »y RU—2 (SRIOV) (A AREZRSGA)
s Amazon ¥ —%7 v F T LA A D DR

L3 Xy hU—7 Oa—H— R
=Ty RE—F (F7+/F)

* Amazon CloudWatch

HR— kb Shizl hEae
AWS ED ASAv 1%, LUFOKREZ R —F LT EE A,

ca V=T ¥R (BHII Xy NI —I A B —T A A% LTSSH £7-1ZASDM
AL CEITEIND)

* VLAN

cMEFERIT— R (RA=TF7 R L, FRE N T AXT LU N E— RO T 7 AT T+ —/LDH
A—h)

eI TF aryTFANET—F

I T AL

* ASAv XA 7 4 7 HA

* EtherChannel (X, %A L7 MpBiA L H —T = A ADZRTHHR— N END
s VM O A R — NNz AKR— K

e NA =N PFIZIRRAF DNy i —

* VMware ESXi

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K
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| AWS &5 F~AD ASAV DEA
wronresshzi |

« 70— KRF¥¥Y A MNZILTFFr AR XAvE—V

INHEDOA =T AWSNTREINRWED, Ja— RSy A ML FFv A &
MEETDHNL—T 7 7a hand AWS TPH EB Y Ic#RiE LA, VXLAN [T A
BT 4T T TOLBMETXET,

Gratuitous/FEZ 5% ARP

ZIUBH @ ARPS X AWS N TIEZ T AN S L7 7=, Gratuitous ARP F 72 13 FEZLF ARP
B LT NAT s E TR E B 0 ITHRE L £ 8 A

* IPv6

EXTEDFITE SSH L

SSHABHF —#GEHEHKE DT v 77 L — RORER  SSHFGENEH INDHZ LI2E Y, SSHA
%% PAEE BT DI DDOF 2R ENMLE LD £3, TDRD, Ty 77 L— Kk

. ABAF—FRFEE M L72BEF D SSH fX EIFHERE L £/ A Q&Bﬁf\'_uw 1X. Amazon Web
Serv1ces (AWS) D ASAV DT 7 )V THHT=H, AWS 22— =X Z ofENE RENFE
9, SSH B & K72 o AT D I12iX, 7Ty 77 1L— b@m_ﬁi%ﬁﬁbiﬁ EJre
(ASDM 7 7 2 AMENZ 72> TCWDE) 7 v 77 L— R%IZ ASDM 2 L CTREEE
ET&EET,

wix, 22—V —4 ladmin] DOITTOREF T,

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication =~ > R&ZfEHT 5121, 7 v 77 L—ROBHCkRDa~r RE AT LE
—g—o

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

nopassword ¥ —U — R2BMFEL TV DG, TNEHEFFT 2O TEER<, fbhilza—%—
Zx VXIS LT NA T — RERET H 2 &2 HELE L 97, nopassword & — 7 — Ri%, /32U —

RIZAN R A 2 EW®T 20 TIERL . FEDARAT— 2 ANTEET, 9.602) LV ATD/A—
Va T, aaa =~ R SSH AR F —FGEICMATIESH D FHATLE, 2Dk,
nopassword ¥ —7U — NiZ h U H—SFEHFATLZ, 9.6Q2) Cllaaa=a~ > RRUHEERD |
password (F7ziXnopassword) F—U— RMFEET 556, HEIRYIZ username DI D/ A
U— NGEZFFA 45 X912V £ L7,

7w 77 L— K&, username 2 > RiZxf9 % password = 7213 nopassword ¥ — 7 — KD
BEITELRY, 2= =P RAT—=FEANTERLTLLIBETEDL LRV F
T Ko T, AFF—FIED A ZEHRNCE T 2551, username =2~ R& A Lk
LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



AWS 7 59 FA® ASAV DEA |

B «oro—srgkovon

username admin privilege 15

2y k=2 LAROTDH

WDORIL, ASAv AIZ AWS N CHREINT-4o0H 7%y b GEFEL, N, /M8, BXO
DMZ) %z 7oV —FT v R 77 AT T4 —/LF— ROASAYOHELE F AR U5 R L TWET,

14: AWS ~D ASAv D E Al

AWS VPC

o © o
=l

—
iy

' Inside Outside
Subnet Subnet
DMZ
Subnet

Management Subnet

[connected to all devices -not
shown)

BEFELF

ASAv DE A

WOTFIEIL, ASAv TAWS =t v b7 v 723 FIEOHIE T, REDOZEMeFIEIZ>WT
X, [Getting Started with AWS] ZZH L T 720,

AT w71 aws.amazon.com {212 7' > L, MA@ L £,

GE) AWSIZIHEWIS DN ER OB AE S TWES, Hilsik, Emof EElcEsEnEd., &
éﬂﬁi&m@ VY —21%, BOMIRICITERESNEHA, BRORIENICFEEL TV D Z &2 EMD
ICHER L TL 72 & 0y,

. Cisco BSE X1 )T AIRET7TISAT VR (ASAV) QB RZ— Ty THA K
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| AWS 559 FA® ASAv DEA
I |

AT w72 [My Account] > [AWS Management Console] 2 U 7 L. [Networking] C [VPC] > [Start VPC Wizard] %
7V w7 LT, DR T Y w7 7Ry FEBRIRLTVPC ZER L, REFKELET FFLo 720
TV, TIHNVIREELEHTEEY)

s NEB LU DY 7% b : VPCB LY 7Ry hOLRTIZATILET,

AU H =Ry M= T zA AU F—Fy MERBAOEEEREZ AN LET (X —Fy b F—
N7 = A DARFTEATLET) |

T —TN A H =Ry FADFENT T4 v 7 BBMNT DO N EZBIMLET (1
VA= N A= 7= A120.0.0.00 ZEMLET) .

AT w73 [MyAccount] >[AWS Management Console] >[EC2] 27 U v 7 L, & 5IZ, [Create an Instance] &7 U v 7
LEd,

« AMI (7= & Z1E, Ubuntu Server 14.04 LTS) Z 3R L F 5,

A A— VR IEENTRA Sz AMI 261 L £,

* ASAV THAR— FENDA LV AZ LU AZAT (Blarge 72 L) ZBINLET,
A VAB L AERELET (CPU & AEVITFEETT) .

o [FEE725HM (Advanced Details) 1227 v a v ZE AL, [—W¥—F—% (Userdata) 17 4 —/L RIZ,
FT v a s TEOBRAMRAE AN TEET, Zhid, ASAv OEBIFHZEH S D ASAv ik E &
THXARANTYT, FHOHHBKICA~Y— T4 A EOFEMERZRET D HFIEOTEHIZ O
Tix, (FEOHDar 74 Xal—ay 77408 #ZB LT EEN,

CEEA AT AR 0 HIMKERIRT 25613, EBA 7 —T7 = A ZAOFMEIEET
LWENDHY £T, THIEDHCP 2T 5 L 9 ICRETH2HBENDH Y £,

cT—RAA— 714x Fe B HE—T A ZADIPT FL AL, ZOEREZE 0 B HARERD
—HE LTHRELELGRICOAEID Y THN, RESNET, T—¥ A ¥ —7 A XX, DHCP
%ﬁ%#éio_mﬁféi# ErN Eﬁ#éx;bv 7 A B =T A ANTTITIERK
ENTHWT, IPT RLARDLNS> TWAEAIL, FH0 BHAMBKRTIP Oz ETE £,

<FEOBABREL : F0 HAHBKREIREETIC ASAY ZE AT 5 L. ASAVIET 7 4+ /L kD ASAv
MR ZEH L, AWS A X T — 2 — =L InicA v 2 —T7 A AO P #0GFL, IP 7T
RLZAZED YL TEST (F—F A Z—T oA RZIPIFEV L TOHRETN, ENLIZX 7 LE
9) , Management0/0 1 > % —7 = A ANILEIL, DHCP 7 RV ATREINZIPEEELET,
Amazon EC2 33 O Amazon VPC D IP 7 R L v v 7o Tk, [VPCTOIP T KLy
7 BRI TLEE N,

- £ 0 BRAERDH

! ASA Version 9.x.1.200
!

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html
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B asavoma

AWS 7579 FA® ASAv DEA |

no shutdown
I

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 anyé

access-group allow-all global
|

interface GO0/0

nameif outside

ip address dhcp setroute

no shutdown

I

interface GO/1
nameif inside
ip address dhcp

no shutdown
I

ARL—2 (F7F NV NEZTANRET) |

BT A VAR AR TNA AT D0, 28O% TEERTEET, ¥ T 2B IAOT LT
OIFEHTE 24812 F1T 7,

X2 VT IN—T X2 VT 4 TNA—TE{ER L CLRIZTET, X207 4 T A—7
X, BRBLIORE NI 74 v 7 2HETHT-0DA LV AZ L ADRBT 7 A4 7 74— T,

FIFNITIE, BEX 2V T4 A —F13FT_RTCOT7 FLRICK LTI TWET, ASAYv DT 7
ANAEHT 27 RLUANSO SSH #7207 23775 L 910, —nLEEHELET,

X2 VT4 T N—=TTET7 47 ZH 5 7ETONTIE, AWSD R =2 4 | [Control traffic
to your AWS resources using security groups)] & ZH L T< 72 &\,

[EEE it (Advanced Details) |27 v a v #E AL, [2—W—F—4& (Userdata) 17 1 —/V KiZ,
F7arTEOAIBREANTEET, ZhlE, ASAv OEBIRHIEH S D ASAv LA BT
TXARMANTYT, FBOoHAWRICA~—F T4 AR EOFMIEREZRET D HFIEOFEMIZOW
TiE, [EOHDary 74 Xal—vary 77 A LVOHR] 2B LTI IEEN,

cEEAUA—T AR HO IR ERIRT 25813, A =T A ADOFEMEEET
LWENDY 9, ZHUTLDHCP 2T 25 L O ICRETHLENRDH Y £7,

cTF—HBAVEA—TIA R T—EFAE—T oA ADIPT FL AT, FOEREF 0 HHHERD
—HE LTHRELESAICOAEI D Y THh, RESNET, T—HA ¥ —7 =4 A%, DHCP
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| AWS 559 FA® ASAv DEA

ATvT4

ATy Th
ATvT6

ATy Fr17

RI+—T VRO .

PHEHTLEICEHRETEET, F2E, #0501y NU—F A X —T = A ANRT TITHERK
ENTWHWT, IPT RLARDN->TWAEAIL, F0 HAEKTIP O Az E cE £,

<FEOBABREL : B0 HAHBKREZIREETIC ASAY ZE AT 5 L ASAVIET 7 4+ /L b D ASAv
MR ZEH L, AWS A X T — 2 — =L InizA v X —T7 = AD P #HS L, IP 7T
RLZZED L TEST (F—F A Z—T oA RTIPIFEV YL TOHRETN, ENLIZX 7 LE
7) . Management0/0 1 > ¥ —7 = A ZANNEH L, DHCP 7 R ATHRESINIZIPZEFGL LT,
Amazon EC2 3 X T Amazon VPC D IP 7 KL w > U 7220 TCiE, [VPC TOIP 7 KL v v
T R LTLEI N,

s REEMFR L, [Launch) 2727 U v 7 LET,

F— T EAER L ET,

HE X — XTI T WA RN, S—FZeREc A v ren—RLET, BE Xuro—
RIBHZELIEITEEEA, F— T E2EoTHEBIT. AV AX U RAEWEL, TNOEFHEEAT
HVERH Y £,

[ A% ZA0kH) (Launch Instance) 1 %7 U v 27 LT, ASAv Z#HALE7,

[My Account] > [AWS M anagement Console] > [EC2] > [Launch an Instance] > [My AMIs| %27 U v 7 L%
T

ASAV DA B —T = A AT LI [EEILET2IFSE O (Source/Destination Check) ] 23T 72 > T
L2 L MR LET,

AWS DF 7 3 )V FIRETIE, AV AX LV RIZDIP T KL A (IPv4) DT 7 4 v 7 DHEZETE,

AVAZUATMADIPT RLA (IPv4) NoDIHNT T 4 v 7 ZEFTEXET, ASAVOL—T v Rk v
T LTOEELANIT DITIE, ASAVDOR N T 7 4 v 7 A2 —T A A (NEL, B, 38X O'DMZ)
D [ I0F 721356 5 O#EFR  (Source/Destination Check) ] & NI 2 ML ERH Y 97,

INDF+—T AN

VPN O &3i#E1E

AWSCc5 AV AZ AL, LIRITD 3, ¢4, BLUOmMA A V AZ ALY HIZAMNITEWNT 3 —
VU AERMLET, SAVAF AT I TOBELIZDRAVPN A)L—7 >  (AES-CBC
M b LD 450BTCP T 7 ¢ v 7 255 DILS) 1%, UTFTOLS THHIVLERHY £
7,

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)

*2 Gbps (c5.2xlarge)
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BEE  9.13(1) KT, PAR—FENTWDHTRTO ASAy vCPU/ A E U HERK T3 T D ASAv 7 A
YU RAEFHTEALIICARVELE, ZHICED ., ASAV AL TV ABEET, S8
FRVMYU Y —RT7 h PV N TEITTEDL LD 0 ET, Fo, VAR — XD Azure
AVABZUAZATOHBRET,

o WEE (89 X—V)

s HIEESRIE (91 X—2)

 EEFHLHKFEHE (92 "—)
EARFZERR S ND Y YV —2 (95 X—)

e Azure V—T 4 7 (96 X—)

ARAER Y T —2ZND VM DIL—F 4 THRE (97 <—)
«IPT7 FL A (97 _—7)

«DNS (98 ~—)

« ASAv DIEAN (98 ~—)

o 18k Azure UV VY — A T 7 L— O] (108 ~X—2)
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= 15:Azure THR— SN TWBA VREVR AT

AVRBEUR Bt AVB—TAR
vCPU AEY (GB)

D3, D3 v2, DS3, |4 14 4

DS3 v2

D4, D4 v2, DS4, |8 36 8

DS4 v2

D8 v3 8 32 4

F4. F4s 4 8 4

F8. F8s 8 16 8

R 16: ASAVIERRIT 5 ICE DL 54 2 RBEEEDFHIIR

INTH—IVRAERE |1 VRAVRE4 T | L— LR RAVPN v & 3 Ul
(2 7/RAM) R
ASAV5 D3 v2 100 Mbps 50
4 =217 /14 GB
ASAv10 D3 v2 1 Gbps 250
4 =27/14 GB
ASAV30 D3 v2 [2 Gbps] 750
4 =217 /14 GB
ASAV50 D4 v2 5.5 Gbps 10,000
8 =7/28 GB
ASAV100 D5 v2 11 Gbps 20,000
16 =27 /56 GB

R D J71%C Microsoft Azure | ASAv ZE AT F97,

o FEUER) 72 Azure /X7 Y v 7 7 T 7 KB LY Azure Government B T, Azure Resource
Manager ZfiHH L CTAX  RT7uYy 77 A4 7 U4 —)LE L TEA

* Azure Security Center ZfiH L TG/ /S— b — YV a— a2 & LTEA

o FEUEH )72 Azure /N7 Y v 7 7 T 7 KB XY Azure Government B fi T, Azure Resource
Manager ZfEifl LT A 74 Z U7 ¢ (HA) 7 & LTEA
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[ Azure Resource Manager 7> 5 @D ASAv DA (99 ~—) | ML T 7E W, HEHERZ
Azure /X7 U v 7 7 F 7 KE L Azure Government Eg3% T ASAv HA # A B A TX £9°,

HIR S

» Azure.com C7 7 M EERMR L ET,

Microsoft Azure 7 7 o M &A{ER L7 6, v 74 LT, Microsoft Azure Marketplace PN
TASAv Z IR L, ASAV ZEATE £,

* ASAv ~D T A & AfF 5,

ASAV IZT A B AZAM 59 5 E T, 100 [BIOHFE & 100 Kbps D A/L—7"» b DHIFF
Al SN HAMEIRE— R THEITSALET,  [Smart Software Licensing for the ASAv] #Z R LT
STZEW,

N

GE)  Azure ICEAT DA, ASAVIZIZT 7 4 /L b T 2Gbps DHERRA
fHH STV ET, 100Mbps 35 & Y 1Gbps DFERRSS 5% F T &
£9, 7272L. 100Mbps £ 7213 1Gbps DHERFT G- 2 T& % &
T, AN—T" RV EIRIICERET HDHERH Y £,

c AU HE—T oA ADE

4ODFy NT—T LD 4 >DA L H =Tz A AL EHITASAY ZEATHHLERSH Y £
T, [EEDA A =T 2 A AT Y w7 IPT RLAEE VY CHZENTEES,
TV w7 IPT RUAOERK, BH, HibR7E, X7V w7 IPIZBET 2 Azure DA KT
A AZHOWTIE, ATV w7 IP T LR [E] 28R LTSV,

cEHA LB —T AR
Azure TlX, BRUNCERINTA VH—T =2 ANEIEBRA VX —T 24 ATT,
B I EPAM S

A L H—T A R SSHT 7 BA, BIONASAv % ASDM (2855t T D 1= DI
AEhEd,

N

(GE)  Azure Accelerated Networking (%, HHA > ¥ —7 = A ATIHHR—
FENTWERA,

WA v Z—T A A (WZH)  WERR A MZ ASAV #7712 S E
R

AL H—T 2 A A (WHE) ASAVENRNT U w7 Xy NU—ZIZHET A9
RSN ET,
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http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/general/asa-96-general-config/intro-license-smart.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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ASAv % DMZ % v MU — 7 128 T A=A SN E T,

e ASAVANA NR=NNAPBILOMEMET T v b 7 =20V R — MEFRIZOWTIX, CiscoASA
O HANE [F5E] 22 L T a0,

FAEFIELFIRNEIA

HiR— kS BHEE
* Microsoft Azure 7 7 Kb DE A

BN LT A VAZ AL A FITFAS L FHK 16 fHl D vCPU
A

GE)  Azure TIE L2 vSwitch #EFEIZRE CTE £ H A,

e AL EBE—T 2 A ADNXT Y 7 IPT KL A

FEBEDA L E—T A AT Y o IJIPT RLAZE OB THZ ENTEES, TV v
1P 7 FUADIERR, ZH, HIERZRE, X7V v 7 IPIZBET D Azure DA K74 |2
DNWTIE, TV w7 IP T FLR[FEE] 22 LT a0,

=T Y R I77AT =L E—FK (F74/L1H)
N

GE) N—F v R I77A4T77+—/LE—FTIL, ASAVIIFR Y FTU—2
WOWERD LA Y 3R LR EF, Z0E— N2, &1
R —T A ADPT RLANKETT, Azure|X VLAN Z 7 %
Ao B =T 2 A ABPFHR—=FLTWRW=D, IPT LRI H T
RLDNT I USNDA v E—T 2 f ATHETDHHLERHY E
7

Azure DDoS Protection #4#E

Microsoft Azure > Azure DDoS Protection (%, ASAv OIAIMRICEE Sz BIEEETT, K4
Xy PU—=7 TZOMREEZAMITLE, Xy FT— 7(%@3%5%974y7@1@%t
DOy MIITIRC T, — ek Yy N — 7 @R BNLT 7Y r—va U ERET DI
BN HET, ZOKRRIZ, XY NT—2 R T 7407 RE—NZESWTHAF A A TX
£7,

Azure DDoS Protection #AE D FEAIIZ DU TIX,  [Azure DDoS Protection Standard overview. [Z
AL TEZN,
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview
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INRAT— FDERE
RE LTINS AT = RISROTA RTA AR L TWD 2 e 2@ LET, AT — &, U
TON—IVTHE D MERH Y £7,
< 12 CFLUE 72 TR OEBF LTI THLHMENH Y £,
LT ERILT, BT BRO N L [ DAOR BRSO S VE T,
« ASCII 3C5°% 3 SCFRA B0 I3, Foidim L CTERT 2 2 LixcEEti,
T4V vaF U THEHINTWDLHIEIIMEH LN TN,
T— b RO L T —FIEEOMORAT — R T —RNEREINTHAIE, &

ESNTNDNRAY = RPRNAT— FOFEHESITET DA RIA4 TS LTV D 0MER L
=7,

OS Provisioning failed for VM 'TEST-FW-NCSA-QC' due to an internal error. (Code:
OSProvisioningInternal Error)

BEx1 oD R
TAERLEALTD b

Azure LD ASAV 21X, VM TREWRERT A KAEZA LT U R3S 7, /R EMIT 4
L. RREMEIL305 T, 72720, SSH T v g v Clim/ R EElL 5 4. AR EMEIT
60 4y T,

)

GE)

ASAV DT A RAVHA LT MIEY, SSHXA LT U MIFIZEEEZIN, Ty g it
MENAZEIZEELTLEE Y, By iarnELo0fnb b2 A LT T MLV ED

2. VM DOT A RAZA LT &2 SSHEA LT T MIEbEARZENTEXET,

TSA4T) ASAY M RE VNS ASAV AD T = —)LA—/—

Azure TO ASAvHA B AT Azure DT v 77 L — RBRFEAETH L, T4~V ASAv 72 H A
BN, ASAV DT = — VA — =R ETLHHEENH Y £3, Azure DT v 77 L — RIT
XU, 774~V ASAv R —FHEIRREICRD £3, T4~V ASAv 3 —KHEIE LTV 55
By AZ U3 ASAvIThello X v FEZFELER A, AFX N A ASAVIR T = —)LF—/3—
A=/ REFR & RIEB L TH hello N7y FEZELRWEGAE. AX N1 ASAV ~D 7 =—)b
F—R—NFEAELET,

F7m, Tz A==k =L N 2 8m L e ThH 7 = — A — =B F AT 5 Al HE
WRHY £T, T4~V ASAV B—FRHEILRIEIC A > THH 19 BRICHMAT T U 4%
EZTHELE Y, 72— A — "= —/L REFRIZ 30 CT 2, Z7uv2Zidf2mpI Lic
R SNDT20D, AZ L SA ASAVIZIEL WX A LAZ T Dhello’ N7 v N E%ZE LER A,
FORER, T4~V ASAVINDHAX L NA ASAY ~D T = — )L —N—R1FHELFET,

\}

CE) ZOMEREIZ IPvd OZ A AR — k L. ASA Virtual HA 1X IPv6 HE TIIVFR— F SN EH A,
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HYR— bSO EaE

e V=T rvRA BRI Fv NTI—V A F—T A A% L TSSH %7213 ASDM
AL TCEITIND)

e —YP— AR A AL H =T 2 ADVLAN XX 7
e Uy VIR T L— A
o Azure DELSENG D, THAAL AVRFA L TWRWIP T KL AD T 1% ARP

cMEERIT— R (RA=T7 R L, I N T AXT LU N E— RO T 7 AT T+ —/LDH
A—h)

\}

GE) Azure R Y > —Tlx, f V¥ — 7 = A A TEER|FT— N TIIEME
TERWED, ASAVIZF RN T VAT LU R 77 AT 74 —)b
ET— RTCTIEHEMEL EH A,

eI F I THFARNE—F
« J T ARK
* ASAv *A 7 4 7 HA,

\}

G AT—bFVADTIT 47Ny 77 v 7Eal At (HA) &ET
ASAv % Azure [ZBBTE £9,

VM DA »AR— =7 AHR—Fh

« 7 74/ N T, AzureZ 7 7 RN TE#T 2% ASAv @ FIPS &— RIZHEIZ /2> TV E
9,

\}

GE)  FIPS E— REATT HEE1E. ssh key-exchange group
dh-groupl4-shal =~ > K%/l L C. Diffie-Helman ¥ —%2#i
N—T % L0872 —ZEET 508N H Y £9°, Diffie-Helman
TN—T%FEH LI\ E | ASAv IZ SSH Bt T 72 < 72572,
TN—TDIEEN, HAINC ASAv Z S HM— D HIETT,

* IPv6
» Azure T Gen 2 VM DRk
o BEBAE D VM DY A X4

* VM @ OS F 4 A2 @ Azure A b L —37 SKU % Premium 7> 5 Standard SKU \[ZB4T £ 7-1%
. BXOFEOW
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BEARICHERLEING)V—X
Azure (2 ASAv ZEBHT D &, ROV Y —ZADPMERR S L E T,
« ASAV ¥ ¥V
VY =R TN—T (BFDOV V) —A TNN—TERIRL T WGE)

ASAV U V—A T N—F1T. REXY NRU—Z LA RNL—U7 oy RCEMTAY V—
AT N—TLEICLTHHIVLERH Y 9,

» vm name-NicO, vm name-Nicl. vm name-Nic2. vm name-Nic3 &\ 9 & RID 4 2D NIC

INBDNIC X, FIZFIASAy A > ¥ — 7 = A AD Management 0/0, GigabitEthernet
0/0. GigabitEthernet 0/1, F X O® GigabitEthernet 02 |2~ v B> 7 X F 7,

A\

GE)  BEfRCHSNWT, IPv4 OB T VNet ZERR TX £,

* VM 44-SSH-SecurityGroup & WO AR XF =V 7 4 T —7

X2 VT 4 7 —71%, ASAvManagement 0/0 |2~ v B2 7 &3 D VM D Nic0 (27 ¥ v
FINET,

¥ VT 4 J—TI2iE, VPN HAYT SSH, UDP A" — K 500, #5 LT UDP 4500 % &F
g o —REENET, BARIC, IROOEEAETEET,

X7 U w7 IPT RUA (EBHRFICEIN LB THiid) o
RTY w7 IPT RLA (IPvd DH)

EBEDA L HZ—T 2 A ATV w7 IPT RLAZE DY TCHZENTEET, TV v
7 IP 7 RVADER., ZBF, HIBRZRE, 7Y v 7 IPIZBET 5 Azure DA KT A 12
DNTIL, TV w7 IPT RLRA] 2BBLTLIEEN,

cAODY TRy NeAF 2 TRy hU—2 BEFEOR Yy NV —7 ZBIR L TV WS
TRy NTEON—T 4T T—TN BEFOGEIIETO L D)
ZOT =T NDOLENE. V7 v b4 -ASAv-RouteTable T,

BN—F 4 T =TI, ASAVIP 7 RL 2 &EHOMd 3 2OH 7%y h~D)L— |
MA I ARKRyTELTEENTWET, N T 74 v 78OV T Ry bERIEFA X —
Xy MCEEISRAVNENHAHEEE. T 74V v— 2 BIMTAZ L TEET,

CRIRLIZA ML —UT Uy FOREIREZKT 7 7 14 L

RERFBW 7 7 A Lid, 707 (A XOREWAAL T VAT =7 ) AICEESNE
ﬁqo

CERIRLEZANL—U THT b7 T7RB8EIN=2 T VHADIZHD 22007 7 A4V (4
B, vmname-disk.vhd 3 X OY vm name-<uuid>.status)
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Azure [RfEAR Y 8T —27 TCON—T 4 70, (RIEEAX Y VT —T OFIeN—T 4T T—7
MZE-oTIREVET, BNV —T 47 7=, BEEOVARAT A N—TFT 4 T T—
TN a—PF—EEDN—TF 4 T T —TINOMIE I TT,

)

G¥)

ASAv TiX, Azure 7 7V Kb—7 4 > T OFEIZL Y | EIGRPXR°OSPF 2 ED XA F I v 7
NEN—T 477 a barvEFERATEEYA, BNV —T 4T T =TV, KR Y T
ATV NIAZT 4 T IZAFT I v 7 = FRRESINTNDENE I MITBRRL, F 7 A
ARy TERELET,

HIE, BN —T 427 T—TNEEF VAT A NAN—FT 4 7 F—TNF 55 1 FRT

T EHEA,

=P —EZDON—T 4 7 T—TNVEFRRBIORETEET, VAT LA T—T N Ea—
P—EZDT — TN EHAEDETEN RN —T 4 7T =T NERR LSS, & bIRER
v— bk (FPEDHDEED) NL—PF—EZBDNL—T 4 T T—T NGO bNET, V&
TEAN—T 4T T—T ML, Azure DS NU—07 L U F—Fy N F—F T =A%
4T 740 br—1k (00000) BNEENET, Tl VAT LA NA—T 4T T—TNIC
X, Azure DEER Y NI —2 A VT FRANT I T F— b2 A BT AR I A MRy T L L
HiZ, MOEREHOY T Fy h~DEAFL— EREFENET,

ASAVEN LTI 7 4w 7 &N —T 4 7T 572010, ASAVEATaE AT, ASAVEZ 17
A MRy T LUTHERT AMO3D2OH 7Ry ha~D/b— EREH TRy MBS ET,
BT xry N EDASAV A VX —T =2 A A%FETT 7 44 bb— K (0.0.0.000) ZEMTHZ L
HLTEET, INT, YT7Ry bMWD T 7 4 v 73T _XTASAY 2 L CEEENET
N, GEICE-oTIE, NI 74 v 7 BT LRENIC, ASAV AR O —%RET HMENH Y £
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VIT—=T T, X7 A RKRy 7L L TASAY ZHETIREMN 2V — 2 BIT 2 HERH D F
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dns domain-lookup management
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[/XAT— K (Password) |ZEER L7=HA0E, AU —REAN L THELE T, AU — ROEMES
BT 204 RIA 2HONTIE, [(R2RT—RORE] 2BBLTIFEE,

d) VT R7VTvar FATEERLET,
€) [Resource group] Z &R L F 7,

VYI)—=Z2 ITN—=T1F, Ry T =2 DV Y =R TN—TLELThHLILENDY T,
) HEITERIRL £,

Bix, x>y NUV—20BIQRV Y —R V=T LELTHLILERH Y £7,
g) [OK1ZZ7 VU2 LET,
ASAv OFEHH 3% E L ET,

a) R~ DV A X EBIRL 7,
b) ARL—UTHU REERLET,

BEFDOA ML —UT oy FEFERT1E, FilIERT22 86 TEEST, A ML=V THDU
FOBFTIER Yy P BB~ ERICTHAMERH D 9,

¢) [Name] 7 4 —/V RIZIPT RLADT~Laz AL, [OK] %7 Vw27 LT, "7V 7 IPT KL A%
FORLET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}


https://azure.microsoft.com/en-us/get-started/
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2)
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Azureld, VM ZEIE L CTHEHT LEAEINDAREEOHD, X4 T Iv I XTIV I IPET 74
VR TIHER LET, BEIP T RLAZELTLHA8IT. R—ZLDORT Y v 7 IPEHE, A7
ST T RUANBAZT 47 7T RLVAIZERLET,

MEZE T T, DNS DT ~L &2 BN LET,

SERMERT K A A 41X, DNS 73L& Azure URL OFLAAHE T,
<dnslabel> .<location> .cloupapp.azure.com DE AU 72 W £4,

WA OBAEAR v b U —27 23R D0 LRSS Yy U —27 2B L £,
ASAV ZHAT 5 450F 7 xy MaREL, [OK] 227 U v 27 LET,

BE HFALH—Tx2A R —BOY TRy NCT X v FTIHLERHY £,
[OK1 %27 U v o LET,

ATY TS MY~ AL, [OK]Z27 Vv 27 LET,
ATvT6 FIAGHZMRL, [fER (Create) 15227 VU v 7 LET,

RDEZRY

*SSHZ/TLTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, & EL
WITLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL, [ASDM Ofed)] 2L TL 7
él/\o

Azure Security Center 5\ 5 0 ASAv DE A

ATy I

Microsoft Azure Security Center (%, &N 70 FEANIKT 28X 2V 7T 4 U R 7 2051,
B, BXOBBTE X529 5 Azure AT DX 2 YT 4 VU 2—3 32T, Security
Center DX v 2R — Kb, EX2 U7 4 RV —2RELED, EX2 )T RELE=
=L, EXa2 VT4 77— FeRRLIEY TEET,

Security Center [X, Azure U Y —ADEF 2 U T (REZSHT LT, BIENREX 2 U7 1 O
PEERFE LET, #HEIRFEEOU X MIEW, KFERar he— L EHETH T a' R e ET
LET, ®BRITIE, Azure DBERIZHT D77 AT U4 —/ VY a—a & LTOASAY
DEANEEDDLZ LN TEET,

Security Center DG Y U 2— a3 DX HIZ, $27V v 27 TASAV Z 31T EAL, BH—
DHE Y alR—RnbEXa VT 4 AR NEEFEAR FE2E=F—T&E7T, ROFIA
IZ. Security Center 7> ASAv % A3 2 FIAOE T, FEMIZ OV TIE,  [Azure Security
Center] ZZH L T 7230,

Azure R—H )iz 74 LET,

Azure R—Z VX, T—F B X —OGATICERRL, BIEOT AT Ne T A7 U 7o a U BEER}
o EEREFR R LET,
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https://azure.microsoft.com/en-us/services/security-center/
https://azure.microsoft.com/en-us/services/security-center/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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ATvT3
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ATvT6
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ATvT8

ATvT9

ATv 710

Azure Security Center /5 M ASAv DE A .

Microsoft Azure A == —7>5. [Security Center] % HR L £,

¥ T Security Center |27 7 AT AE1E. [Welcome] 7' L — F23B & 97, [Yes! | want to Launch

Azure Security Center] Z 38R LT, [Security Center] 7' L — R&Bl&, F—XINELZFMZ L ET,

[Security Center] 7' L — K C, [Policy] # A V&R L £,

[Security policy] 7' L — KT, [Prevention policy] % R L 7,

[Prevention policy] 7' L' — KT, EXx =2 VU7 4 KU —D—f L L TERTHHRFEL L I LET,

a) [Next generation firewall] Z [On] (Z5%E L £ 7, T4 T, ASAv 73 Security Center NOHELE Y ) = —
arkrEd,

b) SELU T, MOHERFEHEEZFELET,

[Security Center] 7' L — KIZE - T, [Recommendations] % 1 /L% %N L F 77,

Security Center [X, Azure V YV —AD&F =2 U T 1 IREZEMAINZ M LE T, Security Center 23 ETERI 72

X2 VT ¢ O E R ET D &, [Recommendations] 7 L — NICHESEREA R REINE T,

[Recommendations] 7' L-— K C [Add a Next Generation Firewall] #3EFIH 23R L C, FEMA R R LIZD

MEE RS D107 7 v a v wF 7LD LET,

[HTBfERL (Create New) ] 721X [BEFD Y U =— 3 > &M (Use existing solution) | Z 34 L TH»

b, BATLASAVEZ U v LET,

AR EZATVET,
a) A~ OARIZEANTLET, ZO4FNTAzZure Y 7 A7 ) 7y a VNT—ETHINENRH D £
ED

BE 4 —E TR, BroanzEEAT 5 & BAICKRKLET,

b) —Y—£HEANLET,
c) FEDH AL LT, WATU—=RELILISSH F—DWNTINMNEERLFET,

INRAT— REERLIZEAIZ, RATV—=REZANLTCTHEELET, NATU— FOBEMESICETI Y
A RIALNTHONWTIE, [NRAT—ROBRE] 2B LTI,

d) V7 R7 VT var XA TEERLET,
e) UY—ARITN—TEERLET,

VY =R I N—=F, fREXy hT—7 DY V=R TN—TLEUCTHLINLERDD £7,
f) WITEERL £7,
GATE. Ry hT—27BIRNV V=X TN —TF LRI THAIMLERDH Y 7,
g) [OK]%&72 Vw7 LET,
ASAv DFEHH 2% E L £,
a) B~ DY A XEEIRLET,
ASAv TlX, Standard D3 35 X O Standard D3 v2 234K — kX E T,
b) APL—UT AT bEBRLET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}
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BAFDOA N L =T A0 T 5130, FHIER T2 286 TEET, AL —Y T HY
Y ROGFTIER Y U= BI M~ LRICTHLOMERDH Y £,

c) [Name] 7 4 — /L RIZIP T RLADT~LE AL, [OK]Z27 Uy 27 LT, 7Yy 7 IPT RLRA
BERLET,

Azure I, VM ZEIE L CHEBTAEELETINDIAEROH D, XA FIv 7 XTI 1P ET
TN M TIEER LET, BEEIP T RLRAZEET 2561L, A—F2LOR7 Y v 7 IPEE, ¥
A FIv T TRUVANGAIT 47 T RVALERLET,

d) MEITHST T, DNSOTULEEBML F9,

FERMER K A A 41, DNS 7L & Azure URL OFLAS HE T,
<dndabel>.<location>.cloupapp.azure.com OFERUZ 72 W £,

o) BEFOMEAFRy U =2 2 BRT 20, HLOEER Y hT—27 2{EKL £,
) ASAV ZEHAT L4007 Fxy MEFEL, [OK] 227U v7 LET,

BE LA LA -T2 A2—BOV T2y NITH v FTHLENRDY £7,
g) [OK]ZZ Vw2 LET,

ATYTN MRV~ 2R L, [OK] 22V v 7 LET,
ATvF12 FIHASEMEHE L, [fER (Create) 127V v LET,

RDZRY

*SSHZTLTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, &EL
WATLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL, [ASDM Ofed)] 2L TL 7
él/\o

« Security Center PNOHELZFHIEN XD X 912 Azure U V) — A DRI O N DO FEMIZ O
T, Security Center 7»H AFARER Y =2 7 LA S L TS Z 30,

Azure Resource Manager 5 5 @ ASAv for High Availability M3E&E A

WDOFNAIL, Microsoft Azure Trs Al ME (HA) ASAVT #FRET 2 FIAOEME 2~ L T\ E
T, Azure DFRTEDFEMARFNEIZHOWTIE, TAzure 2~ TH L] 2L T X0,

Azure D ASAv HA TiX, 2 2D ASAv Z# M v MZEAL, VY—A TV 7 IPT
RLA, =T —T N POXERTEZEINAERLET, BAKIZ, CNHLORTE S
HIZEHTEET,

ATFY 1 Azure R—Z a7 A4 LET,

Azure N—H Vid, T—H B HX—OBANCEFRRL, BIEOT Ao NS T AT U7 a ZBEEA
JoNTIREEFEAERRILET,
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https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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ATy T2

ATvT3

ATy T4

ATy Th
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~—4 v R 7L A AT [Cisco ASAV] #1252 L. [ASAVANICHA]%#7 U v 7 LT, 7 =—/L4—,3— ASAv
WRAEEALET,

[Basics] X E Z MR L £ 77,
a) ASAVV U IEADT VT 4 v 7 A ANLET, ASAVOLAENT V7 4w 7 A AL [TV 7 4y
J A Bl £,

BE YMHEOTSV T4 v 7 AEFERAL TRV EEERLET, AT L, BATKKLET,
b) 2V —ZEANLET,

ZAUEE S DRI~ 2 DR — Y —4 T,

BE  Azure T/, admin &) 2 —P =LA TE EH A,
¢) Wi DA~ NTREFEX A 7 & LT, [Password] % 721% [SSH public key] DWW &8I L £4,

[/SAT— K (Password) |Z#IRL7-HAE, ATV —REANLTHEELET, AUV — FOMMES
BT 2504 RTA4 02250 T, R TU—RORE] 22 L TL7ZEN,

d) VT RIVTvar XA TEBRLET,
e) [Resource group] Z N L E 97,

[Createnew] Z IR L TH LY YV —R T N—TZAERT 57>, [Useexisting] TBEfFD Y Y —R 71—
TEERLES, BBFEOY V=R I V=TT 25813, ZTHOHLERDHY £, £ 5 TR
BWET, LV V=2 TA—TEERT D0ERH 0 £7,

f) [Location] Z 4R L £,

BnE, 2y RU—2BIXQOY) V=R TV —TFLELTHLILERDH Y £,
g [OKlZ27 VU2 LET,
[Cisco ASAv settings] & i & L £,

a) A~ DY A XEFTIRLET,
b) [Managed] & 7213 [Unmanaged OS disk] A s L — & 3R L £,

EE ASAHA E— FTIIHIZ [Managed] ZfEH L £,
[ASAv-A] 5% E ZHER L £ 77,
a) (47T 3r) [Createnew] ZiEIR L C, [Name] 7 4 —/L KIZIP 7 KL AD T~ L& AF1 L., [OK] %

IV LTCATY w7 IPT RLAZESRLET, 7V v 27 IPT FLARLEROEAL, [None]
ZERLET,

GE) Azure X, VM 221 L CHESTA AR INIAREMEOH D, ¥4 FIv 7 TV v 1P
EF 7NV NTIERLET, BEIPT FLAZEBETHIEEIL. F—FLDOT7T ) v 7 IP%
X, FA4AFI V7 TRULADBAZT 47 T RLRICERLET,
b) MEIEL T, DNSDOT~LZBMLET,

SEARMER K A A 4 1%, DNS 7L & Azure URL DG HE T,
<dnslabel> .<location>.cloupapp.azure.com DL RUZ 72 W F 97,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}
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c) ASAv-A BEEIFZKOA ML — ThH U MOKBERREEHER L ET,
AT YT 6 [ASAV-B] REICHONTH, ZOFIEAHY KL ET,
ATYT1 BREORER Y b T —7 2T 50, B LWRER Y N T —27 Z2ER L7,
a) ASAV ZEAT L4007y NEEL, [OK]Z27 U v 7 LET,
BE HKALVHI—TxA R —BOV TRy NIT X v FTHLERHY T,
b) [OK]%27 VU vZ7 LET,
AT w78 KO [Summary] #fE8 L, [OK]Z27 U 27 LT,
ATv T FIREMEEHE L, [EK (Create) 127 YV v 27 LET,

RDBERY

*SSHZITLTCANTEDLCLI a2~y REMFHT L0, £72I1X ASDM 2 H LT, RE%
BATLET, ASDMIZT 7 B 2T 5 FIEHIZHOWTIL, [ASDM Ofd#E)] 2L TL 72
YA

» Azure @ ASAv HA #DOFEMIIZ DUV Tid,  [ASA Series General Operations Configuration
Guidel] @ [Failover for High Availability in the Public Cloud] O&FEZSML T 723\,

VD 5& U V—R T T L— & EAL 1= Azure 15D ASAV DE
A

AR B M VHD A A=Y &2 LT, MBE DD A X L ASAV A A — T 2Bk T&
F9, VHD A A —VZHEH L TEMHT5I121E, Azure A hL—U T 07 2 MZVHD A A—
T o7 u—RIHMLERHYET, RIZ, To7a—KRLET A AT A4 A=V B IO Azure
Resource Manager 7 > 7 L — M &2 L T, HHANGA A —VEERCTEX ET, Azure 727
L— M, VY —RADFA L RT A —FDERNEEN TS ISON 7 7 A L TT,

1R BHEIIZ
cASAVT 7 L— FOEBICIE, JISONT 7L — b B X UOKISTHISONRT A—Z T 57
ANBKETT, 7oL —Fr 774U, RO GitHub VAR MY X o me— KT
xFET,

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

e T UL —NENTA—=ET 7 A )VEEET D RIRICONTIE, 8k Azure U VY — X T
Y7 L— kOB (108 X—) BZHHL T EEV,

« ZOFIETIX., Azure IZ Linux VM DN EEL TWAMLENH Y £, —HAY72 Linux VM
(Ubuntu 16.04 72 &) ZfEH LT, Azure [ZEME VHD A A =% 7 v 7mn— RR$5Z L%
BEIOLET, 2O A=V EMRET DI, KHS0GBDOA L —UNHMETY, Fiz,
Azure @ Linux VM 72>5 Azure A b L —I~D7 v 71— REEBNEL 20 £,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
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ATy T

ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

VHD 5& U Y—RF > FL— b &AL Azre 150 AsAv OEA |

VM ZERRT 2 BN B 555015, IROWT O FIEEZFEH L ET,
e Azure CLI |Z X A Linux (A8~ > OFERL

o Azure 7R — # )L CD Linux A8~ > > OIERL

sAzure U7 A7 U 7L 3 ZiE, ASAv BB T AEAT CHEAAEER A ML —U T U v
rSLBETT,

https://software.cisco.com/download/home “~— 775 ASAvV [EAE VHD f A—Y & X v ra— RKLET,

a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] IZB#E) L £7,
b) [Adaptive Security Virtual Appliance (ASAV)| %7 UV v 7 L%,

FEIZHE > TA A=V EX T2 — RLTLEEN,
7= & 21X, asav9-14-1.vhd.bz2

Azure @ Linux VM IZJFHE VHD A A —Y 2 ab— L £,
Azure E DI TT7 7 A NERLVRY THLEDIHEHATELAT v a S BV 7, ZOFHITIE,
SCP (¥ a7at—) ZRrLET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

Azure D Linux VM IZua 74 L, JEMVHD A A— %2 ab—L7=T 4 L7 MUICBEIL £,
ASAv VHD A A — &R L £,

T 7 A NVERRE TAXERERRR T A 72 DI TE LA T v a U E < H Y £9, T OFITIE Bzip2
2—F 4 VT ¢ &R LETA, Windows X—AD—F ¢ UF ¢ HIEFICHERELET,

# bunzip2 asav9-14-1.vhd.bz2

Azure A FL— T AU hOaryTFHICVHD 27 v Fa—RLEd, BEORA ML —UT 70 b
AT 51FE0, FHIMER T 2L b TEET, AL —UT 00 IS, INCFEBFO R ZAE
HTx%£9,

APL=UTH T MIVHD 27 v 70— RF 5O TE LA T a U< HY £7,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure ;R— % /L732 ET,
ASAV EAIEDREIDT 7 A WATIE, Azure R—FVEER L72NWZ & Z2HRE L 5,

WOHIE, Azure CLI ZfEH L72fECE R L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
——account-key yX7txxxxxxxxldnQ==
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

VHD 7 HE B G A A — P2 L £,
a) Azure "—X /LT, [1 A— (Images) | IR LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}


https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
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ATy 71

b) LB (Add) 1227 Vv 7 LT, HrLWA A=V E2ERLET,
c) WOEHREANLET,

s [F7 A2 U7 3 (Subscription) |: KRy X T URRNNPLHT AT Y T2 a @R
£

« [V Y —AZN—7 (Resourcegroup) ]: BEFD U YV —RA T )—T%IRNF 50, FHLNY V—2R
TN—T 2B L E T,

o [£4HT (Name) | : BISRA A=V D2 —VF—EZOLAHIZ AT LET,
*[U—v =3 (Region) |: VM BB END Y —Ya U E2BINL 7,
+[0S% A4 7 (OStype) ]:0S ¥4 7L LT [Linux] &R L FET,

[VMODO 1AL (VM generation) | : [Hf%1 (Gen1) ] Z@®INL E7,
GE) [Hf2 (Gen2) JIFVAR—FENTHEHA,

s [AhML—Y 717 (Storageblob) 1: A ML —ThHUy hERHLT, 7y e— KL/ VHD
IR L E T,

s [THUY NEZ AT (Accounttype) |: BFIZISE U T, Ru v 7 X v U A M) [Standard HDD],
[Standard SSD], & 7= i [Premium SSD] Z3&#R L £ 9,

DA A=V ORBAAICEE L TWD VM YA ZERINTIEEE, @R LT h Y M2 A
TRZEDOVM VA A THR—=FENTNBZ L 2R LET,

e [ARARF¥ vV (Hostcaching) 1: Ry 7 XU X R0D [GARY /FHE AL
(Read/write) ] Z3IRL F7,

s [T—4%7 4 A2 (Datadisks) ]: 7 7 AN MDEFIZLT, T—FT 4 A7 ZBIMLRNTLE
U,

d) [fErk (Create) 1227V v 27 LET,
(A A= NIEFITHER S4LE L7z (Successfully created image) | &9 A w2 —0 AN
(Notifications) ] % 7 D FIZFRENDH ETHDLET,

GE) BHHRA A—UIMER S S, 7y 7e—RLEVHD &7 v 7 a— R AL —U T ho v
FEHIRTE £,

HFHUAERR LI RA A—D ) V—2 1D Z#BE L £,

Azure DRI TIZ. HHWDAEYU VY —2ZANY VY —ZRIDIZEEMITFONTWET, VY —Z2 DX, ZO%
S RA A =B LWASAY 7 7 A 7 U+ — /LA BT 5 & ZICHBEZR Y £9,

a) Azure R—H /LT, [4 A— (Images) | IR L ET,

b) FIDAT v 7 TR LI E B R A A — V2 @R L £,

c) [MEZE (Overview) 127 Vw7 LT, A A=V D7 a T 4 2FRLET,
d 7V y7HR—FZYY—RIDEat—LET,
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ATvT8

ATvT9

ATv 710

ATy I N

ATy 12

VHD 5& U Y—RF > FL— b &AL Azre 150 AsAv OEA |

)VY—ZIDE, ROBXEIRY £79,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider gMicrosoft.Compute/<container>/ <vhdname>

FHRBAA—TVEBIRY Y —=AT T L— AR LT, ASAV 7 7 A T U+ — LV EREE L E7,

a) [FEl (New) 1 ZBIRL, A7 a U bBBIRTELLDICRDLET[T 7 L— MNEB (Template
Deployment) ] & L £7,

b) [1ER% (Create) ] Z&IR L £7,

¢) [T 4 X THEDOT 7L — FN&#E 9% (Build your own template in the editor) ] Z 3R L F 77,
AR A RTEDLZEADOT T L— bBERSNET, 77 b— bEERRT 5 HFEORIZ SN
TiE VY =2 T 7 b= DR (109 X—) 2ZRL TSV,

d) WAZAXLISONT »FL—bha—Rzv 4 RUIZRED T, [fRF7F (Save) 1227V v L
ES RN

e) Ruvw 7 X AR NMS [T A2 Y7L 3 (Subscription) | ZER L £,

f) BEfFO[Y VY —RAZ—7 (Resourcegroup) &R T 27, L WY Y —A T NV—TZ{ER L ET,

g0 Fey 77Xy A MhE [r7—2 3 (Location) | ZE#EIRL £,

h) HIAT v T OEFFIRA A=V D) V—AID (ResourceID) ]% [VMEFEERA A —ID (Vm
Managed Image Id) | 7 ¢ —/V RIZAE Y fHF £7,

[#1 A% LR (Custom deployment) [ ~— Y Dfg I H 5 [T A —Z Ot (Edit parameters) | % 7

Vo LET, WAFTA XTEBHNRTA—FT T L— MR ERSNET,

) [Z77AADE—F (Loadfile) 142U v L, HAH~A X LI ASAY X5 A—4 T 7 f L% B
LET, "IA=FZT 7= BT 28IV TIE, INTA=2 T 7 A O (118 ~—
V) ) EBRLTIES N,

b) WAZ~AXLIISONNT A—Fa— &0 42 RUIZED T, [fRFF (Save) 1227V v/ LE
R

T AL NEBROFE A MR L E 7, [2EA (Basics) ] & [XE (Settings) (O1E#H ([V Y —AID (Resource

ID) 172&) 78, ELRABREIC 8T D2 L2l LET,

FIABR 2R L, [ ERROFIHBAICIHE LEJ (Iagree to the terms and conditions stated above) ]9 = v

TRy 7 A AN LET,

[l A (Purchase) 127V v 7 L, HEHIRAA—VBLOIAZ LT T L— s 2H L TASAV 7 7

AT+ —NEEANLET,

TUT =T 7 ANENRTGRA=ZT 7 A JVTHENRTIUT, BEBEFICET LTI T,

FERGA A—VIL, WU TR Y 7 a i LUHUN OO BRIZHEH T £7,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H LT, RE%
BITLET, ASDMIZT 7 B AT AFIEIZHOWTIEL, [TASDM OiL#H)| 2B LT~
él/\o
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18% : Azure ) V—RX T TL— DY

ZOHETIL, ASAv Z BT 572D H TE % Azure Resource Manager 7 > 7' L — h O
WZOWTHBALET, Azure V V—A7 7 L— KIISON 7 7 A LT, MHEHDOEY V—A
DR EMFIT D720, ZOBNZIE2 DD ISON 7 7 A AREENTVET,

cTFUTL—FrITFAI ZHIE. V=R T A—THNOTRCOa L R—3x 2 h& BT
BAA LY I —RAT 7 A )LTT,

CINSA=B T7A): ZDT 7 A MIiE, ASAv Z IEFIZJET 572D NBE 2T A —
AMEENTWET, ZOT7 7 AL, 73y MER, (KB~ O & Y1 X,
ASAV D —H—4 L )XAT— R A ML—Var T FO4FIRE, FMRERIEG £
TWET, D7 7 A /Ui Azure Stack Hub JBFHERBEHIC I A4~ A4 X TE £,

FTUOTL—k 7274 ILORRK

Z DIATIL, Azure Resource Manager 7 > 7 L — h O EICHOW T L £9, kOB, 7
YT — N T ANERINERRLIEBDOT, T L — OIS EISERTOERLTONET,

Azure Resource Manager JSSON 7> JL—k 77 AL

{
"Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "",
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

F 7 L— NI, ASAv BB OEZVER T 5 7= I TX 5 JSON 38 L O THERL T
1, FORLHEMAEETIE, T 7L — MIKROEZENGENTWET,

= 17: EZHFH D Azure Resource Manager JSON 7> FL— r 7 7 4 LEXR

B WhE 5 BA

$schema R T L— NEEON—T 3 R 5 JSON A F—
<~ 7 7 A IVOEH, AOKIZAR L7z URL 2 L%
R

contentVersion A Ty T L—hDR=Var (100073E) . ZOHEFR

WIEEDEEEETCEET, 77— MEEHAL
TYY—RAZREHTIEEE, ZOfEZFEHLT, @
W7gTr o 7V —FMERHINTWD Z L 2R T F
j_o
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% WA EiEA
INT AL Y RHZFITLCY Y —2ARME DAY~ A AT 5L &

WZHEET DM, NTA—ZIZL0 ., BRRICELE AL
TEET, HXHIMLEL WS DT TIEH D THEANR,

FEELARWE ., JISONT > 7 L— MIEEIFE LN F A —
2T Y —REREELET,

¥ ANAY-4 T — bEBRAEMRLTLHEDICT T L— |
TISON 75 7 A M LTSNS 1E,

Uyy—2= =g VY —ATN—7TREAERIIEHFIND YV —RH
A7
outputs AAY-4 JEBHZ IR S 4L D 1E,

JISONT 7L —hiE, BBETAYV Y =R AL TEESTHEOEIT TR, ZOBET HFH
ENTA—HEEESTHEOCHFIHTEET, ROFIIE, #H L ASAY BT 277
L — FERLTWET,

JyYy—X FoTL— FDOERK

UTOBZERLT, 7F AT 4 22 A LMBEOEAT 7L — FEERTE £,

ATV T WOBPNRLETHFA 2o —LE9,
1 -

"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"type": "string",
"defaultvValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
}7
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}

}!

"adminUsername": {
"type": "string",
"defaultvalue": "",

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}
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"metadata": {
"description":
values are disallowed -
}
}I
"adminPassword": {
"type":
"defaultValue" :
"metadata": {
"description":

and have at least 3 of the following:

}
}I
"vmStorageAccount": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description":
3 and 24 characters.

}

Between

}I

"Username for the Virtual Machine.
see Azure docs"

"securestring",
wn
r

"Password for the Virtual Machine.
uppercase,

Lowercase,

"A storage account name
Lowercase letters and numbers only"

"virtualNetworkResourceGroup": {

"type":

"defaultValue":

"metadata": {
"description":

"string",
wn
r

}I
"virtualNetworkName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description":

}I
"mgmtSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description":

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description":

}I
"diagSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description":

}I
"diagSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description":

}I
"gig0OSubnetName": {

"Name of the virtual

"Name of the virtual

"The FTDv management

"NGFW IP on the mgmt

Microsoft Azure 7 5™ K~® ASAv DEA |

admin, Administrator among other

Passwords must be 12 to 72 chars
numbers, special chars"

(boot diags require a storage account) .

network's Resource Group"

network"

interface will attach to this subnet"

interface

(example: 192.168.0.10)"

"The FTDv diagnostic0/0 interface will attach to this subnet"

"NGFW IP on the diag

interface (example: 192.168.1.10)"
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"type":

"defaultValue":

"metadata": {
"description":

"string",

}I
"gig00SubnetIP": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"gigOlSubnetName": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"gig0lSubnetIP": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"VmSize": |
"type": "string",
"defaultValue":
"allowedValues":
"metadata": {
"description":

}I

"variables": {

"virtualNetworkID":

wn
’

wn
’

wn
’

wn
’

"The

"The

"The

"The

"NGFW VM Size

FTDv Gigabit 0/0 interface will

IP on the Gigabit 0/0 interface

FTDv Gigabit 0/1 interface will

IP on the Gigabit 0/1 interface

"Standard D3_wv2",
[ "Standard D3 v2"

"Standard D3" ],

yy—2z5oIL— ok [

attach to

(example:

attach to

(example:

(Standard D3_v2 or Standard D3)"

this subnet"

192.168.2.10)"

this subnet"

192.168.3.5)"

"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',

parameters ('virtualNetworkName'

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",

"vmMgmtPublicIPAddressDnsName":

}I
"resources": [
{

"apiVersion":
"type":
"name":
"location":
"properties": {

"publicIPAllocationMethod":

"dnsSettings": {

)y,

"domainNameLabel":

Cisco BISE X1 )T AIRET7ITSAT VR (ASAV) QA RZ— Ty THA K

"2017-03-01",
"Microsoft.Network/publicIPAddresses",
"[variables ('vmMgmtPublicIPAddressName') 1",
"[resourceGroup () .location]",

"[variables ('vmMgmtPublicIPAddressName') 1"

"[variables ('vmMgmtPublicIpAddressType')]",

"[variables ('vmMgmtPublicIPAddressDnsName') 1"
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"apiVersion": "2015-06-15",

"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {

"securityRules": [
{

"name": "SSH-Rule",

"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"

wxn
’

"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"

wxn
’

"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup () .location]",

"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) ]

"[concat ('"Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"

parameters ('mgmtSubnetName')) ]

] r

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"
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]I
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',
variables ('vmNicONsgName'))]"
}I

"enableIPForwarding": true

"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName')) 1"

} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName')) 1"
} }

] r

"enableIPForwarding": true

"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [

] 4
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"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName')) ]"

] r

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": " [concat (parameters ('vmStorageAccount'))]l",
"apiVersion": "2015-06-15",
"location": "[resourceGroup () .location]",
"properties": {

"accountType": "Standard LRS"

"apiVersion": "2017-12-01",

"type": "Microsoft.Compute/virtualMachines",

"name": " [parameters ('vmName')]",

"location": "[resourceGroup () .location]",

"dependsOn": [

"[concat ('"Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]1l",
concat ('"Microsoft.Network/networkInterfaces/',variables ('vmNicOName')) ]
concat ("Microsoft.Network/networkInterfaces/',variables ('vmNiclName'))]1",
concat ("Microsoft.Network/networkInterfaces/',variables ('vmNic2Name'))]1",
concat ("Microsoft.Network/networkInterfaces/',variables ( y) "

"
" "

’
" "

" 'vmNic3Name'

[

[
"

[
]I
"properties": {

"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"

}I
"osProfile": {
"computername": "[parameters ('vmName') ]
"adminUsername": " [parameters ('AdminUsername') ]

"adminPassword": " [parameters ('AdminPassword')]"

"
’

"

}I
"storageProfile": ({

"imageReference": ({

"id": "[parameters ('vmManagedImageId')]"

}I
"osDisk": {

"osType": "Linux",

"caching": "ReadWrite",

"createOption": "FromImage"

}I
"networkProfile": {
"networkInterfaces": [
{
"properties": {
"primary": true
}I

"id": "[resourceld('Microsoft.Network/networkInterfaces',
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variables ('vmNicOName')) 1"
}I
{

"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

variables ('vmNic3Name'))]"
}
]
}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"') "
}
}

}
]I
"outputs": { }
}

ATFTY T2 ZOT7 7 A NE, =L 2T azureDeployjson & 9 K912, JISON T 7 AL b L Cua—h VITRFEL £,

ATV T3 TrANVEREL, BANRTRA—XIIEI T T L— FEERLET,

ATy 74 VADBLIQN) YV —2RF7 7 L— h&fH L7 Azure 7> 5 D ASAv DA (104 ~<—) T L TW5 &
N, ZOT T L— b EEHLTASAY Z )& L £,

NG A= TF7A4ILDFK

FLWEBRZBMGT A EEICE, VY AT T L — NIRRT A—IRERINTVET, B
BZBIET A2, TNHEZANLTEBRERHVET, VY—AT T — R MNIEZELE
WRTA—FETETANTHZ L, N"TA—FET T L—~/XT A—% JSON 7 7 A /LT
lE LTy TEET,

INTG A= Ty A IZIE, NTA—H T 7 AIVOERK (118 X—2) D/RT A —X OHNIZEKR
ENDHHENTA—FDENEGENTVET, NSO, BT 7 L— M HEIMIC
BEENET, SFIEFRBEEATY FICEDLETEBDONRTA—2 77 A NVEERTE £1,
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ZOBDASAVT T L — FDEE. RNTA—HF T 7 A JVIIRDINT A —H B EFHT DML
HYET,

= 18:ASAV/INT ;A — 3 DEE

Ta4—IL K B 1
vmName Azure |Z351F 5 ASAv ~ > (D | cisco-asav
A4 il
vmManagedImageld B XN A% B xS | /subscriptions/73d2537e-cad44-46aa-b

A —T D ID, Azure DPNEC |€b2-74ff1dd61b41/
. BodB Y Ve 2R resourceGroups/ew

V— 2 D L B BT | Managedimages rgproviders Microsoft
.Compute/
E3 images/ASAv910-Managed-1
mage
adminUsername ASAv a7 A T B -8H@ |jdoe
a—F—4, THLO
fadmin] (2725 Z LiXTEF
A,
adminPassword BIRET L PO /RA T — | Pw0987654321

K, ZhiE, 2~72XLFDOE
ST, 1DD/IIF, 1D2DOK
LT 1 DOOHF 1 DODFREER
LFEDIH 3 OEREHDHLE
B FET,

vmStorageAccount Azure A L — 7 A7 |, | ciscoasavstorage
PAFDOA R L=V T H 7wk
AT 51E0, BrEICERK
THZEBTEET, A b
L—UT ATy MR, 3~
24 SLFT, INCF LT D I
BHDHIEMTEET,

virtualNetworkResourceGroup |{FAHx v NU—27 DU V— X |ew-west8-1g
TIN—T DA, ASAVIEHIZ
FLWY Y= 70— 12k
EINET,

virtualNetworkName A8 > N T — 27 DA H, ew-west8-vnet
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J4—ILF

B

1

mgmtSubnetName

BHA A —T oA AL, Z
OV 7T Fy M INE
4, ZHUE. Nico (gIDH
Txv b)) vy TENE
T, BBFOFx Y hU—27125
m+ 2846, ZHUIBEEFEOY
T Xy MBI D MEN
HoE9,

mgmt

mgmtSubnet[P

AR —T A AIPT R
LA,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 1 > % —
TxA AL, TOYVT Xy b
(S LE T, ZAUE, Nicl
QEEHOY T X R) IZvy
FInET, BFEOXRY b
V=27 ZBMT 5%Ea. Zh
HFEEFOY 73y AT —8
TOHLERDY 7,

inside

gig00SubnetIP

GigabitEthernet 0/0 1 > % —
TxAARIPT RLVA, Zh
%, ASAVODERAIDT —2 A
H—T A ZAHTT,

10.8.2.55

gig01SubnetName

GigabitEthernet 0/1 1 > & —
TxA AT, ZOYF TRy b
(CHEESNET, ZTAUE Nic2
BFEHOF TRy ) vy
FINET, BEFEOXR Y b
T — 27BNt 555, 2
FEEFOY 7Ry M —E
THULENRDY T,

outside

gig01SubnetIP

GigabitEthernet 0/1 1 > & —
TxAAIPT FLA, Z1
X, ASAVD2FEHDT — XA
VH—=T A AFTT,

10.8.3.55
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Ta—IL K BL)] 1

gig02SubnetName GigabitEthernet 0/2 % — |dmz
TxA AL, TOY TRy b
ICHERESALE T, TAUE. Nic3
WFEBROY Ty b)) ITvy
rEhEdT, BFEOxR Y b
T— 7 BN T 555, 2
ITBEfF D7 3%y RAIC—E
THVERDY 7,

gig02SubnetIP GigabitEthernet 0/2 f > % —  |10.8.4.55
TxAADIPT RLVA, T
X, ASAVD3FEHDT —X A
VHE—=T A AHTT,

vmSize ASAVVM (2 Fi4 % VM 0 | Standard D3 V2 £7-1%
A X, Standard D3_V2 & Standard D3
Standard D3 23 %" — F ST
W7, Standard_D3_V2 237
7+ hTT,

INGA—B T7A4IILDER

UTFToBIZEMLT, 7F%F AN 27 4 Z 2R LIEMEDOART A= 77 A VEEKTE X
—;_‘O

\ )

GE) ok, IPV4 BT,

ATV T WOFPINIRLETFA 2 ae—LE7,

1
{
"Sschema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {
"value": "cisco-asavl"
}l
"vmManagedImageId": {
"value":

""/sdoscriptions/330251 Te-ca83-46aatoa-TAFF1 A6 141/ resourceGraues/envenagedlineges—ry/providers/Microsoft . Caypute/imeges/AAv-9. 10. 1-81-Venaged-Trrege"
}l

"adminUsername": {
"value": "jdoe"
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}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage

}I

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}I

"virtualNetworkName": {

"

"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gigO0OSubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gigOlSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {
"value": "10.8.0.77"

}I

"VmSize": |
"value": "Standard D3 v2"

}

}

ATFwT2 ZO77A)N%E, =& ziFazureParametersjson L9 L HIZ, ISON 7 7 A /L& LT —A/MWIRFEL E
-g‘o

ARTYT3 T ANEREL, BANRT A=K ZEI T T L— bEERLET,

ATy T4 VHDB LY VY —2T 7L — h&EH L= Azure 7>5 D ASAv DE A (104 2—2) THHAL WD &
AT, ZONRTA—=F T 7L — MEfi LT ASAv ZJEB L E9°,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}
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B 5155710068
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W

Rackspace Cloud ~® ASAv D& A

Rackspace Cloud IZ ASAv & A TX F7,

| A

BEE  9.13(1) KT, PAR—FENTWDHTRTO ASAy vCPU/ A E U HERK T3 T D ASAv 7 A
YU RAEFHTEALIICARVELE, ZHICED ., ASAV AL TV ABEET, S8

FHRVM Y Y =R 7y h TV hTEITTEDHIITRY E9,

B (121 *—Y)

s AIfRSRME (123 ~—2)

* Rackspace Cloud % v RV —7 (123 ~X—)
« Rackspace D 0 H OFERL (124 ~—2)

* ASAv DA (127 ~—2)

«CPUEAEL LAR—F (128 %—Y)

Rackspace [T, HOHWWLHFEERNT IV v I/ BIONTTARX— NI TURTI /) ad—lblb
HHGRE ~ 32—V R —E R &M 2 Y —F 1 > 77w/ 1 X TF, RackspaceCloud I,

2—7 4 VT4 AL a—T 4T XR=ATHRENMTONDS I TV Rarsa—T 0 7
B L —Ee20t v FTT,

Rackspace Cloud C ASAv for Rackspace # T 77 4 7 AL L TEATEET, ZOFET
3. A LV AZ U ADASAVT T T AT v A% A A b —/b LTS 5 T HEIC OV TRt
LET,

Rackspace Cloud DAV AX L AKX A 1L, 7 L—_EMENRET, 7 L—r3E0 ) HEE,
RAM# A X vCPU, Xy hU—27 ZAL—T >k RXTXTZ7 77 %) | T4 AT EENOLRHED
P—N—DAEDLEEZR L ET, IROFIZ, ASAv OE AIZ# L 7= Rackspace 7 L — /3% /%
LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



Rackspace Cloud ~ ASAv DEA |

% 19: Rackspace THHR—rEh BT L—N

AV =43 ferr g
vCPU »%E!) (GB)

L 1-2 2 2 400 Mbps

LA 1-4 4 4 800 Mbps

L 1-8 8 8 1.6 Gbps

arvta—r 40 |2 3.75 312.5 Mbps

1-4

ava—s 47 |4 7.5 625 Mbps

1-8

arvta—r 40 |8 15 1.3 Gbps

1-15

AE Y 1-15 2 15 625 Mbps

AEY 1-15 4 30 1.3 Gbps

A€V 1-15 8 60 2.5 Gbps

Rackspace D 7 L —/\[ZDNT
Rackspace AR 7 7 RH— =D 7 L— L, IRD 7V T AHEINET,
< AAV1
cHHY =7 v — RO @EART 4 —~v U AD Web A hET, SESFEhha—R7—
AN H £ T,

e vCPU (34— _—HV T 2754 T &N, [NR—A R A[gE] TF, oF 0. WHKA k
FDr T RY—R—ZE D YT HND vCPU OL, HFLCPU ALy RO LY
H %< 720 £,

eavtEa—TF429vl

s Webth—_— 7Y r—va it —n_— BLOEOMDOCPUENDOT —7 1 —
Rl S TunEJ,

e vCPU 1L [ TPHIFEH] T, 2F0, WEARANEDI T T R — =28 Y B TH
5 vCPU O#E, FORA N O CPU ALy RO LD H £ 252 Liddh
D EHA,
« AE1) vl
c AFVEKNMOTU —7 o— RICHERE S ET,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K



| Rackspace Cloud ~0 ASAv DE A

«1/Ovl

CEIRT 4 AT IO DAY v FE/LTWENRNT 4 —~< L ADT T r—a VBLW
T A= A T,

BRI

* Rackspace 7 7 > b ZAERL L £7,

7§~ T Rackspace Public Cloud 7 % 7 > ME, 7 7 4 /L b T Managed Infrastructure — £’
AVLNYVZRESNE T, 77U Far b e —/L 3 3L T Managed Operations #— £ X
LARWVET 7V —RTCEET, 77U Raryha—nA XD LET, THT U D
a—HF—£%2 U7 L, [Upgrade Service Level] Z#IN L £,

¢ ASAV ~D TG A v AftE, ASAVICT A B A EfHE5T A F TiE, 100 Bl OHEES: & 100
Kbps D Z/L—"7"> h DL NPT SNDHMEE— R TEITSNET, TASAVOT A X
(I1—=) | 2ZBRLTIEIN,

A B =T A DL
EHA A —T AR
s NEBB LU A v Z—T = A A
. (EE) BV 7% - (DMZ)
c BENA

EHA L H—T A A ASDMIZ ASAY 8t T D= OIER i, N T 747D
HIEIZIIEH TE EE A,

cNIpA v BZ—T A A (WIH) : WIEBAA M ASAY 25T A7- DI SN E

—a—O
A v H—T A A (WIH) ASAVENT Y v Ry NI — T IZHHRT DD
ERINET,
eDMZ A X —TxA A ({£EE) :DMZ Xy MU —7I1Z ASAv 2853 5 7= DI fEH
SNET,

« ASA B L VASAV & AT LD H M & FHRIZOUNTIE, Cisco ASA D FAHE [J5E] 2 S
LTLZENY,

Rackspace Cloud v k7 —%

770 RIEERIZIE, MBS U TR SN EROFEO Ry NU—2 2805 ENTEE
T, 7T RYP—=R—=DFRy hU—F  THEREIL., < DA, thoxy hU—27 LEU Gk

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Rackspace Cloud ~ ASAv DEA |
. Rackspace D% 0 H DK

TEHTEE9, ASAv OE AT, FIZ. Rackspace Cloud DR D 3 FFEDOAE R~ U —7
LIEMAE AL ET,
«PublicNet : 7 70 Rh—N— 7537 Ra— KT % Xy NT—=ITFT7A47 A7
EDITURAVITTARNT I F ¥ avR—FR M X —Fy MR LET,
* PublicNet Zffi /] L T, ASAv &4 & —x v MIHERLET,
« ASAv X, Management0/0 f > % —7 = A A& LTI DFy N —27IZHE L ET,

* PublicNet /X, IPv4 & IPv6 DT = T )LV A X » 7 T, PublicNet i/ L TH— 1 —%
BT 5L, 2OV —N"—FZFT 74/ FTIPvAT KL AL IPV6 7 KL A& ITHLY
*7,

« ServiceNet : % Rackspace 7 7 7 RV — a3 VIND IPvd BEHOWNER~ LV FTF > b % v b
J—7,
* ServiceNet |%, HERKNDH— N—/TKrT7 7 1 v 2 (Bast-West N7 7 1 v 7)) &Rk
L X0 ITRELINET,
VT RT AN, VT RA—RRNFG Y T RT—ER—R JTT Ry
IT TR EDY =T g VRV —EZA~DEET 7 X — TR LT,

e X FU—710.176.0.0/12 3 L 1 10.208.0.0/12 1% ServiceNet FHIZ FH I TuvvET,
ServiceNet #55i i 2. DY —/N—F, TNHEDOFR Y hT—=T DOWTHNHDIPT KL-A
AL T e Y a = S EnET,

* ASAv [X, Gigabit0/0 1 > X —T7 = A A% N LTIDOFRy MU —T IR L £7,
+ 77 A ~_X— | Cloud Networks : Cloud Networks Zf 45 &, 7T v RCHEiSINT=Z4E
ety NI — 7 BAERRB L OVEBETE £,

e INLDOXY NT—J | TIH—DTF o hTHY, Xy hU—7 hARaY, IPT KL v
7 (IPvad 7203 1Pv6) . BLOEERT 57 77 Ry —R"—%2 Rt £
‘a—O

* Cloud Networks [V — ¥ g U EXREHFHLE L, FFEDV —Ya VINDIEED 7 7T K
PN CEE T,

« API 41 L C. F721% Rackspace Cloud = > bk 7 —/L 3% /L &l L C. Cloud Networks
EEB LOEHTEET,

ASAv /L, Gigabit0/1 ~ Gigabit0/§ DA > X —T7 = A4 A% L TCINHDOR Yy hT—7
(ZHERE L E T

Rackspace M 0 H DERL

Rackspace Cloud |Z VM % J&BA$ % &, Rackspace D7'm BV 5 = JERER D7 7 A V&2 E
TP CD-ROM T /34 AN VMICEHi SN ET, TubeYa = 7 FERICIROEARH Y £,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K


https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/publicnet/#publicnet
https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/servicenet/#servicenet
https://support.rackspace.com/how-to/cloud-networks/

| Rackspace Cloud ~0 ASAv DE A
Rackspace D55 0 B DR .

e RA M

MBI B —T 2 A ADIP T RL A

« AZT 4 w7 IP/— b

e a—H—HLNRAT—F (7T 3 D SSH ARF—)
« DNS #—/3—

* NTP ¥ —3—

INHDT 7 A VIIHIEARBRFIZFEAA L, ASA ORERNER S IVE T,

ASAv KRR +£

T 7 4/ hTlE, ASAv R A MATE, ASAv ORESEZBIMGET B & X7 T U R —"—(Z4HY
BCTHLARITT,

hostname rackspace-asav

ASA 7R A FAARERL TlZ, RFC 1034 B LN 1101 ICHEILT AR 2 NG DOIFERTX £9,
cREHE KEN LT F IR TTHLIHLERSH D 7,
s NI CFIX., F., BT, F213A 70 THARERHY £97,

N\

GE)  ASAV Tlt, IS DN— VTS B L 512, TP T T T RYP—R_R—Z|ZTX BTV 4
AIZZ 0 RY—N"—ZBREHINET, 777U F—"—LDINHE L KRBICHRITRH D
BAETENEZHIBRL, A= MZHER L2V IT 2N 7 lEE Bz 3,

7~ Z2iE. 750 R —_"—0D47i7 ASAv-9.13.1.200 D34, A 44 1% ASAv-9-13-1-200
12720 £9,

Interfaces
A H =T 2 A AFTRDO LD ITHESNET,
* Management0/0
* PublicNet (ZHfE STV S 72D, Toutside] &9 AT T HILET,
* Rackspace Id, IPv4 & IPv6 D& JFD/X7 Y » 77 KL A% PublicNet f > % —7 = A
ANZHID B TET,
* Gigabit0/0
* ServiceNet |ZHfE STV D728, Tmanagement] &9 ZRIBFIT HNET,

« Rackspace /X, Rackspace U —3 3 > ® ServiceNet 7 % v k225 IPv4 7 KL A & E|
DYMTET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



Rackspace Cloud ~ ASAv DEA |
. Rackspace D% 0 H DK

* Gigabit0/1 — Gigabit0/8

o 77 A ~X— | Cloud Networks |ZH5t STV 5728,  linside)] . [inside02] .
linside03 | 72 EDLARINFHT HIVET,

* Rackspace |Z, Cloud Networks 7 % v bW BH IP 7 RLAZEID ¥ CTET,

3ODA L E—Tx A AEFDOASAY DA L EZ—T = A ZRERIFID L 512720 9,

interface GigabitEthernet0/0

nameif management

security-level O

ip address 10.176.5.71 255.255.192.0
|

interface GigabitEthernet0/1
nameif inside
security-level 100

ip address 172.19.219.7 255.255.255.0
!

interface Management0/0

nameif outside

security-level O

ip address 162.209.103.109 255.255.255.0

ipv6 address 2001:4802:7800:1:be76:4eff:fe20:1763/64

AET4v7 L—F

Rackspace |, ROAXT 4 v 7 IP/L—ha7rneya=r7LET,
« PublicNet f % —7 =4 A (outside) #&HIDF 7 /L b IPvd /b— |,
« PublicNet £ > % —7 = A AHE DT 7 3L b+ IPv6 L— |k,

* ServiceNet f > % —7 =1 A (management) tDOA > 7T AT 7 F ¥ T %y k L—
}\O

route outside 0.0.0.0 0.0.0.0 104.130.24.1 1

ipvé route outside ::/0 fe80::def

route management 10.176.0.0 255.240.0.0 10.176.0.1 1
route management 10.208.0.0 255.240.0.0 10.176.0.1 1

o4 9LFooviL

Rackspace (Z & > TR SN2 AT — FEMH LT, lTadmin) &5 ARTO 2 —H =D ERL
I ET, Rackspace AT —ZMEH L TZ 77U N —R_"—RREAINTWDIHEE, 2—F—
fadmin] OABF—NERRSIVET,

username admin password <admin password> privilege 15
username admin attributes
ssh authentication publickey <public key>

day0 SSH % :
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| Rackspace Cloud ~0 ASAv DE A
asavoEA i

 PublicNet £ > % —=7 =14 A (outside) #&EH® SSH 73 IPv4 & IPv6 12X L CAZNCZAR Y £

R
« ServiceNet f > % —7 = A4 A (management) #H D SSH 75 IPv4 IZxf L THNIC/2 D
R

* Rackspace DERIZIG U T, KV N eFd—r N —7 2 E L ET,

aaa authentication ssh console LOCAL
ssh 0 0 management

ssh 0 0 outside

ssh ::0/0 outside

ssh version 2

ssh key-exchange group dh-groupl4-shal

DNS & NTP
Rackspace [Z, DNS & NTP (2 &415 2 DD IPvd h—E 27 R L A& L £ 7,

dns domain-lookup outside
dns server-group DefaultDNS
name-server 69.20.0.164
name-server 69.20.0.196

ntp server 69.20.0.164
ntp server 69.20.0.196

ASAv DE A

Rackspace Cloud TASAV BT 7T A4 7o AL LTCEATEET, ZOFIETIE, BH—oA
AL LADASAV T TITAT v A A VA =T L5 EERLET,

4R SRS

RARNLOENE, A F—T 2 ADT BV a=0 Xy FU—7FRZR Y, ASAv DiE
A% fEh &8 % 72912 Rackspace Cloud THINZ T HHERL/ T A — & OFBICZ-OWTIE, Rackspace
DOF 0 HOR (124 =) Oy 7 E#BBLTLIIEE,

AT w71 Rackspace mycloud 78— % /L' C, [SERVERS] > [CREATE RESOURCES] > [Cloud Server] iZB# L £,
AT 72 [Create Server] ~X— < [Server Details] TRD L 9 IZAH L £,

a) [V—/3—4 (Server Name) ] 7 4 —/L KIZ ASAv = O4HTE A LET,

b) [Region] ke v FHZ 7 U A MNLY —Ya U ARIRLET,

AT 73 [Image] T, [Linux/Appliances] > [ASAv] > [Version] Z3&R L 9,
GE) wH . HLWASAY ZEAT H5H1E, PAR— MR TWDRHIN—Ya 2B IRLET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



Rackspace Cloud ~ ASAv DEA |
B crusm=eLr—+

AT w4 [Flavor] T, U Y —AD=—X|ZA>7 [Flavor Class] ZEHR L £9, #U72 VM DU 2 Mo\ Tik, #
19 : Rackspace THAR— FZiH 7 L—sN (122 =) 2L TIZIV,

BE  9.13(1) LIEIX. ASAv O/ AT Y EEL 2GB T, 1 9L ED vCPU Z{#i ] L T ASAv %3 A4
5356 ASAv D/ A& U BF1L 4GB T,
ATv TS5 (47T 3) [Advanced Options] T, SSH ¥ —%2 % T L 7,
Rackspace Cloud @ SSH ¥ — D FEAMIZ SV CiE, [Managing access with SSH keys] &M L T 72 &0,

ATYT6 ASAv D445 [#HiLED A A h—/L (Recommended Installs) ] 3B X O [FABBDOF ¥ — (Itemized
Charges) | ZfEsd L, [ —/S—D1ERL (Create Server) 1 %2V v 7 LET,

root EHEDNRRAT— KRFRENET, NATU—REZav'—L, #4707 % 0 ET,

ATY T =N —=%ERT DL, V= _"—DFMN— I NEKRINET, Y= "—DRAT—=FANT 7T 4 T
LETRLET, @E. ZIUTEZ 0 £,

RDRERY
« ASAV [ZHERE L 97,

*SSHZ/TLTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, &E%E
WITLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL, [ASDM Ofed)] 2L TL 7~
él/\o

CPUEREL LKR— K

CPUEHHE LR — M, FBESNZREINICHER &z CPUDEIG OB BE RIS NET,
W, A TIEE— 7 BELUAMTITIEE CPU B EDOR 30 ~ 40% TEIMEL ., v— 7 ERTH 60 ~
70% DERETEELF9,

ASA Virtual ) vCPU {3 i %

ASA Virtual ® vCPU i ISR i%, T —H/8A, iR A > b, BELOSNT 7o A CTHEHA X
TS vCPU OENRFEREINE T,

Rackspace Tl X415 vCPU i FH=RIZIX. ASA Virtual D HRIZINA T, ROLDONEEH
i—a‘o

« ASA Virtual 7 A R/LRFH
» ASA Virtual ¥ A &7z %SYS A —/N—~y R

* vSwitch, WICHE X U'pNIC D ZBEI§5H/37 v hOF ==~y K, ZOF—/—~y
NIFFFEHICRELS RDGERH Y £,
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| Rackspace Cloud ~0 ASAv DE A
RILLELT N |

CPU £ FHZE DA
CPU IR OHGEHE MR A #nT HITI, showcpuusage =~ > REfEM L E T,
i

Ciscoasaftshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s S iz vCPU O AN KRIEIZ S 2Bl 2 IRISR L £ T,
* ASA Virtual L'7R— K : 40%
*DP : 35%
ST EER 5%
* ASA (ASA Virtual L'7"— 1) @ 40%
cASAT A RIVAR—=V 7 0 10%
o A==y R 45%

Ty R, A 8= PHEREODEIT, 36 LU vSwitch Z i H] L7z NIC & vNIC Dt
DTy MERITEH SV TWET,

Rackspace CPU & i3 L 7/R— k

EHATREZR 7 T U R ¥ —3—D CPU, RAM, BLOT 1 A7 FEOBMIFHROLRITMZ T,
TA4AZ 1O, BEORy hNT—JFRLERTEET, ZOFERZEMAL T, =— X2
L7eZ 90 R —R—%RELTLLKEE, a<v> 71 nova” 747 hE7i% Cloud
Control Panel f > % —7 = A A% LT, HHAEER Y —R—%2F R TEFT,

AV RIA T, ROa~vy RERITLET,

nova flavor-list

ERATREZR T R TOY— "= FR S E T, U A ML, ROFEERPZENTNET,
«ID : Y —/3—H#EAL ID
« BT RAM A RENRT =< U RE A T TT LT ST HERA
* Memory MB : #§? RAM D &

T AR GBHNLOT A R P A X (W7 T T RP—"—DFH, VAT LT 4 A7
DY A X)

LT AT T —HT L AT DY AR
c ATy AUy FHEHROY A X

« VCPU : R BEHEAT I & 7= A8 CPU 3%
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Rackspace Cloud ~ ASAv DEA |
. ASA Virtual & Rackspace D %5'5 7

« RXTX Factor : $—/3—[ZH&t S 4172 PublicNet R — k| ServiceNet A" — k| B XV =
hiexy hU—27 (279 Ry FU—7) ([ZHED Y ToNDHEMEOE (Mbps HZ)

« Is_Public : A

ASA Virtual & Rackspace D% 5 7

ASA Virtual & Rackspace DRIZ1E CPU % OBIEIZE N H Y 5,
« Rackspace 7' 7 7 DHUHEIL ASA Virtual DLV HHEICKEL 20 7,
« Rackspace TILZ DL [%CPU usage) & FEEAL, ASA Virtual Tk Z OfEIE [%CPU
utilization| & FRIZILET,
FH5E [%CPU utilization| & [%CPU usage) [IBIDOHDEERL TV ET,
« CPU utilization X, #¥ CPU OHEFHEHR AU L £ 7,

« CPU usage |% CPU DA /R—=RA L T 4 U TIZHAWIZFHEE CPU OFEGHE R Z #4E L £
T LML, 1 DO VCPU OAHMBMEH IND72D, "AN—RAVL T 4 U 7ITEMELEH
Aoe

Rackspace Cl% [%CPU usage| 1TKD X 9 IZFHE SN ET,

T T 4 T ENTARAE CPU O &, EHAIEEZR CPU OAFRHIMN T 2EIG & LTHRESH
£7,

TR, AR MDD R CPUBARTHY . AL FRL—F 4 v 7 VAT LB R
CPUMMRTIIH Y E¥ A, o, ZHITEE~ v o THEAFEEZR T X TORE CPU Dy
CPU fEH=RIZZ2 D £7°,

7= & 2IE, 1 HORAE CPU 28 L7- 1| DDA~ U2, 4 HOWP CPU Z##L7- 15

DARA P TIITENTEY ., £0O CPUMAEL 100% OHE, A~ 0%, 1 {Eo¥%E CPU
I ANTCHEALTWET, AR CPU O HRIE,  TMHz AL O /548 CPU 0%ix 27
A L LCRAESRET,
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1=

Hyper-V Z {5 L 7= ASAv DE A

Microsoft Hyper-V Z{fi ] L T ASAv Z 3 A T&X £,

W

| &

BEE  9.13(1) LARIE. ASAv O/ A U BT 2GB T, BIED ASAv 2% 2GB Kiiiid A &V TH)
FELTWAEE, ASAvY T U D AEY L7200 & DARTO/N—2 3 U905 9.13(1) AR
TSI L= RT&EEFA, £72, A=V a3 9.13(1) M L TH LV ASAy v 3 o & FiE

ATEET,

o BEEE (131 X—2)

c HEFHEEHFEE (132 3—)

« AIEESRME (134 R—7)

cHOHDaALY 7 4 Xal—ary 7Ty A LD (134 2—)

* Hyper-V ~ 3 — v ZfiH L72 ASAv L85 0 H MR 7 7 A L DE AN (136 <X—2)
e a< 2 T A % #H L7z Hyper-V ~® ASAv D& A (137 =X—7)

» Hyper-V ¥ 3% — 3 % Zfi [l L 7= Hyper-V ~® ASAv DE A (138 X—)
s Hyper-V 3= ¥ b DFy T —27 THETHOBM (145 X—)
e Xy NT—7 THETHZDALFOER (147 =—)

*MACT7 RL A A —7 47 (148 X—3)

* SSH OFE (149 ~—)

«CPU R L LAR—F (149 =—)

AL RT 1 ® Hyper-V —/3— EIZ, 721X Hyper-V ¥ X — ¥ ¥ &4 L T Hyper-V Z3& A
TXE7, PowerShell CLI =~ > REMEH L7cA A F—/AFIHIZHOWTE, Tavr FIA
EEHA L7 Hyper-V~D ASAY DA A h—/b] (463—) ZHMR LT L XV, Hyper-V
R =X EHEHLICA A M= FIRICOW T, THyper-V~ 23— % Z{#i H L 72 Hyper-V
SDASAVDA VA M=) (46 ~—2) ML T EEW, Hyper-VIZv UV 7y —
VATV a vERELTWERA, BHA X —T = A A% LT SSH £721X ASDM % i U
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Hyper-V £ L 1= ASAv DEA |

B sssacsnss

T Hyper-V 2@ TX £9, SSH OFEIZHOWTIEL, [SSHDRE] D 54—V 2B T
<TEENY,

KOKE, V=T K 77 A7 U4—/LE— RKTOASAy OHRE MR V2R L TWET,
ASAv [AFIC Hyper-V Tty 7 v 7EN350% 7 x> b (EFH, WNEL. BLOYME) 2
b ET,

15:)L—FTY R I7A4T774+—I)L E—FD ASAvDH#E RO

Out5|de
Subnet

Inside
Subnet

D
L AT

D
"

Management Subnet

oFvELRr

FIEFEEHRNSEIA

7Ty N7 A — L HAHR— b
* Cisco UCSB v I — X H—r3—
+CiscoUCS C v U — X #—r3—
* Hewlett Packard Proliant DL160 Gen8

o AR — KD 0S
* Windows Server 2019

* %A 7 4 7 Hyper-V

. Cisco BIEE X1 TARBET7TSA 7R (ASAV) VM RA— L7y THA K



| Hyperv %M L1- ASAv DEA
sesmennszd

\}

GE)  ASAVIZERIE, (KIS TWAERFDO 64 ¥y hEtEiE~
Ty N7 —ATEBELET,

« 77 AN
Hyper-V ~® ASAv OHHIHE A TIE, VADX BB AR —hSihuTnET,
« %0 AJH (Day0) HEpk

VB ASACLIRTEZ~ Y FEEHT XA N 77 A VEER LET, FIREICOWTIEL,
FOHDary 7 4Xal—ary 774 VDR 2B LT EN,

HBOARBRO T AT 4=V FTFTUART L F ET—F

FXELT [firewall transparent] (X, FOHHa L 7 4 X2 b —T 3> 77 A VOIHHICHE &
TOMERDHY T, 77 ANVHNOENLSNOGIICH D &, BELREENEE 2550
HVET, FEZHOWTE, [FBoHDary 74 FXal—var 77 A LD 25K
LTLEEN,

T o)V G —N—

Hyper-V LD ASAV (X7 77 4 TIAZ 2 NA T = — )L A —"—% PR — KL TNET,

N—Fy RE—RE NG UART LY NE—ROWETT VT 4 TIAZ N, T =2 —)L
F—=N—ZFATTHIF, TRXTORERY NI =T X T ZTMACT RLAR TS —

T4 T EEMETANENHY £9,  [Hyper-V ~ % —V ¥ 2 i L7 MAC 7 KL &
AT =T 4 T DRE] ZBRLTLIEE N, AZ L RTa U ASAVD T VAT L
FE—=RDBE, 77T 4 TIAZ A, T 2= LA == 3R — F SN TR0,

BHA LA —T 2 A ADMACT RLARA T —T 4V TIXENT LRNTL E &,

* Hyper-V [ K 8 DDA ' #—7 = A A% %A — K LEF, Management 0/0 33 L O
GigabitEthernet 0/0 ~ 0/6, 7 = —/L A4 —/3— J 7 & LT GigabitEthernet Z{fH T& %
—a_o

* VLANs

N7 E—RTA U H—T A ATVLAN Z3XET 5121, Set-VMNetworkAdapterVLan

Hyper-V Powershell 2~ > RZ{EH L £, BEA ¥ —7 = A1 AD NativeVlanID (%, *F
EDVLAN & LT, EIXVLANB WA 10) L LTHRETEET, M T2 £—
RiE, Hyper-VAR A h& U 7 — b LIEGAIFRFF SNEE AL, £V 7 — MERIZ, FT 27
E— REHRETDOILENRHD £,

L H— Ry NI =7 THETHXEIYR— SN THERA,
o 2R T R— F STV ER AL,
» Microsoft Azure [ZV 74— F I TWERFA,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



Hyper-V £ L 1= ASAv DEA |

« MS Windows 2012 (Z Hyper-V %A > A h—/L L £,

cHBOHMHa 74X alb—vary TFAN T ANEHEATIHEAIL. TNEERLE
7,

ASAv OWJEIEARTZ, 50 H AR A BT 2 0E N H Y £, BIMLARWEAIX F
0 AR ZHEHTA7=8512, ASAv 75 write erase Z FEITTAHAMLENH Y £4, FEIC
ST, BoHDay 74Xl —ay 774 NLVDO%] 2B LTL S,

e Cisco.com 7°5 ASAVVHDX 7 7 A VZ Ao — KL %9,

http://www.cisco.com/go/asa-software

\}

GE)  Ciscocom D 7 A v BLIOY AT —E XN NE T,

« Hyper-V A A v FIZI%, 3 2L LD 7 %~ F/VLAN MRS E 5,

* Hyper-V ¥ 27 AFREIZDOWTIL,  [Cisco ASA Compatibility] #ZH L T 72 &0,

F0HDOVI4Fal—232 IT714ILD%EH

ASAv ZEEITHRENC, FORAD a7 4 Fal—ary 77 A VEEFETEET, 20
7 7 AV, ASAv DEEIFFICHET S5 ASAV DR ELZGLT I A N7 7 AL TT, ZDOH]
W EIL, [dayO-config] L\WHTFA K 77 AL LTHREDIEET 4 L7 M UICKHE
. EHIT day0.iso 7 7 A N~ EAFLEET, T D day0.iso 7 7 A LRI DEEIRFIZ~ T
Y RENTHEARONET, BLORHa L 74 X2l —var 77 A0id, Dy, &
AL HE—T 2 A RET 7T 4 7fbd5a~v K&, A —35FH SSH —1—% v b
Ty THavy REZDLLENHD ETN, TRXTOASARELEZDLHZ L TEET,
dayQ.iso 7 7 A /v (1A% I day0 £7-2137 7 4 /L b O day0.iso) 1E, FYIOE FIZfEH T
TR R A,

188 BRI

Z OHTIE Linux 2MEF SN TWE T2, Windows DIESICHEREO2—T 2 U T 4 3H 0 £
j—O

« B ARFIZ HEIRYIZ ASAV IZ T A & A %A 54 %121%, Cisco Smart Software Manager
M A v — R L7 Smart Licensing Identity (ID) k—2 % [lidtoken] & 57 F A
T7AMTKEIAL, O AR T 7 AV EFUT 4 L7 b UICRIFLET,

s T AT LY RN E— RTASAYV ZEATHHAIT, PT AT LY E— RTHET
SNDHEEEND ASA MR 7 7 A V%, FHO AR 7T 7 A NVE L THEHATOIXLERDH Y £

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K


https://software.cisco.com/download/navigator.html?mdfid=279513386
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Hyperv %M L1- ASAv DEA
#0A0av T+ ¥aL—var 771 00%E [

T, ZHE AT R 77 AT A= ADEORHZ 74 X2l —vay 77 AL
WIEES LEE A,

« ASAv OYIEEZEFIZ, 0 BAMK Y 7 A V2 BNTHHLENH Y £9, ASAv O]
EENZICE 0 H AR Y 7 A L&A T 5855812, writeerase =2~ REEITL, FHO0H
JIERL 7 7 AV Z WA LT s, ASAv BT AMNERH Y £,

ATy F1 TdayO-config)] EWITF AL 77 A/LICASAV D CLIEEETLALET, 300 L F—T = A ADH
E & FDOMOVEIRFREZBIMLET,

BAIDITIEZ ASA D/X—2 3 U TIHED D MERH Y £9°, dayO-config 1L, 272 ASA WK CTH D MLENH
W F£9, dayO-config & AERK T 5 el 72 k1L, BEFD ASA £/ X ASAV N HFE fTa Ly 7 4 Fal—a v
DIy % A B —F 5 1L TT, dayO-config NOITDNAFIXEZE T, BEFO show run 2~ > R 1D
JEFF & —E L TWARERH D £,

51

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level O
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

ATw 72 (EE) CiscoSmart Software Manager (Z & ¥ 1T X 4172 Smart License ID h—72 > 7 7 A LB a2 B a—H
Wxya—RLET,

ATvFT3 (EE) Foro—RLz77A4A006ID b—27 v %abt—L, ID h—2 DHEGLTHFAN 774
NEVERRLET,

ATy T4 (EE) ASAv OYIHEARICHBIRIC T A o A 2T 588 1%. day0-config 7 7 A VISR DI
GENTVD I EEZMERL T IEE 0,

EHALHE—T 2L ADIPT FLX
« (f&#) SSmart Licensing T 3% HTTP 7' 1 %
«HTTP 7 x> ($8E L71-8H4E) F7-1% tools.cisco.com ~DEERE 2 H NI T 5 route T~ > K

e tools.cisco.com % IP 7 R L A |ZffH9" % DNS P — 3 —

Cisco BB X1 TARE7 IS4 7 VR (ASA) 914 X2— 7y 744 F [}



Hyper-V £ L 1= ASAv DEA |
. HyperVI#—C v AL ASAV E £ 0B B#ER 774 ILOEA

s B3R D ASAv T A B RAEFEET B 72D @ Smart Licensing D% E

« (fEE) CSSM TD ASAv DIRREZEBT D7D —EDHRA MM

ATYTE TFAN 77 A% ISO 7 7 A T EH L TRAECD-ROM %Rk L £,

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—7 2L 5T, Smart Licensing —/3—|Z ASAv 28 HEBIIZ B GRS E T,

ATFYT6 ATy 10552 BVIEL, BATAASAY Z L2, #UIRIP T RLAEZELT 74/ NOERT 7 A
VAR L E T,

Hyper-V I r— v A L= ASAV EFE 0 HRAER 7 7
A1 ILDEA

FOHHary 74 Xal—var 7ryANERELLEDL ([FOHOa 74 X2l —Ta v
77 A NVOWE] ) . Hyper-V ¥R —Y v ZHH L TEATEET,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&) L 7,

AT w72 Hyper-V~ 31— % OAMIZEH 5 [Settings] 7 V v 7 LET, [Settings] XA 7 7Ry 7 ANREEET,
A4 [Hardware] @ T C, [IDE Controller 11 %27 UV v 7 L%,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K



| Hyperv %M L1- ASAv DEA

16: Hyper-V I +— %

2% K54 LA LT HyperV ~0 AsAv DA ]

s

Settings for ASAv5-100-10-14-22-new on UT1COT1HPVI0307

ASAV5-100-10-14-22-new

W

BE |

41 b G

&

Hardware

b ¢

*

"] AddHardware
& B105

S Meamory

B Processor

= B IDE Controller 0

¥ (& Hard Drive

§# OVD Drive

= Bl TDF Controler §

§4 DVD Drive
dayl-v3liko

B SCSI Controlier
§ MNetwork Adspter

TFocoMm
¥ com2

H Drishenttee Drive

& Hanagement

[ame
25 Iniegration Services

& | Chedpont Fle Locaton

L4 DVD Drive

Sedect the confroler and location on the controller to attach the CD/OVD drive.
Controler:  Lo<ation: :
IDE Controler 1 w | (0 (nuse) |
Medha
Spedfy the media to use with your virtual CDJDVD drive.
Nane
* Image file:
€1 \isers ihensel. CISCOWASAvHyperVyiay0-v .m0

| Bromse...

To remeve the virtual CDOND dirive from this virtual machine, didk Remave.
Remove

LErELY

ATY T3 HRDOSA D [Media]l D F T, [Imagefile] DT VA RZ 2R T, FOHMHISO 2> 7 4 F 2 —
ar I rANERETDIT L7 FUESRL, [Applyl 22 U v 7 LET, ASAvIX, WIalEEIREC,
%0 AR T 7 A VONFIZESWTRER SN E T,

O Y RS54 U %{ERLT- Hyper-V ~®D ASAv DE A

Windows PowerShell =~ > K Z 4 > %4 L C Hyper-V IZ ASAV %A A h—/)L CT& 4, AH
¥ K7 v ® Hyper-V h—_"— EICWDIGAIE, a~v2 K 74 & LT Hyper-V A >

XF w71 Windows Powershell % Bf & £,

A D= LBERDH Y £7,

ATy T2 ASAV ZEALET,

B -
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Hyper-V £ L 1= ASAv DEA |
. Hyper-V < % — < v % {§ f L 7= Hyper-V ~ ASAv DE A

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

AT T3 ASAV DEFT /LIS U T, CPUEET 74/ hD 1 O ERELE T,
5 -

set-vm -Name $fullVMName -ProcessorCount 4

ATy T4 (EE) A X —T =2 A AL DN T WARNCEE L E T,
5 -

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

ATv TS5 (FE) v bU—7 THLELRPEIT, VLANID #2288 L £,
1 -

Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

ATwT6 Hyper-VIAEEEZKMTHEIC, A ¥ —T oA AEEHLET,
1 -

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch

ATy T WNEA v Z—T oA ZAZ&BMLET,
B -

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

ATV T8 WA X —T = A A%BIMLET,
5 -

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Hyper-V ¥ r— < ¥ Z {5 L 7= Hyper-V ~® ASAv ME A

Hyper-V ¥R — % Z il L T, Hyper-V [T ASAv %A > A h—/L TE £,

ATwvF1  [Server Manager] > [Tools] > [Hyper-V Manager] (28 L £,

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K



| Hyperv %M L1- ASAv DEA

Hyper-V % 5 — S % L 7= HyperV ~) Asav A [

17 : Server Manager

« (=) ] f’ Mansge

Bitvise S5H Server Control Panel
Component Services
Computer Management
Connection Bdmimstration Kit
ul1c01hpv0307 Lastinstalled update M::w e
prime.cisco.com Windows Update B
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Management
i ¥ \ 2 .
:30:::; Off Public: Off C'Jm:j:rws EError Repe| Health Registr A i
T T -
Eraid Bt e ?
ne i 11
,M_ o . e ty| Internat Infarmation Services ([I5) Manager na
ATFw T2 Hyper-V~vr—V¥NFERENET,
& 18: Hyper-V I *r— %
Fle Agion WView [|Halp
«w 2w B
3 Hype-V Manuges ‘Actions.
Ba uconevant Virtual Machines :
Ha oo I - - - ’ — —— E
Ba uniconenoxn R B UM | Amgset Miamory_| Nyt Hew »
favic i posTeocsa Srreg 0% ol g 11340
- 3 ASACSI00 1410 Bibyhand Rurrrg 0% 124 Mg 1ysys; | impot Virtud Machine
B KSR 1001410 Mbyhard or © Hyper Semtngs.
i Asas 0108 o 107 Vihaat Swinch Manager_
A S A Lews :
B ASWI 01 10T00mand OF Vil SAN Manager
ALt a 0 300 14, 1A AE - | b Gt Dk
€| - » -
o 'mipect Duk
Cheukpssints @ (m) Seep Sernce
Tha st vts machwres Ful n OPSChEor ¥ Removs o
4 Refresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Created /22014 10209 PM Ctered b Ba Checipont
Wersaon 50 i Mo
Coneratos | & Bport
ete =] Renamne.
B Delete
Summary | Moy | twcaary | Raphcaton I Casbie Reptcation.. 2
o - » H e T
'
w

RATY T3 FUDNANAN=NAFDY R RS, HREONA 7S=A B 24527 U v 27 L, [New] >[Virtual Machine]
PRI LET,
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. Hyper-V ¥ #— < v % {E [ L /= Hyper-V ~® ASAv DE A

19: FRRE< L DS

File Action Wiew Help

«= === [

25 Hyper-V Manager

| Mirtinal Raski

ga UT1C01HPVD30. .
HI U71C0THPYO20 [slew 3 Virtual Machine... ]
HI UT1COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W Off
Edit Disk... thand Off
Inspect Disk... fa¥:3
I 1]
Stop Service
Remowve Server
Refresh
b The selected virtual machine has r
| Wiew 3
Help

EFELY

AT 74 [New Virtual Machine] 7 4 #'— KR FRENE T,

B CiscoBTEEXLUTARETISATUR (ASAY) QM RE— Ty THA K



| Hyperv %M L1- ASAv DEA
Hyper-V < % — > v Z{§ F L 7= Hyper-V ~® ASAv DE A .

20: [New Virtual Machine] ©9 4 — K

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYTE U4 F—FREBBUTHEEL, ROFHREAEELET,
* ASAv DA & 51T
* ASAv DAY
ASAv THR— K N TWAHHE—DO AL [ (Generation 1) ] T,

« ASAv O A E U & (100Mbps D41 1024 MB, 1Gbps D 541% 2048 MB, 2Gbps D354 13 8192
MB)

e Xy NT—U TRETE (B NT v FEHROFIEAA » FITHEHt)
A N— R T 4 2T LT

[Use an existing virtual hard disk] Z 3R L., VHDX 7 7 A VO =S L £7,

ATw 76 [#7T (Finish) 127V v 2795, ASAVIERZRTHEZA T IRy 7 ANRFRENET,
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Hyper-V £ L 1= ASAv DEA |

. Hyper-V ¥ #— < v % {E [ L /= Hyper-V ~® ASAv DE A

ATy T

21: HBEE<T O O OBE

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
Spedfy Name and Location Folomra  teck it

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

Confiours Ne i Gmerat:m. ::;1;:::m1

S b Network:  L1SImgmiswitch

Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] n >

To greate the virtual machine and dose the wizard, didk Finish.

ASAVIZ4 DD VvCPU R H 55 E1E, ASAv 2 BT 2 /1IZ, vCPUEAZZEE T 20235 Y £7°, Hyper-V
V32— DL EH D [Settings] &2 Y v 7 LET, [Settings] ¥ A 7T 2 7Ry 7 AN EET, A0
[Hardware] A == —"C, [Processor] &7 VU > 7 L. [Processor] <A > % Fs~x L' ¥ 7, [Number of virtual
processors] & 4 [ZA®E L E T,

100Mbps £ L TN 1Gbps DHEMRFT 5-CliE 1 1 vCPU, 2Gbps DHEMRST 5Tl 4 {H D vCPU L7220 £, 7
A NI 1 TT,

B CiscoBTEEXLUTARETISATUR (ASAY) QM RE— Ty THA K



| Hyperv %M L1- ASAv DEA

Hyper-V ¥ — 2 ¥ Z{# i L /= Hyper-V ~ ASAv DE A .

2z {xfEv> o0 Tty 0EE

N ASAV30-100-14-10-22 v 4 » G

# Hardware ~ n Processor
9 Add Hardware |
(& BIOS You can modify the number of virtual processors based on the number of processors an

Boot Ko D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors: . 4;'
8192 M8

# ) Processor | Resource control

4 Virtual processors | You can use resource controls to balance resources among virtual machines.

= B IDE Controler 0 .

Virtual machine reserve (percentage):
~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):

Percent of total system resources: | 125
@ § Network Adapter s Relative weight:

115 1mgmtswitch
¥ com1
None
¥ com2
Home
b Diskette Drive
None
£ Management
\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location [
C:'\ProgramDataMicrosoftiin... =
B Anmatic Staer Aetion .

LEFELF

ATv 78 [~ (VirtualMachines) ] A ==—"7T, U A NNDASAVDO4RFTEAZ Y 7 L, [##i (Connect) ]
Z7 ) w7 LT, ASAVICHER LEd, v Y —AnE, #IEENTWD ASAY BNEREINET,

Cisco BHEEF1 ) FARE7TSA7VR (ASAV) 91U R2—+7vTH4 K ||
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. Hyper-V < r— <+ Z{E A L 7= Hyper-V ~ D ASAv DE A

23:RE< T oADER

é"u'irl:ual Machines

-

MName State CPU Usage Assigned Memory Uptime -
E - ASAVE-100-14-10-16 Ciff
- ASAVET00-10-14-22new i
: ASAvI0-100-14-10-16-byhand off
P EediRan e Connect... i
{5 ASAvI0-100-14-10-16
2 ASAVI0-100-14-10-16-byh: Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uy 7 LT, ASAv ZiEZEh L £,

24 RAE< T DA
& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P

B CiscoELEEFX1UTFARETTISAT7 VR (ASAV) 94 RE— 7y THA K



| Hyperv %M L1- ASAv DEA
HyperV T % —S v 0xy k7—2 78 Ta0em [

ATw 10 ASAv DEEOEITIRIN 2> ) — I FERENE T,
R 25: {RAE< S L DR DETRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection

ion |[=10] x|
pboarc ew  Helg

||rutru ol sunrpc_udp 111" to WPF commands
| ' to MP] ds

F0: converting 'f rrotoce 7" to HPF comnands

‘0: Power-0n Self-Tes

L "
= ServerCh

and installing certificate...

subordinate CA and holds a non self-si

te is Unlic
full function

Status: Running

HyperVIR—T v Mo DRy FJ—9 74 T2 DB
FLEAISNTZASAY DXy NI =7 T HET XX 127215 T, SHi

222U Eoxy b
T—0 THRTRZEBMTHHERDHY £, ZOFITIX, NEFxy NT—2 7 X752 &80
LET,

48 HREIIC

s ASAV IZA 7IRRETH AL MLENRH Y F7°,

AT v 1 Hyper-V~H— % OAMNZ® 5 [Settings] #27 Vv 7 LET
el [Hardware] A == —TC

. [Settings] ¥4 7Ry 7 ANAEET,
GE)

. [Add Hardware] 7 U v 7 L. ¥KIZ [Network Adapter] #7 U v 7 L &7,
LHY— Ry NT—0 THTREFER LN TLIES 0,
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. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

B26:%y FO—9 THT2DEM

% _Hardware ~ | 0 Add Hardware
| Add Hardware
ﬁEIIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. Memory 551 Controller
8132MB Metwork: Adapber
[ Processor Legacy Network Adapter
1 Virtual processor Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive
asay 100 - 14-10-22-v 30, whdx
= Bl e Controller 1
§* DVD Drive A network adapter requines drivers that are instaled when you install integration
2 Bone services in the guest operating system.

B SCSI Controller
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAv30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
P Automatic Start Action
Restart if previously running |
I§) Automatic Skop Action =]

8

'!i-

3
lereir

ATFYT2 Xy VU= THETZDEMNE., (RAEAAL v F L ZTOMOEZET cx £, £/, KBTS L TVLAN
ID#HETEET,

B CiscoBTEEXLUTARETISATUR (ASAY) QM RE— Ty THA K
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rvto—s 7a7502n0zE I

B27:%y +O—9 THTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtusal processar [+ Enable wirtual LAN identification
=2
gumx;.:gu “The VLAN identifier specifies the virtual LAN that this virtual machine will use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandvwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter =
v 115 imgmitswitch = Specify how this network adapter utiis work bandwidth. Both M
1iaimg . | Bandwidth and Maximum Bandwidth sured in Megabits per s
U Wetwork Adapter
1151 mgmitswitch | Minimum bandwidth | 0| Mbps
I?, L Manomum bandwdth: EI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
Hl:riisin:tteor'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
75 Integration Servioes services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
PR i a
ok || coce || mey | |2
"

2y RIT—9 PETIDRFDER

Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

XF w71 Windows Powershell % Bf & £,
ATV T2 VEEU TRy NU—F TH T X EZERLET,
B -
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Hyper-V £ L 1= ASAv DEA |
B vacrrizzr—o 0y

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FKLRRT—TJ4 245

ASAVIS N T VAT L N E—RTTy "L, HAT 7T 4 TIAZ N, T = — )V —
NRelZRIETEDL LI, TRTDOA L F—T 2 A ADMACT RLVARATS =T (v 7 EBA%
T HMENHY £7, Hyper-V 31—V ¥ NT, E721% Powershell 2~ REMHL T, Z
NEFATTEET,

HyperV Y 2—C v 2EHLE=-MACT7 KLRA R T—J 4 VO DEE

Hyper-V <3 —Y ¥ &H LT, MAC A7 —7 ¢ > 7 % Hyper-V IZFRE T E 7,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&8 L £,
Hyper-V ¥~ R —Y ¥ BNERINET,

AT w T2 Hyper-V~X— % OO [Settings] 27 V v 7 LT, REXA T Ry AxMEET,
AT v 73 LMD [Hardware] A = = — CIRO#EEE LET,

1 [Inside] 7V >y 27 LT, A=a—%REHLET,
2. [Advanced Features]| %7 U v 7 LT, MACT RL A 47 a 2R LET,
3. [Enable MAC address spoofing] 74 h& %7 U w7 LET,

ATV T4 WA 2 —T 2 A ATH, ZOFIEEEVIELET,

ATV R SAVEFERALIZMACTY FLR RT—TJ 4 VT DERE
Windows Powershell 2~ > K 74 U ZHH LT, MAC A7 —7 1 7 % Hyper-V IZF%E T
£

AT w71 Windows Powershell Z B & £9°,
ATV T2 MACT RLA RS —T7 4 v 7 HRELET,
51
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| Hyperv %M L1- ASAv DEA
sshozz [

Set-VMNetworkAdapter -VMName Svm name\
-ComputerName Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH DERE

Hyper-V ¥ 31— ¥ O [~ > > O (Virtual Machine Connection) ] HEHA ¥ —7 =
A AN LTCSSHT 7 BEATEDLLIICASAV ZRETEET, FOHHAa 7 4 X2l —
ary TrANEFERLTOSEAIL. ASAV ~D SSH 7 7 ¥ A ZBIITE £4, #Mco
WX, THEOHDar 74 FXal—ray 77 A LD 2B LTL &N,

ATV T1 RSAF— R_RTNGFET D EZMERLET,
5 -

asav# show crypto key mypubkey rsa
RTw T2 RSAF— LT N2V EAIE, RSAF— T HAERLET,
£

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

ATy T3 BIOPCHSSSHAEHL TASAVICT V BEATELZ L 2R LET,

CPUEREL LKR— K

CPUEAE LR — M, FBESNZREEINICHER &7z CPUDEIG OB B E RIS NET,
W, A TIEE— 7 EELAMTIZEE CPU BRE DR 30 ~ 40% TEMEL ., v— 7 ERTH 60 ~
70% ORETEEL 7,

ASA Virtual 0> vCPU {3 FA 5

ASA Virtual ® vCPU EIZRIZIX, T —# /3 il A > b, BIXOUE T v 2Tl S
NTW5D vCPU OBENRFERENE T,

Hyper-V CTH#E S35 vCPU i FH=RIZ1E, ASA Virtual DfEHRICMNZ T, ROLONEENF
j—O

» ASA Virtual 71 R/LHEFH]
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Hyper-V £ L 1= ASAv DEA |
B crusm=0s

« ASA Virtual ¥ 3 ZEA E Tz %SYS A—/N—~ vy N

CPU e =D B!

CPU fE R OMEFHE#R AL X~ 51213, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et Sz vCPU O SRS RIEIZ 572 B 2 IRISR L £ 97
+ ASA Virtual LR — b : 40%
*DP : 35%
AT A 5%
* ASA (ASA Virtual L'A"— k) : 40%
cASAT A RV A=V T 10%

o Fr—/3—w N1 45%
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, 8

i

ASAv DR E

ASAv DEANTIL, ASDM 77 v A= HFRIREL T, AR ELLZZ 94T P T
KL ARG, Web 77 UH CASAVEHLIP 7 RLAICERI CE £9, ZOETIE, o
ATV RN ASDMIZT 7 BATELLDICTHHEE CLIT 7B AZFA T 5 451E (SSH £
721E Telnet) ([ZOWTHIALET, ZOETHRY EiF 52 DMOMEORTIERIZIL. ASDM
T4 P— PR 25 4B 2D A v 2 F— B IO RREEENEETNET,

+ ASDM OfE#E) (151 ~—)

« ASDM %Al L 72 TR E D FE4T (152 =X—2)

« FEHIERE (154 ~X—Y)

ASDM O #CEf

ATYF1 ASDM 27 747 & LTHRE L PC TIRO URL # A/ LET,
https.//asa_ip_address/admin

WORZ L HEF> ASDMEER Y ¢ RUNFREINET,

ATy T2

* Install ASDM Launcher and Run ASDM
* Run ASDM

* Run Startup Wizard

FUoFxEA U a—RTBIE, ROFIEEZETLET,

a)
b)

[Install ASDM Launcher and Run ASDM] %2 U v 7 LE 7,

A=Y —LZERRAT—RDOT 4 — )V REZEOEFIZL A A M—LDOEE) | [OK]Z27 Y v
LET, HTTPSERRENHE SN TV ARWGAIL, 22—V —ABLIOA R—TIL XA T— R (F7 4L
NCZEH) ZASILRWTASDMIZT 7 EATE £9, HTTPSFRGEA AC LeHE, =—VF—4 L
AT SN AT— K2 AT LET,

AVAN—=TEPCIZRFLT, A A M—T%BEELET, /1A M—N5ETTDHE, ASDM-IDM
TUF e NEEBICEHEE T,
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Asav oEE |
B rsom zmL-assEoEsT

d FEHIPT RLAZANL, 2P —ZERRAT—REZEADOEFIZL FHHA A M—LDGE) |
[OK]%Z7 U w7 LEd, HITPSFRAEZ AN LT2GE., =—V—4 L EEM T Oz AT — K& A
HLET,

AT 73 Java Web Start 2321213, ROFIEEFEITLET,

a) [Run ASDM] ¥ 721X [Run Startup Wizard] 22 U v 7 LE T,

b) Tl IRERENTES, Ya— by bR a—X IR FELET, AT va T T r—
VarEREETICHS 2 b TEET,

c) “a— kI FHD Java Web Start Zf2E) L £ 97,

d) RSINHAT TRy 7 A>T, EEDOFEHFELZ T ANLET, Cisco ASDM-IDM Launcher
MERINET,

e) TP —HENAT—REZEADEEIZL FHA A M—LDEE) [ [OK] 227V vy 7 LET,
HTTPS i8iE&2 AN Lot 22— —4 LT oAV — K2 A LET,

ASDM #{E A L F= ¥ EA E D ETT
RD ASDM 7 4 B — FB X OFIEZMHEH L TR EZIT ) 2 &N TE X,
» Startup Wizard 31T
o ({EE) ASAV OWNBNZH BTV v 7 == ~DT 7 & AFFHA]
« (A7 =ar) VPN U 4 — KDOFET

(7> a) ASDM Ofid w7 ¢ F— RO FELT

CLI D% EIZ OV T, CiscoASA v U —ACLIav 7 4 Xab— g HA F[HE 23R
LTL7Z&E,

Startup Wizard D E1T

X2 VT 4 RV —F WAL~ A XL TEAFETE#ELT 5121, [Startup Wizard] % 5217
Liﬁ‘o

AT w71 [Wizards] > [Startup Wizard] Z#4R L £,

RATYT2 BXa T4 RV =% DAL~ A AL T, AFECE#ELLET, KERECTEET,
« RA M
« KA
ST —

e AU HE—T AR
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http://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/products-installation-and-configuration-guides-list.html

| AsavozszE

(EE)

(EE) ASAVORBIZHZ5T Y v o y—n—~07 25T ]

«IP7 KL A

CAAT 4w —h

« DHCP #—/3—

« Xy hU—27 T KL AZEHHBIHI
s ZOMMDIAH

ASAV DRIZ 8 B /8T ) v DB —N—~DT7 & XEFH

[E%%E (Configuration) |>[Z 74 7 24—JL (Firewall) 1>[/87 1 w4 H—s\— (Public
Servers) | XA T, EX 2 VT 4 AN —RNHBRNIRES L, £ ¥ —F > I LNE
P N—ZT7 7 BATEDL LRV ET, EVRAA—FT—L LT, Wiy hU—2 H—
E A (Web 1 —/ 38— FTP $— =72 &) [T —P =R T VT ERATE L LT HHE
BHHIEERHY T, ZNHOHF—EAE, ASAVOHEHIZH 5. Demilitarized Zone (DMZ;
JERCEE ) LT ABOR Yy U —7 BICRETE 9, DMZIZX7 ) v 7 —nR_—%
BliET DL, N7V v T == T DHEIINE Ry N — 7 2T E L EE A,

(72 3ar) VPN 4« F— FDEFT

WDOT 4 H— K ([Wizards] > [VPN Wizards]) ZfH LT, VPN 2% E T £,

e B4 R VPN 7 ¥ — K : ASAv & Bl VPN 5T 23 AR C IPsec %1 i b o
PER L FET,

* AnyConnect VPN 77 ¢ #'— R : Cisco AnyConnect VPN Client ® SSL VPN U E— r7 7 & &
HRELET, AnyConnect 7 7 A 7 b TILASA~DE X = 7 72 SSLEEHm SRt S b
7z, VE—ha—P—ZLDMEY YV —RZA~DTZ/LVPN b3 U 7 NAREICR Y £
T ASARY v—%RETDHE, VE—ba—F—DRBEHNT 7 VLML THET 5
& X2, AnyConnect 7 7A4 7 h A XU u— RT&EET, AnyConnect 7 7147 2 k3.0
Lz A3 256, 7 747 M, SSL E721% IPsec IKEv2 VPN 7' b =2 /L% FE4T T
TFET

* Clientless SSL VPN Wizard : 77 U7 I A4 7 hLASSLVPN Y £ — K 77 & X %%

ELET, 774 TV FLVAT TP R—=ZASSLVPNIZL > T, 2—H—EIWeb 7T
PEFEHLTASA~DEF 272 E—F T Z7EAVPN F v RLEHESLTE £, 0
EnsE, 2=V —ZBFAR—F N RX=URFR I, THR—FSNDFEEONEY V—A
T 7 BATEL L9780 ET, Xy VU= EHREIT, JNV—THA T2 —H =2
V= ANDT 72 AMEREM S LET, ACLIZ, FFEDREY V—A~DT 7 & 2 %R
L7z0, A 5-0icdEATcE £,

s IPsec (IKEv1 or IKEv2) Remote Access VPN Wizard : Cisco IPsec 7 7 1 7 > b ™ IPsec VPN
VE—h T BRAEHRELET,
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AsAv EE |
B 7030 asomotoy «5— ko

Azure ~® ASAv IPsec (AR N> A X —T oA A (VTI) 5O T IEIC OV T,
FAzure ~0 ASA IPsec VTI #:#: DFER] 2B L T2 &0,

(AT a) ASDM DD 1 H— FDELT

AR E X Io7 = — VA —"— VPN TRZ m— KN F v 07 BEXOT v b
X v 7 F ¥ HRET DHITIE, ASDM TEDOMO T 4 HF— REFEITLET,

* High Availability and Scalability Wizard : 7 =—/L A4 —/X—F =X VPN E— K T 7
ERELET,

« Packet Capture Wizard : /X7 v b ¥ 7Fx 2 EL, FITLET, 20U 40— FNiL,
ANEIA 2 —=T 2 A ZDENENT ATy XYy T F X2 IBETLES, Ty b
F¥ 7 TFrdDL PCITRTy b I T TFrafRffL, Xy b7 FIA P TCF =
BIRXNY LA TExET,

ASAv OFREZHKeATT HIZIX.  [Navigating the Cisco ASA Series Documentation)] % 2L T <
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https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/214109-configure-asa-ipsec-vti-connection-to-az.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



