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evdi (14 =)
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s version (23 ~X—7Y)
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evpn B — K NT T (81 _X—)
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validate-attribute .

validate-attribute

RADIUS 7 1 7 > 1 o 7 OfF FIHIZ RADIUS J@ 2 MidiE1 5 121, KMmBYﬁW/T4/
T NRFG A=K a7 4 F¥ a2l — 3 F— FTvalidateattribute 2~ > REZERA L E4, =
DE— NITiE, inspect radius-accounting 2~ REFEH L TT7 78 ATEET,

validate-attribute [ attribute_number ]
no validate-attribute [ attribute number ]

BX DA

AR TFIHILE

AUk E—F

attribute_number RADIUS 71 7 > 7 ¢ > 27 CHEET % RADIUS J&E M
TT, XU —FEABEITR—FSnEHA,

o TEOHIFHIX, 1~ 191

ZOF T a stk T4 TER T,

ROKIZ, 2~ R ANNTELHE—FaxRLET,

aAY YV RE— | D747 94— ILE—FK ¥ TF4a30TFRE
k
L—TvF ESUARART (VUL TILF
Lk
AVTERE [ VAT LA
RADIUS 7 7 o it o 3fIt o 3fIt o 3fIt —
DT 4T
INT A —H
V7 4F =
Lr—g v

avy FERE

EREDAARZA4

3l

N)— ZEERNE
z

72(1)  Zoa<wr RRBMENnE LR,

TDavwr RERETDHE, X2 VT 4 TS T4 7 2 AL, FramedIP B2 2 TRADIUS
BT ABALEITLET, 20a<vwr Rt A VAX L A BB ETEET,

RADIUS @D X A 7DV A " &2 R AHI121E, ROYA MIT7EBALTLEEN,

http://www.iana.org/assignments/radius-types

Wiz, 2—H—4% RADIUS JBMED RADIUS 7 H W T 4 v T A F—T W T B4l %
%Liﬁ‘o

ciscoasa(config) # policy-map type inspect radius-accounting ra
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p)# validate-attribute 1



http://www.iana.org/assignments/radius-types/radius-types.xhtml

. validate-attribute

BEa<w> R

avy kR

B

inspect
radius-accounting

RADIUS 7H T T 4T DA ART gV ERELET,

parameters

AVART VR ==y T DONRTA—FEHELET,




validate-kdc .

validate-kdc

aAvU R FI4ILE

aAvU kR E—F

7 v 7 — REINT=®—HT7 7 7 A /VaEH L7 Kerberos F—317/F (KDC) DR uﬁé’ﬁfﬂ
[ A Y AAA H—R— ' )L—FF— FTvalidatekdc =~ R&fEH L ¥4, KDC &3
BT AR, oa~wr FOono R E#HLET,

validate-kdc
no validate-kdc

ZOF T gL, T T HV TTER T,

WDOFIZ, a~r REANTELHE—RERLET,

AV KRE— | T7PAT794—ILE—F ttXxa)TF4a0TFFR b
X
=Ty K FSUART (VUL TILF
LYk
AVTERR [YRTL
AAA P— 13— o G — o it o it —
Tn—=7

avy FERE

EREDAARZA4

JU— EERE
A

984 oo~ s RRBMENELE,

validatekdc =~ > R LT, ZA—7HNOY—_—%FFET 5 &L 5 12 Kerberos AAA H—

NN —THRETEET, FAEEFEITT HITIE. Kerberos ¥ —51T/R (KDC) b=/ A

R—=hLTxXF—FT 774NV A VAR TH0ERHY F9, KDCEMRFET HZ LKV

Iﬂ%%ﬂi KDCH#ATS—T 47 LT, aa—H—7 LF v LNBEE O Kerberos H—/3—
WXL CRRRESND KO ICT D HBA S Z ENTEET,

KDC OfFEZ AT D&, Ty MRAIF 7 v b (TGT) #HfG L Ca—H—ZMEE L7z
#%. VAT AL host/ASA_hostname D = —H — (b TH—EAF v hbERLET, K
IV AT AT, IRENTZT—ER2F 7w b KDC OFBRHEICH L THRIAEL £d, Ziud, KDC
MBAERSIL, ASAILT v7u— RENZF—X T 7 7 A VBRFSNE T, KDCFEAEZk
DL, = "= HEHETERNWE ARSI, 22—V —ITWFESNE R A,

KDC #GEZTE T4 5121E, ROFIEZFEITTHLE R H Y £7,

1. (KDC L, ) ASA ® Microsoft Active Directory (22— —7 1 7> F &Z{Efk L £3 (Start
> Programs> Administrative Tools> Active Directory Usersand ComputersiZE) L £97)
72 & 21X, ASA DEafEffi KA A 4 (FQDN) 7% asahost.example.com D354 (%, asahost
EWHAHTO—F—%ER L £T,




. validate-kdc

2. (KDC Lk, ) FQDN ¢t 2—H—7Th o FE2HEH LT, ASA DFEA MY —ERT Y v
7V (SPN) Z#AERK L £7,

C:> setspn -A HOST/asahost.example.com asahost

1. (KDCkE, ) ASAD X—XT7 77 A NVEERLET (b3 35720187 iB
m

C:\Users\Administrator> ktpass /out new.keytab +rndPass
/princ host/asahost@EXAMPLE .COM

/mapuser asahost@Rexample.com

/ptype KRB5_NT SRV_HST

/mapop set

1. (ASA I, ) aaakerberosimport-keytab =~ R&fH LT, F¥—%7 (ZOHITiX
new.keytab) % ASAIZA VAR—FLET,

2. (ASA I, ) Kerberos AAA Y — "— 7 )L —7FE | validatekdc =~ > R&ZBMLF4,
X—HTT7ANE, ZOAT Y RRFERTNDE Y —N"—T L —TTOREH SN E
7,

GE)  Kerberos X FT (KCD) & & HIZKDC AT A LT TExERHA, —n—7
N—TRNKCD I ENTWA A, validatekde =~ > RIZEHR SN E T,

Bl WIZ, FTP % —"— EIZAFET % newkeytab &\ 9 ¥ — & 7% A L 7"— K L, Kerberos
AAA Y —/3—=7 =TT KDC BiREZ AT o6& m L £,
ciscoasa (config)# aaa kerberos import-keytab ftp://ftpserver.example.com/new.keytab

ftp://ftpserver.example.com/new.keytab imported successfully
ciscoasa (config) # aaa-server svrgrpl protocol kerberos

ciscoasa (config-aaa-server-group) # validate-kdc

EEav> R avw > R Lz

aaakerberosimport-keytab | Kerberos s —3%17/5 (KDC) 67 AR— k &7 Kerberos
=TTy ANEAL A= LET,

clear aaakerberoskeytab |.f > 7K— h &h 7z Kerberos ¥—4% 77 7 A V%27 V7 LET,

show aaa kerberoskeytab |Kerberos ¥ —4% 77 7 A JVICBT A5 R A2 F R L £7,




validate-key .

validate-key

LISP A v —VOFRIAF —ZEETHITIEL, RNTA—F a7 4 Fal—Tar EF—F
Tvalidatekey 2~ REFHLET, XTA—Far 74 X2l —r a3 E—RNIT7 7 kA
T 5I2i%. £3 policy-map typeinspect lisp =~ > FEZ AN LET, F—2HIRET I, 2
DOavwrROonBEREFEHLET,

validate-key key
no validate-key key

B DEREA

AU R TIFIE

AR E—F

W LISP # v v —YOFEREAEF—2IEE L ET,

T 7 4V N OBEMERMEIZH W FH AL

ROFIZ, a~ FEANTELHET—FarLET,

ARVKE— |T7A47 04— ILE—F X274 0TFR b
K
W=TyF | FSVARRT |SUTL TILF
Lk
AVTXRARS (VAT A
Ja—\) a o S o s .« 5 . %S
V7 4F a2
L=z

av Y FNERE

FEREDHA RKS4 Y

Jy— EEAE
S

9.5Q2) oo~ RFRBMENELE,

ASALISP A v b —VONBEZFHOBMD Z ENTED L HIZ, LISPHEAEAXF—2HEELE
T,

PSR 7JA—FEUTADLISPA VAR 32DV T

ASA X, BHFTOEFIZOWTLISP N7 7 4 v 7 &REL, Y —LAVART TAZY o THEE
DD ZOFEREMH L E T, LISPOMAIZLY, ASA 7 T AKX A 3—F, BAIDEK v
7 N—4 L ETR £721XITR E ORI CESNDLISP b7 7 4 v 7 ZEL, TDk, 7u—
DOETEEEH LA FA~AEETEXET,

IR 7a— T )T 4 IIEEOMAEICEET ARENGENTWVET,

1. (FFvary) RAMELEFV—R—=DIP 7 FLRIZEIS A SN D EID ORE : &
DR T —HIE, ASA 7 T AZNBEG L TWeWARA NERITRy U —2 127
LEDHEMA v =V EEETDHIENH D70, EID 27 7 AZ | CHEEST 5 — " —F
TRy NT—T ORIZPET D ENTEET, e 2L, FT7AZB2O0% A FD

"



. validate-key

3l

FIZBE LTV A3, LISPIZ3 2OH A FTHRB\IL TWH5EIE, 7 7 AXICHET 5 2
SOH A hDEID DA EEHET, policy-map typeinspect lisp, allowed-eid, 35 L O
validatekey =~ RESMR L TS0,

LISP h 77 4 w7 DA VAT g ASA L, HIDFR v 7 )L—4 L ITR £721X ETR
B CTEESNZED@EMA = IZBALTLISP b7 7 4 v 7 2B LET, ASA I

EID &4 A b ID 2B 5 EID 77— 7 v Z#ER L ET, 72 & 23, ®mAYIOK Y 7 —
HDOFEEILIPT FLU AL ITR 72X ETR ST RV A%Z S DLISP N7 7 4 v 7 A
THMLENRHY £9, inspectlisp 2~ REBRL T EEN,

BESNTE NI 74y TCO7u— YT 4 2HMNCTHY—ER R —: VR
AT VT4 ANIRNT T 47 TT7a—F )T 4 ZHNCTIHLERHY £T, 2L %
X, 7r—FEE U7 4%, HTTPS N7 7 4 v 7 DHRITHIR L2V | FFEDH—3 & DI
TRV SND T 7 4 v 7 OFRIHIR L2 TE £, cluster flow-mobility lisp =~
Y REZBBLTLIEE N,

YA FID: ASAIIK I T AL 2=y DOV A FIDEFEHA LT, HLOFTAEEZHBI L E
9, steid 22 RESR LT EIW,

Ta— T UT 4 EHNIT DI TALZLSVDRE : 7 T AKX L THL7r— EE
V7 4 BT AVLERHYET, ZOF /A 70UV EZ 2T 8T, FED
ISADNG T 4w IV ETIEIT IV AA— g kL Tcr7ae—F ) 75 ¢ #EEICELE

72X C T & £97, flow-mobility lisp 2~ > REZBL T ZE0,

&Iz, EID % 10.10.10.0/24 %~ FU—27 FICHIR L T, FHRiAEF—2iEEd 2060 %

~LET,

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0

255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

(
ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP
ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

BEEavTY R

avy kR

B

allowed-eids

IP7 RLAIZESWTHRAESIND EID #RELET,

clear cluster info flow-mobility counters

Ja—FEYTF 4 AL EEIVTLET,

clear lisp eid

ASA EID 7—7 /225 EID ZHIR L £97,

cluster flow-mobility lisp

P—t 2R —DT7u—T YT 4 A LET,

flow-mobility lisp

JIGAADTa— T T s EEMTLET,

inspect lisp

LISP 7 7 4 v 7 BB LET,

policy-map type inspect lisp

LISP s h A X~ A A LFE T,




validate-key .

avy kR

Bl

site-id

TTAE e —DY A FIDZHRELET,

show asp table classify domain
inspect-lisp

LISP A D ASP 7 —T7 V2 FRLET,

show cluster info flow-mobility counters

Ja—vUTr 4 Ao 2R RLET,

show conn

LISP 7 — U T 4 ORRERD T T 4 v I &F
~LET,

show lisp eid

ASAEID 7— 7 V& F R LET,

show service-policy

=2 R =R RLET,

validate-key

LISP X vt —V 2 MEET 5 7= OFAHEF—2 AL
F9,




. validation-policy

validation-policy

EE 2 — P —EHICBEM T OGN TV AREHEZRGET 272D N7 A MRA » 2T
DEMERETHICIE. ZUZRCA RTAMRA Y b ar7 4 F¥al—v a2y E—KT
validation-policy command =~ > FZEH L ET, EELTFKMHF TR I A MKRA > MEHT
RVWEINHRETHICE. Zoavr Fono BEREHEH L £,

[ no ] validation-policy { sd-client |ipsec-client } [ no-chain ] [ subordinate-only ]

EX DA ipsec-client FI A BRRA L b EREMTOENTWAIRGER (CA) FEHAZERBIORY v —
% IPsec HEfi OMAEICHE A CE 5 Z L2 E L £,
no-chain X2V T 4 TS, R LRV GEEHEDTF = — 2T s —7 M L%
R
ssl-client T A RRA 2 N EBEEMT SN TWDEGER (CA) FEAEBXORY v—

% SSL it DGR TE 2 Z L 2 ELE T,

subordinate-only = hJ 2 hAA > h TREND CA D HEHERITENT T4 T > FFEH]
EORGEET 4 =7 M LE T,

AT RFIHILR T 7 x /L h OESCEHEILH U FH AL

avy R E—FK WROFIZ, a~v FeANTELE—FERLET,
AV RE— | T7ATO4+—ILE—F ttXa)FT4aVTFR b
k
L—TFv K FSUART (VT TILF
Lk
AVTHFRE | VAT A
77k CA o KHIE o 3FIt o FIt o KHIE —
kZ A2 FARA
v harrg
Xzl —3
N
J)— | EEAR
z
80(2) |zZoa~wrRBMEnELE,

FEREDHA KSq4>y VE—FT7ZEBAVPN TE, BAEFISCT, BF27 Y7 v b LAF (SSL) VPN, IP
Security (IPsec) . £72ITZ DM A ZEHL T, FRETXTORY NT—2 TV r—r 3
VELIFTY Y —RIIT VB RAEFATE £, validation-policy =~ > REMEH LT, ArA—
N CAREAEA~DT 7B AT 570 bar 4 Ta2EETEET,




3l

validation-policy .

Zpawy RTnochan 47> a2 ETHE. ASATRIARMKRA LV FELTRESN
TUWARUWTAL CA GEBIEN ASA THAR—FEN< Y £,

ASA TlE, FIL CAIZK L T2 OO T A MRA» bEHREECTEET, ZOHAIE, L CA
MOB2ODRBRDET AT T 4T AGEHEDBITSNET, FTFAMKRA b, ZOBEREN
A F—TNIZ72 5 TWDBRID b T 2 RRA > M TIZBER T 57TV D CAISxE L CRERE
INBGE., ZOF T a NIEENICT =T M0 T, T XD RAREERNT
A—HDBEBRTHWENIBEL WL DT T, 2—VF =R, ZOHEEL A x—T7 LI
L7ZBD b T A RARA > MZTTIZBEEMT 5N TS CAIZRIEENTZ N T A AL M T
COMREZAEIILLE Y E LTSS, T a TR ERERA, 20D R T A RRA B
ETZOREEA X—TNICLT, R CADBIEEZITDZ LITTEEHA,

WwIZ, FTARKRA beentral D7 V7T RCA MTARMRA U b a7 4Fal—
varyE—RERKBLT, TONIFAMRA L FESSL h T A MRA > bELTEE
ToHHE R LET,

ciscoasa(config)# crypto ca trustpoint central

ciscoasa (config-ca-trustpoint)# wvalidation-policy ssl
ciscoasa(config-ca-trustpoint) #

wIZ, MTABKRA b checkinl (IZxFLTZ U7 FCA RFARRA L b ar7 g
Fal—TaryET—REBLT, SORFAIRA UV IBRELTL FT A MRA
F O TALREAZEEZZITAND LD ICRET 202~ LET,

ciscoasa (config)# crypto ca trustpoint checkinl

ciscoasa(config-ca-trustpoint)# wvalidation-policy subordinates-only
ciscoasa (config-ca-trustpoint) #

avw >R Lz

crypto ca RSARNRAL LY h a7 4 Falb—ary B—RefBELET,
trustpoint

id-usage N7 A RRA L FOBESNTID OFERTEZRE L E T,

ssl trust-point AV H =T 2 A AD SSLFFAEZRTFEHERN T A FARA U FEREL
\i‘g—(}




. validation-usage

validation-usage

ZDORMTARRA L NTOBGENRFFAIESNDHERZ A 752 FBET DL, 7V MCA TR
FNRAY b a7 ¥ alb—3 3 F— FTvalidation-usage command Z{#H L 9, 1

HATEBEELRWVEASIE., 20oa<ry FonBRXEHHLET,

validation-usage ipsec-client | ssl-client | sd-server
no validation-usage ipsec-client | ssl-client | ssl-server

BX DA ipsecdient = k5 R hARA > N EHEA L TIPsec” 74 7 > MERAZBRIETE 5 2 L &R L
£7

ss-client =D RFARFA L hEMBEHLTSSL 7 T4 7 M ARIETE D Z L 2R L
i‘g‘o

ssl-server D k5 A hARA > b &M LT SSL F—N—FEEEAMAECE 5 2 L AR LE
R

aAvY K FI4)L+  ipsec-client, ssl-client

avYRE—R ROKIZ, a3~ FEANTELE—FErRLET,

P

L—TvF FSUART (DU T)L TILF
Lk
AVTHFRE | VAT A

7 U7k CA o XFI — o XFI — —
FZ A NARA
Vharrg
Xl —3
Ve

avy FRERE J)— ZEERNE
A

9.0(1)  client-types 2~ REEXHZHHMTIOa~y KBNS E L,

FERLEDHA KS4 > FUCATERECEEMT O TND T A MRA v MBS 256, FEDZ T4 7 2 b

BAFIZEHETELDIZLIODRNTFARRA L FETTE, 2L 12O T ARKRAL Y B
1O IFTAT b ZATIZREL, MO RTARKRAS U NEROY FA4T 2 b ZA T
BETAZENTEET,

[ U CAZFBHEICEEMITONTWDA R T A RRA U ERHY, ZANTTIT1IDODZ IA4 T
VR EATITRESNHTWEEARIT. ZORULYZTFA T b XA THRECHF LW BT A RR




validation-usage .

AV FNEBRETAILITITEERA, Z0avr FOnEREFEALTHRELZZ U T LT,
MNZARMRALY R ONTNOT TAT > MEGECHEATE VWK T2 ENnTEET,

VE—h 7271 AVPN TiL, EAEMHIZE LT, BF%=27 Y7~k LA¥ (SSL) VPN, IP
Security (IPsec) . F7IXZOWMAGEZMHEHL T, §XCTORy NT—2 TV r—varFi
TV Y —RZT VB AR TEE T,

BEEavTY R

avUk B
Cryptoca HRELIZ M IAMRA L POV T RCARTARRA L F a7 ¥
trustpoint L—v a3y = REBBLET,




B v

vdi
FENA VT RA ATIHEITEI NS Citrix Receiver 7 7'V 47— 3 > @ XenDesktop 35 £ U XenApp
VDI — =Dt F a7l T— 727 &A% ASARRH TR 5(2i%, vdi =2~ R&ff
ALET,
vdi type citrix url url domain domain username user name passwor d password

BXDEREA domain KA A > (UL A > T T AT I F v == lZu A T LD FAA

avY kK E—FK

ZOMEIZ, VAT RNV R RIZTAHIENRTEET,

password password {FAE{b.A > T T A N T IV F ¥ = T A T BHEDDINAT — R,
SO, VIAT Y RL A~ Bl T A LR TEET,

type VDI D # A 7, Citrix Receiver Z A 7 DA, Z OfEIZ citrix 123 5 MBI
HYET,
url url hitp F£721% https, A A b4, RN— FFEH, BLOXML h—EZ~D/IA

% &1 XenApp F 7213 XenDesktop H—/3— D524 72 URL,

usernameusername {if8fkA 7 7 A LT 7 Fx = n_—lln A T H7cbDa—Y—4,
ZOMEIZ, 7IAT U RNV AR RIZTAHIENRTEET,

WDOFIZ, a~r REANITEHE—RERLET,

AV RE— | D747 D 4—ILE—F tXxa)F4a0TFFR b

) =Ty K FSURRT (VU TL TILF
Lk
AVTFHERR VAT LA
webvpn =2 o KPS — o %I — —
T4 F a2l —
va v

av Y RERE

EREDAARZA Y

JU— EERR
A

9.0(1) Zoawr RREMENELE,

VDIET /L Clk, BHEHFLZ, G¥ET 7V r—ra URFERNICE— RSN TWDETAY hy TE
N7 yval, TR a—%—F, InN6DOTAZ by IZVE—FT7EALET, =
HOARY V) — A X, = —H—73 Citrix Access Gateway # B8 L C7 7 & A3 5 ME N0
Lok, EBTANREDZEDOMDY V—R LFEFRKICERSINLET, = —HF —ILCitrix Receiver
ENAN T TAT > AL TASAICE 74> L, ASA IZFFRIETE S L7z Citrix XenApp



3l

T |

F 721X XenDesktop Hr—/3—IZHfE S AL E T, = —H—2 Citrix DIRAL I Y —RI(THE
FT DA, Citrix —"—DT FLABLOZ LT ¥y LKA v T 50O TERL,
ASADSSLVPNIP 7 RLABIORZ LT v v & AT 5 L9512, EEFE X [Group Policy]
TCirix V—_"—D7 RLABI e /A J LT oYy VERETHLERH Y £9°, ASA
NI VT Uy VERR LIS, ZERMT 747 MIASARH CTHAI SN TWET 7 7r—
Ya rOWGERmLET,

FAR=FENTWVDENAIL T8, X

« iPad : Citrix Receiver /X—3" 3 > 4.x LARE

» iPhone/iTouch : Citrix Receiver 73— 3 - 4x LA

» Android 2.x FE&E# : Citrix Receiver /3X—7 2 > 2.x PAR%

* Android 3.x # 7 L b : Citrix Receiver 73— a > 2.x LA

* Android 4.0 FEE5H : Citrix Receiver /X — > 3 > 2.x LI

=PI N—T R =Nl L HLRESNTWDLEAE, 22—V -4 DORE
1. I —F RY —ITELE L ET,

configure terminal
group-policy DfltGrpPolicy attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password <password>
configure terminal
username <username> attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password <password>]

EEav> R

avw vk SR BA

debug webvpn Citrix N—=ADT 7V r—va VBLOT AV by TERBT 57t
aitrix DRIME D Z LN TEET,




. verify

verify
T7ANDTF = 7 AEHERT HICIEL, FiEEXECE— RCverify 2~ FZEHLET,
verifypath
verify { /md5 | sha-512 } path [ expected_value ]
verify /signaturerunning
B DEREA /md5 BELEY 7 =7 A A=Y DO MDS fEZFHRL TR RLET, ZOHEE,

Cisco.com CTAFTEDLZIDA A —VDEE IR L £77,

/sha-512 FRELEY 7MY 2T A A—VO SHASI2 EAFE L CERLET, 0l
%Z . Ciscocom CAFTZXLIDA A=V DOEE L £77,

/signature FITHD ASA A A=V DEL R LET,
running

expected value (F 7 ay) HBELIEAA—VOBEMO NNy S afl, Ny ¥ aflin—8+5
M, TR —BERHDINE I NEMHERTIHIA vE—UMN ASAICFRINE

o

el




verify .

path

« diskO:/[path/]filename

NEEZ Z v v a A€ ) 2R LET, disk0DfRb v icflash AT 5L T
EET, INHIEFTA VT RITRD ET,

« disk1:/[path/]filename
N7 T aAEYI—RERLET,
« flash:/[path/]filename

ZOF TS aNEt, N7 T vy alh—REZRLET, flash 1% disk0: DA
U7 ATY,

« ftp://[user[: password] @]server|[:port]/[path/]filename]; type=xx]
WDOF—T—KD 1 D% typet L THRETE £,

e ap : ASCI Z&E—

san : ASCII @ # E— N

cip: (F7HNVE) AT VZEET-F

vin: XA FVEFE—F

* http[s]://[user[: password]@]server[:port]/[path/]filename

« tftp://[user[: password]@]server[:port]/[path/]filename[;int=interface_name]

YV—=NR=T FLA~DN— b2 LEESTLH0EF, A 07 —T = A 2T
L/iﬁ‘o

IRABIZAR=AZEODH T LILTEETA, NABNRAR—=REGLYE
%, verify =<2 RCix7e< tftp-server 2~ RTARREHRELET,

* system:running-config

FATar 74X alb—rarOny vakitB T o0, MR LET,
- system:text

ASA 7B ADTHFANDONy V2 ZFHET DI, FMRLET,

AR TFI4ILE

HED TSy a FRAANT IV DT 7 A )V AT NTT,

\}

GE)

Imd5 £ 721t /sha-b12 4 7' > a » EfRET 58%A. FTP, HTTP, TFTP72 DXy hU—27 7 7
ANEY—AL LUTHEHATEET, /mds £721% /sha-bl2 7Y a VA FEERETIC verify 2+
VREMBRALEEAIE. 7T vy adua—hAA A—TDRhEHERTEET,

"



. verify

aAvU R E—F

ROKIZ, A~ P ANNTELHE—FaxRLET,

K
W=Ty bk | rSVRART |V T)L < ILF
L2k

AVTHFRRAS | VAT LA

FitE EXEC o s o« s o %S _ .

avy FERE

Jy— EBAE
7S

72(1) Zoawr RPRBINEShE L,

93(2) signature ¥ —7— KN BMEE L7z,

FEREDAA KAV

9.6(2) systemitext &7 LANBMENE LT,

T ANEERT ORI ZEDOTF = v 7 H L EHMEGEET 51213, verify a~ > P LET,

FURTTEAAEINAZG Y T I 2T A A—UTE, A A—VREIZH L TLODF = v 7
ABMERENET, ZOFTF 2w IV AiE, A A—TVET7Tyvya AEVIZabt—F 2850
BFEREN, A A= T7ANEHDT A AT NOHOT 4 27123 —F 25813 FREN
FH A,

LA A=V % e — FEZITERT LI, Z2OA A=V DF = v 7 AL MDS fFH A i
FELTRE, /A A—V%527T7 v va AR ) EREFY—NRN—|lab—F3LXxFzv V2%
MR TEX B X 9L E T, Ciscocom Tit, SFIERAA—VEREAFTTEET,

75y aAE) ONKEEZFERTHIZIE, showflasha~ 2 FEEHALEST, 79 v 2 AE
VDONEBEDY A ML, D77 ANDTF =y 7 FAIEGENEFEA, A A—TET T
VaRAEVIZabt— L% T, FOAA—VOF =y 7V AEFEFHE L CHERT DI, verify
av REERLET, 2L, veify a~v > RiE, 77 AR T 7 A VT AT JMIRFE ST
TRIZDI, BEMTF = 7 2FITLET, BHHEL TVDHA A= ASA [ZHaE S, B
ENTIZT 7 ANV AT DBRIFEEINDGERNH Y T, HELTWD A A—TURNEFIZASA
WHRIESND &, VYT MU= TIEIA A=V DBENTWDL 2 EAHRETET, 7 7 A L OMERN
FIZET LET,

A=V H AT 2 AR5 (MD5) Ny a7 I3 RALEFHLTT 7 A VERGET 512
X, Imd54 7Y a U EEE LT verify 2~ F&EHHA L E£4, MD5 (REC 1321 THE) |
—BODI128y hDA =T XAV A NEERT H I EICL - TT — X OFEGELZ R
L7 0TY XATY, verify a~> RO /mds 47 v a2 HTHE, ASAY 7 by =T A
A=Y DOMDSF v 7YV MMlE, TOBEMOMDS T = 7 FAEELKTDHZ EIZL- T,
A A=V OEMEAHERTEET, T XTOEF2 VT4 TFIATUADY T NI =T A
A= DO MD5 EIX, a—H)V VAT LDA A —OfE & Bl 572912, Cisco.com 7>H A
FTEDH LT >TWVWET, SHA-512 (/sha-512) LfFETE 7,



1

verify .

MDS5 F 721 SHA-SI2 AT = v 7 2 FEATT 2I21E, /md5 £72id /sha-512 ¥ — U — R & H57E
LCverify 2~ RZ2RITLE9, =& 2iE, verify /md5 flash:cdisk.bin =< > K& %1795
L. VTR T AA—VOMDSENFHEINTERINET, TOfEE, Cisco.com TAT
TEXDHZDA A=V DEEELET,

F720E, £ Cisco.com »H MDSEZEUE L, £DfEEZ a2~y FELTIHRETEET, &
ZI%E. verify Imd5 flash:cdisk.bin 8b5f3062c4cacdbae72571440e962233 =1~ > R&FITT 5 &
MD5 N —ET 50 E I a R A v —YRNERENE T, MDS ES—E LAaWEAIE,
WTINDADA A= L TS0, £IFATI LI MDSERIELLS &V £H A,

WIZ, cdisk.bin EVVH A A—T T 7 A Uk L TR &7z verify =<2 ROFI %R
LET, D003 <3570, —HOT7TF A MIABRINTHET,

ciscoasa# verify cdisk.bin

R NN NN e

Embedded Hash MD5: af5al55£3d5cl128a271282c¢c33277069b

Computed Hash MD5: af5al55£3d5c¢128a271282c¢33277069%

CCO Hash MD5: b569fff8bbf8087f£355aaf22ef46b782

Signature Verified

Verified disk0:/cdisk.bin

ciscoasa#

WIZ, disk0 DEH A A—VTxt LT S L7z verify @~ > ROflZ R LE T,

ciscoasa (config) # verify 1fbff.SSA

Verifying file integrity of diskO:/1fbff.SSA

Computed Hash SHAZ2: 7d4e8531£f4552458b90£8619ca76a76b
2c8751668b060981£f95ded6fcca92d2l
e7£c950834209abl62e2b4daaa8b38e4d
28€a2a48e1895919b817b79%e4ead0dfd6

Embedded Hash SHAZ2: 7d4e8531£f4552458b90£8619ca76a76b
2c8751668b060981£95ded6fcca%2d2l
e7£c950834209abl62e2b4daaa8b38e4d
28€2a48e1895919b817b79%e4ead0dfd6

Digital signature successfully validate

ciscoasa(config) # verify /signature 1fbff.SSA

Verifying file integrity of diskO:/1fbff.SSA

Computed Hash SHAZ2: 7d4e8531£4552458b90£f8619ca76a76b
2c8751668b060981£95ded6fccad92d2l
e7£c950834209abl62e2b4daaa8b38e4
28€a2a48e1895919b817b79%e4ead0dfde6

Embedded Hash SHAZ2: 7d4e8531£4552458b90£f8619ca76a76b
2c8751668b060981£95ded6fccad92d2l
e7£c950834209abl62e2b4daaa8b38e4
28€2a48e1895919b817b79%e4ead0dfde6

Digital signature successfully validated

ciscoasa(config)# verify /signature cdisk.smp

Verifying file integrity of diskO:/cdisk.smp

O

Embedded Hash SHA-512:

104261 95420d336224d099f 2623000562450 724229375421 537310ae03£ 97475 70628829 f0c509d6114£2030c60c420aadf ££83042fae60880c74959f docl 1£
Computed Hash SHA-512:

104261 95420d336224d099f26e£30005e245a7e42293 75421 537310ae03£ 97475 70628829 f0c509d6114£2030c60c420aadf ££83042fae60880c74959f docl 1£
CCO Hash SHA-512:

adbd45906cd2616235300%d 7cA8805a11051 2691 %adB53fof 963099 7e 71 6deddfabl fa2afe6e?93dc82£05997£d 78 o0ec22839cRa87a37811 726e1 52face
Signature Verified

ciscoasa (config) #

ciscoasa(config)# verify /signature corrupt.SSA

" e



. verify

%ERROR:

Signature algorithm not supported for file disk0O:/corrupt.SSA.

ciscoasa(config) #

BEa<w> R

avy |EBA

k

copy TrANEar—LET,

dir VAT LANDT A N ERRLET,




verify-header .

verify-header

BEENOD TPV6 FLA~ > X — 720 ZFF Al L, IPv6 i~y X —DIEF 2@+ 21213, T A —
X ar74Xal—ar E— RKCveify-header 2~ RE@EALET, NTA—% 3
T4 X2l —arET—RIZT 7 EATHITiE, £7 policy-map typeinspect ipv6 =< > K%
ANLET, TNOLDONRTA—=ZEHNT DL, Z0a~vr FonoBXREZEH L E7,

verify-header { order |type }
no verify-header { order |type }

B DEREA

aAav R FI4ILk

aAvU R E—F

adg RFC2460 fHEETEFR SN TWA IPVOJLIE~ Y ¥ —DIEF AWM LE T,

type BEEIOD IPV6 $L5R~ v X — DB a7l L £,

6 & % A4 7O ITINT 7 4 b TA F—T MR £97,

WDOFIZ, a~r REANTEHE—RERLET,

AV RE— | D747 D4 —ILE—F tXxa)F4a0TFFR b
k
=Ty K FSUART (VUL TILF
LYk
AVTERE | VAT LA
IRT A=K o o Xfhia o it o it o it —
V74K
Lr—g v

av Y RERE

EREDAARZA Y

3l

Jy— EERR
S

82(1) oo~ RFRBMENELE,

INEDNRTA—=RL, TIHNVNTAX—TNIZR>TWET, T4 B—7 T DI,
no¥—"Y—RK&xATLET,

WORFITIL, IPV6 A L AT a3 R — < v 7D order 8 L Wtype /37 A —HF %
TAE=T M LET,

config) # policy-map type inspect ipvé ipv6-map
config-pmap) # parameters

config-pmap-p) # no verify-header order
config-pmap-p) # no verify-header type

ciscoasa
ciscoasa
ciscoasa
ciscoasa




. verify-header

EEav> R

avo kR SHBA
inspect ipv6 IPv6 A > AT vavkiAf F—T M LET,
parameters AVARIa Vv R) =y T ONRTA—H a7 (X al—

va v E— F%Fﬂlﬁﬁébijﬂo

policy-map type inspect
ipv6

IPv6 A AR gy RY— <y T 2ERLET,




version .

ASA T/ o — S UIZEATARIPON— g U ERET AR, Vy—F a7 4 X2l —3 g
v E®—RTveson 2~ REHEHLET, T 740 MIETEHEAIX, 20~ FOnol

version
XEFHLET,
version { 1|2}
no version

X DERHA IRIP A=V a V1 Z2ELET,

AU R TIHIE

AU R E—F

2ZRIPN— g L 2% BELET,

ASAIE. XN—V a1 BLONR—Ta 200y EZELETN, BETIDEF A~V
Y 1Dy hDOHTY,

WDFEIZ, a~vr e AN TEDLE—FRERLET,

ARVKE— | TF7ATIA—LE—F tFaYT4a0TFRb
&
IL—TvF FSURRT (YU T L TILF
LYk — —
AVTHFRAR | VRTL
=3 * SIS — o %I — _
T4 X2l —
var

avy FERE

FEREDHA FS1 Y

3l

Jy— EEAE
A

72(1) Zoo<wr RRBMENELE,

Ta—rNVEEEA L E—T 2 A AT LI EEFEETHITIE, A ¥ —T7 A AT ripsend
version =~ > K & ripreceiveverson =2~ K& A/ LET,

RIP X— g U2 #E LA, A RN—8FfEx A X —7 /LI L, MD5S _X— XD L%
fEA LT, MP7/77~F%M£T%i¢

WIZ, TR_RTCDA LB —T 2 A ATRIP A=V 3203y NeEZETLHEIIIC
ASA ZRETHHE R LET,

ciscoasa(config)# router rip
ciscoasa(config-router)# network 10.0.0.0
ciscoasa (config-router)# version 2




. version

BEa<w> R

avy kR

Bl

rip send version

BEDA B =T 2 A AMSLT v 7T — "2 XE3T 5 & =295 RIP
N=Va v EIRELET,

rip receive BEDA B —Tx2A A LTT v 7T — FaZET 5 & X2% 7 AN D RIP
version NR—=T g U ERELET,
router rip RIPV—F 40 FatvRAEAX—TNIL, OO0t ADN—F 2

TA4Xalb—varEw—RERBLET,




virtual http .

virtual http

A HTTP — =2 R ETHITL, Fu—UL a7 4 F a2 b—3 g2 F— KTyvirtual
http =~ > FEFHLET, KAV —"—%2T 4 E—TMZTHIFE, Z0a~vr RO nofE
AzFEHLET,

virtual http ip_address [ warning ]
no virtual http ip_address [ warning ]

RO ip_address ASA O {AR HTTP % —/S—D 1P 7 KL AZZELET, 20T FLRTLT,
ASA V=T 4 VT SNDREHOT FLAIZL TSRS,

warning (47> =) HTTP #:ia ASAIC U ¥ A L7 b HMERH DL 2 Lk a—H—
CEBRILET, SOF—U—FE VS L7 MSHBRICTORNT X2 |
R—=ZADT T IHFICOHREHEINET,

ATVRTFIFIR T 7N NOEEREITH Y EEA,

avy R E—FK WROFIZ, a~v FEAN)TELE—FERLET,
AXVFE— | T7AT7I24+—ILE—F XT3 TFRE
K
=Ty k FSURRT (DT YILF
LYk
AVTHFRRAS | VAT LA
Ja—)L a o Xtha o s o S5 SIS _
V7 4 ¥
L—a v
vy REE Yy~ ZEERE
A

72(1)  PFIOUV U —RATHHAEN T A T4 VEARHTTP R FEN Y £ A L7 g
vHERICEXBmZ NS, Toa~wy NiEBEIES, AEICY FE L,

72(2)  aaaauthentication listener =~> R&EH LT, EAHTTPFEGE (F 74/ 1) &
HTTP U XA L7 v a v OWTHEFEHTLI0ERINTEZ S5 1o, 2
Oa<wy RIEELELE, VA L7 v ar FRTE, HTTP§RiEE 1 A 7 — K
THZOORER o~ RiZEH Y FHEA,

FEREDHA KS4 > ASATHITPRGEZ M T 556 (aaaauthentication match =~ > N 7= (3 aaaauthentication
immm:V/h%ﬁﬁ)U%Afi\%ﬁHﬂPm&@77jwhfﬁméhi¢ redirect
X —U— F& ¥ L7- aaa authentication listener Z{#i fl L T, ASA (2L > T, ASA H&N 4
A L7z Web _X— I HTTP #5fe3 U A L7 F &N D K ) ICRAEF A AR TE 7,

| " e



. virtual http

3l

=72 L. %K HTTP i Aty ;JE@'@E)EH ’&ﬁﬁ‘féfa/\ =S HTTP 3 [ an:i\fjJ Alr— R —?—}Z) & X | Z virtual
http =~ > FARBUZ R D Z LR H Y £,

ASA (2N 2 T%E5E HTTP H— " — TRRGEN M E /24 1E, virtual http =2~ > R&FEH L T,
z%A(AAAﬁ‘V*%%E)&IﬂTP%*VV*T%ﬁkWWE%xfé ENTEET, A
HTTP 2 L2 W AT, ASAICKI T A ECHEA LD LR La—Y—£ L 2T — R
N HTTP V— R—IZEEENFT, HTTP b —R_"—Da—Y—4 L AT — REZFIICATIT 5

HNIROOENDHZ E1TH Y FH A, AAAY——L HTTP B — " —Ta—H—4 L 2T —

RARE7 BA . HTTP BREEIRER LET,

Zoawry Rid, AAARGERZ VB L 353 _TO HTTP #i %2 ASA EOAE HTTP H—/3—
CUHEA V7 FLET, ASAIZLEYD ., AA AV —N"—Da—F—Z LXAT— KD AN %ZRD
H70 T RNFTRENET, AAA F— =N —HF—%ZFET 5 & ASA 1T HTTP £k

TLDP—N"—=ZV XA V7 NLTRLETDH, AAA P —N"—Da2—H—4 L X2AT— NIH
BDEH A, HTTP %7 v MM —F—& LA T — KNS ENTWRNT=H, HTTP H— 33—
LY 2 —HF—CHTTP Y —_—Da—H—4 L X2 T — KD AN ZRD BT 17 FnBig
FoRINET,

EBlEa—Y— (Ex 2V T4 DEROVELLEW T~ D) IZOWTIE, HETA ¥ —T =
ARZHEHESNDT 7R VA MISEHA V2 —T A AL LTHRBHTTP 7 RLALED S
PMEPRHY F7T, I, NAT BLEZ2WEAE TS (nonat-control =~ > RZ2FEH) | KAE
HTTPIP 7 R L RIZkIT % statica~ > RZBMTHLERH Y £F, @%., 7477474
NAT 2v > RAMERHINET (7 RUAZE—T RLRICER) |

REZ—F—IZOoWVWTIX, b7 7 4 v 7 OFIEHRIZITONE T, NEA v X —7 = A
AT 7 A VA MEEBTA2580. LTIREHTTP T FLA~NDT 72 A& LTL 72
IV, static AT — kA MERETT,

ciscoasa
ciscoasa(config

virtual http =~ > N2 3 28546 1%, timeout uauth =2~ > ROWI % 0 FIIZERE LR2WNT
STEEW, RETD L. FEBED Web —/3—~D HTTP BN TE o< 720 £4,

WIT, AAA FREE L & HICEAE HTTP 24 X — 7T 362~ LET,

ciscoasa(config) # virtual http 209.165.202.129

ciscoasa(config)# access-list ACL-IN extended permit tcp any host 209.165.200.225 eq
http

ciscoasa (config)# access-list ACL-IN remark This is the HTTP server on the inside
ciscoasa(config) # access-list ACL-IN extended permit tcp any host 209.165.202.129 eq
http

ciscoasa(config) # access-list ACL-IN remark This is the virtual HTTP address
ciscoasa(config)# access-group ACL-IN in interface outside

ciscoasa(config)# static (inside, outside) 209.165.202.129 209.165.202.129 netmask
255.255.255.255
ciscoasa (config
ciscoasa(config
ciscoasa

) # access-list AUTH extended permit tcp any host 209.165.200.225 eq http
) # access-list AUTH remark This is the HTTP server on the inside
config) # access-list AUTH extended permit tcp any host 209.165.202.129 eq http
config) # access-list AUTH remark This is the virtual HTTP address

) #

(
(
(
( aaa authentication match AUTH outside tacacs+



virtual http .

EEav> R

avy kR

Bl

aaa authentication listener http

ASA DERREICHE T F X ERE L £,

clear configurevirtual

F_RCTOvirtual 2> RATF—hA L "Ly 7 4 FaL—
va rymbHIBRLET,

show running-config virtual

ASA B — =D P 7 FL AZERLET,

sysopt uauth allow-http-cache

virtualhttp 2~ > &2 A4 X —7 /T 58/, Zoav R
EERHTAE, 770Xy v v aNOa—F—4 LR T —
N2 L TR — " —IC iR TE £,

virtual telnet

ASA EIZIRAE Telnet Y — N—% 3R E L C, RiFrxMLE LT3
oo X A 7 D& BRET DR, = —% —% ASA TERIET
XHEHICLET,




. virtual telnet

virtual telnet

ASA FIZIRAE Telnet Y — N—ZFETHICIE, Zue— )L a7 4 X2l —v gy F—RT
virtualtelnet =< > FE2EHA L ET, ASAICE > CERAET u o 7 b RERENRVMIDO Z A 7
DKNTT7 4 ZIZHT DRBIEDLE 2 G, A Telnet r—/"\—Ca2— P — %2 WFET H M H
DoV ET, ZOV—N"—ZEHT 52, Zoavr RonoBREHEHLET,

virtual telnet ip_address
novirtual telnet ip_address

B DEREA

AR R FI4ILE

ATV R E—F

ip_address ASA AR Telnet —/S—D P 7 RLAZHELET, 207 RLRITLT,
ASAIZN—T 4 VT ENBEREHADOT FLAIZLTLEEW,

77 4N FOBERLEIZH D EE A,

WDOFEIZ, a~vr REANTELE—RERLET,

aAX VU RE— | 2747 D4A—ILE—F tXxa)TF4aTFRE
K
L—FTv K FSURART |V TL JILF
Lk
AVTEFRE (VAT A
Ja—n\) o o %Fhts  3fhi  3fhi o 3fhi —
V7 4F =
Lr—a v

avy FERE

FRLEDHA KSA4 Y

J)— EERE
A

70(1) Zoawr Rp3BEMmEShE L,

EEO7a ha/VERIZY—EADORy NTV—7 T 72 AFEEHETEXETH (aaa
authentication match =< > K %7213 aaa authentication include =< > K& %) | HTTP,
Telnet, £7IXFTP DA TEEZRETHZ L TEET, =2—F—DEF o0 —E 2D
WA TRREEZ 2 CTRoen e | ot — e X ZEE A 7F il SHvEH A, HTTP, Telnet,
itiummmmLﬁ%ﬁTL&w~ﬁf MOZAT DT 7 4 v 7 Z@GET D 5HA 1
ASA ECRESINIZFIEDIP 7 R L A2 —H—73 Telnet THEFE L. ASA |2 X o T Telnet 7
07 NIRFRREND X I, RAE Telnet ZFXETE £7,

authentication match = < > N % 7= (% aaaauthenticationinclude =~ > K& L T, {R4E Telnet
7T KU A~DTelnet 7 7 & A Glﬂ LT %)\ vy uEﬁ)M giﬁ%@ﬂﬂ@“j‘_t Ak |—H:§\ vy uft%‘?lﬂﬁiﬂ
THINLENHY T



virtual telnet .

Mﬁwﬁmfw&wn%% DA TelnetIP 7 R L AIZHHE T 2 &, 22—V —Ta—F—% L
NAT— RERD DI, ED% AAA YV — "—IZ L VFEIESNE T, w&éﬂék Z—H—
IZ [Authentication Successful.] £V 9 A v —UNERENFET, TN T, 22—V —ITZRFENL L
ERMhOY—ERIT V B ATEET,

%Ea~$~(t%:)%4@ﬁwﬁﬁg%mﬁmmﬁ5):owfi EETXA L H—T =
WEHINDTZ7E2A U AR A B =T oA AL LT Telnet 7 R LA HE 8
éngwﬁ)@iﬁ‘ 5|2, NAT 75>M%7Z€b\iz§7éf¢) (nonat-control =~ > RZ4EMH) |
8 Telnet IP 7 R L A | iﬂ“é static 2~ R&BMT 50 ERHY 3, @E., 7477 4
T4 NAT a~v > FRERINET (7 RLRAZR—T RURICER) |

HEZ— =IOV TIE, N7 7 4 v 7 OFAIEHRIATOIE TN, NEA v ¥ —7 <A
AT 7'A VA NEEHAT 25681, BT Telnet 7 RLA~DT 78 AZFFAI L TL
7S, gatic A7 — M A Y MIARETT,

ASA 6 Z 7o T 51iE, R TelnetIP 7 RLVAICHESE LET, /77 45X 9
R B ET,

fl WIT . O — RISk % AAA FBAEE & b U2 (AR Telnet % A — 7 T3 % %
RLET,
ciscoasa(config)# virtual telnet 209.165.202.129
ciscoasa(config) # access-list ACL-IN extended permit tcp any host 209.165.200.225 eq
smtp
ciscoasa(config)# access-list ACL-IN remark This is the SMTP server on the inside
ciscoasa (config) # access-list ACL-IN extended permit tcp any host 209.165.202.129 eq
telnet
ciscoasa(config)# access-list ACL-IN remark This is the virtual Telnet address
ciscoasa(config) # access-group ACL-IN in interface outside
ciscoasa(config) # static (inside, outside) 209.165.202.129 209.165.202.129 netmask
255.255.255.255
ciscoasa(config)# access-list AUTH extended permit tcp any host 209.165.200.225 eq smtp
ciscoasa(config)# access-list AUTH remark This is the SMTP server on the inside
ciscoasa(config) # access-list AUTH extended permit tcp any host 209.165.202.129 eq telnet
ciscoasa(config) # access-list AUTH remark This is the virtual Telnet address
ciscoasa(config)# aaa authentication match AUTH outside tacacs+

EEavF av YR BLiL]

clear configurevirtual |4+ ~_Tovirtual 2~ AT — A b aar 7 4 X¥alb—i gy
MHHIRLET,

show running-config | ASA RAHY— N—D P 7 KL ZA & KR LET,
virtual

virtual http ASA ETHTTPRFEAMH LT\ 5 & &2, HTTP $— 3— 4 38GF
EERT DA, ZDa~r REEH LT, ASA & HTTP —/3—
THIZ ICRAFEZT D Z EnTEET, WAEHTTP 2fH LW
AL, ASAICHITTAFGECHEA L= b D LR La—H—4 L2 T —
RBZHTTP ¥ — " —ZEE S E T, HTTP Y —"—Da—HF—4 &
INAT— REBNCANTHEIITRKDONDZ E1THY EHA,

e



. vlan (FIL—TF Ry —)

N O [e] ~
vian (FJ)L—T K1) —)
VLAN 2 7L —7RY o —IZBV B THIZIE, IV—TF R —ar 7 4 X¥al—gyv
F—RFCvlana~<r FEFEHALET, ZJV—7RY—Dar7 X2 b—3 3005 VLAN
FHIRL., 74NV ROTNL—FRY > —O VLAN REICEXRZ HI121F,. Z0a<v RO
no X &EfEHLET,

[no] vlan { vian_id | none }

EX DA none oI N—F RV —IZ—HTHIVE—F TIZEAVPNEY 3 ~0D VLAN ©
BYUTETFT 4 E—TNICLET, A —F RV —F, T4V DT N—TF R
U —nG vian fEZfEA L EHA,

vManid =/ n—7 R —%2HTHVE—F 727EZAVPNEY g ZEVYTH
VLAN OFZ (10#FERL) . (v F—T =2 A a7 4 Fal— g F—RT
vlan 2= RZHFEHA LT, Z?D ASA IZ VLAN ZRETHHLERH Y £7°,

ATV R FI4 )0 T 7 AV MElXnone TY,

avY R E—R ROFIZ, A~ FEANTELE—FERLET,
AXVRE— |74 T 24—ILE—F XT3 TFRE
K
IL—TvF FSURRT (DT TILF
LYk
AVTHFRAR | VRTL
TIN—TF K o XIS — o KPS — —
—arvT7g
¥l —3
N
avy FERE Jy— ZEEAR
3

8.02) Zoamwr RABEMENE LR,

FRLEOHA KSqy ZOa~vyFTE ZOZA—=7RKI—IZHDETOHA TSy a OH T VLAN A
VAT 2 A AERELET, ASAIL, ZOIN—T DT RCO T 7 4 v 7 BREINT-
VLAN IZHEE LE T, VLAN 2& 7N —7 R O —IZE YV ECCT 78R ar ba—/L a2
FTEET, VLANA LV EZ—T oA A a7 4 Fal—a BT, 2947
MEOBENSFEISNET, 2ZBDOZ 74T METO/RNT y REEGHTXTONT v M,
FRFIZ VLAN A o F— 7 = A RZEESNE T, 774 7 MNEOWE ZHERF T 272912,
Nry NeTZ7AT U= VICRTIZIE, T ADOX T AN —APKETT,




3l

vlan (F)L—F KR —) .

VoIP A A a3 =Y (CTIQBE, H.323, GTP, MGCP, RTSP, SIP. SKINNY) .
DNSA VAT gz vy, F721EDCERPCA VAR g 2P id, VLAN~ v
VT A7 a CTIEER LW T 7SV, vlan-mapping 5 EIZ L o T3 v R A3EiE- T
N—T 4 T ENDAEEERH B T2D, ZNoDA AT gy =P lE, vlan-mapping
REXEMLET,

WDa~ RTIE, VLAN1 27 —7 R Y o — 280 4 TE,

ciscoasa (config-group-policy)# vlan 1
ciscoasa (config-group-policy)
WRDOa< RTIE, VLAN vy B 7% 7 —7 R = bHIBRLET,

ciscoasa (config-group-policy)# vlan none
ciscoasa (config-group-policy)

BEa<v2 R

= v AV N Bz

show vlan ASAIZTHREENTWS VLAN ZFE R LE7,

vian (f v Z—T A A a7 4Xa |V T A FZ—T x4 AT VLANID ZE 0 4 TE,
L—v 3y E£—KR)

show vpn-session_summary.db IPsec, Cisco AnyConnect, NAC D&t v a O
FOMEHH D VLAN O & £ R LET,

show vpn-sessiondb VLAN~ v B> 7 L NAC OfERZ&Te, VPNE v v =
VORRERTRTLET,




B v 25—z 102

vian (A 2 —27 14 R)

VLANID 297 A X —T = AZEID B THITE, /v F—Tz2f AT 4 Fal—T3
v EF—KTvlan 2~ FZEHA LE4, VLANID 2§+ 521X, Zoa<r Rono B
EERHLET, %y T7A X —T A ATIE, 774 v 7 ZEiEEE 572912 VLANID 2344
FECTT, VLANV T A U H—T oA ZAEMH LT, 1 DOYIA ¥ —T = A ATEEBOHE
AV HE—T oA AERETEET, VLANZHERT L L, TEOYIEA v ¥ —7 = A ETH
BoOtxa2)T 4 avTXANREDNT T 4 v 7 BRI IRETEET,

vlan ID [ secondary vian range ]
novlan [ secondary vlan_range ]

BXDEREA

aAavv R FI4ILE

aAvU R E—F

id 1 ~ 4094 OFPFHOEH AFET L £, VLANID 2%, B EINTWDB AL v
FTTRINTWELORHY E9, i >NTE, A v TFDO~v=2T )V
ZHERLTLSEE N,

secondary

(A7 ar) 1 2FERIFEEDOE S %) VLAN & L £3, vian_idid,
vlan_range

1 ~ 4094 OFEFLTT, VLANID IZiE, # SN TWD AL v FTTRENT
WAHBEDONRBHY ET, FEMCONWTIE, A v FDO~=aT LESRLTLE
éb\o

v h &) VLAN IE,  GEGET HHPHICONT) A=A, Ao~ BLY
o aTRYHZENTEET, ASAITELI LV F Y VLANTRT 7 (w7
EZETAHE FON T T 4w I BT T A~ VLANIZ~w Y 7 LET,

T 7 4V h OEBHEREIZH Y TR AL

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARVEE— |T7AT74—ILE—F TF2UT4a0TFRE
K
=Ty kF |FSVART | DUT)L < ILF
LYk —
AVTHFRE | VAT LA
A HE—Tx o P o St . 5tk .
=
Fal—ig
v

avy FERE

Ju— EEAE

7.01)  Zoa<wr R, intefacea~ 2 FOF—U— Wb A L Z—T A A T 4
Xl —TaryEF—Rpavwy NIZEFEEINE LT,




vian (1258—72z42) |}

Jy— EEAE
S

9.52)  secondary ¥—VU— K2MBMESHE Lz,

EREDAARZA4

3l

1OD7F 4~V VLAN & 1 DE 723D H %) VLAN ZRETEEJ, ASAlTtH
VHUVLAN TG 74 v 7 25T 5HE, Thhae 774~ VLANIZv Y LET, bT
T4 IR TA L E =T oA AEBRT DL, KT A ¥ —7 A AT VLANID 234%
gL/ FE9, VLANID 2L FE 457202 no A7 a Tl VLANID ZHIERd 2 3%
HYFEFA, BIOVLANID #f8E L Cvlan 2=~ RE AT B L, ASAIZL » THWID A
EEINET, VARLLWOMOED XY VLAN ZHIBRT 5121%, no =~ R&EH
L CHIBRT 5 VLAN OFH% U A RT 52 ENTEET, UA NI VLAN O A% BRI
MR T&E £4, =& 21T, #FEND 150 VLAN #HIBT 5 2 13 TE 8 A,

YTA U H—=T 2 A A A F—T /I T BHIZIE. noshutdown =< > R&fEH L TRl o &% —
T2 A A A RX—TNVITEIRERSYET, VT A 0 F—T oA A% A FX—TNMIT DY
B BEIX WA =T A RE R NT T 4y VBB LRVWE I LET, ZhiE, B
AVHE =T oA AFE T2 LTy FEBBIEL2DTY, LEB->T, A ¥ —T=A R
BEIET D ko TS v X —T = A AN LTZ R T 7 4 v/ Ol EIET 5 2 L1

TEFEEA, RPOVIT, namef =2~ REEFERTHZLITE-T, N T 70 v 7 BYEHA
B —T A ABBLRNEIICLET, WA X —T A ATH 772 L v M & iEiE S
HAHEAIL, B EBY namef a2~ RERETEET,

YT E—T 2 ADBKEIL, 77 v b 74— XoTEARVES, YTy F 74 —4
TEDYTA A —T 2 ADEKRIICHOWTIE, CLIZ 7 fFalb— g A RasR
LTLEE,

WIZ, VLAN 101 2T A v B —T = ZZE Y B THHE R LUFET,

ciscoasa(config)# interface gigabitethernet0/0.1
ciscoasa(config-subif)# wvlan 101

ciscoasa(config-subif)# nameif dmzl

ciscoasa (config-subif) # security-level 50
ciscoasa(config-subif)# ip address 10.1.2.1 255.255.255.0
ciscoasa(config-subif)# no shutdown

KIZ, VLAN % 102 [IZEET 562~ L ET,

ciscoasa (config)# show running-config interface
gigabitethernet0/0.1
interface GigabitEthernet0/0.1

vlan 101

nameif dmzl

security-level 50

ip address 10.1.2.1 255.255.255.0
ciscoasa(config)# interface gigabitethernet0/0.1
ciscoasa(config-interface)# wvlan 102
ciscoasa(config)# show running-config interface
gigabitethernet0/0.1
interface GigabitEthernet0/0.1

vlan 102




B v 25—z 102

nameif dmzl
security-level 50
ip address 10.1.2.1 255.255.255.0

Wiz, —EDOEH L Z Y VLAN % VLAN 200 (2~ ~ 73 A% R LET,

interface gigabitethernet 0/6.200
vlan 200 secondary 500 503 600-700

wIiZ, VAR BEDZ Y VLAN 503 #HIBRT 562~ L ET,

no vlan 200 secondary 503

show running-config interface gigabitethernet0/6.200
|

interface GigabitEthernet0/6.200

vlan 200 secondary 500 600-700

no nameif

no security-level

no ip address

RIZ, Catalyst 6500 TED XL I IZ VLAN v > BV I BERET 200 E R LET, / —
R % PVLANS |28t 7~ 5 HIEIZ DWW TiX, Catalyst 6500 DFEEHN A REZRL T2
W,

ASA DERTE

interface GigabitEthernetl/1
description Connected to Switch GigabitEthernetl/5
no nameif
no security-level
no ip address
no shutdown
|
interface GigabitEthernetl/1.70
vlan 70 secondary 71 72
nameif vlan mapl
security-level 50
ip address 10.11.1.2 255.255.255.0
no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level 0
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 D 5% 7

vlan 70
private-vlan primary
private-vlan association 71-72
!
vlan 71
private-vlan community
!

vlan 72



vian (1258—72z42) |}

private-vlan isolated
|
interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
switchport mode trunk

BEa~Y

~

> >

avw vk SR BA

allocate-interface A H =T 2 A ABIOYTA =T = f A Fa2 T4
AT HRAMIEID Y TET,

interface A B =T A AEREL, A F—T A AALT 4 Xal—
vay E—RFERHBLET,

show running-configinterface| ( o % —7 = 4 ZOBMIED L 7 4 X2 b — a L a2 FERLE
‘é—O




. vpdn group

vpdn group

VPDN 7/ —7 %R E T2 1IMRE L, PPPoE 7 74 7 M aARET 212X, Zm—rUL 3
T4 F¥al—varET—RTvpdngroup 2~ REFEALET, a7 4 Falb—varn
LI N—TRY —FHIERTHI2E, Zoa<wr Ron BN EsfEHLET,

vpdn group group_name { localname username |request dialout pppoe| ppp authentication { chap

| mschap | pap } }

no vpdn group group_name { localname name | request dialout pppoe | ppp authentication { chap

| mschap | pap } }

\}

(GX)  PPPoEIE, ASA TV =— /LA —R—5HELTWVWBHAE, Flld~LFarTHFAME—F
R TUART LY b E— RTRYAR— b ENFEHA, PPPERVHR—FINDHDIE, 7 x—

A —NR—%HEL TR, YT E—R, L—F v K E— FOBEEEITTE,

B DEREA

localname username

2 — Y=L EFRFEDT=HIZ VPDN 7 /L—7|2 ) > 7 L, vpdn username
vy RCRESNTARTERET OIHENH Y £,

ppp
authentication{chap

| mschap | pap}}

KAV WY —FRA 2 s 7Fa han (PPP) ik v Fa L& EE

T, Windows 7 AT > "DEAYALT v 7 %y U — 75&711?%1%?@
LT, T 2372 b=/ (PAP. CHAP. £721XMS-CHAP) %45
ETEET, 77472 b THRELEZRER. tﬂ%;)?47’7"54’7
VATHRTOIHRELE B LTV DAIMERHY 7, /AT — NFEIEY

o k=L (PAP) 2925 &, PPP B 7T AICRAETE £4°, PAP
X, RRAMFERIT2—Y -2 EZ 7 VT THRANTCELET, FrL v
DN Ry oA VS e F 3L (CHAP) Z{EH+% &, PPP BT
i, 77 BA Y —=NR=LO@EICL > TRIET 7B A ZHIETE £97,
MS-CHAP X Microsoft it ® CHAP T3, PIX Firewall Ti%, MS-CHAP
N=2a 1 OHEFR—FInEzT (RN=Ta 20T R—-brahvE
*+A) ,

RANTRIAET B F A LPEE SN TWRNERIE, 207 4 Fal—
3 > T ppp authentication 47" g U EFRE L72WV T 7230,

request dialout
pppoe

A YNT U K PPPoE ERAZFFAT5HZ L E2RELET,

vpdn group
group_name

VPDN 7 /L — 7 D4R ZHEE L £,

aAvY R TFI4ILE

77 4V hOEEREIZH Y EE A,

O R E—F

—

ROKIZ, a3~ P ANNTELHE—FaRLET,



vpdn group .

ARV KE— | TF7AT7 2+ —ILE—F t¥al)T432TFRb
K
IL—TFTv K FSUART (VUL <ILF
LYk
AVTFXRARM | VAT A
Za—sN)L 3 o S — o G — -
Y7 4%
Lr—g v

avy FERE

JU— EERE
S

72(1) Zoa~wr RRBMERE LR,

9.0(1) =i FarTXAFET— ROV R—FRBMSNELE,

FEREDHA FS14 Y

N—=F )V 774 _X—=F v hT—2 (VPDN) (I, VE— K XA Y NA Y 2—H—LTF
AR—F Ry U=V BOERBEORA o MY —RA v M 21T 572D ] L E 7,
X2 VT4 TTTAT A LEOVDPN Tk, LA Y2 x> 7 HifD PPPoE ZfEfH L
T VE—ha2—P =057V w7 Xy NV—IRHADTITA RXR—F Xy hT =7 ~DF
AYNLVT w7 Fy NI — PG AL LET,

PPPoE L. Point-to-Point Protocol (PPP) over Ethernet T4, PPP I, IP. IPX. ARAZR EFD R v
Y —2 7 e b a/LTEMET A LD IZERFINTWET, PPPIZIE., EX=2UT 4 A =X
2 & LT CHAP & PAP HHAAEN TVET,

PPPOE 4§t Dt v 3 a V& &3 5 121%, show vpdn session pppoe =~ & RZfEH L £
T, AT 4 X2l —varnbT_RTOvpdngroup 2~ REHIBRL T, 9XCTOT 7T 4
772 L2TP k> RV & PPPoE k> /L% 15 1ET 5121%, clear configurevpdn group =2~ > R %
fEFI L E 7, clear configurevpdnusername =2~ RNk, 207 4 X2 b —3 3 N5 3T
@ vpdn username =~ > R&HIFR L £,

PPPoE X PPP % 7 7 Ak d B 7=, PPPoE (X PPP i L C. FFER LUV VPN ko A
TEMELTWD 7 T4 T By a3 % ECPHEREE CCPREREZFHATLE T, &6
\Z, PPPIZE > TPPPoEIZIP 7 RLAREIY ¥ TH5 7%, PPPoE & DHCP Off XY
A—hShEHA,

A\

(GE)  PPPoE |Z VPDN Z /L — 7 MNERE SN TWRWES . PPPoE 132 S,  TX 8 A,

PPPoE |ZfE 1§~ % VPDN 7 /L — 7% £ T %5 IZ1%, vpdngroup group_namerequest dialout pppoe
avy REFEHLES, KIS, AV F—T 2 X a7 4 Fal— 3 E— T pppoe
client vpdn group =~ > K% LC, VPDN Z V—7 %4 EDA ¥ —7 = A A D PPPoE
747 v MCBEA T £,




. vpdn group

ISP NFEGEAR B3Rk L TV B 3A 1. vpdn group group_name ppp authentication {chap | mschap |
pap} a<w K %fﬁgiﬁ LT, ISP 7:&%;% éS%LZSnutx 7a :lﬂ/%ffg%R,L/§Z7ro

ISP (2 &> THIV Y THNTm2——4 % VPDN 7 /L— 71 ZBEATT 5 121E, vpdn group
group_name localname username =1~ > K& {# H L 97,

PPPOE il D —H —4 L /SR T — ROT 2B 5 (21%, vpdn username username
password password =~ > K& LE£3, =—W¥—4(%. PPPoE (Zf§/E L7= VPDN 7/ /L—7
T CICBEEA T DN T2 — =L T HHERH Y 7,

\}

GEX) ISP TCHAP £7-1IMS-CHAP MEH EN TV EHAE., 22— —ZITVE—F AT o4, /3
AT —RIZCHAP v —7 Ly FEFEENDZ ERH Y £7,

PPPoE 7 7 A 7 > NMEREIZT 7 4 /L N TA 772> T\ 572, VPDN OF%E%., ip address
if_name pppoe [setroute] =2~ > K% {# H L T PPPoE % A *— 7 /L{Z L £ 7, setroute =7 =
VERETDE, T T AN = EBFEIELRWVEAICT 7 4V b b— FAMER SR E T,

PPPOE DR ERTIZ, ¥X 2 VT4 T I7A TV AITBETDHPPPOET /A a2tk b
L—Z %L F9, PPPOE BN IEFK T ERITEREERTIHE. ASAIT@BETIHLWT
IR arvbEry hL—2EELET,

KD ip address =~ > FiX, PPPoE & v a3 » ORIAREICHEH LT &, AT %
L. PPPOEE v a UK TLET,

- ip addressoutsidepppoe: 2D =2~ Ri&, HTLWPPPoE v v a V&AL LD & 95
72D TY,

e ipaddressoutsidedhcp : 2Dz~ Rk, A ¥ —7 = A A% D DHCP &% E % B59 %
ECAVE—T 2 A RET 4 B—=TMIT D728 TT,

« ip address outside addressnetmask : — D <> R, EfFICHEb SN 2 —7 =4
ALLTAVE =T =2 A REISED72DTT,

#l &IZ, VDPN 7' /L—= telecommuters % {Ef% L. PPPoE 7 7 A 7 > F &% E 9 5 Bl &R
LET,

ciscoasa(config) # vpdn group telecommuters request dialout pppoe
ciscoasa(config)# vpdn group telecommuters localname userl
ciscoasa(config) # vpdn group telecommuters ppp authentication pap
ciscoasa(config)# vpdn username userl password testl
ciscoasa(config)# interface GigabitEthernet 0/1

(

ciscoasa(config-subif)# ip address pppoe setroute

BEEavT R avw Uk Bz

clear configurevpdngroup |4 _T?D vpdngroup 2I~¥> R&E L 7 4 Fa b—3 3 b
PRLET,




vpdn group .

avyk BL)]

clear configurevpdn username | -4-~=-C® vpdn username 2~ > K& 327 4 X2 L—3 3 )
HHIERL £,

show vpdn group group_name | VPDN 7 /L — 7D 2> 7 4 X2l —3 a v 2 FERLET,

vpdn username PPPOE ##5¢ i D . — ' —4, L /XA T — ROAT ZAERR L £77,




. vpdn username

vpdn username

PPPoE#fit HH D —H—4 L XA T — ROXT ZAERRT 5121, /r— b ar 7 4 Falb—
var ET— R Tvpdnusername =~ > R&2MH L £,

vpdn username username passwor d password [ store-local ]
no vpdn username username passwor d password [ store-local ]

N

GE)  PPPoEIZ, ASA T7 = — /LA —R_—%HTLTWHES., FHiE~vLFa T2 hE—FR
RNNT AT L M E— R TR AR—FSEE A, PPPOERYR—FEINDHDIE, 7=—
NF—N—FBEL TN, VTN ET—FR, L—Fv FE— FOBEEFITTT,

BX DA

password XA U — R&fRE L 7,

dgoredocal = —H—4 L RAT—RE2EXa2 VT 4 TF T4 7T A LD NVRAM ORI 724
PR F L E£7, Auto Update Server 75 clear config 2~ R&tEX 2T 4 777
AT URTHEL, Bmrtrsns &, ¥X=2 U7 1 77T 47 AIENVRAM
MHA—P =L NRAT— R, 727 8A arky FL—2IZx LTH
PRETCE £,

username - ——4 2 HEE L £7,

aAavU R FI4ILE

T 7 3V b OEWEREIZH Y A, HEHEOTA RT A4 2BRL TSN,

WDORIZ, a2 REANTEDLE—FE2RLET,

aAvU R E—F
ARV RFE— | T7AT7I24+4—ILE—F FxalTF4a20TEFRE
K
=Ty K FSURRT (VU TL TILF
Lk
AVTHFRE | VAT LA
Za—sNL o o St — o G — -
74X =
Lr—g
avy FERE Jy— ZEHAR

72(1)  Zoawr R™EMEHELE.

9.01) =nFarFXFALE—FROYR—FIREMNENELE,




vpdn username .

FEREDHA K54 VPDN—HF—%(E, vpdngroup group_namelocalnameusername = v & R CHEE S 4172 VPDN
IN—TIZFTICEEN T 6N TV D 2= —LAICT DRERDH Y £7,

3l

clear configurevpdnusername 2~ > Kif, 2> 7 4 ¥ = L—3 3 05§ TC O vpdn username

o< REHIBRLET,

Wiz, 73A T — K78 telecommuter9/8 @ bob_smith & V9 VPDN = —H —4 Z{Epk 1 %

Bz R L ET,

ciscoasa(config)# vpdn username bob_smith password telecommuter9/8

BEav> R

avU kR

B8

clear configure vpdn group

T_TOvpdngroup 2~ > K& 7 4 FXalb—varnb
HiIbR L £

clear configurevpdn username| 4~~~ To vpdnusername =~ > K& a7 4 ¥ 2 L—3 3 L »

HHIBEL E,
show vpdn group VPDN /' —7Dar 7 Fal—arrRzRrLUET,
vpdn group VPDN 7 L —7ZAE L, PPPoEZ 54 7 > F &R ELE£T,




. vpn-access-hours

vpn-access-hours

TN—TRY ¥ — % FREFH time-range 78 U ¥ —(ZBEAHT 5121, I A—T KU v— av
T4 X2 lb—rarE—RERF—Y 4 a7 4 F=b— g F— KT vpn-access-hours
g FEEHALET, FTar 74X alb—arhbZoBHalkRTsIcE. Zoa<
YROnEXEEHALET, ZoFTvarEHERATLE MO T A—T KY =0 b
time-range i & /K T £9, EAHMK S22 X 5123 %I2i%, vpn-access-hoursnone =2~
YREEHLES,

vpn-access hoursvalue { time-range } | none
no vpn-access hours

BX DA none VPN 7 7 & AB§E & X UEIZERE LT, time-range AR U > —ZFFr[ L2V 92 L
FT. TIANIDITN—T R U—FIFHESNTNWD =T R —in
DIEZMALRNE I LET,

timerange 3 E i A OIRFIEEIAAR U o — DA mT A HE L £,

avYRFIHL AIRZRL,

aAvY R E—F WDOFRIZ, a2 REANTEDLE—FRERLET,
ARVKE— |T7A4T7 24— ILE—F X2 T4 0TFRb
K
=Ty K FSUART (VT L TILF
Lk
AVTEREN (VAT LA
TN—7 R o %It — o 3fhis — —
—arv7g
X2l —Ig
N
a—W—4a o 3f It — o 3f It — —
7 4K
Lr—g
avy FER Jy— ZEHAR
3

7.01) Zoo<wr RFRBMEnELE

i RIZ, FirstGroup &9 7 /L—7 7R 2 —% 824 L) time-range 7~ U > —(Z B}
FoOEERLET,




ciscoasa
(config) #

vpn-access-hours .

group-policy FirstGroup attributes

ciscoasa

(config-group-policy) #
vpn-access-hours 824

BEav> K

av k| EEA
timerange| x> NV —27 127 7 ¥ AT HAL | BORMAZRELET (BHBA LK THE

ate)




. vpn-addr-assign

vpn-addr-assign

IPv4 7 RLAZBVE—KNT I BRI ITA4T 2 MIEID Y THRHFEEZRETHIZIE. ZFe—nN
w:/74élv%°a/%%hfmmwmawmzv/b%ﬁﬁbiﬁo3/74%:
L—a U EEERZHIBRT AL, Zoavr RonoAN—Ya VEEHLET, REIN
Twéww7FVX@@DéTﬁ&%A%ﬁ%?ATMW?é X, Bl LT, Zmoaw
Y RO noAEFEHALET,

vpn-addr-assign { aaa|dhcp |local [ reuse-delay delay ]}
no vpn-addr-assign { aaa | dhcp | local [ reuse-delay delay ]}

B DEREA

AU R TIHIE

ATV R E—F

aaa AEBETNINEE (m—H1) AAAFRGEY— =025 IPv4 7 KL A& 24
TET,

dhcp DHCP RHITIP 7 RLAZESE L 7,

local AMA_mﬁéﬂT%éWTFVX7%Wﬂ%W7FVX%ﬂ@éTT k
IV TN — I BT £,

reuse-delay RIRENTZIPT RL A ZEHAHT 5 % CORIERG, f5ETE 2%MIT0~

delay 480 55T+, T AL MI0 Fa—T ) TF,

77 AV OEIERIELDH D EE A

ROFIZ, a~ P2 ANTELE—RERLET,

ARV KRE— [I7A4T7YE—LE—F  |EF2UF AVTFERE

" =Tk FSURRT (DT TILF
LYk
AVTHFRAR | VRTL
Jua—N)L a o Xhts — o %It o XI5 _
V7 4 ¥
L—ya

avy FERE

Jy— EEAE
A

7.01)  Zoawr RBEMEHELE,

8.0(3)  reuse-delay A7 3 ANBMENE LT,

95Q2) =AFarFFRhE—ROYR— NN BEHNESNE LT,

9.0(1) ~AFarTFFANE—ROFE— FNBEMSHE LT,




vpn-addr-assign .

FEREEDHA K54 DHCP ZERT 25:51%, dhep-network-scope =~ > RZAfi il L T, DHCP ¥ — "—73#E I C©

ELHIP7 FLAOFAGERT D2MLERH Y £9, DHCP ——2HHTLHIP 7 L A%
FEET HITi%. dhep-server A~ REHEHATILERH Y 7,

0— B VARG 584 1%, ip-local-pool =~ RZEH LT, EHT5IPT KL ADHH%
EFETLHMLELH Y 9, KIZ, vpn-framed-ip-address =~ > K & vpn-framed-netmask =2~
VREMEHLTC, IPT RLRERy b A7 Zfllx D2 —H—ZH0 Y TET,

n—Hh )V T EHT H5A1E. reuse-delay delay 47> a U AHEHA LT, f@Sni=1P 7
RUAZ AT 2 £ TORIERMZHRE L ET, BERFHEZREST5EL, IPT FLART—
SRS TRIEIZHED Y CTEIND EXICT 7 A T U+ — IV THRAET D AMREMENH 5 HEE
EhEECE £,

AAA ZEIRT LA, BEFHDONTNAHND RADIUS — =5 1P 7 FLAZEIG L
j—O

fl WiT. 7 KL AEID HCHik L LC DHCP & iiET 2 Hl% % L £,
ciscoasa
(config) #
vpn-addr-assign dhcp

E&Ea< U F avo kR BT

dhcp-network-scope | ASADHCP #—/N—NR 7 L —TFRY o —Da—HF—(27 KL A ZE Y
MTAEDIZHERTAIP 7T FL20#EEEIEE L £,

ip-local-pool B—H/NVIPT KL A F— LB LET,
ipv6-addr-assign VE—RT 7R IZITAT 2 MIIPV6 7 KL AZEY Y TEHiEE
fRELET,

vpn-framed-ip-address | #5E D 2 — ' —(ZEV B THIP 7 RL A ZIFE L E£7,

vpn-framed-ip-netmask | s E D — P —(ZEIV B TEH Ry h~ A7 ZHEELET,




. vpn-mode

vpn-mode

7 T AZIZVPNE— RERETHIZIE, V7 TAZ I N—TF a7 4Fal—varE—RKT
vpn-mode =~ > R&MEH LET, vpn-mode D2 F AKX Y v 7 a~vy RE{fEHATH &, FEE
TR — N OB E— RE2UIV X5 N TEET, VPNE— K2 U ®y b9 51
E, Zoa<r FonBREHEHLET, CLIONRNYy 77 v 7 A7 a2+ sL, &
HIX VPN By v a ORI 7y FERO ¥ —UIHERT 200 E ) D EFRETEET,
Zoavy FOn BXEHHTS & REIEXT 740 MEICEY 9,

vpn-mode [ centralized | distributed ] [ backup { flat | remote-chassis } ]
[ no ] vpn-mode [ centralized | distributed { flat | remote-chassis } ]

ARV RFIANLL T 7ANBPOVPNE— NIEPRTE, TT74V DN 7T v TIT7 T v b TE,

X DA centralized VPNt v g U IEFEHEIN, VTRAF v AX— 2=y N TORFEITEN
3

distributed VPNt v a3, 7 TRAZDA L AN—ZHhHENET,

flat Ny T o7 Byaidd, 7JIT7AZOMD AL R—IZEY Y THRET,

remotechasss N 77 vy g i, BOY v — DA AR—ZED Y THENET,

avU R E—F KOKIZ, a~v FEANTELE—FERLET,

ARV RE— | T7AT 24— ILE—F EXa2UTA4aVTHRRE

R

V=T k | rSVRART |V T)L TILF
LYk
AVTHFRAR |[VRATL

7 T A B HERK o fIt o I . i _ .
av Y RER Jy— FTEAR

A

9.9(1)  Zomwr RASEMERE LT,

FRLEOHA KRSy 77 bR T 7 EF—=RTHE MDI TAZ AN=ZAZ NS, By a VLS
NET, UL, 2—F =37 L — FEEPOREINE TN, vy — VEEOREITLR
RESIVER A
VE—hy— Ny T w7 T—=RTIE, ZIT7AXHDOBDY ¥ — DAL IN— T AK
Ny varPELSnNET, kD, 2—F =37 v —FEEL vy — U EEOMW
MOREINET,




vpn-mode .

VE— Py —VRHE—O Yy —VERE (BROICHERSNZLOE-XEEORKR) TRk
SNTWDAEA, oYY —U DA SN2 E TRy 7 7 v FIIER S E R A,

!l
ciscoasa (cfg-cluster)# vpn-mode distributed
Return the backup strategy of a distributed VPN cluster to default:
no vpn-mode distributed backup

BEa< >R avo kR BrLL]

cluster group 0T AZ TN—T DRECATNET,

show cluster vpn-sessiondb distribution | 7 5 2% A NN—OT 7547 By ar by y
Ty Ty varOhfitF R LET,




. vpnclient connect

vpnclient connect

B IE W AP — 73—~ Easy VPN Remote #fE DL A 74T HI1TIE, Zu— b a7 ¥ o
L — = %E— KTvpnclient connect =~ > R&EMHHALET,

vpnclient connect

ATV RFEIFIR T 7ANNOEEREITH Y EEA,

aAavy R E—FK ROFIZ, a~v FEAN)TEDLE—FEZRLET,

ARVEE— |T7ATI74—ILE—F X2 T4aVTEREL

K

=Ty K ESURRT (VUL TILF
Lk
AVFFRbE | VRTL

7a—N)L a o Xt ha — o Gt - -

V7 4 ¥

Lr—g3

K¢ i EXEC o Xfhia — o 3fhis — —
avy FER J)— ZEERNE

z

72(1)  Zoa<wr RRNBMENnE LR,

FEREDHA KS4y DI~ R, Easy VPNRemote N— R =7 7 FA4 7 F& LTEEL TS ASA (VU
U—2A72(1)~ 92 #5179 5 ASA 5505, U U —295(1) LABE%# 5479 % ASA 5506 £ 7-1%
5508 EF L) IZOBBEHENET,

B WIZ, X EW # EasyVPN H—/N—~ Easy VPN U & — MMEGOMEST 207 5 6l %
%Lij‘o
ciscoasa
(config) #

vpnclient connect
ciscoasa
(config) #




vpnclient enable .

vpnclient enable

Easy VPN Remote #§AE% 1 F—7 /WZT D121, Zue—L a7 4Falb—r gy E—F
Tvpnclientenable =~ > K&l L %7, Easy VPNRemote #fE% 7 + & —7 /2T 51213,
Zoawry FonoBERNEERALET,

vpnclient enable
no vpnclient enable

ARV R FI4IA L T AN FOBERLHEIZH Y EE AL

avy R E—F WDOFIZ, a~r REANTELHE—RERLET,
OAY 2 RE— | T7AT774—ILE—F Xa)F4aVTFXE
k
=Ty K FSURRT (VU TL TILF
Lk
AVTERE | VAT LA
Ja—s)r a o % — o St — —
V74K
Lr—3
avy FERE Jy— ZEHAR
R

72(1)  Zoa<wr RRBEMENnELE,

EELEOHA KS4> O~ RiE, Easy VPNRemote N— R =7 7747 M & LTEIEL TV S ASA (U
U—Z72(1)~92 %F179 %5 ASA 5505, U U—R 9.5(1) LAREZ 3179 5 ASA 5506 £ 721X
5508 7 /L) IZOAEHINET,

vpnclient enable =~ > K& AJJ T 5 & HAR— bk Zi1H ASA 1% Easy VPN Remote /~— K7 =
TIIAT U RE LTHERELET,

Bl 17, Easy VPN Remote KéE% 1 % — 7 T+ Bl %05 L £,

ciscoasa
(config) #
vpnclient enable
ciscoasa
(config) #

RIZ, Easy VPN Remote irE4 7 + £t —7 MICT D02~ L ET,

ciscoasa
(config) #




. vpnclient enable

no

vpnclient enable
ciscoasa
(config) #



vpnclient ipsec-over-tcp .

vpnclient ipsec-over-tcp

Easy VPNRemote N— R =7 7 547 M & LTEIEL TWA ASA %2, TCP %7 7 & /L1t IPsec
AHEMT D EHICHRET AL, Fe— UL ary 7 ¥ a2 L—3i g F— R Tvpnclient
ipsec-over-tcp I~ > R&EH LET, FT7ar 74 Xab—3aunb ZOBELZEIGRT 512
i, Zoa<wr FonoBEXEFEHALET,

vpnclient ipsec-over-tcp [ port tcp_port ]
no vpnclient ipsec-over-tcp

B DEREA

AR R TFIHILE

avU R E—F

port (EE) BEOR— 2RI Lo ICmELET,

tppot  (port F¥—V— REFRET HHAIINAE) TCP I 7/ b IPsec kv MR T 5
TCP AR— FEZEHEEL LT,

g~y RTHR— FEFZ24RE LRWE4E . Easy VPN Remote 855t Tld, AR— b 10000 23 &
nEJ,

WDFRIZ, a~vr REANTEHE—RERLET,

ARV KE— | T7A4T7 24— ILE—F tFXaVT4a2TFR b
k
=Ty K FSURRT (VT TILF
LYk
AVTFFRAR [VYRTFLA
Ja—)L 3 o it — o fIt — -
Y7 4%
L—yg

avy FERE

EREDAARZA

JU— EERR
A

72(1)  Zoa<wr RRBMEnE LA,

Z®O=a~ 2 RiL, Easy VPNRemote N"— RV =7 7747 FE LTEMEL TS ASA (U
U — % 7.2(1) ~ 9.2 #FFTH % ASA 5505, U U — 2 9.5(1) LA & F4T4 % ASA 5506 F7-1%
5508 7 /L) IZOAHEM SET,

7 7 4/ N TIX, Basy VPN 7 7 A 7 > b L UMW —/3—|%, IPsec % User Datagram Protocol
(UDP) 7y M7 vMELET, —EORE FEDT 7 A4 T U4 — /L )L—)LHBRIE S
NTNWDEREER YY) £7I1ENAT 7/314 AR PAT 7 /34 A TlE, UDP il C& £ A, TD
X O RBECEED D T bt F 2T 4 a b= (ESP, v h=aL50) £7003A v
H—F v hF—x7 AF Y (IKE, UDP500) #fEHT 25121, TCP 7~/ v FNIZ IPsec
EANTEMELTEXR 2T R MRV T A R=TMIT DRI TAT v b P ——

" e



. vpnclient ipsec-over-tcp

3l

FHRELET, 7272 L., UDP BNFFA] SN TUWABREE Tlid. IPsec over TCP 5% E9 5 & A%/
F—rimsy ROSFA LT,

TCP 4 7 E AL IPsec 5 L D ICASAZRET AL, koo~ K2 A LT, 4+
WAL H =T 2 A AN L TRERNNry FEEETEDLLIICLET,

ciscoasa (config) # crypto ipsec df-bit clear-df outside
ciscoasa(config) #

Z®a~<y KX, Don'tFragment (DF) Bv h& W 7Fwfbasiic~y X —nH 27 V7 LET,

DF By ME, N7y hZWh (L TELNE I DERETHIP~y X —NOE Y hTT, ZD
avy REMHTSE, Basy VPN N—RD =7 77472 MEIMTIU A4 XX HRE VR
7y NEFETEET,

Wz, T 74/ b A— bk 10000 ZfEH LT TCP & 7 &4k IPsec ZfEHT 5 X 9T
Easy VPN Remote N— KU =7 7 AT NeBREL, INBA X —T A A% L
TRERNRF Y PR ETEL LT 20 E2RLET,

ciscoasa

(config) #

vpnclient ipsec-over-tcp

ciscoasa (config)# crypto ipsec df-bit clear-df outside
ciscoasa

(config) #

Wiz, A—k 10501 2 LT TCP » 7 &AL IPsec %13 % KL 9 |2 Easy VPN
Remote /N~ KDV =7 7 7 AT hEHREL, A v X —T = A A% L TRE RN
Ty NERETEXL LT 5012 LET,

ciscoasa

(confiqg) #

vpnclient ipsec-over-tcp port 10501

ciscoasa(config)# crypto ipsec df-bit clear-df outside
ciscoasa

(config) #



vpnclient mac-exempt .

vpnclient mac-exempt

Easy VPN Remote #£#t DI ZIZ & 57 /3 A A%t L TE % O =2 — W —BEEEAF A2 bR T 512
X, Ze—rUL a7 4 X o b—3 g 2 F— KT vpnclient mac-exempt =~ > & L $
T, ETar7 4 Xab—rarnb ZORELHIRT 2121E, Z0oa~y RO no JERAE 8
HALET,

vpnclient mac-exempt mac_addr_1mac_mask 1 [ mac addr_2mac mask 2..mac_addr nmac_mask n
]
no vpnclient mac-exempt

X DEHH mec addr 1 | M & 16HERTLDOMACT KL A, flx Do—P—FAL & 5bkd 55 /34 %
DELGEREZ LV VT NANEFEGERELET, 7 APREHOGEIL, A=A T
KE) 724 MACT RLALENENDR Y NU—7 < X7 ZfELET,

MAC 7 RL ZADEFID 6 LFILT A ADOREEEZHAI L. HBD 6 XTI
VIUTNEETT, &EDO24E Y MI, 2=y FDO 16 EEXDO Y TALEET
ﬁ—o

mec mesk 1 )59 % MAC 7 RLAD Ry hU—27 v X7, AN—ZEHFHA LT, v b

U—0 2 A7 . BIXOEEOMACT RLAL Xy NT—7 < A7 DT % X
D E9,

ATV R FI4NN T AN NOBEERMEITH Y A,

avy R E—FK ROFIZ, a~v R ANTELE—FEZRLET,
aAX 2 RE— | T7AT7I94—ILE—F tXa)FoaUTFEREb
k
IL—TvF FSURRT (VU TL T ILF
LYk
AVTFFRAR |[VRTA
7 a—)L a3 o 5 — o 3fhis - -
V7 4F =
Lr—g
avy FERE Jy— ZEEAR
z

121) Zoawr R3BEMEShE L,

EELEOHA KS4> O~ RiE, Basy VPNRemote N— RV =7 7747 M & LTEIfEL TV D ASA (U
U—2Z72(1)~92 %FE1T79 % ASA 5505, U U—R 9.5(1) LAREZ 3179 5 ASA 5506 F7=1%
5508 7 /L) ICOHEH EET,

| " e



. vpnclient mac-exempt

GwﬂWMm\ﬁﬁ77ﬁXf4VF TN EZIREDTNA AL, BIEEFETTE R0z

EE D=y FRRFENA X =T IR0 TV D H/ATHRGESNE A, fx D=z —H—
quZIM'Z\ TN TVDBEEIE, Z0a~vr FEfEHLTINLDOT A ADFEFEE 7
%T%iﬁo?n4xuﬂﬁéﬁﬁ@n—# FREDOFPRIT, [T, ARARL— | L HIF
EhET,

ZDavwr RTE, MACT RLRESZA 7L, 320 16 R AZE Y A R TRYU> THREL F
T, 7ol X, MAC ¥ A7 fiftffff.fff 1L, FHEEL/Z-MACT RL AL DH KL EF, T
THEEOMACY A7, WTFHOMACT KL AL —&LEHA, MAC~ A7 fif.00.0000
X, WMEEENRFRICTHLITRTOT NS A E—FKLET,

N

3l

GE)  ~y Ry RT S A LETHERE SN2 — =GR L O — — X RANRKLE T,
722X, Ay R U RTFRAL RELTDASARDA5HE1E, ZV—7 R —I2if-> TR

DX HIZEE L ET, ciscoasa(config-group-policy)# user-authentication
enableciscoasa(config-group-policy)# ip-phone-bypass enable

Cisco IP Phone |Z1%, BUEZE 1D & LT 00036b AR ESNTWET, L7=B-T, &K
Da<wy R, 5%BINMEN 2 AREMEDY S 2 Cisco IP Phone &5 T4 T ® Cisco IP
Phone Z# %0l L 9,

ciscoasa
(config) #
vpnclient mac-exempt 0003.6b00.0000 f£££f£.££00.0000
ciscoasa
(confiqg) #

WIZ, 1 DOFFED Cisco IP Phone Z%frT A2~ LET, ZOXHIcTH L, &
Fa UT o ldm B UETA, FEMEMELS 720 £9,

ciscoasa
(config) #
vpnclient mac-exempt 0003.6b54.b213 ffff.ffff.ffff
ciscoasa
(config) #



vpnclient management .

vpnclient management

Easy VPN Remote N— R =7 7 A4 7 h~DOEFEBT 72 AHD IPsec b RV EAERKT 2D
ik, Ze—sL a7 X 2 b—3 3 > F— KT vpnclient management =~ > K&/ L
£

vpnclient management tunnel ip_addr_1ip mask 1 [ ip_addr_2ip mask 2...ip_addr_nip_mask n
]
vpnclient management clear

FTar T4 X ab—va b REEHIBRTDI2IE, Zoavr ROonofBXNEHEH LET,
Uk, EEEEH O IPsec b > /LA split-tunnel-policy =2~ > K & split-tunnel-networ k-list
avy Rt CRESINET,

no vpnclient management clear

EX D& clear EEHDON—T 4T EEMLT, FENE Y R =275 Easy VPN 27 74 7 b &L
THEMEL TV D ASA 5505 DA A B —T = A4 A~DERT V& 252424 L E 7,
ZOF T a T, BEH N UORVIIER SN ERE A

GE) ZOFXTvaviEk, II9AThEAL U —Fy FEITNAT T34 AN
MEL TV AEEICERALET,

ipadd’ EasyVPN/N— KD =7 7T A4 7 2 hinbOEEL b U RV EREET DR A N E 2T >
NO—ZDIPT RV A, ZOF%iL, tunnd F—T— &L HIFEHLET, 23—
ATREF 721U EDIPT RLALZNFNDOR Yy NU—F7 v 27 2 ELET,

PMBK ST AIP T RLADR Y hU—F w7 AR—ZABFHLT, Xv NT—27 <
A7 BIXOBREOIPT RLAL Ry hI—7 = A7 OXT 2K £,

tunnel #:N% v b U —2 735 Easy VPN 7 74 7 b & L CEIEL TUW % ASA 5505 D AN
A B =T oA A~DEHT 7 AHH IPsec b R & HBIFICRE L £,

ATV RFIHILL T 7 AN DOBERHEIZH Y H A,

ARV RFE—F WOEIZ, a~v Fe AJTELE—FaRrLET,
OAYURE— | T7AT7I94—ILE—F Xa)TF4aVTEFRE
k
=Tk |FSVART | DUT)L RILF
Lk
AVTEFRE |VRTLA
Jra—)L o o s — o Xt hta — —
V74K 2
Lr—a v




. vpnclient management

avy FNERE J— ZEEARR
S

72(1) Zoa~r RBRBNERELE,

Z@a~< RiX, Easy VPNRemote N— K7 =7 7747 h & LTEIFEL TV 5 ASA (VU
U—RA72(1)~92 %#FEIT79 5 ASA 5505, U U —R95(1) LAKE %5479 % ASA 5506 F7=1%

5508 T V) IZOAEHINET,
ASAS5505 DL T 4 X2l — g RO~y RBREFENTWAZ L AFIHRE LET,

FEREDHA K542

«vpnclient server : E7 ZFE L X7,
svpnclient mode: 7 74 7 > hE— K (PAT) F/oldry NV —27BEE— RERELE

j—o
KOWFTNNTT,
« vpnclient vpngroup : Easy VPN $— /S —TRRIEIZAE T % b o x /L7 v —7 L IKE FHid:
Ax—ZHELET,
- vpnclient trustpoint : FFEICAE 2 RSAGEIFE LT 2 M7 XA FARA » FEfREL E
R

GE) NATTF A RATRET 47 NAT = v BT H2BMLZRTIUE, NAT T34 ZDE#IZH 5D
ASA DT Y w7 T RVARIZIZT 7V EBATXER A,

G arr74Falb—yariZnpprbbd, DHCP ER (EH A vE—U%ET) 1XIPSec b
v EZEFiALER A, vpnclient management tunnel 2 L C%, DHCP ~ 7 7« v 7 IIFFAl &
FHA,

#l WIZ. ASA 5505 DIMIA L —T =4 A TP T KL R &~ 227 OMAAHER
192.168.10.10255.255.255.0 T H AR A h~D IPsec b > X/ E AT 5% R LFET,

ciscoasa

(config) #
vpnclient management tunnel 192.168.10.0 255.255.255.0

ciscoasa
(config) #

WIZ, IPsec ZffiH L 72\ T ASA 5505 DHNERA X —T = A A~DEBRT 7 & A &g
I 2652~ LET,




ciscoasa(config)# vpnclient management clear
ciscoasa (config) #

vpnclient management .




. vpnclient mode

vpnclient mode

7 7AT v ME— RERITHR Y U — 7 HE5EE — N Easy VPN Remote #2f5t & 3¢ & 5 121%.
sa—sNL ary 7 4 X alb— 3 F— KTvpncient mode 2~ > REMHALET, Fira
V74Xl —arnb ZoBNEEIRTAICIE, Zoa~vr FonoBEREEHRLET,

vpnclient mode { client-mode | networ k-extension-mode }
no vpnclient mode

B DEREA

ARV R TIFIE

AR E—F

72747 FE—F (PAT) M7 2 X 92 Easy VPN Remote %
fa i ELET,

client-mode

network-extenson-mode % v kU — 7 §iiEE— K (NEM) % {9 % X 9 (2 Easy VPN Remote
Bl € LE T

T 7 4 v N OEMERMEIZSH W FH AL

ROFIZ, a~ FEANTELHE—FarnLET,

ARV KE— |T7A4T7 04— ILE—F tXaT4a0TFRb

" IL—TvF FSURRT (VT TILF
Lk
AVTHFRE | VAT LA
Ja—s )L o o %F it — o 3fhis — —
V74 F =
Lr—r3

2v Y KRR

FEREDHA RKS4 Y

Jy— EEAE
S

7.2(1) oy RBRBEMENE L,

ZD=a< Rit, Easy VPN Remote N"— RV =7 7747 b & LTEMEL TS ASA (U
U—2Z72(1) ~92 %#F1T79 % ASA 5505, U U—R 9.5(1) LA % FE1T7 5D ASA 5506 F7=1%
5508 7 /L) IZDOHEHEIET,

EasyVPNZ A4 7 ME, 774 7> b= FEEIENEMOWFR O OEEE— R & PR —
FLET, BIfEE—RIZL-> T, B¥EXy FU—7 05 b p/URHATHEAR A b (Easy VPN
II7AT B RIEGEOWNEIARA M) ICTHEFTE D008 20 I_E D £3, Easy VPN 7
TAT Y MUET 740 b B— R0, BEERNICBIEE— FEEET 2L ER DV &
R

« 7747 hE—RTIX, EasyVPNZ 74 7> MME, WEAA B DT XTOD VPN k
T 47K LTAR— T RLUAZH (PAT) #FETLET, ZOFT—KTIE, ~N—F



3l

vpnclient mode .

2T VAT (F74/LFDORECIVNET RLANREY YT HNTWET) DONE
T RUVRAEFIZREA A MITAIP 7T RLUAEBIIVELY FHA, PATIZLY ., {©
¥Ry NT—TMEREFRAR MIIT 7 AT ERFA,

*NEM TliX, W%y hU—27 EOTRTO ) —FBXOWNEA v F—T = A ATEETR Y
NI —2 TNh—T 4 V7 HREZRT RUAREID B THNET, WEAR MZix, ¥Ry
T =706 hFVRATTY 7 EATEET, WERy hU—7 EOFRA MNZIE, 77
T AARERY TRy b IP T RUVAN (RZT 4 v 712, £721ZDHCPIZ L -»T) #|
DETHNET, Xy NT—=JPBRE— FOLAE, PATIZVPN 77 4 v ZIZHEH S
FHEA,

)

(F)  EBasyVPNNN—RU =727 74T FANEMAZFH L, B F U —_— 2L T\ 58
AL, o~y R RT3 AT cryptomap set reverseroute =~ > R&H LT, wWiL—k
HEA RRD (LD VE—F Xy NI DHATI v 7 BHERTELET,

WIZ, 7747 vk F— KD Easy VPN Remote ##i Z# i% €T D02~ L E 7,

ciscoasa
(config) #
vpnclient mode client-mode
ciscoasa
(config) #

WIZ, NEM O Easy VPN Remote #4#5i & 5% €T DB &2~ L E 7,

ciscoasa
(config) #
vpnclient mode network-extension-mode
ciscoasa
(config) #




. vpnclient nem-st-autoconnect

vpnclient nem-st-autoconnect

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

NEMBIOPATY v b bR U U7 RERE STV DEAEIT, IPsecT —HF h L& HENRY
\ZBA%ET 5 & 9 IZ Easy VPN Remote #£ft 2 5 ET 511X, /m— b a7 4Fal—g

S

> &— KT vpnclient nem-st-autoconnect =~ > K& L ET, Ffrar 74 Fal— =
B ZOBMEEEIRT A2, Zoa<wr o no JEREMH L £,

vpnclient nem-st-autoconnect
no vpnclient nem-st-autoconnect

Zoa<wy RIS ELITF—TU—FiEH Y A,
77 4V N OEHEREIZH Y TR AL

ROFIZ, a~v FEANTEHEF—FarRLET,

AV RE— | 747D A—ILE—F ttXxa)F4a0FFR b
k
=Ty K FSUART (VUL TILF
Lk
AVTERE | VRT LA
Ja—/N)L a3 o KHIE — o KPR — —
V74K
Lr—g

2v L FRE

FEREDHA K4V

N)— ZEERE
z

72(1) Zoo<wr RRBMENE LS,

ZMa< RiX, Easy VPNRemote N— KU =7 7547 & LTEIELTWD ASA (U
U—RA72(1)~92 %#FEIT79 5 ASA 5505, U U—R95(1) LAKE %5479 % ASA 5506 £ 7=1%
5508 €7 /L) ICOFEH S AVET,

vpnclient nem-st-autoconnect =~ > K& AJJ 4201, "—RU =7 7747 FDOFR vy b

T — I PRE— RBA X =T VIR TND I AR LET, Xy MU —ZJERE— Rl
AT+sL, "—FUu=7 7747 NI, H—DON—F ¢ VT AR/ R v NYU—72 % VPN h
VENVENLTCYE— T TAR— b Ry N =TI TEES, Psecld. N—FU =7
IIAT NOBERIZHDTTAX—F Ry NT—7 025 ASA DERZICHDL Ry T —27 ~
DT T4 75T _XTHT ML LET, PATIHEAINEYA, LR ->T, ASA DY
BIZHDT NN, AT, N—Ro =TI I7A4 T FOERIZHD., PRV EN LT T A _—
FNE Y NU—7 EOT NS RAZERET 72 ATEET, ZHIE R FEN LIEEEICRY £
T, WOLGAELEEETT, "—RFRUxzT7 77347 MR RV ERBTOMLERSY £,
MRV DT v 7%, WTHORINS THT — X Xzt & 7,



vpnclient nem-st-autoconnect .

\)

() Fv bU—J{EE— K& F—7 V925X 5|2 Easy VPN —"— %R ETIM0HE L H Y F
T, FTOEDIE, IN—T R —ar7 4FX¥a2lb—r 3 EF— RKCTnemenablez~ > K
EHEALET,

Iy MU —=ZHRE—RKTiZ, A7V v b bRV U ITRRESINTWELIEAEZFREE, IPsec
T—H% NN BEEIICEMSE L., REFESNET,

i Wic, 27U v b Py RY L IRBESIE %y b U — 2 HEE— ¢ H B B
9% X 9 (2 Easy VPN Remote ##5i 4 iX &9 o5& Rr L £d, 7 /L—7 7" U  — FirstGroup
DIy b T =T HARET— RNA X —T Mo TWET,

ciscoasa
(config) #
group-policy FirstGroup attributes
ciscoasa
(config-group-policy)
# nem enable
ciscoasa
(config) #
vpnclient nem-st-autoconnect
ciscoasa
(config) #

BEa<w2 R avy |#H

nem N=RUxT 7747 OFy MU —=IHEE— R A X—7 M LET,

FITar 74X ab—raryPoBERZHIRTHIZIE, Zoa<vy KonoBXEEHA L ET,

no vpnclient sercureinterface




. vpnclient server

vpnclient server

Easy VPN Remote #:t D77 4 ~ VB LW B v X U IPsec Vr— N—Z & ET HITIL, Fr—
SNV a7 4 Fab— a3y E— RTvpnclientserver 2~ REFHALET, Efrar 7 g
Xal—rarnbIlOREEZHIRTAICE, Z0a~vry RonBERXEEALET,

vpnclient server ip_primary_address [ ip_secondary address 1 ... ipsecondary address 10 ]
no vpnclient server

XD ip_primary_address 5 = U Easy VPN (IPsec) #—/X—DIP 7 KL A %72 DNS 4,
ASA F7213 VPN 3000 2> &> hL—% o J — X%, Easy VPN #—
N—Lb LTHiETE £,

ip_secondary_address N ({1-&) fx K 105D/ 7 T v 7 Easy VPN —"—D P 7 KL A F
TZIEIDNSA DY A by ZAN—ZAZfEM LT, VA MHNOHAZXEY
ESc

AT RFIAILR T 7 4V F OEBHEEIZH D FH AL

avy R E—FK WROFIZ, a~v FEANTELE—FEZRLET,
ARVKEE— |T7A47 04— ILE—F tXa)T4a2TFRE
K
=Ty K ESUARRT (VUL TILF
LYk
AVTHFRM | VAT A
7a—N)L a o Xt — o Gt - -
V7 4 ¥
L—rg
a3 FEE Y- EENE
2

72(1) Zoawr RRENERELE,

FEHEDHA KS4y DI N, Easy VPNRemote N— K7 =7 7 FA4 7 M & LTEIELTWS ASA (VU
U—2R72(1)~92 ZFE479 5 ASA 5505, U U—A 9.5(1) LAM:Z 4745 ASA 5506 £7-1%
5508 E7/V) ICOHEM S AVET,
Pt fENL T D RN — " —Z R ET HLENRH Y £9, vpndientserver =~ > KTk, IPv4
7 RVA, AHIT—#_X—A F£72EDNS ANV AR— kS, 7 KL RIXZ OIEFF TR X
NEJ,

Y= N—=D P T RLAEEIARA MM EHFEATE ET,




vpnclient server .

Bl WIZ. 401 headend-1 27 K LA 10.10.10.10 [ZB#fF 1), vpnclient server 2~ K%
I LC3 ADH—,3— (headend-dns.example.com (77~ 1Y) | headend-1 (=7
YAU) L BEON192.168.10.10 (B FY) ) EEETLHHERLET,

ciscoasa

(config) #

names

ciscoasa(config)# 10.10.10.10 headend-1

ciscoasa(config)# vpnclient server headend-dns.example.com headend-1 192.168.10.10
ciscoasa(config) #

WIZ, VPN Z FA4T7 2 MZIP T RLZ22310.10.10.15 D75 A = U IPsec ——F &
IP 7 R A28 10.10.10.30 & 192.168.10.45 D& H &) $— \— 53R ET A6 % =
L/i—a—o

ciscoasa
(config) #
vpnclient server 10.10.10.15 10.10.10.30 192.168.10.10
ciscoasa
(config) #




. vpnclient server-certificate

vpnclient server-certificate

FEE~ v I K o THIE SR E OREE 2 57D Basy VPN — S —~ DG O A 252 1T
A% K 92 Easy VPN Remote Hfit 5 £ 9 A%, /7 r— YL ary 74X alb—va v E—
NCvpnclient server-certificate = v > N&MEH L ET, F47a 74 F a2 —arynb o
BHEEIRTAICIZ. 20a~wr RO nBERXEHERLET,

vpnclient server-certificate certmap_name
no vpnclient server-certificate

B DEREA certmap name 5z (7 AU Al6EZR Basy VPN Y — S —REE 2R E 4 2t &~ v 7 OA I &2 6 7E
LET, IRERIE. 64 XFTT,

A<V RFI4)k Easy VPN —R—EHEDO T 4 L Z Y U 71, T 74V M TIET 4 =7 LT,

avy R E—FK WROFIZ, a~v FEANTEDLE—FERLET,
AXVFRFE— | T7AT7I94+—ILE—F tXFxayTF4aVTERE
k
=T K FSUART (VT JILF
LYk
AVTFRE | VRTLA
7a—n)L a3 o 5Fis —  3fhi - -
V7 4F =
L—ya v
avy FERE ))y— ZEEAR
R

721) Zoawr R3BEMmEnE L,

FALODHA KS4> ZDOa<r Fi& Easy VPNRemote N— KU =7 77147 h& LTCEMELCUWAD ASA (U
U—2Z72(1)~92 %FE1T79 % ASA 5505, U U—2R 9.5(1) LAREZ {77 5 ASA 5506 F7=1%
5508 €7 V) ([ZOIHEH I ET,
Zoa<wy REMFEHA LT, Easy VPN —NN—FEHEOC 7 A N Z ) U T A F—T NMIZLET,
AFAE~ » 7 HRIL, crypto ca certificate map =~ > K & crypto ca certificate chain =~ > K % fiff
HLTERLET,

#l KIZ, homeservers &\ 9 A RETOFEAE~ »~ 7 % £FD Easy VPN H—/N—~ DR D H
Z AR — 4% X 92 Easy VPN Remote #fit 2 i% € 2412k L £,

ciscoasa
(config) #




vpnclient server-certificate .

vpnclient server-certificate homeservers

ciscoasa
(config) #
BEavr R av Uk iER
certificate B SNTRERELZBMLET,

vpnclient trustpoint | Easy VPN Remote 5t THEH T2 RSA 7 A T 07 4 7 A i EEZRE L £
j—o




. vpnclient trustpoint

vpnclient trustpoint

Easy VPN Remote #55t CHEHT D RSA T AT VT 4 T A GEHEEZRTET HI21E, 7 r— 3L
2y 7 4 ¥ a2 b—3 3 F— KFTvpncient trustpoint =2~ REEHALET, Eirar 7«
Xal—rarnbIlOREEZHIRTAICE, Z0a~vry RonBERXEEALET,

vpnclient trustpoint trustpoint_name [ chain ]
no vpnclient trustpoint

B DEREA

avv R FI4ILk

AR E—F

chain SEAESF = — 2R EEELE T,

trustpoint_name ZRGE(C 95 RSAGEMFE AT 2 b7 X MR A > hOAFIEEE L ET

T 7 4V h OEHERAEIZH Y TR AL

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARV KRE— | T7A4T7I94+4—ILE—F t¥al)F4a20TFRE
k
=Ty K ESUART (VUL TILF
LYk
AVTERE | VAT LA
Za—sNL 3 o St — o G — -
Y7 4%
Lr—g

av Y RERE

FEREDAA RZM4 Y

3l

J)— ZEERE
z

7.2(1) Zoawy RGBS IE L,

Z @3~ RiE, Easy VPNRemote N"— KU =7 7747 M & LTEIWEL TS ASA (U
U—2Z72(1)~92 %FI79 %5 ASA 5505, U U—2R 9.5(1) LAKEZ 31T 5 ASA 5506 £ 721X
5508 €T V) ICOAEH S AVET,

cryptocatrugtpoint 2> R&EFEH L TR A MARA L MEEZRLET, N T A RMFRA 2 ML,
CA DBFATT DAFHBICE SV CADTAT U TATAET A ADTAT VT AT A &5
LET, FTAMKRA U M TE—FANDa< RiX, CABEEDary 7 4 Falb— g0 8
TA=HEHELET, ZNHD/NT A—%TiX, ASA S CAGEHELZTEGT 5 1k, ASA
23 CA M HREEZ TG T 2 51k, BEX O CA BFITT 22—V —FEEORGER Y v —% 15
ELET,

WIZ, central E WO LFIDETEDT AT o T 4 T 4 EAELZFEH L., FHEF = —
IR%E {59 % K 912 Easy VPN Remote #f5i 2 % €4 D612 /~k L £7,



vpnclient trustpoint .

ciscoasa (config) # crypto ca trustpoint
central

ciscoasa

(config) #

vpnclient trustpoint central chain
ciscoasa

(config) #

EEa<w ok av Uk B

cryptocatrustpoint | 57 L7 h T A hAWA D ST A MRA v T E—FEBL, b
A RRA MERZEHL LT,




. vpnclient username

vpnclient username

Easy VPN Remote #£#i > VPN = —H—4 L XA U — RERET HITIE, /r—L a7y
Fal—v a2 ET— FTvpndientusername 2~ REFEHALET, Efrar 7 Fa1—
Tarnb ZoREEHIRTHICE, Zoavr FonoBXEHEHLET,

vpnclient username xauth_username passwor d xauth password
no vpnclient username

B DEREA

aAvY R FI4ILE

O R E—F

xauth_passvord XAUTHICfEFH 3 5320 — R&EHEE LET, RREIL, 64 FTY,

xauth username XAUTH (Zffi 4 22— =L 24 E L ET, HAEIE. 64 X7 TT,

77 4 FOEEREIZH D EE A,

ROFIZ, a3~ P2 ANNTELHE—FaRLET,

ARVEE— |T7ATI74—ILE—F X2 T42TEXEL
K
IL—TFTv K ESUART (VUL <ILF
LYk
AVTFXRARN | VRTLA
Za—sNL 3 o S — o GG — -
Y7 4%
L—g

avy FERE

EREDAARZA4

il

JU— EERE
S

72(1)  Zoa<wr RRBMENnE LR,

ZP»=~< RiX, Basy VPNRemote N"— K7 =7 7747 & LTEELTWAH ASA (U
U—R72(1)~92 #5795 ASA 5505, U U—2%95(1) LARE%# 5179 % ASA 5506 £ 7-1%
5508 7 /L) ICOAEHINET,

XAUTH 2 —H—£ EXAT— RONRF A —H(F, £F¥aT 2=y MNERERT 4 E—7 LT,
Y= =B XAUTHZ V7 oY Ve ERTL25EICEMLET, EXa7 2=y MRIERA
X—=TNOEE, ZNHONRT A= FEE S, ASAIZL > T, =% —4 LA T— KD
ANNZEROL T T IRFRENET,

RIZ, XAUTH —H% —4, testuser & /XA T — K ppurkml % H 3 % & 5 12 Easy VPN
Remote #ft 2R ET D H1 2~ L ET,

ciscoasa



(config) #
vpnclient username testuser password ppurkml
ciscoasa
(config) #

vpnclient username .




. vpnclient vpngroup

vpnclient vpngroup

Easy VPN Remote #5t D VPN k> RV T )—T 4 LSAT — REFRET HITIEX, T a—30
a7 4 X2 b— g E— RTvpncientvpngroup =2~ RZEHALE9, Efrar 74
Fal—rvarhbIZOBELHIRT2ICE, 20w FOonoBRXE2#ERL £,

vpnclient vpngroup group_name password preshared key
no vpnclient vpngroup

B DEREA

aAavU R FI4ILE

group_name Easy VPN —/N—TRE I72 VPN b F)v SN —T D4R HRE L ET,
RRDRSIF 64 LF T, AX—R IR TE EH A,

preshared key Easy VPN 4 — N—CRRGEIC 3% IKE FRiEA F—, RAREIT 128 XFT
—640

Easy VPN Remote N— R =7 7 Z A4 7 & LTEFEL T2 ASA DFEET R 31V 7
N—TREEINTWRWEE, 7747 MIRSAGEHEZHFEHL LS L LET,

ROEIZ, A~ FEANTEHE—FarLET,

aAvYU R E—F

ARV KE— | T7AT7 I+ —ILE—F tF2YT4aAVTEREL

k

=Ty K FSUART (VUL TILF
Lk
AVTEREN | VAT LA

Ja—N)L 3 o KHIE — o KPR — —

V7 4K =

Lr—g
avy FERE J1)— ZEERNE

FEREDHA K54V

3l

A

7.2(1) Zoa<y RGBS ILE LT,

ZMa< RiX, Easy VPNRemote N— KU =7 7547 & LTEIELTWD ASA (U
U—RA72(1)~92 #FEIT79 5 ASA 5505, U U—2R95(1) LAKE %5479 %5 ASA 5506 £ 7=1%
5508 T V) ICOFHEM S NET,

FREAXF—E AT —RELTHEHALET,
Flo, ERAMESLT DN, VY—"—ZRELTE—FZHETILELDH D 7,

WIZ, 7 —T478 TestGroupl, /XA T — K3 my keyl23 @ VPN k> )b 7 —7
% Easy VPN Remote ##elZ X ET D012~ LET,



ciscoasa
(config) #
vpnclient vpngro
ciscoasa

vpnclient vpngroup .

up TestGroupl password my keyl23

(config) #
fEav >R avw Uk Hil:l]
vpnclient trustpoint | Easy VPN #%#5¢ T T D RSAT A T > 7T 4 T A4 iFAZZHRE L £7°,




. vpn-filter

vpn-filter

VPN Bt 1245 ACL DL RIZfRETHI2E,. Zua— LR o—Fnida—Y —4F—
RCvpnfilter 2~ RZH L£3, vpnfilter none =~ > R & %47 L TIERK L2 X ViEE &

T, ACL ZHIBRT 5121,

Zoawry ROonEREMEHLET, nod 7 a2 EHTS

ELMEEBIO T N—T R =Bl TE 5 L9100 £3, MEAMEAIRARWE ST D
\Z1Z. vpn-filter none =~ > R&MHHAL £,

ZDa—YP—FFIN—T R =k TDH, SESERFIATDONT T 4 v T EFFATET
TR T 5121%, ACLZZE L9, WwIZ, vpnfilter =~ FEFEH LT, 5D ACL &

wWHLET,

vpn-filter { value ACL name| none }

no vpn-filter

XM none

TIZHEAUARMNNRNZLERLET, XNMEEZRELT, 77&8A U A K
FEATER2WEIICLET, T7BA VR MEMOTN—T R =i
WA LW E DI LET,

value ACL
name

FHNCREFHOT 78 A VR FOA4RTEZREE L ET,

AR R TFI4ILE

AT RE—FK RDORIZ,

77 4N FOBERLEIZH D EE A,

avw s FEANTELE—RE2RLET,

avy KE—
k

T77AT7I4+—ILE—F ttXa)TF4aVTFFR b

=Ty k FSURRT (DT TILF

Lk
aAVTXFAb

TN—7 K
a7y
Xl —3
Ve

I SIS G

a—F—4 o
V7 4 ¥
=3 v

SIS b b

avy FEE 1)) —

A

7.0(1)

Zoawy RpBMmEnE L,




vpn-filter .

Jy— EEAE

9.0(1)  IPvdBELOIPV6ACL DY R— b2BIMENE L, vV F a0 TF AN E—FD
PR—FRNBMESHE L,

9.1.(4)  IPv4 BL N IPv6 ACL O AR — FBBEBMENE Lz, FElkshizavw R
ipv6-vpn-filter 28 IPv6 ACL ZFRET H7-DITil» TR SN =8HA . #I3& T L
e

FRLEDHA KS14 Y

3l

77 A7 > kLA SSLVPN Tid, vpn-filter =~ R CTE&RZRIN7- ACL FEH SN FH A,

FXEE b vpn-filter BEEETIX, A U RNV REMODO N T 7 4 v 72T 7 4V Z i TE F
T, T MUY R —WEIHBIIZC 2 AL ENET, iemp 727 A U A NEEKT S
LEIL, FAT7 4 VB EERATLEAE,. 7782 VA MEXTiemp # A 7 2IBELRNT
<TEEW,

VPN 7 4 W Z 3G I ORI NET, 77V r—al A AT a7 73
NZE o TN SIP AT 4 TH R Db o ) BmiciimiH S T8 A,

RIZ, FirstGroup & WD ARTO 7 /V—F KR > —0D acl vpn LWV T 7R Y A N %
PO 7 4 V2 2 ET 502~ LET,

ciscoasa

(config) #

group-policy FirstGroup attributes
ciscoasa

(config-group-policy) #

vpn-filter value acl_vpn

avw >R SR BA

access-list TI7BAVRANEERT D, FUra—RA[ERT 7 2A VXA MNEMALE
K

ipv6-vpn-filter | L% IPv6 ACL Z4E7ET 5 72 Il SR zBE Ik Shiz o~ FTT,




. vpn-framed-ip-address

vpn-framed-ip-address

Hx Da—HF—|ZE Y YT IPvA T RLAZIRETHIE, 2—HF—LE—RT
vpn-framed-ip-address =~ > RZEH L £, IP 7 FLAZHIBRT 512X, Z0a~<vwr Ko
no BEREZEHL £,

vpn-framed-ip-address { ip_address } { subnet_mask }
no vpn-framed-ip-address

i
N

B DR

avv R FI4ILk

AR E—F

ip_address = Do —H—DIPT RLAZEELET,

et mesk H7 %y hU—27 w27 ZHRELET,

T 7 4V h OEHERAEIZH Y TR AL

ROFIZ, A~ FEANTEHE—FarLET,

AV RE— | D747 D4 —ILE—F tXxa)F4a0TFFR b
k
=Ty K ESUART (VUL TILF
Lk
AVTERE | VAT LA
Z——f o o it — o X% hts — —
V7 4% a
Lr—g

av Y RERE

3l

J)— ZEERE
z

7.0(1) Zoavy RPBIMESIVE LTz,

WA, anyuser &) ARTOL—H—|ZIP 7 KL A 10.92.166.7 Zi% &+ 541 % ~x L £
j—O

ciscoasa

(config) #

username anyuser attributes

ciscoasa

(config-username) #

vpn-framed-ip-address 10.92.166.7 255.255.255.254




vpn-framed-ipv6-address .

vpn-framed-ipv6-address

22— —ZHHADIPV6 7 KL RAZE Y HTHITiE, =—W—4F— K Tvpn-framed-ipv6-address
a<>  REFEHALET, IPT FLAZEIKRTAIZIE. 2oa<> FonBRXEFHLET,

vpn-framed-ip6-addressip_address/subnet_mask
no vpn-framed-ip6-addressip_address/subnet_mask

B DEREA

AR R TFIHILE

aAvU R E—F

ip_address = D —HF—DIPT RLAZEELET,

et mesk 47y hU—7 w27 EHRELET,

77 4V FOBEREIZH Y EE A,

WDFRIZ, a~vr REANTELE—RERLET,

aAY Y RE— | D747 94— ILE—F tXxaYF4aTFXFR b
K
IL—TFTv K ESUART (VUL TILF
LYk
AVTFXRARM | VRTLA
a—PF—ga | el — « It — —
V7 4% =
Lr—yg

avy FERE

3l

JU— EERR
A

9.01) oo~ rRFRBMEnELE,

WIZ, anyuser £ W AETOZ—F—IZIPT RLALE Ry h~AY
2001::3000:1000:2000:1/64 ZZET HHl2 R LET, ZOT7 FL AL, L7 4 w7 A
1 2001:0000:0000:0000 33 £ A > ¥ — 7 = A A ID 3000:1000:2000:1 Z 7% L CUVVET,

ciscoasa

(confiqg) #

username anyuser attributes
ciscoasa

(config-username) #
vpn-framed-ipvé6-address
2001::3000:1000:2000:1/64
ciscoasa (config-username)




. vpn-framed-ipv6-address

EEav> R

avy kR

Bl

vpn-framed-ip-address

MarDa2—P—ICEY Y THIPVET FLAZIRELE T,




vpn-group-policy .

vpn-group-policy

=P =RNREFHD T N—T R =L EEEHEAT D LI 510iE, =—F—4=a
7 4 X2 Lb—1 32— R Cvpn-group-policy 2~ > REHHALET, /—T7KRY v—%a1—
P—ar 74 Xalb—2a UMOHIRT 22T, Zoavr RonBXEEHLET, 20
avy REFRATLE, 2=V — T2 —PF ALV TREIN TV RWEEZMA TS E
7

vpn-group-policy { group-policy name }
no vpn-group-policy { group-policy name }

BXDEREA

aAavU R FI4ILE

aAvU R E—F

group-policyname )L — 7 R L —DA4RTEIEE L ET,

F 740 hTiE, VPN 22— — |23 7 —7F R Y > —NEEEAMA T O E R A,

WDORIZ, a2 REANTEDLE—FE2RLET,

AV RE— | 747D 4A—ILE—F ttXa)F4a0FFR b
&
=Ty K FSUART (VUL TILF
Lk
AVTERE | VRT LA
Z——f o o it — o G — —
V7 4% a
Lr—g

av Y RERE

FEREDAARSA4 Y

3l

JU— ZEERR
S

7.0(1)  Zoawr RRBEMEhE L,

FEaL—PF—D I N—T R o—DEMEEE LEET LT, 2OEEZ 22— —4F— R TR
ELET (ZoRMZza—F—HE— FTHEATE2HE) .

RIZ, FirstGroup & WO A FID 7 N—T"7R Y = b EMEZHHT % &L 9 12 anyuser &
WIHARTD =Y —ZFRET LR LET,

ciscoasa

(config) #

username anyuser attributes

ciscoasa

(config-username) # vpn-group-policy FirstGroup




. vpn-group-policy

BEa<w> R

avw Uk s BA

group-policy TN—TRY) v —% ASA T —Z _X—Z|ZBMLET,

group-policy IN—TRY —BIEE—FEfBLET, Zhicky, Zr—7F
attributes UL —D AVP ZRETE ET,

username ASA T—HF R—=RZa—P—ZBMLE7,

username attributes

a—YP—HEET—RFEKBLET, ZHICEY, FFEO2—T—D
AVP ZHETE ET,




vpn-idle-timeout

vpn-idle-timeout .

a—W—FA LT MIMZRETHIZE, FV—T RV —ar74Fal—va E—
REiZa—Y—4ar7 4 F2b— 3 F— FTvpn-idletimeout =~ R&2H L £

j—«

-
o0 =

OHIF TR ETHET 77 4 ©F 4 BRWEE, ASA 1Tk T LET, £

T, ZALT DT 77— MiARZT 74V FD 1 P HIEETEET,

FATar 74X alb—varnbIORMEEZERT I, Z0a~r RO no Bz /AL
F9, ZOFTvarEERTLE, MO —T R =B H A LT T MEEKKTE £
T, A SN2V XK 9123 5121, vpn-idletimeout none =~ > K& A L £,

vpn-idle-timeout { minutes|none } [ alert-interval minutes ]
no vpn-idle-timeout
no vpn-idle-timeout alert-interval

B DEREA

mnues % 570 NI OSE, BEXOXA LT 7 N T I— METONKERELET, 1

~ 35791394 OFEHEFEH L F7,

none

AnyConnect (SSL IPsec/IKEv2) : RD <> RTHREINTZ7 72— VL WebVPN

default-idle-timeout fii (FPHr) Z M L ¥ 9, ciscoasa(config-webvpn)#
default-idle-timeout

WebVPN default-idle-timeout =~ > RiZ51T 5 Z OEOHIFHIL, 60 ~ 86400 7 T3,

FTH N DT E—L WebVPN 7 A RLZ A L7 7~ (FPHAL) 1%, 1800 # (30

) TY,

GE) 9T D AnyConnect ##5¢ Tlx., ASAIZL > TE LSO T A KL X A A
7O MENERSNET,

WebVPN =—#—D;4 . default-idle-timeout fEiX. vpn-idle-timeout none 23 2 /L—7
R —/a =P =L BEICREIN TV LG AEIZOHRANTT,

H A4 M (IKEvl, IKEV2) BEXWIKEVI VE— RN T 7R XA LT U BT 42—
TIZ L, BEHIROT A R AT LET,

AR TFI4ILE

avU R E—F

30

AN
éjo

WDFRIZ, a~vr REANTELE—RERLET,




. vpn-idle-timeout

ARV KRE— | T7AT794+—ILE—F tXxalyF4a TEFREb
k
=Ty K FSURRT (VU TL TILF
Lk
AVTERE | VAT LA
TN—7 R o it — o 3fIt — —
v— a4
Xl —3
N
Z—H—4 o o XFhts — o XFhts — —
V7 4%
Lr—g
avy FERE J)y— ZEERA
A
7.01)  Zozm<wr RRBMENE LA,

FEHREDHA KSq4y BF2T7 27407 Fid. SSLBLXVIKEV it vy a VEREYPR—-FLET, 20
BEEICL D, = Ra—H—F NS R IRV —7 E— RITBIT L, WiFi 72X REOHER

3l

K, RV ERHCE Ui e BB T £

WOBFNE,  [FirstGroupl &WILBIDZ N—T R Y L —(2 154D VPN 7 A KL #
ALT U MEeRET DHEEZRLTNET,
ciscoasa
(config) #
group-policy FirstGroup attributes
ciscoasa
(config-group-policy) #
vpn-idle-timeout 30
tXa2 VT 4 7T TA4T AL, vpn-idle-timeout fEAY 0 DIGH . £ I2ITESA 2706l
PAICEZ Y L2 WA IC o — W —IZ%f L TENER STV WA, default-idle-timeout
EZfERLET,
BEav >R default-idle-timeout | 7' 7 — /)L WebVPN 5 7 4+ /L b 7 A RV ZA LT 7 b &EEELET,

group-policy IN—T R =2 ERETITRE L £

BT LET

vpn-session-timeout | VPN #2#5E D KIFARFM 2R E L £, ZOHBNKTTH L. ASA T




vwpn O— K RS>0y .

vpn O— K RS>0y

VPN 02— RAZ o o 7B LOBEEREE AR ETE S VPN 2 — RT3 7E— R Bl
THIIE, Fa—rb a7 4 XaL—3 g F— R Tvpnload-balancing =~ > RZ&{Ef L
£7,

vpn load-balancing

N

BX DA

AR R TFIHILE

avU R E—F

GE) VPNu—RART Uy aERT 520X, Plus 7 A & AfF& D ASAS5510, F721L ASA 5520

IS B Td, £/2, VPN e — R X502 7%, 775 4 772 3DES/AES 714 & &
HMETT, EX2 VT4 T T IAT AL B — KA T U T kA RX—T VT DRI,
O HETA B APFET DN E I ETF =y LET, 777 4772 3DES £721% AES
DITA B APKREEINZ2NGE, X2 VT4 T I7AT o AIa— R AT v T kA
=TT, TA BV ATZOEAFERTFAI SN TWRWIGEIZIE, a—RRAF v
T AT AL D IDES ONE a7 4 Falb—a bk LET,

Zoawy RIZEBIEELIZF—U—NIb v FHE A,

77 4V FOBERLEIZXH D EE A,

ROFIZ, A~ P ANNTELHE—FaxRLET,

AV RE— | T7ATO4+—ILE—F LExaAYF4aAVTFER R
K
=Tk | FSVRART |YUT)L RILF
LYk
AVTHFRE | VAT A
Ja—)L a o XI5 — o S — —
V7 4% a
L—3

avy FERE

J— ZEEAR

7.01)  Zoawr RpREMEhELE.

8.02)  ASA 5510 (Plus 741 By AfF&) BILO5520 LIBEOFET /LOYHR— RN BEIMEH
F L7,

9.0(1) =iAF arFxFA bk E— ROV R—FPNBMENELE,




. vpn O— K RS2 o 0y

EREDAARZA

1

D—RNFU T I TARIZNE, B X2 VT 4 T T TAT U AETIVS5510 (Plus 714 &>
AfFE) FTIXASASS20LE A EHDH Z LN TEET, VPN3000 v U —ADar k> hL—
AHLEDLENTEET, IBEI LV 74 X2 b—ya VIIATRETT A, @iEL, s 7 2
BT HHMEGITEBETEET,

vpn load-balancing =~ > K&fiH LT, VPNu—K v 75— R&2Bth L £9, VPN
n— NN B— RTHE, ROavy RefHTEET,

» cluster encryption
e cluster ip address
* cluster key

e cluster port

« interface

* nat

* participate

e priority

« redirect-fqdn

A OWTIE, flx D=~ FOBMAESRL T ZEN,

wIZ, vpnload-balancing =2~ > ROBlZRLET, Y7 MREDDAICERLT
<TEEVY,

ciscoasa(config) # vpn load-balancing
ciscoasa (config-load-balancing) #

WIZ. interface =~ > K% & ¥r VPN load-balancing =~ > K ¥ —4 L ADfl#R L
T, interface 2~ RTlL, 7 T7AXDNRT Vw7 f X —TxA A% Itest] . 77
ZAEDTFGAR—K f B —TxA A% [foo] LIELTWVET,

ciscoasa(config)# interface GigabitEthernet 0/1
ciscoasa(config-if)# ip address 209.165.202.159 255.255.255.0
ciscoasa(config)# nameif test

ciscoasa(config) # interface GigabitEthernet 0/2
ciscoasa(config-if)# ip address 209.165.201.30 255.255.255.0
ciscoasa(config)# nameif foo

ciscoasa(config) # vpn load-balancing

ciscoasa (config-load-balancing) # nat 192.168.10.10

ciscoasa (config-load-balancing) # priority 9
ciscoasa(config-load-balancing)# interface lbpublic test
ciscoasa (config-load-balancing)# interface lbprivate foo
ciscoasa(config-load-balancing) # cluster ip address 209.165.202.224
ciscoasa (config-load-balancing) # cluster key 123456789
ciscoasa(config-load-balancing)# cluster encryption
ciscoasa(config-load-balancing) # cluster port 9023

ciscoasa(config-load-balancing)# participate



vpnO— KNSy .

EEav> R

avUR i BR

O— R RXFGUL U TOETHa 7 4 X2 —a

clear configure vpn load-balancing
HIBRL, m—= R RZ v 7% T 4 8—7 M LET,

show running-config vpn BAEDO VPN R — R AT U U AR G AL Da 7 ¢
load-balancing Xl —rarafrLET,

VPN B — R RT3 VHEITREOREREF R L E
ﬁ‘o

show vpn load-balancing




. vpn-sessiondb

vpn-sessiondb

VPNt a v FHRiE a7 77947 VPN Yy Y a v ORKEBEZREET HICIE. 7
n—/ UL ar 7 4 Xalb—3 g F— RTvpnsessiondb 2~ REMHLET, 207X
L—2 a3 U BRIIRZHIBRT 21213, Zoa~r ROono BXEMHLET,

vpn-sessiondb { max-anyconnect-premium-or-essentials-limit number | max-other-vpn-limit number
}

XX DA max-anyconnect-premium-or-essentials-limit AnyConnect & v 3 a v DA AR E L £T (1 ~
number FTABATHASINDRRKEY a2 ET)
max-other-vpn-limit number XTI TAT U By a PSSO VPN

varORKE 171D T4 ATHASND K
RKevvar$) #HEELET, ZHIZiX, Cisco
VPN Client (IPsec IKEvl) 38X UYLAN-to-LAN VPN
DEENET,

ATV R FIANE T TANRTIE, ASAITI VPN £ v g VA T A £ A THA SN D R RECRIEICHIIR L%

A,
avY kR E—F WDORIZ, a~ REANTEHE—RFERLET,
ARV RFE— | T7AT7I24+—ILE—F XT3 TFRE
&
=Ty K FSURRT (VU TL TILF
Lk
AVTHFRE | VAT LA
Ja—\) o o S — o KHIE o it
V7 4Fa
Lr—g
avy FERE Jy— ZEHEAR
R

70(1) Zoa<wr RRBEINEnE L,

84(1) WoOF—U—FKREHEINE LT,

* max-anyconnect-premium-or-essentials-limit replaced
max-session-limit

» max-other-vpn-limit replaced max-webvpn-session-limit

9.0(1) =i F arrFFA bk E— ROV R—FPNBIMESNE LR,




| v
vpn-sessiondb .

Bl WIZ, K AnyConnect & v ¥ 3 > % 200 IZ%ET D&~ LET,

ciscoasa(config)# vpn-sessiondb max-anyconnect-premium-or-essentials-limit 200

BEav>k avw Uk B
vpn-sessiondb logoff TRC, FRFHFEDH A 7DIPSec VPN v 3 B

FOWebVPN v > g v a2ua 747 LET,

vpn-sessiondb WebVPN & v v 3 > O K EHRELET,
max-webvpn-session-limit




. vpn-sessiondb logoff

vpn-sessiondb logoff

FTRTOVPNE Yy a rERETRIRLEZVPNEy v a v a2a /A 7951213, Za—3 b a
Y7 4 F¥alb— 3 F— FTvpn-sessiondb logoff =~ K& L ET,

vpn-sessiondb logoff { all | anyconnect | email-proxy | index index_number |ipaddress |Paddr | 12|
| name username | protocol protocol-name | ra-ikevl-ipsec | ra-ikev2-ipsec | tunnel-group groupname
| vpn-1b | webvpn } [ noconfirm ]

X DEREA all FTNTOVPN Ly arvausl 47 LET,
anyconnect F_XTD AnyConnect VPN 7 7 A4 7 By a v an /47 LET,
email-proxy (BEIL) T R_RTCOBIFA—N TaFxs vy arazualtr7LET,

index index_number o > 5w 7 2K BTl oDy arE2ulF7LET, Eviaro
AT v AFKSEHRELET, show vpn-sessiondb detail =~ > K& ff
ALT, v va vl T v/ AFEEERTEET,

ipaddressiPaddr  f5iEL7-IP7 RLADky v avzu s 47 LET,

121 FTTOLAN-t0-LAN £ v & a v ar 747 LET,

name USername BELFra—Y—4Dtyvarzult 7 LET,

protocol WEL-7va harokryrarezalZ47LEd, 7o ba/iko
protocol-name LBy T,




vpn-sessiondb logoff .

eikevl : A VX —X% v b =K NN—T35 1 (IKEvl) 7a hajil
FEHTH Y a s,

cikev2 i A VXA —F v b =N —T5 02 (IKEV2) 7a hajl
EEATAEYa v,

«ipsec : IKEvl £ 7213 IKEv2 Z i L7z IPsec &> 3 >,

* ipseclan2lan : IPsec LAN-to-LAN &> 3 1/,

* ipseclan2lanovernatt : IPsec LAN-to-LAN over NAT-T &~ 3 3 1/,
* ipsecovernatt : IPsec over NAT-T &> 2 3

« ipsecovertcp : IPsec over TCP & 3 3

« ipsecoverudp : IPsec over UDP & » 2 3 1,

* 2tpOverlpSec : L2TP over [Psec & > 2/ 3 I,

* 12tpOverlpsecOverNatT : NAT-T % 41 L 72 L2TP overIPsec 7 v 2 3 >,
swebvpn: 7 747 ML ASSLVPN &> 3,

e imap4s : IMAP4 &> 3 1,

*pop3s : POP3 v i3,

e smtps : SMTP &> =3

e anyconnectParent : X =277 74T bty ial, Byiig il
fEHENS 7 m b2z f6%72 <. AnyConnectIPsecIKEv2 & v =
YEBRUSSLEyvarEmk T LET,

* ssltunnel : SSL Zf# ] L 7= AnyConnect &> 2 >/ 747 KL
ASSLVPN v av&&Hl-, SSLVPNEv I =3,

e dtlstunnel : DTLS XA > TWD X 2T 7 74T F Y

valY,
ra-ikev1-ipsec FTRCOIPsecIKEVl YE—h T/ A oy arvauns/4+7LET,
ra-ikev2-ipsec FTANTDOIPsecIKEV2 VE— b 727 8RBy arizuns 47 LET,
tunnel-group BELIZ N RNV ITN—T BT a 7 7A4L) Oy arzasid
groupname 7 L¥ET,
webvpn FTRCDIITA T FVASSLVPN By arvzu /47 LEd,

aAav> R FI4ILk

aAvYU R E—F

T 7 4 v N OEMERMEIZH W TR AL

ROFIZ, a~v FEANTEHE—FarRLET,




. vpn-sessiondb logoff

ARVEE— |T7ATI74—ILE—F TF21YT420TFXEL
k
=Ty K FSVART (DT < ILF
Lk
AVTFRE |VARTLA
7 a—s3)L a o KPS — o XIS o XIS —
V7 4% =
L=z
av Y FERE J)y— ZEEARARE

R
7.0(1) Zoavr RRBMShE L,
8.4(1) &k protocol ¥ —U— RNEFF /I LBMEE Lz,

» remote 7% ra-ikevl-ipsec IZAEE SivE L7z,

o ike 28 ikevl ICEE SN FE L7,

e ikev2 DSBS AL E L7z,

« anyconnectParent 23BN S v L7z,
9.0(1) ~AFaLTFARE— FOFFE— FAEMSNE LT,
93(2)  rarikev2-ipsec ¥— VU — F2NEMEE LTz,
9.8(1)  email-proxy 7> a VN EEIESLE LTZ,

Bl KT, TRTOCFaT 74TV F vy arkn /473 50w LET,

ciscoasa# vpn-sessiondb logoff anyconnect

WIZ, TR_RTDOIPsec Yy arrzult7356%2rLET,

ciscoasa# vpn-sessiondb logoff protocol IPsec



vpn-session-timeout .

vpn-session-timeout

VPN 567 ] SN D I KB 2% ET DI, Zv—F R v—ar74F¥al—rarv
EF—RNELFa2—Y—4ar 7 1 F 2L — 3 F— FTvpn-session-timeout =~ > K% fifi ]
LET, ZOHMBPKTTLE, ASAIFESAK T LET, fTET, ¥4 A7 7 bOT 7 —Fh
MEEZT 74V bD 1 3 DIERETEET,

FATar 74X alb—varnbIORMEEZERT I, Z0a~r RO no Bz /AL
£T, ZOFA TV arEERTLE, MOINV—T K =B 4 A LT T MEEKKTE £
T, A SN2V E 9123 5121%. vpn-session-timeout none =~ > K& A L £,

vpn-session-timeout { minutes | none } [ alert-interval minutes ]
No vpn-session-timeout
no vpn-session-timeout alert-interval

XDt mnues % A7 MO, BIORFA LT TN 75— N ETOSKREEBELET, 1
~ 35791394 OFEHEFEH L F7,

none MEHIRDOL Y a XA LT U MIMEHFTLET, By a4 LT T MNIXL
HEHRELT, Byvalr XA LT MNEHESLET, 774NV DT NV—TF K
V—F IR EENTWAIA—T R =L EERA LN I LET,

ATV RFI4ILL T 7 AN NOBERHEIZH Y EH A,

AR E—F ROFIZ, a~ FEANTEHEF—FarnLET,

ARV KE— | 774724 —ILE—F XAV T4aVTHFRE
K

=Tk | FSVRART |V T)L JILF
Lok

AVTHFRE | VAT LA

TN—7 R o 3fhis — o KHIES — —
—arTg
Xl —3
NZ

B = B I 3 — . %P — —
V7 4F =
Lr—yay

EEIY T Jy— EENE
A

7.01)  Zoawr RREMERELE.




. vpn-session-timeout

Jy— EEAE
S

9.7(1)  alert-interval % AnyConnect VPN (Zi S vk L7z,

RIZ, FirstGroup & WO A HTD Z/—7" R Y > —IZxf LTI80 D VPN Yy v 3 o ¥

1
ALT U bERET D ZRLET,
ciscoasa(config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy)# vpn-session-timeout 180
BEav >k group-policy | 70— R Y v —EAERLETITMRE L £

vpn-idletimeout | - —4F— % 4 A7 7 MM AR E L E£9, Z oM TIcEEg ECEE T o
T A4 ET 4 BNRWEEE. ASA TR A KT LET,




| v
vpnsetup .

vpnsetup

ASA TVPN #fit X ET DT-ODOTFNED Y A &R RTHITE, Fue—L a7 ¥
L—v gy E— RTvpnsetup 2~ > REMHEHLET,

vpnsetup { ipsec-remote-access | 12tp-remote-access | site-to-site | sd-remote-access } steps

EX DA ipsec-remote-access [PSec #ifit & 2 1T ANLD L D ICASA R ET HT-ODOFIEEZFR L ET,

[2tp-remote-access [2TP #2217 AN D L DT ASA ZRET H-0ODOFIELZFRLET,

site-to-site LAN-to-LAN #%#5t & 17 A1 D £ 912 ASA iR ET 7O D FIEE Ko
Li‘g—o

ssl-remote-access  SSL ##i & 1T AND L IIZ ASA 2R ETH-ODOFIEEZF R LET,

steps Bkt A TOFIREFRT 5 L aBELET,

ATRURFIAIAL ZOIATUPUL TN MRETHY FH A,

AT R E—FK WROFIZ, a~vr REANTEHE—RERLET,

ARVEE— |T7ATI74—ILE—F tF2YT4aVTEREL
&
=Ty K FSURART (VU TL TILF
Lk
AVTEREN | VAT LA
7a—R)L a o St — o G o it —
Y7 4%
L= v
avy FERE Jy— ZEHAR
R

803) oo~y RAEMESHELE,

9.0(1) vNF A TFHANE— ROV R— B BINSNE LT,

1 WOFNE, vpnsetup ss-remote-access steps command: DH /1 &R L TWVET,

ciscoasa(config-t)# vpnsetup ssl-remote-access steps
Steps to configure a remote access SSL VPN remote access connection and AnyConnect with

examples:
1. Configure and enable interface
interface GigabitEthernet0/0

ip address 10.10.4.200 255.255.255.0




. vpnsetup

nameif outside
no shutdown
interface GigabitEthernet0/1
ip address 192.168.0.20 255.255.255.0
nameif inside
no shutdown
2. Enable WebVPN on the interface
webvpn
enable outside
3. Configure default route
route outside 0.0.0.0 0.0.0.0 10.10.4.200
4. Configure AAA authentication and tunnel group
tunnel-group DefaultWEBVPNGroup type remote-access
tunnel-group DefaultWEBVPNGroup general-attributes
authentication-server-group LOCAL
5. If using LOCAL database, add users to the Database
username test password t3stP@sswlOrd
username test attributes
service-type remote-access
Proceed to configure AnyConnect VPN client:
6. Point the ASA to an AnyConnect image
webvpn
svc image anyconnect-win-2.1.0148-k9.pkg
7. enable AnyConnect
svc enable
8. Add an address pool to assign an ip address to the AnyConnect client
ip local pool client-pool 192.168.1.1-192.168.1.254 mask 255.255.255.0
9. Configure group policy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol svc webvpn
ciscoasa (config-t) #

BEEaT YR avw vk & EA
show ASADE(Ta L 7 4 X al—raraFfHRLET,
running-config




vpn-simultaneous-logins .

vpn-simultaneous-logins

=P —IZHFRSND AR R 7 A U BERET DI, J—F K v—ar 7 Fal—
varEF—REhFa—Y—4ar7 ¥ 2l —3 3 F— FTvpn-simultaneous-logins =
<~V REFEALET, BEZHIRLCT 740 MEICETIZIX, Z0a~y RO no B f#
ALET,

vpn-simultaneous-logins integer
no vpn-simultaneous-logins

X DA integer 0 ~ 2147483647 DILF,

ATV R FI4) N T AN EORIKER A UHIE, 3 TY,

avy R E—FK ROFIZ, a~v FEANTELE—FEZRLET,

OXUEE— | T7AT7 74— ILE—F tXaAYF4arTFREF
K

=Ty k FSURRT (DT YILF
LYk

AVTHFRRAS | VAT LA

TN—F R o XHI — o XHI — —
—arvT g
Xal—3
Vg

2—W—4 o 3fhis — o it — —
V7 4F =
Lr—g

avy FERE J— ZEERR
S

7.01) Zoo<wr RRBMENELE,

FEHEDAA KSq4y ZO0OFTvarzifldse, BMlosr—7 R o—DEEZMEKTEET, v /A %27 4
=T ML TCa— =07 7B R EEEIT DT, 02 A LET,

N

CE) W m 7 A S BOBRKRBIRIZIFFICRESWVETTN, #ERORRr 7 283258, &
X2 T4 BREENTZD, XT3 =< ABKF LT EHZERH 7,

| " e



. vpn-simultaneous-logins

3l

K%h L7= AnyConnect, IPsec 7 7 A 7> b, E£1E7 74T Ay ay (BEKTL
Iy vay) i ALa—F—£4T HLW] BEyra yBHEInNTh, Eyraryi—
HZN—RERDEENHY £,

vpn-simultaneous-logins DEZY | DA X, BEK THICFH Ca——RNHEa /1 45 L,
KLty va AdT —2_X—2AnbHIREN, Lty a R sivEd, 272
L. BEFOE Yy a U RNERET 77 4 TRERH ThH %A 1E, R U2 —F =350 PC 72 &)
SbEEn A 358, BOtyarBnult T L, T—EZ_X—=ANLHIRENT, #HL
Wl a VS ENE T,

R 7 A VR L0 REVEDES, TORRKBICELIRETHER A LES &F
HeE, KHLTA RUEHOEWEyarRNuasZ4 7 LET, BIEOTRTOE® v a VAFE
L HEWVWEWET A FAVREEDE AT, kKbiWwkyvarPhn s/t LEST, 20773
ATEY, vy va RS TTH LR A URATREICZR D £,

Rty v a VRIRICET S &0 VAT AR b VR Y v a CEHIBRT D E TR 2
DVET, ZOD, 2—F—TF e A TEF, HIBRDIERFIZFE T3 2 ANTH L
EHBRITTOMENELLLERHY E, 22— =P ESKVICe 7 F T L6, Th
IERIREIZ 22 0 FH A, IS UC, vpn-simultaneous-login-delete-no-delay =~ > K& fli i L
T, HIBRDN R T T 202/ FIC T I L —Y—8a 25 LISV AT LA ERE
THZ LT, BEEAZETEET,

WIZ, FirstGroup & WD ARTD 7 N—TF KU =% L THRK 4 DORIFER 7 A V%
PR oA R LET,

ciscoasa(config)# group-policy FirstGroup attributes
ciscoasa (config-group-policy)# vpn-simultaneous-logins 4



vpn-tunnel-protocol .

vpn-tunnel-protocol

VPN kv Z A7 (IKEvl £7213 IKEV2 (12 X 5 IPsec, & D\ ME IPsec, SSL, F£721%7 7 A
7Y RV ASSLEN L7ZL2TP) #BET HITIE, F—TF R v—ar 7 Xal—ra
EF—RFNELFa2—Y—Far 7 1 F¥2L— 3> F— KTvpn-tunne-protocol =2~ > R &k

HALET, Fr7ar 74 X2 —2arnb lOREEHIRT HI2IE, Z0a~<r RO nofE
AEfHLET,

vpn-tunnel-protocol { ikevlikev2 I2tp-ipsec ssl-client ssl-clientless }
no vpn-tunnel-protocol { ikevlikev2 12tp-ipsec sdl-client ssl-clientless }

BXDEREA

AU RTIHIE

AR E—F

ikevl 20D (VE—RNT 2 BAIZIATV NEFITROEF 2T F— 7= A1)
1D IKEv] 1L 5 IPsec b phaE I —hLET, Fik, Bk, » 7t
b, BIXORF—FHZHEHIT 22070 7YV —2 g UEERLET,

ikev2 20DET (VE—=FNTIRVAIIATV FERIEIBOEX 2T == A)
1D IKEV2 IZ X % IPsec b xdsm— | LET, BEE, EEb, 17k
b, BEOSF—EHZ2HET X2 T4 TV — g VEAERLET,

12tp-ipsec  L2TP ##5® IPsec k> kL E R T —h LET,

ssl-client ~ SSL VPN 7 54 7+ FMZDOWTSSLVPN bl xrayo—hLET,

ssl-clientless HTTPS %t/ Web 77 W CTVU £ — b = —H#—(Z VPN — b 2 2424 L
$T, 77947 MIVELY FHA,

57 %)V MiE IPsec T9,

ROFIZ, a~ FEANTELHET—FanLET,

ARVKE— |T7A47 04— ILE—F X2 T4 0TFRb
k
=Ty K FSUART (VUL T ILF
LYk
AVTHFRM | VRTLA
TN—7 R o % it — o it — —
v—arT g
X2l —Ig
N
Z——f o o 3fhis — o G — —
V74K
L—g




. vpn-tunnel-protocol

2T KRR Jy— EENE
S

9.17(1) 747> F LA Web VPN O R — FBHIBRENT-7-8, ssl-clientless F—7 — K
MDHIBR S E LT,

84(1)  ipsec ¥—U— RiTikevl BL Wikev2 F—U— NIZE &I BN E Lo,

73(1)  swcFxF—U—FpBEMmEnE L,

7.2(1)  12tp-ipsec F— U — KBNS E Lz,

7.01)  ZoawrRREMERELE.

FEREDHA KSq4y ZOaxy REEHLT, 1DUED MR 7 E— RERELET, VPN h L& L
T T D 2—P =121k, DR Etbl 2D RV 7= RERETILENDH Y £7,

\}

(GE)  IPsec 75 SSL ~D 7 — /L 3w 7 %R — 5121, vpn-tunne-protocol =~ > KIZ svc
Sl L ipsec BB DWW AR ET DMENH Y £7,

2 Wiz, [FirstGroup] &WIHZRETDOZ NN—7 KR 2 —IZx LT WebVPN bV 7
F—R&IPsec hop VU vy F—RERETDHHERLET,

ciscoasa
(config) #

group-policy FirstGroup attributes
ciscoasa

(config-group-policy) #
vpn-tunnel-protocol webvpn
ciscoasa

(config-group-policy) #
vpn-tunnel-protocol IPsec

BEavrk avw Uk B

aup

address pools T RVAZVE—RNZTAT7 2 MTEV Y THEZODOT KL
A T—=NDYANERELET,

show running-config group-policy | ¢~ _XC D 7/ /L —F R Y > —F -3 TEDO IS N—T R > —bD
Ay 74X alb—varEFRLET,




vtep-nve

vtep-nve .

VXLAN VNI A % —7 = A AL VIEP iSGA v ¥ — 7 = A A& AT 5121%, A > % —
TxA A A7 4F¥alb—ar T— RTvtep-nve 2~ REMHH L £, BEA T 25
512, Zoa<wr RonoBREHFHLET,

vtep-nve 1
no vtep-nve 1

B DEREA

AR TIHIE

AUk E—F

INVEA v AZ U AZBELET (W21 .

77 AV s OBIERIELDH D EE A

WDFEIZ, a2 ReEANTELE—RERLET,

ARV FRFE— | T7AT7 24— ILE—F XT3 TFRE
K
=Ty F FSUARART (V)L TILF
LYk —
AVTERE | VARTLA
AH =T = o 3fhis o S5 o S . 5 _
AR 3T 4
Fal—3
N

avy FERE

FEREDHA RS2

3l

Jy— EEAE
7S

9.4(1)  Zoa~wr RMBMERE LK,

ASAZ L, X2V T 0 IV TXARI LTI OO VIEP KEXA v F—T =4 A%
BETEET, ZOVITEP EETA v Z—T oA ABEETHNVEA LV AZ L A% | ORTE
TEET, TRXTOVNIA L F—T = A AXZDNVE A A Z 2 ZTEEAT STV D%
TENRHD ET,

WIZ. GigabitEthernet 1/1 A > #—7 = A A% VTEP E[FTA v X —7 = A AL LTK
EL, VNI A & —7 A R %2 U BEEf T o012 L ET,

ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config) # nve 1

ciscoasa(cfg-nve)# source-interface outside
ciscoasa(config)# interface vni 1

ciscoasa(config-if)# segment-id 1000




. vtep-nve

ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if

#
#
#
#
#
#

vtep-nve 1

nameif vxlanl000

ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
ipv6 address 2001:0DB8::BA98:0:3210/48
security-level 50

mcast—-group 236.0.0.100

avwU kR

B

debug vxlan

VXLAN N7 7 4 v 7 %78y 7 LET,

default-mcast-group

VTEP #fZ 784 ¥ — 7 = A ZAZBHE#EAMIT 5TV AT TD VNI
A EBE=T 2 A ADT TNV DNV FHx¥ AN ITV—TEFREL
F9,

encapsulation vxlan

NVE A VA H v A% VXLAN B 7 IAKIZRE L7,

inspect vxlan FEYE VXLAN ~ v # — R ACHRFIA IS L S &% 4,

interface vni VXLAN # X2 7O VNI A > #—7 = A ZA%/ERR L £,

mcast-group VNIA U H =T 2 ADZLTFyv AN TV—T T KLU AZHTE
LET,

nve Ty NI =R RIRA b A LV AZ U AZRELE T,

nve-only VXLANEETEA v H—7 = ANNVEHHTHLZ LERELF
R

peer ip 7 VIEP D IP 7 KL 2 & FE)THEEL £,

segment-id VNI A v H—T = AD VXLAN B 7 2> M ID Z$8E L £,

show arp vtep-mapping

VE—h BT AN RALZHBHIPT RLA LU E— |k VIEP
IP7 RLVAFADVYNIA v H—T 2 RAZF ¥ v aESNTZMACT
FLR2AZRRLET,

show interface vni

VNIA > H—T 2 ADIRT A=K AT —H A BIOWIHEHR
LTV v VENTWAAS L EZ—T 2 A (RESNTVEHES)
DAT—H A T2 NCEHET 5 TWAH NVE AV F—7 = A
AEFRRILET,

show mac-address-table

UE— K VIEPIP 7 FL ADRREIINTZ VNI A o F—T = A A |k

vtep-mapping DA Y2EET—7 MACT RLAT—T)L) 2FRLET,
show nve NVEA VX =T 2 A ADIRT A=K AT—H A BILOKHHER

EX Y VT A —T AR EEFETA L F—T A R) DAT—
H A, ZDONVE % VXLANVTEP & LT+ 25 VNI, 26N
DNVE A & —7 = A AZEE#fF T 5N TWHET VIEPIP 7 K
LAZRRLET,




vtep-nve .

avy kR

B

show vni vlan-mapping

VNIEZ AL RID &, VLANA U Z—T oA ZAFT2IT N T AR
Ty NE—FROYBHA A — T2 ADO~ v I 2FERLE
_é‘o

sour ce-inter face

VTEP 55761 v Z—T = A AEHBELET,

vtep-nve VNI A ¥ —T A A% VIEPEE LA v ¥ — 7 = A AZBHHESHT
ij‘o
vxlan port VXLANUDP R — hZRELET, T 74/ FTiE, VIEP £[E7T

A =T A AZUDP R — b 4789 ~D VXLAN T 7 4 v 7 &
ZIFANET,




. vxlan R— b

vxlan K—

VXLANUDP R— h &5 ET HICIL, /r— b ar7 ¥ a2 b— 3 E— FTvxlanport
A~y REFEHLET, 7740 MAR— MIETIZE, Z0a~vy RonoBRXEHEHLET,

vxlan port udp_port
no vxlan port udp_port

B DEREA

AU RTIHIbE

AU kFE—F

udp_port VXLANUDP R— h &R ELET, 7 7 4/b MEIX 4789 T,

F 7 bk R— ME 4789 T,

ROFIZ, A~ P AN TELE—FERLET,

ARVEE— |T7ATI74—ILE—F EXa)T4a0TFRE
X
=Ty K FSUARART (VT TILF
LYk

aAVTEFEREN | VAT LA
Nve 27 4 o K o K o K — o KIS
X2l —Ig
N

avy FERE

EREDHA RKS4 Y

3l

Jy— EEAE
S

94(1) Zoa~rRFRBMENELE,

F 74 N T, VTIEP EE LA v X —T7 = A A|{ZUDP AR— b 4789 ~D VXLAN FF 7 ¢ >
T EZTANET, *v MU —7 TEHEDNDOR— N2ERAT 551, TNE2EETEE
7,

I &R L ET,

ciscoasa(config)# vxlan port 5678

BEa<v2 R

= v AV N Bz

debug vxlan VXLAN b T 7 4 v 7 2Ty 7 LET,

default-mcast-group VTEP {5704 v % — 7 = A AITBEM T 5TV 29 TO VNI
AV EBE—T A ADT TNV NDOVILFF¥ AN TN—FEEEL
iﬁdo




vxlan R— + .

avy kR

B

encapsulation vxlan

NVE A A H v A% VXLAN B 7 IAKIZRE L7,

inspect vxlan FEYE VXLAN ~ v & — USRI L S E %,

interface vni VXLAN # X2 7O VNI A > Z—7 = A ZA%/ERR L £,

mcast-group VNIA U H =T 2 ADZLTFyv AN TV—T T KLU AZHTE
LETS,

nve Xy M= It = > RARA U A L AZ AZFRELET,

nve-only VXLANEETTA V H—7 = ANNVEHHATHLZ L2 EL £
¥

peer ip 7 VIEP D IP 7 KL 2 &2 FE)THEEL £,

segment-id VNI A v H—T A AD VXLAN B 7 2> M ID 2$8E L £,

show arp vtep-mapping

VE—h BT AN RALZHBHIPT RLALE U E— | VIEP
IP7 RLAFADVYNIA v H—T 2 RAIF ¥ v aESNTZMACT
FLRAZRRLET,

show interface vni

VNIA > H—T 2 ADIRT A=K AT —H A BIOWIHEHR
LTV v VENTWAAS U EZ—T 2 A (RESNTVEHES)
DAT—H A I NCEHEMT 5 TWAH NVE AV F—7 = A
AEFRRILET,

show mac-address-table

UE— K VIEPIP 7 RL ADRREIINTZ VNI A o F—T = A A |k

vtep-mapping DA Y20EET—7 MACT RLAT—T)L) 2FRLET,
show nve NVEA VX —=T 2 ADIRT A=K AT—H A BILOKHHER

EX Y VT A —T AR EEFETA L F—T A R) DAT—
XA, ZDONVE % VXLANVTEP & L T2 VNI, 26N
DNVE A o Z—7 = A AZEE#fFIT 5N TWHET VIEPIP 7 K
LAZRRLET,

show vni vlan-mapping

VNIEZ A RID &, VLANA U Z—T oA ZAFT2IT N T AR
Ty NE—FROYBEA A —T oA ADO~ v T 2FERLE
—a‘o

sour ce-inter face

VTEP EE 0, v X —T7 = AZFETLET,

vtep-nve VNI A > % —7 = A A% VTEP #E A v ¥ — 7 = A AZBHEfT T
ij‘o
vxlan port VXLANUDP R— &R ELET, 7 74/ h Tk, VIEP 5T

A =T A AZUDP AR — b 4789 ~D VXLAN T 7 4 v 7 &
ZIFANET,

"
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



