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Bl CiscoISE3300 ¥ U—X 7 7S5 A 7 VR ERET B8l

o a—V4 (CLIFHZ—VDO2—¥4)

o NRRATU—F (CLIFHEZ—HFD/RAT—K)

o TER=AFEHEONRAV = FBLOT —F =2 2—=FONRAV—F (FoF (5T Y
D H)

CLI H#flz—H% & Web X—RAEFH 2 —F OHEROE WV OFEHIZ OV TiX, TCLI 2 —4 & Web

NR—2F L2 — P O admin HEROEV | (P.3-2) 25 L TSI,

CLI EEa—H & Web RA—XEEI1—H®D admin #EEDELY

CiscoISEty v o7 7u 7 I 5L TRELZ2—FAB I UVIAT— KL, Cisco ISE CLI
X CiscoISEWeb £ v % —7 = A4 ATOEHT 7 v 2 TOMALEX L TWET, CiscoISECLIIZT
JEATELEMEL CLIFH—HF L VW ET, 7740 Tt CLIEH2—VFox—¥4I1
admin, XAV —Ridky 7 v 7 o A TC2—FRNEHELIZ AT =TT, T74+/L FD/RA
U— Rixdb v EFHA,

CLI®FHa—FDa—¥F4, BLOty N7y 7 7oA TERLIZ/SATV— F&#H LT, Cisco
ISEWeb f v % —7 = A4 RATHRANZT 78 ATEET, Web X—R admin 7 7 #+/V b D=2 —H43F
FONRRT—RNIIHY FHA,

CLI BBl —41%. Cisco ISE ® Web X—2DEH 21— T —HRXR—R |2 2~ NFET, YD
CLI HFla—F DL Web R—ADEH2—Y L LTart—anEzd, MFOEHa— L THL2—
YL ENRRAT— REFHTE DL 512, CLI & Web R—Z2DEH o —9 2 hTILEW 255 2 08
NHYET,

BMD Web N—ZADEHA—FFa—W (=T 2 ZAPHBINTEET, SHITFHMIIONT
%, [ Cisco Identity Services Engine User Guide, Release 1.1] @ TConfiguring Cisco ISE
Administrators] ZZH L T Z &0y,

Cisco ISE CLI & ¥ — %, Cisco ISE Web RX— 2 D& — L [T/ AR L HRE 2D B
HAY wRITTEET,

CLIEE1—YELU Web R—RXEBHI1—HITKk>TRITEhB4RY
CLI HH a2 —H+E L Web X— 2 EH 2 —H X, kD Cisco ISE v A7 AB# X 2 7 2 FITTEET,

e CiscolSET7 7V r—vay T—F& v I 7 w795,

e CiscOISET 7 ITAT UV ALTUVAT A, 77V r—vay, EREBHae s 2RR-T 5,

e CiscolISEY 7 y=T7 NyF AT FrRA VY= BLOT v 77 L —F2#EAT 5,
e NTPH—RNarvry 4 Fal—varyzRkET5,

CLIEEI—HIZK-THARITEINEERY
CLI H# o —F DAHA, RO Cisco ISE v A7 LB# & 27 & FTTEET,

e CiscoISET7 U r—ay V7 =T EBEEBLIMMELT S,

e CiscolSET7 7 I7A4T7 v A%V n—RKERIIvyy hEU LT 5,

e Ny ZT U RNLEEA, Web X—2ADEFH2—F 42Uty 45, SO TIE, EFHEED
0y 77D MILDRAT— RO (P.6-15) #BH LTI EE0,

CiscoISECLI 27 7 ¥ AT 22—V OHhEI/RII/ER L, CLI EH—FOERIEREZRHET D2

LAHESREL £,
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2y b7y T FRISLOISA—41zont A

N

(GF) CiscoISE 2—H A v ¥ —T = A A%MHH L TEREINTZ Web X—2E#H 2 —4 %, Cisco ISE CLI {2
ABICe /A o CExERA, N6 DOHERZES L 5 ICHTRMICER SN CLI FB o —HF D4,
CiscoISECLI T 7 v ATX £7,

ZEAC OV T, [Web 77 9 %4 L7z Cisco ISE ~D7 7t 2| (P.6-7) #ZMRL T &,

fhoy CLI BB —Y%#ERT SICIE. T CLIEHE1L—E LT CiscolSECLIIZRTA VL. R
DERYERITLET,

AFvT 1 LBy b7y 7o ATHEKRLE CLIEHa—YPZ L RAU—RE2FALTr A LET,
ATFYFT 2 ar74F¥al—vary ET—REHEEBLET,
AFw7 3 username 2~ R&ZFETLET,

GE) BT OWTIE, [Cisco Identity Services Engine CLI Reference Guide, Release 1.0.4)] %ML T 72
SN

ty N7 Yv T TAGTSLODINS A—B[ZDINT

CiscoISEv > "7 v 7 v s I 5%FEIFLTCCiscolSE V7 b =T 2RET DHHA. Mo
CLIBEEL, VAT LADOREICHKNERNRTA—HDODANERDL 0P IRFERENET (F 3-1
BB, YR—FENDBINN—RT =T TFI5AT VAN EHSL LTy NT v Fa s o 0%
FATT D HEIE, WS HO0nH Y £,

o N—=KRUxT TTFIATVANDIR Yy hT =TI _X=2ADar Y — ExEHEHAT 5,
o TTIAT UVADHHE AR A~ —HNL Y TN ary—) r—T N ERT 5,
o TTIATUA~DU—N) F—R— FBIOET A4 (VGA) #kixEH4 5,

INLDHFIEZXY, TTI7AT o AEHEOERERORNOE v S EELT 20y bV —2 %
RETEEY, By b7y 7 T ur 7 AoRIT—EETETTHREMEETT,

GE) WOFIEZ, #HEFIRIZE->T, YR—FEINTWAT I T34 7 U AZMHEUNIA A h—)b, Hif, B
FOEFRFEALTND Z EZFIHEE LTWET, VMware — SO EIZ DWW TIE, [Cisco Identity
Services Engine ISE ¥ 7 b 7 =7 DVD %M L7 VMware ' A7 ADgEE] (P.4-12) 25 LTL
73V,
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H3IE

Cisco ISE 3300 LY —X 7754 7V ADEE |

W o r7yT7 FOTSLDRSA—EITD1T

£ 341 v k7 v 7R Identity Services Engine *y kD —IRE/NT A —4
JarJk HL i
D S A 19 CFLFICT 2 HENH Y £, A7 CTE, %57 (A~ |isebetal
(Hostname) Z.a~z. 0~9) g7y () T, BYIOXFIZTNLNT 7y
N TRIT IR R £H A,
(eth0) A —¥ kv XAy b A—HFv 0 (eth0) ¥ —7 A ADOFH IPv4 [10.12.13.14

NAVE—T A
((eth0) Ethernet
interface address)

7 RLATRITUTZRY FHA,

Fv hwR7
(Netmask)

72 IPvA R b~ 7 ThRITERY 8 A,

255.255.255.0

F7 4k F—k
v x4 (Default

T AN N F— U= A OFRR IPvA T FLATRIERY &
A

10.12.13.1

gateway)

DNS RAA 4 IP 7 FLRIZASITEFERA, BR72CFIE, ASCI X5, ¥, |mycompany.com
(DNS domain NATy (), BXOEUAR () T,

name)

TIA4=Y F—h |TTA4<) F—h F— O IPv4 T KL ATRIFERY £ 10.15.20.25

H—,3 (Primary
name server)

A,

BID R — 2 H—

BINOR—2 —=_"OFHRIPvE 7 RLATRITNIZRY 8 A,

(X7 ay) BEHox—L

DB/ RE PF—NERETEET, IhE
(Add/Edit another T2Wid, y AL THREATL
name server) E3x

774 <Y NTP NTP = _DOFH %72 IPv4 7 R L AL 72idR A M4 Tt g7 v £ |clock.nist.gov

¥ —,3 (Primary
NTP server)

NCVVR

B D NTP % —3D

72 NTP FA A TRITIERY 8 A,

(A7 v ay) B NTP ) —

BN/ e NERETEET, ZNEITH
(Add/Edit another Wik, y Z AL THIAT L E
NTP server) R
VAT LR BB TR IER Y 8 A, BRI OWTIE, [Cisco UTC (F7 v k)
(System Time Identity Services Engine CLI Reference Guide, Release 1.0.4] 270
Zone) #HENTWD Cisco ISE WY R — T HHMHEOY 2 2B LT
KTV, 7o 2E, RFEFEESER (PST) %A 1d. PSTPDT
(F721x UTC-8 FEf) T,
GE) oA RX=V 7 TERRINDREMEIT. KOEBICHE
HASINDHEFME TT, TR — SN TWDLEREH O T T
DY A MZDOWTIL, Cisco ISE CLI 7°5 show timezones
av s REFTTEET,
2—H%4 Cisco ISE v A7 L~®D CLI 77 B AfER SN2 EHE 2 — ¥4 |admin (T 7 4/ 1)

EREELET, 774/ (admin) ZFEHAL2WEAIX, HiLn
=YL EERTIVERNDHY £, 2—FH T3 ~8 XLFET, FH
N (A~Z, a~z, 0~9) THEENTWLIXLERHDY
i‘é_o
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& 3-1 v F7 v 7AD Identity Services Engine v FT—IBRENFTA—42 (HiE)
JarvFk Bl i
SNAT— R Cisco ISE ¥ 27 L~® CLI 77 &£ A S 5 EHE S 2T — MylseYP@@ss

RERFELET, ZONRRT— NIERTLH2LERDHY T (7
T MEHY EEA), RNRAT— RIIKIE 6 XF T, /T (a~
7). KXF (A~2). %5 (0~9) BzhTh1-2UEEENRT
WHRERH D £7,

F—BER—ZEH  |Cisco ISE T —F_X—ZAD L AT L L-YLDNRAT — R e L |ISEdadbp_ss
HEDONRAT—F To TONRRAT— RIIERT H2HERH Y T (T 740 MEdY

(Database FHA), AT — RIIRE 11 XFT, /IMCF (a~2z2). KIF
Administrator (A~2Z). #7 (0~9) BNZnTh 1 DU LEEENTVDLIEN
Password) b FEI, FHAERZXTFOV A MNIE, TyF¥—2a7 () B

SR #) F—bEENET,

GE) SDEEEOTRTO/—RIZRICRAT— RBQMETHD
72D, WIELLZ M) ZFERHLTTIXTO ) — RERE
LT 7ZEN, ZORRT— RO ER%. CiscoISE 2 h
 TNEIc) EHLES, 2FED, YAT7500 74
BRHCZDNRAT— REANTHHIEEH Y THA,

F—H_R—2 22— [CiscOISE T —FRXR—ZADT 7 A L-YLDONZAT— RakgE LE | ISESudbp#ss
PFONRRT— R T, ZONRRAT— RFERTH2HERH Y T (T 740 MEIHY
(Database User FHA), SNAT— RIRE 1l XFT, IXFE (a~2z2), KIXF

Password) (A~Z), 7 (0~9) BERZEN1DLUEEENTVDHHLER
b0 FEIT, FEHFAERZXTFOV A NIL, TyF¥—2a7 () B
FORF B F—bEENET,

GE) SDEBEEOTRTO/—RIZRICRAT— RBMETHD
72, TRELC= MV EFHLTTRXTO /) — RERE
LTLK7ZE N, ZORRT— FO&RER%. CiscoISE 2 h
 TNEIc) EHLES, 2FE0W, YAT7500 740
BRHZZDONRAT— REANTHHIEEH Y THA,

GE) Web _R—Z2DBHEZOZ—FLABLORNZAT — ROZFEMIZHOWTIEL, [Web 7 v H 2 H LI=%iED
TR (P.6-10) ML T LI,

VMware #— 32 Cisco ISE ¥V 7 b7 =7 %A > A b — /L LTV 5EX, Cisco ISE iZ##it ~ b+
7w I HIZ VMware Y — b A VA = LB I ORE LFE T, Cisco ISE IZ VMware Y — /L /\ﬁ:/a
v 832%A A= LET, VMware V— /A NIELL A VA M=V ENTZ & EHERT DI
[VMware Y — /DA A h—/LOFER] (P.6-12) Z#ZH LTI EEV,

CiscoISE 3300 > V—XN—F9xz7 7TS5AT7VADH
E

ZOHETE, YR—FENTWEIN—KT =T 77747 AHIZ CiscoISE 3300 > U —X V7 bk
T T HRETAHIZOHD CiscolSE Yy T v a7 LAOEITICHONTEHAL £,
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ty b7y T TOTS5LEFHALTCiscolSE3300 Y —X 7ITSAF7URERET BICIF.RD
FIEERTLES .

ATF9FT 1 F—FKR—F& VGAE=%% CiscoISE3300 >V —X 77 I73A4 7 v AL ET,

AFwF 2 B a— A Cisco ISE3300 vV —RZHERINTEY, TTIAT UV ART L ThHhDH I & EMRL
ibio

(GE) CiscoISEY 7 by =TT TIRT 7 IAT LV ALH LN DA VA R— L ENTWET, Cisco
Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD Z{EA L2\ TL 72
SV, DVD I, 77 I7A T v ADA A—=VHEMOFIT, £721E CLIANAT— RO U U3Y O HBIZ
DHfEEE N TVET,

2T ROTa T IRRRENET, ZNET— b =T U ARET LRI LEEBERLET,

3k sk sk sfe sk sk sk sk sk sk s sk seoske sk sk sk sk sk sk sk sl sk sk skeoske sk sk sk skosk sk skok sk skeosk sk sk sk

Please type 'setup' to configure the appliance

sk sk ok sk ok sk ook sk ook sk o okok ook ook s okok sk okok kR sk okok R okok R kok Rk ok

AFYT 3 TurryTRTosetup EASIL, By Ty T T T AREBHLET, Xy hU—F T RT A —
B LOBRVOEREROANZRD LT a7 IRFRENET, RIZ, By Ty 7Tr s I A
EF TN Fur T hoflERLET,

N

(3¥) CiscoISE 7774 7 A%, UTC BfEHr 2 L CANERIICIER 2805 L £ 77, FFE O REH
BWATRHOBEIL, CiscoISE 7754 7o AN H 58, #ilk, F-3EICESHTAAL
F9, FEHOFICO VTR, £ 3-2, £ 33, BLUOE 34 0XRZSHLTLLTEIN, f¥
AR—NHIZ, By b T oL ZOBREERD DT 7 MIREIREINTZRRZ, FETD
ReffHr (77 4V M UTC) 2R ETHZ L2 BEIDLET,

FE O AU APM—NRICCiscoISET 7T A4 7 U A L CRBHEZER T H L, £D ./ — KT Cisco ISE
TV =y a v EERTE SRR ET, BRTOLEIC L2 EOFFMIZ OV T, [Cisco
Identity Services Engine CLI Reference Guide, Release 1.0.4]) D18k A @ [clock time zone] %%
LTSN,

Enter hostname[]: ise-server-1

Enter IP address[]: 10.1.1.10

Enter Netmask([]: 255.255.255.0

Enter IP default gateway[]: 172.10.10.10
Enter default DNS domain[]: cisco.com
Enter Primary nameserver[]: 200.150.200.150

Add/Edit another nameserver? Y/N: n
Enter primary NTP domain[]: clock.cisco.com
Add/Edit another NTP domain? Y/N: n
Enter system time zone[]: UTC

Enter username [admin]: admin

Enter password:

Enter password again:

Bringing up the network interface...
Pinging the gateway...

Pinging the primary nameserver...

Do not use "Ctrl-C' from this point on...
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Virtual machine detected, configuring VMware tools...
Appliance is configured

Installing applications...

Installing ISE...

Application bundle (ise) installed successfully

===Initial Setup for Application: ise===

Welcome to the ISE initial setup. The purpose of this setup is to provision the
internal ISE database. This setup requires you to create database administrator
password and also create a database user password.

Please follow the prompts below to create the database administrator password.

Enter new database admin password:
Confirm new database admin password:
Successfully created database administrator password.

Please follow the prompts below to create the database user password.

Enter new database user password:

Confirm new database user password:
Successfully created database user password.
Running database cloning script...

Generating configuration...
Rebooting...

Welcome to the ISE initial setup. The purpose of this setup is to provision the
internal database. This setup is non-interactive and will take roughly 15
minutes to complete. Please be patient.

Running database cloning script...

Running database network config assistant tool...
Extracting ISE database contents...

Starting ISE database processes...

['Virtual machine detected, configuring VMware tools...] A vt —1%, Cisco ISE BMAE~ > 1A
VA=A ENTOEHBEOLERINET, ZORA yE—UE, Cisco ISE B~ & 2 A A
=L ENTWLHAEEFRTENEEA,

CiscoISE Y7 F 7 = 7 O EH% . Cisco ISE ' 2T AZHBAYICY 77— LE£1, Cisco ISE CLI Iz
TAVLETICE, By T v PHICRE LT CLIE B —HFOGEKREREZ AT HILERNDH Y 3,
CiscoISED Y 77—+, HLWT = _R—REFHEEBLONT —FX—R 2—F DAYV - FDANE
JOMERZ RO T T IRERREINET, (DBREOTXTO/ — RIZEU/RATY— RBRUET

HBEH, WIRLZ U P EZFEALTTRTO /) —FERELTLEZEN), 2o a7 FRER

EhEd,

Welcome to the ISE initial setup. The purpose of this setup is to
provision the internal database. This setup requires you to create
a database administrator password and also create a database user password.

Please follow the prompts below to create the database administrator password.

[ oL-25540-01-J
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Enter new database admin password:
Confirm new database admin password:
Successfully created database administrator password.

Please follow the prompts below to create the database user password.

Enter new database user password:
Confirm new database user password:
Successfully created database user password.

Running database cloning script...
Running database network config assistant tool...
Extracting ISE database contents...
Starting ISE database processes...

CiscoISECLI =\t /A4 LELEZL, RO CLI 2w FE2E{TL T, CiscoISE 77V »r—
Tay TR ADAT —HAEMRTHIENTEET,

ise-server/admin# show application status ise

ISE Database listener is running, PID: 4845

ISE Database is running, number of processes: 27
ISE Application Server is running, PID: 6344

ISE M&T Session Database is running, PID: 4502
ISE M&T Log Collector is running, PID: 6652

ISE M&T Log Processor is running, PID: 6738

ISE M&T Alert Process 1is running, PID: 6542

ise-server/admin#

CiscoISE7 7V r—yay —R_"NETRTHDHZ L 2R LK, KOV FR—FEINTW5b Web
TI0FDONTNNEHEH L TCiscoISE 2 —% f v X —T A AlZu A4 T&xEd ((Web 7T
Y2 L7z Cisco ISE ~D7 7 & %] (P.6-7) &),

Web 75 U ZHMAL T CiscolSE 2a—HW A L FZ—T = Rl AL r35F, TRLA 74—
Rz L5 A LET,

https://<your-ise-hostname or IP address>/admin/

Z Z T, lyour-ise-hostname or IP address| i<t v b7 v FIIZ Cisco ISE 3300 vV —X 77 J A7
YA L TRELIEARA M EIFIP 7 FLA 2R LET,

CiscoISEmmu 714> 7 4 FUT, CiscOISE 22— A U H—T =2 AT 7B AT 572D Web
N—2Z admin 2 7 A VEKER (2—FLBLONRAT—FR) 2RO Tar 7 MRERINET,

CLI®¥la—VYoa—P4, BIOEY + Ty 7 FPrv XA TERELE AT —R&2H LT, Cisco

ISEWeb A v & —7 = A RITHHNZT 7 BATEET,

CiscOISEax—H S v —T oA A2l A Lieh, HWT, TR A, 22— 27, R —,
BLOFEOMOaR—2 NERETEET,
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CiscOISE 2 —% f L Z—T = f Z~D Web XR—Z2ADT 7 B AMEHT 52 —H4 & 2T — RDE
KAEHIL, CiscoISECLI A v Z—T =2 A ZA~DT7 7 ZfIz®y b7 v FHRIC/ERSR L7- CLI o —
FOBRBEHREF LTI A, ZNHO2FEOEHRL—FOENOFHIZON T, ICLI#
o — L Web _N— 2 FH 2 — W admin HEROEV ] (P3-2) 2B L T 7ZE0,

YR— b Sh TS EE
ZOHETE, BN, RKERBLOHFF, =2 T V7, 7TYT7OHdED UTC BEMEOFEMEZ 3 >0
FHTORLTOET,

GE)  FEOAUL, POSIX %7213 System V T, POSIX Fffi] #7201 313 America/Los_Angeles, —
J7. System V FffEI# O#ESCIE PSTSPDT O L 51272V £9°,

o W, KEB LN FFORERFIZHONTIE, £ 3-2 2B RLTILES,
o A=A FFVTOREHICOVTIE, £ 3323 TIEa0,
o TIYTORMTHIZONTIE, & 3-4 2L TS,

® 3-2 FEDRET

- EE IS FrE# 4

R

GMT. GMTO, 7 = VIEHER; (UTC)

GMT-0. GMT+O0,

UTC. Greenwich,

Universal, Zulu

GB B[]

GB-Eire, Eire TANT R

WET P e —nr oy R (UTC)

CET ks —w oy ENERE (UTC + 1 )

EET o —nm o~ (UTC + 2 )

KEBELUHTH

EST. ESTSEDT HEREEYER: . UTC - 5 IRFfH]

CST. CST6CDT R YERE . UTC - 6 IRFfH

MST., MST7MDT HHE AR HERE . UTC - 7 K¢l

PST. PST8PDT RFFEAEYERE . UTC - 8 IRff#]

HST ND A FERERE . UTC - 10 K¢

® 3-3 F—R 37 OEEE

F—R 597"

ACT? Adelaide Brisbane Broken_ Hill
Canberra Currie Darwin Hobart
Lord Howe Lindeman LHI® Melbourne
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& 3-3 A—R Y T7OREE @)

F—R 51U 7"

North NSw* Perth Queensland
South Sydney Tasmania Victoria
West Yancowinna

1. EE&HHizAT7ya () TREU->TANLET (B : Australia/Currie) ,

2. ACT = Australian Capital Territory (A —Z ;7 U 7 #4751 i)

3. LHI=Lord Howe Island (72— K « /NT3E )

4. NSW = New South Wales (==— % T A 7 x—/LX)

® 34 7 U7 DEREE

77"

Aden? Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Kolkata
Choibalsan Chongqing Columbo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk

1. 7UVTORMEIE, HTUT, MTYT, KT YT, BTYT, BXOFRTOT ALY 7,
2, MR EHHELIZIEEZ AT v 2 () TRES>TADLET (B : Asia/Aden),

(3¥)  Cisco ISE CLI show timezones =~ > N3+ 5 &, BMORRFEZFEHTEET, ZOCLI =+
VREFEITTL L, MHARERT RN TORMENERINET, Xy MY —7 OLFTIC i BRI %2
IR L E9,

BRETOEXDHER

RETOEANIELL BT LeZ & 2RT A1, kD 2 SO HFEOWTANEEH L T Cisco ISE
3300 Y — X 7T FIA TR S AL LET,

e Web 75 UH

e (Cisco ISE CLI

N
(F) AAP—NEFEOREDOHERLZFATTDITIE, H 63 A VA N—AEOFZ AT DFET] 25 LT
<TZEVY,
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CHAPTER

VMware R < I12&1+ % Cisco ISE
3300 =X VI b2z T7DA VA=)

ZOETIX, VMware A8~ > 123815 % Cisco Identity Services Engine (ISE) 3300 >~V —X 7
TAT VAT RT 2T DAL ARN— VDY AT DNEIZOWTHBALES, KOME Y7 T, A
A b= T RCET L ERERELET,

o Midl~ v 8k (P4-1)

e [CiscoISE UV U—=x 1.1 ®¥fi] (P.4-3)

o [VMware ESX & 721X ESXi — D% (P.4-4)
o [VMware ¥ — 0O E ] (P.4-7)

e [TCiscoISE V7 FY =7 DA v A F—LDEHD VMware ¥ AT LADUE | (P.4-12)
e [VMware A7 L5~D CiscoISE V7 v 7 =7 DA A h—/L] (P4-14)
o U7 avy— V& L7z Cisco ISE VMware ¥ — " ~D#f¢] (P.4-15)

N

(i¥) T4 RAF ¥ /—KRiL, CiscoISE3300 >V —X T 7 IF3A T LV ATOIRYR—FINTWET,
VMware %—/N VAT ATIEIY A — FENEFAL, ZOMOIEE Iz —/3T T, VMware {48
<V ETOEABYR— IR TWET,

RE< VEH

Yv

A~ v O/ AT 28I, Cisco ISE3300 )V —X T3 AT VA N—KR7 =27 OFKE & A
HTHHIVERHY £9, F 4-112, VMware {iifi~ 212 Cisco ISE3300 vV —X VY7 b =T %
ALVARN=NTDEODORNAT LB EZRLET,

& 41 &/M VMware R 7 LEH

BEHnr4 7 w=/INEH

CpPU Intel ¥ =7 /L =27, 2.13 GHz L\ L
AEY 4 GB RAM

[ oL-25540-01-J

Cisco Identity Services Engine Y Y—X 1A N—F9xz7 41 YR FL—Yarv 4 F



48 VMware REZ S UIZHI+S CiscoISE3300 ) —X YI FIx 74 VR =)L |

BN gE<I =4

% 441 &N VMware R 7 LEH (HE)

BZhns47 =MNEH

N—R T2 60 ~600GB T 4 A7 A RL—V (A XFFEEBIONF A7 12K >TH
R0 ET)

(G¥) Cisco ISE iZ. VMware NOH—DF f A 7124 A h—/)L§ 5 %H
WD ET, A ¥ A M= VDF 4 A7 FERE AT 72 (KO
INSWT 4 A7 BT L L, THIEREENREET 2HENHY £

R
T4 AY arvhbe— |SCSI 2> hr—7F
Z
NIC 1GB®NIC £ > % —T7 =A ANMLE (4 5D NIC % H#iT)
~
GE) BETDHEEDONIC DRy bU— I #OIERRIX, BT [T7TF 7~
(Adapter) | Fry 7 Z > URX Rpbxfitd % Flexible X h U —
I TETEERBIRLTLIEE Y, 20U Y —2TlX, Cisco ISE 117
~_TO NIC @ Flexible x v "NV —27 THE T X VY HR— L TWET,
[VMware 4 — O E] (P4-7) ODAT v 7 9 BB LTI EEN,
INA =X HR—FENTWS VMware DX— 5 NIRO LB T,

e VMware ESX 4.0, 4.0.1. 4.1
e VMware ESXi 4.0, 4.0.1, 4.1

G¥) VMware =X "=V 5220103, CiscolSE VU —RZ 1.0 DREDT T A ML — 3 » TORY
A= FEINTEY, EBHREETIIVT A - SR THWERA,

(GE) VMware =S LETCiscoISE Y7 MU =7 #FEITT DB, fMli & ERE O B TR AR 2EED T 4
BUANMBEIZRYFET, TA B ADFEMIOWTIE, (T4 2D A2 =] (P6-1) 25
L TLLEEN,

#£ 4-2 12, EBBEREORE T VMware Yy — % E(TT 5 72DIZHER, &/ Cisco ISE "— K 7 «
A7 fEEE Y Y CEM AR LET, EBEBEREORE CIE, CiscolISE Y 7 U =7 OFEITIZH 4-112
JZARENTWE, P R—FEINTWD VMware ESX BEOESXi =X NX—=V g V&AL T

SV,

® 4-2 ERERETOR/ VMware T« RV BB EH

ISE RILYF ERBRETORNMNT 4« RV EEBEH
Ak K7 a v ISE 200 GB

i 200 GB

B 200 GB

BB L OER 200 GB

R — P —E A 60 GB

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
m. 0L-25540-01-J |



| £$4% VMware FET UIcHI1T5 CiscoISE 3300 Y U—X YIFITFDAL VR =)L

N

(E)

S
GE)

CiscoISE U J—Z 1.1 0% W

VMware Y — S TEMR)LY F % A4 2 —T WL TCiscoISE Y7 b =T 23T L TCWAEA. /M
B, PR X OKEE O ERBREORE TR — b SN/ N—F T4 A7 fEE ) 4Tk
200 GB T,

Cisco ISE X, VMware NOH—DFT 4 A7 IZA VA =L TL2MERHYET, A VA M—1LDT 4
A 7 AR BN AT T T OB DN ENWT 4 R BT L PHIEREHERRETAEARH Y
7,

CiscOISE VU —2 104> A F—F1%, CiscoOISEN—RY =7 7 FI5AT L ATHR—FENDH K
KEZELWERKET, VMware P —NIZE D L THENTWETRTOT 4 AZHEEFATIL O
EEFEHTWET, 2F0, 600 GB ## x5 VMware — % ET 584, Cisco ISE 33 _ThD
Bl & A 7 ICEI 0 Y CTHRANT « A7 fHi%IE 600 GB (12720 7,

O DOT 4 AT AN—T 4 v a AMES RV EETT, RICHlZRLET,

e VMware —2323 200 GB ®F 4 A 7 fHIRE D 4 T TER IN7=H4E. Cisco ISE A A b—F 1%
200 GB = HIZE Y B TE T,

e VMware =R 1 7734 k (TB) OF 4 A7 f@8E 0 BT TERINTZHE. Cisco ISE 1 »
A N —ZFHRIEN DK (600 GB) £ THIV Y TET,

e VMware ' — 3 40 GB DT 4 A7 E 0 Y CTERINTZHE. A XE DY TRIR—-FEh
TWAT 4 A7 FEEID 4T 60 GB % FlEl> TWA728%, Cisco ISE £ v A b —F 13k L E
‘j—o

100 = —HF DO FH %P KR — b9 2 FHlEREE T VMware Y — & ET74 5729 D Cisco ISE D/N—F 5 ¢
A7 EIE Y Y COEME 60 GB T, 7272 L. VMware V' —REEHD 22—V E P R— 5 ER
BEREICEH T 2581E, LTK 4210V A PSRN TWLHERE NS E/NT 4 27 A4 XL E GFA]
N5 KD 600 GB £T) IZ CiscoISE DA v A b=V EFHRERR L T ZE0,

Cisco ISE ') 1) —X 1.1 ME%(i

AFvFT A1

ATvT 2

Ml B DA, CiscoISE UV U —2 1.0 1% MR~ 84 (P4-1) L, YFR—FIhTW
HAEE D VMware H— M~ v A VA b=/ T&EE£F, CiscoISE UV U —2X 1.0 Z 703 5 BE
W2, I~ UV ZHEVELOT 4 AZHEBERET HIHLEIIH D FHEAN, 17 &E 60 GB D
INT 4 AT R EEID B TCHLERSH Y 7,

B DT72HIZ CiscoISE VY —R2 1.0 V7 by =T 2 X U rua— RT3 512E, ROFIEEFEITLET,

WD v 7 BB LET,

http://www.cisco.com/go/ise (ZD YV 72T 7 AF 5121, A7 Ciscocom v 7 A > 7 L7~
VX NEFFOTWOIMLERDH Y £7),

[YZ7 hy=T7DX 7 m—FK (Download Software) | %27 U v 7 LET,

CiscoISE VY —2 1.0 Y7 by =7 A A—VIZIE. 90 HEOFHE T A £ ANRF TIZA VA F—L &
NIERETHBE L TWD D, REBLOWERENETT 5L, 33T Cisco ISE h—E2DT 2
FEBABTEE T,

[ oL-25540-01-J
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B vMware ESX %1=I% ESXi #—/\DHE

N

GE) FMEBRETO VMware — 30D A VA h— B3P R— F SN TWET, HEERE L EREREORE
T, T 25 VMware — NZWER/NT 4 A7 EREHOEWESH Y £ A, Cisco ISE THR—
h ENDH/ND VMware H— 3D A > A b —11Z1% 60 GB OF ¢ A 7 fEI NS LI T,

P AT ANDRETA B AR OEBBERSE D AT LI Cisco ISE #EZBITT D121, kD
HAY BRITTHRLERHY 9,

o FHMEROREZE Ny 7T v 7T 5

o EBRERE~DODEMIA L RAEA VA N—LT D

o EBMBREEDL AT LCREEZE LT D

o AVAM—NWHOT 4 A7 AT (FRERGS)

GE) 100 2— VT DLz Y KR— T 5 FHEREE T VMware %— %2374 5729 ® Cisco ISE D/n— K T ¢
Z o FEBE ) M T oML 60 GB TY, 7272 L. VMware 4 — 2L D2 —F 2P R— b5 LK
BEREICBEHTLHEE, TR A2V A PEINTWHIHERINDIRNT 4 A7 A XL E GFA]
ENBHEHKD 600 GB £ T) 1T Cisco ISE DA A b —/L A FERH L T E &,

VMware ESX F£71=1% ESXi —/\DRE

PR — I TW5D VMware $—3Z Cisco ISE %1 > 2 b —/L 3 5 (Z1%, VMware KA~ 12 60
GB OR/NT 4 A7 HEREEI VY THMLENRH Y ET, ZOHETIE, VMware R~ > L THEE i
INT 4 RV EE AR ET D (VMware AR~ v ETF ¢ 2 7 i@k X&Z5%# L. VMware ESX
P—=NiZu A F5) HECHOWTHHALET, ZOETIE, EERARTICHEET L% X7 0FITF
lE%E R LET,

FE O RARL—Y HATFLLTVMware > 7otV a =0 ZE2ERLRWVWTL 72 E W, Cisco ISE ¥V 7
=27 ORD Y —ZATiE, R —F SN TS VMware ¥—% (VMware 23— 3 > ESX 4.x
F721X ESXi4.x) TORML— XA FLLTH VMware &> ZFr bV g =0 7 ORIZYR—
FENTWERFA, ZHET 74V TERLS, AT 7 10DYy Fueya=rr7oFoy
Ry 7 ZOERIZONTHFLTHET (K 4-11 22H),

GE) WOFMEEZETTHICE, vl A 0 THLERHY T, IO T A 2 OFEITOFERIT OV TIL,
a4 (P.6-8) ZBMLTLEE,

TARVEYETERRELBERT HICE. ROFIREERTLES,

ATy F 1 [#%E (Configuration) ]>[AE YU (Memory) | #ZR L. [ 71 37 1 (Properties) | ZiER L F
R

Tay g YA X256 MB OEIE, 4GB ICEAETLMNERDH D £7,

ARTF9T 2 Tnuvl YA X% 4GB ICEET DI, [&E (Configuration) > [ AE U (Memory) | Z&R L F
‘j—o

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
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| 4%

VMware {R#8< < (28143 Cisco ISE 3300 )—X Y I FITF7DA VR —)L

AFvFT A1

VMware ESX £7=1% ESXi 4—/ 0z W

VMware (K87 7 A /v ‘/7\7‘A (VMFS) 23, VMware RA h THEINLTWVWLEARNL—Y R 2—
AMIERESNTWVWAZ LICERTHIIENEETY, 2F0, VMFS 71 v 7 4 XOREIR T
VMware I8 A b ETHRA R ENDBBHKOWIET 4 AV YA REBEETLHIMLERHVET, 7av s A
AEFETHE, VMFS R—FT 4 v a vV EF 74—~y hLBRWEERT LI ENTEEHA,

T4 EREZHIRT BICIEE. ROFIEERTLET,

[HIB® (Remove) 1 %27 U v 7 LET,
BU A FUREKRRINET,

[ (Yes) 1227V v27 LET,

T 7 AN NREVHIFRSAET,

HLWMREI 7ML 94 X2 TBICIF. ROFIEZETLET.

[#%7E (Configuration) ]>[A kL — (Storage) ]>
Wizard) ] ZEIRL £,

[APFL—YDBEMMY 4 F—F (Add Storage

[ AL —Y?iBM (Add Storage) | 7 1 ¥F— RiL [ #

% (Configuration) ] ¥V« & FUOf EREICH

= . . s

41 [ (Configuration) ]2 +1 > F™

Getimg Staned . Summany | Vitual Machines | Fesource Alocston | Perfoenance  JIESOETERRR, Users & Grougs " Everty . Pemizsoen

[ mardware Storagr Hefresh  Remces fckd Rowage...
s Iiridicnlan Driien oty Free | Type

L
My dsi whbaiioiy 515.75.G0 1520060 wfsd
» Shorege

Metracriag
Shorsgn Ldaphes
Mebrirk Adapters

"

| hoftearns

I Dt aily Py .
Licergad Fasburés & =
LR 1 SISTSGE  Capacky
Tuner Cordnpralan
S W e Locetaat  Wrnfsvolurred e A 1.,
[T S0SS G0 W wsed
Wiyl M b s bt dos 12,5068 B Fres
Wit Machane Seaphbs Logstian b Eeleckion
Saourty Profile Fioed Praperties Eutenits
Faepihniny B Ao tion Wohume Label: dsl winhead; 0:0: 3 520000 ... .
. . Datastons Name:  dal ]
Adbvareed Settng: Palhs Totsl Formatted Caparcity 519,75 ... E_‘

Tokal: 1 Formatting k-

[A RV —2 Z A7 (Storage Type) | Fry P& UMb, [74 A2 /LUN (Disk/LUN) ] %

BIRL T, [~ (Next) 1227V v 2 LET,
4 A7 FEGA A X2 [60 GB]. VMFS 71 v 7 A RI2 [2 MB] 3R L, [k~ (Next) | % &R
LET,

60 GB IX. VMware & Cisco ISE O A > A b= JVIZHLE R E/INT 4 A7 B T4, 7272 L. VMware
VAT ATHRHEEEZEID Y CTEEATH,. Cisco ISE 135K 600 GB A EEH LET, RETDH
filrx, BEEIZS T T, 60 ~ 600 GB TXRIFUTRD FH A,

[ oL-25540-01-J
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48 VMware REZ S UIZHI+S CiscoISE3300 ) —X YI FIx 74 VR =)L |

B vMware ESX %1=I% ESXi #—/\DHE

N

GE) T 7#NVPOVMFS1IMB 7y 4 XERIRLTZ5A. VMware 75 A2 b EOFE~ 12 600 GB
DF 4 A7 ERAERTHZ E1FTEERA, VMFS 7 7 AL ¥ 25 LAO/ERKTIZ 2 MB @ VMFS 7
0y 7 A REBRT DL TORHR, KK 600GB DA~ DT 4 A7 HIKAERE T E T,

AFvT 4 [#&T (Finish) 122V v 27 LET,

60GB DIRAET 4 A7 A XL 2MB D7 vy %A &R o8 LV VMware ¥ AT AN IEFIZIERK
é; ﬂT/Eiibg_o

FLWT 7 AN g X8+ 5121, [%E (Configuration) | >[ A€V (Memory) | ZER L T [
77 4 (Properties) 1 %27 U v 7 LET,

4212, dsl LWOHLAATTERSND T 4 A7 DO T 0T 4 2R LET,

4-2 T4 RIEHEDTONRT 4 94V FY
[ ds1 Properties
¥olume Properties
1 General [~ Format
Datastore Mame: dsl File System: WMFS 331
Maximum File Size: 512GE
Black Size: 2ME
Extents Extent Device
A 5FS file spztem can zpan multiple hard digk. partitions, or extents, The extent zelected on the left resides on the LUN or physical disk
to create a single logical volume. described belaw,
Extent Capaciky Device A -
wmhbal:0:0:3 520,00 GB| wrnhba0:0:0 546.50 GB
Primary Partitions 5C
1. Linux native 95,63 MEB
2. Linux native 4,88 GBE
3. ¥MFS 520.00 GB
4. Extended 2,56 GB
Logical Partitions Capaci
5. Linux swap 537,89 ME -
Total Formatted Capacity: 519.75 GB Add Extent... Refresh ‘ I arage Fatt ‘
Close | Help |

24THAR

VMware > A7 A _EC Cisco ISE Profiler ¥— E X Z@YNCEE S A 121%. VMware ESX £ 7213
ESXi #—/ 3 T VMswitch0 8 X O VMswitchl £ % —7 = A AZRETHLENH Y 9 (M 4-3
(P.4-7) &),

Cisco ISE Profiler Y—EX&ZHR—F33& 51 VMware H—/\ 4 VA2 —J 14 REZRET BIC
X, ROFIEEEFTLET,

AFvF 1 [#E (Configuration) ]>[F* v hU—%> 2 (Networking) ]>[ 7 m/%7 ¢ (Properties) |>
[VMNetwork] (VMware #—/3 A > 2 & > ZD4H(1) > [VMswitch0] (VMware ESX #—/3 o & —
TxzAAD 1 D) >[7 a7 ¢ (Properties) |>[&F =V 7 ¢ (Security) ] Zi&RL E 7,

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
m. 0L-25540-01-J |



| £$4% VMware FET UIcHI1T5 CiscoISE 3300 Y U—X YIFITFDAL VR =)L

VMware 4—ip@Exe M

[EX=U7 1 (Security) ] #7DTFD [AU T —4piI5 (Policy Exceptions) ] XA o C [ #EZER|E— K
(Promiscuous Mode) | F=v 7Ry 7 2%&F N2 LET,

BT 5 Koy 740 VR L Ry 2 2T AR (Accept) | ZBRL T, [OK] 22 U v 7 LET,

VMswitchl ECHRICFIEZ#EVIRLET (b9 —FHD VMware ESX —/ f ¥ —7 =1 R),

4-3

(= W4 Hetwork Properties

Gereral 590y | Troffic Shaping | MIC Teaming |
Policy Excegtions

Promisoinus Mode:
M Address Changes: - [&

v [ - |

Forged Transmits: [

=1

Cance=l

VMware Y —/\DE%5E

Z DI TIX., VMware Infrastructure Client % {# /] L C VMware #—/3%

ij‘o

AR

239136

[VMNetwork 7A/37 1 (VMNetwork Properties) ] 71> K™

RETDHHEICHOWTHAL

CiscoISE Y 7 b =7 DA A h—)LEIZ, VMware (A8~ 2 U 1ZH/NT 60 GB OE| D ¥ TH 7
T4 ATHEENSH D Z L AR L ET, MoV TIX, [TVMware ESX £721% ESXi V— DR E |

(PA4-4) #BRLT &,

[ oL-25540-01-J
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48 VMware REZ S UIZHI+S CiscoISE3300 ) —X YI FIx 74 VR =)L |

W vMware Y—/50&E

VMware Infrastructure Client Z{#H L T VMware H—/N\Z28%E 3 5I1Z(F. ROFIEEZERITLE
ER

AFvT 1 ESXH—NicnrsArLET,

AFwvF 2  VMware Infrastructure Client OO~ A T, RA h 2T F &7V v 27 LT, [FdE~ >
> (New Virtual Machine) | #&ER L £,
[ B R~ > (New Virtual Machine) | 7 « ¥'— FAERENE T,

ATF9FT 3  [REHXA 7 (Configuration Type) ] ¥4 TR IRy 7 AT, K 4-4 12779 L HIZ VMware ZE & LT
[#FE4E (Typical) 1 Z@IRL T, [R~ (Next) 1 &2V v 27 LET,

4-4 [fR#E< L > DEE (Virtual Machine Configuration) 1 ¥4 7R Ry R

‘irtual Machine Configuration
(+ Typical

Create a new virtual maching with the most common devices and configuration options.,

I Custom

Choose this option if wou need to create a virtual machine with additional devices or specific
configuration opkions,

247265

[ 4700 & HPT (Name and Location) | A 7 R 7Ky 7 ARERINET, (K 4-5),
AT9FT 4 VMware VAT LAESBTH2ODO4FEAI LT, [k~ (Next) 1227V v 7 LET,

4-5 [&B1&£35AT (Name and Location) 1 #4705 KvH R
MNarne: -
[1sE1.0] =

eV VMware R A MIEHAT R MaZEHLET,

[7—%# 17 (Datastore) ] ¥4 70/ Ry 7 ABRFSNET, (K 4-6).
RF9F 5 T 60 GB DLE AS—ABFMAMAT —4 A h7 2L T, [%~ Next) &7V w7 LE

R

4-6 [T—% R b7 (Datastore) | ¥4 7AJ Ry H R
Mame Capacity | Free Type Access Fﬁg
[ds1] 519.75 GE 519,20 GE WMF3S Single host | b=

[ AN F_V—TF 17 A7 A (Guest Operating System) | A 72 7Ry 7 ARERINET,
(1% 4-7),

AFvF 6 [Linux] 7 VU v L, [/3—Ya>¥ (Version) | Kr vy U2 )5 [Red Hat Enterprise
Linux 5 (32 £°v ) (Red Hat Enterprise Linux 5 (32-bit)) ] Z#iR L £,

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
m. 0L-25540-01-J |



| £$4% VMware FET UIcHI1T5 CiscoISE 3300 Y U—X YIFITFDAL VR =)L

VMware 4—ip@Exe M

4-7 [FR b #RL—F 4 25 AT L (Guest Operating System) ] ¥4 705Ky o R

Confiquration
Mame and Location

Datastore " Microsoft Windows
Guest Operating System

Guest Operating Sysker:

Create a Disk ' Linux
Ready ko Complete " Nowvell MetWare
™ solaris
" Qther
Wersion:

Fied Hat Enkerprise Linu:

Identifying the quest operating system here allows the wizard ko provide the appropriate defaults For g
the operating system installation. 2
(']

[AE 7 =& v YD (Number of Virtual Processors) | A4 7 R 7 ARy 7 ANRFRINET,
(E 4-8),

AF9F T  [RAETeE v PO (Number of Virtual Processors) | Kr v 7 & w2 U hd [2] (2 236 A 76
REE) FERLET, 1 #BRTL220TEET, [K~ (Next) 227V v LET,
X 4-8 [FRTotvyYD#H (Number of Virtual Processors) 1 #4705 Ky H R

Mumber of virtual processors; _ -

247288

[ AEVEE (Memory Configuration) | ¥4 70 /Ry 7 ANRFERINET, (K 4-9),
ATy7T 8 4096 MB X A/JL T, [k~ (Next) |27 Vw7 LET,

= 4-9 [ #EYESEE (Memory Configuration) ] ¥4 7RJKvH R
— | amos| =] g
e ses22 g
s A & &

[NIC #%7E (NIC Configuration) | ¥4 7 022Ky 7 ARFRENET, (X 4-10),
ZFyF 9 [NIC1] #BR LT[k~ (Next) 147U v 7 LEF,

N

GE) FETAHEEONIC Oy MU —V#EROIERIFIL, %7 [7X 7% (Adapter) | Rr v 74
7 UARPOKRT S Flexible v bV —2 THETZHZEZBIRLTLZE Y, 20U U—RA
T, Cisco ISE i£9XT®» NIC @ Flexible *v NV —27 T X T XY R—K L TWVWET,

Cisco Identity Services Engine ) YJ—RX 1A N—FJ 7 A >ArL—a>Y HA4F
| oL-25540-01-J .m
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W vMware Y—/50&E

4-10 [NIC 885 (NIC Configuration) ] ¥4/ 705Ky o R
Create Metwork Connections
How many NICs doyou want o conneck? I 2
Connect at
Mebwork Adapker Power On
MIC 1t M Metwark ﬂ |Flexible j v

Adapter choice can affect both networking performance and migration
compatibility, Consulk the YMware KnowledgeBase for more information on
choosing amang the netwark adapters supported For warious guest operating
systems and hosts,

[ 487 + 2 7 78 & (Virtual Disk Capacity) | ¥4 7 0 7Ry 7 ARERINET,

247264

A4 F

(% 4-12),

Il Cisco Identity Services Engine Y Y—X 1A N—F9x7 A VA FL—Y 3>

OL-25540-01-J |



| £$4% VMware FET UIcHI1T5 CiscoISE 3300 Y U—X YIFITFDAL VR =)L

ATv7 10

VMware 4—ip@Exe M

411 [T4RY FAES3=>% (Disk Provisioning) ] ¥4 7845 Ry s X
(4] Create Mew Virtual Machine E’E
Create a Disk Virtual Machine Version: 7

Specify the virtual disk size and provisioning policy

Configuration Capacity

Mame and Location

Host / Cluster Disk Size: 200 3. Gl ix

Datastore

Virtual Machine Version Disk Provisioning

Guest Operating System . 2 .
EPUs = [~ Allocate and commit space on demand (Thin Provisioning)
Memory I” Support dustering features such as Fault Tolerance
Netwark

SCSI Controller
Select a Disk

Create a Disk ' Store with the virtual machine
Adva Iptions

Location

" Spedify a datastore:

] |

Ready to Complete

Help | < Back | MNext > I Cancel |

A

30210

[T4 227 Fubeya=r7 (Disk Provisioning) | A4 7R 7Ry 7 AT[AN—A&A T~ T
ED L TTHEE (Vv Ya ey a=27) (Allocate and commit space on demand (Thin Provisioning))
1F =2y 2Ry 7 XA AT LRNTL S (K 4-11), [k~ (Next) 1227 U v 27 LTHATLE
R

[ (485 + A7 788 (Virtual Disk Capacity) | ¥4 7Ry 7 ARERSNET, (K 4-12),

AFv 7T 11

AR =V XA 7L LT VMware V> 7B EY g =0 7 E2BBIRLAAWVWTLZEW, Cisco ISE V7
=27 ORY Y —XTiX, R — SN TW5 VMware —/% (VMware /X—3 3 > ESX 4.x
FITESXi4x) TOARNL—Y XA 7L LTO VMware v'> 7R EY a3 =2 7O HIEYR—
FENTHEFA, ZHET 74V MRETIED D THA, 4-11 TlE, ¥ Fueva=r7
DF xRy 7 ZADOBBFUIZONTHE L TWET,

[5 422 ¥4 % (Disk Size) ] 7 4—/L FIZ 500 GB 2 AH LT, [k~ (Next) |22 U v L%
ﬁ—o

® 4-12 [fR2E T« XY &B& (Virtual Disk Capacity) ]| #4705 Ky R

Set the maximum size for the virtual disk,

Datastare: |dsl

Available Space (GE): 519.2
Disk Size: s [e -

247257

[FHME~ Y 2T T 5N TEE L (Ready to Complete New Virtual Machine) | % 7 1
TRy 7 ARKRENET, (K 4-13),

[ oL-25540-01-J

Cisco Identity Services Engine Y Y—R 1A N—F9z7 41 YR FL—Yarv 4 F



48 VMware REZ S UIZHI+S CiscoISE3300 ) —X YI FIx 74 VR =)L |
W CiscoISEYVT FI17D( VR F—LDI=-8OD VMware ¥ X T LDEE

ATy 12 HHER S VMware & A7 AO4RI, 7 A OS, {48 CPU, A€V, BIOIET + A7 o
Rp & REDHMEMRLET,
B 4-13 [ETT5#MENATEE LI (Ready to Complete) ] ¥4 7O5Kv I R

The wvirtual maching will be created with the Following options:
| Mame: ISE1.0

HostfClusker: acsvin-185-dI350. cisco.com
Resource Pool:  Resources

Datastore! ds1

Guesk 05 Linu Cther Linus (32-hit)
Wirtual CPUs: 2

Memory 4096 ME

MWICs: 1

NIC 1 Metwork: WM Nebwork,
Wirtual Disk Size: 500 GB

247265

ATvF 13 [# 7T (Finish) 1227V vy 27 LET,
T, VMware v AT ABA VA h—VENE LTz,

FIZIWHERR LT VMware Y AT L% 7 77 4 72T 5121, EHOXAL > TVME24H27 Y v 27 LT, [
BEIFA Y (Power On) ] Z#IR L E 7,

CiscoISE V7 b x7DA VAR F—ILDT=-H®D VMware
AT LD

VMware v A7 L&ZFETH &, CiscolSE Y7 bV =T %A VA M—/LF DR TE HARFRITR D
¥4, Cisco Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD 7~ 6
CiscoISE V7 by =7 %A A b=/ 51Z1X, VMware > 27 A% Cisco ISEDVD 67— b3
HEICHRETHLENRDH Y EF, ZHIZIE, VMware VAT AR RAE DVD K74 7 %A LT
Cisco Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD 7267 — b9
LHEITHRETHHLENRDHY £,

i, THEHOX Y Y= REIS U TRR L HEEZHEH L TETTEET, VMware ESX #—
NIHEARDDVD F7A4 7 %FEHALT VMware v A7 A% EET H12i&, [Cisco Identity Services
Engine ISE ¥ 7 b7 =7 DVD Z{EfH L7z VMware > A7 LD E) (P4-12) 2R L TS0,

Cisco Identity Services Engine ISE V7 +» 7 DVD #{#EHL 1=
VMware ¥ X 7 LDEKTE
Z DT, VMware ESX #—/X KA ~® DVD R J A 7 %M L T, Cisco Identity Services Engine

ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD 7>& VMware v A7 A%x BT 5 L 9 ICERE
THHFEIZOWTHALET,

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
m. 0L-25540-01-J |



| £$4% VMware FET UIcHI1T5 CiscoISE 3300 Y U—X YIFITFDAL VR =)L

ATFvFT1

ATFvFT 3

ATv7 4

CisCOISE YT kI 704 VA F—L DD VMware L A7 L0%H M

DVD FS54 J%##RALT VMware A TLEERET B2, ROFIEZETLET,

VMware Infrastructure Client T, #H7-IZ/ERK L7 VMware ¥ A7 A& #iiFR L C, [~ &%
E DML (Edit Virtual Machine Settings) | &R L F 7,

[ 48~ v o7 a 37 ¢ (Virtual Machine Properties) | 7« > RUBERENET, 4-14 1z,
Cisco ISE U U — X 1.0 D4 HITIER S 11D VMware ¥ A7 LD 7 a7 1 2R LET,

4-14 [RB< >0 FO/8F7 4« (Virtual Machine Properties) ] #4705 Ky 9 X
{% ACSH.1 - Virtual Machine Properties
Hardware lOptions ] Resources ] ‘irkual Machine Wersion: 4
Hardware Summary | Specify the amount of memony allocated to this vitual
Memory 4096 MB machine. The memany size must be a multiple of 4ME.
ﬁ CPUs 2 M for this vittual hine:
& Floppy Drive 1 Client Device emary far this vitual machine:
% DYDY Drive 1 Client Device LR | A095 3: ME
BB Mebtwork Adapter 1 WM Metwork T .) ............................. |
@ 551 Controller 0 151 Logic 4 E5G32
= Hard Disk 1 Yirtual Disk L A £
To zet the memory to one of the indicated values, you may
click the colared triangle on the slider above ar in the legend
below.
L Guest 05 recommended minimum 32 MB
&  Recommended memorny 286 MB
L Guest OS recommended masimum ERE3Z MB
A Mazimum for best performance 10236 MB
Whiware's recommended mawimum memory For g Linus
guest 05 is based on the least capable kemels far that Linus
distribution and version number. Some kemel versions can
support larger memory sizes. Consult your Linus release notes
to zee if your kemel can use alarger memary setting.
add... |
]
Help Ok | Cancel | ol
A

(kA< D7 msR7 ¢ (Virtual Machine Properties) | # A 7 v 7' AR > 7 AT, [CD/DVD K7 A7
1 (CD/DVD Drive 1) ] &R L £,

[CD/DVD K7 A7 1 @7 r,37 1 (CD/DVD Drivel properties) | %A 7 27 ARy 7 ANEKRINE
R

[RA N 7314 2 (Host Device) | A7 a v &@RL T, Fry ¥ v JXMpb IO DVD
RA N TAA AR ET,

[FBIRA > THft (Connect at Power On) | A 7L a v ZEIRL T, [OK] 27 VU v 7 L TREEZMRIFEL
iﬁ‘o

1T, VMware ESX +—"® DVD F7A4 7%FEHL T, CiscolSE Y7 hy =T %A A h—/LT
XL LD EL,

WMENET LIZL, [ Y=/ (Console) 1 #7 %227 Vw7 LT, BHOXAL UG [VM] 247

Uy 27 LT, [EIFE (Power) 1. [VEY I (Reset) ] DIEIZEINL T, VMware ¥ A7 A% L) L
7

[ oL-25540-01-J
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48 VMware REZ S UIZHI+S CiscoISE3300 ) —X YI FIx 74 VR =)L |

B vVMware Y XFLA~®D CiscoISE YT k9T 7DA VR F—JL

VMware AT LAD CiscolSEVI ) 7DA R

b—IJL

AFvFT 1
2AFvT 2

ATFvFT 3

Z DT, VMware ESX 4.x ~® CiscoISE V7 bV =T DA VA h—)b T uat R IO THBH L &
ﬁ—o

VMware Y X T LIZ CiscoISE VI 9z 7 H#A VA M—=ILTBIZIE. ROFIEZRFTLET,

VMware Infrastructure Client (27 71 > L E 7,

BIOS ThyE ity (UTC) RREISNTVD I L EMABLET,

a. VMware Y AT ADOEBEFRNA 2> TWBBEAIE. VAT LADTFEREA 7ICLET,
VMware v A7 LDOEREA N LET,

FI1 LT, BIOS v b7 v 7 £—FIZ L%,

RKEI%—%H A LT, [ Bff &£ #% (Date and Time) | (2 &)L, Enter 2 L £,
TTTAT ADKR & UTC/ 7' ) = v VERYER (GMT) FRFICRE L ET,

P 2 0 T

N

(Gk) T XT® CiscoISE / — F% UTC RHHICHRET 2 2 L 2L L ET, ZORRHHEIC L
D, BEICBIASESER ) —FOLDLR—FIFBIORa IR, ZA LREZ 7 THEIZEM
ENdEoicn 4,

f. Esc##H LT, A4 BIOS A==a2—%#&TLET,
9. Esc ##L T, BIOS v h7 v 7 E— K& T LET,
~

GE) AVAN—NBIC, KEETA B AZ2A A =L LRWIEES ., Cisco ISE 1F HEIFIIZ KA 100
VRRA VR EYVR—=FT290 BOFMT A B A% A A =V LET,

VMware ESX 75 A k@ CD/DVD K Z A 71 Cisco ISE VM Appliance (ISE Software Version 1.1.0.xxx)
DVD ZffiA L, (i~ v OERE A L ET,

~
GE) ZoODVD~OT 7 RAENROWEAEIX. Cisco Software Download %1

(http://www.cisco.com/public/sw-center/index.shtml) 7% CiscoISE VYV —2 1.1 V7 hy =
TaEXvra—RLET, Ciscocom 7 LT v LVORMBRD LN ET,

Cisco Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD ® 7 — NRIZ
A= ABRRRINET,

Welcome to Cisco ISE

To boot from the hard disk press <Enter>

Available boot options:

[1] Cisco Identity Services Engine Installation (Monitor/Keyboard)

[2] Cisco Identity Services Engine Installation (Serial Console)

[3] Reset Administrator Password (Keyboard/Monitor)

[4] Reset Administrator Password (Serial Console)

<Enter> Boot from hard disk

Il Cisco Identity Services Engine Y Y—X 1A N—F9z7 A VR L= a3V HAF

OL-25540-01-J |
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| £$4% VMware FET UIcHI1T5 CiscoISE 3300 Y U—X YIFITFDAL VR =)L

GE)

AFvT 5

ST
~ DHEHE

2AFvF 1
AFyvFT 2
AFvT 3

LUYF)L a>Y—LEER LT Cisco ISE VMware #—/i~0iEt H

Please enter boot option and press <Enter>.

boot: 1

My VT vy T EFIATTHIZIE, TE=4 X —FR—RFRPFA—FrEiF=ar Y= K- broWnTiunrz
BINTEET,

VATAL TR T 1L EANLTE=ZLXF—R—FR—FE2RBIRT LN 2 AN LTary—
VAR — FEBIRL, Enter L 7,

ZNT, VMware > A7 A~®D CiscoISE V7 b =7 DA VA M—/LRBIE L E7,

AVA M= TaRARETTHET, 20 5010 £9,

A VA D= TREANKT D L M~ T ABICHEES S ET,

VM OFEBIIFIC, 20 Y —MICRO K TR RENET,

Type 'setup' to configure your appliance

localhost:

VAT A a7 T, osetup & AJIL, Enter L E T,

By Ty T U4 T FRRRSN, V4P Rl THIREZETLET, By M7 v Fm
T AOFANZONWTIE, (B b7 v 7 0l T L0NRT7A—=ZIZ250 T (P3-3) 2BRLTLEE
[

Oy —)LEERA L= Cisco ISE VMware H—/\

YU TN 3y — AR LT Cisco ISE VMWare Vr— N2 T 51213, ROFINEEFEIT L F T,

B D VMware —/N (72 & 21X ISE-120) OEREA 7IZLFET,
VMware — %2457 1) v 7 L, [##E (Bdit) | Z&RLET,
[/»— FvU =7 (Hardware) ] # 7% &IRL, [N (Add) 1227 V7 LET,

[ oL-25540-01-J
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48 VMware REZ S UIZHI+S CiscoISE3300 ) —X YI FIx 74 VR =)L |

WM 2 y7) 3> y—LEERALE Cisco ISE VMware H—/3~ D

= vm-3 Virtwal Machine Properties

Hathuu]m|mm| Wirluasl Machine Varsion: T
™ Shorw A Devices Add... = [ ]
Hardwane SLmary .
B Memony 1 MR
a ous 1 4
B wdeo card Wi card
B VMO device Restrichod
Floppry ditve | Chert Dervice |
CEHEVD Drive 1 [Sterapel] be-1.1,0.97...
B Metwnrk adapher 1 VM Btk
W Mebwork adapher 2 Fa
G 5CH controler 0 L1 Lo Paralel M
2 Haed dic ) Wiehual Disk
4
i
e o ancel G?E

ATFyF 4 [V T FR—1 (Serial Port) | ZER L, [K~ (Next) | %27V v 7 LET,

“ Posl - Victual Machine Fropartiss
Harderre. | Optiom | Rewouree |

Wiebual Maching Versaon: 7

= Add Hardwiann

Device Type
What gort of deios do you wesh o add ba your viebusl machine?

Device Type Chumrn b bype o derwion yums wish i acki.

:
:
:

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
m. 0L-25540-01-J |



| £$4% VMware FET UIcHI1T5 CiscoISE 3300 Y U—X YIFITFDAL VR =)L
LUYF)L a>Y—LEER LT Cisco ISE VMware #—/i~0iEt H

AFyFT 5 VU TAR—MOOEAZ, [FANTYIL ) T R— b&2EHAT 5 (Use physical serial port on
the host) ] Z@RL £ ¥, [k~ (Next) |22 U v 27 LET,

[ Add Hardware E|

Serial Port Type
What media should this virtual serial port access?

Device Type

Select the bype of media yvou would like the virtual serial port to access,
Select Port Type

Serial Port Output
* Use physical serial port on the host
" Cutput ko File

" Connect to named pipe

Help | < Back | Mesxt = I Cancel |

ATFYT 6 F—FrE2BRLET, KO200WTNIDOF T a o 2RIRTEF 1,

* /dev/ttyS0 (DOS F7z1% Windows <L —7 ¢ 7 27 LT, ZHiE COMI & LTERSN
£,

/dev/ttyS1 (DOS F7-1% Windows AL —F 1 7 27 LT, ZHiZ COM2 & LTEREN
E DN

AFYFT T [~ (Next) |27 U7 LET,

Cisco Identity Services Engine J)—X 1A /N—Fx7 A YA FL—>3 > HAF
| oL-25540-01-J .m



48 VMware REZ S UIZHI+S CiscoISE3300 ) —X YI FIx 74 VR =)L |
W S y7)LarY—L%EERALI: Cisco ISE VMware H—/<~D##

= A Har deans

Sebect a Physicsl Serial Port
trbach phesic ol dee shoadd this serial poet, connect ta?

Dece Tuze St e vyl e i weonsdd B b corect s s virtual sevial et
et Pt Tene
Select Physical Dot Pirysical Serial Port
Pt |fdewittyso -
Deereics Shabars

W Conmech s power o

1 Mdde
W ikd CPU o6 pe

Eiiwe Uhwm gpuaieit oy alinn) wpihen bo o i evial ot inn polled o
rither L n interrupt mdods,

ks | < Dok, ||W| Careel ]%

el

ATFYT 8 THAAADAT—H AR LET, ZiUd [Bik74 (Connected) | EFRENET,

.:: Pos - Wirtual Machine Properiies
Handware. | Cptions | Resources | Virtual Machrs Yersion: 7
T S
™ Shw Al Davicas Add. [F c .
Hardware SuTmary | M Cornoct # power on
B rMemory Ll 2 1]
B o p Confacton
B eorcard widen card ¥ L plyysical serial poet:
= VMCT device Rastrictad [iaeiersa =]
Flopgry devn | Chrrd D :
COUTHD Drive | [Soreget] se-l.0.0.00.., [ e trtput Fle.
[ R Vit Machire Netweork, [
) 5CSconkroder 0 157 Lexyc Paralel i
oD i diskc | Wit Dk, P
| G Sevialpert 1 [ettyS0 ] e I—

M Frad: |
Far ral: [Fidmatne =]

10 Mada
B b CPU on ot

oo thes QuisE opebrahing £yt Lo uise Hhis serial
et i poded mode (a8 coposed o inbernupt model.

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
m. 0L-25540-01-J |



GE)

CiscoISED7v 75 L—F

Cisco Identity Services Engine (ISE) (X, LARID AV vy — VU —=RAEIA LT T A VU =05
D CiscoISE A7 F A VU —R1.04I127 v 77 L — RT&EET, £72. Cisco Secure Access
Control System (ACS) 5.1 8L 52 VU =20 6HHD CiscolSE AT F A2 VU —21.0412
BITTHZEHTEET,

Cisco Secure ACS 4.x LARiD/N— 5 > F721% Cisco Network Admission Control (NAC) 7774 7
VANSEHFD CiscoISE V U —RIIBITTHZ LIXTEEHA,

Cisco Secure ACS 5.1 B3 L U52 U U —A0 B EHD Cisco ISE U U —A~DOBITICET 2 fFHIZ O
TiX.[ Cisco Identity Services Engine Migration Guide for Cisco Secure ACS 5.1 and 5.2, Release 1.0.4]
EZRLTLSTEEN,

D Cisco ISE U U —ZZid, D ACS5.x VY —RApbDHBATTE £, IHrd Cisco ISE Y
U —=ZA~DBATEFHET DA, H&HD ACSS5x VU —RIT v 7T L—RTHULERHY £7,

Z 2T, RO FNEIZHOWTEB L £97,
e [CiscoISE /—FD7 v 727 L—1Fr| (P.5-1)
o [Ty 7 7L —FKEENLOME] (P.5-8)

CiscoISE /—KDO7v 759 L—FK

N
()

CiscoISE U U —2 1.0.3.377 725 CiscoISE A 7 F A VY —21.04.573 ~OT v 77 L — RKED
7740 b Tadmin) BHEL—Y S X =T =24 X T 72 RAZHET L, BEMOMERH £3, 7%
Mz DT, [Release Notes for Cisco Identity Service Engine, Release 1.1] @ Known Issues| % %
LT IZEu,

Cisco ISE 1ZLLATD U U —ZANBRDO IV U —R|IIT v 77 L — RKTExE3, UiV V—R 2, T

WA VA R—NLERNTWDIRYTFREENDIHGEROHVET, o, FEOA T F A YU —R|Z

DB ERDH D ET,

72& z21E. CiscoISE UV U —2% 1.0 Z&#HD CiscoISE A>T F 2 V) —RIZT v 77 L —RL, #

VFFU A VY —ZERDGFRDOY Y —RIHETT v S — RT AN TEET,

WOT v T TV —R F P g w2ERATEET,

e CLINGLT IV r—vay 7y 7 L—REFETTDH, Mo TE, ICLINL0T7 7Y r—
vary 7y L—R0FET) (P5-2) ZRLTIEIN,

[ oL-25540-01-J
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¥E5F CiscolSEQ7yTIL—F |

M  CiscoISE /—FO7 v FFL—F

(F)

o DEIREIT v 7L — REETT B, FEMICO WX, [HEERT v 77 L — FDFEIT) (P.5-4)
L TLTEE0,

o LD CiscoISE VU —A 1.0 F721X CiscoISE AT F 2 A VU —R1.04T 7T7A4T 2 A%,
BH D CiscoISE VU —R 1.1 FEITT5H LW CiscolSE T 7 I7A TV AZEEHZ D, FEIC
DT, MSE 1.1 #3479 5 CiscoISET 77 A7V AIZEBISEL0 Y7 by =T #FE473 %
CiscOISE 7 7T A4 7 ZADiEH] (P.5-6) ML T EE,

=R FOER, AT AR, J— ROBEE TR EORMBREOETIL, EH
NOTRTO /) — KMERIET v 77— RSNDETEETDH L AR LES, (ZZL, 2
DOHEBEDFS D 1 DIz, [REZ LV RT Ry J—RTOT v 77 L— FEENSORE ] (P.5-8) ([Zi#
SNTWD, RL7ET v 77 L— Kb oREICLERFIERNGENET),

LRI R— g > ®D Cisco ISE 7°6 Cisco ISE 1.1 IZ Cisco ISE E=% VY 2 ) — R KRBT v F 7L —FK
FFETEIND L, TIZT 47 By g iHEEEAT, 10) VY FENET,

CLIADT7 TN r—ary 7y T L—FDEST

GE)

Cisco ISE TiZ, CiscoISE UV —Z 1.0 BL W CiscoISE A>T T A U U —2R1.04 DHEHHO

CiscOISE A7 F A VU =X 11 CLIWOE#HT SV r—var 7y 7b—F$52&6T

TFET, ZOFT TRk, TTTAT A RITH LW CiscoISE V7 R =T EBA VA R—)L

L. ARICRELLOE=F ) I RT —F_R—RA%T v 77 L — T LN TEET,

TV r—=vary Ty 77 L= ReETT5I121E, CiscoISECLI bk A~y Ra AN LET,
application upgrade application-bundle repository-name

ZNENOHIIKRDO LB Y TT,

» application-bundle 1%, CiscoISE 7 7V r—vav a7 v 77 L—RTEH5T7 TV r—ar Ny
R DA HTTY,

* repository-name 13V RY MY OL4FITT,

FEHIZ DWW TIX, T Cisco Identity Services Engine CLI Reference Guide, Release 1.0.4) # &ML T 72
é b \O

FIEZED DRI, BADFEEDO /) — R ETT v 77 L — FE2RTT2HECHETIROEOFERE T
NTHERT D L2 HEELET,

RDO%E . CLI 55 application upgrade =~ > K& L T Cisco ISE #LARiD/N— 5 92 HEAE
D= a T 77— RTEET,

o B, ORYI—HP—VE R, BIUOEHVLYFEHY L TWEXZ L K7 ey /— R E® Cisco
ISE#7 v 77 L — T 5548,

o ¥RBAIT Cisco ISE 27 v 7/ L— R4 54,
N

(GE) CiscolSE2T7 v 77 L—RTDHHICT ITA~IVEHR ) —FOA VT R RN I T7 v (F
) #FETLET,

Ty 7T =R Pt RAEMEET HI12IE, ROWTRNEFITLET,

Il Cisco Identity Services Engine Y Y—X 1A N—F9z7 A VR L= a3V HAF
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http://www.cisco.com/en/US/docs/security/ise/1.0/cli_ref_guide/ise10_cli.html

| £$5% CiscolSED7vFFL—F

A2 RK7OY

AFvFT A1

CiscoISE /—Fo7vF75L—F N

o Ty T L—RTIaERIIONT, adelog 7 7 A NVEMHERLET,

ade.log 7 7 A Vi H v a— K3 5121, [Cisco Identity Services Engine User Guide, Release
1.1] ®% 23 % [Downloading Support Bundles] ZZ&M L T &0,

e show version CLI 2~ > F&FE[TLTENL K X—Va U EHERLET,

/—FKT®CiscolISED7 v 5 L—F

BELAR) = =R BIOERAL Y F 2 LT DHAX L K7 2 Cisco ISE / — FT CLI
7 & application upgrade =~ R EITTX £,

RAYF7AY /—FKTCiscoISE 27 v F5L— K3 3IZF

BHa—Y A =T 2 AFEFIECLING T IA~VEHISE /— RKOF T~ R RN T v
(FH) 2#FEITL., CiscolSEZ7T v 77 L — NI HHIICEHA—Y A L X —T oA ANHE=HF Y
T I—=ROF T RN 77 mFITLET,

T~ R Ny 7Ty T OEITHIEOTEMIZOWTIL, [ Cisco Identity Services Engine User Guide,
Release 1.1] @ TOn-Demand Backup) %#ZM L T 723,

Cisco ISE CLI 7> © application upgrade =~ > RZEBLET, Zo7avRiX, 77V r—a v
NAFTV T—=HFR—2A ZAF—v, BIOTFT—XET )NV EV2—LVERNTWICT v 77 L—RFLET,
F7-. Cisco Application Deployment Engine (ADE) U V —R2 2.0 AXb—F 4 7 VAT A
(ADE-0S) 7 v 75— DT v 77 L— Kb L £,

ToFT7L—F 7rEBRATCUVATALAOY a— RRMEZRYE. CiscoISE / — RIZEFICT v 77 1L —
Fahz &, BEMICHEES SN ET,
2AHE L RT7ay J—RTOEFERT v 7 7L —FOCLI hZ 227 V7 MIKO L S22 £1,

ise-vm29/admin# application upgrade ise-appbundle-1.1.0.xxx.i386.tar.gz disk
Save the current ADE-OS running configuration? (yes/no) [yes]?
Generating configuration...

Saved the ADE-OS running configuration to startup successfully
Initiating Application Upgrade...

FHAF A A A R R R
NOTICE: ISE upgrade requires you to change the database
administrator and database user password. You will be

prompted to change these passwords after the system reboots.
FHEF AR R R
Stopping ISE application before upgrade...

Running ISE Database upgrade...

Upgrading ISE Database schema...

ISE Database schema upgrade completed.

Running ISE Global data upgrade as this node is a STANDALONE...
Running ISE data upgrade for node specific data...

This application Install or Upgrade requires reboot, rebooting now...

CiscoISE UV U —2 1.0.3.377 £721L CiscoISE A 7 F > &2 UV U —21.0.4.573 % Cisco ISE U U —
A 11T vy 77 L— R$%5&, host-key host <sftpservername> =~ > REfiH L THA b ¥—%
ARBTDETSFTP VARV M A TERWHAERHY £7T, Zoa~r FOMEHOFEMIZ OV T
i%. [ Cisco Identity Services Engine CLI Reference Guide, Release 1.1] #ZM L T 7ZE 0,
VT7—=FMRETTDHE, v 7 VERERICE D07 2RO T a7 M RRRSL, T<ICHL
W Cisco ISE N7 —# R—2DFHHEB L N2 —H 2T —FOANRKROLNET, (FrEAD
ZOWSE, e S A L WA —Y T EREREELALDOT 7w AR EEOLEE D
B L ET),

login: admin

[ oL-25540-01-J
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M  CiscoISE /—FO7 v FFL—F

password:

% NOTICE: ISE upgrade requires you to change the database administrator and user
passwords, before you can start the application.

Enter new database admin password:

Confirm new database admin password:

Enter new database user password:

Confirm new database user password:

Starting database to update password...

Starting database to update password...

ISE Database processes already running, PID: 3323

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Alert Process...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

TV —a 0 XA F U B LW Cisco ADE-OS 7~ F 7 L— RRICEENREA LB, 77
Vir—ay N RAVOURION—Y a VEHIFRLTHA A M= LTHET TRy I T v 7 2T
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N
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e HEZA RV ARBEHEINDE, Tu 7747, AAF v, BIOEX2 VT4 INV—TF T+
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HART AL AETNA A LT CiscoISE BB A VX —T =2 A AZFHLTA A =S ET, &

oA RERRY | ARG A £ ATIIHEAIRN S 731 ACGEERSNET, BART A 2 ATk

BTA B ATT, AN F—DIFFERE, R, S AN, BXORAR Y — b—E2ARE £,
DT ZADHIRPNEIND ZL1THY EHA,

WEITA B AT, BATFA B AD LIZOBA VA =L TEET, BOICHEEAT AL ZE A X
=N, BT A B REZYRTA B AT v 7L —RT 22 L3 TEFERA, AT AT
VA Ny —D T ATRE ARSI 2. FEIE T A B A TIE Cisco ISED T u 7 7 A4 T RAF v,
Bt x2 VT4 IN—TF TRV —CART I T 4 71220 £7,

WEITA L ATHE—-RFINDITy REAL Y FOASFHIL, BICHEAT AL ADI TV W42 EAS
TENTEEFRHA FERATA VLA BT RUTIRTAZENTEET),

EIERT AR AT TAZ VT ay R—=AT 34FELSEO2OOFMYT AT T a VHERH
D FE9,

DAV LR S4€VR

GE)

(E)

TAVXY LR T4 R T, BANRRXYy NU—2 7722 GEREB L OFFR), FA M —E X, B
FOV I EAele EREARMRERT A 0 o AKREIZIT TR, TnT7 747, RAF v, Xzl
T ITN—=T T IR —CERAEZELT XTOIRT A o AR bRET 2V AP L AEHOY—
ER Fang T, FRpA T a vERET A ICE I TWET, CiscoISE X, VA YL =R
THOBEDHPT A ¥ L ALAN 2 br—F (WLC) 725 ® RADIUS U A ¥ L ZGBFAEER O A %
??Efﬂ"élk ZEVIUALAFYLA TAEBUR ﬁ7/§'/%/§ﬂ%f%é k%{%uﬁbij— (ﬂﬁ@uuuﬂz)y
TAKMRAYy RiZFry7ENET), 56T, LiveLogs = F U IZH . TRequest from a
non-wireless device was dropped due to installed Wireless license] £ #/R L, K v 7 I EROH
MZRLET,

EETA VA Ry r =V LRI, VAYLA TA BRIV TRAZ Y T gy =TT,

BERBICVA YL A S4BV R BT AEF T A2 T4 7 LTRY, 0%, AidoIEARR L OYLE
FAELU A ZAF—LICREPTIC, Xy NTI—27 FOIEFTAL VYL A = RRA > Fd Cisco ISE #R—
MRt 52 LERE LGS, VATYLVA T o7 7 L— R T4 BV RAIBITTEET, Zhbod
T A4 A%, CiscoISE#fE. BLUOABBLO VPN a2k ML —F 77 B AZEGHTXTOY
AYVABIOIEVAYLVRA I TAT N T 78RR XYy ROEHBEAZRIMIT D L) ICEFFSh T
7,

TAYLAT T T L —RKR IA48 2 A7 a0tk AUHFAETY RRA N Iy aFROBEED
TAXYLATA VLV AD EIZOHRA VA —=NTEET, VA VLR T 77 L — RREEKRTT 2L
EIA B AR —PDRICA VA =T HZLITTEER A,
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T4 ADWMF

90 A DR Z A & > A DHIRA I /=%, 5l E#HEE Cisco ISE —E R &AL T, 100 ZilE 2 % [F
B RARA Y b EFy FU—2 ETHHR— b3 5I21%, Cisco ISE THEA DEARE - 1T HAF L UK
BIAB ARy r—VERGELTA VA R—=ATHMERHY ET, T4 A2 77 A 0iF, Cisco
ISE ~"— R 7 =7 ID & #EGERES — (PAK) OflAAHRICESINTWET, Cisco ISE ZEA L=
R T 7213290 BRI 7 A & ZAOHIRAUINL ATIZ, Cisco.com (27 27 & A L THAEZITHEA
BIMEERTA B RAEZELTHZENTEET,
Cisco.com HIF AL R 77 AN EFELLT 1 KFEUANIC, VA2 F 2—F S48 %
BRFB L OHELLEK T A B A0 PAK 2 FDHEFRERERNRAMA SN2 E A -V E2ZETH1ET
T, HMAGEAEOZER, A2 T A A8 A & (http://www.cisco.com/go/license)
Ca /Ay BLXOT AL, @ — Ry =7 IDERBEIORPAK # AN LTI A B AEAR
TEET,

FAVL A Ty ANEERTDITIE. ROEAOEREIFET 2HLERHY £7,

o« HE ID (PID)

e NR—T 3z 1D (VID)

o VUTNLER (SN)

o BEFEEX— (PAK)

PAIADORLT A ARG A PTTA R AEREEFE LEERIC, TR R T 7 A DI
SNIEFA—NEZELET, v—L =2 EOBROEGINICTA v A T 7 AV aRiFL,
[Cisco Identity Services Engine User Guide, Release 1.1] @ [Managing Licenses| DD FEIZHE-
T, CiscoISE TOHL T A £ 2ADBMB LT v 7T — F &7V £ T,

T34 VEBISE /— K "—Fou =7 ID #IRET DX, ROFIEEFEITLET,

ATvF1 XAVvZhar/—ACLIIKCT ZkEAL, showinventory =2~ KEZ AL ET, KO XS fT5E
DN ETRINET,

PID: NAC3315, VID: V01, SN: ABCDEFG

AF9FT 2 (FATvarv) A4 CADOHBRUN TOWRWESIZ, KOFIEEZFETLTCTI7A4~VEHRISE / —
FaeRRTEET,
a. [E¥ (Administration) 1>[ A7 A (System) ]>[7 A &> R (Licensing) ] Z#IRL £,

[ 74 2AD#AE (License Operations) | T/ —vay XA v & [BIEDT AR
(Current Licenses) | N—UMRERENET,

b. [ 74> ADEAE (License Operations) | T &7 — a2 XA T [HEDT A & A (Current
Licenses) | #27 V> 27 LET,

[BRIED T A A (Current Licenses) | X—YMRFERENFT,

c. 7IA-VEHRISE/ — R "—Ru=z7ID%F =235 CiscolSE / — NIZxHIGT R ¥ %
BIRLC, [%#/ — K (Administration Node) | %7 UV v 27 LET,

WL ID, N—V a3 ID, BEOV I TAEGVRERRINET,

GE) CiscoISE 74 > RiZ, MAC 7 RLVATIE 2. 7794~ VEMHISE /— K »"—Fo =7 ID (24
SWTHEKRENET,
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Web 7594 %M LT Cisco ISE~075tx N

M, BEXOHLWA VA =D T AR AT a3 % Cisco Secure Access Control System 7¢ &
DY AP FOEX 2V 7 4 BiL%EETe, Cisco ISE THEMFRE/ZR T A & ABEFESIZ OV T,
Cisco Identity Services Engine D{EXH A KT A
(http://www.cisco.com/en/US/prod/collateral/vpndeve/ps5712/ps11637/ps11195/guide ¢07-656177.ht
ml) ZZRLTEEN,
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e TABLVADBMBLOT v T L—FK
o TALLADIRE

Web 7595 %FEHL7T=- CiscoISE ~AD7HU X

Cisco ISE 3300 > U —X 777 A 7 > A%, kD HTTPS N7 7 UV & HEH L7 Web 1 v ¥ —
T Af AP R—=FLTNET,

e Mozilla Firefox /X\—" 2 3.6
¢ Mozilla Firefox /3— =z > 9
*  Microsoft Internet Explorer 8

e Microsoft Internet Explorer 9 (Internet Explorer 8 A#E— )

Cisco ISE = —4 A % —7 = A A% Microsoft IE8§ 7' ¥ ® IE7 A#aE— FOFEAEZ VP R—F LT
WEH A (Microsoft IE8 13 IE8 E— FOLNYR— FENTWET),

ZOWETHEH, WONBFIZOWTBHALE T,
e s> (P.6-8)
e 77w (P6-10)

[ oL-25540-01-J

Cisco Identity Services Engine Y Y—R 1A N—F9z7 41 YR FL—Yarv 4 F


http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5712/ps11637/ps11195/guide_c07-656177.html
http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5712/ps11637/ps11195/guide_c07-656177.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html

F6E AURF—LBEOZRIDET |

W web IS99 %&EALL Cisco ISE ADF7 IR

nJy4 Y

AFvFT A1

ATFvF 2

AFyvFT 3

ATv7 4

WHT CiscoISEWeb X—2 f > X —T A RAlzal A T hHLxT, B4 A R—LINTNS
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Cisco ISE CLI HH 2 — VA F 73R T — FEEEEZIZY By b9 5I120F, EFEHEAT—FD
Uty b (P6-14) ZHRL TIEEN,

CLI BH 2 — ¥4 F 2133 A T — REEBENIZEA X, Cisco Identity Services Engine ISE VM Appliance
(ISE Software Version 1.1.0.xxx) DVD Z il L C [/$2 U — FO[EIE (Password Recovery) | Z3&{R L
FI, ZOFTvaricky, CLIEHaE—FABIL O AY—F &2ty hTEET,
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SRR TFRRSNET,
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SWTCIE, [Cisco Identity Services Engine User Guide, Release 1.1] @ [Configuring Cisco ISE
Administrators] ZZH L T 2S00,

OJ4 ORTICEKBLE-BOEEEOO YIS T I+

MELZEHEE—V ID IZx L TR o2 A T — K& +o7bl$ A h Li=384 . Cisco ISE =—H 4
VE =Tz ARZEY ey TN S, vl = MUMB[EF=4 (Monitor) ]>[LA— kK
(Reports) |>[## w7 (Catalog) |>[H—/% A A% 2 (Server Instance) |> [V — EHHE 0
7' A > (Server Administrator Logins) | LA — MBI, [BEEOR Y 7T U MIEXLH/NAY—
FoEZHE) (P.6-15) (Zit> TZOEEE ID ICHEM T oAV —RFE2 )ty b OHEE2HE5
£T, TOEHE ID OFKERS —FHEILShES, BHET IV M T 4 =TT 50124
B REGERITEUX. [ Cisco Identity Services Engine User Guide, Release 1.1] @ Managing Identities |
DEIZFEHSNTNDIHA FTA > TRETEET, BHEL—V TIV L I Ary 77T b
Inde&, BETLIERA—FICETA—ADBEEFEINET,
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W Cisco ISE #E0HER
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CiscoISEWeb X—R& f v X —T =2 A ZA%u 7 v :T25I21F, CiscolSE A A2 U4 Ry Y—)b
N=T[arZ7 Yk (LogOut) 1522V v7 LEF, ThCEY, Bty a v BRTLTRZ T Y
rENET,

HE X2V T4 LOHANLOEH YTy a &S T LA, CiscolSEnbur /7o b4 52 L
FHELET, v/ 70U N LARWEA, 300 F'EHT%)T“;&{’EL@IN& Cisco ISE ® Web £ % —7 =
AAMNBEO T T T RS, BESNTOVARVRET — IR ESNEEA,

Cisco ISE Web _X—2 D Web 1 v % —7 = 4 ZOMERAOFEMIC DWW TIL, [Cisco Identity Services
Engine User Guide, Release 1.1 2 1L T 723\,

Cisco ISE S E DR
ZOIETI, v A BLO Cisco ISE % EDHERIZENEN R D 2 —W 4 LA T — KOG H
AT 2 o0 FEEZEMEL THWET,
o [Web 77UV &l L-REDH (P.6-10)
o ICLIZfiH LI=RTEDHR] (P.6-11)

(GX)  CiscoISE ¥ 2T LITHIDT Web R—ZATT 7 24584, BHEO2—YP4L L 2T — Ity b
T TRRIZERE LT CLIX—2ADT 78 A LE U TT, CiscoISE ¥ A7 LI CLI X—ATT 7 AT 5
A, BHEO—VLIIT 740 b Tadmin, FHENRAT—F (F 74/ RN, 2—FE
E) Fy Ny TRRHICERELEERLET,

CLI B —H L Web X— A FB I —HFOHEROENOFEMICOWVWTIE, [CLI EFBa—H L Web
AR— 2 F a2 —F O admin HEROEY ] (P.3-2) 22 LT 7ZEN,

Web 75 0H&ERAL-REDH:E

CiscoISE3300 ¥ U =X T 7 IA T U ANEFBICRESINTZZ L 2R T HI121E, Web 77 U 44l
MLUTROFINAZFEITLET,

AFYFT 1 CiscolSET7F7I7AT LV AD) T— " RETLEL VPFR—=FENTWDE Web 77 UHF D 1 & EE L
7,

ATy 2 T7KRUVR 7 4 —)LRNIZ, CiscoISET 7 I7AT L ADIP T KL A (FRI1XFRA ML) 2RO T +—
~v hEfHLTANL, Enter ## L £,

http://<IP address or host name>/admin/

72& 21X, http://10.10.10.10/admin/ & AJ1$ 5 & CiscoISE D 7' A v R—=UNFREINE
7,
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CiscoISEpu /A4 X—=U T, ¥y "7 v 7TRICER LT —F L ERRT—READL, [B7A
v (Login) 1227 V> 7 LET,

Cisco ISE # v & a R — FRFRENET,

Cisco ISE v A7 MMZIEFIZr 7 A > LT=%, Cisco ISE 2—W (v ¥ —T7 o4 ZA &M L CEHE
TA Y NAT—=FR2EHc) ey b4 Lt LE4, BHE AT —FDO U &y hOFEIC
DWW TIE, [Cisco Identity Services Engine User Guide, Release 1.1] @ TConfiguring Cisco ISE
Administrators] ZZH L T 72 S0,

CLI Z{#E/A L= E DR

Cisco ISE 3300 2V — X 77T A4 7 U AN IEFITRIE S 7= Z & 2 fgid 3 21213, Cisco CLI Zf# ] L
TROFMEZFEATLET,

CiscolISET7 7I9A T 2D T— N5 T Lib, ISETFI9A T A~DEF 2T =/ (SSH)
VGO IR — SN CWARIELZEEN L £ (72& 21X, PuTTY. A —7 Y — X Telnet/SSH
JIAT NEERLET),

BA B (EFIP T FLRA) 74—V RIZ, RA M (FEFy MyE 10 Rz H LT
CiscoISEDIP 7 KL &) ZANL, [BI< (Open) 1227V 27 LTCiscolSET FT7A T L ADY
AT AT T MeRRLET,

nJ A4y a7, By BTy ERICRE LT CLLEFl2—¥4 (admin BT 74V F) & AN
L. Enter Z# L £,

NATY—R a7 hC, By hT v 7TRRICREL CLI B AAY—F (ZREa2—YEHLETT
T MEHY FEA) AN L, Enter ZH L E T,

TV = a UREYNCA A P A ENTWDE I LR T A, VAT A a7 T show
application version ise & AJj L. Enter Z# L 7,
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F6E AR LBOZRIDET |

WM vMware V—LOA VX F—IL DR

a2 = VIZIROBEHNRRINET,

izse-4/adwming show application wersion ise

Cisco Identity Serwvices Engine

Version : 1.0.2.303 :
Build Date : Mon Oct 4 04:44:158 2010 3]
Install Date : Mon Oct 4 22:51:55 2010 &

(€=3) EA RESIL, BUEA AR —LENTWS CiscoISE Y 7 h7 =27 DONR—V g 2RI L ET,

ATYFT 6 CiscolSE a2 ADAT —H¥ A% MWiBT 512X, A7 & 7' v 7 kT show application status ise
EAJIL, Enter 2L E T,

Y —=VCROBERNRFSNET,

igse-4/adming# show application status ise

IZE Datakbase listener is running, PID: 4014

ISE Datslbase is running, nunber of processes: 29

ISE Application Serwver is running, PID: 4310

ISE Monitoring Session Datsbase is runhing, PID: 3815
ISE Monitoring Log Collector is running, PID: 4369
ISE Monitoring Loy Processor is running, PID: 4425
ISE Monitoring iLlert Process is running, PID: 4331

282248

GE)  HH® Cisco ISE /X v F%& AF L Cisco ISE & &H I RDITIE,
http://www.cisco.com/public/sw-center/index.shtml S L T 7231y,

AFwF 7 Cisco Application Deployment Engine (ADE) VY U—2% 2.0 XL —F 4 > 7 27 2 (ADE-OS)
DNR—=V 2 VERRT DX, AT L 7 r 7 hTCshow version & AL, Enter 4 L £,

ay = MIROMABREREINET,
Cisco Application Deployment Engine OS Release: 2.0
ADE-0S Build Version: 2.0.2.083

ADE-0OS System Architecture: i386

VMware ¥YV—ILDA VX F—ILDFEE

VMware Y — /LD A A b= UIFIRD 2 DO HIETHRTEET,
e vSphere Client T? [ ¥~ U — (Summary) | % 7 O H
o CLI Ofif

vSphere Client TD [#<!)— (Summary) 1 2 70O &R

vSphere Client ® [~V — (Summary) | Z 7IZB& L E£J, [VMware ¥ —/L (VMware Tools) ] ®
X TOKJ THDHIETTT, 6-1 OO RENT, B2 TOK) THDH=., VMware Y — 23 A
VAR ENTNWDZEERLTVET,

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
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VMware Y—1L04 > X k—okE 1

& vmhostll - vSphere Clienll

File Edit View Inventory Administration Plug-ins  Help
ﬂ [+ ] £y Home b g8 Inventory b Bl Inventory
"Ny DRDaDRa D
= [ vmhost10 e
gy vm33 )
{5 vm34 Gelting Started . JETITESS Resource Alocation. Pesformance .| Events: | Console . Permissions
0 vmizs i i
g‘:’:‘nx General | Resources
Guest OS: Red Hat Enterprise Linux 5 (32-bit) Consumed Host CPLU:
Wi Wersion 7 Consumed Host Memory:
CPU: 1 vCPU Active Guest Memory:
Mesmnary: 4% MB
Memary Overhead: 126,83 MB Provisioned Storage:
¥iware Tools: u<4r'ﬁ~’ﬂ'¥ Hot-shared Storage:
IP hddresses: 10.10,10.10 View af Used Storspe:
DS Mamne: AT Datastore
Stake: Powered &n i dsa
Host: VIS, Ci5C0.¢C CisCo.com 1 m
Active Tacks:
- Netwenrk T
Commands 8w network Ed
[l Stut Down Guest
Il Suspend
Restart Guast a
@ g
8

show inventory CLI =~ > FZ{Ef LT VMware V — /LB A VA h— L INTNDE0E ) M EHERT
HTEHLTEET, ZOa~vw Y NIENIC FIA3M5HEZ Y X b LET, VMware Y —/L3A A b —

LNENTRB~ U TiE, RT7A423E82Y [VMware RAEA —H x> b K743 L LTUR ISR

EF9, KOFlZZMLTIES0,

vm36/admin# show inv

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis™"
PID: ISE-VM-K9 , VID: VOl , SN: 8JDCBLIDLJA

Total RAM Memory: 4016564 kB

CPU Core Count: 1

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5504 @ 2.00GHz
Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 64.40 GB

Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders

NIC Count: 1

NIC O0: Device Name: eth0

NIC O: HW Address: 00:0C:29:BA:C7:82

NIC O: Driver Descr: VMware Virtual Ethernet driver

(*) Hard Disk Count may be Logical.
vm36/admin#

Cisco Identity Services Engine J)—X 1A /N—Fx7 A YA FL—>3 > HAF
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WM &smEx0—FoUty k

avan O —_—
EEENRT—FD) Y k
Cisco ISE DEHENRXAU—F2 )ty NTE5HET2oH0 9, FED/NAT— ROHROMEIZ
LT, RO—EOFIED 1 2&FHLET,
o T#pd, K&, THEREEINTZANAT =K (P.6-14) : FEHE AT — FOEL, K&, £
REIZX Y, #HL CiscoISEIZn 74 o TERWEGE, ZOFIEEZFEHLET,

o BHEFEDOE v/ T U MIEBRRAT— RO (P.6-15) : FHE ID OfT CTHRE S N B D
074 ERBRLEEDICNRAY = RRERATE R koA, ZOFEEFEHALET,

k. k&, FEEFEIN=/A\RXI—F

FHENRAT — IRk, K&, FRIIRFICLVHED Cisco ISE VAT AlCr 74 TERVWEE
%, Cisco Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD Zffiff L
TERENAT—REV kY P TEET,

AHREH
Cisco Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD Z{EH L T
CiscoISE 7 7T A4 7 ZADEE AR 596 . BN FEET 5 ATREME D & 2 IR O Hfpi B d o R It 4 B
RLTNWD Z L ZMRTOLENRDH Y £,
o DRV T Cisco Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD
ZfEMLTCiscoISET 7T AT L ADEBZRAALD L, TT—BRETLIHERH Y 7,
— exec (TR Ex &L Cisco ISE 7 7T A TV A~DY Y T )V 2 — UGS BEAHT 5T
WL —=IF N =13 h D (no exec ITREXMHA L TW2RWEE),
— CiscoISET7 7 I7A TV A~DF—Hh— FBLORET A =% (KVM) #indbsd (Zilx
UE— F KVM F721% VMware vSphere 7 74 7>~ a2 Y — RO WT NI £
EDE
BLU
— CiscoISET T TA T UV ANDU )TV a2y — VGRS 5,

(3¥)  Cisco Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD %Zff /i L C
Cisco ISE 7 /I A4 7 A& BENT 23545, Tno exec) REEZFHT VU7V a V= 4TOHF—3
TN Y= "RELFET LI LICLD, O ORKEEORMBELZ Y S Z LA TEET, Zhic
v, KVMBS LS U T av ) — Aol 2 ER T 1,

CiscOISE 77547V ADEBRENAT—FKDO) £y k
FBHENRAT—RE2Y Yy T 5121, WOFIEEZEITLET,

RAF9F 1 CiscolSE T FT7A TV ADBFNA N85 TS EZHERLET,
AF9FT 2 TTI7A4T 2 ADCD/DVD RZ A 7 Cisco Identity Services Engine ISE VM Appliance (ISE Software
Version 1.1.0.xxx) DVD A L £7,
AV Y= MIRD A =V RFoRSET (2T Cisco ISE 3355 o T1),
Welcome to Cisco Identity Services Engine - ISE 3355
To boot from hard disk press <Enter>

Available boot options:

Cisco Identity Services Engine Y J—X 1A /N—FJz7 A YA FL—>3 Y HAF
m. 0L-25540-01-J |
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ATFvFT 3

sBERXT—Foyty +r N

[1] Cisco Identity Services Engine Installation (Keyboard/Monitor)
[2] Cisco Identity Services Engine Installation (Serial Console)
[3] Reset Administrator Password (Keyboard/Monitor)

[4] Reset Administrator Password (Serial Console)

<Enter> Boot from hard disk

Please enter boot option and press <Enter>.

boot:

BHENRZAT—RE2Y Yy bT21C0%, YATALA a7 NG, TT7I9AT U ANDF—R— KB L
NETF 4 = &%ﬁ%ﬁﬁbf“éﬁAi 3LANL, a—H YT ary—L R R— N EREA
FERALTWAEAIZ4 EALET,

= NIRT A—=E Dy NRERINET,
£ O6-LICYVARFSNTWARMBIZHEST, XTIA—FEADLET,

% 6-1 RRD)—F Y&y b 135A—4

NTA—4 B

BE2—%4 (Admin NRAT—=FR&2VEy N OEREICHETOIEFEATILET,
username)

INAT— R (Password) HBESNEEHEOHF LWAIAY—FE2 AN LET,

RAT— RORER (Verify FEASRAT—RE AN LET,

password)

EEERELTCY 7 — 1 (Save (RFETHICIXY EAALET,

change and reboot)

I JVIZIRD A v =P RERENET,

Admin username:

[1] :admin

[2] :admin2

[3]:admin3

[4] :admind

Enter number of admin for password recovery:2
Password:

Verify password:

Save change and reboot?[Y/N]:

DB XRAT—FR%# Uty hTdavy FRBLOZEOMO CLI 2~ RIZ2W Tk, [Cisco Identity
Services Engine CLI Reference Guide, Release 1.0.4] %S L T 7230y,

EWEOOYYI T Y FZEBNNRAT— FOEZHE

FHREL—P ID I L TR TSR T — FE+REIMA T2 & FRENSAY — FREHITRD
GENHY ET, BB LT 740 bOEEIL S5 TF, Cisco ISED—H £ X —T x4 2LV
VAT LG ey 7o M S, ZOEEE ID ICEEMT N ARRAT—-FE2 Uty M OB
Zi3 5 £ TEOEME ID OBKERN —FHF LS ET,

[ oL-25540-01-J
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Bl CiscoISE3300 ¥ U—X 7 IS4 7 RDIP7 FLROZR

N

GE)

WDa<y RIZky, BHEL—F AL =T XA NRXRATU—F&2 Uy hLET, IBESN-EH
FHID O CLI XA T — R~DEIH 0 8 A,

EEEIDOOYITI MR, RRT—FEYEY FFBICE, ROFIEEZETLET.

ALV b aryy—LCLIKTZ7®AL, ka<wr REAHLET,

admin# application reset-passwd ise <administrator ID>

COEMEIDICHERA LZEID 2 DONRAT = RERRZFLWVWAIRAT— RE2HELET,

Enter new password:
Confirm new password:

Password reset successfully
BHENAT—RPREFIZY Yy &b L, Cisco ISE TEKIERMN T ICT 77 4 7IZRVF LWL
NAT—=RTRITA U TEET, VAT L2V 7= T AX0EEH £HA,

application reset-passwd ise =~ > FOfEH OFEMIZ STk, [Cisco Identity Services Engine CLI
Reference Guide, Release 1.0.4] #ZR LT &0,

CiscolISE 3300 ) —X 7ITS5AT7UADIP7ZFLAD

£H

GE)

GE)

CiscoISE3300 SV —RXT7FIF3A T ADIP 7 RLRAZEFTAHI121E. ROFIEEZFEITLET,

CiscoISECLIiZvn 7 A > LET,
WaE AT LET,

cofigure terminal
interface GigabitEthernet 0
ip address <new_1ip address> <new_ subnet mask>

exit

CiscoISET7 7 T7A 7 ADIP 7 RV A& EET 551X, noip address 2~ > REFEH LRV T
7230,

CiscoISE 7/ IFA T ADIP T RLAZER L7, TXTD Cisco ISE — 2 ZHEB) T 545
3H Y EHEA,

Il Cisco Identity Services Engine Y Y—X 1A N—F9z7 A VR L= a3V HAF
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Cisco ISE3300 Y U—X 7 IS4 7vR0A »—>EER M

CiscolISE 3300 ) —X 7 T34 7V ADA *—UB#EH

CiscoISE 3300 V=X T 754 T LV ADA A — i, £ 7213 LLATZ Cisco Secure ACS U U — X
504 A=A THEHALEA A—VHEHPLERGENH Y 3, 72L& 2L, Cisco Secure ACS
F—X % CiscoISEIZBITL., T IA TV ATHMHERTAZ LZEH L TCWARETT,

CiscoISE3300 > U =X T 7 IF3A TV ADA A —VHEMAZIT 10T, RKOFIEZETLET,

AFw 7T 1 CiscoSecure ACS 77T A4 T LV ADEIRNA N2 TWDBEHRIE, 77T I7A TV ADEIR A 712
LE9,

AFw T 2 CiscoSecure ACS 7 /S5 AT v ADERAA I LET,

AFvF 3 FlZLT BIOStY F7 v E—RILET,

ATy 4 FKHIF—ZHEHA LT[ AN ERZ (Date and Time) | IZBE L, Enter 2 L E 7,
ATFvF S5 TTTAT U ADOKL % UTC/GMT KFE#FICRE L £ 7,

N

GE) 9 _XTOCiscoISE / — F%& UTC ISR ET D Z & 23 L E9, Z OFRHHRTCICX
D, BEICBIIZEESER ) —FbDLR—FBLOB IR, A LRAZ T TEICHY
SNBLOITHRD FT,

ATF9FT 6 Esc&MLT, ALV BIOS A=a—%#&TLET,

AFYT T Esc&#MLT, BIOSty 7 v7 £— K&k TLET,

AT9F 8 [CiscolSE3300 >V —X T IAT U AERETHAMZ) (P3-1) THHINTWAEFIEEZETLE
R

ATYF 9 Ty NT o7 TalTADNRTA=HZONT] (P3-3) THHEINTWDFRIEZFEITLET,

ATYF 10 77747 AD CD/DVD K7 A 7IZ Cisco Identity Services Engine ISE VM Appliance (ISE
Software Version 1.1.0.xxx) DVD @A L 7,

Y= ARFERSNET (T Cisco ISE 3315 DI TH),

Welcome to Cisco Identity Services Engine - ISE 3315

To boot from hard disk press <Enter>

Available boot options:

[1] Cisco Identity Services Engine Installation (Keyboard/Monitor)
[2] Cisco Identity Services Engine Installation (Serial Console)
[3] Reset Administrator Password (Keyboard/Monitor)

[4] Reset Administrator Password (Serial Console)

<Enter> Boot from hard disk

Please enter boot option and press <Enter>.

boot:

AF9vFT MM 2= Trr 7T, F—AR—REETH =X EZHERALTCVWDIEAITTLEANL, VI T L 2
VY= R R EFEHLTWDLEAIET2 LA LT, Enter M LET,
AA—VOHBEAT e 22X, BFO Cisco ADE-OS & V7 b =T R_R—=Va URT A A
=L &, F&H D Cisco ADE-OS & CiscoISE V7 b =7 NR—=Va v inf v A h—L SR ET,
A VAR ABLORET B ERAOFHMICOWNTIE, [Cisco ISE3300 >V =X T 7 T4 7 REHIE
FTLENC) (P3-1) BEY T2y Ty 7 Ta s T 507 2=21Zo50 T (P3-3) #3RLTLE
SN

Cisco Identity Services Engine ) YJ—RX 1A N—FJ 7 A >ArL—a>Y HA4F
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M Cisco ISE Y RFLDHE

Cisco Secure ACS UV U—R 5.1/52 7 =45 CiscoISE Y U —R 1.0 77T A4 7 2 A~DBITOFEM
\Z2WTIL, [Cisco Identity Services Engine Migration Guide for Cisco Secure ACS 5.1 and 5.2,
Release 1.0.4]) #ZHL T Z&E W,

Cisco ISE R T LDERE

Cisco ISE ® Web X"—ADz2—H 4 F—T A2 A=a—%H LT, CiscoISE “/7\7‘A75::_

ALY TCHRETEET, FiERY v—, Fr, RV V—ORE, BIOTRTOMIE, A=a2—
?OJZU\ZT‘7 va Y OEROFEMIZ OV TIX, [Cisco Identity Servzces Engine User Guide, Release 1. IJI
EZRLTIIZE N,

Cisco ISE O#ERB L OEHRC LR — MMe EOZ OMOEFREEEDFEMIZ DWW T, [Cisco Identity
Services Engine User Guide, Release 1.1] %#ZM L T &0,

AU Y —Z2DEFIERIZOWTIL, [Release Notes for Cisco Identity Service Engine, Release 1.1] %%
LTI ZEN,

Cisco ISE TO L RATLEKLAR— DA 2—TILiE

DT CiscoISEZA VA N—=NVEEZT TIA TV ADA A—Hi#EM 21T -7-%. Cisco ISE CLI
EEHLTUAT A LXLVOBKI LR — 2 A X—TNZTDHIENTEET (VAT LAZETOL
— MEAITHO XU FHEREIX. T 7 4V b TliE Cisco ISE TA F—7 IR0 £XHA),

VAT LBV — b EA X—TNICT BT, ROZEEETLET,

FIFN FOEREZ—FIDBLORAY— &AL T CiscoISECLI =V —icue /(4 LE
7,

Woa<r Re AT LET,

admin# configure terminal
admin# logging 127.0.0.1:20514
admin# end

admin# write memory

Cisco ISE UI ([%&# (Administration) ] >[ A7 A (System) |>[ 2 ¥ 2 (Logging) |>[r ¥
7 7173V (Logging Categories) | > [~ A7 AW (System Diagnostics) 1) 735 ¥ A7 ABKIERE
BIRETEET,

H LUV CisCOISEVIFYT7DA VR M—IL

% CiscoISE 3300 > V=X 77 I A7 AL Cisco ISE V7 b 7 = 7 IRHERIA VA b —LERTW
F9, FHiA A P—=LENTWS Cisco ISE ADE-OS 3L W' CiscoISE Y 7 b7 =T Z#H LW —

a7y T —RTLZ L BBFEOVAT ARERBREL TR T O AR LES, 7T
AT A ETCiscoISE DFH LWA U A N—VEFETTHE, BABKERBRET —XDOEIZL - T,

(R &372 Cisco ISE / — FIZ2 &) 10 056 60 0 E-IZFNLU ER»2ZE0nH Y 97,

Il Cisco Identity Services Engine Y Y—X 1A N—F9z7 A VR L= a3V HAF
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LU CiscoISEV I roz70 1 R — N

GE) HLWI T2 T AVAM=ANETLEL, 2OA A =)L Pk ADHIZ, Cisco ISE ~D 7T
TR AHERALCNWET 7747 75 0F0XFy v a7 VT LET,

AR

Cisco 3300 vV —RXT7FA4 T ALHLWCiscolSEV V—Z 1.0 V7 bT =T DA LA —/LD
FEHIZ W TIX, [Release Notes for Cisco Identity Service Engine, Release 1.1] @ Tlnstalling Cisco
ISE Software] #ZH L T 7ZE W,

Cisco Identity Services Engine ) YJ—RX 1A N—FJ 7 A >ArL—a>Y HA4F
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APPENDIX A

Cisco ISE 3300 &) —X /\—FHxz 7 D&
BE%{E

COMNETIE, BEICET2HA RT 4 RESGFTOEM:, I L Cisco Identity Services Engine
(ISE) 3300 > —X 7774’7/%%?&%'9“5?]” 2. Tﬁ?ﬁg@%é/( xRy b axrsrlar

V= W=t DIHA FTA ZHOWTHBIZHA L ET, ZOFRICHOVTIE, KO My 7 250
LTL7ESN,

o BB TEHA RTA v (PA-1)
o [BEYFTOUENM] (P.A-6)
o [f—HV Ry haxrEABLIRa LY=L R—FrDHA RF12] (P.A-15)

REICEATHHAFTA4
Cisco ISE3300 > U —X 77 I3 A4 T ADOFEERIFT DRI, NFEEELIIHFOBREEZ T2

DIZ, TOMBEORR2ITETEIHIA RTA v, [Ty r~0r MEROTA KT A4 2) (PB-1) %k
LT EEN,

EBIT, TTIA TV AOKRK, %€, F3MRFE2ITHOANS, TBE#EEE (Pxill) ZRENTWVD
B FOBELRB L TLLIEEW, ZOHETIE, RO My 7 E2HWET,

o [ ESE] (PA-1)

o M ZWMOHAEOIEE] (PA-3)

o IMERWMZH S HHOEE] (PA-3)
o [HEMEOIE] (P.A-5)

o [FH ETREOHA K714 (PA-5)

—RBEESIR

TTTAT o ADHERE LY P NZiE, RO—EIRETEFHEZ T TIIEEN,

o W—VBRIZHETDH—F LTINS TLEI, TTIFIAT VA =27 VTR INTWDHE
GERE, YAaBORSTETDRNTLIEI W, BEIM LN =ATFOMNR >N \—%
BT 5 & 213, EOBEFARHV ET, Z0OLHIRRKENICHL a2 R—% FOEHIL, 3
EINT=Y—ERAFINETZTBITOLERNH Y 7,

Cisco Identity Services Engine Y J—ZX 1A N—FJz7 A VA FL—>3 > HA K
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ft# A Cisco ISE 3300 ) —X N—F 7 DEREBE#EE |

W =2BT3HCFS/>

k@b#ﬂ#@%%#%ibt BHa Y PO REZRY S L TR—Y 25T 5
M, TR S T ARSFRNE I $%<té“o

— BRI —T7 N, LEa— N, $E7 7 7BREEL TV,

— (IDOMEPBBIZ ANV IAAT,

— BRI Do T2,

- MEAETELITRE L,

— BMERRIZHE > T D on, BEAIEL K@ ELZRWY,

TIIAT v AT Vo= ERBRORICENRNTLE SN, o, BROZSI NN TL
7ZE0,

TFIAT VAD FICEYRHEEE IS RN TLEE N, £, KRDH 5B TR 42 #
fEL7Z2 VT &N,

TFIAT U AORNEICHER LIAE 2N T EE N, Az R —FR v bR a— b L TAHK
REEDORK LD FREMERH D ET7,

I, AL o TERBEN TV OO THEA L T EE N,

AN—%BY ST H Nz R —x v Mo 2a0ic, ®#E2nAIcEET,

ELWAEEERZHEHA LT s, fiho EHE T FRRENTWS, BIEOZ A T b
D F B %@Wtf<téwoz%&@ﬁ®@%ﬂ7%& B, - REYEF BB
NEFRIZBHWEDELTE S0,

WEINTCERF—TNAVETEEH LTS EZY, THEHOT 77947 2, £RE3IEHOT
7747/XWT®AC BIRA T > a VHOBER 7 — 7 ARME L TORWEEAIE., E T %K
BREINTBRIr—7TNAEBEALTLIEE N,

BIRr — T VIR, . B OEBEKER T L uuﬂﬁiéﬁ’bf_@r%i()\s@{m I ET 52 & afif
WLTLEEN, /7 7/1/o>ﬂ§ﬁ(k B D TR, MICFEH SN TVWDEER LD BRI VLER
HYFEI,

REBHFEWE T D20, 77747 ABLXOER Y — 7wi WIS -a 2 M
&@LLT< FEW, IS —T T R A2 " REIC T A 3T T SntEE SN TV E
T, TETE T 7R FER LY, r—7 0 bEMBEN LD LTy, EEa—
REMHATIVNEND 2540, @UICHEt s -7 7 7R EE SN 3 Ma—FReafEH LT
W,

HEa—RET—TN Xy TOTEKREETFLTLEEN, BEa— RELEFT—T N ¥ v 7I0E
LIAENTZTRTCOREDOEEFT v _TEKN, EEa—NELRT—T NV X v TOT U _T
WERED 80 % # B2 VWEIICLTLIEE W,

TFIAT L ABELEWER, 3T 94T AR ESNT WA Fy &, B L LI
HALRWTL7ZE0,

—RRIC B Z 2 BREED LA EIEITRNST 7747 o A2 ki#ET 212F, — i
N /\7~ AT 4 vat ERFEEEEREE (UPS) ML TIZSN,

=T EERa— FITEEICEE LT ZEN, FY—7 L EERa— NiE, ANcEERZY . £
ML S TABENZD LWL IICEBR L TELAATLEZY, £, 77 I7A TV ADTr—
TINERITER7—T7 V0 EIZWEENRNE IICER LT EEN,

BT —TNET T 72U IE LRV TLIZE N, F)T%”j'rﬁfféiﬂ/\ I, TA U AEHFOBEBRE
i E7 BRI BEWEDELSZE W, B E 2T E OBMBUE IS L TIE-> T ES
AN

l_Cisco Identity Services Engine Y Y—X 1A N—F9z7 A VR L= a3 HAF
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| {48 A  CiscoISE 3300 ¥ )—X /N—Fy = 7OHRBEH

RL2IZETEHA ESq> M

BBEZROHEDIEE

3

BEEMERL T, MEEEEET IO, ROTA RTA TS TLEEWY, 2720, ZOU A MZ
X, LU B AREEDOS DERDIRAED TR TEBIN T DI TIES Y $¥A, AT HEELTE
S,

REFIRZHFATHIH L, YATLEZEBRICERL TS EEL. AT—FA2F 1004

o TITIAT U AERBETHEIC, T TR TOBEBRI—FBIOAS VF—T = R Fr—T7 %4}
LTL &,

o EEOBRSEIMINTND LHVIAERNT, L7HRL TN,

o BEIEENMBIUMEEBRIZ. T FAT L ADL ¥ — L OHREETAZEI L, B0 RVIRIBICHE -
TLTE&EW,

e THLTEYTY avFAR—3x2 ML, BITORBIZ/RLRWVEGINZAEE L TLEEN,
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DI, VAN AT o7l a— NISWEMIERTA2XLERH Y 77,

o UZXKNZALNTI Y TIBHRVWEASIE. T 94T AOERBESITI T, FEEFHEH L T a0,
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ATFvF 12
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[Cisco Information Packet] & {R:iF

AFvFT A1

[ Cisco Information Packet] 1%, Rk, fR°F. BRL OV R — MEFRP LRI TWET, ROFIEE
FITL T, 77 U TROYFTAEE L T Cisco.com 75 [Cisco Information Packet], fR3E, X W
TARVAEKEILT 7 BAL, ZTHEX T — RLTLES0,
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Information Packet ® [Cisco Limited Warranty and Software License] ~X— VNERRINET,
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