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TRUVAEIPHYF =N T2 A BRTETHDLERHY F7,

ATFvyF1 BRI —-FE2ELAARET,

AFyF2 BRAZEMLT, ¥Y—"2T7—FLET, BEMLT, UFTOROT v 7 RRFRS
LDEMERBL £,
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W cmcoznz

<F12> Metwork Boot

303244

ZAFvF3 T—FrT7 v, F8 L T BIOS CIMC ¥k =—F 4 U T 4 X F9, ROBE@EIRFT
XNET,

ORI

IPv4 [(Basic) Factaory Def

pefault Use

YLAN (ad =] Fort Profile

303241

AFyF4 NICE—FEZHFREL T, EOR—FDY—NEHHO CIMCIZT 7 8ATHNERHREL £7
(R — b OFHNZSOW T, K22 (P2-3) Z2ZML TS EW), Cisco ISE Tt T 4 fHD
XAy b A—HFxy N A=K ZHHTE£7, [Dedicated NIC (FH] NIC) ] E— R Z 4R
L. [NIC redundancy (NIC J7UEAk) 1% [None (72L) JIZHEL T (AT v 7 5525, IP
REABINL £,
— Dedicated : CIMC ~D7 7% A2 1Gb A —H % NEHAR—F2#HL £9, [NIC

redundancy (NIC JUEAL) 1 D [None (721 ) |1 Z 3N L, &FH IP RE L BINT LN
HYFET,

— Shared LOM (57 #/L k) : CIMC ~D7 7 ARIZ2O5MD1Gb A —YF*y b R—F+%
AL 9, ZHuFx T MR E T, [NIC redundancy (NIC TUEAL) 11
active-active, DHCP " A NIEREI N TWET,
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ATYvSH

& ]

ATFvF1

AFvT8

cmc oz W

— Cisco Card : CIMC ~D 7 7 & AZf&%E S LTV % Cisco UCS PS1E VIC 7R — bk & H
LET, NICTUELE IPEELZEBNTOILELRL Y £7,

~

(3¥) Cisco Card NIC E— N {ZHE, PCle A2 v 1 IZHY 17 BTV 2% Cisco UCS PSIE
VIC (N2XX-ACPCIO1) 7ZiF CTHHR—F &N TWET, ICiscoUCS A A v X —T = A
A T — R OFFRFEHE] 22RLTEEn

LLF @ [NIC redundancy (NIC JUfAb) 1RELXFREL 7,

— [None (Z2L) 1: A—% %y s FA—MIEINZEMEL., MERBELZEEIZT =—
IV —R—Z TV EHRA,

— [Active-standby (7 7T 4 T-AX L INNA) | T I T 4T 24—V F v b R— |} |ZEE
BREAELEHEE, ALV BR—RMINT T4 IR T z— A —"—1L F7,

— [Active-active (77T 4 7-T 7T 47) 1: T _XTDOA—YFRy k R—k NEEFIZHEH
SNET,
AAFIv 7 Fv hT—=IREICKHL TDHCP BT D0, AZT 4 v 7 v MU —27
REEANT DN ERIRL 97,
A

(GE) DHCP #ANZT 5%, DHCP — N Z DY — D MAC 7 R L Z#iH A2 H 50T
BELTBLERHY 9, MACT KU R IV —"FHED T IVICFIFEN TN E
T, ZOV—TiE, CIMCIZ6 2O MACT RLUANEI DB THNTWET, TULZ
FlIeEnTWad MAC 7 R L ZE, 6 DDk MAC 7 R L 20D 9 LEHIOE D TY,

(7> av) VLAN OREFIBEL. T 74/ FD CIMC 2—% X2V —RZ2HEL F7°,

~

GE) BRTOEFIINAS BRICADNCRD £, ROFIEOV— "OFEENIL, F5 2L T
FHL, BTLOLWRENEREINTOBITVET,

F10 ## L TRTEZHREL. Y=z HESHL £7,
~

() DHCP O A F—7 bz RIRL =54, BIICEV Y ToNZIP TR AL MAC 7R
LVART — T v FECa Y — VEHICERINET,

RDIER
[CIMC %A f] L 7= Cisco SNS-3400 ' V=X 77 Z A7 ATD J U —Z 12 OFE] (P3-9)
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BFE3E CiscoSNS-3M0 L )—XFPITSAFUVRDA VAR M=LELVERE |

W S—rTEEA USB K54 T DR

J— b A[REZE USB K 5 14 T DERL

2Ty 1
AFvF2

& ]

ATv74

ATYvSH

27976
ATFvF1
ATvF8
AFv7T9

CiscoISEV U—R 12 D ISO A A— 21X, Readme 7 7 A/ /LB LW CiscolSEV J —RX 12 %
AVARN—=NATDHEDOT —NARE/R USB K 7 A T ZERT 2720027 V7 R Rdb 5
images 7 A L 7 U BREENTVET,

(XL &HBHIIZ
e images 7 4 L 7 b UIZ&H % Readme 7 7 A V& MLT i £,
o KOWENKEIZRY 7,
— RHEL-5.x, RHEL-6.x, CentOS-5.x, F72}% CentOS-6.x @ Linux ¥/,

PC 721X MAC #4284 1%, RHEL-5.x. RHEL-6.x. CentOS-5.x. F7-iX
CentOS-6.x % E479 5 Linux (e~ > (VM) DAL AR —=LENTWAH I L 2R
LFEJ,

- 8GB®USB KF A7
— iso-to-usb.sh A7 U 7 k

USBAR—HhIZUSB KT A47 &8k L £9,

USB 7 /314 ZZ Y S &FUZ, Linux CLI £72/F GUI B USB K 7 A7 &7 v ~u > hLET,
CLIZ»5 ., 2= K umount /dev/sdb Z A1 L £, Z ZC. /dev/sdb IZ USB 5 /314 21,

N~

(G¥) GUI 75 [Safely Remove Drive (272K 7 A7 OWVHL) |47 3 £720F [Eject
(Y HL) 147 a 2@ RLRNTIESN,

Linux ¥ > D5 4 L 27 b U T iso-to-usb.sh A7 V7~ & CiscoISE12 D ISO f A—T H at —
LET,

chmod 2~ R ZHEHL TAZ VT N OWHEREETL £,
7= & 21X, # chmod u+x iso-to-usb.sh ® X 5 (2720 £,
root 2—HF L LT, Woa~vrFaANLET,
iso-to-usb.sh source_iso usb_device

7= & z1X. # .Jiso-to-usb.sh ise-1.2.0.434-x86_64.iso /dev/sdb D X 52720 ¥4, Z Z T,
iso-to-usb.sh |Z A 7 U 7 M4 ise-1.2.0.434-x86_64.is0 1L 1SO A A — DL I, /dev/sdb 1L Z f#
D USB 7 /34 A TT,

root L—H T AT MIEEZ DD su A~y REEHLR2THIER LR WEERH 0
T, E7z, sudo TV R AT S LICX Y root HEFRZBN L TR 2 VT N & EITT 5 2
LhTEET,

AA—TEAVAN—NVNTDHT I TAT U AOEE AL £7°,
Y E AL TRATL £97,

BN EFIZE T LI 2L Ay B—UNEREINET,
USB K 747 %ML £,

ROEE
[CIMC ZfEH L 7= Cisco SNS-3400 > UV —X 7753 AT ATHO VU —2 12 OFEE] (P3-9)
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Cisco SNS-3300 > ) —X 7P F S A 7Y A0 &EDwieEy W

CiscoSNS-3400 ) — X 7 7S A 7V ADHREDRNRE

*

Cisco SNS-3400 ' U — X 775 A7 > A|ZIX, Cisco Application Deployment Engine U U — &
205 A XV —F 47 A7 A (ADE-OS) 83X W CiscolSEV VU —R 12 Y7 U =T RH b
MEDA AR =S THWET,

FIEZ D DRI, BARENOS / —FOLLFOT X TOMRBIENR /77> T D 2 & &
WL ET,

e RAN4A

o FHE YR /=YXy b0 (eth)) A H—T=2AADIPT KL A
e Xy hvwRAZ

o TIANEN T —F U= A

o RAAY F—AhL AT L (DNS) KA AL

o AU RX—Ah H—n

o YAV Y Xy hU—2 AL T kat (NTP) H—

o VATAHNHALY—

o 2—H%4 (CLIFH2—VFD2—%4)

o NAU—F (CLIE#HZ—HD/RAT—FK)

CLI HHla—H% L Web X— A EH 2 —F ORERDOEVOZEMIZ OV TIE, [CLI I LW
Web X— ZEHL O 2 —P —HERDE V] (P6-1) R TLEEW,

SNS-3400 >V —X 77 Z A7 AIZ CiscoISE # A A h—/L L TWAHE1%. CiscoISE VU
J—Z212D1SO f A=V Xy ru—RL, ROLTvarondnnhzdifL<c, 777
AT ATCiscolSEV Y —RZ2 12V 7 =T 2HELET,

* Cisco Integrated Management Interface (CIMC) % &%iEL ., T4 &AL T CiscolISE U U —
A12% A A= LET, [CIMC OF%E] (P3-3) 2ZML TIEEN,

o 7T—LTFREARUSBRI AT HER L. 2O USB RI A7 %ML T, CiscolSE12 % A >
AR = LET, [T —FA[EEZR USB K 7 A4 7 DIERK] (P3-6) ZHHL T 7Z&EW,

GE) BRI A3 D SNS-3400 >V —X 77T A7 AD RAID R ENHIBREN TV D
Alx, CIMC £72137— FAHE/R USB K 7 A 7 &2 fifHL T CiscoISE V U — 2 1.2 2 F
AVARN—NAVTBELERSY T, 77— FNA[EZ2 USB K 7 A 7 %4 L T Cisco ISE %
A AR—L3 5 LIEKEIC, webBIOS Z i L CF#ITRAID ZRET HHLENRDH D
F9., CIMC %#{#H L7 CiscoISE ® A > A N —/L D>\ TiE, TCIMC Z{EH L
7= Cisco SNS-3400 U —RX 75 AT L ATHO VY —R 12 0%FE] (P3-9) #HMHL
TLEEW, 7—hMA[AE72 USB K 7 A 7 Zfi Fl L 7= Cisco ISE D A > A b — /L DFEAIC
DONWTIE, 7 — K AlfEZR USB K 7 A4 7 D 1ERk] (P3-6) &ML T &,

Cisco ISE-3300 ¥ U — X, Cisco Secure ACS, F721% Cisco NAC 77 A 7 > AIZ Cisco ISE %
AV AP =T BHEAIE, CiscolSE VY —Z 12D IS0 A A—Y %X 7 u—K L, DVDIZ
ISO A A=V HHEZIAL, ZOA A=V ZMHL TCiscolSEY U —R12% A A —/L L &E
9, PAR— K T TV 5 Cisco Secure ACS & Cisco NAC D7 T v b 7 —HIZOW Tk, {16k
5 [Cisco ISE 3300 > U — X, Cisco NAC. X O Cisco Secure ACS DT 7T AT 2 A~D Y
V=R 12V 7 02T DA A=) ZBRL TLIIEEN,
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W CiscolSERY F 7y T TOTSL IS A—4

CiscoISEY F 7w T TATSLINS A—A

CiscoISE Y 7 b U =T OBRENFIEND & A F T 7T 4T CLIICE D ¥ AT LD
EIWCMBEIRNT A=F 2 AT DL ERSNET, (K31 22H),

Ty N Ty P OETHRRLOEABREE T Cisco ISE N Y 7' — h EN7-54134E], DNS I X UINTP

()

P BEEFAHETH D 2 & EBL £

VMware ¥ —/ NI CiscoISE Y 7 h T =T &% A A b —/L L CTWAEA . Cisco ISE X #1HIFR T

HIZ VMware Y —/L X— 3 0 832 H AV A M — LB L UHRTE

LET, 1A=L ZEER

T5121%. [VMware Y —/L D A > Z h — )L OER] (P7-6) ZHRL TLLIFE0,
#31 CiscoISE v F PvF OS54 /IVSA—%
JavJe SRER 1
KR4 15 XFLTFICTBHERD Y 9, AR LFITIE, B |isebetal

(A-Z, a-z, 0-9), BXUNAT7v (1) RER™NHY 4, &

OLFIILFETHDHLERH Y £97,

GE)  Cisco ISE OEFBAEZAEAN ., FFHAEIC L 2BAr0 39
REVWDORELEZIT 2 NE T/ T
HTHZE2HBLET, /—FDOFRAMHELT
Mocalhost] M5 Z LixTE FHA,

(eth0) A — FHE Yy b A=V x> b0 (eth)) A2 X —7 = A ADOHFFA 10.12.13.14
Xy b A F— [IPvA T KL ATRITNIERY ¥ A,

Tz AATFRUVRX

XY bh~wRI BN IPvd % b~ A7 TRITNIERY ¥ A, 255.255.255.0

F7FNVE F—F
JxA

T7HNVE F—=F T = ADHEHRIPvA T K L A TRITIIEAR
D EHEA,

10.12.13.1

DNS K XA 4

IP7 RVAIANTEEEA, AR CFITIE, ASCH 3L, T
BOWFE, "7y (), BEOEUAR () REaEnET,

example.com

7A=Y x—h
P

TIA=Y T— ="M IPvE T R L A TRITIE AR
D ERA

10.15.20.25

BID R — 2 HF—
DBIN/FRE

BN K — 2 P —"OF R IPvd 7 R L ATRIFNIERY £
i,

K7+ 32) BHDF— 4
o ERETEET, O
AT I, y ZAALT
GATL 2T

75 A~ NTP
P

Fy NI —2 AL Fahaj (NTP) —OFR: IPv4
TRUVAEFRIZHFA NG THIVLERND D 7,

clock.nist.gov

WD NTP H—
DBIN/FRE

B2 NTP K A A TRITFHIEARY S8 A,

(7> av) 85D NTP

P—RERETEET, Z

NETHIITE, yEASILT
BATL £97,

Il Cisco Identity Services Engine /\—F 9t 7 A X bL—3 v HARK Y )—R 12

0L-27044-01-J |



| 3% CiscoSNS340 Y —XFISAFUVRADAVARA—ILELVBRE
CIMC £ L 7= Cisco SNS-3000 > 1) —X P T SAFURATO Y Y—R 120%E MW

# 3-1 CiscoISE 7w F 7w 7 TOTSAL /N5 X—5 (§FE)

pA=DAV A B2 5
VRATABEAL BN E ALY = TRITAIERY FH A, FEIIZOWTIE, [UTC (77 4L 1)
= [Cisco Identity Services Engine CLI Reference Guide, Release 1.1 .x

(Cisco Identity Services Engine CLI V7 7 L2 X 7'/ ) V) VJ —
X 1.1x)]) IZFREEN TV D Cisco ISE B3R —K 9254 1 A
V= DUVARNESRLTLLEIN, & 2IX, KPR
e (PST) TlL, Y AT A ¥ AL Y — L PSTPDT TF (2
F0 ., WEMRK (UTC) 205 8 REfZ 722 L 5l 72 KEf) .,

[CLI Reference Guide (CLIV 7 7L A A R) ] IZ@#Esh
B AL =%, ROBEBRIERASNS X AL ) — T,
PHR—=FENTWVDEH ALY = D52 ) ARZHOWTIL,
Cisco ISE CLI %> % show timezones =~ K % E{TT& £,

G¥) T _XTODCiscoISE /— K % UTC ¥ A & V' — 2 IZRE
THZEEZHRLET, ZOXAL =0 DOREICE
D, BRICBITSEZER ) —FbDL R~
ns, BIOKRRAF ¥y =—V x> bhons 77 AL
D, FALAZ T TEICFEABMESND L1270 £7,

a2 —H4 Cisco ISE V' A7 L~®D CLI 7 7 B AIEH S N5 EEH = — |admin (T 7 4+ /L 1)
P4 ERFELET, 77405 (admin) ZEHLR2WEE

X, LD —Y 42 ERT 20BN Y £3, 2—F 4%,
3MML 8 LFORITHY ., AR IERT (A-Z, a—z, 71X
0-9) THESNDMLENDH Y 7,

NRAT—FK CiscOISE v AT L~D CLI 7 7 B A S A2 & F#E XX |MylseYPass2
U—RERELET, ZONRAT—=RIET 7 4L KRN
720, BT D2RENHD £7, NATV—ROEIIL 6 XFLL
kT, ARl 1 20T (a-z), 1 DOKRILT (A-Z),
BIR1L 20T (0-9) 2505 04ENH Y £,

GE) Web X—ZADBEHEDOZ—FLBLUIRAT — K OEMIZONTIE, Web 7 I Fa i L
TR TEDOMR] (P7-4) #2RL TLEEW,

CIMC Z{EfA L 7= CiscoSNS-3400 ') — X 7 TS A7 R
TO Y )—X12DEE
TTIFAT L ADCIMC % E L7256, CIMC Zfi L T, Cisco SNS-3400 >V —X 777 A
TUAREHETEET, CIMC 2fH L T, BIOS DR EEGLT X TCOBRELFETTEET,
A Y

GE) VMware M — A2 R ET 5121, [VMware A5 L% CiscoISE Y 7 b7 =7 DVD 2> H &4
L2 DETE] (P4-18) ML T E IV,

Cisco Identity Services Engine /\— Kz 7 A YA ML—=a3 Y HA4K YY—R12
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W cIMC #EMAL 7= CiscoSNS-3400 > ) —X P TS APV RATD Y Y—R 12 DHE

ATvF1

ATFvF2

AFv73
ATv7 4
ATvF5
ATvT6

ATFvF1

AFvS8
ATFv79

(X C &5
o TTIATVATCIMC ZRELT-Z E&aMRL 7, MOV TIE, ICIMC OFRE )
(P3-3) #&ML T ZE W,

o MEEFIEICHE- T, VR—FENTWET FITAT U AZWENTA L A h—)L, #fE. B
JOBEFEEAL WD LML ET, [— 0w & EREA] (PA-S) BIW
[LED OB ] (P.A-9) #&ML T 7Z X,

e CIMCIZT Z78AF 527 T 47> K <2 CiscoISERelease 1.2 D ISO £ A—T W5 =
L, FRE, AVANNADA AU RHDH T —FA[REZR USB RN DH Z L &R L 9,
[7— hNA[HEZR USB R 7 A4 7 DERk] (P3-6) #&ML TSV,

e CiscoISET 7T A7 ZlZ, UTC Z A b YV — 2 %] L CHERIICER 2380 L £,
BEDZ AL Y = PARHOEEIL., CiscolSET 7T AT ANH D M., Hilk, 721
ENZHEASWTADLET, AL =2 OBNZONTIE, £ 3-2, £33, BLO#E 34 %
ZHLTLEEW, AV A=A HZEYy T v 7077 ATHEYUOREEIT) L OIT
FoRENZEXIT, BEESNDZ AL Y —2 (T 74N MNEIUTC) 2FET D & EHELE
LE7,

P— NEFLHO CIMC (28t L £9, *y hU—2 A X —T 2 A4 A B—F D (NIC) T—FK
DORETHERENIZA—FZHEHL TLAN DO =N —H Ry N =T V&L £,
active-active 33 &2 Y active-passive @ [NIC redundancy (NIC JUEAL) ] 3% E TlL, 2 2DHR— KT
BT o BN H Y £,

TI7UFECIMCOIP T RLAZMEHLCCIMC Yy b T v 7 a—F 4 U T qiiun/ 4L
F4, ZOIPTRL AL, BOBMERL - CIMC #FEICESHWTWEST (RE4T 427 TR
VAERRFIFA AT Iv I KA a7 4F¥ab—v a3y 7akhaj (DHCP) —NZk- T
FHOEToNET R ),

S

GE) V=0T 74N NDO—WHIT admin T, 77 /v K XAT — R X password T,

[Launch KVM Console (KVM= Y Y —/LOfEE) 1227 Vv 27 LFET,
N7 A CIMC 7 VT oy /b aERL 7,
[Virtual Media ({RBEB AT 4 7) | ¥ 7% 271 v 7 LFET,

IS5AT N TI99HFEEITLTNDBLATANS CiscolSEV Y —ZX 12D 1SO A A— %
BRI 521X, [Add Image (A A—TDEM) 1227V v 7L ET,

YER L 72448 CD/DVD K 7 A 71Z%F L C [Mapped (v THH) | F=v IRy 7 A&t 0Z
L/\ijqo

[KVM] 27 %27 Vv 7 L%ET,

[Macros (=7 2) ]> Ctrl-Alt-Del Z 3% L T, SNS-3400 > VU —X 775 A 7 A% I1SO A
A—=THEMHALCEEL FI, RORIIRT LD RBEHAFRINET,
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CIMC £ L 7= Cisco SNS-3000 > 1) —X P T SAFURATO Y Y—R 120%E MW

303244

ZAFvF10 F6 #fL T, [Boot (F—hF) | A=m=x—%EBHL T, KOXLIREELIERINET,

303242

AFYFT 1N ~otE L J L7 CD/DVD ZEIRL C, Enter ZH L F3, RO L5 2B ENERINFET,
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W cIMC #EMAL 7= CiscoSNS-3400 > ) —X P TS APV RATD Y Y—R 12 DHE

vices Engine In

303243

RFyF12 urs A4y a7 T, 12 ASL T, Enter ¥—Z# L £7,

3t s sk sk sieosk sk sk sk sk skl sk sk sk stk sk sk ko sk sk sk ik sk sk sk kool sk sk skokokoskoskoskokokskokosk

Please type 'setup' to configure the appliance

3t s sk sk siesk sk sk sk sk sk sk sk sk sk stk sk sk kot sk sk sk koo sk sk kool sk sk skokok skok koo skoskosk

AFyF13 Fur T hTsetup EASIL, By N Ty 7 IursIralELEST, Ry N —F T T
A=A BIOEBRIEROAN N RO DT o T v nFrEInEd, RiZ, Yo7 1oty b

TS TarITLET TN Trr T MERLET,
Enter hostname[]: ise-server-1

Enter IP address[]: 10.1.1.10

Enter Netmask[]: 255.255.255.0

Enter IP default gateway[]: 172.10.10.10

Enter default DNS domain[]: cisco.com

Enter Primary nameserver[]: 200.150.200.150
Add/Edit another nameserver? Y/N: n

Enter primary NTP domain[]: clock.cisco.com
Add/Edit another NTP domain? Y/N: n

Enable SSH?: Y/N

Enter system time zone[]: UTC

Enter username [admin]: admin

Enter password:

Enter password again:

Bringing up the network interface...

Pinging the gateway...

Pinging the primary nameserver...

Do not use "Ctrl-C' from this point on...
Virtual machine detected, configuring VMware tools...
Appliance is configured

Installing applications...

Installing ISE...

Application bundle (ise) installed successfully

===Initial Setup for Application: ise===
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G

GE)

2Ty 14

ATy FS15

ATvF 16

CIMC £ L 7= Cisco SNS-3000 > 1) —X P T SAFURATO Y Y—R 120%E MW

Welcome to the ISE initial setup.The purpose of this setup is to provision the
internal ISE database.This setup is non-interactive, and will take roughly 15
minutes to complete.

Running database cloning script...
Running database network conig assistant tool...
Extracting ISE database contents...
Starting ISE database processes...

AT RAF ¥ J—K VY —=R12DISO A A—T AL A—LT5H L (Insta]]ing
ISE-IPEP| A v tE—YNE/RI I, S 5HIT [Application bundle (ISE-IPEP) installed successfully ]
Ay =V NERRINET,

['Virtual machine detected, configuring VMware tools...] A t—31%, Cisco ISE 238~ 1Z
AYAR=LENTVELGEERICOARTEINET,

CiscoISE /13 A v T A RAF ¥ /J—R VY7 =T NREIND L. CiscoISE o AT L
NHEMIZV 77— LET, CLLIZBZ A LETIZE, By b7 v 7 RRICEREL 72 CLI &
I OEEEREANTILNENHD 77,

AVTAY RAF ¥ J—=FR DISOA A=V HA A=V L TWOIHEEX AT A RA
F¥ /—RNOEHEDOHKE] (PE-37) IZH#ERET,

CiscoISEV U —Z212DISO f A—TZH AL A —/L L TWBEA L. Cisco ISE CLI > = /LT
o AL, ROCLILa~2 RE23FEITL CTCiscolSET7 U r—yay 7 at ADIREL R
LET,

ise-server/admin# show application status ise

ISE Database listener is running, PID: 4845

ISE Database is running, number of processes: 27
ISE Application Server is running, PID: 6344

ISE M&T Session Database is running, PID: 4502
ISE M&T Log Collector is running, PID: 6652

ISE M&T Log Processor is running, PID: 6738

ISE M&T Alert Process is running, PID: 6542

ise-server/admin#

CiscoISET7 7V r—vay h—"RNETHTHAZ 2R LTZH, IROYFR—FINTW
%5 Web 770 HFDONTNNEHEHL TCiscolSE 2—% S Z—T = A Al A TXET
(TWeb 77 7 HZ ] L 7= Cisco ISE ~D 7 7 & A | (P7-1) &),

Web 7 7 U ¥ &ML CTCiscolSE 22—V f U X —T o f A |Zul A THIZF, TRV A
7 4 —J)V R IZ https://<your-ise-hostname or IP address>/admin/ & AJJL £7°,

*. [lyour-ise-hostname or IP address] (&~ F 7 » 7' KfIZ Cisco SNS-3400 &~V —X 775
AT AR L TRIELIEARANAEIZIP TRV 22K L £,

- >
— —

| oL-27044-01-J
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BFE3E CiscoSNS-3M0 L )—XFPITSAFUVRDA VAR M=LELVERE |
W cIMC #EMAL 7= CiscoSNS-3400 > ) —X P TS APV RATD Y Y—R 12 DHE

AFwF 17 CiscolSEO 7 A 7 4 R T, CiscolSEa2—Y AL Z—T 2 A AT 7 EBATHIZDD
Web X—ZADEH 0 7 A ERIER (2 —FHBLONRNRAT—FR) ZRDDH T 07 FRER
SN ET, CiscolSEWeb /> Z—T 2 A ZA~DEHOT 7®A L, By T v 7 FTatvxT
FEHFELECLIEH A —FOa—HL, BIORRT—REZEHLTTY 2 ENTXFT,
CiscoISE 2—H% f v X —T = f R IZu /A LTh, HLW\WT, T/ A, 2—% A FT | K
Jo—, BroFotoar f—xrr N EBETXFET,
CiscOISE 22— A L X —T 2 A ZA~D Web ICL DT 7 BRAMEHTH2—V4 LR T—F
OEREEHIL. CiscoISECLI A > % —7 = 4 A~DT 7 & ADOBERFICHERK L 72 CLI 5Bl = —
FOBKEREFELCTELY FHA, 206D 2 FEHEOE M —FOEVOIBIZ OV TIL,
[CLI ZHE L O Web RX— REH DO 22— —ERDE V] (P6-1) ML TIEEW,

‘>

B
gt

AV AR —=VAZIZCiscoISET T T A TV ATHEAL Y =V BERTDHE, 2O/ —K ET

CiscoISET 7 U r—va M TERRY ET, 2 AL Y=V OEFIZLDREOFM
\Z2W T, [Cisco Identity Services Engine CLI Reference Guide, Release 1.1.2 (Cisco Identity

Services Engine CLI V 7 7 L2 X ' F 1.1.2)] Dtk A © Tclock time zone (7 &2 v 7 X A A
=) BBRLTIES N,

YR— P ENBRALY—Y

COETIE, BRINEKREEDTH, =2 T VT BEXOT T OImEo i E R
(UTC) # AL Y —rDFFEME 3 DOFRTHRL TWET,

~

GE) T _XTPDCiscolSE /— R H UTC X AL YV —VICRETAILEFHBELET, 20X A
LY —=UDOREIZEY, BRRICBITAEFEIER ) —FnbD0LR—b, 7, BX
WRARF ¥ ==V b0y 77 A)VN, FALAZ T TEIZE#HEIND LIHIZ
% E9,

S ALY —rOIRIL, POSIX F£721% System V T9, POSIX # A L ' — RO X
America/Los_Angeles D X 912720 | System V & A L ' — DL X 7 AL PSTSPDT O X 5 I
w0 ET,

o RN, KE. BEXOITFTFDEZ AL =200 TE, #£32%2F5HL TLFEN,
o F—ANTIUTDOHAL S —THONTIE, £33F2ML TLLEEN,
o TIOTDHEAL Y —=ITONTIL, £34%F2HL TLIFEV,

F32 BEM, RE, BLUHFEDEALL S—>
BEREREN | BEEA

R

GMT, GMTO, 7 = VIR (UTC)

GMT-0. GMT+0,
UTC. Greenwich,
Universal, Zulu

GB He[E
GB-Eire. Eire TANT R

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
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| 3% CiscoSNS340 Y —XFISAFUVRADAVARA—ILELVBRE

CIMC £ L 7= Cisco SNS-3000 > 1) —X P T SAFURATO Y Y—R 120%E MW

#3-2 B, KE, BLUDFZDI1L V—> ()
BEFEFLEAW | HETE

WET ¥ 3 —w IR (UTC)

CET g — 2 SRR, UTC + 1 e
EET W —o oy SRR, UTC + 2 e
kEELUATS

EST. ESTSEDT

FREPEHERF . UTC - 5 BRI

CST. CST6CDT

HHERIEUERE . UTC - 6 [

MST. MST7MDT

LA EIRE . UTC - 7 RERH

PST. PSTSPDT

KOEPEREERE . UTC - 8 FERH

HST

ND A FEHERE . UTC - 10 B[

# 3-3 T—R Y FOEREF

F—ZRE351) 7!

ACT? Adelaide Brisbane Broken_Hill
Canberra Currie Darwin Hobart
Lord_Howe Lindeman LHD Melbourne
North NSw* Perth Queensland
South Sydney Tasmania Victoria
West Yancowinna — —

1L EHEHHEAT7 vy () TREI->TASHLES (Bl @ Australia/Currie)

2. ACT = Australian Capital Territory (4 — A} 7 U 7 5 #lHRE5 Hidsk)

3. LHI=Lord Howe Island (7 —K - /N 34k)

4. NSW =New South Wales (= =2— %7 2 7 =—/LX)
7 3-4 T T DEFETE

77!

Aden? Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Kolkata
Choibalsan Chongqing Columbo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong_Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
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FIE
B tyr7y7 TOLRORER

Cisco SNS-3400 & ) —X P TSAFPUVADA VAP —LELUVEE |

#3-4 T T OEEE ()

77!

Kashgar Katmandu Kuala_Lumpur Kuching
Kuwait Krasnoyarsk —

1.

TYTOREEIIE, KTV, MTYT /MTYT, BTYT, BRXOHRT O TRH Y 9,

2. HIEMTTELITEEZAT va () TR TAHLET (B : Asia/Aden),

S

GE)

Cisco ISE CLI @ show timezones =~ > N |Z, FEHFAEERTXTOH AL V' — DY AN EFK
RLET, Xy VTV OEGFTICEKER Y AL Y — 2 BB L $£7,

ty b7y T OO

it

POy b T v FuvARELSET LIEZ L2HERT 21213, RO 2 SOFIEOWTR
MTCiscoISEISE 7 /I A7 v AlZuZ A LET,

e Web 7 T U

e Cisco ISE CLI

CiscoISE 2 —W% A X —T = f Alzu /A L%
o T4V AD AL AN —/V] (P7-4)

e [CiscoISE ¥ 27 LD E] (P.7-10)

RDBAT BRTTHRENDY 7,

Il Cisco Identity Services Engine /\—F 9t 7 A X bL—3 v HARK Y )—R 12
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4.

VMware (R TODY1)—X12Y T b+
DITFTDAAR—IL

Z DETIL, Cisco Identity Services Engine (ISE) U U—Z 12 ®Y 7 K7 =7 % VMware {48
v~y (VM) AV A=A T 57Dy AT ABEICOWTHBAL £, ROy 7T,
A A b= T RIET L RAREEL £

o [HHR—K&HD VMWare D/3— 5| (P4-1)

e [ U —R12IZHBF% VMware vMotion (X325 R —1K | (P4-2)

o MM~ DEM] (P4-2)

o [UVY—212 DM (P4-5)

e [VMware ESX £721% ESXi — D% &) (P4-6)

e [CiscOISEY 7 R =T DA AKR—)LDT-D VMware > AT LD | (P4-17)
o [VMware v AT L ~D CiscolSE Y 7 v 7 =27 DA A ~—/)L] (P4-19)

o [T UT ) ary— &ML Cisco ISE VMware ¥ — 3 ~D#ifi | (P4-21)

o [Cisco ISE (A~ v DS | (P4-24)

GkE) A T7A42 HRNAF ¥ /—F I, Cisco SNS-3415 83 LN CiscoISE3300 >V —X 753 AT AT
DHHR— bk N TUWET, Cisco SNS-3495 ' U — X F£ 721X VMware —/3 & A7 AT AR —
FENTWERA, TOMDOIBEINZ 2 — LT T, VMware A8~ v ECTO/MHNY
A—hF SN TWET,

HiR— bk ahd VMWare D/\—2 3 Y

Cisco ISE (KD VMware % —/3& 27 T A7 2 ¥R —F L TWET,
e VMware Elastic Sky X (ESX) /3—v 3240, 40.1. 83XV 4.1
e VMware ESXi N —¥ 3 > 4x B LD 5x
e VMware vSphere Client 4.x 3 & O 5x

S

GE) CiscoISE U U —2& 1.2 1%, VMware vMotion ##E (H 5 — "5 ROV — R~D{FE~ <
DIAT ATV —vay) #R—FLET,
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FA4E  VMware REYS U TOY Y —R12Y I Y TFDAV A=)

Wy y—x12121+2 VMware vMotion =33 2 HR— k

1) 1) —2Z 1.2 1281+ % VMware vMotion [Z%13 % H7R— k

CiscoISE V U —Z 12 CTiX, A7~ (VM) AU AZ A (fEEDOAVY F % FAT)
DR A ~HETORITE AIHEIZT 5. VMware vMotion #$HEN VAR — K~ S E 9, 7%4 D VMware
vMotion #EHEVHERET D I2I1E, ROEMEMTz-THERDH Y £7,

o HHARL—Y VMDA —VRARL—Y U7 Xy hU—2 (SAN) IZfFfEL T
WANLERHD, 2D SAN X, BEISN/Z VM 2K A NTBAREENDH DT T
VMware IR A RS T 7B ATXANERH D £,

e VMFS AU =—20OHHAa : 2O VMware 75 A b Id, 3£H Virtual Machine File System
(VMFS) RV 22— L% 20ERH 0 5,

o XHE v A=V Xy hDMHABR : SAN BL U VMware R A M &, A Y ~ £ —H
Fy b V7L CTHAEERTA2LERDH Y £,

o FutyHhOHEMN  BEHMEOH L SEHO T oty P EFEHTALERHY £, S
¥ v i, vMotion D HHMHED7-DIZ, RIL XA —L 7ty 77IVDEDOTHS
VERH Y £97,

RETLVDEH

# 4-112, VMware {4~ 12 Cisco ISE U U =2 12 Y 7 kW =T & A A h—/L L, 100
DT RRAY N EYR—FTAEDOOE/N AT LAE:E2RL T,

CiscOISENN—R U =27 TFI7AT LV AEREDONRT —<>2 X RN ZEBT 51203,

VMware A8~ 12 Cisco SNS 3415 BL 3495 T 7T A TV AL RHEDV AT N UV —R
DEDYBTOHNTWALERD Y £7, dFic >V TiE, EEEOREBS IRy —1 7
DOWNWTOHEREIR] (P1-11) BLO [VMWare 777 A 7 AOHELEY 4 X (P4-3) &R

LTL7Z&E,
& 41 &=/ VMware & X 7.4 E#
BEHEDRA4T =/NEH
CPU H—p277 v Ra7, 20GHz LA EoOEE
AE 4 ~ 32 GB ® RAM

IN=RF 4R 200GB ~2TB D7 4 A7 AR —V (A RXFTEHLFAZICE-TRZRY £9),
IZONWTIE, R 432U TS0,

VM AR A b = 8Tk, FoEEE2 10,000 RPM OAN—F 5 4 27 252 2 L &R L
%9, CiscoISE VM Tid, &K 50 MB/B O & S IAAHIME S LE TS, RAT 1 T BREE
23 10,000 RPM D7 27 ZAEH L TW UL, & ORI I EBL /[ RE T,

(G¥) CiscoISE IZx} L TIRFE~ v 21ERRNT D563, AL —VBEHEZ =T H— DK

BTART7EZENLET, 74 A7 EMENZRIZ L TOLDEEOT « 27 21T
LY. AV AN —=TRTXTOT 4 A7 FHEE#M L 2O ARERH Y 7,

Fifll

=111
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m. 0L-27044-01-J |



| 854%F VMware RETYI>TOYY—R12YILIzTFDAVRE—)L

wE< rosy B

F4-1 &/ VMware > X TLEH (#FZ)
EHns147 w=IMNEH
A FL— o 77 AJ) AT L : VMFS

ANV —=VIZVMFS 2T 52 L 2R L 3, hox L —y a haids A b+
INTBLT, MDD T7 7 ANV AT A T —DEKNERARREIENH D 9,

o WNIFA KL —3 : SCSI/SAS
o HEIAFL —3 : iSCSI/SAN
NFS A F L —V O HITHER I EEA,

FTA4AY ar b SCSI v ha—7
u—=

NIC IGB ®NIC A ¥ —7 = A ANKE (D NIC RHEEINET)
~

GE) YRR ELELEEDONIC DXy MU — 78R aERT 555813, [Adapter (74
THE) 1 FuyFEZ 7 U ARMND [EI000] 28R4 25 2 & ZHE4E L £, Cisco ISE
YUY —AZ121%, +-3THNIC D E1000 BEX N VMXNET3 74 7 # &%V R—F L
F7, TOMOIKAENIC K Z AN FHHR—bhENEFA, [VMware — 3D E |
(P4-10) ® AT w7 10 2L TLE&EW,

INA IR (R —F &5 VMWare D3—2 5 2] (P4-1) 2L T &N,

VMWare 7 7S5 A4 7 ADHERY 4 X

VMWare 77 7 AT > ADHARIZ, MBLT 7T A7 ALRIZEIZTANERNH Y £, £ 4-2
W2, EBRBEREOWMELT 7T AT AR L THER S D VMware (HiEE2 R~ L £,

42 EREEERFD VMware 775 4 7> X DL#
TSy T7+—L4 SNS-3415 SNS-3495
Tty ! H—> /> b ® Intel E5-2609 2.4 Ghz CPU |5 = 7/ ¥ /7~ bk @ Intel E5-2609 2.4 Ghz
BE40ar CPU
Ait8s a7
AEY 16 GB 32 GB
BET 4 A U2 fE 600 GB 600 GB
A —HF > k NIC? WIS £ > b NIC X 4 WX E ~ ~ NIC X 4
1. §§2;2097~xd$ﬁKT5%§ﬁ%DiToVMUV~Xm@ﬁwﬁmvyy%fiﬁEEMﬁ~ﬂ~#7x7347?5:&m

2. A~ ORY =P —E R =R EFERELTET=HXV T =R IR T A AVHECTEATE LT, R —HF—E R
J—=ROT 4 A7 E L TI50 05 200GB ZHETHI & &2HMIEL 9, S EFSFR-VV Y FICHERT ¢ A7 HEBEOFEHIZ oW T
1%, MHEEE D VMware 7 4 A ZfElk ] 2L T 72 &0,

3. R~ Il ~4ODNIC ML TRETEET, 20U EDONICZHATESLIICTAZ LAMIELEI, B F—T =
ARE, 777y AV TRRADIUS R ED S F XY — 22 P KR— b THDCHATEET, ER—FTHR—F DV —F
2B B EERIC OV TR, 148k C TCisco SNS-3400 >V — X 7T XI5 AT ADR—F V7 7L ] #BRBL TSN,

CiscoISEV U —2 121%. WRDODT I AT AR E SO TRE~I VICAf VA R —)L
TEETH, XT3 —~ U ALZWETH-DIT, SNS-3400 >V —XDT 7T AT 2 ZAD AR
WCESWTH LW~ U AEAT L2 L2 £,
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FA4E  VMware FETSUTOYY—R12YITFHFOLIVRAR—IL |

N FE< U OEH

F LR AR—R[ZEHT RAEH

7% 4-3 12, EBFEREE T VMware 1 — %2 FZITT 5720 IHELE S LS. Cisco ISE 7 4 A 7 fHIK D
B Y TEZRLET, CiscolSE Y 7 F 7 = 7 OFETITIL, F4-1 IR ENT, VAR—FEN
T2 VMware ESX B L VESXi DV — N R—=D g UL TLEE W,

#4-3 HEXH S VMware 71 X 0 #5t

B4R |BRT14R |ABBEERCHRES
ISE X)L F A} VA h3dT 1 RYVEE
AS K7 m s ISE 200 GB 2TB 600 GB ~2 TB!
45 8% ISE : & HLEL 2 200 GB 2TB 250 ~ 300 GB
ISECISE : =X U v 7 EH 200 GB 2 TB 600 GB ~ 2 TB!
SYBCISE 1 R U v — H—E A HL? 100 GB 2TB 150 ~ 200 GB
SHCISE : B L E=X VU T H 200 GB 2TB 600 GB ~ 2 TB!
SSHCISE : FHEL, £=X U7 B |200GB 2TB 600 GB ~2 TB
RY— P — R

1. T4AZ7HDYTL, aFX > TORFEFRICE > TR Y F3, MOV TIE, £ 442 TIEE N,

2. BMOT 4 AL, v—AL aX L TOVR—rL, B—AIV T ARAT ORI T v TBIOT v 77
L—R 77 AVORFICH VY TOENDAREER S Y £7,

Cisco ISE (. VMware NOH—DF 4 A7 IZA VAN —IL T HHLENRH Y £,

(GE) CiscoISE YV VU —R 124~ > (VM) (B Y CTHZ LN TEDHT A fEBITRE T2
TB DA T,

FT=H YT SN FREDTIR S TWBERED /) — K TlE, VM 7 ¢ A 7 @ik o 30 3—+&
VEhRma S AL —=VHIZEID S TCHENET, 25000 D= KA A M HHEBEATIE, 1 H
HTEVEI1GB Oul RNERINET,

7-L 21X, 600GB O VM T 4 AN HILE=ZV T J—F b 554, 180GB s
AL —UHIZED S TERET, 100000 D RFRA L NBEBHIOR Y MU — 728k
THEE, 1 BHEVRAGB O NERENET, ZOHEE, VAP M VICHWT —4 &
BEL, TE=H VT T ER=AMBFDT —Z ) X—=UFT L, T=FZV 7 /J—Kon
TH IS HERGFETDIENTEET,

BioeZ AL —=UHIZ, VM T 4 AZHEREZESCT Z ENTEET, BNTE5T7 4 A7 A
N—ZPI00GB T &z, vl AL —IHIZ30GB 2SEMENET, BT U T, A2
TB £7213614GB D a2/ AL —US5 VM T 4 AT A X520 Z LR TE £,
R~ DOF 4 AT A X TIHE, CiscolSE12ICT7 v 77 LV —RT304ETIHD £
BAD, R~ ETCiscolSE12 DFH A A — L ZFETLTLLIEEN,

FTa44lz, =XV T J—RFIZEOVNMTCOENTT 4 A7HEE Ry VT — IR T D
FARAL FPOEIZESNHNT, F=X VT /J—FTHRETCEIEHEEZRL T,

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
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| 854%F VMware RETYI>TOYY—R12YILIzTFDAVRE—)L

Jy—2120%m B

## 4-4 EZZYL T /S —FIzOTHRESINEAH

IVKRRLU D% |200GB 400 GB 600 GB 1024 GB 2048 GB
10,000 126 252 378 645 1,289
20,000 63 126 189 323 645
30,000 42 84 126 215 430
40,000 32 63 95 162 323
50,000 26 51 76 129 258
100,000 13 26 38 65 129
150,000 9 17 26 43 86
200,000 7 13 19 33 65
250,000 6 11 16 26 52

1. BffE e 7 oMl & RE 7 T A7 MRHBPAZNIT/R> T D Z &KV TVET,

1) 1) —2X 1.2 D&F{H

GE)

GE)

RE O 72812, CiscoISE U U —Z 12 %, F 4-1 ([ZR# Sz B - cERL 72, P FR—F&h
HAEED VMware AR~ (VM) IZA VAR =L FTHZENTEET, UV IU—RZ12 %l
T5HEIE. VM OFT 4 A 78w D7 K BRETE ET M, &K 100 GB OF « A 7 fHIk % E| 0
WMTHZ LIFISETT,

200 GB Kfii DT 4 A 7 fl & L TIER S 4172 VM 2 6 EBRME VM IC 7 — 2 28173 5 =
CIETEEH A, 200GB LLEDT 4 27 Gk & L TER S L VM O 7 — % D 7% F21548)
BREICBITTE £,

CiscoISEV U—R 12 #ffiilkY 7 h 7 =7 (R-ISE-EVAL-K9=) # AFTH\CiF, > AaD7T
BT b F—AERTREEINTZY AT Fy 3L 8= F F—IZBWEDEL I,

S AT ANL5ELET A AR EOEBMERED Y AT A2 Cisco ISE BT BITT B I
I, MOF R B FTTHSLERD Y £,

o FHMENRDOETEE NN I T v 7T 5,

o FEBH VM ICHVERT A VBN H D Z & A2MRT D, FFcHoW T, TEREOHES
LR =V o 7o TOHERERIH| (P1-11) 2R TIE IV,

o EBBOEAT AL AEA LA —LT D,
o EBML AT MMIREEM LT D,

MDA, 100 ADO 2 —F Z P R— k45 VMware — NI T HNN—FRF 4 27 DEe/ND
EID Y CHEMAL 100GB T, LW ELDa2—F 2P KR— k32 EBERMBEREEIZ VMware ¥ —
ZBENT H5A1L, CiscoISE A > A — L &2 MTF# 43 ISR ans /7 + 27
HF AR (R RFET A XL 2TB) ICHREL TLIEEW,

| oL-27044-01-J
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FA4E  VMware REYS U TOY Y —R12Y I Y TFDAV A=)

W vMware ESX E7= (% ESXi - —/ D &E

VMware ESX £ -1 ESXi H—/\DERE

ZDETIX, VMware {540~ T VMware ESX F 7213 ESXi % — %R ET D HFIEITHOWT
AL £,

WO FNAZ EATT 2120, EHEEREFFO2—Y (root = —H) L L TESXi —NZm 2
AT LHMENRD D T, ROFIEOMELBIE—FI T, EEOMEITEADELIZ K - TR
D E7,

[ZC®HBHIIC
VMware ESX F£ 7213 ESXi V— \ZRET DHIZ. WEBMALTZI,

e CiscoISEV Y —Z2121F. 64 Y N VATATT, 64 N VAT ALAE AL AR —)LT
HHNC, AL T 7 2 aY— (VT) 78 ESX/ESXi % — X THNI > T\ 5DH Z & 2RERL
TLIEE, Flo, A~V DF AN ARV —=T 40T VATAN64E » MMIRTES
NTWVWBEZ EHRERL T XV, ZEMIZHOWTIL, TESX F7-1% BESXi — O RA{LT
7 )Y —0F9t] (P4-7) #BRLTLKEEW, 648 Y FDF A AR —F 47
VAT A EYR—=FTEINAN—R 2T EBLOT 77— =T OEMHIZOWNTIL, KD
VMware 7L v R—Z2ZHH L T X0,

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&exter
nalld=1011712

o FANFRVL—TFT 4T VAT ADH A7) Red Hat Enterprise Linux 5 (64 £ > ~) (ZF%
ESNTVWDLZEHMRTILENDHD I, FTAN ARV =T 47 VAT LORES
B2 DWW, http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=
displayKC&externalld=1005870 Z &M L T 72 &0y,

e Red Hat Enterprise Linux 5 D4, 7 7 4/ h ® NIC ¥ A 7%, E1000 T¥, E1000 7% 7
HERINGT D2 L 2HESE L £9, CiscoISE X VMXNET3 74 74 bR — bk L £7°,
Cisco ISE i~ > HIZHR K 4 DD NIC ZEMTE 325, 3XTO NIC (Zxf L THLTH
U7X 7 X aERTHEII1ZL TSV, CiscolSE UV U —R 12X VMXNET2 7% 7 ¥
EYR—FLEHA,

e VMware (KAB~T 0T 4 AV HEBOHIREZE VY TTWVWAEZ LE2HERLTLIEE N, #F
T OWTIE, # 4-3 (P4-4) 2L T &N,

e VMware Virtual Machine File System (VMFS) ZAER L TV WEA 1L, Cisco ISE AR T 7
TAT L ALY R T IO SLEN DY £ VMFS [E, VMware &2 | |
WICRESNTZARN L =Y R 2a— AT LITHREINET,

— VMFS5 T 258 IMBDO7 a0y 7 A X I KT2TB DT 4 A7 A4 X
ZHR—FLET,

VMFS3 Z 34 28415, VMware 78 A b THRA N SNDIIET 4 A7 DKV A X

WZESWTVMFS 07 vy 7 1 A X & IRTLHMERH Y £9, VMFS D7 1y 7
/I’sz RELT-HBRICZDOY A XEERETDHIZIE, VMES X—F 4> a v bBH7 4+—
~v T AHMERH Y T, VMFS-3 DG, VMFS O7 1y 7 H A XIXIRO e KK
T 4 27 B A RSOV TVBRLERH Y 5,
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| 854%F VMware RETYI>TOYY—R12YILIzTFDAVRE—)L

VMware ESX £ 7=1% ESXi —/ i W

#4-5 VMFS 70y o #4X

Jav s 414X REBT+ R Y4X
1 MB 256 GB

2 MB 512 GB

4 MB 1 TB

8 MB 2 TB

e ARL—U X ATLLTVMware > 7otV a7 HERLAWVWTLZ XV, Cisco
ISEYZ7 b =x7DOZDY YV —ATE, P FR—FEZINDHNTILO VMware —/3TH | R
ML= 247 L L T VMware > 7Yab a7 2T 22 L3V R—FEahEE
o Yo 7maEva=y7iF, 774NV ERETIEHRLS, A7 v 7 13 THERRTDHZ LT
HRINEEAL (K413 22H),

o T AT Y= REAENIL TCWBEAIEL, ICiscolSE 717 7 4 T H—¥ R T%d
5VMwm#~N4V§—7I42®&EJ@MDT%%éﬂTPé&Z&%ﬁﬁ\i
TL=Z E 2R L £,

ESX /=X ESXi —/\DREIETV /0 O—DFEMIE

AFv 1
& ]

CiscoISEV VU —Z2 12T 64y N VAT LT, "= 3240, 40.1, 41 BL P ESXi /3—

Tary®O VMware ESX4x B L O 5x 2R —F L FET, 2NHD ESX BILWESXi D/N—V 3

VIE6AE Y N DON—=R T =2 TICDOIR A A —LTEET, LMo T, —¥X Cisco ISE

VUV =2 1Ix BB~ U EZHRANTHDIHEHL TWeD LR UN—FY =27 %2 T Y —212

THAHCTEET, 27EL, V=2 12% A A=)V T DHEIC, ESX £721F ESXi H—

TR T 7 ey — (VT) ZANCTLH0ERH D £,

T TICESX £ ESXi V=2 A A b — /L L TWHEAIL., v r2HE#HEFIc, VT

BEINE DD EMHRRTEET, TNEITH 11T, esxefg-info 2~ NEFEHL 9, WITH
L ET,

~ # esxcfg-info |grep "HV Support"

| === =HV SUDDOTE e« vttt ettt e e e e e e e 3
|————World Command Line. . ...ttt ettt et e e grep HV Support

HV %R — R OfiEA 3 DA, VT I ESX £72T ESXi = NTHB TH o7, A A —/L
(ZiETe Z LNTE £, HV AR — R OfED 2 DA, VT ZT R — K SR THET 2, ESX &%
721X BSXi =N THMZ /> TWEH A, BIOS REZMmMEL . ESX £7213 ESXi —/ T
VT #4502 T 24N H Y £9°, esxefg-info =< > K OFEMIZ W TIL, KD VMware T
Ly Y R=2Z ML TIZE,
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externall
d=1011712

ZOHETIE, BIOS X EZMMEL . SNS-3400 >V —X 77T AT AT VNT AT 5 ik
WZOWTHHAL 3, ZOHOFIRLLIOKIZ, B30T, ZHEHON—F7 =7 D
BIOS A== —ZZDOFILIFRRLGE1H Y £4, ESX £72IT ESXi — 3T VT 2 A% T
BHINZ, KD VMware L v ¥ R—Z&ZZHL T E &,
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKCé&externall
d=1003944

SNS-3400 v U —RX 777 AT A% VT —hFLFET,
F2 LT, By b7 o7 %BBL £,

| oL-27044-01-J
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HLA4E  VMware RET SV TOYY—R12YITFIIFOLVRAL—IL |

W vMware ESX E7= (% ESXi - —/ D &E

AFv 73 [Advanced (JE3E) ]> [Processor Configuration (ot v ORE) | Z#RL £7,

& 4-1 SNS-3400 & /) —X 7754 7> XD BIOS REDHE

» Processor Configuration

04045

XFwv7 4 [Intel(R) VT] Z3ZIRL T, AL £9,

& 4-2 SNS-3400 > ) — X 7FS A 72X TH VT DEZE

Intel(R) VT [Enabled]

04045

AFvF5 EEEHRAFL, KTT 520X, F10 Z2# L £,

Cisco Identity Services Engine /N\—F 97 A VAL —a3 v HA4R YY—X 12
m. 0L-27044-01-J |



| 4% VMware REILVTDYY—R12YITEDITFDAVRF—)

VMware ESX £ 7=1% ESXi —/ i W

CiscolSEZ O 7 745 Y—E XIZxd B VMware H—/N A 2—TJ x4

ADEKRTE

ATy 1

& ]

ATvS3

" 29 ot o properse: T — i)

VMware —X f L 2 —T =2 A A%, AAvF R—b TFZ A% (SPAN) F71x3 7 —(k&
NI 7 49 7DCiscolSE7 07 747 —bEAOHEHAT o —T7 £ X —T x4 A~DIL
EEAVFR—FTDHLICHEET DITIE, ROFIRIZHENFET,

PLTFD X 5 12#IR L £9, [Configuration (RE) ]> [Networking (¥ b T —7) 1>
[Properties (237 1) 1> [VMNetwork (ZfE/HD VMware $—sN o > X 52 XDEFr) 1>
[VMswitchO0 (Z#E/H D VMware ESXi #—N > X —7 =7 XD ] ) |> [Properties (7 /X
7 4) 1> [Security (BE¥=2UT 1) ]

[Security (% =V 7 1) ] # 7 ® [Policy Exceptions (7K U > —fi|4}) 1 XA > C [Promiscuous
Mode (EEHE—F) | FTxv /Ry 7 AEF L ET,

[Promiscuous Mode (HEZEFIE—FR) R uy7H 7> U AKT, [Accept (FFF[) ] 2L |
OK]| %27 Vv 27 L%ET,

SPAN £7-1335 ks r T 740w 70T a7 745 F—XIWEIFEHT B VMware
ESX =N A X =T 2 A ATHLFEEZHEV KL TIT- T EE,

5 4-3 [VMNetwork Properties (VMNetwork Z0/V7 1) ] 217> K2

General | Security ]TraFﬁc Shaping | MIC Teaming |

Policy Exceptions

Promiscuocus Mode: ~ |
MAC Address Changes: ™ [Accept
—

Lol

Forged Transmits: [Accept

OK I Cancel Help | J

239156

| oL-27044-01-J
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W vMware ESX E7= (% ESXi - —/ D &E

VMware H—/\D & E

Z OIETIL, VMware vSphere Client % {# 1] L T VMware % — %5 E T 5 HFIEIZ OV T L
EJc a8

AFyF1 ESXi—NNice s A4 LFET,

AFwvF 2 VMware vSphere Client DEIDO~_A 2T, FA K a7 F %427V v 7L T, [New Virtual
Machine (FFLWMRIE~I V) | 2 ®IRL £,

AFvF3 [Configuration Type (GXEX A7) 1 X AT al Ry 7 AT, VMware i% & & L C [Custom (7
AHZ L) | &@RL (M 4-4 22 M) [Next (R~) 1227V v 27 L%ET,

5 4-4 [Virtual Machine Configuration (REVS2DRE) | #1700 7K v OX
| - e — [E=SFal

Configuration
Select the configuration for the virtual machine

Configuration

Configuration
Name and Location

" Typical

Create 2 new virtual machine with the most common devices and configuration options.

& Custom

Create a virtual machine with additional devices or spedific configuration options.

Help I < Back | Next > I Cancel I

300629

[Name and Location (i —ay) | X AT TRy 7 ANFERINET (X 4-5 #50),
AFv7 4 VMware >V AT LADOLBTEZ AL, [Next R~) 1227V v 7L ET,

e

Evhk  VMware ZAMNIEHTEIEFA N EZFEHL 7,

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
m. 0L-27044-01-J |
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VMware ESX £ 7=1% ESXi —/ i W

& 45 [Name and Location (ZFilO4—>32) | #4705y 72X
(@ Create New Virual Machine [N el

Mame and Location ‘l

Specify 2 name and location for this virtual machine

| Configuration Name:
Name and Location l—
Storage

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each

virtual Machine v
ne e vCenter Server VM folder,

Guest Operating System

rc,lp;lnsm, Inventory Location:

Network = l |Profi )
SCSI Controller [ Discovered virtual machine
Select a Disk

Create a Disk

Advanced Options
Ready to Complete

< Back I Next > I

[Datastore (T—HX ALT) 1 X ATl Ry JANRERINET (K 4-6 25H),
RFwT5 HELEINAHHAREREELASH DT — X AT @R L [Next kK~) 1227V vy 7 L%E7, iF
AZONWTIX, R 432U TES WY,
B 4-6 [Datastore (F—%XF7) ] #1754y X
@ create New virwal Machine (NN oo

Storage ‘l

Select a destination storage for the virtual machine files

W[ Configuration Select a destination storage for the virtual machine files:
Name and Location
Storage

Wirtual Machine Version Name [ DriveType | Capacity | Provisioned | Free | Type ]
SHES Do Syt i3 datastorel Unknown 278.00 GB 8.37 GB 269.63 GB VMFS3

CPUs
Memary EH VM_DATA_Storage Unknown 1.09TB 1.23TB 405.53 GB VMFS3

Metwork

SCSI Controller
Select a Disk
Create a Disk
Advanced Options
Ready to Complets

VM Storage Profile: | 3

Name Drive Type Capacity | Provisioned | Free | Type | Thin Provi

303623

[Virtual Machine Version (KA~ > DR —=T g 0) (X AT a7 Ry 7 ANERINET,

Cisco Identity Services Engine /\—F Oz 7 A1 YR L= 3>y HAF YU—R 12
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W vMware ESX E7= (% ESXi - —/ D &E

RFYT6 (7 ar) VMARARERILZ T AEZNEERD VMware ([RIEE~ 0 N—V g VB R—F
T 2584 1%, [Virtual Machine Version 7 (R~ 0 R—=T g0 7) [ R EDEMA~ L R—
VarEBEIRL T, [Next R~) 1227V v 7 L% (K47 %25H),

&4-7 wREvS DIN—3
(@ Creste New Virwal Machine [RNNNRRL D el

Virtual Machine Version

Ecmifiperation —Virtual Machine Version
Name and Location
Storage

Virtual Machine Version
Guest Operating System
CPUs ® Virtual Machine Version: 7

Memary; This version will run on VMware ESX/ESXi 4.0 and later. This version is recommended when
Network sharing storage or virtual machines with ESX/ESXi up to 4. 1.

SCsI Controller
Select a Disk. © Virtual Machine Version: 8

Ready to Complete This version will run on VMware ESXi 5.0 and later. Choose this version if you need the latest
wvirtual machine features and do not need to migrate to ESX/ESXi 4.

This host or duster supports mare than one VMware virtual machine version. Specify the virtual
machine version to use.

< Back I Next > I

360800

[Guest Operating System (7 A~ XL —F 47 VAT L) | X AT TRy 7 ANREREIN
7 (X 4-8 5,

AF9F 1 [Vession (\N—Ya) | Fry ¥y JURAL)pG, [Linux] 3 XU [Red Hat Enterprise
Linux 5 (64-bit)] Z 2R L £7°,
& 4-8 [Guest Operating System (X FNL—F 4 >0 S XFA4) | F14FATK Y IX
@ cremeNewvimalMacine e

l Guest Operating System Virtual Machine Version: 7 I

Spedify the guest operating system to use with this virtual machine

| Configuration

Name and Location
Storage  windows
Virtual Machine Version

Guest Operating System:

Guest Operating System @ Linux

CPUS = Other

Memory

Network UERGE

SCSI Controller =

Select a Disk

Create a Disk Identifying the guest operating system here allows the wizard to provide the appropriate defaults for

Advanced Options the operating system installation.

Ready to Complete

< Back I Next > I

303625
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VMware ESX £ 7=1% ESXi —/ i W

[Number of Virtual Processors (KR bt o3 D) | X AT 0l Ry 7 ARFRINET
(X 4-9 &),

AFv 78 [Number of virtual sockets ({48 %7~ k D¥%) 135 X U [Number of cores per virtual socket ({i(#H
Vi Rl oaTrH) [Rey Xy JARNT, R EZ#INRLET, a2 70RBIT 41T
LRERH Y £, FEMICOWTIEL, [EREERERT O VMware 777 47 A0 %
ZML TLEEW, [Next k~) 1227V v 7L %7,

& 4-9 [Number of Virtual Processors (REF Ot v HDHK) 1 17Oy X
() Create New Virtual Machine — i = |

CPUs virtual Machine Version: 7

L Select the number of virtual CPUs for the virtual machine.

Confiquration

Mame and Location Number of virtual sockets: 2 -
Number of cores per virtual socket: B~
Total number of cores: 4

The number of virtual CPUs that you can add to a VM
depends on the number of CPUS on the host and the
number of CPUs supparted by the guest OS.

The virtual CPU configuration specified on this page
might violate the license of the guest OS.

Click Help for information on the number of
processors supported for various guest operating
systems.

Help I < Back | MNext > I Cancel
L

360799

(A7 ar, —HD ESX Y — "D/ — 3 ZEK/RELET, [Number of virtual processors
(BT vty OH) | OABERRINDGEIT, [4] ZRIRL £7°,

[Memory Configuration (AEVUGKE) | ¥ AT BT Ry 7 ANRERINET (K4-10 5H),
AFvT 9 EKA2ITHBEINTVDHIITESNTEEZ AL, [Next (R~) 1227V v 7L ET,

Cisco Identity Services Engine /\—F Oz 7 A YA L—=3 Y HA4K YY—R12
[ oL-27044-01-9 .m
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W vMware ESX E7= (% ESXi - —/ D &E

& 4-10 [Memory Configuration (XEYZE) | F1FaIFKy X
@ Create New virtuat Machine [N et

| Memory Virtual Machine Version: 7

Configure the virtual machine’s memory size.

Configuration —Memory Configuration

Mame and Location = =
. 255GB  Memory Size: | =] [e =

e 128 66 Maximum recommended for this
Guest Operating System <l guest OS: 255 GB.

CPUs 64 5B
Memory
Metwork 32 GBH Default recommended for this

SCSI Controller < guestOs: 384 M.

Select a Disk & Minimum recommended for this
Create a Disk guest OS: 256 MB.

Advanced Options

Ready to Complete

-« Maximum recommended for best performance: 32756 MB.

Linux values can vary. Consult your Linux release notes for accurate information.

< Back I MNext > I

i

[Network Interface Card (NIC) Configuration (Ry NV —2 A X —7 A4 X J7—K (NIC) &%
E) 1 X ATalRy 7 ARFRENET (K 4-11 2508),

AFvF710 NICBIOTH T X %&FEINL, [Next ((R~) 127UV v 7L ET,
N~

GE) EI1000 7TX P HZ8IRTHZ L 2HAEL £9°, CiscoISE U U —2 1.2 1%, E1000 B L
VMXNET3 7 X 7 4 O R %W R —FLET, ZOMDORMENIC K Z7 ATV HR—h
NEE A,

& 4-11 [NIC Configuration (NIC BE) ] #1700 v I
(@ Create New virtual Machine ISR DR— | o

Network virtual Machine Version: 7
Which network connections will be used by the virtual machine?

Cabinmaiion — Create Network Connections
Mame and Location

Storage How many NICs do you want to connect? =
Virtual Machine Version
Guest Operating System
CPUs

S NIC 1 [VM Network =] [E1000 =~ F
5CSI Controller NIC 2: |wv| MNetwork | IEj_nuu ~ =~
Select a Disk
Ready to Complete

Connect at
Network Adapter Power On

If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both netwarking performance and migration compatibility. Consult
the VMware KnowledgeBase for more information on choosing among the network adapters
supportedforvarious guestoperating systems and hosts.

Help < Back | Mext > Cancel | I =3
= ' 4
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& ||

ATvF 12

ATy 13

G

VMware ESX £ 7=1% ESXi —/ i W

[SCSI Controller (SCSI 2> fr—F) [ X A7 0l Ry 7 ANERINET,

SCSI == k m—F & L T [LSI Logic Parallel (LSI 33BEI5]) | 23R L. [Next (k~) 1%~
Uy 7 LET,

[Select aDisk (5 4 A7 DEIN) 1 X AT s Ry 7 ANERENET (M 4-12 5 8),

[Create a new virtual disk (FTLVMRIET 4 2 7 DVYERR) 1 &R L. [Next ((R~) 1227 U v
7L E7,

& 4-12 T4 X DER

T, T,

[F=S =R

Virtual Machine Version: 7 |

(&) Create New Virtual Machine

| Select a Disk

Confiquration

Mame and Location
Storage

virtual Machine version

A virtual disk is composed of one or more files on the host file system. Together these files appear as a
single hard disk to the quest operating system.

Select the type of disk to use.

Guest Operating System S

Nl ceus

Ll Memory = Create a new virtual disk
Network

SCSI Controller

" Use an existing virtual disk
Select a Disk

(| Create a Disk
Advanced Options ~
Nl Rreacy to complete

Reuse a previously configured virtual disk.

Give your virtual machine direct access to SAN. This option allows you to
I use existing SAN commands to manage the storage and continue to
access it using a datastore.

" Do not create disk

Help I < Back I Next > I

Cancel

303632

[Virtual Disk Size and Provisioning Policy (K487 4 A7 A X T mneva=v27 KA —) ]
AT T RNy JANRKRRINET,

[Disk Provisioning (7 4 A7 Fuv v a=7) | X A7 a2/ KRy AT, [Thick Provisioning
Lazy Zeroed (Lazy Zeroed D' v 7 Favya=v7) (AT ar R ¥ %270y 7 LFET,
[Next (R~) 1227 Uy 7L TRifTLET, (K413 ),

VMware 7 7 A7 > b OLURION—Y a CEFEHTLIHE, Ty IRy 7 AORIREMHERRL
S

a. [Allocate and commit space on demand (Thin Provisioning) (427~ K TAR—Z%ZH| Y
LTTaIvhts vy FurePa=ry) | Fov 2Ry 7 2AORIREMREL 4,

b. [Support clustering features such as Fault Tolerance (7 +/V bk "MLV F U ADEH 7RI TR
ZYV U THBREYR—bT5) | T2y IRy 7 AOBRIREMERL 97,

[Thick Provisioned Lazy Zeroed (v 7 7' a b ¥ a = 7 I 7z Lazy Zeroed) | 472 2 3k
RWENTWDE, FHIET A A7 FTRTOTrE Y a =7 SREERICE Y Yo, 272

HBIRBE~ DB T 7 BATES L9170 £9°, Lazy Zeroed 7 4 A7 I3EhEFTE L
NTRWED, ZhCEY, TreYa =y I REFICEEICRY £, 2EZL, £7 vy

RO EZIABPITONDIANCER T VT INDH1D, HAOETHEZALKFTILZE DI DE

FENRFEAEL £77,

| oL-27044-01-J
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W vMware ESX E7= (% ESXi - —/ D &E

ATv7S 14

AFvFS 15

VMFS IC VO £ BRI T 7 ) r— g &8 AN$ 25418, [Thick Provisioned Eager Zeroed
(Recommended for I/O intensive workloads) (v 7 7'm bt ¥ 3 =2 7 I 7z Eager Zeroed (1/0
EPHUOT — 7 n—FITHLRE)) |47 a v 2HRLET, FET 2733 xTo7T e
Vam 7 EREEICE Y S TH, VMDK 7 7 A VKRR Er T VT SR ThL, A8
YVUNT 7 RATE L9120 ET, Thiud, R~ 2 VMDK 7 7 A VST 7 A
TELEIITR D ETORMMPELSRLD, BAOEFEZIAHLIFOY n{iZ & 2B OB IE T F
ELBRNWZEEERL £,

& 4-13 [Disk Provisioning (74 X% FOE'S3=220) | 14705 Ky I X
(5) Create New Virtual Machine ‘ " E=NEEn s
{ Create a Disk Virtual Machine Version: 7
il Specify the virtual disk size and provisioning policy I
Confiquration Capacity
;'7{';": Z”d Lecation DiskSize: | 2004 [eB =]

Virtual Machine Version

Guest Operating System gL

i CPUs ¥ Thick Provision Lazy Zeroed
Memary
e ¢ Thick Provision Eager Zeroed
5CS1 Controller £ Thin Provision

Select a Disk
Ml create a Disk
Advanced Options

Location

Ml  ready to Complete & Store with the virtual machine
l " Specify a datastore or datastore duster:
Help < Back I Mext > I Cancel | o
o]
2
— g

[Advanced Options (JLIEA 7> a ) | X AT 0T Ry 7 ARKRINET,
AT g A BN, [Next (R~) 1227V v 7 L%E7,

[Ready to Complete New Virtual Machine (HHl{IE~> v 2 T4 28N TEE L) 1 ¥4
TRIRy ZAPRFERINET (M 4-14 22 H),

L AER S 72 VMware v A7 AD4RT, 7 A OS, CPU, AEV, BXWT 4 A7 ¥4
R EOFBEDOFMEMRL £, ROMBHERIND XTI,

e /2 K OS : Red Hat Enterprise Linux 5 (64 £ v )

e CPU:4

e AEV :4GB £721% 4096 MB

o T 4RV B AX : VMware T 4 A 7 FEIROHELTFIHIZ LS T, 200 GB ~ 2 TB

R~ > TD Cisco ISE DA A b — L ZIEFEIZIT Y IZIE, 2O~V 7T VICEMETH
DHELE RIS LT - TLTEE W,

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
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ATy 16

CiscoISEV T RO ITF DAV R F—LDT=0D VMware & X 7 LO%E W

& 4-14 [Ready to Complete (5TT7 7 BEmHTEELE) IF17O7 Ky IX

. e T

(&) Create New Virtual Machine

i Ready to Complete

1] Click Finish to start a task that will create the new virtual machine

Configuration

Settings for the new virtual machine:

Virtual Machine Version: 7 I

;Itama and Location i T
orage
virtual Machine Version e ookt
Guest Operating System Host/Cluster: 10.56.62.145
Ml ceos Datastore: datastorel
|| —— Guest 0S: Red Hat Enterprise Linux 5 (64-bit)
Network CPUS: 4
SCS1 Controller Memory: 4096 MB
Select o Disk S N
Ml creste=is NIC 1 Network: VM Network
Advanced Options
(| Ready to Complete NIC AN e L0
NIC 2 Netwerk: VM Netwark
m NIC 2 Type: E1000
SCSIController: LSILogicParallel
Create diskz New virtual disk
Disk capacity: 200 GB
Disk pravisioning: Thick Pravision Lazy Zeroed
Datastore: datastorel
Virtual Device Node: SesI(0:0)
Disk made: Persistent

I Edit the virtual machine settings before completion

/%, Creation of the virtual machine (VM) does not incude automatic installation of the guest operating
system. Install 3 guest OS on the VM after creating the VM.

< Back I Finish I

Cancel

Help

303637

[Finish (527) 127Uy 7L ET,
T, VMware Y AT AW AV AR —LENE LT,

L LSHERR SN VMware ¥ AT L% T 7T 4 7123 BI21E, VMware 7 7 A7 2 b O 2—
A B =T 2 AADLEMOXA LT [VM] 2427V v 27 LT, [Power (EJR) ]>[Power On
(BIROFEA) 1 2=INL £9°,

CiscolSEV IO DT 7DA A M—ILDT=8® VMware 3/
AT LD X

G

VMware ¥ AT L& iR ETH L, CiscolSE Y 7 b7 =T % A A b —/L¢ 5 Ui 73 T & 5k AE
272 9, mmﬁzﬂmme/7%ﬁl7%4/zb~w¢é IZ. DVD 67—+ 4%
Y912 VMware Y AT AEBZETHLERH D T, 207D . IR DVD R 7 A4 7 %A{f
HL T VMware vV AT LAZRETHILENDH Y £9°,

DAV AR—=VE, THHAORY NU—JBREIGE TR FEEMGHAL TEITTEE

9, VMware ESX +— /X KA D DVD KT A 7 ZHH L T VMware > A7 L& HKET HIT

X, [VMware & A7 5% CiscoISE Y 7 s U =7 DVD W HREENIT 5720 DT 25 L TL
72 &0,

CiscoISE121SO # ¥ 7> —K L, TDISO 4 A—T % DVD IZE XA, CiscoISE 1.2 1K

= NIA VAR — LT 57DIHEAL £,

| oL-27044-01-J
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FA4E  VMware REYS U TOY Y —R12Y I Y TFDAV A=)

W CiscolISEV I FHT7DAY R F—ILDI=HD VMware & R T LDE(

VMware > A7 .Li% CiscoISEYV I 7 DVD o iEENT 518

DELTE

ZDOHETIE, VMware ESX =X KR A D DVD KT A7 %HEHL T, CiscolSEY 7 b =7

DVD 75 VMware ¥ A7 A& EBET D L HICHRTET D IHEICOWTHAL £,

ATy 71 HTCITER L 72 VMware & A7 A Zi#H K< L T, [Edit Virtual Machine Settings ({x48~<3 >
REDRE) | ZBIRNL £,

[Virtual Machine Properties ({8~ > D7 a7 ) U 4 RURERINET, 4-15 12

VERR S 372 VMware v A7 A D7 087 4 7L F7,

-

& 4-15 [Virtual Machine Properties (RZEVS>D70/NVF 1) | F14FOTHR v X

I” Show All Devices

Add...

Hardware Summary
Wl Memory 3096 MB ]
[d crPus El
] video card Video card
& VMCIdevice Restricted
= e SCSI contraller 0 LSI Logic Parallel
& Hard disk1 Virtual Disk
@y cD/ovD drive 1 Client Device
/|| E® Network adapter 1 VM Metwork
|| BB network adapter2 VM Network
é Floppy drive 1 Client Device

Wirtual Machine Yersion: 7

Memory Configuration

255 GB

126 GB

&4 GEH

32 GE

16 GEH

4 MB

Memory Size: 43:

=

-

-1

=1

Maximum recommended for this
guest O5: 255 GB.

Maximum recommended for best
performance: 32756 MB.
Default recommended for this
guest O5: 384 MB.

Minimum recommended for this
guest OS: 256 MB.

GB

Help

OK Cancel

2|

03633

|

AFwF 2 [Virtual Machine Properties (K8~ > D7 a7 ) 1 X AT s Ry 7 AT, [CD/DVD
Drive1 (CD/DVD FZ A7 1) | Zi#RL £7,

[CD/DVD Drivel properties (CD/DVD K7 A7 1 OFa/NT 1) | X AT 0T Ry 7 ARE RS

nEJ,

Z2F7wv 73 [HostDevice (FAM TNRAR) (AT arREZEZ 7V 7L, RayXEor AR
5 DVD AR A~ T84 Z& BN £7,

Il Cisco Identity Services Engine /\—F 9t 7 A X bL—3 v HARK Y )—R 12
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| 4% VMware REILVTDYY—R12YITEDITFDAVRF—)

VMware & 25 LA~®D CiscoISEV I k97D 2 +—)L W

RS e . . —_ - -
& 4-16 ’REv>>DFO/YT 1 : [Host Device (KX F 7/V1X) |4 T3>
ise-vm_123 - Virtual Machine
Hardware l[jptions | Resources | Profiles | vservices | virtual Machine Version: 7
Device Status
[ Show Al Devices Add... Remove =
|
| [ Hardware Summary ™ Conmect at power on
||| & memory 4096 MB T
& cpus 4 =
||| & videocard Video card ELNERLE
| & VMCI device Restricted
| @ 5CSIcontrollerd LSI LogicParallel
& Hard disk 1 Virtual Disk
-E;_l CD/DVD drive 1 (edited) [VM_DATA_Storage]... | I
BB Network adapter 1 VM Network
|'l| BB wetwork adapterz VM Network | —]
& Floppydrive1 Client Device @ Datastore ISO File

|age] ISE_Images/ise-1.2.0.86_64.iso Browse...

| Mode
& -
| &)

virtual Device Node
¢ |IDE (1:0) CO/OVD drive 1 4|

Help Ok Cancel

303634

Z2F7wv 74 [Connectat Power On (FBIRHBARICEGE) 147 3 2 FRL, [OK] 227V v 7 L TRE
EIRFEL ET,

N T, VMware ESX — XD DVD R 7 A 7 %L T, CiscolSEY 7 F U =T % A A
f—TEBH X512 ELT,

TDHARATHEETTHE, VMware 7 7 A7 > b 22— A #—7 = A AT [Console (2
V=) 1 BT %70y 7L, ERO~ALT, [VM]l %427V v 7 L. [Power (BIR) | %%
LT, [Reset (U b) ]1&8IRL £,

VMware & AT LAD CiscoISEVIFHT7DA R
k—JL

AFYF1 VMware 7 747 Mzl A4 LET,
AFvF2 BIOS THEMME (UTC) NEREIN TSI LAl L £7,
a. VMware > A7 ANEEL TWAHEHEIE, VAT 254 7ICL £7,
b. VMware > A7 A& EEIL £,
c. F1ZfiLC, BIOSEyY 7 v 7 E£—RIZLET,
d. REIF—%fH L C [Date and Time (Hff &R 17 4 — /L RICBEIL, Enter Z4HL £7,
e. UTC/Z' U =y JHEHER: (GMT) Z A LV —r & AHL £7°,

Cisco Identity Services Engine /\—F Oz 7 A YA L—=3 Y HA4K YY—R12
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FA4E  VMware FETSUTOYY—R12YITFHFOLIVRAR—IL |

W vMware S X T LA®D CiscolSEV T kT FPDAU R —IL

ATvF3

ATv74

G

~

GE) T _XTDOCiscolSE /—F&HZ UTC Z AL Y —VICHRETAHILEHRLEST, 20X A
LY —=VDORTEIZEY, BRRICBIT2EFEIER ) —Fnb0LR—h, 87, BX
PRAF ¥ 2=V bDual 77 AN, FALARAZ LT THIZEBENS L5 I
20 F9,

f. Esc L T, AAV BIOS A==2—%&TLET,
g Esc ##LC, BIOS Yy h 7T v 7 E—RZKTLET,
~

GE) A APFN—NRBITKEETA B ANRA L A M —ILENWEEE . Cisco ISE |3 H 8189 IC i
K100 = RARA L FEYR—Fb92590 BEOFEZ A B 22 A A —1 L ET,

CiscoISE Y 7 7 =7 DVD % VMware ESX /R 2 s @ CD/DVD R 7 A4 7\ AL C IR ~
vERAIZLET,

~
(GF) CiscolSEV UV —RA12Y 7 U7 %Cisco /7 b7 =2TDF T —R H Ak

(http //www.cisco.com/en/US/products/ps11640/index.html ) 7254 > w—FK L, DVD
FXIALFET, Ciscocom 7 LT > ¥ ¥ /L ORMIENRRKRD L ET,

DVD DOE#EK, =22 —/VZIBBTO L S ICERREnET,

Welcome to Cisco ISE

To boot from the hard disk press <Enter>

Available boot options:

[1] Cisco Identity Services Engine Installation (Monitor/Keyboard)
[2] Cisco Identity Services Engine Installation (Serial Console)
[3] Reset Administrator Password (Keyboard/Monitor)

[4] Reset Administrator Password (Serial Console)

<Enter> Boot from hard disk

Please enter boot option and press <Enter>.

boot: 1

Wty N7 v 7 HETTHINE, FE=F X —AR—F R—Fr Eidary—L R —rDWn
Tz BBRTEE9,

VATAL T T RT 1 EAALTE=ZHEF—R—F R—=F&28RTBH0, 2L ANLT
ay Y — )L A R—hZERL., Enter 2L £,

AU AR—FH, VMware > AT L~D CiscolSE VY 7 "7 =7 DA A —/)LEZBREL £7,

AV A=V TREANTZETTDHET, 200000 7,

AVARN— TREARKTTEHE, B~ IFEEBMICHES SN ET,
VM OFEEIFIZ, a2 Y —IRO LI ICERENET,

Type 'setup' to configure your appliance

localhost:

Il Cisco Identity Services Engine /\—F 9t 7 A X bL—3 v HARK Y )—R 12

0L-27044-01-J |
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| 4% VMware REILVTDYY—R12YITEDITFDAVRF—)

AFvTH

ST a2 Y—)LEERE L Cisco ISEVMware H—/ <\~ M

VAT AT NT, osetup E AL, Enter L 7,

Yy NT T U4 —RREREIN, VAV =Rt THH-HRTEEETLET, By T v
7 T at ADFEMIZOWTIE, [CiscolSEk®y N7 v 7 7a/ I L7 A—4%] (P3-8) %
L TL<7E &,

Y T7ILary—I)LzE{ERL = CiscoISEVMware H—/\~

oD FE i

ATy
AFvT2
27973
ATv74

AFvTH

YTV Y — L&A L T Cisco ISE VMWare H— 28889 51213, RO FIEIZHENE T,

FEE D VMware % —/3 (72 & 2 1 ISE-120) OFEWF A2 A 712 L £9°,

VMware ¥ — %4271V v 7 L, [Edit (fRE) | Z=RL £9,

[Hardware (/\N—R 7 =7) | # 7 C[Add GEM) 157Uy 27 LET (X415 25H),
[Serial Port (U 7L R—h) 1 Z&RL . [Next R~) 1227V v 7 LT (K417 25H),

& 4-17 N=F oz PDEM: TINIX 8147
uersn | T =
Device Type

What sort of device do you wish to add to your virtual machine?

Device Type Choose the type of device you wish to add.

Select Port Type

Select Output File I -Information

Ready to Complete = Bt
& paralel Port This device can be added to this Virtual Machine.
éFloppy Drive
{25 co/DVD Drive

GUSB Controller

ﬁ USE Device (unavailable)

I PCI Device (unavailable)
Ethernet Adapter

EHard Disk

SCSI Device (unavailable)

Help | < Back | Mext > I Cancel

=
(=

Lo

=]

i Z) 1=}
- = —— D

[Serial Port Output (32 VU 7 /b 7R— k O Hi /) ] 4838 T, [Use physical serial port on the host (3
A+ EoYEY T R—bZ2EHATS) ] £721% [Connect via Network (R b7 —7#&H
THEHE) 147V ary REUEMBEHL T, [Next (R~) 12270y 7L ET (K418 5H),

| oL-27044-01-J
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B S y7)La>y—LEFEALI Cisco ISEVMware 5 —/ S\~ Dig#E

& 4-18 N—=FOTFDEM: Y FIH—F 217

e IS TUEN. =

Serial Port Type
| What media should this virtual serial port access?

Device Type Select the type of media you would like the virtual serial port to access,
Select Port Type
Select Network Backing — Serial Port Output

Ready to Complete

i Use physical serial port on the host
" Output to file
" Connect to named pipe

' Connect via Network

Help | < Back | Mext = I Cancel |
=

302628

a. [Connect via Network (%> b7 — &M THfe) | 472 a 2 @R 724613, ESX
YP—NEDT 7 AT 4=V A= EHIBERDH D £7°,

b. "ANEOYET VTN RK—FE2RRT L5651, ZOR—F2BRLET, RO 225D
WTENNDF T g U AEIBIRTE £,
e /dev/ttySO0 (DOS F 721X Windows A XL —F 4 > 7 T AT AT, L COMI & L THRR

SINET),
e /dev/ttyS1 (DOS F 721X Windows XL —F 4 7 v A7 AT, ZHiECOM2 & L CTFR
SNET).

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
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SYTFI a2 —LEMERL 1= Cisco ISE VMware 4 —/i~0izix W

EITSE S N

| Metwork Serial Port Settings

[l How should this serial port connect via network?

|
Device Type —Metwork Backing
=elect Fort [ype 8 -
iii::ort-r ?k Backing & Server (VM listens for connection)
Ready to Complete " Client (VM initiates connection)

PortURL:  [telnet://:12345

I Use virtual Serial Port Concentrator

VSPCURL: |

—Device Status

¥ Connectat power on

—1j0O Mode
v Yield CPU on poll

Allow the guest operating system to use this serial port in polled mode
rather than in interrupt mode.

Help | < Back | Mext = I Cancel

AFvyF6 [Next ((R~) 1227V v Z7LET (X419 250),

& 4-19 BES Y FIL iK— F DER
Do R NN =

|  select a Physical Serial Port
| Which physical drive should this serial port connect to?

B Select the physical port you would like to connect to this virtual serial port.
Select Port Type
Select Physical Port —Physical Serial Port
Ready to Complete
E Port |/dev/ttyso =]
—Device Status

¥ Connectat powWer an

10 Mode
¥ ield CPU on poll

Allow the guest operating system to use this serial port in polled mode
rather than in interrupt mode.

Help | < Back | MNext = I Cancel |

300600

AFwF 1 [Device Status (T /NA ADAT—X RA) |fHIKRT, WYIRT = /Ry 7 A%F L £,
77 4V b Id [Connected (#2f5ek 7)1 T (X 4-20 22 M),

Cisco Identity Services Engine /\—F Oz 7 A1 YR L= 3>y HAF YU—R 12
[ oL-27044-01-9 .m
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Cisco ISE R YL > DER

& 4-20

N—FROTF7 : F/IV1 IDREE

ise-vm_123 - Virtual Machine =l

ATv78

Hardware ]Opﬁons 1 Resources ] Profies I vServices I virtual Machine Version: 7
-Device Status
I~ Show Al Devices Add... W Connected
Hardware Summary W Connect at power on
R Memory 4096 ME 5 =
& crus B onnection
Q Video card Video card " Use physical serial port:
= WMCI device Restricted [rdev/ttyso B4 |
l © scsIcontrollero LSI Logic Parallel IS outpai fies
&3 Hard disk1 Virtual Disk
€5 cD/DVD drive 1 Client Device J 0
Nl BB Network adapter1 VM Netwark ~ Use named pipe:
| @ Network adaptera WM Network 1
& Floppydrive1 Client Device B el |
@ Serial port 1 telnet:/{:12345 Mear End: Client
Far End: A virtual machine
[ (¥ Use network
I f* Server (VM listens for connection)
™ client (VM initiates connection) ‘
l Port URI: telnet: ff: 12345 |\
™ use virtual Serial Port Concentrator
wSPC URI:
1O Mode
v ield CPU on poll
Help oK Cancel =
@
=1
=t
= 2

Cisco ISE VMware " — N7 2121k, [OK] 227V v 7 L ET,

Cisco ISE {RFE~< < > DS

& |
AFvF2

Cisco ISE / — R O 72 L7 U 1 ZERk$ 5 Z & T, Cisco ISE VMware (R~ > (VM) %
BRIcEEd, HExE BEORY v— P —tv 2 J—F (PSN) Zffi ] L /=08 ABREE
T, VM ORI PSN Z il D RANCEANT 2 DD £9°, PSN &2 EBHEIC A
VAR VL THRETHSLEIIH Y FHA,

T 7L — &ML T CiscoISEVM #8845 2 &b T& £, FEMIcO VT, 77
L — M Zff ] L 7= Cisco ISE (AR~ > DEHEL (P4-26) 2L TLZEW0,

XL & BHIIC

o HWHT 2 CiscolSEVM B¥ ¥y h ¥y InNTn5dZ LaiR L £7 . vSphere 7 7 47
¥ b T, TS CiscoISEVM 2427 U v 7 L, [Power (BJR) 1> [Shut Down Guest (7
AbhEVXY NFTY) | ERIRL £,

o BHHIXNTE~LVDIPTRUVAELFRANEZEELEZZ EZHRL TS, TO<T D
BREA AL T, Rxy NU—Z 28w L 7,

EEEMREZ RS> 2 —Y (root =—%) L L TESXi y—Nlcmn s A LET,
BG4 2 CiscolSEVM 2427 U v 7 L., [Clone (#f]) 1227V v 7L %9 (X421 5H),

Il Cisco Identity Services Engine /\—F 9t 7 A X bL—3 v HARK Y )—R 12
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& ]

ATv74

ATYvSH

ATy 6

ATFvFS1

Cisco ISEfRiEv s W

2005 =3
i 20z ocr

)
303614

[Name and Location (&Rt arr—ay) (¥ A4AT7ar Ry 7 AERTHH LW~ D4
AiZASL, [Next (R~) 127Uy 27L%ET,

i, HL <AERET D Cisco ISE VM DR A R &4 TidZe <. BRO 72O OFHH LR D4/ TY,

H LV CiscolISEVM #FEITTAHRANFELIZI T AXEZEIRL, [Next (K~) 1227V v 7L
\i—g_‘o

FH L\ CiscoISEVM DT —# 2k 7 &FEINL T, [Next (R~) 1227V 27 L E7,

ZDOTF—HAMTIE, ESX FLITESXi =" bt — NV FT—HANT EFZIZVE—F Ak
L—Y08E08H0FET, VR—FENDBAML—2 ZALTFIZO0WTIE, #F 4-1 (P4-2) 25
L TLEEW, =X ARNTITHE 4-3 (P4-4) IZRFEENTWDB07%T 4 A 7HEERH 5
Tl hfERL £,

[Disk Format (7 4 A7 D7 +—~<v ) | ¥ A7 807 78> 7 AT [Same format as source
(Y—=REFLCLTZg—~o k) |A7Tvarr"Zra7 Uy 7L, [Next (R~) 1227 U>v7L
iﬁ—o

IOFTvait, TOHLWY UERIGETH D CiscoISEVM THEHA SN TWAD EFET
TA—~vy hEar—LFET,

[Guest Customization (7 Ak W AX~<ARX) | X AT s KRy 7 AT [Do not customize (F1 A
EBARXLRNY) [ AT varyREr% 70y 7L, [Next (IR~) 127Uy 7L ET,

[Ready to Complete (58 T T DN TEEL) 14 A7 0T Ry 7 ARERINET
(4 4-22 B M),

| oL-27044-01-J
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W CiscoISEfRET L L DR

& 4-22 F1 700 DEEDE M
| €21 Clone Wirtusl Machine = )
Ready ta Complete

ik, Fintsh bo staet o sk that wal creake the new virtual machine

Settings for the new vrbsal machine:

Hirtual Machie ko Core: ise-cloned
1 Mame: ise-new
Disk Farmeat =
B G o "
AT T HimstfiCluster: 10,56, 14567
Ready to Complete Duatastore: local-disk2
Cisk Storage: Same format a5 sourcs

st 0F Cushomization Spectication:  Hore, do net oustomize gusst 05

[ Powser on this virbual maching after crestion [ Echt virtieal hardwars (Experimental)

B, Creation of the virtual machine (v1) dees not include automatic instaliation of the guest cperating
system, Irstal a guest 5 on the UM after creating the WM.

e o [ s

I

303630

AFvF8 [Finish (587) 1227 Vy 27 L%E7,

ROEE
o RIS~ DIPTRLABIOKRANLOLEF] (P4-28)
o RIS Cisco RAE~ v DRy b U — 27 ~DHHE] (P4-30)

BEEIEH
o [T 7L — K%M L7 CiscoISE R~ v D#EHL | (P4-26)

FUTL—kZEFERALT-CiscoISE{RE<TS o DiEH

vCenter Z{HH L TWA AL, VMware 7> 7L — k Z L T. CiscoISE {RiE~< >
(VM) 288X Fd, 7L —hFICCiscolSE /— R 2B L, 2075 7L — k2
LT, BEDOH L CiscolSE / — R EZ{ERTEET, 707V —hrE2ERAL KB~ O
BRI, RO 2ODRAT v 7 TSNS FIETT,

1. [t~ v T 7L — b ofERk] (P4-27)

2. [~y 7o 7L —hDEAN] (P4-27)

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
m. 0L-27044-01-J |
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REITSY T

2Ty 1
& ]

ATvS3

ATvT74
AF9T5

& ]

ATFvF1

Cisco ISEfRiEv s W

VL — bk DOER

(XL & BRI

o HHT 2 CiscolSEVM B> v v h X7 ENTn5DZ LaiERL £7, vSphere 7 7 47
¥ kT, #8945 CiscoISEVM 242 U » 7 L [Power (B 1> [Shut Down Guest (%
AMNEVYY RE DY) | BRI £7,

o TUTL—IME, AVAP—ALEENYTEY NT v T T 0T T AEETL TR
CiscoISE U U —R 12 VM M OAERRT 2 Z L &5 £, &2, IP 7 KL ABLUE R
Az EBNCAER L . BRE LT CiscoISEDHE /) —R Ty N7 v 7 FnrJrhatint
NWETL ET,

EHEMEREFF O —Y (root =—¥) L L TESXi Vr—NiZm s/ AL E7,

#HEF 5 CiscoISEVM #4727 U v 7 L. [Clone (8#1) 1> [Clone to Template (7> 7L —Fh
CER) ] 2RI £,

T 7L — bk DO4&4REIE AL, [Name and Location (&fitar—ayv) 144707 KRy
ATT v — N ERETHHEFTZ®IRL T, [Next (R~) 1270y 27 LET,

T — N ERTFTDHESX R AN EBRL T, [Next GR~) 1227V v 7L FET,
TSV =N ERETDHT =X AT ZEIRL T, [Next (R~) 1227V vy 7L %7,

ZOT—=BARNTICHERT 4 A VSN 5 2 L 2R L £, FEMIZONTIE, *£ 43
(P4-4) ZZWL TSZSV,

[Disk Format (7 4 A7 D7 4—~<v ) | X A7 12 7R 7 AT [Same format as source
(Y—=RERULZ7H—<y M) 1A FvaryRmE %227y 2700, [Next (IR~ 122707 L
*7,

[Ready to Complete (5E T T HHEMMNTEXELR) ¥ ATl Ry ZJANRKRINET,
[Finish (58T7) 127Uy 27 L7,

RE<LY TUOTL—FDEA

ATvF1

ATFvS2

ATvF3
ATv74

ATYvSH

ATv76

W~ T —hEEKR LIS, MOEE~T > (VM) IZHEATEET,

YER L 72 CiscoISEVM 7> 7L — %427 U » 7 L T, [Deploy Virtual Machine from this
template (Z D7 7L — N oRBT U EEA) | Z®IL £7°,

H L\ Cisco ISE / — R D42 AL . [Name and Location (£4Fi& s —3i g) |4 A7 R
TRy VAT /) —RKOEFTZEIRL T, [Next k~) 1227V v 7L FT,

H LV CiscoISE / — R #7325 ESX R A M ZFEIRL T, [Next (R~) 1227V v 7L ET,
H LW CiscoISE T AT —F A7 &ERL T, [Next (R~) 12270 v 7 LFET,

COTFT—HARNTICHERT 4 AZHEBNRS D2 L 2R L 9, Mo 0T, £ 4-3
(P4-4) ZZML TZ3 Wy,

[Disk Format (F 4 A7 D7 x—~wv k) 1% A7 02 1R 7 AT [Same format as source
(Y—RERULZ7F—~y ) | ATvarAmAEZ%70 7L, [Next (IR~) 127Uy L
*7,

[Guest Customization (7" A f BAX<ARX) | X AT s KRy 7 AD [Guest Customization (7
AR BAZ<AR) | A TvaryREZ BTy 7 LFET,

| oL-27044-01-J
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W CiscoISEfRET L L DR

Ready to Complete (5€ T4 DA TEELT) [ ¥ AT RI ARy JANKRINET,

Edit Virtual Hardware (REEN—FR U =7 ORE) | Fov /Ry 7 A% 412 L T,

[
AF9F1 |
[Continue (##1T) 1% 27V v 7 L £7,
[Virtual Machine Properties (8~ > D7 w7 1) | =Y RRKRINET,
[

Network Adapter (R bV —27 THXFXZ) | Z&INL, F= v 7Ky 7 ALV [Connect at
power on (BIREARFIZERE) | T=v /Ry 7 A% A 7IZLTC, [OK] 227U 27 LET,

AFwF9 [Finish (587) 1227 Vy 27 L%E7,

ZDCiscolSE /J—FDEFRZBZAL, IPTRLVRAEFRAMNEHRTEL., Fv MU — 7 T8
TEH X917y FL 1,

ATvS8

ROEX
o RIS~ DIPTRLABLIOKRANLDER ] (P4-28)
o RIS T= Cisco R~ > DRy b U — 27 ~DHEkE] (P4-30)

A8:#EIE
e [Fo 7L — 1% L7 Cisco ISE AR~ > 0#ElL | (P4-26)

BRINE-FEBRIIVOIPTFRFLRABEUVRRANEDEE

Cisco ISE i~ v (VM) #ERLEZ5, ZO~> v OBERZANT, IPT7TFL A LKA
LEEETHUHENSD I, /—FDHRAMELELT localhost] ZFEHIT A2 LlxTxF
A,

[ZC®HBHIIC
e CiscOISE /—RFRNRZ U RT7Ta RETHD Z & 2R L 7,

o FHLLSHEBEINT CiscoISEVM IZEREZ AND L XL, 2O~ Xy NIT—2 THTS
EREFH I N TN & 2R L £7, [Connected (Hfiis#) 13 & O [Connect at
power on (BIRTEARRIZERE) T =v7 Ry 7 247127, 4-23% ML T<
EEW, £ TRWEARIE, 2o/ —FKBRE#HTLE, HRGTTO~ > ERICIPTRL A
NEHZ I ET,

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
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ATy 1

AFvF2
ATFv73

ATv74

ATvTH

£
D pa—
& 4-23 FYrT—0 FET R DERER
& o e e I = Bl
Hardware | Options | Resources | Profies |
—Device Status
I Show All Devices Remove I e
Hardware | Summary r Connect at power on
BB Memory 4096 MB i
[ cPus (edited) 4, Current adapter: Flexible
video card video card ik
@ 5cslcontroller 0 LSI Logic Parallel e
&3 Hard disk1 Virtual Disk e
£y cD/ovD drive 1 Client Deviee | TR
Network adapter 1 (edite... VM Networl *  Automatic Manual
k ada (edi k [ o |
& Floppydrivel Client Device
= vMCI device Restricted [~ DirectPath 1/0
Status: =
twork Connection
Network label:
!VM Network __'J
oK I Cancel

Help |

303824

Cisco ISEfRiEv s W

o FLLLHEHINTZ VM L UV OBENPEAINTZLTIC, 2O U HITRETHH A

ML LEIPTRLVARHDZ L HMERL £7,
CHDHVERH Y 1,

I DNS #—31(Z

TOIPTRLVABIORIEARNGDZ R

o HLWIP 7KL AEIIARAMLICHASL CiscoISE / — R DFFAENRH D Z & 2R L

iﬁ‘o

HLLSBEREINT- CiscolSEVM 2 E527 Y v 27 LT,

A) ] EBIRL £,

[Power (ZEJR) 1> [Power On (EJRDOK

L < EHRLE 72 Cisco ISE VM IR L T, [Console (> Y —)V) 1 Z7 %7 Vv 7 L%Ed,

Cisco ISE CLI C,

configure terminal

hostname hostname

hostname 13,

WDa<vr RuEANLET,
interface gigabit 0

ip address ip_address netmask

ROa~vw e AL ET,

RETDHHLWEAA N TT, CiscoISE —E 20N FHEB SN ET,

ip_address 1. A7 v 73 TCANLERANAIZKINT DT RV ATHY | netmask 1XE D
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ROLNET,

Y ZAS)L T, CiscoISE —tY A ZHiEH L £,

| oL-27044-01-J

Cisco Identity Services Engine \—F Oz 7 A YA L= 3V HAF U)—X12 1



FA4E  VMware REYS U TOY Y —R12Y I Y TFDAV A=)

W CiscoISEfRET L L DR

EEEA
[ Cisco Identity Services Engine CLI Reference Guide, Release 1.2 (Cisco Identity Services Engine CLI
JU—x12)] #ZHL T, ipaddress =~ N} X U hostname =~ > R {2 DWW THER L TL
TZEWN,
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#£) 1270y LFET,
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[Device Status (T /3 AD AT —4 X) | fHK T, [Connected ($EGEEH) | T =v 7Ry 7 X
B L O [Connect at power on (BIRF AR ICERE) | Fxv /Ry 7 252420 £,

OK]1Z 27 Vv 7L &7,
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~

Cisco Secure ACS-1121 8 X O Cisco NAC-3315 7 7 7 A 7 > A%, /MNAFLD Cisco ISE 1 v
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[Cisco Identity Services Engine Hardware Installation Guide, Release 1.1.x (Cisco Identity Services
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2AFvFT2 BRI —KIKBRT I T ARSI NATEBY, DVDRT 77 A7 ACD/DVD K7 A47IZ
HBAINTBY, 775 ATV ADERNBA>TNAZ L AR L 3,

Ay =T —h AT a o REREINET,
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BALAZ T THICEYEND L5122 9,
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720,
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F1 L C, BIOSty F7 v 7 E—FIZL X7,
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~
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DT AT S EAERT DTECOWTHAL 4, Z0FET, RONETHR I TWET,

o [CLIEHE LU Web X— 2O 2 — W —HERDIE | (P.6-1)

o [CLIHTHA—VEBIVOWeb XN—ZDEHA—WFICL->TEITENDHZ A7 ] (P6-1)
o I[CLIBHA—VPIZL-oTCORFETENDLZ A7) (P6-2)

o [CLIEF=—HW DR (P6-2)

o [Web X— 22—V DIERK] (P.6-2)

CLUEEB LU Weh R—RXAEHOD1L—F—HERDEL

CiscoISEy b7 v 7ul 7 hxHL CTREL7Z2—FABLUOVIAT — KX, Cisco ISE
CLIB L CiscoISEWeb A v Z—T7 =2 A A TOEHT 7 ¥ A THHAT 57200 D T9, Cisco
ISECLIICT 7 EATXAEHE Y CLIEH2—Y L W ET, 74/ Tl CLIEFHa—
YPO2—P4 L admin, XATV—KiZky b7 v 7 7ot A TCa—RNEXZLEZ AT —KT
T, FTIZANLNDONRNRT—REH Y FHA.

CiscoISEWeb f > X —7 = f A~DRMPIOT 7 AL, By v T v 7o ATERLE
CLIE#Ha2—VDa—¥4, BIONXAT—RZMHL TITH) 2N TEET, Web X—2D
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AR =L L7565, CiscolSEWeb X—2AD AL B —T = ARl A4 TEET,

CiscOISET7 7 I ATV ADY T —"RETLEL, YR—FENTWS Web 77 7% D 1D
ZEEL 1,

2) Mozilla Firefox Start Page - Mozilla Firefox

File Edit Yiew History Bookmarks Tools  Help

0
<
- (gl https: ffise_host}adminy| <> - Q
o

[Address (7 KL R) 17 4—/VRIZ, CiscolSET7 7T AT ADIP 7T KL A (F72EH A b
&) BROTZ7 y—~v FEFEHLTANL, Enter L 9,

https://<IP address or host name>/admin/

72 & % 1X. nttps://10.10.10.10/admin/ & AJJT 5B & CiscolSE DR T A R—UNFRE
nEJ,

=

Identity Services Engine

A @
. l | Usernamel |
k Password | |
y

Remember username
Problem logging in?

#%: 2012 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc, Mmm
and/or its affiliates in the U.S and cartain other countries, cisco
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BRERICEB L —VH LR -2 ANL 7,
[Login (7 AV) 1270w LET,
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()

Je

Web 7594 EFHERALT= CiscoISE~AD7 72X N

CiscoISECLI BB — VL4 F/i3 AT =R EZREFEITV By 35120, EHE/ SR
TJ—RFDU vy bl (P7-8) ML T I,

EVEk

GE)

Cisco ISE @ GUI % RT3 5 DT Fc A FR 4 B 72 10 i 45 FE 1 1280 x 800 ¥° 7 &L T,

CLI EHE LV Web X—ZDEFHD 2 —H4 L /X2 T — R ZF L TliEd Y £ A, Cisco ISE ~
DOarT AU, ZNHOEVOFEMIZOWTIE, [CLIEFHE KLU Web X— R FH O =2 —H —
MERRODEV ) (P6-1) ZZML TS 7ZEV,

~

GE) TABLAR=UF, BT AL ZAOHERGINTZH%. #8 T CiscoISE [z a & A >
THEEIETRRREINET,

CiscOISE 2—H A X =T = f AL T, EHWEHER S (2 XAV —=F &2ty
Dz EEHELEL 9, FEMIZOWTIX, [Cisco Identity Services Engine User Guide, Release
1.2 (Cisco Identity Services Engine 2 — 24 N UV J—X12)] #ZML TI7ZEW,

A4 DOFRITICERL-20BEEEOAYIT7H M

HESNTEEAEDO2—F IDIZHL TR AT—R & —EDRIFEATIT% &, Cisco ISE
2= A F =T 2 A RAFV AT LD [(ZOa—Frayr77v ) LET, EHED
2y 777 MIELZNAT =Ry M (P79 THBAISHTWD K9 IT, Cisco ISE i&,
FOEHE ID ICEEMITONTZNAT—RRY By hE&NDH £ T, [Monitor (F=4%) ]>
[Reports (L' A"— k) ]>[Catalog (71 % 7 72") ]>[Server Instance (P —/3 AL AHX L R) |>
[Server Administrator Logins report (V— NEHEZFOB S A LAR—bF) ey = b ) %8B
mL., Z20E\EFEID O VT oy Ve —RHEIEL £3, ZOEHEET v N REGIT
5D FToRKEIEUL, [Cisco Identity Services Engine User Guide, Release 1.2 (Cisco Identity
Services Engine == —%" ' ] ) J—x1.2)] ® TManaging Administrators and Admin Access
mmm(ﬁﬁﬁkiwﬁﬁTﬁﬁx@f)/ DER) ] OEIZEHEINTWDITAR T A

T/lfo“C RECEET, BHE2—VF TAHU Iy 77U ENb L, BHETHIERH 2 —
PIZE A A—APREEINET,

CiscoISED Webh R—ZXDA U BZA—T A ADMLOAST 7ok

‘>

B
gt

CiscoISE D Web X—AD AL A —T = A A6 T 451213, CiscolSE A A2 7 ¢
K >—n/"—T[LogOut (77U L) ]Z227YVy 27 LET, 2Ly, FHEy a3
N TLTCrZ Ty hahEd,

X2 VT 0 FOBEANS, Hﬁfit//a/meﬂ%ﬁ X, e/ 7o NTAHI L EHEREL F
T, BT U M L7RWEGEA, SRS #fEL 22y & Cisco ISE D Web XR— 2D A v X —T =
A AN T T E i, 47‘7“iyI\éﬂfb\fm\%ﬁj‘z?@&biﬁéﬁéniﬁ/\/o

Cisco ISE ® Web ~X— A D Web A > X —7 = A ADEHDFEAZ DWW T, [Cisco Identity
Services Engine User Guide, Release 1.2 (Cisco Identity Services Engine = — 271 ) J J —X
12)] 2L T L&,
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B S/t 20/ ZF—1

FTACVADA2V A=)

FABL ADFHEMITONTIL, 18D [CiscolSE 7 A 2] R TLFEEW,

REBAZEDA VA ~—IL

SERAEOZEMICOWTIL, {18 E [Cisco ISE TOIFHEDERH | 2L T E &V,

Cisco ISE DEXTE DFER

GE)

Z DOIETIX, Cisco ISE i¥EDRERIZENF N R/ D2 — V4 LRRAY — K OBEKRIEREZEHT
52 ODIFFEIZOWTIAL £97,

o [Web 77UV AERLIZHRTEDOMHR (P7-4)
o [CLI ZfiH L 725%E D) (P.7-5)

CiscOISE ¥ AT MMZHID T Web IZ L AT 7 BRAEITHLEE., BHEFEOZ—YFL L XIXT—F T
Ty N T FHRICHRTELZ CLIRN—ADT 7 A LFEL T, Cisco ISE ¥ AT L~ CLI X— A
DT JEADEE. 7*7%/1/1*@”"5@%1“*'5‘% 1% admin TH Y, FEHENRZAT—RNIZIET 7+
VR RN — P EFERTT,

CLI o —% L Web X— ZDE 2 —HF OEN A S 5 IZEMICEMET 51213, [CLI &R
LU Web X—AFH O 2 — W —HERDE ] (P6-1) ZZHL TLEEW,

Web 7 S5O EFERAL -REDHER

ATYF1

AFvT2

AFvT3

Cisco SNS-3400 >V —X T T AT UV ANIEFICRE SN Z L 2HRTDHITIE, Web 7 T 7
FEEHL CTROFNEEZ EITL F9,

CiscolISET7 7 IAT LV ADY T = RETLEL, YR—FENTWDE Web 77 0%D 1D
FEEL 1,

[Address (T RV R) |7 41—/ FIZ, CiscolSET7 7T AT ADIP T KL A (F721EHK A b
%) BEROT7 x—~<v bEMEHL TASZIL, Enter L £9,

https://<IP address or host name>/admin/

72 & %213, https://10.10.10.10/admin/ & AJJ T2 & CiscolISE DR T A 2 R—T NER X
nNEJ,

CiscoISEDBR T LV _X—I T, By NPy FHRICER L2 —FL AT —RE2 AN,
[Login (RF AYV) 1 &7 Yy 7 LFET,

CiscoISE X v aR—FRRERENET,
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>
()

Cisco ISE ez W

CiscoISE 2 —H A ¥ —T = A 2L T, EMRICEEE AV —F2 )2y 52
EERWERL £, BEHEASRAU—RNZ U By N OFEMIZOWTIEL, [Cisco Identity Services
Engine User Guide, Release 1.2 (Cisco Identity Services Engine = —% 717N J J—Xx12)] &%
LT EEn,

CU ZEAL -EREDHR

& |

ATFvS2

ATvF3

ATv74

& ]

GE)

ATv76

CiscoISET 7 I ATV ANIEHICHTEINTZZ & 2R T 5120, Cisco CLI 2 L TKR®D
FlEAFEITL F9,

CiscoISET7 7T AT ADY T —rN58T LS, PuTTY R E DOV R — bk &5 85 & H)
L . CiscoISE 77T A 7 A~® Secure Shell (SSH) #EkiZfe~r L £9°,

[Host Name (AR A h44) | (F72IX [IP Address (IP 7 RV R) 1) 74— /L RIZHRA N (£
X CiscoISET7 77 AT ADK v ME& 10 RO IP TR L 2) 2 AL, [Open (BI<) ]
Vv LET,

ny Ay arsF T, By Ty ERCERE L CLI B a—H¥4 (admin 287 7 4V 1)
AL . Enter L ¥4,

NAT—R a7 hT, By FT v 7HFRICRELZ CLIFEARAAY —F (Zid2—VTEE
THhHO, TTZFNVMIHY FEAL) ZASL., Enter L 97,

VAT A 7a 7 N T, show application version ise & AJJ L, Enter L 7,
Y = VIZROBENFRR SN ET,

Positronsadwin#g show application wersion ise

Cizco Identity Services Engine

Wer=sion t l.2.0.459
Euild Date : Mon Oct & 23:06:25 2012
Install Date : Tue Oct 9 01l:54:07 2012

Pozitronsadming l

303247

[Version (/X—32) 17 4—J/LRIZ, CiscolSE VY 7 "7 = TIZHIEA L A R —LE TV
L= a rRERREINET,

Cisco ISE 7' 1 & A DIRFEA G5 (21X, show application statusise ~ A JJ L. Enter ZfL £,
a2 — VR OB E R FR R I ET,
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W vMware V—LO A R F—LOFEE

Install Date : Tue Oct 9 0l:54:07 2012

Positron/sadming show application status ise

I3E Database listener iz running, PID: 15502

ISE Database is running, numbher of processes: 29
ISE Application Serwer is running, PID: 18276
ISE Profiler DE is running, PID: 17524

I3E MeT Seszion Databaze iz running, PID: 17409
I3E MeT Log Collector iz running, PID: 18415

I3E M&T Log Processor is running, PID: 18521

303246

Positronsadming I

GE)  FHD Cisco ISE /3y F & AF L Cisco ISE Z JHNIRDIZIEL, Web A b
http://www.cisco.com/public/sw-center/index.shtml ZZ ML T 7Z 30,

AFwF 1 Cisco Application Deployment Engine VU U —Z 2,05 4L —7 ¢ 27 A7 . (ADE-OS) @
N— 3 U EERT DI, show version & AJJL . Enter Z#fL £,

= VZIRO XS B IINERRINET,

Cisco Application Deployment Engine OS Release: 2.0
ADE-OS Build Version: 2.0.5.083

ADE-0OS System Architecture: i386

VMware YV —ILD A > X b —ILDFEE

VMware Y — /LD A 2 A~ —)LFIRD 2 DD HFIETHERTE £9,
e vSphere 7 7 A 7> b ® [Summary (#EE) 1 ¥ 7 2HHT 2
e CLI O[]

vSphere 254 7> @ [Summary (BE) 12 T2FERAT S

vShpere 7 7 A4 7 > b THE S L7z VMware 78 A k@ [Summary (BfE) | ¥ 7 ICBEIL £,
[VMware Tools (VMware Y —/L) 1 7 4 —/L K DN OK THHAMLENLNH Y =1, (K 7-1 &
ZH),

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
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VMware Y— LD A A F—LoiEE B

File Edit View Inventory Administration Plug-in:  Help
ﬁ Ed ¢4y Home b g8 Inventory b [l Inventory
NS0 GDE 2D
= [ vhost10 —
gy vm33
E'B e Getting Started TSN Resource Alocation  Performance | Events | Console | Parmissions
s [vm36 General | Resources
Guest OS: Red Hat Enterprise Linux 5 (32-5it) Consumed Host CRU:
¥ Wersion: 7 Consurmed Host Memory:
CPL: 1 vCPU Active Guest Memory:
Memary: 4% ME
Memary Overhead: laﬁzr‘ﬁ__’—"l Provisionad Storage:
ivware Tooks: fes Hot-shared Storage:
1P Addresses: 10.10.10.10 iew al Used Storage:
DME Name: INIE Datastors
Stabe: Powerad On @ dskt
Host: WG, COsSC0. OIS0, OO q mn
Active Tasks:
- Netweork T
Commands B v Network =2
[l Shut Down Guest
di] Suspersd
W) Restart Guest g
&9 Edit Settings Q

show inventory = ~ > K Zff I L T, VMware Y —/L 23 A VA b —/LENLTWNDHMNE 9 I E il
RTHZEHTEET, 2OV RIEINIC R ZAEHRE Y AL ET, VMware V —/L 3
ALV AR = ENTWABIRE~T > ® [Driver Descr (K7 A 2XDFHH) 17 4 —/LKIZ,
VMware Virtual Ethernet K 7 A4 NARR I ET,

vm36/admin# show inventory

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: V01l , SN: 8JDCBLIDLJA

Total RAM Memory: 4016564 kB

CPU Core Count: 1

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5504 @ 2.00GHz
Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 64.40 GB

Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders

NIC Count: 1

NIC 0: Device Name: ethO

NIC O0: HW Address: 00:0C:29:BA:C7:82

NIC 0: Driver Descr: VMware Virtual Ethernet driver

(*) Hard Disk Count may be Logical.
vm36/admin#

Cisco Identity Services Engine /\—F Oz 7 A1 YR L= 3>y HAF YU—R 12
[ oL-27044-01-9 .m
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B =Ezz279—FoUtyk

VMware VY —ILDOT7 v F5L—FK

Cisco ISEISO A A —¥ (W, 7wy 77 L —F, £33y F) IZx, ¥R—hr3hbd
VMware Y — /LG FENTWET, VMware 7 7 AT b 2—H A H—T = A AEEHALTZ
VMware Y — /L D7 v 77 L — KX, CiscoISE TiZHVH R —hr ENTWFEHA, VMware V—/L
EHLWA—=D a7y —= R T 556, AR —Fid CiscolSE D LWWAA— a3 T
it nFET @W. Ty 77 —F, F23850F U U —R),

SHENRAT—FDYtY b+
Cisco ISE FELE /N AT —R &2 U &y N T5HEIZIFTKRO 2B RNH Y £,

o [k, k&, BREINTZRATU—=RKD Uty ] (P7-8) : FHEZE RRATU —K Ok, &
A, FRIHMEEICEIY ., HEE CiscoISE VAT AICB S A TERWES . ZOFIEAEFH
LE7,

o BHEDOT Yy 7T MILBZRATU—KDY vy ] (P7-9) : 17 A RITORKEF N
LT ENFRTEEET A bR ey 7 XINHEE. CoOFIELZFERAL 9,

mE. K2, BRESNENARDT—FDUEY F

BEENZT =R Ok, K& FRIIEEICED, #D CiscoISEV AT LIRS AT
VAT, CiscolSE Y 7 b =7 DVD #fH L T, BEHESRATU—-F& Vv b5 ¢
MTEET,

(ZC &SI
R D HE#ge B O IR AE M FK T, CiscoISE Y 7 b 7 =7 DVD Zf# ] L C CiscoISE 777 4 7
AHEEBL LD E L EICHERRETIHRENDDL Z L2HMRL TV TLEEN,

o H—IXF )Y —NIZV TN ar =55 CiscolSE T 7T A7 v A~D exec TR E S
NI-ERENBEEMIT O TS, TH%E noexec ICRTETHE, KIMEHRBLO Y 7L
ALY —NAEREEHATEL LR T,

e CiscolSET7T 7 TAT UV A~NDF—AR—RFBLOE T4 =4 (KVM) #knd s (Zhix
U E&—  KVM F7213 VMware vSphere Client =2 > Y — VRO W T NUNDGEERH Y £9),

e CiscoISET T T AT L A~DY YTV a ) — LGN D,

AF9F1 CiscolSET I T ATV ADBIRNA N> TWD Z EE2THRL £,
AFvF2 CiscolSE Y7 k7 =7 DVD AL £7°,
AFv73 DVDMOHEEITAHEHIZCiscolSET /7 AT A% 7 —hLE7,

T VRO Ay B—Y RERSIET (2 Cisco ISE 3355 OB CTH),

Welcome to Cisco Identity Services Engine - ISE 3355

To boot from hard disk press <Enter>

Available boot options:

[1] Cisco Identity Services Engine Installation (Keyboard/Monitor)
[2] Cisco Identity Services Engine Installation (Serial Console)
[3] Reset Administrator Password (Keyboard/Monitor)

[4] Reset Administrator Password (Serial Console)

Cisco Identity Services Engine /\—F 9z 7 A YA L—YaVv HA4F Y U—R12
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AFvT 4

ATYvSH

EEENART—FO) v+ B

<Enter> Boot from hard disk

Please enter boot option and press <Enter>.

boot:

VAT AT T NT, T IAT L ANDF—R—FBLRE T4 T= 2oL T
WHEBAIE3IEZANL, a—Hh U T ary—b R— N EREHE L TWAEAIT4 &
AL %79,

D)=L IRT A—=E Dy BRFERENET,
KT-TIZTARESN TV LIS T, XTI A—=FEZ AL £7,

& 71 IWRT—F Yty b /VFHA—F

RS A—4 % BA

Admin username NRAT—=RZVty T O2EREOEFE S AL £7,
Password LW RT—R A2 ADL ET,

Verify password BHENSRAT—RZAHL F1,

Save change and reboot RETAHIZITY EASL F9,

Y= VZIRD Ay B—URRRSNET,
Admin username:

[1] :admin

[2] :admin2

[3]:admin3

[4] :admind

Enter number of admin for password recovery:2
Password:

Verify password:

Save change and reboot?[Y/N]:

FEAMZ DWW TCIL, [Cisco Identity Services Engine CLI Reference Guide, Release 1.2 (Cisco Identity
Services Engine CLI V 7 7 L' > X T4 N J J—x12)] &ML T30,

EEEOOYITIOMIKEZNRT—FD) Yk

~

()

& |

ATFvS2

BEHEN, BBOTNRAT—=RET BT NP2 DFTEDRBANTIHEANH Y £7,
T 7 vk O/ TEIENL S T,

BHEL—Y A =T 2 A ANRNRRT—RFZ2 Uy b T25I100F, ROa~<w s REEHLET,
Zoa=wyRit, FEHEO CLIORATY —RICITEEY 52 $8 A,

ALV~ aryyY—)LCLIWZT Z7EALT, REAHNL E£T,

application reset-passwd ise administrator_ID

TOBEEZEIDIFEHEINTOERID2 OONRAT—R LBALAHLWAARAT —REEEL T,
MR L £,
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W CiscolISEZPTFSAF7URDIPFRLADER

Enter new password:
Confirm new password:

Password reset successfully

EFICERESNRAT N2ty DL, JVT YUYy VBTEEBIIT 7T 471280 &
AT L) T = EFICn s A TEET,
application reset-passwd ise =~ > K O ]l OFEMIZ STl [Cisco Identity Services Engine

CLI Reference Guide, Release 1.2 (Cisco Identity Services Engine CLI V7 7 L > X T4 U J —
X12)] 22 TS,

CiscolSE7 7 SAT72ADIPFRLADERE

ATYF1
AFvT2

Cisco SNS-3400 >V —X T I A T ADIP T RV AZEET A|21X. ROFIEEZFEITL £7°,
XL BRI

IPT7 RV AEZEET BT, CiscoISE / — h#1§/]7u/% ECHDHZ EaEBL 9,
=R NG HEARBED S THLGAIL, TOREND /—F 2 RGMEL T, AXURT
oy J—RIiZLET,

CiscoISECLI izm 7 A4 > L 7,
WEASLET,

configure terminal
interface GigabitEthernet 0
ip address new_ip_address new_subnet_mask

exit

CiscolSET7 77 A7V ADIP 7 KL AZEH T HEXIZ no ip address =~ N 2 H L 72\ T
<TEEW,

CiscoISET7 7T AT ADIP TR LV AZERE LT, T-XTD Cisco ISE V—t A& FHiL#)7
HVEEH Y FHA,

Cisco ISE & AT LDEETE

Cisco ISE ® Web XR—A D2 —H AL H—T 2 A ADA=a—BLOAF T ar #HHL T,
Cisco ISE /XTA%#*‘X b‘@‘f EVC%E# munEjOiUmuniET) v @ E iJJ:U
L DOFERE, A== —, %41021“7 v a y OFEMIZ DWW TIL, [Cisco Identity Services Engine User
Guide, Release 1.2 (Cisco Identity Services Engine = —% 7'/} J J—x12)] &L T
W,
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Cisco ISE T RFLBHLR— DA x—T )i W

Cisco ISE DEAFRB L OE=4 U o 7RV R — M2 L O X Ol & HEERE D FEMIZ SV T,
[ Cisco Identity Services Engine User Guide, Release 1.2 (Cisco Identity Services Engine -2 —%" 2"
FUU=x12)] 2ZRLTIZE0,

AU Y —ZADEFIFGHRIZ DOV TIL, [Release Notes for Cisco Identity Service Engine, Release 1.2
(Cisco Identity Service Engine DV ) — 3% /—p J J—2[2)] #ZHL TI7EIW,

Cisco ISE TO L AT LEMHLIR—FD A4 Rr—T LI

2Ty 1

ATFvS2

O TCiscoISEZ ALV A=V LIEBERIZIT I I9AT U ADA A= HEAEIT- 2%,

CiscoISECLI Z# i HL TV AT A LULDBZKLR— b EBHTDHZENTEET (AT
LBWHZOWTOLR—F&21TH) 0 X FHEGEIL,. T 7 4V » TIiL Cisco ISE THZIZ/2 > T
WEHA),

VAT LABWIL AR =N BT BT, RO EEFEITLET,

TNV EOEHEL—YIDRBILORAT =R 2L CTCiscolSECLI = Y —iZn s A
L EJ,

RoOa~<xr e AL ET,
a. configure terminal

b. logging 127.0.0.1:20514
c. end

d. write memory

Cisco ISEt— A #—7 = 4 A ([Administration (‘FH) ]> [System (AT A) 1>
[Logging (=¥ 7") ]>[Logging Categories (2¥> 7 MDA YU) ]>[System Diagnostics
(VAT L2W) 1) DOV ATARKMIREAEE T ET,
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5w 2 AD CiscoSNS-3400> ) — X 7 TS5 4
72 ADHKE

Z DOFFEETIE, Cisco SNS-3400 'V —RX 77 7 ATV A RET DHNCHERTILERD S,
TRICHET A EEFRE, FEBITOEH, BXOHTARTAIZHOWTHAL £9, F/=.
Cisco SNS-3400 >V —X T I3AT LV A% T v 7 U T D5 H5E, T _XTDr—7 /&4
BT DBHE, T 74T ADOBFEZRATE, BLOV—N o R—32 b ZHIBRE I35
T 5 HEZHOWWTHHAL £17,

ZOMEONFIT, KO EED TT,

o [ — ]ROBHM & Sk (P.A-1)

o [EZRICHETHEEFIE] (PA-2)
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TS, TCPBIN2—Y F—% 754 Faka) (UDP) OFR—rD—EE2 L £7,
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Syslog: udp/20514,

NetFlow: udp/9996
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udp/20514, \

RADIUS Acct: udp/1646,1813
RADIUS CoA: dp1700,3799

RADIUS Auth: Audp/1645,1812
SSH: tep/22

v
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Query Attributes

LDAP: tcp/389,3268 g
SMB:tcp/445 >
KDC:tcp/88 -—
KPASS: tcp/464 PIP

SCEP: tcp/80, tcp/443

RADIUS Auth: udp/1645,1812

GUI: tcp/80,443
SSH: tep/22
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SNMP: udp/161
ERS: tcp/9060

Guest: tcp/8443
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-’ NADs
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Subject Alternative Name DNS Name=aaa.ise.local, DNS... Subject Alternative Name DNS Name=aaa.ise.local, DNS. ..
@5ubjett Key Identifier 5802 3d 6f 9399 07 8e 06 04... Subject Key Identifier 6802 3d 6f 939907 82 06 04...

o

KeulN=04 ~0 40 TN 1Ghf A Je&il a1 thity Ko TAantifier KeulN=04 20 40 70 iGhf 3 A

J52] 1 ity Kew Tdantifiar

DINS Name=aaa.ise.local

E = admin @ise.local
DNS Name="ise.local

CN = 3ag.ise.local

0U =1ISE

0 = Cisco Systems, Inc,
L =RTP

S = North Carclina
C=U5

Edit Properties... Copy to File...

Learn more about certificate details Learn more about ¢

360173

U ANR A—RiEAEFTEE OFEAE LR C ik TElE 2R L. ZRITE U RRGEETT & i
L CTRELS N ET,

BE:EEH
e [HTTPS BLOEAPWEHDOY A /LK I — RFiEBZE] (PE-5)

[CiscoISE U U —A 12128 T HT AR I—FiEHEDOYR— ] (PE-6)
e [URL U AL 27 FDFEAEMN AA 4] (PE-6)

o [UANKHI—RFEHEFED HHENE] (PE-8)

o [UANKTH—F OFEHFEDOIER] (PE-9)

o [CiscoISE ~DU A VR A —RGEAED A > Ak —/1 | (P.E-10)

HTTPS 8 XUV EAPEERD I ALK h—FEIAE

SSL/TLS F > % U v 7 Z i+ % HTTPS (Web X—ZDH—t Z) BLEAP 712 k = /1(Z
%L T, CiscoISE TUANK B —K P— RGEHEBLFHATCEEST, VAV I —FKOFFHAE
AT HZ LD, % CiscolSE / — K HOEAOFEHEEZ LR T HMENRL 720 £,
F7o. AFHEOEL L0, SAN 7 4 —/L R IO FQDN ED % AN )+ 5 V%8 B
DEHA, SANTZ 4 — /LR TTRAZURY (%) T2 &L, BARRENOEKD /—RK T
H—DitHELZ LA TELLOICRD, GEHELDOR BT L 28521752 N TEE
T, 722U, UANE I—REEHEIL, 4 Cisco ISE / — R IZ[EA DY — FEHELZEI) 4 T
HgE X0 BEMENMEWE RS ET,

Cisco Identity Services Engine N\—F 7 1Y AL—YaY HAF Y Y—R1.2
I oL-27044-01-4 .m
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~

GE) VANLRNI—RIEAELZHERTLIHEE,. X2V 7T 0 Z28{LT 572D 8 A A 5k A 5E
THZEEHERL £9, 72 & 21X, *.example.com D%V |Z * .amer.example.com % fifi ffl L T
EIKZNRTHZENTEET, FAASEREILRNE, ERREX2 U T ¢ ENREET
BEREMENH W £,

UANKAD—RGEPAETII, FAALALLORNIT AZ Y A7 () BIOE U A RRFEHIN
9, e xiE, FHEOY TV =/ M4 O CN I aaa.iselocal 72 E OILHB A R &I 0
SAN 7  —/L R {21 *isedocal DX D 72T A )V K B — R LFNB A S ET, CiscoISE X, U
AR B —RIAEHE (FRENDID O —FLOLFTNT ANVKAI—KLF (%) 2P R—F
L7, /=& 21X, *example.com F721% *.ind.example.com TJ, HRIN5IDIZY ALK
H—RXFE EHITBMOXFENEG ENTEHET TR - S E¥A, 72 20E,

abc*.example.com, a*b.example.com, ZF72{3 *abc.example.com T,

CiscoISE ) ) —R12(2HFETAMILK h—FEAED YR —F+

CiscoISEV U —2 121, VANVKRI—REHAZEEFR—-FLTWVET, JU—X12 L0
B Cisco ISE T, HTTPS IZ¥ L TANZ 2 > T T X TCOFEHEEKRIEL . CN 7 4 —/L K R
RA N DEEEM (FQDN) DNIEMEIC T2 Z LRI ET, 74— LR —FH LN
BA. TOEREZ HTTPS @A cE A TL .,

12 XVRETDY U—ATIE, CiscoISEIZZD CNfE #fHHL T, URLUZ AL 7 k A-V T XL
FHINOER A E R £9, 2O CNEIL., 73T Centralized Web Authentication
(CWA), v R =T 47, RAF¥OIV XAV 7 MBI ENET,

CiscoISE12ZCN 7 41—V R EMHTAHROVIZCN LT ZORA N EHEHL £7°,

URLUS ALY FDELEBMEAME

Cisco ISE VKRBT m 7 7 AV UE AL 7 b &g (PRAEPE WebiBRE, 7 /%A X X156k Web
WFE, XAT 47 BTV b ya=v T EANANTALAER, BIOY T A

TrohDOTREYa =T ERAF Y =B R L C) THHE. FEFROD cisco-av-pair T
Wi, D KD BRFINNREENET,

url-redirect=https://ip:port/guestportal/gateway ?sessionld=Sessionld Value&action=cwa

ZOBEREWNEET S L XIT, Cisco ISE X XFHNDO—HDOF—U — K 2 EEOE Tl #x F
9, 7= & 21X, SessionldValue (. EROEEOEY v a IDICESHIZONFET, eth0 1>
X —7 x4 ADA . CiscoISE IX URL WD IP % Cisco ISE / — K @ FQDN TiE &1z F9°,
ethO LIAAD A 2 X —T = f ADEA . CiscolSEIZ URLANDIP 7R L A&EERHL 3, (v
4 —T7 x4 Aethl N5 eth3 [ZIEFFA DT AV TR (L1 ZHVYETHERTEET, &
DT A YT AT CiscolSENURL VX AL 7 FMEFICIPTRL 2ROV ICEZWZ HZ LN T
EET, INEITOICE, KO X HIZ, CiscoISE CLI B EE— K Tiphost =2~ K & fifi
HcxEd,

ISE /admin(config)# ip host IP_address host-alias FODN-string

ZZC. IP address (3% N U —27 A H—7 = A A (ethl, eth2, F7-|%eth3) ®IP T KL
X‘(“jqo

host-alias 13> "I —20 A Z—T = A AZEIN B THLRATTI,
FODN-string 1. XY b U —27 A X —T = f ZADEREME A A 4T,

ZoavwryREFHLT, Xy I —2 £ X —T = A AT host-alias F 721X FQDN-string &
HWIZEOM G EEY Y THZ ENTEET,

Cisco Identity Services Engine N\—F 7 1A L—Yav HAF Y Y—R1.2
m. o0L-27044-01-J |
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WITHI 2R L £,

ISE/admin (config)# ip host a.b.c.d sales sales.amer.xyz.com

ethO IAD A Z—T 2 A RAZHKRA MDA VT A%EY YT/ 5, application start ise 2~
Y REMMHL CTCiscolSE TT 7Y r—yay h—CAZHEHTLILERNH D £,

TDFRAN ZA VT ADX Yy N —0 A F—T A ALOEEMNTZHIFRT SITIX, RO
Xolczoa~r RO no JBXEHEHL £17,

ISE/admin(config)# no ip-host IP_address host-alias FQDN-string
RANDZ AV T ADEHFEEF T HIZ1L,. show running-config =~ N &2 L 9,

FQDN X4 ZIEEL TWAHHEAIZ. #D FQDN TURLNDIP 7 R L ANEEH 2 b7,
RANDZAY T AORHERELTLGARIT. ZOFRAN A VT ALEREINIZIP R A AV
£ EfEA L CoEa7e FQDN & &4, URLINDO IP 7 R L ANRZ O FQDN TEE#2 b v E
To XY PT—0 AL HZ—T 2 A RABRAIDTA YT Ry 7 LRWEAIL, URL
WNOXy N =0 A H =T 2 AADIPT KL ABMMERAEINET,

7747 DT a = RAT 4T BTV ERIFETS A 7e—IZx LT
ethO IS D A > B —T = A A% MRT25E51T, ethO UISAND A X —T 2 A ZADIP T KL A&
IR AN ZA YT ANRKY — H—E 2 J—ROIEHED SAN 7 4 — /L R IZHEY) IR E S
NTWNDZ LEHERTILENDD £7,

DAV h—FEERAEZ AT SR

o I ANHIEL, V—FR =T 4 OFIE/IT L » TEL SN EHEICIIEHESE R R0
F1 (BRI —"ERLZWES), T AR I —RIEAEL, Cisco ISE i AREN OB
J—RTHEHTE £7,

o EHDOHFN, VANV I—FERAFEILI, T XTORY T — H$— X /—F (PSN) EAP
BLOEWeb 4 —E 2BFEICFEAZEAILFGTAHZ LA AREICL £9, sEAEL 1 BIERL
T, TXTOPSNIZEHATHZ LICED, AR ZKRIBIZHIRTX 57210 T, FEPE
OEHL IR LI ET,

o FIETT—DE, VANVRKI—FRIERATBIZ, 7747 03707 s ANVNIZEEIN
TFiEAEARELTBY, ZOI7 T AT bR I0S DF—F = —2 (B4 — b MEHHES
ALTND) 1ZHE> TV e Apple i0S 7 /3 o A THAT HREICKHLL £5, i0S 7T 47
¥ N RPN PSN L@ET 2B, D7 747 MEZd PSN OFEHELS (I 7R
FERIMNMEBEL L TWDEHETH) BIRMICEEL EHA, VANV D—RaEEZEHT S
&, ZOFERAENRTNTO PSN TRI—IZ8 5720, 2—FITFEAEDOZ T A% 1 HITZ
T, TOBDERD PSNICHTHRIEITT T =T 0 7 FRFRENDL Z L i
ITLET,

o fFLEINT=Y T U I hDRE, =& 21X, PEAP-MSCHAPV2 1 X O — GEBHEDE
A 7L & 3u7- Microsoft Windows V-7 U B> b T, KV — FEBHEL{EHET 2 L O I
ETDHIENRMELINTEY, ZOLIITHEEINTWARWER, TOI 74T MR
Bl PSN 2L CTEEREZITHY &, £ PSNFEHEZEATA LI, 2= e 7k
NHENDAREMENDH Y £9, VANV I —RIEAELZHEHATS L. % PSN OB FEH
BTEHRL, B0V — FEHEZEET LZT THERET,

o UANLRA—RIERAZFZMEMNT DL, o7 FORREBEY . L0 — A0 R8N
FHENDZ LIk, 2=V 27 AR o ARBESINET,

| oL-27044-01-J
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DAL H— A ZEHATHCLEDRR

WIZ, VANK A —RAEAZICEA#EST L X2 7 4 LOBEFHO —HE2HHAL £,
o BEEAME L B IO T

o FMEFT—DFTH O

o TR, FHEFICLVEMI N TR

TANR HD—RFEAERLISE /—F Z EOFEAFOY— NFEAEL D ZEENEW E RSty
FT, 7L, a A, BEOFOMOEABEOER N X2 T4 VUAZITEE > TWET,

ASAREDEX 20 74 FAARY, T ANK D KEIRE =P L TR

TANRKA—REAEEZEATIESICITERESMLETT, =& XX, *.company.local % i f]
LU CREAEZER L& L ET, Y OME X — %Iﬁﬂ%‘ﬁlﬂﬁfﬁtﬁé\ BT
company.local K A A LV NDOT X TOY—NERAT =T 4 7T HZENTEET, LEedo
T, 20X AT OfERERIRET H72DI2, FAASLVHEREDEITLHZENRAN 777 4 A
ERpSIHTVWET,

ZOMESN DB L, FHFEHEZ GRS 57201, VAV I —REERAEZEHL T
DR EDT T R AL kT H b TEET, VANLVNI—FEBET D 4L DY
TRAALHEBIZ, TAZ Y A7 (*) 2Bl £,

7= & %X, *.ise.company.local (ZXfL CTYU A /LK B —RIEHAELZHET D &, TOREHEZTRO X
972, DNS 443 llise.company.local] THODHTXTORANZIRET HIDITHEHTEET,

e psn.ise.company.local
e mydevices.ise.company.local

* sponsor.ise.company.local

ALK h—FEEBEDO B

TANKA—FRIEHEZ, BEXE3OFICHDL LI 7, — 4 (CN) LLTUARERTW
HIANKA—F ZHHL TERESNET, CiscolSE UV —2 121, ZDOX A 7OEREZY
AR—rLFET, ZZL, T R_XTCOURKRAS b BTV A SREHEY T =27 DU AL
RI—=—RXFEHdR—FTIH5LFTIEHY FHA,

T A N EH DTS TO Microsoft £ A7 7 H7 U Uk (Windows Mobile Z &) O—if
X, GEHEOY TV 2 PO U AN =R XFE VP R—FL T EEA,

Cisco AnyConnect Network Access Manager (NAM) 72 & [Subject (V7 V=27 h) ] 74—/ KT
DI ANVRH—=RXFOEM Y R—F TEHMOY TV D b2+ 5Z EnTEET,

F7=. DigiCert ® Wildcard Plus 72 &, GEIEOY 7V = 7 MUBAIFEEDOT T R AL 525
HDHI LT, HFEDORNT NA ZABHHT 5 L5 TGSz, Flll7R 7 A VR B — R GEH
EEREMT L L TEET,

Microsoft 7" U 712 b OFIRIZT A VK A —RFEHEOHHIZE > THITFIZR D LD ITRA F
T2, Microsoft D RAT 47 BTV I bEEGTe, ©Xa2T727 7 BAZONTT A FH
DT RTOFAL ZAEMATES LT HRBOHEDRSH Y £,

ZDEDIZE, Y727 MZUANVR I—RZEHT 502, [Subject Alterative Name

(SAN) (V7Y =7 M4 (SAN)) 1 74— VR TIA VR H—K XFEFEHL £9, SAN
74—V RIER AA 4 (DNS4) ZMRET D LI K SN ERARFFL 5, FMico
WL, RFC 6125 B L2128 &ML TLE &0,

U AV J— R FEBI#E D Microsoft 78— F OFEMIZHOWTIE, RESBRL TIEE W,
http://technet.microsoft.com/en-US/cc730460

Cisco Identity Services Engine N\—F 7 1A L—Yav HAF Y Y—R1.2
m. o0L-27044-01-J |
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JAILE h—F OFEBAEZED/ERL

G

ZOETIE, VANV —=RIEHEZERT D HECOWTHAL £, ZOFHEIE, Z&a
ED SSLAEHED T m A =TS E T,

72720 SSLiFHE T /XA X —3FEHED SAN 7 4 — /LR IZBIT D2 A VK B —RE% Y
R—=F LT WEAIE, fEHED SAN IZK ISE / — R OB LA ¥ —7 = 4 A0 FQDN
ZRELET (iphost a~> REMHL THRESNTZZAVT AT L), ZOFEAEIIERRN
AAGERABLIFENE T, TAA AR —FLBLOAR Y — A= L CHEAEND LD
RRFEDOH —E A =AY T ADFQDN b, iEHIED SAN IZEDH L LE N H Y £9°, ISE HH
R—=F N AR —R—=F BLOTNA R R—=ZVIZxd 5 r—A /0 Web iBiER > b
U—JRFERE, OV —E A TEIr—R NF U EFHTEET, ZO XD RIGEIL. T
BHED SAN 7 4 — /L RIZ, B—R NI U ZHEOH—E ZDFREIP 7 R L RZH D K TH
72 FQDN # & 5 ME N H Y 77,

HTTPS 35 X OV EAP §8GEICH] 2 OFEAEEZFEHITH 2 L TE E9, HTTPS IZx L THES
TREEE  — R OBER LT RTO Web R—# )L Hh—E 2 (e il Web G83IE,
DRW, RNAF v DR L7, TANAN TANALRAER, X AT 47 7V hoFne
Vazmy s, ARV — BLOBODTNA ZADR—=HF N2 E) BR#ETHDIERAEN
F9, EAP IZfEE S N7-FEPE (X, PEAP. EAP-TLS., EAP-FAST 72 &, EAP 7' 11 h 2 L& f
AT 2T XTI ITA4T > FilibaRi#ET -0 IEH SN ET,

722X 22D PSN /—RD3% % ISE OHEALBRSEE (eth0, ethl, BXWeth2 f > ¥ —7 = 1 R
DA -7 psnl BL Rpsn2) ZHEHL TEY, VAL RD—RE2FEHETITERRN A4
VOREAEEERT A% E . EITRO LD 12700 £9,

CN=aaa.company.local CEABRHFHN D ISE / — K @ FQDN)

SAN=DNS.l=aaa.company.local, DNS.2=psnl.company.local, DNS.3=psn2.company.local,
DNS .4=psnl-el.company.local, DNS.5=psn2-el.company.local, DNS.6=psnl-e2.company.local,
DNS.7=psn2-e2.company.local,

& |

ATFvS2

BIMORY v—H—bE R J)—RELSZEATLHIEEZFEL TCWBHEAIE. SAN 7 4 —/L K
IZIBIIDO DNS 4D Y ZBML T, LW/ — R OEARHZFE CAFAELHRIHATE 3
Lozl £,

FEFED SAN 7 4 —/VRIZIP T RV ARIBET H2XERNH L2561 (72 21X, URL VX A
L7yaryOldOREEIP T KL AZMHT 5 DMZ) FEHED SAN 7 ¢ —/L K O DNS 45
FOIPT7TRLALLT, HYORY L —H—E R J—RDODIPTRLAZEELTWAZ L%
e L £9, 7= & 21X, CN=psn.ise.local 33 J U' SAN=DNS.I=psn.ise.local, DNS.2=*ise.local,
DNS.3=10.1.1.20, IP.1=10.1.1.20 ® Xk H 274V £,

[ZC &SI
Microsoft DR A7 47 H 7V B b OEGAEIEL, GEHED SAN 7 4 — /LR TU ANV H—R%
AL £,

Y72 FDCN T 4 — LV RIZIWHOFRA N2 AL 9, /=& 2%, CN=aaa.ise.local ®
Lok E9,

FEBHED SAN 7 4 — /L RIZRICILAD TR A N H E TV ANV R I—REREANDLET, &2
I£. DNS Name=aaa.ise.local, DNS Name=*.ise.local D X 912720 £, B3 &ML T
AN

| oL-27044-01-J
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Z O J7EIX. Comodo.com X° SSL.com 72 & . K¥ESHS DT A MEHADNRT U v JHIEF TR L
9, oD RXT Y w7 CAZHEHT 585E1L. [Unified Communications Certificates
(UCC) | ##RTHMLERH Y £,

RO
N —H—b R ) =RV ANVEI—FiEHEL AR —F L X,

BE:EEH
[Cisco ISE ~DVU ALK B —KFEAED A > A b —/1] (PE-10)

Cisco ISEANDT ALK h—FREEAED AV A F—IL

[ZC & BHIIZ

ethO LIS D A > —T = 4 A& HZL TWABEAIE, CLI Tiphost =~ R &AL T, &
f%®4y&~7m4zmﬁxF@i%)TX%v/t/&Liﬁo#ﬁ IoWTiL, TURL
VHEAL T NOEREBHRN AL 4] 22 LTLLTEIN,

TANVREA—REHEEZ A AR —=LTB20%, ROZ AT EZFEITTHLEND D £,

AFyF1 UANR I —REAEOEHEELEREMERL T, TV AR D —FIEAEICS S 5 FEH
FHEALEOROER] (PE-10) 2ZHL T &V,

AFvF2 GEREBLAEREZZIAFR—FLET, REAZEZBATERO 7 AR —1F ] (PE-11) &ML

TLZEY,
A7y 73 GEHEZEAEREZBIER~FEL 7, AR~ CSR ®x(E] (PE-12) 2L T2
S,

AFvF 4 FEHERNTICLV—FEHEEZ AR — ML ET, GEHEA N T ~O/L— hAEHED A
A—F] (PE-13) 2L T7EEW,

AFyFE FERAEBLZEREFLV AT U VEEREFEICASA R LET, DLW T Uy ZEEE L
CSR /XA K| (PE-13) &ML T /EEW,

AFyF6 CABLNMEHERAELMEX—2 7 AR—FLET, [CABLAMNESERELMEF—DT s
AR—F] (PE-13) 2ZHL TIZEV,

AFvF1 FTRTCORYV—H—E R J—RIZCABAMETERAELRESF—2 A FA—FLET,
(R —DHh—E R J—RF~D CABLFEFERAED A R —1) (PE-13) #ZHL TL
720,

TAILE A—FEEBAEICH T SHEAEERERDIER

27w 71 [Administration (‘F¥) ]> [Certificates (FEFAE) ]> [Local Certificates (m— b /L EEHHE) |
PEIRL 9,

AFw72 [Add GBEMN) 1> [Generate Certificate Signing Request (FEFAEZELZERDIER) 127V v 7
L%,

27yF3 GERFEOY TV M, RV =0 —t R J—=RDOWTIrOPH FQDN # AJJL £7,
72 & 21X, CN=psn.ise.local TI,

Cisco Identity Services Engine N\—F 7 1A L—Yav HAF Y Y—R1.2
m. o0L-27044-01-J |
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RAFyF 4 SANIZ2 ODfEEZANLET, D 1 2lF, @HEOY 7Y =27 MZANLEZCN EFUTh
LHUERHY ET, I 1 DOEITVANVRE I —RKXRTT, /=& xI1E. DNS
name=psn.ise.local, DNS name=*.ise.local ® L 9 {272V F9°,

ZFwF 5 [Allow Wildcard Certificates (7 A /V R B —REEHEDOHT) | Fov IRy 7 A %FITL
=

B E-4 TANFH—FREZFEF L -G FEEEER

atw-cp-ise02 | admin | Logout | Feed
I e
Identity Services Engine ns | v hd mi tion | ¥
70> Home Operations | Policy | Administration |

% System L1 Identity Management BE Network Resources |2t Web Portal Management |l Feed Service
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Local Cestificates > Generate Certificate Signing Request

Certificate Operations

- = e Generate Certificate Signing Request
& Certificate Signing Requests Certificate

@ Certificate Store * Certificate

& SCEP RA Profiles Subject
& OCSP Services v Subject Alter
DNg Name psn.ise.local |
DNS Mame ~| [ *iselocal |
* Key Length| 2048 [~]
- Dige’“mﬁi:lsmzss [~]

Allow Wildcard Certificates i

EEIN (cncel |

360152

AFv76 [Submit (EfF) 127V v 7L FET,

RMEAEERERDOITVRAR—+

AFv 71 [Administration (%FZ) ]> [Certificates (FEBIE) ]> [Certificate Signing Requests (FEFAEZE
ZER) | #B|INL 7,

2FyF2 AFRL7ZCSR DEICHLTF =y IRy 7 A% AL £7, 7o & 21X, psn.ise.docal T,
257973 [Export (ZZ7AR—K) 1227V v 7 L%ET,
AFyF a4 o—hL AT AT CSR BRGFEL £77,

Cisco Identity Services Engine N\—F 7 1Y AL—YaY HAF Y Y—R1.2
I oL-27044-01-4 .m
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O—A LIRS

ATFvF1
ATFvS2

ATvF3

ATv74

AE/H~ 0 CSR D=

CSREZATFIRGREDTHF AN =5 4 ZTHEET,

[-----BEGIN CERTIFICATE REQUEST-----| 75 [-----END CERTIFICATE REQUEST-----] %
TOTFANEavr—LET,

BINL 72 CA OFEBHEZERIZ, 2D CSR ODARFEAE-> TS W, B E-5SEZSHRL TL7EE0,

B E-5 TFHEEEERTF+—ALD CSR DI 7> : Active Directory CA

Microsoft Active Directory Certificate Services -- ise-ATW-CP-AD-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certifice
Web server) in the Saved Request box.

Saved Request:
JOJvC3LBYJgX6 tBcEMEDreNEOdWke3KRZWkEz4 N0

(CMC ar .Rld.RRWZspKfDUtNaaGG+E_G_QEE.H;:jw_E_m}}"C_%I+H
PKCS #10 or o0Fht /K3FyHIxKCzDvAgglIgepG3De 4ubJLGuvhO
PKCS #7): |~ END CERTIFICATE REQUEST-———-

Certificate Template:

| Web Server

Additional Attributes:

Attributes:

| Submit > |

360147

BLWHOFERAFEEL L T n—R L ET,

CAIZE - TIE, BAMEFEHENRE T AL TREEINDIEAERDH Y £7, B4 EGEHE
%, zip 7 7 AV DOEAT, Cisco ISE DEFH S NIZFEHFE AR N 7B 2 08N H 5. Hill
FHATOFEHEL CA DT Y v 7 BAGEAERG ENTVET, ME62SHL TIZIW,

B E-6 CA [k o TESh SAFHZE

Dm e e b
1001 Lert 1o |.“.'

Trusted

A + (=] + +
Another Root Cert

1o be Trusted

Signed Public

Lertificate 1or 1o

Name 4| Date Size  Kind

¥ [ FromComodo PM - Folder
_" 1293854 1.cri 25,2013 12:00 AM 2KB  certificate
 AddTrustExternalCARoot.crt May 30, 2000 10:48 AM 2KB  certificate E
: COMODOSSLCA.crt Aug 23, 2011 12:00 AM 2KB  certificate §

0L-27044-01-J
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REBAER R 7A~ADIL—EEBAED 1 U R—F

[ZC®HBHIIC
Cisco ISE @ CSR IZHH DO BL T ZIHEL AN A R 5H1IC. B4 /L— b EEBHEN Cisco ISE
SEAEX N TIZH D Z L 2R L 9,

ZFwv 71 [Administration (‘FH) ]> [Certificates (FEFIZE) ]> [Certificate Store GEHEX 7)) | & &
WL £,

AFw72 [Import (f>FR—hF) 127V 7L T,
RTFYT3 CAILL-> TGRENTN— FEEHEZRINL £,

LT Yy VFIAE L CSRD/NM U R

AFv71 [Administration (FF) ]> [Certificates (FEBHE) ]> [Local Certificates (17— b /L FEHE) ]
BEINL 7,

AFvF2 [Add GEAN) ]> [Bind CA signed Certificate (CA BAfTZFAHED AL UR) 1227V v 7L
F7

ATvF 3 CABAMEIEMAEZRINL £,

AFv7 4 [Allow Wildcard Certificates (7 A /LK 4 —RNFEAEDFHFT) | Ty /Ry 7 A& 4L
i‘d‘o

ZAFyFEs o haLERRLET,
AFv76 [Submit (XEfF) 127V 7 L F7,

CAEZR{TEMAF LMEF—DIT I AKR—F

AFv71 [Administration (FF) ]> [Certificates (FEFAE) ]> [Local Certificates (17— b /L FEHE) ]
BN L ET,

AFyF2 T AR—FT5CABAMEINEORIZCOHLTF =y 7Ry 7 A%A 2L, [Export (T2
AR—F) 1 %27V LET,

AFvF3 Ty ANEu—HL AT ABREL FT,

RYS—DY—ER /—F~DCAZBRFEHAAED A VR—F

ZFwv 71 [Administration (‘FH) ]> [Certificates (FEFIZE) ]> [Certificate Store GEHEX 7)) | & &
WL E7,

AFwF2 T AR—bLTCABAIZFEHEZBEINL 1,
AFv73 [Submit () 1227V 7 L F7,

Cisco Identity Services Engine N\—F 7 1Y AL—YaY HAF Y Y—R1.2
[ oL-27044-01-4 .hEE.
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Cisco ISE T?D CA BAEEIBAED AV X b—)L

2Ty 1

AFvF2
ATvS3

ATvT74

G

GE)

CA BAMEIHEBEZA L AN—NLTHEOOFIAITIKRD LBV TT,

CA BT XFFAELVIEL TS /) —RD CiscolSEFH AL X —7 = A AT, AFEE4LER
(CSR) #AEmL F9,

CSRE=7 7 AN AR —FLFET,

CSR 7 7 A NVEZFFEACHRMAEL . D CAIZ, CSRIZHEEENTZEBMZ2 A L CEHEZ 1ER
L. %‘%Téio%jﬂ/i?ﬁ, CA D, FFAEEZ 7 7 AV TEL FT,

FC/—F®CiscolSEEFF AL X —T =2 AT, /—FIZCSR & L HITHREFEN TV B IE

X —|Z CA BAFZHEHAERZ N4 N LEJ, HTTPS £721% EAP-TLS HIZfEH 3 AFEHE%
BELET,

HTTPS |Z CA B4 EFEAELZFEH T 255, CSRICKHL THRESNDI VTV =27 F O —fi%4
DAEM Cisco ISE / — K OFERERF N A A 4 (FQDN) ([Z—E7 57, FEHFED SAN/CN
T A=V RTHEESNTWAT AR I—RK RAAL A —HTHLERHY £77,

CiscoISE L, #7 V=7 FADO—FERD L HIZL THEIEL £7,

1. GEAEOT TV =7 ML (SAN) ORI R S ET, SANIZ 1 DL ED DNS 473
GSENTVWAEAIL. F4L5HD DNS 4D 1 DM Cisco ISE /— K ® FQDN I L T\ 5
WVERHD FT, TANVRI—REHENFEHIN TWBLEE, YAV I—RK KA AL
441% CiscoISE /—F @ FQDN K A A NZ—H L TWAXLERH Y 7,

2. SAN (2 DNS &4 B FEL WA, 7213 SAN 2N KIFEL T DHIEAIL, FEHED
Subject 7 4 —/V R O—%&4% (CN) F72IXFEHFED Subject 7 4 — /LK DT /1’/1/ R#Z—K K
AAUH, J—RDEQDN IZ—H L TWAMENH Y £7°,

3. —~ELAWEE, EHFEIEG S ET,

Cisco ISE |24 A — F &5 X.509 GEAEIX, Privacy Enhanced Mail (PEM) F$£7-1%
Distinguished Encoding Rules (DER) JEXTh O E N H Y £7, fEAEF=z—» (m—A1
AEE, BLOZOEREFICELT L EHOFESNIGERE) REENLT 7 AViE A
R—=RTDHZENTEETH, FEDOHIRONGR LD £, FEMICONTIEL, TRERE
Frx—rDAHR—=F] (PE29) ZZHL TIEIW,

Xﬂwiﬁiﬂﬁ@&@m\%Eéhk%ﬁ@ﬁﬁif@ﬁ?#om—ﬁwﬁ%%ﬁ%@@h
IZ72 o 2354, FOFEHE|ZEKIET S Cisco ISE HEREN L E A 5217 £9°, Cisco ISE 1%, HZhHA
[R72390 HLINIZZe 5 &, v — A GEAEDO A NHIROMRBIZONWTHEE L £9, Z OdHIL
WL OMDHETERENET,

o BAINI-HIWIBOIRET A 128, [Local Certificates (2 — B /LIEBHTE) | _—I 2%
REINET,

o HIFRGIIL A > E— 78 Cisco ISE & AT L Z ML R — M ZFRENET,

o HRHAROT T — 2L, H2HIRD 90 HAEI. 60 HENIAR I v, AZWHIRATOK%E D 30
ARz m R AR S £,

Il Cisco Identity Services Engine \—F Oz 7 AV A=Y 3V HAF Y U—R1.2
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n—hrgnE W

KL -FEEN A CBAGEAECSL AL, ZOMRAELREL CHOWRAZIER TE £7,
CA BAM SFEHEDE AT, CADDLH L WIENELZIUGT 20+l z - TR
éb\o

CiscoISEBFIA L H—T =2 A AMBIRD A AT ZFEITL T, u— WA ELZHEHTE 7,

e CiscoISE / —FRIZRFESNT-a— D NEHEDO Y A N 2FRT 5, U A ML, A2HIR
OIREL LB, KFEAET T N aroE| Y 24C (HTTPS. EAP-TLS) RNERINFET,

e CSR #{Ep7 %

e CSREZTZJVAKR—FT 5

o CABAfTZIHEEZZOMEX—IINNA T3

e B—ANGERAFEL, AT a  THEFX—Z2 T AR—-FT5
o B—WNGEHELHEX—Z A AR —FT5

o HOBALT-u—UNIEHELAERT S

o m—UNGEELRET S GEAENHOBELOLAIXAHIROIERE % &Tr)
o B— W NFEHEZHIRT D

e CSR #HIFRT %

2T, WONFIZOWTHHAL £77,

o [Em—WNFEHEDRKR] (PE-15)

o [m—HNLFEHEFEDIEM] (PE-16)

o Tm—WNFEHFEDOHRmE] (PE-22)

o [m—HNFEHEDOT 7 AR —1] (PE-23)

BE:EEE
o [T ANKI—RFEHE] (PE-4)

e [URLUX AL 27 FDFESEMN AA 4] (PE-6)
o To—HNiFHED A HR—1] (PE-16)

o [GEAFEZBAERDAR] (P.E-20)

o [CABLFEFHHEDO AL LT 7] (PE-21)

A—AJLEERAZE DR

2Ty 1

[Local Certificate (7 —#/LFEAE) 1 ~X—12, Cisco ISE [ZBMEN7=T_XTD a— W /LFEH
EN-BERRINET,

FC&H BRI

WDE A Z#FITTHINE, A—N—FHEELII AT LERETCHLINERDH D £7°,

[Administration (FE) ]> [System (A7 A) ]> [Certificates (FEFIE) ]> [Local
Certificates (2 —F A FEHAE) | Z=INL £,

[Local Certificate (R —#/VFEHE) | X—UNERINET, ZOX—T2iF, v©— I ILFEHA
EICHTHIROEERNFTRINTOET,

e [Friendly Name (7003 WARD) | @ A EO 4 i,
e [Protocol (m k=)v) |:GEAEEZMEHT L2 kan,

| oL-27044-01-J
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o [Issued To (F&{T4) 1:fEAEOY TV =7 F O—f4,
e [Issued By (F1T#) 1:iEAEDORITE O—Kk4.

e [Valid From CHZWIIROBHAE) | : sEBAEOIER B ([Not Before (fEAk Hf11%) 1 ZERE
B,

e [Expiration Date (FZIHIER) 1 : GEBAEOH MR ([Not After (HZVHARHET) ] ERAER
)

e [Expiration Status (HZYHARD A7 — % 2) 1: FEAEOGHIBRRN V>IN0 2R L £
T ZIIE. TAaCREEMN TN 5 0TI R £,

1. [Expiring in more than 90 days (A #hIERAY 90 AL B5E) 1 (kDT A =2)
2. [Expiring in 90 days or less (IR 90 HLIN) 1 (HFOT A =2>)
3. [Expiring in 60 days or less (IR 60 HLIN) 1 (HFOT A =2>)
4. [Expiring in 30 days or less (HZhH#IFE2 30 HLAN) | (FOT7 A =2)
5. [Expired (BABRLIN) 1 GROT A =2)
BEER

o [T ANKI—FRFEHE] (PE-4)

O0—7)LEEEAE D160

WONTNND FET, v—F/LFEAE% Cisco ISE (BT E £97,
o Tm—HNLIEHHED AR —1F] (PE-16)
o THCOBAGEHEDAR] (PE-18)

o [FFRAEEAEROAER] (PE20) BLV ICABAMEEREONAL T 427
(PE-21)

T AR B —FRAFAED A R—FZ3E L T EAIL. B TROELZBHAL TS,
o [T ANWKA—NRGENE] (PE-4)

o [UANKI—FOIEAEDIER] (P.E-9)

e [CiscoISE ~DU A )V K I —RGEHAED A > A h—/1| (P.E-10)

(G¥)  Firefox 3 X 0" Internet Explorer 8 7 7 U ZfEH L TWA A, 5/ —KIZdH H HTTPS v —
HNVAEREEEETLH L, 2O —NIZERSNZEFOT7 72 0% £y v a o TIEHT LWGEN
EAOHBWRY Y EZ I T EYA, FILWIEAELZ R RT DR, 77UV 2 HEE
LDMENDHY T,

A—AJLEIBRED 1 v R—k
O—BNVFEAEE AR —FTAHZEICLY, LW e —b L ERAELBINTE £9,
[ZC &SI

IIAT N TI7U0VFEFITLTNDEY AT AL, a— Wi EHELWEX— 77 AV 0H
DT LEMRLET,

Cisco Identity Services Engine N\—F 7 1A L—Yav HAF Y Y—R1.2
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2Ty 1

ATFvF2

ATvF3

ATv74

ATYvSH

ATy 6

ATFvF1

AFvT8

n—hrgnE W

RDHAT ZFATTHIE, A—"—BHEELEIV AT LIEHETHLILENRD Y £,

AV R— b D m— I VEEHEICEATFILESE ENTWTCA 7 7 778 true IZRES LT
WO ETX, T —EHIEENFIET S Z & & keyEncipherment £ > b & keyAgreement £ > k
D—HELITHITRRESNTND I EEHERL TSN,

[Administration (F2) ]> [System (A7 A) ]> [Certificates (FEFIE) ]> [Local
Certificates (2 —F A FEHAE) | 2 =INL £,

0—ANVAEAEEZE XY ) —RIZA AR — 7521, [Administration (BFH) ]>
[System (3 A7 A) ]>[Server Certificate (¥ — SFEBAE) | 23R £,

[Add GEHN) ]> [Import Local Server Certificate (2 — 4/ $— FEBHED v FR—1) | &3
WL E7,

[Browse (BR) 1227 Uy 27 LT, Z2I9AT7 v 79UV EEITLTWVWELY AT LA DAFHE
Ty AN ERE—Z IR L F9,

WX =B L SN TV L HAE, "AT—=F 2 AN L TESEL £7,

SEFREOZ LU R VLA E AL FT, ARiIEZ AT LR WGEEIL, <common name>#<issuer>#<nnnnn>
O THBRIZATIMER S IVET, 22T, <nnnnn> 1X[EA O SHIOEAE T,

Cisco ISE |ZFEFAEDILE D MEE % §F 713 5354 1%, [Enable Validation of Certificate Extensions
GEAZEOIRORIEZFF) 1 T =y 7Ry 7 A4 2L ET,

[Enable Validation of Certificate Extensions GEFAZEDILIEDORIEZZHRA) | F=v 7Ry 7 A
DA TEY, A VA — T HIEHAEIZCA 7 77 B true ITRE S V72 FARFIFLEIE D
EENTWDIEAIL, X —EHILENFEL TH Y | keyEncipherment B b £721%
keyAgreement B b\ HDWVNIEDOWM I NRHEIINLTND Z & AR L £,

TANRKA—FRHE (727 FEREI 727 ML DO DNS 4. 71320
T AZYRT (%) DEENTWHREHE) 24 KR — T 585451%. [Allow Wildcard
Certificates (7 A )V R A —FEEAEBOFHRA) | Ty 7Ry 7 A% F 2L ET,

[Protocol group (F'm k2L Z—7) 1Ry 7 AT, ROXHITL ET,

e CiscoISE /— R &%+ 2% EAP 71 h 2 )L CZ DIEAELFE N T 5121, [EAP] F = v 7
Ry 7 R%F L FET,

o ZDFEAER Web V' — R"OFREEIZMHEHT AI21E, [HTTPS] T =v 7Ry 7 A& A4 Il
E

[Management Interface (EHLA > X7 =2 —R) | T =y IRy 7 A4 T H551F, GF
PAEST D=7 b O— 4 OMEN /) —FEREM BN A4 (FQDN) £72iEZV ALK
A—RRiL (VAL I—FFERAEPMEH SN TWDLEE) B L TWDZ & aRL
TLEEW, £ LARVWSEE, AR —F ek A 3RKL £7,

BEFEDOFEAEZ 2GR 723 E CE & #4225 121%. [Replace Certificate GERAEZBE#Z 3) ]
Frxv IRy IV AEF NI LET, GFAEOY TV 7 N FERIERITE., BLOV U TLEESN
BEFOFEAE LR UGS, FOFEHZFIIHEHMLE R 23N E T, 2047 v a  CITEEHEORNE
DEFHEINETD, GEAZEOBEFO Y v F 2 /LOBIIIRFEINET,

~

(G¥) CiscoISE % FIPS E— K CTEIMET 2 L D ICRET 254, fEBED RSA ¥ — ¥4 XX
2048 ¥ UL ETH Y, SHA-1 F771% SHA-256 N o TAT Y X LEHHT 5 0E
N F9,

|
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AFv79

BEE4AHE

ATy 1

& ]
ATvS3

o— B VA EL A R — T 5121, [Submit (EE) 1227V vy 7L FET,

774~V CiscolSE / —Rizan— Nt EE A AR —FL, BHEHA L X —T =2 A A LT

Ta UNEABREND ) — R THDICR > TWAEEIE., /—FOT7 7Y r— gy —0
HEIWICHEBI S £, THUNDOEEIE. 77 A~V CiscolSE / —RIZEREINTWD
A XY J—FREFESHL ET,

CLIDHE®AI L ZY J—REHEHTIIZE, BESNEZEFRCTKOa<REANLTLE
U,

a. application stop ise

b. application start ise

b Da~y KOFEMIZOWTIX, [Cisco Identity Services Engine CLI Reference Guide,
Release 1.2 (Cisco Identity Services Engine CLI V7 7 L > X Z'f'F UV J—X12)] BB L T
SIZEW,

BR:EE
o [T ANVKBI—FIEHE] (PE-4)

o [TANKI—RKOGEWREDIEMK] (P.E-9)
e [CiscoISE ~DYU ALK B —KFEAED A > A b —/1] (PE-10)

DERL

E CEAGHAELERT L LI, HLue—hLiEAELZBNTE £, BCBE4AEN
FiE, NET AR LB O =— X2 L COREMT 2 2 L 22 L £9, EBRBEREIC
CISCO ISE Z#BATDZ E&tBL TV 25GE, WiEREE1E CA BAM S EMFELMEM L T,

EBB LRy NV BTV -RZF AN TS LI LET,

(XL & BRI
WDH A HFATTHITNE, A—R—EFHEELIEI VAT LERETHOILENDH Y £7,

[Administration (%FF) ]> [System (A7 A) ]> [Certificates (FEBIE) ]> [Local
Certificates (m— U /VEEBAE) | 28R L £,

thHEY J—Rnb B EBLAERAELART 521X, [Administration (FE) ]> [System
(AT A) 1> [Server Certificate (V— SFEHHE) | 28N L 9,

[Add (3BJH) ]> [Generate Self Signed Certificate (HC.E£AEHEDAR) | Z#INL 7,

[Generate Self Signed Certificate (B CEAFEHAZDAR) 1 X—T T, ROFEHRE AL TLE

YA

o MEHEY I b i EEHEBICHEMITOEN TWA T 0T 4 BB 25514 (DN),

%4 (CN) R EFENTWIMLELRH Y F9,

o VTVl MREL  GEAEICEHEAIT O DNS A4 72X IP 7 R L A,

o VERF—DOEX  ARMEIZ 512, 1024, 2048, B L 14096 T9, Cisco ISE % FIPS %
WORY > —EFH LD L TEATLIEAIZ, 2048y "L EOXF—DESZIEET
HYLENRH Y F£9,

o BAFTAX AV AP : SHA-1 F7-1% SHA-256 # [ L CarBlEL 2k L OME =L T
X F7,

Il Cisco Identity Services Engine \—F Oz 7 AV A=Y 3V HAF Y U—R1.2
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o FEHIEOHIREINL TTL : A2MIROWIM A R, W, A, EFIIFHEMTHETCE T,

o MEHEFEDTZ VU RILZRET DAL, 7V NV AZMEFX— NAUY—FDFD
T 4=V RIZANLET, &FHiEZ AL WESIX. <common name>#<issuer>#<nnnnn>
DA THBANZABINER SN ET, T2 T, <annnn> 1XEHF O 5 HTOEETT,

AFyF 4 HOCBALTLTIANVRI—FRARHE (B7 V=27 VEREFP 727 MUBEAD DNS 4, £
TIXZFOWMFIZT AX VA7 (%) BEENTWAHIERAE) 2{ERT 5551, [Allow
Wildcard Certificates (V A )V D —REAZEBOFR) | F v IRy 7 AE LI LFET, -
L Z0E, SAN IZEI Y Y TH LTV 5 DNS £ 2 *.amer.cisco.com DFAE TI,

AFwF5  [Protocol group (R bk a)v 7 A—7F) ARy Z7AT, WOLHIZLET,

e SSL/TLS b /&< 2 EAP 71 b 2V CZ OFEAELZ M AT 51215, [EAP] F = v
IRy I AEF L ET,

o Z DFEER Cisco ISE AR — ¥ LV ORBFEICHEHT 521X, [HTTPS] F =y 7Ry 7 A %&4
Iz L FET,

[Management Interface (‘B A X —T = A X) | F =y IRy 7 2 %F 2T 25613,
AEAEDOY TV =7 h O fRAMEDN /) — N OEREM N A A4 (FQDN) (I —&HL Tw
L2 LEMELET, £OTRVWEE, AOLEBAGERFITERSILEEA,

[HITPS]| F = v 7R v ZJ ARL NI > TWABEEIT. BARBENO T I A< & ) —
KOAFRE I ET,

AFv 76 [Override Policy (E&FHERY 2 —) |HELT, BEFOEAZEZERUINAEAZE TE X 51T
IZ. [Replace Certificate GEAEZB XWX D) | T =v /Ry 7 A% AL ET, FEHED
Y72l FERIIRITE. BIXOV Y TAEENEEFEOFAEZE LR CHE. FOEAETIE
WERRINET, ZOF TV ar TIETGEHEOARENEFTINETN, EHZEORFO T =
Fa v oOBERIIREFINET,

AFyFT 1 EBEEZARTAICIE. [Submit GEE) 1227V v 27 LFET,

GE) HOB4ITWEAMHENLTEHBY, CiscolSE / — R DR A N A B ET L 06BN 5851,
Cisco ISE / — R @ [Admin ((&H) | R—FricuZ AL, TWEAMAMEFASh-B %
ZAEBEZHIRL, FILWVWACBAEHELZ AR L £9, 9 LRV E | Cisco ISE X AR A
MMEH SN BCBLAEHEERS S EHFHL £9,

BEEER
o U A)NKI—FIEHE] (PE-4)

e [CiscoISE ~DYU ALK B —KFEAED A > A b —/1] (PE-10)

Cisco Identity Services Engine N\—F 7 1Y AL—YaY HAF Y Y—R1.2
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REBAEERERDAER

ATvF1

ATFvF2
AFvT3

ATv74
ATvF5

ATv76

FERAEEAEREZ AL, CABAFMNEIEAEEL NS FTDHZLICEY, HTLWVE— B LEE
HEZBINTE 7,

FC&HBHIC
WRDH AT ZFATTHINFE, A—N—BHEELIV AT LEHETCHLILERD Y £,

[Administration () ]> [System (327 A) ]> [Certificates (FEBIE) ]> [Local
Certificates (2 — B /VEEAE) | 2RI L iT

tH 2 Y J—R)D CSR #4KT 5 I21%, [Administration (FEE) ]>[System (AT A) ]
[Server Certificate (¥— NFEHAE) ] %%?ﬁb F7,

[Add GEJN) 1> [Generate Certificate Signing Request (RIEAEZ 4 ERO/ERK) | 23BN L 7,

FEHEY 727 PBLOMELRF—OEIEZANLET, GEHEVY 7V =7 M, FEHEI
BEEAMT SN TWD T 47 4 b3 554 (DN) T3, DN IZIT—4& DENE Fi
TWARERD Y £7, B4 OERIFIKDO LB TT,

e C=[H

o ST =7 A M FE 72 1THRENFIR
o L=7RALH& ()

o O =Hfk4

e OU=#flf==v M4

e CN=—f&4

¢ E=FE AN TRLZA

e 2 % CSR OFEMEY 7V = 7 b OMIZRO & 9 R MEIC/2 D TR H Y 7,
[CN=Host-ISE.cisco.com, OU=Cisco, O=security, C=US, ST=NC., L=RTP, e= test@test.com]
F721% [CN=aaa.amer.cisco.com, SAN PN® DNS % =* amer.cisco.com, OU=Cisco, O=security,
C=US. ST=NC, L=RTP, e=abc@xyz.com],

~
(G¥)  [Certificate Subject (FEEMA) 17 4 —/VRICANT 2D & X%, UFHZ SR TH
TN LN TR &N,

Z D CSR b AE S NREHE 2 HTTPS W15 ([T 25813, GEAEF 7V =7 F O —ixs
Dl 7 —RDFQDN Th 5 Z L 2R L TLES W, £ 95 TRWERIE, ARSI iEiE%L
NA v R 9% & X2 [Management Interface (FEA LV X —T7 = R) | RN TEEHA,
V7V =7 MBS  GEAEICEEMN T 5N/ DNS A £72TIP 7 R L A,

SHA-1 ¥£7-1% SHA-256 Z il L CAEAELZ R (LB LI ME BT 25 2 L 28I L £,
~
(3¥) CiscoISE % FIPS E— K CEIMET B L D IR ET 256, fEHED RSA £ — 14 XX

2048 By FLLETH Y, SHA-1 /21X SHA256 Ny > = T3 ) XA L& FHT 5 05
NH EI,

SERAED 7Y = 7 FIZCON 721X SAN & &1 ICU ALK 7 —F @ FQDN % & 535415, [Allow
Wildcard Certificates (7 A )V R A — REEAFEOHA) | Fxv 7Ry 7 AF L ET,

Il Cisco Identity Services Engine \—F Oz 7 AV A=Y 3V HAF Y U—R1.2
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[Submit (5f2) 1227 VU v 27 L TCSR 4L £9°,

CSR & Z DREF — R S Hu, Cisco ISE IfRfFS N ET, T D CSR (X, [Certificate Signing
Requests GEFIEZEAER) | X—VTHERTEET, ZOCSREZT 7 AR —h L, CAIZEE
LTEAEZRGTE £T,

BEEIER
o U A)NKI—FIEHE] (PE-4)

o [T AR I —RIEHZEIIHT HIEHAEBZLEROIERHR] (P.E-10)

CAZBRFEMAED NIV T12Y

ATFvF1

& ]
ATvS3

ATv74

AFvTH

ATv76

ATFvF1

FEAEZEATRMDTEIERIZL - TEA I, HEINTZH, CA BAFM EFEHE L ZOMEX —
LH N AR LT, CiscolSE ~Dua—m/ViFHEDBM a2 %252 T 1L £7,

(XL & BRI
o DX AT HFITTHITIF, A—N—EFHEEZFI VAT LEHETHILERH Y £,

[Administration (%FF) ]> [System (A7 A) ]> [Certificates (FEBIE) ]> [Local
Certificates (m— U /VEEBAE) | 28R L 9,

CA BAFMEEHER2 B F Y J—FIZAA 2 R34 5121%. [Administration (FH) >
[System (3 A2 A) 1> [Server Certificate (V- — NFEHHE) ] 238IRL $9,

[Add (3BJH) ]> [Bind CA Certificate (CA FEFAED AU F) | ZBINL 9,

[Browse (BM) 127V v 27 L TCAEBAMESAERELEIRL 3 GL47T 25 CABELAN L
HEZERL £9),

FERAEOTZ VR VAEZRREL 7, Aaid AL WEETE. <common name>#<issuer>#<nnnnn>
O THEHNZATINER SN E T, 22T, <nnnnn> 1XEH O SHOBME T,

Cisco ISE |ZFEBAE D ILIE DRFE %L FF 7] 9 5 454 1. [Enable Validation of Certificate Extensions
GEFAZBOIRORIEZEFF) 1 T =y 7Ry 7 2% 4L £,
~

(3¥) [Enable Validation of Certificate Extensions (FEFAZEDIERDRIEEFFR) 1 A7 3 v
BDHEHZI > TR, AR — b T 2AEAEIZCA 777 23 true [ZRRE S A7 FEAMIK
PLEREEN TV DLHEEIX, T —EHIEENFIEL TE Y| keyEncipherment B k F
721X keyAgreement £ v b, HDWIEZ O G NERESNTND I L 2R L £1,

BTV 27 bOWTAND CN L7213 7V =7 UL D DNS IV A VR I— R XFTH D
TARZY AT (%) DEENTWDHIEAELZ N A F 35121, [Allow Wildcard Certificates
(DANVRA—REAZBOHFH) | T2y IRy 7 A4 L £,

[Protocol group (Zm h a)b Z—7F) 1Ry 7 AT, KOLHITLET,

e SSL/TLS b /&< 2 EAP 71 b 2V CZ OFEAELZMH AT 51215, [EAP] F = v
IRy P A%A AL ET,

o Z DFEME% Cisco ISE Web 7R — ¥ /L OFBFEICME AT 5 I121%, [HTTPS] T =v 7Ry 7 &
Al LUET,

| oL-27044-01-J
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N o—hLaZmEs

ATvS8

ATv79

[Management Interface (EFEA L X 7 =—R) | F=v 7Ry 7 A4 T D580%, GF
HEF TV =7 O DMEN ) — R B22EMF A A4 (FQDN) 72137 AV K
H—REiL (VANVR I —RIEAEREHINTWDEE) IT—HL TnDHZ L 2R L
TLEIV, 95 THERWEA, AN A FEIFEITRRL £,
[HTTPS] T = v 7 R v 7 ANRA 27> TV DEAIEL, BARBENOT 7 4~ ) EH ) —
R FEE I ET,
BEFOREAEZEHR L 7-FEAE CE 2 #2%2 5121%. [Replace Certificate GEHAEZBEE#Z 3) ]
Frxy Wy 7 A%A L ET, EREOY TV =7 M ELERITH, BLOY I TAES
NEEFOFEAE LR LSS, ZOHEITERE ReshETd, 047> a o CTIEEEHED
WENEFINET N, GEHEOCEEFO Y 1 h a L OBRIIIRFIET,

[Submit (EfE) 127V v 7L T, CAEBLIEFEPELZ AR L £7,

BEEIEE
o U AWK I —KFEHZE] (PE-4)
e [CiscoISE ~DY ALK H—KRGEAED A > A b —/1] (PE-10)

O—AJLEEBAZE DRE

ATy 1

& ]
ATvS3

ATvS4
ATvTH

ZOXR=VEMHEHL T, n—hAGEHEERETE T,

(XL & BRI
WDH A HFATTHITNE, A—R—FHEELIEI VAT LERETHOILERNDH Y F7,

[Administration (%FF) ]> [System (A7 A) ]> [Certificates (FEBIE) ]> [Local
Certificates (m— U /VEEBAE) | 28R L 9,

o—hViEHEE v XY ) — K THRET 5121, [Administration (FE) ]> [System (37
A7 5) 1> [Server Certificate (¥ — 3FEFAE) | 23BN L £,

WET DAEHEORICH DT =y 7Ry 7 A% A 2L T, [Edit (RE) 1227V v 7L %T,
ROEHZwRETE ET,

e« JLUVRUA

o FHA

o Fuhza)u

o AXHIMR TTL GEENHCEALOHE)

AT ar T, ZOMRAEEBNTLIEOOT7 LR VL ERAEADL T,

[Protocol group (7'v k=L Z)L—7) /Ry 7 AT, IROXLHIZL E7,

e SSL/TLS hy V&4 2% BEAP 7 u h /L CZ OIFHEZEAH AT 512X, [EAP] F = v
IRy I A L FET,

o T DFEMIE% Cisco ISE Web 7R — X /L ORBFEIZEH T2 I12i%, [HTTPS] T =v 7Ry 7 X
AT LUET,
[HTTPS] T = v 7 R v 7 ANRA 275> TV DGR, BARBENOT 74~ ) EH ) —
RN G TR (= N

Il Cisco Identity Services Engine \—F Oz 7 AV A=Y 3V HAF Y U—R1.2

0L-27044-01-J |
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n—hrgnE W

(¥) [Management Interface (BERA L X 7 =2 —R) | T =v IRy 7 A4 2T 25E1F.
FEAEY 7V 27 N O—BADER ) — R EREMi N A A4 (FQDN) 7213V AL
RA—FFERL (VALK I—FREAEMEAINTWVBIEE) IT—HL TWBH I L2k
BLTLKEEN, —BADENT T 7 DA, WEBRIEIZERL £,

77 & 21F. BIFE local_certificate_1 7% EAP (2%t L THE L TE Y | local_certificate_2
OFRERFIZ [EAP] F =y 7Ry 7 A% 4 2 L7254 . local_certificate_2 ~D 2 % {4
F9 % &, local_certificate_1 @ EAP ~® BT i DR SN ET,

AFv76 BAUOLBAUAEZREL TRV, AHIRZIERE T2 LENH 554515, [Renew Self Signed
Certificate (B BAEAZEOER) | T=v /Ry 7 RAEF L ET,

AFvF1  H, #H, A, FHEAT, ;EAEOFGHIRO TTL (Fke flRERFM) # AL £,
AFvF8 [Save URTF) 127V v 7 L TERZEFL £,

&R

o [UANKI—FFEHE] (PE-4)

o [TANKI—FOFEHAEDIER] (P.E-9)

e [Cisco ISE ~DU AV R J3—RFEHAED A X~ —/1] (PE-10)

A—AJLEERAZE D T H RR— b+

BIRL 7o — WL GEAE L ZOEAZEICEHEM|TON TWVWEIMESF—2 =/ AR — K TEF
T, FEAELZOMEX—Z2 Ny 7T v T HICZ I AR - TEHEEE. TNLELEINLT
THTHAVR—FTEET,

[ZC & BHIIZ
WDH AT e RITTHI0E, A—RN—FHEFELIIL AT LEEECTCHLINLEND Y £7,

ZFv71 [Administration (%FE) ]> [System (A7 A) ]> [Certificates (FEBIE) ]> [Local
Certificates (= — W /VFEHAE) 1 28I L $7,
o—HLFEREL I FY) J—Fhb s AR— 35215, [Administration (FH) |>
[System (3 AT A) ]>[Server Certificate (¥ — SFEBAE) | 23R £9°,

AF9F2 TV AR—FTEAHEORICHDIF v 7Ry 7 A4 2L, [Edit BRE) 1227V v 7
L/ \i—g—o

AFvF3 FEHEOARE T AR — N T 50, GEAELIEHEICEEMT LN TV HEX—2 =7 R
R—FTE20EZTINL 7,

Evr  ERABESNDAHEENRD D720, EHEICBEEMT 5N TV D MEX —0 = 7 AR — b 34t
L FEHA, EX—2T 7 AR—FTDH2LERHILEEE. B —DKR 5L XAT—F %
FBELET, ZO/NRART—RIL, FEHAEEZBIO Cisco ISE h— N2 Vi R— K325 L EITHRE
LT, EX—Z2E LT OLERH Y £,

AFvT 4 7 AR—bPTLHREREFEI R - E2EIRL £7,

Cisco Identity Services Engine N\—F 7 1Y AL—YaY HAF Y Y—R1.2
[ oL-27044-01-4 .hEE.
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N GeEsE£ER

AFvTH

& ]

WEX—% =7 AR — 52 L2 BN 2GEIE, NAV—REZ AN LET, RAU—F
L. 8 XFLLEICT AMENRH Y £97,

[OK] %227 Vw7 LT, ZI7AT N 77U FEFEITLTNDT 7 AL AT LA H AR
FLET,

FERAEOLE 7 AR — N9 554, GEFAEIL Privacy Enhanced Mail TN CREFSI N E T, FE
NELWEX—DOW 27 AR — T 2555, SEBEX Privacy Enhanced Mail JE 2D FE %
R LSNEREX— 77 AN EEGD 2ip 7 7 ANV ELTEI AR—FSNET,

R8;EIE H
o Ta—HNLEED A K —1] (PE-16)

REBAEER ZK

H o 2MER L 723 B4 Bk (CSR) @ U A b i, [Certificate Signing Requests (FIFFAEE 4

ZOR) | XN—V THEHATEET, CANDLBAEZTSTHICE., 77947 770 FEFATL
TWba—HNL 774 VAT AIZCSRZT 7 AR—FTBHLENRSH Y F3, KIZ, CAIZFE
HELZXELET, EHEIXCAICLTEL SN, RENFET,

Cisco ISE B ABRBEDDEE Y N7 v FIEED 7 — N 3d 5561, BARBENOE / — R,
5 CSR Z{ARBNZ = 7 AR—FTHXLENH Y £,

BEEIEH
[GEAEZELTE RO 7 AR —b ] (PE-24)

AEAEERERDIV AR—F

ATy 1

& ]

ATvS3

[Exporting Certificate Signing Requests (GEIFHZFAL ERO T 7 AR —1) | X—=T 2L T,
FERAEBAERE D VAR —NTHZ ENTEET,

(XL & BHIIZ
WDHAY & FATTHITE, A—R—FHEELIEI AT LERETHLILERNDH Y £7,

[Administration (%F¥) ]> [System (A7 A) ]> [Certificates (FEBIE) ] > [Certificate
Signing Requests GEFAFELER) | 2N £,

v X Y J—K»5 CSR &=/ AR — k7 5IZ01%, [Administration (FH) |> [System (3
AT A) 1> [Certificate Signing Requests GEBIEZBLER) |1 28R L 9,

T AR—bMTHHAEORICHDF =y 7Ry 7 A% A2, [Edit (7 AKR—F) 1%
70 w7 LFET,

OK]| %7 Vv /7 LTC, 79AT7 N T EBETLTCNDT 7 ANV VAT AT 7 AV %E
BREL £,

ESPERCTE]
o [UANEI—FGEHE] (PE-4)

Il Cisco Identity Services Engine \—F Oz 7 AV A=Y 3V HAF Y U—R1.2
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goRExr7 A

REBAZERA +7

Cisco ISE GERAZE R k 7 12i%, EHUCHEH S 415, Simple Certificate Enrollment Protocol (SCEP)
Mo X509 GEAERZ ENTOEY, GEHERA N THNOENEZT 7 A~ U EH ) —F TEH
&4, Cisco ISE DEABREINOMOFT~TO / — N ITERES L ET,

CiscoISE IV ANV R A—RiEAEZEEZYVR—F L TWET,
CiscoISE 1%, WO HWTFEHERA N T OFEHEZFEHAL 7,

o FFAENR—ZOEFHBELEHL CEHR—Z /1T 78 X425 Cisco ISE BHE . BIW
TURBAY MCEDBIRCHEHASND 7 747 > FaEHEORGE,

o HMABREEND CiscoISE / — R D& F 2 7 R@E 2 AREICT 5, AFHER b 712, HA
BRENOS /) — K O —73/L HTTPS H— NGk E & OFEHEZ ML T 5 72D I B 7 CA GE
FAEOF -0 NEENTWVWDELENHY £7°,

- ACEAGEAEZ YV — GEAECEN T2 56813, 4/ —FOHCELAGRAEL Y 7
A~ VEHR ) —FOFEHEFEANTICEET DLERH Y £,

— CA BAMEERAEL Y — FEHF I T 25813, CAL— FREAFEZT TR,
FHF=—NOTXTOPMGERESL 77 A~ VEH ) — K OFEFFER 7T E
#5%\%7533@ @ iﬁ—o

o E472 LDAPRIEEZ AN T D, SSLERAHAL CTT 7 AX125 LDAPID V— R % EH
HLEXIZ, GEHEBAN T DO OAEFAELEBRTILENH Y 7,

o FTNRAARN—HANEHEHAL TRy b U =7 TOBRELYEHT DTN AL TN ZA~DEA
D7, CiscoISE X, ENAN TNAA ARG EYR—FT5720I12, R — H—b X
J—R (PSN) T® SCEP #E#L TWET, BT 57 /31 R L, SCEP 7'1 k 2 L& fff
AL T, PSNIZZ T AT FREBEZESRL £9°, PSN ([ZIZfh/ & L CEMET 2887
(RA) BEFENTVET, RAIZEENLDOODEREZZIEL, MIEL T, £OHEXR%E CA (£
B I AT MR ERRITTS) 1%L £9, CAILRA ICFEMIE XKL, RA ASFE
BELZT A RTEL 7,

Cisco ISE I X > THEH I A4 SCEPCA IZ, SCEPRA 77 7y A NMIZL > TE#RSINE
4, SCEPRA DT a7 7 A)LIPERREND &, RD 2 OOZFFAENIEAEZ b 7IZHE
WCIEMENnET,

a. CAGEE (HCOB4REHAE)
b. CAIZE > TELA I RAGEHE GEAEERO=—Y = N DOFEHE),

SCEP 7’m h 2 /)L TlL, ZNH D 2 DOFFHEN RA IC K o TEEET N A XIS Tn
HUENHD £7, GEAZEANTICZD 2 OOGEAELRET H L, 26D/ —K DO RA
PMEFAT 272012, GEBHENTRTO PSN /— IR S £7,

(GE) CiscoISE [T A >R — bk &5 X.509 GEFI#EIL, Privacy Enhanced Mail (PEM) %721
Distinguished Encoding Rules (DER) EX THHMERH Y £§, fEHET=—> (0F D,
n— A NVGERE, BIOZOFEHEICEAL T 5 - HORBEHINZEHE) NEEnZT7 7 ML
FA A= RTHZENTEETH, HEOHIBOILR LD 7,

EEEE
e [Simple Certificate Enrollment Protocol 7’7 7 7 4 /L] (P.E-31)

o FEEF = —> DAV HF—1] (PE29)
o [X.509 GEFAEDO A NI (P.E-26)
o TFEHEDOLHTOHKI (PE-26)

Cisco Identity Services Engine N\—F 7 1Y AL—YaY HAF Y Y—R1.2
[ oL-27044-01-4 ..E
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BEX 7

o [FEHEZ 7 DIFAEDFZ| (PE-27)

o [FEFAER N THNOFEHEDLEHE | (PE-28)

o T[FEHER N 7 ~DIEH DB (PE-28)

o TFEMAER b 7 OFEMEOME] (PE-28)

o [FEHEALT 26 OFHEDT 7 AR — K] (PE-29)

X.509 FEBAE D FE ZhEARR

X.509 FEHENE R 2O, HHESNT-HEOHM ETOLTY, FEHAER N 7 OFEHENH
REINIC/ D &, FDFFAEICKIET 5 Cisco ISE MEREN 24 521 %97, Cisco ISE 1. A%

HIBR2Y 90 HUUWNIZZ2 5 & GEAEOANHIBIOE D IZ oW TlE L £9, ZodEHaE, W<
OMDFHIETEREINET,

o B ESIT-AZIHIRDINEET A =2 A3, [Certificate Store FEBAE A k7)) | N—TIZER
SNET,

o HIFRGIIL A > E— 78 Cisco ISE & AT L Z ML R — M IZFRENET,

o HHHAROT T — 2L, AR D 90 AT, 60 HENIAR I v, AR DO RK% D 30
Az m R AR S £,

REREA N TICIE, BEEE L L — FEEED 2 DDV A3 CAFEAERH Y £7, L—h
SERAE I REGERAEICBA L 9, 2D OFERE, ?77&/1/I\“C“ﬂi,4?1§§ﬁil7‘£ofb\iﬁ‘o
BARE T f\‘ﬂ“%’/ k& L T CiscoIP Phone I L CTWAEFAIL, 2 b 2 DOFEHE
AL T, ZOBFHEHIZT A anE4 Lf:?ft@%%@wwﬁﬁ)“(é“%')iﬁ ZLET,

Z 2T, RONFIZOWTHHL £77,

o [FEAER N7 OFEHEDE R (PE-27)

o [FFHAER F 7 ~DFEHDIEN] (PE-28)

o [FFRAER N7 OFFHEDHHSE] (PE-28)

o [GEEARNT MO OFEHED =7 AR — K] (PE-29)

o [FEHEFz—r DA KR—F] (PE-29)

e [CiscoISE ® / —KMBED =D CAFEHED A > Ak —/v] (PE-30)

REBAE D AR DFHY

CTL @ CA FFFAEZEITIZILBTIOHIROILIEN G EN TV AEENH Y £, ZoiLiRIX, FEHE
F 2= DBBEDT R TCODIAEREDOY TV 2 NA TV 2 VREBL T 4 — VR DIED4
AiZEMZ €7 L £7, CiscolSE (%, NV — FEHAETHEEINZFHPNZHREL A,

IOLETOHIFINY R —F I TWET,
e T 4L I RUAL

FAL 7 RVLOHIBRIZ, VT2 N ISANDT 4L 7 N IALDT LT 4 7 ATY, K
WZhlE~ L £9,

- ELWH T V= N L7407 A
CA FEFAED A FIOHIK : Permitted: O=Cisco
75 AT NEEHEDOY 7Y 7 b 0=Cisco,CN=Salomon

Cisco Identity Services Engine N\—F 7 1A L—Yav HAF Y Y—R1.2
.m. o0L-27044-01-J |
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goRExr7 A

- RERY Tz N TV T 47 R
CA GEHEDOARTOHK © Permitted: O=Cisco
I AT MNIEHEDY 7Y = 7 b : CN=Salomon,0=Cisco
e DNS
o B A
e URI (URI ®#l#9iX, http:/, https://, ftp:// £7-1% Idap:// D X 572 URI 7'V 7 ¢ 7 ATHl4h
TOHRLENRGH Y £7),
ROLFTOFFNI YR —F STV EHEA,
e IPT7TRL XA
e Othername
CAGEEIZH R —F IR TORWHINRE ENTEY | RIETFOFGEAEICKE DT 1 —L R
DEFNTWRNEATX, Cisco ISE B3 AR — b ENRWHIKZRIET X RN 2, ZOFEHE
IFHEST SN ET,
CA FEHENO AT OHIFI O EHZH 2RI L £,

X509v3 Name Constraints: critical
Permitted:
othername : <unsupported>
email:.stihl.at
email:.stihl.be
email:.stihl.bg
email:.stihl.by

DNS: .dir
DirName: DC = dir, DC = emea
DirName: C = AT, ST = EMEA, L = AT, O = STIHL Group, OU = Domestic
DirName: C = BG, ST = EMEA, L = BG, O = STIHL Group, OU = Domestic
DirName: C = BE, ST = EMEA, L = BN, O = STIHL Group, OU = Domestic
DirName: C = CH, ST = EMEA, L = CH, O = STIHL Group, OU = Service 7100
URI:.dir
IP:172.23.0.171/255.255.255.255

Excluded:
DNS: .dir
URI:.dir

ZFANFRER Y T AT FEAEOY 7V =7 Mt kDL H I EROERHIC—FKL 97,

Subject: DC=dir, DC=emea, OU=+DE, OU=0OU-Administration, OU=Users, OU=X1,
CN=flovison

REBAE R b 7 DIEAE DR

[Certificate Store (RIEFHE A K 77) ] ~X—1Z, Cisco ISE [ZIEME 4172 T X TP CA FEBEN —
BERRENTET, CAFFHEZRRT AL, A—R—FHEELITI AT LEHETH DL
WbV ET,

TRTCOFEAEEZFX/RT HI20E, [Administration (FFE) 1> [System (¥ AT L) 1>
[Certificates (FIFFH3E) ] > [Certificate Store (REBAEA 7)) ] #3®IN L £ 9, [Certificate Store
GEFAER N T) 1 RXR=UNEREIN, TXTO CAEAED —EN—ERRINTWVET,

Cisco Identity Services Engine N\—F 7 1Y AL—YaY HAF Y Y—R1.2
[ oL-27044-01-4 ..m
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BEX 7

REAERA M 7ROERATOEE

2Ty 1

ATFvS2

SEHEDO AT —Z ANADTR > TWEHMENH D £9, 22k Y. Cisco ISE MEHE DML
CZOFFRAEEMEHTCE AL 1270 £9, FEHENEHER N TIZAVA—FE D L,
DOFFHETABMICHE IR £,

[Administration (%FE) ]> [System (A7 A) ]> [Certificates (FEBIE) ] > [Certificate
Store GEFAZEARRT) | Z#INL £7°,
HhEITED T HEAEORICH DT = v VR v 7 A% A4 121, [Change Status (A
T—FADER) 1227V vy 7 LET,

REBAE R b 7 ~DEBADEM

ATvF1

ATFvS2
ATvF3

[Certificate Store (FEFIEA 7)) | X—T %M L T, Cisco ISE IZ CA GEFEABMT 5 Z &
NTEET,

[ZC & BHIIZ

o WDFAAIZHFATT DT, A—N"—EFHEELZI AT LERETHLILER DY £7,

o TIUNEEFTLTCNDIALE 2a—FDT 7 AV VAT LI, FHAERNT OIEHENF
ETHZ LR L 1, EHAEIZPEM £7-1Z DER BERTHALERH U 4,

[Administration (%FF) ]> [System (3 A7 ) ]> [Certificates (FEBIZE) ]> [Certificate
Store GEFAEZEAMT) 1 2BINL 7,

[Import (f>AKR—F) 1227 Vv 7L ET,
PVEIZIEU T A — LV ROEZHFREL 7.

7T AT v NEHESR—- XOBIENERDOGEEIT, BEARENDE /—RKOT7 7V r—y 9
Y —"NFEHEINET BT IAIVER ) —FOT7 7V r—y gy Y—_"0NHEH X
N, BNTEMD ) —RoT7T 7Y r— gy =R 1 >FToFEHINET).,

REBAE R b 7 DEAED®wSE

ATYF1

AFvF2

FEAEZGEAEA R TICBIL b, MEORTZMEMNL T, TOIMEMEZ S HICHETE
£,

(X C &5
WDH AT ZREITTHITE, A—N—FEBEFLII VAT LERECHOILENDY £7,

[Administration (FH) |> [System (A7 A) |> [Certificates (FEBIZE) | > [Certificate
Store GEHAZEARAFNT) 1 &2B|INL 7,

WETHIEAEOICH AT = v 7Ry 7 A% AL T, [Edit GRE) 1227V v 7L %7,

Il Cisco Identity Services Engine \—F Oz 7 AV A=Y 3V HAF Y U—R1.2

0L-27044-01-J |
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ATv73
ATv74

goRExr7 A

PN U CRRERRER 7 4 — VR E2EF L 7,
[Save (RTF) 1227V v 27 LT, #FHAERARNTICKL TIT oL B AREL 77,

FEBAER b 7o OREBAED T Y RFR—

ATvF1

ATFvF2

AFvT3

FC®HBHIC
RDH AT ZFATTHIFE, A—N—BHEELIV AT LERETCHLILENRD Y £,

[Administration (%FF) ]> [System (A7 ) ]> [Certificates (FEBIZE) ]> [Certificate
Store GEFAEARART) 1 28RN L £7,

T AR—=bTEEHEORKICHHF =y /Ry 7 A% F L, [Edit (7 AR—F) 1%
7y 7 LET, ~EIZ1OOMAEOLET I AR— K TEXET,

II7AT N T IV EFEITLTND T 7 A )b ¥ A7 A Privacy Enhanced Mail 7 7 A /L % £
ﬁbij‘o

AEAEF = —> DA VR—k

ATYF1

AFvF2

FEHERA N TR OZELEEAETF = — v 25007 7 A A6, BEROFEHEL 1
R—brTAHIERTEET, 77 A/VANDOTXTOFEIEIT Privacy-Enhanced Mail (PEM) O
KTHY., FEHEFROIEFICESNSNTWDHENDH Y £7,

o 77 ANADEREDOIERFIT, CAIZXoTHITESNIZZ TAT 2 EiTV— NGEHE
ThHLHIMLENDY £,

o FIZH DT NTOFEAEL, L —b CAFEHAEL, BITSINEEREOBLDOF = — 12
HHTXTHE CAEBHAETHLILENH Y £,

HEAEF = — 2 DAY R— I, RO 2OD AT v X THER IS FIETT,

AEAAE R N T A~OFEAOBIICERE S NI L > T, GEAEX N TIGERETF =—> 7 7
ANEALAFR—RLET, ZOBEICEIY, SEAEANTIZHAIRED | D&FRE, T3TO
FHER T 7 ANANDALR—FENET, TORT AL, TIASVEH ) — R TOLE
fTex £,

CA BATEHEHEO AL T 4>

TR SN BEIC K-> T, GEAETF =—> 77 AV E A
VAR—RNLET, ZTOEEICLY ., B

OFERAFER = HAFERFEL L TA v B—h SRET,

| oL-27044-01-J
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BEX 7

CiscoISE®D / — F @ EDNT=-HD CASIBAZED AV X F—I)L

G

hos) J—

2Ty 1

ATFvS2

ATvF3

SHOEABRE CIX, B XY J—FR&XET 50012, &Y /—KoO HTTPS it E%
BRFEET D 72D EA T 5072 CAGEELZ 77 A~ /—ROCTLICANTHUERH Y &
T, 7794~V J—F®OCTLIZAANTSFIAIZ, TV AFISCTRZRD 97,

o BHUH U J—FKTHTTPS {512 CA BAMEEAENFEAINTWIHEEIT. B4
Y J—KR®DCAZBLMNETHEHEL ST A~ /=KD CTLIZA VKR —h TEFET,

e ®HLFYU J—FKTHTTPS @ElC Eﬁﬁ%ﬁﬁiﬂﬁ%éﬂfwéﬁAi v hHY
J—ROHCBLHEHEEZ T 7 A~ /J—FOCILIZA Vv HR—FTEET,

vYHoHE) J=RETTA~Y J—RITEEELI-HZIC, BRI TWbEh &2 J—RKD
HTTPS GEMAEAZE T T 25 51%., B &%V J—K @ HTTPS fEAEOKGEICAE A T X 55
72 CAFEEZEUSTOXLERDH Y £,

BEIEE

o BEHLHY J—RMBTTA~) J—FOCTL ~0 CA B4+ & FEHAED A2 HK—
(P.E-30)

o (WK J)—Fmb7T T4~ J—RFKODOCTL ~OHCCELHAED A HR—] ]
(P.E-31)

FWoTS54<) /J—FDCTILAD CABRAFEHMHED AV R—

[ZC & BHIIZ
WDH AT ZRTTHI0E, A—RN—FHEFELII AT LEEETCHINLEND Y £7,

thHHEY )R ELTHEETD /) —NOFHKR—Z1|Zus AL, HTTPS #{E 2 &
N5 CABLAMEHHEEZ, /7747 N 7790 EFITLTNDL T 7 AV VAT AT A
A—hrLFET,

[Export (=7 AR—1h) 1 XA T7wr Ry 7 AT, [Export Certificate Only GEFHED H % .7
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