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antispamstatus Anti-Spam A7 —# XA &KX LF |C-Series, X-Series
‘j—o
antispamupdate ANRLEHZE FETEHFLET, |C-Series. X-Series
antivirusstatus Anti-Virus A7 —# A% £/~ LE |C-Series. X-Series
‘j_o
antivirusupdate TANAEZEETFETEH LE  |C-Series. X-Series
j—o
archivemessage Fa—HNOHEWRA Y E—% T — [C-Series. X-Series
AT LET,
bouncerecipients Fa—MmbHAvE—% 37 2 |C-Series, X-Series,
LET, M-Series
clearchanges £72i3 | HA 7 U7 LET, C-Series, X-Series.
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commit ERAfELET, C-Series, X-Series,
M-Series
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commitdetail W% OMEIZRET A5G A £ |C-Series, X-Series
RLUET,

deleterecipients Fa—mbHAyE—U%HIEELE |C-Series. X-Series,
T, M-Series

delivernow A= DRAF Y 2 — )L &R |C-Series. X-Series,
BlfE HICHRE LT, M-Series

diagnostic RAID 7 4 A7 Fv NT—7 C-Series, X-Series,
Fyvia, BLOSMTP #5: |M-Series
EFzv I LET, Xy hU—7
Xyvraks7 VT LET,

dig DNS #+— LTl a— K%/l |C-Series. X-Series
7T v LET

dnsflush DNS ¥ v a/nbd _XTox  |C-Series. X-Series,
VRV ERZUTLET, M-Series

dnslistflush HHED DNS U A b ¥+ v 2% |C-Series, X-Series
752 LET,

dnslisttest DNS R—z2®d VY A s #—E 2D |C-Series. X-Series
DNS /Wy 27 v 7% T ARMLE
R

dnsstatus DNS #atifma £ LET, C-Series, X-Series,

M-Series

encryptionstatus PXE x> & RAAL Y <wvE |C-Series. X-Series
VT T ANDNR—T g v h T
RLET,

encryptionupdate |PXE = VU DHEFHAEIRK L FE |C-Series. X-Series
R

featurekey VAT LEEEX— 2 L E T, |C-Series. X-Series.

M-Series

grep vy 77 ANVHNOT XA N&K  |C-Series, X-Series,
BLET, M-Series

help £7cid h £72i3 |~ C-Series. X-Series.

? M-Series

hostrate BEDKRANDT 7T 4 ¥T 4% |C-Series, X-Series,
T=HZLET, M-Series
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hoststatus FFEDKRA D AT —H X% H |C-Series, X-Series,
BLET, M-Series

last VAT AETn 7 A LTz — |C-Series. X-Series.
FERRLET, M-Series

ldapflush F¥vaINTW5S LDAP @ |C-Series. X-Series
WMRET7T v LET,

ldaptest 1> LDAP 7 =V — 7 X % |C-Series. X-Series
EITLET,

mailconfig BEORELE T A—/ 7 R |C-Series. X-Series,
ANZEE LET, M-Series

nslookup F—DLP =Nz WA bEET, |C-Series. X-Series.

M-Series

netstat X NU— 7 #EE V—F ¢ 7 |C-Series. X-Series.
T—=TN, BIORy hT—7 M-Series
A B —T A4 AFEFHE R E TR
LET,

outbreakflush Fy¥vraINTWBHRELENL—/L |C-Series. X-Series
U7 LET,

outbreakstatus WHEDT 7 v 7 LA L—L% |C-Series. X-Series
FRLET,

outbreakupdate A NVARKYL T 4 )L H JL—/L%&  |C-Series. X-Series
HHLET,

oldmessage Fa—HNOHEWNWRA Y E—DY A [C-Series. X-Series
MFRRLET,

packetcapture X v NU— 7 f&H TEZ(E Sz |C-Series, X-Series,
Ny MEREZ L THERLET, |M-Series

ping Fy hU—=27 KA PMIXLT C-Series, X-Series,
ping ZFEITLET, M-Series

quit 72 q £ [T LET, C-Series, X-Series,

exit M-Series

rate AvE—YDANV—T> h&FE= |C-Series, X-Series,
2 LET, M-Series

reboot VAT AEFEE L F T, C-Series. X-Series,

M-Series
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removemessage HWREMED A vE—TU %% 22— |C-Series, X-Series
NHHIBRL £,
redirectrecipients |4+ X TDA v E—IFBDY L— |C-Series. X-Series
RANMZUEA L2 FLET,
resetconfig THEHFEEEDOT 7 5L FEREICE |C-Series. X-Series.
LET, M-Series
resetcounters VAT LANDOTRTDOH X% |C-Series. X-Series,
Vey hLET, M-Series
resume ZEEREEHMELET, C-Series, X-Series,
M-Series
resumedel EEZHBIL 1, C-Series, X-Series,
M-Series
resumelistener ZEEFBELET, C-Series, X-Series,
M-Series
rollovernow ay 7y ANVEo—)L A —s"— |C-Series. X-Series.
LET, M-Series
saveconfig BEET A ATITRELET, C-Series, X-Series,
M-Series
sbstatus SenderBase 7 =V —®dD A7 —#% |C-Series. X-Series
AEFRRLET,
settime VAT A uy 7 EFETHRE |C-Series. X-Series,
LET, M-Series
showmessage Fa—HNOHWREMED A vt — |C-Series. X-Series
VERRNLET,
showconfig TRTCOREEERTLET, C-Series. X-Series,
M-Series
showrecipients Fa—HNDOA vy E—UEZ[EHEA |C-Series, X-Series
A MAIVE 7213 Envelope From 7
R L 2ARNCERT Dh, TXTD
Ay—UEFRLET,
shutdown VAT LBV hE v LTE |C-Series, X-Series,
WEY0 £9, M-Series
status AT AT —H A C-Series, X-Series,
M-Series
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supportrequest IronPort 1 A% ~— 72 A > |C-Series, X-Series,
t—UEXRELET, M-Series
suspend ZEEREETEHILET, C-Series. X-Series.
M-Series
suspenddel FEA2d x4, C-Series, X-Series.
M-Series
suspendlistener ZEEZTHLET, C-Series. X-Series,
M-Series
systemsetup PO AT NERIE, C-Series, X-Series
tail 0 J 7y A IVOERFES &kt |C-Series. X-Series,
MicRrrLET, M-Series
techsupport IronPort ® # A % ~— ¥ —E A | C-Series. X-Series,
N ATHIT 78 ATES XS |M-Series
WZLET,
telnet UEe—h RAMIEFLET, C-Series. X-Series,
M-Series
tlsverify VE—h KR MIKTDHEE C-Series, X-Series
TLS ##i & ez L, TLS Bt D
MEET Ny 7 LET,
tophosts Fa—DV A ADNEIZ AL FR A |C-Series. X-Series.
MR RLET, M-Series
topin HREEROBDIEIZ EAr DA A+ |C-Series, X-Series,
ERRLET, M-Series
trace VAT LB EIETH A v E—T 0 |C-Series, X-Series.
Tu—%BlLET, M-Series
traceroute VE—h KA R~DFy hTU— |C-Series. X-Series.
7 N—hEFRLET, M-Series
tzupdate A DS = —LZEHFLE |C-Series, X-Series,
3, M-Series
updatenow TRTCOarR—x hEHEH L |C-Series, X-Series,
F7, M-Series
upgrade Tl L—RK&EA A=) L |C-Series, X-Series,
E M-Series
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version VAT LDV 3 EREFR |C-Series, X-Series.
LET, M-Series
who oA rHOa—FDY A N%&FK |C-Series, X-Series,
cLET, M-Series
whoami BHEDO2—YID #F/~rLE7, |C-Series. X-Series.
M-Series
workqueue fE¥F 2 — O —B{E 1k X5 — & % |C-Series. X-Series

ERTFBLOELELET,

# 1212 FTa<wy ROETHEREADNCT DI, comnit T~ REFEITT

LBBERH Y ET,
® 1-2

CLI a< Y F (RENBELZLD)

EITAEE TS v b

cuazvk 56 S A—is

addressconfig AT LATHERTHA—/LD  |C-Series. X-Series.
From: 7 FL 2 %3 & L$7, |M-Series

addresslistconfig 7 RLR URRMEFELET, |C-Series. X-Series

adminaccessconfig Fyv hT—2 77&A YRAL |C-Series. X-Series
ERNF—ua A ERELE
7

alertconfig WI A= T T —hEE L |C-Series. X-Series,
F7, M-Series

aliasconfig BFA—IL A VT A%#E |C-Series. X-Series
LET,

altsrchost Virtual Gateway™ O~ » &' |C-Series, X-Series
TEBRELET,

antispamconfig Anti-Spam R U > —Z @& L | C-Series, X-Series
i j‘o

antivirusconfig Anti-Virus R U v — %3 & LE |C-Series, X-Series
7

bounceconfig N ADEMEEFRE L7, |C-Series. X-Series,

M-Series
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£ 1-2 CLI a7 Y F (ENDERHD) )

bvconfig REA—NOF—REMEZH  |C-Series. X-Series
FEL. E Y 2O HE
FEEBRELET,

certconfig X2 U T 4 OFEAE L X —  |C-Series. X-Series,

SELET, M-Series

clusterconfig 7T AXEMDOREEFEITL  |C-Series. X-Series
F9,

deliveryconfig A—NEEEZHELET, C-Series, X-Series

destconfig [Destination Controls] 7—=" |C-Series. X-Series
NOF T arEFRELET,

dictionaryconfig avFT Uy T 47 a) U % |C-Series. X-Series,
mELET, M-Series

dnsconfig DNS ot > b7 v 7% EL |C-Series, X-Series
\i \?_O

dnslistconfig DNS U X b —tE 2DH R — |C-Series. X-Series
MEFRELET,

domainkeysconfig DomainKeys ®# R — h &g |C-Series. X-Series
ELET,

emconfig RSA Enterprise Manager ®fH |C-Series, X-Series

HEAMEERELET,

encryptionconfig BT AWK EFELE  |C-Series, X-Series
7T

etherconfig A —H Xy FOFEMEZE |C-Series, X-Series,
L%, M-Series

exceptionconfig RA A U BHISNT — TN ERE C-Series, X-Series
LET,

featurekeyconfig MREX—A2 HEIICF = v~ |C-Series. X-Series.
L. BHLET, M-Series

filters A=A g & C-Series. X-Series

incomingrelayconfig |Z(ZV L —%2HELF T, C-Series. X-Series

interfaceconfig A =YXy MNP T KL A% |C-Series. X-Series.
FLET, M-Series
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listenerconfig A= YA F—%FHELET, |C-Series. X-Series

ldapconfig LDAP — &2 ELET, C-Series. X-Series

loadconfig WEZ 7 AN Er—RKLET, |C-Series. X-Series.

M-Series

localeconfig SEEAIGORTMEAEZRE L |C-Series, X-Series
\i \?_O

logconfig 0y 7y AN~DT VA% |C-Series. X-Series,
mELET, M-Series

ntpconfig NTP # A & Yr— %% E L £ |C-Series. X-Series,
4, M-Series

outbreakconfig BT AN EEBELET, C-Series, X-Series

password X7i% HDO/RAT—R&EEHLE  |C-Series. X-Series,

passwd 4, M-Series

policyconfig ZEHHAMETITERFE~—  |C-Series, X-Series
ADORY —EHRELET,

quarantineconfig VAT LADREBE AT L £9, |C-Series. X-Series

reportingconfig LIR—TF 4 VT OFREMEZFH  |C-Series. X-Series.
ELET, M-Series

routeconfig IP V—F 4 7 T—7 V&5 |C-Series, X-Series,
EFLET, M-Series

scanconfig Wt 77A4VvDAF ¥ KU |C-Series, X-Series
V—EHRTELET,

senderbaseconfig SenderBase D#zfiak B4 7% |C-Series, X-Series
ELET,

setgateway T4/ = U= A C-Series. X-Series.
(—%) =RELET, M-Series

sethostname ~ VDA ERELET, C-Series, X-Series,

M-Series

settz a—H AL — kR E |C-Series, X-Series,
LET, M-Series

sievechar RFC 3598 IZHE STV D C-Series, X-Series
Sieve 8 A—/V 7 4 V& ) NG

TOXTFHEHRELET,
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||
® 12 CLI avw Y F (EENBELLD) (#EE)
smtpauthconfig SMTP Auto 7’1 7 7 A /L %3 |C-Series, X-Series
ELET,
smtproutes K72 KA A VERE &2 E  |C-Series. X-Series,
LET, M-Series
snmpconfig SNMP =& E L E7, C-Series. X-Series.
M-Series
sshconfig SSH ¥—%#&E L E7, C-Series, X-Series.
M-Series
sslconfig SSL D% EMZRELET, C-Series, X-Series,
M-Series
stripheaders B9 2 A vE— ~v & — |C-Series. X-Series
ERELET,
textconfig THRAN YUY —RERELE |C-Series, X-Series
‘é‘o
unsubscribe Ja—VEMEEIEY A & |C-Series. X-Series.
EEHLET, M-Series
updateconfig VAT AHEHHNRT A—HF & |C-Series. X-Series
i‘ IJ \i \j_c
userconfig =Y T Hh Lk EAERDFR  |C-Series. X-Series.
AEY —A~O#Ei A EH L E |[M-Series
j_o
last a—WEE, fWE. £721%  |C-Series. X-Series,
HIRELET, M-Series
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= CHAPTER 2

CLI O#tZ

ZOEITX, WONETHRENTHES,
o o= I A H—T7 x4 A (CLI)J (P2-1)
o Ry a<r K] (P2-9)

FJA4A2 43— x4 R (CLD

IronPort AsyncOS D2~ R7 A4 v 4 Z—7 A AL, TronPort 7 7747
VAEREBIONE=ATHLDICHFINTA L ET I T4 TIRAF—T =
AATY, A< FAEANTAHZ L Ta~wr FRRUCHENRE T, Ny FEX
a<wr FOHBEE, 5l (R XA —4%) ZfEELCa~vr FAE2 A LET, 5l
BaEEETIca~vy REANLESGEIE, LERIEREERT LT 7 bR
ERINET,

AvU NI A2 —T A RZiE, SSH $£7213 Telnet D ¥ — B 23 A R—
TMZEEINTNWDIP A ¥ —7 = A AT SSH £ 7213 Telnet £, E7-i1%
U7V AR—=FCHRREZI 2 —Yary V7 a7 2EALCT 78 ATEE
9, THHAFRFOT 7 40 b Tk, BHEA— M2 SSH 5 X O Telnet 235% E S 1
TWET, ZNHDP—ER%ET v —7 T 5%, [Cisco IronPort
AsyncOS Daily Management Guidel ® TGUI TOZDOfOEE) IZiifidn T
V2% interfaceconfig <Y R&EEH L EI,
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VESA4 A48 —T 4R (CL) ~DTF IR

CLI~DT 7R Z, T IF3AT v ADEy N7 v FEHCERIR LS8 5=
IR TERY EF, THHMREOT 740 b 2—FABLIUONNAT — REK
R LET, B¥E. admin =2—V 7H U FETFNCLIICT 7 BATE T,
admin 7V FENLTCa~ry RIA Y AV F—T A AT AL
7292 T, SFIERFALNOMOL—F EIBMTE EJ System Setup
Wizard T, admin 7 7Y FONRAT— REEFT L LT RINET,

admin 74 7 b D/XAY — KX, password 2~ R&EHH LT, fEEDOKRA
THERRETDH I LHLTEET,

A—H %Xy FENHLTERT25E68F, THHWKFOT 74V MIP T RLAD
192.168.42.42 #fiHILCSSH &> v 3 »E 72X Telnet £ v > a2 »ZBAM L &
T SSH X, R— 122 245 L5 ITHRESNLTWVET, Telnet I, A—F
3 2EATLEICHRESNTVET, TRLOL—HHLANRAT—FE AL
£7

U TR AR L TR T D581, A=Y T area—20sr ) Tr
T NAPERENTOWLEER— &AL TRt vy a v 2MmLET,
SRz >\ TiE, [Cisco IronPort AsyncOS Configuration Guide] ® &> b
To7BIORE OEEFSZRLTIEIN, FTRROZ—FHLENZT—FEA
HLET,

TROZ—FLBIORRAT—-RKEADN LT TIA4 T A0l LET,
IBHFEEOTI4HIL N 2—FRENRRXT—F

e =—H4 : admin
¢ /NNRAU— | :ironport

RICHZ R LET,

login: admin

password: ironport

ARV EFA A3 —T 24 ADRELIE

Z 2 TiE. AsyncOS CLI D L—/L3 L OFEIEICHOWTHH L ET,
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[ 2 | |




28

CLI i

avr kK ZFary7k

KEfOa<wy K a7 Mi, BEEMARA MITHEWTKRDY ) F
AR—Z | OTHRINET, RIHZRLET,

pa(ll

cu
afo
N

mail3.example.com>

TTIA T APNEPEREL N L2 T RO —HE LTHRESNTWVD
A, CLIoO7 a7 "R Ebos THEDE— REZRLET, RICHZRLE
ﬁ-o

(Cluster Americas) >

ER S

(Machine los_angeles.example.com) >

FEHIZ W TIX, [Cisco IronPort AsyncOS Advanced Configuration Guidel

[Centralized Management] Z#ZM L T 7230y,

avy REFETTHE, CLLICE Y =2—F oA NBRERINET, CLI B=>—H
DANEFFEL TV DAL, a~vy F ey heLT, Ay=a (1) T

WENTZT 740 EATEDRICKZY () WENFRENET, 7741

DATMER 2 NEGE, a~y R Tar 7 hohy aNizgE <y,

Wizl Rr L ET,

Please create a fully-qualified hostname for this Gateway
(Ex: "mail3.example.com") :
[1> mail3.example.com

FIFINVINRENDHIEEIL., a~ R 77 ol vy alNIicZORENE
RENET, WIHlERLET,

Ethernet interface:

1. Data 1

2. Data 2

3. Management
[11> 1
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T 7 MERENERINDIGAEIZ Return Z# A1T25 &, T 740 Mix AS
L=z ki £,

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> (type Return)

av Y FEX
AU HF 0T 47 T— FTBMEROHE, CLL 2~ > RIS, ZHAR—2

EEOT, BRI A—FLRE LW —a~v RTHAEINET, KRIZH
ZRLET,

mail3.example.com> systemsetup

ERYR B

AN TEDIBEBORBRERH DA, a~r N> TUEE A& U 2 M & H
LET, e 7 b TERTLIESZANLET,

WIZhl R LET,

Log level:

1. Error

2. Warning

3. Information
4. Debug

5. Trace

[31>

Yes/No 7 ) —

yes £72I no AT a b L GE. BMIET 7 40 ME (U y aNER)
AT TCERENET, v N, Yes, /00T No TIRETE E9, RIUT/NILTD
XKalixd v FEA,
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HJavo R

IRY—7

RICH 2R LET,

Do you want to enable FTP on this interface? [Y]> n

aAavy RIZEoTE, 7 a~vr F2ERT HERHY ET, V7 avr RiT
X, NEw, EDIT, B XU DELETE 7R EDmaNdH Y £9, EpiT B LU DELETE DFE
EOLE, Zhboa<wy L, YATATTCRBEESL TS La—FKDY
A MR LET,

WIZhl R LET,

mail3.example.com> interfaceconfig

Currently configured interfaces:
1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

YT a<w s RKNMWEL ALY a< 2y RICRAIZIF. . ZED 7 a7 T Enter £721%
Return # A L E 7,

Y7 a<vr KNTHOTH Ctrl+C F—FR—K va—br Ay bE2FEHLT, <
W BN CLIICR 2 Z ENTEET,
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543
CLIIZ., By a v AATITRTOa~y FOBRBARELET, KiEf#

ALiza~ry ROFETIANERA7a— LT 5I0E, F—HA"—FOTBLWN] D
KEIF—%MFEHT 20, Ctrl+P ¥ — & Ctrl+N F—Z2 At beTHEHA L E7,

mail3.example.com> (type the Up arrow key)
mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

ATy FO#ESE

IronPort AsyncOS CLI (X2~ FHfisEe A — L TCWET, Hoda~vr
ROFEEEBCTEZ AT LT Tab ¥—%2 ANT 5L, CLIKE»T—EBEDav K
DAY IR EENET, ANWLEXTFRa~<y ROFT—E TRV

A, CLILIZZo®y bE TRODAA] £7, RIZBIZRLET,

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, settz

mail3.example.com> seth (typing the Tab again completes the entry with
sethostname)

CLI DJEREB L7 7 4 L OM5EHERE Tl Enter £721% Return # A/JL T~
v RERETHILERDH Y £,

REDEE

T A —VEREETEE B0 kR L7222 5, IronPort AsyncOS (2% 9" 52 T4
WEITZET,

BOEREIT, IROWLBLZAT 5 ETIIADIRY £HA,

AFvT 1 a<w K 787 FTCcommit 2~ RERITLET,
ATFvT 2 commit <V NICHBERANEEZFRELET,
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(E)

CLI T commit LB OMERZZ TR £9°,

MEE SN TOWRVBREISE T LTSN ET A, comnit I~ FFEFT
SNHETIFAMTR A,

AsyncOS DT _RTD I~y KA, comnit 2¥ 2 ROEITEZLTEE T 501 T
HOEFL, EEEZANCTHRNIEEEITOMENSH D a2~ ROBEIZON
TiE, % 1% TAsyncOSCLI 7 A v 27 V77 LA A K| 2B LTLEE
A

CLIEy > arvO)T, VAT LDV vy MUY HEHE), BE, 7212
clear AV Y ROBITIZL YD, EESNTWRWETIZZ U T ShET,

AACLIawUF

RELXEDHE

DBV arTiH, BROHMEEZIFZ VT, ~VT~DT 7 A, BLO=
‘7/1\74’//(/5 T AR TIZHEAT A~y RIZoOWTHHALET,

IronPort 7 7' 7 A 7 AT+ 2R ELE ORIFIIEL, commit 2+ RHAEE
Tt, RELHEDLLIL, commit I~ REANTEHETHIICRY ¥ A,
(EENEEZHDNCT 57201 commit a2~ REFHTILEN 2 Na<w 2 R
HOEHY F9, commit 22 NiE, commit 2~ FEIL clear I~ FR
RBBIZFIT SN TH 5, IronPort AsyncOS (25t L TITh N R E 28 I A &
NET, A PELTHRK25 XFEEFEHTEET, EEARIL. 41 L2X
2T EBICHEREZITROETIE, ESNTZbDE LTROLNEY A,

commit 2¥ > ROEDO I AL O AINIEETT,

mail3.example.com> commit
Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP address
Changes committed: Wed Jan 01 12:00:01 2003
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N

() ZLHEEZEFICHETHICE. BEfioa~vry R a7 Mo TWAH LB
HVET, av R I VBEBO 1 > EOLVIZBEIT ST, 220 0
7"~ CReturn Z AJLE7,

EEEDI VT

clear I <Y RiZ, commit 2~ RFEZIL clear I~V RBRKFZIZRITINT
225 IronPort AsyncOS D% EICK L TITONTEARNERSHNIZZ VT LE
j‘o

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

ARVEFAVAVE—T AR Yy a2 DRT

quit AX Y FZETTHL CLIT 7YV r—varnbuZ7 v FLET,
EINTWRWEREEFITZ V7 EINET, quit 2~ RIEETF A —LEBIEIC
B LERA, 277U NIl 77 A VIZREINET (exit DATIX
quit DA ER L TT),

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose
changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥
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ATV KRSA A3 —T A ATOANILTDRE

help I~ R&F(FT5 &, HAAEERTATO CLI 2~y KHFREN, &
S~ ROMEARNEZBRTXET, nelp 2v > FIF, v F Yoo he
help EANT B0, BRI (2) % | DAS LTEITTE £,

mail3.example.com> help

INYTF AT R

AsyncOS Iy F av» FEXEZHFR— L TWo72d, —#Hd CLI 2a<w > K
AHLON—T CLIRATETTE £, JORBREMAT 5L, ¥ 27 0%
TICRBERA =P AN ZHETE, KATHOREF A7 ZffiBICHELTE %
T, NyF av s FTIE SSHZ 947 FEEHLTa~v R&2)E— T
FTTHZEHTEET, ZAUCEY, CLILa~vr FOAZ V7 Ma{FRL, £
he —BIZBEOT 7I7A4 T ATEITT DI L b TEET,
INLDATY RETTIAT ALK L Ta~vy FaFTT 580 Fikx b
7253720 T, IronPort 7 7T A 7 2 AZH LWEREZ BINT 2 b Tldan
LlIZEELTLIESN,

AsyncOS OHBAED Y U —ATiE, D CLI 22w > NICIFEET LAy F aw
R0 £,

* adminaccessconfig

® aliasconfig

® delivernow

* destconfig

* dig

® domainkeysconfig

* emconfig

® interfaceconfig

* listenerconfig -> hostacess (HAT)

* listenerconfig -> rcptacess (RAT)

® redirectrecipients

® showrecipients

® scanconfig
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® smtproutes
® tlsverify
® tzupdate

® updatenow

Ny F avwy ROITL, HEHATa~vr Rk TERYES, FHT 5=
<Y ROEXOFEMICONTIE, 5 38 [avr K 2356 O%Y%4 25 CLI
OHEEZRL T TZEN,

Ny F a2 Rl
WO TIL, EEHZ 7 NV—70 REDLIST 2MEf &SN E T, &HIZ, D

REDLIST #3748 Y &— THROTTLED (2 BT v, #E4H
Ipossible_spammer.com] A3 EEH /L —FITBEMENET,

DT Vv avi CLI TEITTHEE .

example.com> listenerconfig

Currently configured listeners:
1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F
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Enter the name or number of the listener you wish to edit.

[1> IncomingMail

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
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- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group

2. New Policy

[11> 1

Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.

IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.

Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SB0:12345 are allowed.
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Remote blacklist queries such as dnslist[query.blacklist.example] are
allowed.

Separate multiple hosts with commas
[1> possible_spammer.com

Select a behavior for this entry.

1. Accept
2. Relay
3. Reject

4. TCP Refuse

5. Continue

6. Policy: ACCEPTED
7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED

[1]> 8

Enter a comment for this sender group.

[1>

There are currently 4 policies defined.

There are currently 6 sender groups.
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MU727vara CLINNyF avy RTIEITTIHAE

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible_ spammer.com Policy: “THROTTLED”

example.com> commit
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ZOEITX, WONETHRENTHES,

lAnti-Spam| (P.3-2)

7o F oA nA) (P3-15)

2~ R 54 0&H] (P3-21)

(a7 4Fal—vary 774 LOER] (P.3-26)
722 0EH] (P.3-34)

[RAA 2 F—) (P.3-38)

DNS) (P.3-62)
7B F T 7Ny a—TF 4 7] (P.3-81)
'LDAP] (P.3-166)

[A—VEMEDRE/€=2Y 7] (P.3-185)

Ry NI =% TEE/Fy NU—2 Y —1] (P.3-273)
[Outbreak 7 4 /L% | (P.3-323)

IRV —o%Eh] (P.3-330)

a7 &7 77—k (P.3-431)
[VAR—7 427 (P.3-470)

[SenderBase| (P.3-481)

[SMTP +—bt 20 E] (P.3-484)

(AT LDy b7 v 7] (P3-531)

[ — &8 (P.3-544)

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

) R FDREATF

ATFvF 2

AFvT 3

O RITLICHBAE 1 DL EOFEHAFNRRINTOET, (EWTF ] OB,
DLTFToa~<wy RBHEICOWTOERBARH Y £,

Foavwry RN, 77947 A LT commit a2 REEIT L TCHET H 0B
MNHDHINE DD,

FDOavy RIIFEDE—RN (FF7AZ, JV—7 Flid~vy) TORET
ARED,

Foavwy ReXyFEXTIERITTE B0,

H A RS BR D FEMIZ DUV T, [Cisco TronPort AsyncOS Advanced
Configuration Guidel #ZMH L T 7ZE W,

Ny FRROFEMIZ OV TIE, TCLI o] (P1) 2L T ZIN,

Anti-Spam

ZITR, KO AL ROV THIILET,
e antispamconfig
e antispamstatus
e antispamupdate

* incomingrelayconfig

antispamconfig

'.E_Iullg

BA

BRAE

Anti-Spam RV U —&FHEL T,

a3y bh:ZoavrNEay MUERKETT,
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JSREEE . —pavwr NI, TRTOI L ET—F (T2 E, TLA—7F,

~vy) CTHEHATEET,
RyFa<wryR: Zoavry RNy FERXZYFR—FLTWERA,

&Iz, Ironport Anti-Spam DF%ERZ R L ET,
= 341 antispamconfig : IronPort Anti-Spam D &5E

mail3.example.com> antispamconfig

Choose the operation you want to perform:
- IRONPORT - Configure IronPort Anti-Spam.
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

[1> ironport

IronPort Anti-Spam scanning: Disabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y
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£ 341 antispamconfig : IronPort Anti-Spam DO%E (&)

The IronPort Anti-Spam License Agreement is displayed (if you have not
already accepted it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

What i1s the largest size message that IronPort Anti-Spam scanning should
scan?

[131072]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system. Please note:
you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure IronPort scanning behavior for default and custom Incoming and
Outgoing Mail Policies. This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:
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£ 341 antispamconfig : IronPort Anti-Spam DO%E (&)

- SETUP - Edit IronPort Anti-Spam settings.

[1>

antispamstatus

'.E-IDII:I

BA

Anti-Spam A7 —H# A &R LET,

ERAE

aIy b Zoavr Ricay MEEEIAETT,

PSREEE ZDavwr NI, TRTOI L ET—F (T2 E, TL—7F,
~vy) CTHEATEET,

NyF avw /R Zoavy FigRXyFEXEZSR—FLTWEREA,
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® 3-2 antispamstatus : IronPort Anti-Spam

mail3.example.com> antispamstatus

Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.

- MULTISCAN - Display Intelligent Multi-Scan version and rule
information.

[1> ironport

Component Last Update Version
CASE Core Files Base Version 2.7.1-101
Structural Rules Base Version

2.7.1-101-20091008_ 021703
CASE Utilities Base Version 2.7.1-101
Web Reputation DB Never updated 20050725 000000
Web Reputation Rules Never updated

20050725 000000-20050725 000000

Last download attempt made on: Never

antispamupdate
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il
o

2

ERAE

]

IronPort Anti-Spam /L — /L35 L OBIE 35 CASE 2 R —3 > N ORIKEE Fi %
FH#)CER L E9, IronPort Intelligent Multi-Scan (IMS) 23# 3 % IronPort
Anti-Spam /L—/LEB LW CASE a2 R—F > F bl £4, 72721,
IMS BMEMF 24— FR=F T U F A NL = D AT T,

Zoa<wy RiZaly MMEXRETY,
Zoa~wy RiEvyry BE— R TORFEHTEET,
ZOavwy RNy FEXRESR—FLTWHERA,

% 3-3 antispamupdate

mail3.example.com> antispamupdate

Requesting check for new CASE definitions

incomingrelayconfig

Bl

ERAE

incomingrelayconfig 2 +¥ 2 Nid, EREYV L—HEEEZ A X —T ML THEET
DDA LET, ROFITIE, FTEREY V—HiEL A x—7LICL, 22
DY L—=2BMLTHE, —FHE2EEL, b5~ FHEHIFRLTWET,

a3y bh:Znavr REIay MEENKETT,

PGREER . Z0a<wr NE, T_THOY v FT—F (TR E, TL—7,
~vy) THEATEET,
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NRyF a<wry R Zoavy RERXyFEXLETR— ML THWERA,
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% 34 incomingrelayconfig

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your IronPort appliance is NOT

directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are

configured at your network's perimeter to relay mail to your IronPort
appliance.

Do you want to enable and define incoming relays? [N]> y
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% 34 incomingrelayconfig (&)

Incoming relays: Enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.
- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. CIDR addresses such as

10.1.1.0/24 are allowed. IP address ranges such as 10.1.1.10-20 are
allowed.

IP subnets such as 10.2.3. are allowed. Hostnames such as crm.example.com
are allowed.

Partial hostnames such as .example.com are allowed.
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% 34 incomingrelayconfig (&)

[]> 192.168.1.1

Do you want to use the "Received:" header or a custom header to
determine the originating IP address?

1. Use "Received:" header

2. Use a custom header

[11> 1

Within the "Received:" header, enter the special character or string after
which to begin parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that
contains the originating IP address:

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

Cisco IronPort AsyncOS 7.6 CLI ) 77 L>R 4 F




E3E VR BEM |

% 34 incomingrelayconfig (&)
- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match Received
relay name: IP address: to parse: after: position:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop
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% 34 incomingrelayconfig (&)
Enter the IP address of the incoming relay. CIDR addresses such as

10.1.1.0/24 are allowed. IP address ranges such as 10.1.1.10-20 are
allowed.

IP subnets such as 10.2.3. are allowed. Hostnames such as crm.example.com
are allowed.

Partial hostnames such as .example.com are allowed.

[]> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine
the originating IP address?

1. Use "Received:" header
2. Use a custom header

[1]1> 2

Enter the custom header name that contains the originating IP address:

[1> X-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry
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% 34 incomingrelayconfig (&)
- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match Received
relay name: IP address: to parse: after: position:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 X-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete
1. first-hop: 192.168.1.1
2. second hop: 192.168.1.2
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% 34 incomingrelayconfig (&)
Enter the number of the entry you wish to delete:

[11>1
Incoming relay "first-hop" deleted.

There is 1 relay defined.

FOoFI4ILAR

ZZTE, RO CLI a~wy RIZOWTHAL £,
* antivirusconfig
e antivirusstatus

e antivirusupdate

antivirusconfig

anEA

Anti-Virus R U v — &R E L £7,

ERAE
a3y bh:Z0avrNEay MUMERKETT,
PSREEBE —avr NE, TR_RTO-Ir ET—F (FRE, TA—7F,
~vvy) THEATEET,
NRyF a<wry R Zoavy gy FEXLETR— ML THWERA,
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WOFITIL, antivirusconfig ¥ REMH LT, A7 A LT Sophos U A
WA AFY DA F—=T VL, A L7 T Mz 60 ICHREL TWET,
Ty TTF—=h Y= Ty TFTF— MR, BEOA T Va0 mExy N
ERET HIFEIZ OV TIE, Tupdateconfig) (P.158) &ML T &,

GE) systemsetup 2 NOEITHFIZT A B ABNICRE L2 T285A.
antivirusconfig A¥ Y REHDTHEITTH L X TA B ARHNEBENE RS
NET, 748 AZKICHEFE L2 FUEX, Sophos VA NVA AF v =Py
X7 T ITAT UATA X—=T IR £E A,

® 3-5 antivirusconfig

mail3.example.com> antivirusconfig

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled

Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
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% 3-5 antivirusconfig (#%)

[60]> 60

Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for
default and custom Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

[1>

mail3.example.com>
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Anti-Virus IDE OFFHIOER T
AsyncOS Tix, 7774 T v AMF I a—RLETVFUA LR VT =Fx

(IDE 7 7 A V) OFMBRAT —Z AR TEET, TOFEMERTT DITIE,
antivirusconfig -> detail YT av s R LET, RICHZRLET,

% 3-6 antivirusconfig : IDE OE@AD R R

mail3.example.com> antivirusconfig

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.

[1> detail

Sophos Anti-Virus:

Product - 3.87

Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:
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% 3-6 antivirusconfig : IDE OF@ADER #HE)
'Mkar-E.Ide' Virus Sig. - 23 Dec 2004 01:24:02
'Rbot-Sd.Ide' Virus Sig. - 22 Dec 2004 19:10:06
'Santy-A.Ide' Virus Sig. - 22 Dec 2004 06:16:32
'Bacbanan.Ide’ Virus Sig. - 21 Dec 2004 18:33:58
'Rbot-Sb.Ide' Virus Sig. - 21 Dec 2004 14:50:46
'Rbotry.Ide" Virus Sig. - 21 Dec 2004 06:13:40
'Sdbot-Si.Ide" Virus Sig. - 20 Dec 2004 20:52:04
'0Oddbob-A.Ide' Virus Sig. - 19 Dec 2004 23:34:06
'Rbot-Rw.Ide’ Virus Sig. - 19 Dec 2004 00:50:34
'Wortd.Ide' Virus Sig. - 18 Dec 2004 07:02:44
'Delf-Jb.Ide'’ Virus Sig. - 17 Dec 2004 22:32:08

[...command continues...]

antivirusstatus

i

Anti-Virus 27— % 2% F R LE T,

ERAE

a3y bh:ZoavwrRiiay MEEFAETY,

JGREEE . —Davr R, T _TOYY > E—F (V5 RE, TL—7F,
~vy) THEATEET,
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RyFa<wryR: Zoavry RNy FERXZYFR—FLTHWERA,

%

= 3-7 antivirusstatus

mail3.example.com> antivirusstatus

SAV Engine Version 3.85

IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004

Last IDE Update Mon Oct 18 02:56

Last Update Attempt Mon Oct 18 11:11

Last Update Success Mon Oct 18 02:56

mail3.example.com>

antivirusupdate

Wt
AV ATERE P CIB L E T,

ERAE

Iy ko Coawr Nioa Sy MEEIRETT,

148 2004

144 2004

:47 2004

JGREEE . —Davr R, T _TO~YY > E—F (V5 RE, TL—7F,

~vy) THATEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTHWERA,
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% 3-8 antivirusupdate

mail3.example.com> antivirusupdate

Requesting update of virus definitions

mail3.example.com>

AUk SAVDEHE

2T, O CLI 2wy RIZoWTHBALET,

commit

'.E-IDII:I

BA

ER7AE

commit

commitdetail
clearchanges %721 clear
help £721& h £721%?
quit F£721E q 7213 exit

EEEZHEELET, commit T~ FOHD I AL bDOATNIEETT,

e %47 L

IIGREEH . ZDa~v L N, TRTCHO~Y L T—F (VTAX, TL—F,
~vy) THEHTEET,

NyFavwry R Zoavwy RigRnyTFEXLEZSR—FLTHWEREA,
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® 39 commit

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Changes committed: Wed Apr 13 12:00:01 2005

commitdetail

BA

'.E_Iullg

%R OMEEICRE T 25 RER T LET,

ERAE
aIyb:Zoavr RFiialy MEEFAETT,
IIGREER . ZDa~v N, TRXTCHO~Y Y T—F (FTAF, TL—F,
~vy) THEHTEET,
NRyF aw sy R: Zoa<wy RERAyFEXEFR—FLTWERA,
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® 310 commitdetail

mail3.example.com> commitdetail

Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".

mail3.example.com>

clearchanges F7=I& clear

anEA

ERAE

clear 2~ FlE, commit <2 REIE clear 2~ RBRKBICFHEITINT
225 IronPort AsyncOS D% EICK L TITONTEARNAERSHNIZZ VT LE
j‘o

a3y h:ZoavrFicay MMEIARETT,

JSREEE . —oavr NI, TR_RTOIr ET—F (T2 F, TLA—7F,
v ) CTHEHATEET,

NRyF awrs R Zoavy RigRXRyFELEZTR—FLTHWEREA,
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= 3-11 clear

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7=l& h F¥7=[X ?

'.E_Iullg

BA

help A~ REFTTHE, EHFEARTTOCLI 2~y RBRERIN, &
av s ROBBERHAEZZETEE T help 27 NiE, a~v Y F Far7hT
help EANT D0, B (2) 21 DAL TEITTEET,

ERAE
alyb:Zoavr RFiialy MEEFAETT,
IIGREEH . ZDa~v N, TRXRTCO~Y > T—F (UTAX, TIL—F,
v y) THETEET,
NRyF a<wrs R Zoavy REgRXyFEXLEZTHR—FLTHWERA,
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&

£ 3-12 help

mail3.example.com> help

quit ¥1=(& q F=[Z exit

E L
quit A~¥ Y R&EETTLHE, CLIT UV r—varmbul 7y NLET, il
ESNTOWRWREETITZZ V7 INET, quit 2 v RIEEF A —VEBEIR
B LEYA, BT MIes 77 A VICEEBENE T (exit DASIL,
quit DA ER L TT),

ERAE

a3y bh:ZoavwrRiiay MEEFAETY,

JSREEE . —oavr NI, TR_RTOIr ET—F (T2 E, TLA—7F,
~vy) CTHEHATEET,

NRyF a<wrR: Zoavy RNy FERXE YR —-—FLTHEEA,
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&

& 3-13

mail3.example.

Configuration
changes.

Type 'commit'

quit

com> quit

changes entered but not committed. Exiting will lose

at the command prompt to commit changes.

Are you sure you wish to exit? |[N]> ¥

A 74XxXab—v3y 774 ILDERE

ZIZTiEH O CLL awr RIZOoOWTHBA L E9,

loadconfig

Bl

loadconfig
mailconfig
resetconfig
saveconfig

showconfig

a7 4 Fal—ary Iy NVEa—RLET,

ERAE

a3y bh:Znavwr REIay MEENRKETT,
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JSREEE . —pavwr NI, TRTOI L ET—F (T2 E, TLA—7F,
~vy) CTHEHATEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWERA,

ZOFITIE, HFiLnary g Xalb—ray TrAAEa—AREHINLA
VAR—hLET,
& 3-14 loadconfig

mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file

[1]> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> loaded new configuration file
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ZOFITIE, FiLnar 7 Xal—ary JrAAEkavry N S0 U CHEE
AEY £ (ZAFTT Cul+D 23 L0 ffiFa~vr RBETLET), K
W2, VAT ABREVAYV—FRE2HEHALT, 741V FDOFA ML, IP T FL A,
BEOT 74NV O — b= A ERELEFLET Rtklc, BHEEMBELE T,
% 3-15 loadconfig : il 2

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[1]1> 1

Paste the configuration file now.

Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag </config>. Control-D
is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.

mail3.example.com> systemsetup

[The system setup wizard is run.]

mail3.example.com> commit
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mailconfig

anEA

ERAE

% 3-15 loadconfig : il 2

Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via

systemsetup

IronPort AsyncOS DX EE T A b T DA mailconfig A~ REMEHT L2
LIT& Y, systemsetup IV RTEKRLIZIENYV DU RAT A a7 ¥
L—ay TR eE0T A NETA—NEREELICEETEET,

a3y h:ZoavrFicay MMEIARETT,

JSREEW . —avr NI, TR_RTOIr ET—F (T2 F, TL—7F,
~vy) THEHATEET,

NRyF awrs R Zoavy RigRNyFEXLEZTR—FLTHWEREA,

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

&

& 3-16 mailconfig

mail3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file. Separate multiple addresses with commas.

[1> user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com>

FIHFIREZ2 A — VR v 7 ACEEEZ X B LT, VAT LATHRy NU—7 LIZES
A—VEFETEDL L EMRLET,

resetconfig

B8

BT 77 A4 T A BB LI- & &2, HERET 7 40 MEIZE L2 WiE
BdHY E£T, resetconfig 2~v ¥ NiE, 7T IronPort AsyncOS 7% EfE % H
MREOWHIREIZYV Yy FLET, Z0a~vy FIZEFICHRENTHLT-D, o
=y NEBEITA5H0, REDOMELBRT I2HREDOFEE L TOALMMEHLT
< 7ZEVY, resetconfig I~ ROEITHIZ CLLICHER L THhH
systemsetup ¥ R&EFEITTHI L E2HELEL 9,
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N

(E)

>

g
of

ER7E

resetconfig A¥ Y KX, 7T TA TV ANRF T T4 VIREIZH D & EIZDORE)
fELE 9, resetconfig I~ RMNFETTBH L, systemsetup I ~¥ 2 REFHRE
TTHRITHSTHT I I7A 7 AFABICE T4 VIREIZED £97,
resetconfig A< REFEITTAHHIIE L A —/LVORENFW SN=HE1E.
resetconfig AV NNZET LI EEIEFA—NOERERFHRITENET,

resetconfig AX Y FERITTH L. TRTORY FI—URENEFET
THILMEICRY £, HBEICE->TIE. CLIMSUIMEh, 775347V
[C#EHTHEOIZEALEY—EX (FTP. Telnet., SSH., HTTP. HTTPS)
BFast—TIIZEh., userconfig AN YV FTHERLI-BMOA—Y 7hoo
FOEIREhET, COaATVFIE SUPL A V2= REERTS
M FRETFI4IL LD Admin —F FhO Y FHALEBRKR— L EDOT T4+
INEEREEHERALTCLI ICHEESRTEAVMESREFEALLENTESL,

s §

vh:Zoa<vrFicaly MEEFAETT,

PSREBE: —Dav L NEviry BE— R TORFEATEXET, &b, =
Da<wy Rl Ay KA (a—=¥Ral A4 Lizviy) TORMEATE
¥, Zoa<vr NEFEHTDITE, a—Iv 774V VAT AT 7 EAT
XHMLENHY £,

NyF avw /R Zoavy FigRXyFEXLEZTR—FLTWEREA,

141
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&

saveconfig

'.E-IDII:I

BA

& 317 resetconfig

mail3.example.com> offline

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values?

All settings have been restored to the factory default.

[N]> ¥

saveconfig 2~ R, —BO7 7 A NVAEHEH L Car7 4 ¥l —va v

7 7 A V% configuration 7 A4 V7 M UIZHRIFLET,
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a3y h:ZoavrFicay MMEIRETT,
JSREEE . —avr NI, TR_RTOIr ET—F (T2 E, TL—7F,
~vy) THEHATEET,

RNRyF azwryF: Zoazwy FERNyF Rz R—FLTHEEA,

]

* 3-18 saveconfig

mail3.example.com> saveconfig

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig. [N]> y

The file C60-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in
the configuration directory.

mail3.example.com>

showconfig

'.E_Iullg

BA

showconfig 2~V RIZBIEDORTEZBEIZH T L FE T,

ER7E

s §

vh:Zoa<xr Rioay MEEZIARETT,

IIGREEH . ZDa~v N, TRXRTCO~Y > T—F (UTAX, TIL—F,
~vY) CHEATEET,

NyF awrsF: Zoaxy FEAyFEREZFR— LT EE A,
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&

 3-19 showconfig

ail3.example.com> showconfig

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: IronPort model number Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

DS REZNDEH

ZZTHL KO CLL aw Y FIzo b TR L ET,
e clusterconfig

e clustercheck
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AT R BEH

clusterconfig

&R

clusterconfig A~ KX, 7 7 AXEEORELIBET H-OICHEHLET,
7 T AT/ LT e 2 T clusterconfig % (T L 7oA 1X, BEfF0 7 7
ABZEMT DM, HTLWT T AR EBERT D0ERINTEET,

clusterconfig 2~ RiZiL, ROV T a~vr FRAHABESN TWET,
HIFRE a<w R
KDaA~v L FiE, 77 ZAZIZB L TORWEEIENTE £,

e clusterconfig new <name> : fRE SMNTZABITH LWY 7 A X Z{ER L %
T ZO=TUNE, 07 T AXB LG [Main Group] EMEENDT 7+
NEDYTRE T—T DAL NI ET,

<name> : BT L\W\T T XX DL H,

® clusterconfig join [--port=xx] <ip_ of remote cluster>

[<admin_password>]<groupname> : IOV ET TAZIZEMNMLET,
<ip of remote cluster>: 7 7 AXNDBID~ D IP 7 KL X,

<admin_password > : 7 7 A& @ admin /XA T — R, CCS ZfEiH L T
7T AZEMT HHE.

CONRFA—EEBETLHLEITH Y EEA,
<groupname> : T 2% 7 /V— T DL,
<port> : #HERHTHIVE—hK v~ rDR—bF (F7 48T 22),

® clusterconfig prepjoin print

D<= % CCSHR—MRHETY 7 AXIZHBIMEE D120 DUEEIC
M IERAERRLET,

JFGARE a<w R
WDa<wry Rif, Z7I7AZIZELTWAHEAICERATEET,

e clusterconfig addgroup <groupname> : BT LWVT7 T A X T )L—TFZAERK L
FT, INA—TEA AR EENRNTORNWZEDRETIER SN E T,
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® clusterconfig renamegroup <old groupname> <new_groupname> : 77 A

B ITN—=T DL EEELET,

® clusterconfig deletegroup <groupname> [new_groupname] : 7 TARE T

N—TEHIBRLE T,
<groupname> : HIfRT 227 T A% 7 ) —T D4,
<new_groupname> : LDV IN—T DV U HBMNTDHI T AKX T —

o

70

® clusterconfig setgroup <machinename> <groupname> : ‘7“/3/Z?§)§@‘57‘

N—THHFHE (FFEF) LET,
<machinename> : X ET D~ ¥ D4,

<groupname> : ¥V VU ERETH I N—T,

* clusterconfig removemachine <machinename>: 7 7 A X N5~ v % Hl

PR E9,

e clusterconfig setname <name>: 7 7 AX DARIEFRE SNT-ARICE T
LET,

e clusterconfig list:IREZ T AZIZBL TNATRTCO~YI U EHFERL
ij_o

e clusterconfig connstatus: BfEZ T AZIZEL TWVWDL TR THOY V%
FoRL, Ulrs iz~ v O —T 4 V7 ORMEBEML £7,

e clusterconfig disconnect <machinename> : ¥ ¥ % —BFIJIZ T T A X

LU LET,
<machinename> : I3 5~ > D4,

e clusterconfig reconnect <machinename> : Idisconnect] 2~ Kk -

THEh Wi~ v & oEm Tt LET,

® clusterconfig prepjoin new <serial number> <hostname> <user key>:

CCS R—FRRHATZ ZAXIZEZMTDHLWAR FEEBMLET,
<serial number> : BT B~ DY T AE S,
<hostname> : BT D~ DR A M,
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ERAE

&

<user_key> : [prepjoin print] =< RiZ KXo THREG SN, BINT 5
~»® SSH 2—H F—,

® clusterconfig prepjoin delete <serial_number\hostname>:ﬁﬂﬂﬁ%&
LTHEINTWZARA % [prepjoinnew] =~ RMLHIBRLET, Z
DINTG A —=BPRURIEL72BDX, BTHEARNEZEBMLZWZ LI LESAETR
FTF, FRAMRERICZ FAZIZEMEND &, DA A MO prepjoin 14
WA BERICHIBRS L E T,

aIy b Zoavwy Rizay MREEIRETT,
JIGREEE . ZDav RIZT7AF T— R TORMEATE £,
NRyF awry R Zoavy RgRXyFEXLETR— ML THWERA,

clusterconfig 22 K& Z DA FEOFHBIZOWTIE, [Cisco IronPort
AsyncOS Advanced Configuration Guidel %ML T 72X\,

clustercheck

H- 2]

ERAE

clustercheck A< NiZ, ZFAZNDOTRTHDa L7 4 ¥al—ary F—
AR—=ZNEMENTWAZ L 2R LET,

alIyh:ZoavrNicaIy MMEEIARETY,

JIGREEH . Zpav NiE, TRXRTCO~Y Y F— R (FFRAE, TL—7,
~vy) THEMTEET,

NyFawrs R Zoavwy RigRNyFELEZSR—FLTHWEREA,
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&

clustercheck I RE&ZOMEMAFEOFHBIZONTIL, [Cisco IronPort
AsyncOS Advanced Configuration Guidel %2 L T 7Z X\,

ALY F—
ZZTIE, RO CLI <> RIZOWTHAL £,

¢ domainkeysconfig

domainkeysconfig

H- 2]

DomainKeys/DKIM O %R — h & E L E T,

ERAE

a3y bh:ZnavrREIay MEENRKETT,

JSREEE . —oavr NI, TR_RTOIr ET—F (T2 F, TLA—7F,
~vy) CTHEATEET,

RNRyFa<wryR: Zoavry RNy FEXZYFR—FLTWET,

NyFEKX :EL7O0T774)L

domainkeysconfig D /Ny FIEAIL, BL T v 7 7 A VOFERL, R, 72 13H
PRCfERTE ET,

e DomainKeys/DKIM E4 7' 17 7 A /L DIEM

domainkeysconfig profiles signing new <name> <type> <domain>
<selector> <user-list> [options]
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& 3-20 domainkeysconfig @ L LVEL TO T 7 1 L3IH

3% L

<name> RAA Y a7 7 A D4THI,

<type> RAAL L DEAT, dk F720F dkin TI,

<domain> RALY 7T 7 ANMDRALY 74—V, =
X, DomainKeys 4 D a Z 7 Z B L £7,

<selector> KA FuTZ7ANDELIHE T 4—L R, =
X, DomainKeys B4 D s ¥ 7&K L E T,

<user-list> RAAL v a7z AN a—FOhr~KEy J 2
bo =X, FFEDRKAAL Y T 77 A VEMH
LTCEFA—NZEBALTDILENDLDNE S hEt]
Wrd B72®ic, BFA—/L T FLREDOREIZHER
ENFET, TRXTORAS Y 2—PF L -FHEFBIC
X, Bl —U—FRanl 2EHLET,

[options]

--key_name BT 2 0% X — D4,

--canon DK TEAT 5 & EIHEHT 2EERLT LTY X
Ly BUEYHR—hENTNDH 7T Y XA
simple & nofws CT9%, T 7 4 /v M nofws TI,

--body_canon DKIM TEAT 5 & EITHEMT 2. ALOFERERT

NFY R L, BIEYR—FSRTWE T TY AL
T simple & relaxed T9, T 7 A/ ML simple

‘/G‘j‘o

--header_canon

DKIM TEAT 2 & EIEMTH, ~v ¥ —DiEH
7Y X b, BIEFR—hEShTna7 1Y
A I simple & relaxed CT9, T 7 # /L Mk
simple VC‘TO

--body_length

BHORIFEIHERT 5. BB LIZATOAA b
W, DKIM 72 7 7 A LV TCOHEHLET, ZOfE
X BT LEBAD L Z TRV ET, T
FTEEA SN EEA,
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% 3-20 domainkeysconfig D LNELZ TOT 7L LSIH ()

518

B8

--headers_select

B D~y = BRT D HEERELET,
DKIM 7'm 7 7 A L COREALET, a1,
standard, standard and custom DWT LTI,
all B _NTOIKE~y F—ICBEXTHI LR
Bk L %7, standard i%, Subject, From, To.
Sender, MIME 7% & DREEID~ v & — D HFHITEFK O
By MCBATDHZLEBRLET,
standard_and custom |, BEEID~ vy & —F L
A—PERO Ny =Dty MIBEATDHILEE
WLEY, 574/ T standard TY

--custom_headers

LT O~y F—Da—WiELRE v b,
headers_select 73 standard_and_custom F
2. DKIM 70 7 7 A L CORERLET, 774
LV NMIZEDOE Y T,

--i_tag

BAI L X T EBMTINE I DERELET, 5
TETE AL yes F2lE no T, T 7 #/L bk
yes T,

--agent_identity

2—PELFI—FORDLVIZZIDA Yy E—VILE
4 HNREAD ID, MIEEDOEF A —L 7 F
VATTR, a— A IdEAK L TErENEYE
Ao ZDOT RLAD KA A ERSIE, <domain> £

TXEDY T FAAL L ETDRENRDY EF, Z0
F T a s lE, --i tag DEZE yes ICTREL TN D
BallorEMsnEdT, 774 NI, v—AL
a2 LT, ZDO%IT @ & <domain> ZHEl) T
Rk L7 fE T,

--q_tag

BN q X T HBINTDENE I ERRELET, 8
ETE DML yes F/2lE no T, T 7 4L bk
yes T,

--t_tag

BA c X T EBMTINEI DERELET, 15
TETE AL yes F2lE no T, T 7 #/L bk
yes T,

--x_tag

BRI x X T HBINTENE>ERELET,
ETE AL yes F2lEno T, T 7 %L bk
yes CT7,
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% 3-20 domainkeysconfig D LNELZ TOT 7L LSIH ()
EJE -4 H7L]
--expiration_time BELDRDT HETORMH () T7, DKIM 7'

T7ANTORMERLES, ZOMEIE, BLD x ¥
7L e ETDEIRYET, ZOFT T a T,
--x_tag DIE% yes IZFXE L TWDHEHEIZ O AEH
SNET, 7740 ML 31536000 B (14) TI,
--z_tag B 2 X T EBINTHNEIDERELET,
ETE AL yes F721E no T, T 74V M no
<7,

o BATuT 7 ANDOMRE

domainkeysconfig profiles signing edit <name>
[signing-profile-options]

BELTR T ANDE T a

— rename <name>

— domain <domain>

— selector <selector>

— canonicalization <canon>

— canonicalization <header_ canon> <body canon>
— key <key name>

— bodylength <body length>

— headerselect <header select>

— customheaders <custom_headers>
— itag <i_tag> [<agent identity>]
— gtag <g tag>

— ttag <t_tag>

— xtag <x_tag> [<expiration_ time>]
— ztag <z tag>

— new <user-list>

— delete <user-list>

— print
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— clear

o BAT T A NOHIBR

domainkeysconfig profiles signing delete <name>

o BHTUTFAND—EER

domainkeysconfig profiles signing list

s BAT T 7 ANOFEMMT

domainkeysconfig profiles signing print <name>

o BATUTFANDT AL

domainkeysconfig profiles signing test <name>

o B TuTyANDOE—H) A —DA IR — |k

domainkeysconfig profiles signing import <filename>

e IronPort 7 7 I AT LV ALHIBEL T 77 ANDIAL—DITJ AKR—h :

domainkeysconfig profiles signing export <filename>

e IronPort 7 77 A4 7T AZHDHTRTCDEL T 7 7 4 LOHIE

domainkeysconfig profiles signing clear
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NyFEX :BIETOI771)L

o LW DKIM #¥aE 7" 1 7 7 A L DAER

domainkeysconfig profiles verification new <name>
<verification-profile-options>

% 3-21 domainkeysconfig D FATF AL FF 3>
Sl# Bk
--name DKIM #FE7 v 7 7 A L D4 i,

--min_key_size

ZIFANDE/NF—, HHETZHXF—DEI L 512,
768, 1024, 1536, LN 2048 T (HALITE v
K)o T 74 M s12 TY,

--max_key_size

ZFANDIEBRKRKF—, HETZDLXF—DEI L 512,
768, 1024, 1536, B LN 2048 TF (HALIZE v
K)o T 74/ M 2048 TY,

--max_signatures_num

Ay =TV OR THRIAETE 5 FH ORKRE, E£ED
ERERETEET, 774/ M s TH,

--key_query_timeout

X— 7V —NEA LT T DHETORRE ()
<Y, TEOEHEHEECTCEET, T 74/ M
10 T9

--max_systemtime_dive
rgence

KEHE ORFEE & BGEEE ORFEF & ORICIHFATE 53
FHE () °F, TEOERZEETCEET, 7
7 F v ME 60 T,

--use_body_length

AKLDEZIONRT AL EBHEHTL2NE ) NEIRE
LET, BETEAMHIL yes £-01F no T, T
7 4V M yes T,

--tempfail_action

—R e EEOS AL, SMTP O7 7 ¥ a v & EAT
LET, HHETE AMEIL accept 7213 reject T
T, 774V Mid accept TT,

--tempfail_response_co
de

—B R EENRE LIESE, B SNEA v E—
YO SMTP &2 — R T9, BT AHEIT axx
BROFESTT, T 74/ M 451 TI,
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x 3-21 domainkeysconfig DI TAT 7ML AT 3> (#E)
EJE -4 H7L]
--tempfail_response_tex | @ el 354 Lz h, HHE SR A vE—

t

YO SMTP JEET XA MTH, 7740 M,
[$#4.7.5 Unable to verify signature - key
server unavailable (B4 %*ﬁ%ﬁf% FH A,
F— P =N ONDEFA)] TT,

--permfail_action

KRR EEOLHE L. SMTP OT 7 ¥ 3 v & FAT
LET, HETZ ST accept E S reject C
¥, 7 74V Mid accept TT,

--permfail_response_co
de

KR BENRE LI HE., ER Sz A vEe—
UO SMTP &&= — K TF, fHETE HEI 5xx
EROFZTT, T 74/ M ss50 TI,

--permfail_response_tex
t

KB 7R E NI LG E, EG SN A vy —
YO SMTP JEET ¥ A M TY, 774V M
[#5.7.5 DKIM unauthenticated mail is prohibited
(DKIM RBFAED A — M FEE LS CVWET) ) T
R

o REET 1T 7 A NOFRE

domainkeysconfig profiles verification
<verification-profile-options>

o WEESu T 7 A NLDHIR

domainkeysconfig profiles verification

o MHEORIET T 77 A /VDOIEMIE T :

domainkeysconfig profiles verification

o BFOBGET 07 7 A VO HERIR

domainkeysconfig profiles verification

edit <name>

delete <name>

print <name>

list

l_Cisco IronPort AsyncOS 7.6 CLI Y 27 LR 4 F



| 3% vy K SEH

e O— AN I UICHARIEET AT AN T ANDA R — |

domainkeysconfig profiles verification import <filename>

e IronPort 777 AT VAILHDIMIET O 7 7 A VDA iR— b

domainkeysconfig profiles verification export <filename>

e IronPort 777 AT LV AZH DT X TOMGFERIET 0 7 7 A4 LOHIE :

domainkeysconfig profiles verification clear

NYFER . BAX—
o FHLWEAFXT—DOIER :

domainkeysconfig keys new <key name> <key-options>

* 3-22 domainkeysconfig DE&Z¥— F+ 7 a >

C1E= B

--generate_key WMEX—ZAERLET, HETEXLIXF—OEIIZ

512, 768, 1024, 1536, BL N 2048 T (BN
vy b,

--use_key BEsSN-MEX—2FEHLE9,

--public_key BE SNTZMEX—I BT A —Z2 5 L T
BT 270D 7 5 F, ——generate_key &
FITHEELTWAEHEE, ETHLWVRE S —R4
S, BV TERIZ T HRAM/F—NERE
i‘j‘o

o BHF—OME

domainkeysconfig keys edit <key name> key <key-options>
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s MFOEAFT—DOAMAER :

domainkeysconfig keys edit <key name> rename <key name>

o ARF—ZIEETHITIL

domainkeysconfig keys publickey <key name>

o XF—DHIkR :

domainkeysconfig keys delete <key name>

o TRTOEBELHF—DO—ERR

domainkeysconfig keys list

o EDEAF—ICHT LT XTOMERDE

domainkeysconfig keys print <key name>

e B—IN T UIIHIBLHFT—DAAR— b

domainkeysconfig keys import <filename>

e IronPort 7 7’7 AT LV AZHDBHLFT—DT T AR— | :

domainkeysconfig keys export <filename>

e IronPort 7754 7 2 Al DT XTDEL F—DHIE

domainkeysconfig keys clear
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NYFEK : —FETOT774ILOBE
s TUuTrANDELFT—DHRER

domainkeysconfig search <search text>

Ny FEX : FOo0—N\ILETE

e IronPort 77 F A 7 > A T® DomainKeys/DKIM 0 7' 17— /S L iE DL 5

domainkeysconfig setup <setup options>

BETXAF SV a v iFkD LB TT,

— --sign_generated msgs : VAT ATERINTA vE—VIZELT D
MEIPERELET, BHETE DML yes £721d no TT,

Bl:CLIICKB ALY F—D

glpll

E

IronPort 7 7 Z A TV A LD RAAL v F—%FET HIZiL, CLI T
domainkeysconfig X< REHEHL £,

domainkeysconfig (X, [Mail Policies] -> [Domain Keys] ~— Y NOHEHEZ 3
THATVWET, ZOavwr RTiEH, 70 RAAL 2 F#—DNSTXT L a—
FEAEgdsstbTaEd, 7N FALY F—DNSTXT La— K4k
ROFEHNZ DN T, T 7 RAA Y %— DNS TXT L =— RO{ERL
(P.3-58) =&ML T ZEW,

ZOFEITIR, F—E2AER L, FALY a7 s A VEERLET,
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% 3-23 domainkeysconfig MOl 1

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: O
Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

[1> keys

No signing keys are defined.

Choose the operation you want to perform:
- NEW - Create a new signing key.
- IMPORT - Import signing keys from a file.

[1> new
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Enter a name for this signing key:

[1> NewKey

1. Generate a private key

2. Enter an existing key

[11>

Enter the size (in bits) of this signing key:

1. 512
2. 768
3. 1024
4. 1536
5. 2048
[3]1>

New key "NewKey" created.

There are currently 1 signing keys defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.
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- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.

- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.

- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[1>

Number of DK/DKIM Signing Profiles: 0

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

SEARCH - Search for domain profile or key.

[1> profiles
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Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.

[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[2]1>
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The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in

email headers with the additional provision that they cannot contain a

semicolon. This value becomes the "s" tag of the DomainKeys
Signature.
Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not

immediately available, a key can be entered at a later time.
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Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

[1]> 4

Enter the name or number of a signing key.

1. NewKey

[11>

The canonicalization algorithm is the method by which the headers and

content are prepared for presentation to the signing algorithm.

Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for headers:

1. simple

2. relaxed

[1]>
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Select canonicalization algorithm for body:
1. simple
2. relaxed

[11>

How would you like to sign headers:
1. Sign all existing, non-repeatable headers (except Return-Path header) .
2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To,
Message-I1D, Sender, MIME headers).

3. Sign "well-known" headers plus a custom list of headers.

[2]1>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.
2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

(11>

Would you like to fine-tune which tags should be used in the

DKIM Signature? (yes/no) [N]>
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||
Finish by entering profile users. The following types of entries are
allowed:
- Email address entries such as "joelexample.com".
- Domain entries such as "example.com".
- Partial domain entries such as ".example.com". For example, a partial

domain of ".example.com" will match "sales.example.com". This

sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3IE avwVF:8E0

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

(1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

(1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.
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- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

[1>

mail3.example.com> commit
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BT FAL Y £— DNS TXT La— FOERL

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1
Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

[1> profiles

Choose the operation you want to perform:
- SIGNING - Manage signing profiles.
- VERIFICATION - Manage verification profiles.

[1> signing
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There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.

1. Example

The answers to the following questions will be used to construct DKIM
text
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record for DNS. It can be used to publish information about this
profile.

Do you wish to constrain the local part of the signing identities

("i=" tag of "DKIM-Signature" header field) associated with this

domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no

interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing
DKIM and that unverified email must not be treated differently from
verified email.Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMI;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQODXARUM74DwfO+gqAr309GH1x3yUOLk
XzXBnhfgkdRBXdY7gghx4mbI6NNc5y09nGdGYbH3rR67LnyL/K5cgplyCxi4Rt0SJ1PKZ
cXQjziPKSgxApmtbypm4yT9I3mud4FfLkNzXJ40m71/FSUEWQL4ZUwWp36£V7y+uM+Y96n3
b1RO9WIDAQAB; "

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F




There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

[1>
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Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1
Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

(1>

mail3.example.com> commit

DNS

2T, RO CLL 2wy FIEOWTHRIILE T
e dig

e dnsconfig

e dnsflush

* dnslistconfig

e dnslistflush

e dnslisttest

¢ dnsstatus
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™.

: BEG

dig

&R

ERAE

INYTFER

DNS #— R ETlLa— R &L v 27 v 7 LET

a3y b Zoavwry Rica Iy MREIIARETT,

PSREER . —pavy RE, TRTOYYYy T—R (V53R Tr—F,
~vy) THEATEET,

RyFa<wry R Zoavy RNy FEXREZYFR—FLTHWET,

dig A=Y FONY FEREZFEHT DL, (6RO CLI 2~ ROTXTOHKREE
FITTEET,

e DNSH#—ANETlLa—FRzLy 7y 7 LET

dig [options] [@<dns_ ip>] [gtype] <hostname>

e DNSH—ARET, $HESNZIP T RLRICKT DNy 7T v T E2FETL
i‘a‘@

dig -x <reverse ip> [options] [@<dns_ip>]

bl dig avwy ROy FREXNCHIHAMRER A7 > a . TT,
-s <source ip> XL IP 7 FLAZIBELET,
-t TcP T/ U Z{EK L £,

-u UDP TZ VU EERLET (F 74/ h),
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dns ip : Z® IP 7 KL AT, DNS H— 27V ZFETLET,
gqtype : Z=xTVU XA :A, PTR, CNAME, MX, SOA, NS, TXT,
hostname : L—VORFEEZTLELET,

reverse ip : IP 7 RLAZWIL YT v FLET,

dns ip : Z® IP 7 RV AT DNS H— NI/ = U HEITLET,

Bl
WOBITHE, Vv 7T v 7% DNS Y — & REICEE LTV ET,

mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> (@111.111.111.111 example.com MX

; (1 server found)

; global options: printcmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3

; QUESTION SECTION:

;example.com. IN MX

; ANSWER SECTION:
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mexample.com.

;; AUTHORITY SECTION:

example.com.
test.example.com.

;7 ADDITIONAL SECTION:

example.com. 10800 IN

example.com. 10800 IN

example.com. 300

;7 Query time: 6 msec

IN

10800 IN MX 10 mexample.com.
10800 IN NS
A 111.111.111.111

AAAA 2620:101:2004:4201::bd

A 111.111.111.111

;; SERVER: 10.92.144.4#53(10.92.144.4)

;; WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE «rcvd: 143

Zoavwy REMHTH & EIZ DNS U —N"ZBRICHEE L2 WEEIE, dig
a2 Rk - T Authority £ 7 3 3 > & Additional ¥ 2 ¥ 3 > OfFHRAE D A

ENET,
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dnsconfig

&R

ERAE

DNS Dty N7 v 7ERELET,

a3y bh:ZoavrNEay MUERKETT,

PIGREEHE . Zpavy NI, T RTOY Yy T— K (FFRAF, T A—F,
~vvy) THEATEET,

RNyF awy R Zoavy MRy FBEREYR—FLTHET,

INYTFER

dnsconfig A< KONy FEXZFEHATH L. WD CLLI 2~ ROTRT
DHEREZ FEITTEET,

o T—NN F—h V=N Xy v a2mFHTIH720HD DNS ORIE :

dnsconfig parent new <ns ip> <priority>

a<2 ROFI# :

— <ns_ip>: X—A =D IP T KL A, BEOIP T RL AT ~T
XYlo>THELET,

— <priority>: ZOxT > b U OEEIAN,
o T— X—Lh =N Fx v DY

dnsconfig parent delete <ns_ ip>

o BEDRAAL NMHEHTDZDOOREDNS Fv v =2d

2t
Fi

dnsconfig alt new <domains> <ns_ip>
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AT R BEH

GE) A HF—FybOL—F FX—L F—NEHFHLTWIEHERFEHTEEEA,

o<y ROBI% :
— <ns_ip>: X—A B—ADIP T KL A, EHOIP 7 RLAEH L~ T
K-> THRELET,

— <domains>: RAA DA <KL U R K,
o FEEDRAAL ORI DNS F v v o OHIBR:

dnsconfig alt delete <domain>

o fUH—Fy bDN—F F—L P—REHFHTH72HD DNS OFE :

dnsconfig roots new <ns_domain> <ns_name> <ns_ip>

F— b = RDF¥
— <ns_domain> : fﬁf‘ﬁ LT{%)EH?‘E) RFAA o
— <ns_name> : Fo— I = DL,
— <ns_ip>: Z\\‘_‘A H— XD IP T FL =z,
Y

GE) RAAL NG ERER =2 =R ETDHIET, HTEDORAAL LD D
BREESEDLZENTEET,

o —n H— SO

dnsconfig roots delete <ns_domain> [ns_ name]

GE)  HIBRT 2 & EFIC ns name ZFTE LRV E, YD RAL L DOTRTOFR— A
T SRHIBRS I E TS
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o T RTDODNSHBEDPHE, BLOA v F—%y bDO— |k b—"EfEHY
DI ODY AT 5O BEBERIE

dnsconfig roots

BITED DNS BREDFE R

dnsconfig print

%

F o —HHED DNS Y — N 2id, ROEHRPLETT,

o KFANA

s IPT7TRLZR

o MROHD FAAL Y (REF—DRH)

dnsconfig A Y KT, KD 4 50F7a<wr FefiTEEd,

* 3-24 dnsconfig a7 Y FO¥Javw oK

- 5°4 B7L

new FED FAA ATEMT 28 LW DNS — N E72idm—7
JL DNS #— % BMLET,

delete RV — " FE2iEr —H /L DNS — " ZHIBR L 7,

edit RBEY— FETe — DV DNS —N"2EHLET,

setup A —Fv k jb— K DNS — " F 7z iZa—A /L DNS #—
2D FEXET,
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dnsconfig

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or
would you like

it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 1

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)

[11>

Enter the number of seconds to wait before timing out reverse DNS
lookups.

[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]>

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.
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- SETUP - Configure general settings.

(1>

BED AL DOKE DNS Y—/ D180

BEDOT =N AL ZRE TXTDODNS 72 —TA F—F v | b—
b= RNEHEHTL2LT I IAT U AERETEET,

& 3-26 dnsconfig : {X& DNS H—/\03BM

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
No alternate authoritative servers configured.
Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").

[1> example.com

Please enter the fully qualified hostname of the DNS server for the
domain "example.com".
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& 3-26 dnsconfig : {{& DNS ¥—/\0EM #EHEE)
(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP address of dns.example.com.

[1> 10.1.10.9

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

EDIT - Edit a server.

DELETE - Remove a server.

- SETUP - Configure general settings.

(1>
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MEBDODNS v vva y—N"EHlHTLIICT I IA TV AEHKETEE
j‘o

#* 3-27 dnsconfig : #IH®D DNS ¥+ v 2 —/\DERA

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would
you like

it to use your own DNS servers?

1. Use Internet root DNS servers

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

® 3-27 dnsconfig : #38EH® DNS ¥+ v a ¥—/1\DEAR (&)
2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1>10.10.200.03

Please enter the priority for 10.10.200.3.
A value of 0 has the highest priority.
The IP will be chosen at random if they have the same priority.

[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

Enter the number of seconds to wait before timing out reverse DNS
lookups.
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[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the local DNS cache servers:

1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

NEW - Add a new server.

- EDIT - Edit a server.

DELETE - Remove a server.
- SETUP - Configure general settings.

(1>

dnsflush

3558

DNS % v adnbd_XRCoOZ M) Z 7 VT LET,
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ERAE

alybh: Zoavwr Rica sy MEEIZIARETT,
PSREEW . —pavr NEIviy BE— R TORFEHTXET,
NyFavwyR: Zoavy RNy FERXEFFR—FLTWERA,

]

& 3-28 dnsflush
mail3.example.com> dnsflush

Are you sure you want to clear out the DNS cache? [N]> Y

dnslistconfig

,'E-Iﬂ“‘:

BA

DNS U X N H—ERXDOHYR—  E2RELET,

ER7E

s §

141

vh:Zoavwr REIaIy MEERKLETT,
JIGREER . ZDa~v Nii~vyry E—FTCOREATEET,
NRyFawryR: Zoavry RNy FERXRZYTFR—FLTWERTA,

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F
| 76 | |




* 3-29 dnslistconfig

mail3.example.com> dnslistconfig

Current DNS List Settings:
Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:

- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:

[1800]> 1200

Enter the query timeout in seconds:

[3]1>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds
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*® 3-29 dnslistconfig (%)

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1>

mail3.example.com>

dnslistflush

558

BEDODNS VAN vy vad7T7vyvalEd,

ERAE
alybh: Zoavwr Rica sy MEEIZIARETT,
ISGREBE . “Da~<vy Rid~wyy T— RTORFHTEET,
NRyFa<s /R Zoa<vwy RNy FEXRZSHR—FLTWEREA,
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&

dnslisttest

3558

ER7E

* 3-30 dnslistflush

mail3.example.com> dnslistflush

Are you sure you want to clear out the DNS List cache? [N]> y

DNS List cache has been cleared.

mail3.example.com>

DNS XR—=ZDY A K h—EZXADDNS vy 77 v T %T A MLET,

aIyb:Zoavr RFiialy MEEFAETT,
IJIGREER . ZDa~v Nii~vyr E—FTCOREATEET,
RNRyFawrR: Zoavy RNy FERXZTFR—FLTHERA,
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&

dnsstatus

H- 2]

ERAE

= 3-31 dnslisttest

mail3.example.com> dnslisttest

Enter the query server name:

[1> maild.example.com

Enter the test IP address to query for:

[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.maild.example.com
Result: MATCHED

mail3.example.com>

DNS #FHE#EZZ = L £

aIy b Zoavy RZaly MEIRETT,

JGREGE . pavy Riivwiy B— RTCORFEHATEET,
RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWERA,
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mail3.example.com> dnsstatus

Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime
DNS Requests 1,115 1,115
Network Requests 186 186
Cache Hits 1,300 1,300
Cache Misses 1 1
Cache Exceptions 0 0
Cache Expired 185 185

mail3.example.com>

— N — »
— G EE/ FS TV a—Ta4200)
ZZTiE, RO CLI 27 RIZOWTEaH L E T,
* addressconfig
* adminaccessconfig
e certconfig
e diagnostic

e encryptionconfig

Lifetime

1,115
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e encryptionstatus
e encryptionupdate
e featurekey

e featurekeyconfig
* ntpconfig

e reboot

* resume

¢ resumedel

e resumelistener

e settime

* settz

e shutdown

* sshconfig

e status

e supportrequest

e suspend

e suspenddel

¢ suspendlistener
e techsupport

o tlsverify

e trace

e updateconfig

e updatenow

e version

e upgrade
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addressconfig

&R

ERAE

addressconfig 2~ KiZ, From: 7 RV A ~Ny X —%2RETH-DIHEHL
F9, From: 7 KL ADF/R, 22—, %J:U\]\}/f/%’i’?ﬁfff%iﬁ‘o K2
AVHEET— b oA RAALVCOEREZERRTAZEHTEET, RORK
PLTIE, AsyncOS 12 & > THERR L7z A —/L1Zid addressconfig =~ > K& A
LET,

* Anti-Virus @0

o« NAHLR

o B (notify() BEIWnotify-copy() 7 A LV H DENME)
o [RHEEE (duplicate () 7 4 V¥ DEE)

WOHITIL, WEHD From: 7 L A% Mail Delivery System
[MAILER-DAEMONG@domain] (?77}‘/1/ ]*) /N5 Notifications
[Notification@example.com] (CZEH LF T,

a3y bh:Znavr REIay MEENRKETT,

PIGREEHE . Zpavy NI, T RTOY Y FT—F (492 F%, I r—F
~vvy) THEATEET,

NRyF a<wrR: Zoavy RNy FERXEYR—-—FLTHEEA,
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&

% 3-33 addressconfig

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.
- BOUNCEFROM - Edit the bounce from address.
- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address

["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address

[MAILER-DAEMON] > Notification
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Do you want the virtual gateway domain used for the domain? [Y]> n

Please enter the domain name portion of the "notify from" address

[None] > example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

NOTIFYFROM - Edit the notify from address.
- QUARANTINEFROM - Edit the quarantine bcc from address.

[1>

adminaccessconfig

H- 2]

XYy hNT—7 TR VA NERF— 0l A4 HRELET,
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ERAE

INYTFER

a3y bh:Znavwr REIay MEENRKETT,

IPSRBEER . —pavy NE, TRTOYY Y T—R (U592, TLr—7F,
~vy) THEHATEET,

RNRyFa<wry R Zoavry RNy FERXZYFR—FLTWET,

adminaccessconfig 2~ KONy FEXEHEHT L L, EkD CLI =~ K
DT R TOWRELZ FATTEET,

o TRTOIPT RVARLT 7 BAZFHAT L, HEDIPT LA/ HT
Ty MBS T 7 2 R Z IR 5 H O 3R

adminaccessconfig ipaccess <all/restrict>

o HLWIPT FLRA/HT xRy b/ HBHODIEMN

adminaccessconfig ipaccess new <address>

o WMHFEDOIPT FLA/V TRy b &IHOHRE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>

e MEFEDOIP 7 RLA/H T %y b/ #BHOHIFR

adminaccessconfig ipaccess delete <address>

e IPT7 NLA/Y T xRy MNEHOU X Mo

adminaccessconfig ipaccess print
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o BEFEOTRTOIP 7 RLA/Y Ty M/ #HPHOHI K

adminaccessconfig ipaccess clear

e s Ay NF—DHT

adminaccessconfig banner print

o TTIATUVALZHD T 7 ANMLDORT A NF—DA iR — k

adminaccessconfig banner import <filename>

o BEfFEDOT T A v NF—DHIR

adminaccessconfig banner clear

Bl: 2y b= 7oA VX FDRE

BIA—NEX2 T 4 TTIAT VAT VAT H2—FDIPT RL 2%
HMETEES, 2—FiF, ERXLETZ7ERXRVRAMDIP T FLAZFOTAT
D=, TTFIAT VAT VEATEET, Ry hU—2 78R Y
AN EAERT DL, IP T FLA, 7%y b, £/21E CIDR 7 KL A Z4RE
TEET,

AsyncOS Ti, BIEDO~T VD IP T RLABRRXy RU—27 T 7R YA RN
EENTWRNWEAICESEZRRLET, BITEO T O IP 7 FLANY X b
WZIRWGE, BFEE2a3y MNTALT T IAT VAT 7 BATE <20 F

7

WOBITIX, T I7AT LV ANDRYy NI —T TI7EAZ3IOOIP T KL A
Ty MZHIRL E7,

® 3-34 adminaccessconfig: &y k77— 79X UR +

mail3.example.com> adminaccessconfig
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= 3-34 adminaccessconfig: #v k77— 77X VX + (&%)
Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative
interface.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative
interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.

[1> new

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F
88 [
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Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:
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= 3-34 adminaccessconfig: #v k77— 77X VX + (&%)
1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.2.2

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

3. 192.168.2.2

Choose the operation you want to perform:
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= 3-34 adminaccessconfig: #v k77— 77X VX + (&%)
- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1>

Warning: The host you are currently using [192.168.8.126] is not included
in the User Access list. Excluding it will prevent your host from
connecting to the administrative interface. Are you sure you want to
continue? [N]> n

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
2. 192.168.255.12

3. 192.168.2.2

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new
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= 3-34 adminaccessconfig: #v k77— 77X VX + (&%)

Please enter IP address, subnet or range.

[1> 192.168.8.126

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
2. 192.168.255.12
3. 192.168.2.2

4. 192.168.8.126

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

(1>

Current mode: Restrict.

Please select the mode:
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= 3-34 adminaccessconfig: #v k77— 77X VX + (&%)

- ALL - All IP addresses will be allowed to access the administrative
interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

[r>

Bl: 2y NU—2 T27E8RA JANORE

—HH SSH, Telnet, FTP, £/2ix Web Ul b A 35L& Tnrg
URF— | EIEEIND A vE—UREREIND LT, BT AL XY
TA T ITIATVARHRETEET, vl A N F— %, CLITrS Ay 7R
VT ROEEICFEREN, GUI TR Ay a7 hOARICEREND T A
A< A RAAHRIRTHFARNTT, a /A NF—2FHLT, NEHOoEX=
FAFREFNIT TIA TV ADNA N I F 4 AT 50HA2FERTE
F9, ERE TTIAT U AOEFEA AT AR AERC, 22—
YRT T T7AT 2 AT L TT o e BB 2 iR 5 REOWHEFNCEE T 5 5HH 7
HEXEERTEET,

g4y AN F—=E, 80x25 Dy Y —LIZINE D X D ITHK 2000 SCFEIZR o
TWET, v A2 XF—id, 777 AT AD /data/pub/configuration
T4V MNIIEHDT AN A= TEET, XF—%FERLEL, &
FEmELET,

WOFITIX, 77747 RIZu A > »3F— [Use of this system in an
unauthorized manner is prohibited) ZiBMML £,

# 3-35 adminaccessconfig : /78— J X
Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative
interface.

[]1> banner
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% 3-35 adminaccessconfig : /3F— UR kb (#E)

A banner has not been defined.

Choose the operation you want to perform:
- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.
Use of this system in an unauthorized manner is prohibited.

D

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

(1>
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certconfig

&R

ERAE

X2V T4 OFRRAFELF—EZRELET,

asyh:Z0a<wr NIz Iy MEERKLETT,
PIGREEHE . Zpavy NI, T RTOY Yy T— K (FFRAF, T A—F,
~vvy) THEATEET,

NRyF a<wr R Zoavy gy FEXLETR— ML THWERA,

Bl : REBAEDREY (31T

OB TIL, FFAELE X —ZAE0MIT D2 LI Lo TEFHAEEZ A VA b—JL
LEJ,

% 3-36 certconfig : REBAEDRLY (1

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate
Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

[1> certificate

List of Certificates

Name Common Name Issued By Status
Remaining
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% 3-36 certconfig : SEIBAEDRY 1+ (&\E)
Demo Cisco Appliance Demo Cisco Appliance Demo Active
3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):

MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwWgaAxCzAJBgNVBAYTA1BUMRMWEQYD

VQQIEwWpRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk51dXJv

bmlvLCBMZGEUMRgwFgYDVQQLEwIEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMTY

dXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X

DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAzZNDIOM1lowgaAxCzAJBgNVBAYTA1BUMRMw
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% 3-36 certconfig : SEAEBDRY 11+ (&)

EQYDVQQIEwWpRAWV1bnNsYW5kMQ8wDQYDVQQOHEwWZMaXNib2ExFzAVBgNVBAOTDk51
dXJvbmlvLCBMZGEUMRgwFgYDVQQLEW9EZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1lk jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqltjVHOK3DVPK71TcSGE tUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFQPEKF jk6T6CKTHvaQeEAsX0/8YHPHQH/ 9AnhS jrwuX

9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,

Lda.,OU=Desenvolvimento,CN=brutus.partner.com, emailAddress=admin@example.
com

Paste private key in PEM format (end with '.'"):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzz1lmC5beaQXeQ
2RmGMTXU+mDvuqItjVHOK3DVvPK71TcSGEftUCAWEAAQJIBAL jkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/s0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d761UNgAAV8djGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbg20ptOCnM7hAiEA6Xi3JIQECob8YwkRj29DU3/4WYD7

WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
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% 3-36 certconfig : SEAEBDRY 11+ (&)

6/5B8J0GHAJg8 9FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n

List of Certificates

Name Common Name Issued By Status

Remaining

partner.c brutus.partner.com brutus.partner Active 30 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active

3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate
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% 3-36 certconfig : SEAEBDRY 11+ (&)

- PRINT - View certificates assigned to services

[1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate
Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

(1>

esxl6-esall.ga> commit
Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https

Bl : B CEAREIEDIER
ROBITIE, BOBLIERAEEERLET,
& 3-37 certconfig : ECEARAED/ER

mail3.example.com> certconfig

Choose the operation you want to perform:
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* 3-37 certconfig : BECERAMARDERE (HrE)

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate
Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

[]> certificate

List of Certificates

Name Common Name Issued By Status
Remaining

partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired
-4930

days

Demo Cisco Appliance Demo Cisco Appliance Demo Active
3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
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* 3-37 certconfig : BECERAMARDERE (HrE)
[1> new
Enter a name for this certificate profile:

> example.com

Enter

Common Name:

> example.com

Enter

Organization:

> Example

Enter

> Org

Enter

> San

Enter

> CA

Enter

Organizational Unit:

Locality or City:

Francisoc

State or Province:

Country (2 letter code):
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* 3-37 certconfig : BECERAMARDERE (HrE)

Duration before expiration (in days):

[3650]>
1. 1024
2. 2048

Enter size of private key:

(21>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAwaDELMAkGA1UEBhMCVVMxFDASBgNVBAMTC2VAYW1lwbGUuY29t
MRYwWFAYDVQQHEwW1TYW4gRnJhbmNpc29jMRAWDgYDVQQOKEwd1leGFtcGx1MQswCQYD
VOQIEwJIDQTEMMAOGALIUECxXMDb3JnMIIBIjANBgkaghkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HArN9V2MPKXoLq7F3zUtiIDwznElrKIuJovw
Svonle6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qr7rzM41AQKHM+P61+1ZnPU
POSNIRCkLP4XsUuyY6CalWLTiPIgag2fR8Y0JX/kesZcGOgldeb6pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/ fnSujG4nhF0Z2G1l0pVUx4£g33NwZ4wV10XBk3GrOjbbA

ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
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* 3-37 certconfig : BECERAMARDERE (HrE)

kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJK0ZIhvcNAQEFBQADggER
AGiVhyMAZuHSvIOyAO08kJICmrgO89yR1InNDUXDDo6IrODVKx4hHTi0anOPulnsThSvH
7xV4xR35T/QVOU3yPrL6bJbbwMySOLIRTjsUcwZNJOE1xMMSEKBM2BOI5rs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Iuj+EgqWNrRBNNKXLTdXkzhELOd8vVZEQSAfBWyjZ2mECzC7SG3evakw/OGLk
Ai11NXHayiGjeY+UfWzF/HBSekSJtQubohIv6JpBSY/MnYU4t11ExgD+GX31lrudxcsd

zDas2rS/Pbpn73LE503nmsw=

List of Certificates

Name Common Name Issued By Status
Remaining
example.c example.com example.com Valid
3649 days

partner.c Dbrutus.partner.com brutus.partner.com Valid

Demo Cisco Appliance Demo Cisco Appliance Demo Active
3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI
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|
* 3-37 certconfig : BECERAMARDERE (HrE)
- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate
- DELETE - Remove a certificate
- PRINT - View certificates assigned to services
(1>
diagnostic

'.E_Iullg

BA

diagnostic @2~ Fi&X, RAID T4 A7 DF = v 7, Fv v aBBOFTB L
K7 VT, oA=L =L DRROT A MTHEALET,

diagnostic 2 <> FO#EH

diagnostic M7 A =a—Tlk, WOa~v>r FEHTEET,

& 3-38

diagnostic 4 7a<v > F

AFvay

HJavwo K

FRASEY T+«

RAID

1. 7 A7 WRED EAT

C30 B LT C60 T DA FHE,

PRES L P AR
74

3.7 4 AU MRAEAE R DFE
R

NETWORK

FLUSH

C-Series, X-Series. M-Series

ARPSHOW

SMTPPING

TCPDUMP
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ERAE

INYTFER

alyb:Zoavr RiZaly MEEIARETT,

JIGREEGE . T pa~vy Niiviy BF— RTOREATXFES, 512, =
DavwrRiZual A4y KA (—=FRarsfrLizvyy) TORFEHTE
¥, Zoavr REEHAT20E, v— I T7 A0 VAT ATV EAT
XDOMENRHY T,

RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWET,

diagnostic 2~ ROy FIEREMH 35 L RAID ODREDOF = v 7|
FrviaDsZ U7, ARP v v aDNEDEREFEITCTEXES, NvF o
vV RELTHEITTHICE, ROBLEEHLET,

e RAID ODREDTF = v 7

diagnostic raid

e LDAP. DNS. BXUARP ¥¥ v 2027 U7

diagnostic network flush

* ARP F v v v a2 DFIR

diagnostic network arpshow

#l: ARP v v a1DRREVVYT

WOFITIL, diagnostic 2~ FZFEH LT, ARP ¥ v v v 2 DNEEZERT L,
Fy =7 ICET TR TOF Y v a2t 7Ty LET,
& 3-39 diagnostic

mail3.example.com> diagnostic
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% 3-39 diagnostic (#%)

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- SMTPPING - Test a remote SMTP server.

[1> arpshow

System ARP cache contents:

(163.17.0.1) at 00:02:bl:cf:10:11 on fxpO0 [ethernet]

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- SMTPPING - Test a remote SMTP server.

[1> flush
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% 3-39 diagnostic (#%)
Flushing LDAP cache.

Flushing DNS cache.

Flushing DNS List cache.
Flushing system ARP cache.

163.17.0.1 (163.17.0.1) deleted

Network reset complete.

Bl : BDA—IL —i\E DEFRDIREE
WOBICIL, diagnostic =~ REMAL TRHID A — /L $— L OERiE T = v
JLET, AN P —NETRARTHITE, P—RNHLTAvE—VEEE
T B0, ping #FEITLET,
% 3-40 diagnostic: SMTPPING

mail3.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.
- NETWORK - Network Utilities.

[1> network

Choose the operation you want to perform:
- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.
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% 3-40 diagnostic: SMTPPING (&)

- SMTPPING - Test a remote SMTP server.

[1> smtpping
Enter the hostname or IP address of the SMTP server:

[mail3.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]>y

Select an MX host to test.
1. dl.mail.com

2. d2.mail.com

3. mail.com

[1]1> 3

Select a network interface to use for the test.
1. Data 1

2. Data 2

3. Management

4. auto

[4]1> 3

Using interface 'Management' with source IP 168.18.0.220.
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% 3-40 diagnostic: SMTPPING (&)

Do you want to type in a test message to send? If not, the connection
will be tested but no email will be sent. [N]>n

Starting SMTP test of host mail.com.
Resolved 'mail.com' to 166.11.0.6.
Connection to 166.11.0.6 succeeded.
Command EHLO succeeded

Command MAIL FROM succeeded.

Test complete. Total time elapsed 0.01 seconds

encryptionconfig

ERAE

BT AL ERE LT

a3y bh:ZnavrREIay MEENRKETT,
JSRBER . Zpavy NEIvyy T— RTCOMEHTEET,
NRyF awrs R Zoavy RigRNyFEXLEZSTR—FLTHWEREA,
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&

WIZ, Wb 7 a7y A NVEERT 562 RLET,
% 3-41 encryptionconfig

example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]> y

IronPort Email Encryption: Enabled

Choose the operation you want to perform:
- SETUP - Enable/Disable IronPort Email Encryption
- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
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x 3-41 encryptionconfig (#%)
[1> profiles
Proxy: Not Configured
Profile Name Key Service Proxied Provision Status
- T —

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:

[1]1> 1
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x 3-41 encryptionconfig (#%)

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes

Envelope sensitivity: High

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Text notification template: System Generated
HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Choose the operation you want to perform:
- NAME - Change profile name

- EXTERNAL - Change external URL

ALGORITHM - Change encryption algorithm

- RECEIPT - Change return receipt handling
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x 3-41 encryptionconfig (#%)

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

[1> sensitivity

1. Medium (password required to open envelopes, but credentials may be
cached)

2. High (password required and passphrase enabled, and credentials may
not be cached)

3. No Password Required (The recipient does not need a password to open
the encrypted message.)

Please enter the envelope sensitivity level:

[2]> 1

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes

Envelope sensitivity: High
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x 3-41 encryptionconfig (#%)

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Text notification template: System Generated

HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- RECEIPT - Change return receipt handling

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting
- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
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x 3-41 encryptionconfig (#%)
- BOUNCE_SUBJECT - Change failure notification subject

[1> forward

Would you like to enable "Secure Forward"? [N]> vy

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes

Envelope sensitivity: High

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Text notification template: System Generated
HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Choose the operation you want to perform:
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x 3-41 encryptionconfig (#%)

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- RECEIPT - Change return receipt handling

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

[1>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned
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encryptionstatus

&R

ERAE

%

encryptionstatus 2<% RiX, I[ronPort E A — /N X2 UT 4 TFT7A47T
AEOPXExXTY VU E RAL LV v BT T7AANDNR—=TV g bariR—x
VIR RRBICES SN AR R R LET,

alybh: Zoavwr Rica sy MEEIZIARETT,
ISGREBE . “Da~<vy Rid~wyy T— RTORFHTEET,
RNRyFawry R Zoavy RNy FERZTFR—FLTHWERA,

& 3-42 encryptionstatus

mail3.example.com> encryptionstatus

Component Version Last Updated
PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)
Domain Mappings File 1.0.0 Never updated

encryptionupdate

'.E-IDII:I

BA

encryptionupdate 2 <2 Ni&, IronPort EF A — /v X2 VT4 TFXI7A4T
ALDOPXE = VU OBFEATERLET,
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ERAE

]

featurekey

anEA

ERAE

alybh: Zoavwr Rica sy MEEIZIARETT,
PIGRRER . Cpa~vy NiEvyy BE— R TORFEHATEET,
NyFavwyR: Zoavy RNy FERXEFFR—FLTWERA,

#* 3-43 encryptionupdate

mail3.example.com> encryptionupdate

Requesting update of PXE Engine.

featurekey 22 Klit, VAT A ETHF—IZL o TAF—T N> TWNWHT
RTOWREE X —ICBETAEREFR I LET, T/, F—Z2FEH L THEELHR
LY, HLVKREX— %2 F v 7 L0 T 52 &b TEET,

a3y bh:ZnavrREIay MEENRKETT,
PSREEBE: —pavr NEviry BE— RN TOLFHTXET,
NRyFa<wry/R: Zoa<vwy KRNy FEXRZSR—FLTWEREA,
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® 3-44

mail3.example.com> featurekey

Module Quantity Remaining
Bounce Verification 1 30 days
2006

IronPort Anti-Spam 1 28 days
2006

Incoming Mail Handling 1 28 days
2006

Virus Outbreak Filters 1 28 days
2006

Sophos Anti-Virus 1 28 days
2006

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

— CHECKNOW - Check now for new feature keys.

[1> checknow

No new feature keys are available.

Expiration

Fri

Thu

Thu

Thu

Thu

Jun

Jun

Jun

Jun

Jun
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featurekeyconfig

&R

featurekeyconfig 2 RTCiX, fEAAEERF—DF v u—FKLtwv v ED
F—OEFEAHNICITI OV ERETEET,

ERAE

a

vh:Zoa<wr Fiialy MEEBSKLETT,

PGREBR . Z0a<wr NE, TR_THO~I v FT—F (TR E, TL—7,
~vy) THEATEET,

RyFa<wryR: Zoavy RNy FERXZYFR—FLTHWERA,

141

%

Z O T, featurekeyconfig 2~ RZ&fEH L T autoactivate 33 LN
autocheck #BE% A r— 7 WMIZ LE T,

& 3-45 featurekeyconfig

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
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ntpconfig

EiEA

& 3-45 featurekeyconfig (#i%)

Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.

[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y

Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.

- AUTOCHECK - Toggle automatic checking for new feature keys.

[1> autocheck

Do you want to periodically query for new feature keys? [N]> y

Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled

ntpconfig A< RTIL, *v hU—27 ¥ AL 7 h=zb (NTP) ZfEH LT
VATAIayEMOa s a—2 LET 5 K 912, IronPort AsyncOS %
BRELET, NTP 24 712T HIT1F, settime I~ REHEALET,
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ERAE
a3y h: Zoa<wrRciday MEERKLETT,
JGREER . —Dav L RE, I R_RTOYY Yy T—F (VTR E, TA—7,
~vy) THEHATEET,
RNRyF azwryF: Zoazwy FERNyF Rz R—FLTHEEA,
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& 3-46 ntpconfig

mail3.example.com> ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:
- NEW - Add a server.
- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1> new

Please enter the fully qualified hostname or IP address of your NTP
server.

[1> ntp.example.com

Currently configured NTP servers:
1. time.ironport.com

2. bitsy.mit.edi

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

& 3-46 ntpconfig (=)

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select
its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

4. PublicNet (172.19.2.11/24: elroy.run)

[1]1> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
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& 3-46 ntpconfig (&)
- NEW - Add a server.
- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Changes committed: Thu Mar 27 15:01:27 2003

reboot

g&

BA
TTIAT AR EEE LET,

ERAE
aIyb:Zoavr RFiialy MEEFAETT,
IJIGREER . ZDa~v Nii~vyr E—FTCOREATEET,
NyF avwrRF: Zoavy Ry FEXREZTR—FFLTWERA,
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&

= 3-47 reboot

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...

Mail delivery suspended.

resume

'.E-IDII:I

EA
LEAF R LET,

s
Gy

ERAE
alyb:Zoavr RFiialy MEEFAETT,
JIGREER . ZDa~v Nii~vyry E—FTCOREATEET,
RNRyF awryRF: Zoavy RNy FERzPR—FLTWEEA,
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&

resumedel

H- 2]

ERAE

= 3-48 resume

mail3.example.com> resume

Receiving resumed.
Mail delivery resumed.

mail3.example.com>

PSR LEd,

a3y bh:ZDavwr Riialy MEEFAETT,
PSRFEE . Cpavy NiE<wv Yy T— RTCOAFEHTEET,
NyFavwrvR: Zoavy RNy FERXEFFR—FLTWERA,
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&

® 3-49 resumedel

mail3.example.com> resumedel

Mail delivery resumed.

resumelistener

,'E-Iﬂ“‘:

EA
U AF—TORZFEEHHLET,

ER7AE

a3y h:ZoavwrNicay MUYEFIARETT,
JIGREER . Zpa~v Nii~vyry E—FTCOREATEET,

NyFavsrsR: Zoavy FEnNyFEREYR—FLTWEREA,

141
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&

settime

503

ERAE

£ 3-50 resumelistener

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

settime 2~ RTIX, NTP — & #EH L TR WA ICELZ 2 T8 TR T
TEFET, Z0Oavwr FEHETTHE. NTPAEIELTRE#TUVAT A 72y
JEBRETDINE I pFRONET, XX mM/pD/YYYY HE:MM:SS DOTERTA
FLET,

a3y bh:ZDavwr Riialy MEEFAETT,
PSGRFEE . Cpavy Ny T— RTCoOAFEHTEET,
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RyFa<wryR: Zoavry RNy FERXZYFR—FLTHWERA,

%

= 3-51 settime

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y

Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.

settz

i

O—HN ALY —EBELET,
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ERAE
a3y bh:Znavwr REIay MEENRKETT,
JIAZEHE: ZDavY FiE, TRTCOYYY E—=F (FT7RZ, TN—7T,
~vy) THEHATEET,
NRyF avwryR: Z0oa<vry RNy FEXEZSR—F L TWWEREA,
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&

£ 3-52 settz

mail3.example.com> settz

Current time zone: Etc/GMT
Current time zone version: 2010.02.0

Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1> setup

Please choose your continent:
1. Africa

2. America

11. GMT Offset

[21> 2

Please choose your country:

1. Anguilla

45. United States

46. Uruguay
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shutdown

H- 2]

*® 3-52 settz (%)
47. Venezuela

48. Virgin Islands (British)
49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)

21. Pacific Time (Los Angeles)

[21]> 21

Current time zone: America/Los_Angeles

Choose the operation you want to perform:

- SETUP - Set the local time zone.

[1>

VAT AEVYy MUY LTEREZYD 9,
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ERAE

]

sshconfig

558

ERAE

alybh: Zoavwr Rica sy MEEIZIARETT,
PIGRRER . Cpa~vy NiEvyy BE— R TORFEHATEET,
NyFavwyR: Zoavy RNy FERXEFFR—FLTWERA,

% 3-53 shutdown

mail3.example.com> shutdown

Enter the number of seconds to wait before abruptly closing connections.

[30]>

System shutting down. Please wait while the queue is being closed.

Closing CLI connection.

Use the power button (in 30 seconds) to turn off the machine.

SSH ¥ —Z®&EL £,

a3y bh:Z0avrNEay MUERKETT,
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JIGREER . ZDa<v LRI 728 T— R ToOREHRATE T,
NRyF awrs R Zoavy RigRXRyFEXLEZTR—FLTHWEREA,

TOFTIX, admin 7V 2 M L THLWARBREF—NA VX b—LENE
7,

% 3-54 sshconfig : TAdminl ZA Y FOFLWARAF—OS VR F—)L

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

- SETUP - Configure general settings.

[1> new

Please enter the public SSH key for authorization.

Press enter on a blank line to finish.

[cut and paste public key for user authentication here]

Currently installed keys for admin:
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= 3-54 sshconfig : TAdmin] 7H Y FOH L LVARF—DA VX F—)L

1. ssh-dss AAAAB3NzaClkc3MAA...CapRrgxcY= (admin@example.com)

Choose the operation you want to perform:
- NEW - Add a new key.

- EDIT - Modify a key.

DELETE - Remove a key.
- PRINT - Display a key.

[1>

SSH1 OF7 1+ t—7J )Lt

SSH1 #5 4 &—7 /v (F7=1F34 *—7 V) IZT25I121E. sshconfig 2~ KD
setup M7 a~r R&EERH L E9,

% 3-55 sshconfig : SSH1 D414 X—T )L/ 71 &—T 1L

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings.

[1> setup
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% 3-55 sshconfig : SSH1 O4 R—T LI T4 E—TE FE)

Choose the operation you want to perform:
- DISABLE - Disable SSH vl

[1> disable

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings

(1>

mail3.example.com> commit

status

H- 2]

VAT A AT —HAEERLET,

ERAE

Ay h: ZOavwrNicaIy MUYEEIARETY,
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JOGREGE . Zpavy Riivwiy B— RTCOREHATEET,
NRyF awrs R Zoavy RigRXyFEXLEZTR—FLTHWEREA,
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® 3-56 status

mail3.example.com> status

Status as of:

Up since:

Last counter reset:

System status:

Oldest Message:

Counters:
Lifetime

Receiving

Messages Received
62,049,822

Recipients Received
62,049,823

Rejection

Rejected Recipients
3,949,663

Dropped Messages
11,606,037

Queue

Soft Bounced Events
2,334,552

Thu Oct 21 14:33:27 2004 PDT

Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)

Never

Online

4 weeks 46 mins 53 secs

Reset Uptime
62,049,822 290,920
62,049,823 290,920

3,949,663 11,921
11,606,037 219
2,334,552 13,598
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® 3-56 status (&)

Completion

Completed Recipients
50,441,741

Current IDs

Message ID (MID)
99524480

Injection Conn. ID (ICID)
51180368

Delivery Conn. ID (DCID)
17550674

Gauges:

Connections
Current Inbound Conn.
Current Outbound Conn.

Queue
Active Recipients
Messages In Work Queue
Messages In Quarantine
Kilobytes Used

Kilobytes In Quarantine

Kilobytes Free

50,441,741

Current

14

7,166

16,248

387,143

338,206

39,458,745

332,625
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® 3-56 status (&)

mail3.example.com>

supportrequest

Bl

ER7E

Bl

IronPort WA ~— 7l AvtE—V%FELET, Zoavr REEHAT5
WZiE, 77 F9A TV ANA L —Fy MIBETA— NV EEETEHOLERDY E
T, NIZTN Ty NBRHEBMICERSNET, £ VAR — FEREZBEFO
NZTN Fhry MBI b TEET,

Ay h:ZOavrNicaIy MUYEIARETY,

JTGALEHE: ZDavy NI~y F— FTOREATEES, SHiT, =
Davy NERrITA Y KA (2=FhnrfrLicviy) TOAEHTE
T, OV REERTDHICE, R—AV T 7 AV VAT AT 7 AT
ELRERDH Y FT,

NyF avw /R Zoavy FigRyFEXLEZTR—FLTWEREA,

Wz, BEfFOYFR— b Ty MIBE#E LW R — MEROFIZ R L ET,
% 3-57 supportrequest

mail3.example.com> supportrequest

Do you want to send the support request to supportrequest@ironport.com?
[Yl> y
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% 3-57 supportrequest (=)

Do you want to send the support request to additional recipient(s)? [N]>
y

Please enter the email address(es) to which you want to send the support
request. Include anyone in your organization that should be

included on future correspondence for this issue. Separate multiple
addresses with commas.

[1> administrator@example.com, postmaster@example.com

Is this support request associated with an existing support ticket? [N]>
n

Please enter some comments describing your issue, providing as much
detail as possible to aid in diagnosing any issues:

[1> Having DNS resolution issues with some domains

For future correspondence on this issue, please enter your email address:

[1> mail3@example.com

Please enter any additional contact information (e.g. phone number(s)):

[1> (650)555-1212 (office), (650)555-1212 (cell)
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suspend

anEA

ERAE

% 3-57 supportrequest (=)

Generating configuration information; this will take about 10 seconds...

The support request information has been sent to
supportrequest@ironport.com, administrator@example.com,
postmaster@example.com.

Do you want to print the support request to the screen? [N]> n

25 LBLE 2T L £,

alybh: Zoavwr Rica sy MEEIZIARETT,
ISGREBE . “Da~<vy Rid~wyy T— RTORFHTEET,
NRyFa<wr/R: Zoa<vwy KNy FEXRZSR—FLTWEREA,
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% 3-58 suspend

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com>

suspenddel

Bl
RL(E & AT L%,

ERAE
alyb:ZoavrNiialy MEERAETT,
JGREGE . —pa~vy Riivwvy E— RTCORFEHATxET,
NRyFa<s /R Zoa<vwy RNy FEXRZSHR—FLTWEREA,
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% 3-59 suspenddel

mail3.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

suspendlistener
&te
TG E L ET

ERAE

alyb:Zoavr Niialy MEERAETT,
JGREGE . —pa~vy Riivwvy E— RTCORFEHATEET,
NRyFa<s /R Zoa<vwy KNy FEXRZSR—FLTWEREA,
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% 3-60 suspendlistener

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...
Receiving suspended.

mail3.example.com>

techsupport

'.E-IDII:I

BA

IronPort D AX ~— P —ERANVAT AT V7 EBATELLHIZLFET,
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ERAE
alybh: Zoavwr Rica sy MEEIZIARETT,
PSREEW . —pavr NEIviy BE— R TORFEHTXET,
NyFavwyR: Zoavy RNy FERXEFFR—FLTWERA,
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& 3-61 techsupport

mail3.example.com> techsupport

S/N XXXXXXKXXKXX=XXXKXXKX

Service Access currently disabled.

Choose the operation you want to perform:

- ENABLE - Allow an IronPort customer service representative to remotely
access your system to assist you in solving your technical issues.

- STATUS - Display the current techsupport status.

[1> enable

Enter a temporary password for customer care to use. This password may
not be the same as your admin password. This password will not be able
to be used to directly access your system.

[1> *kkkkkkkkx

Are you sure you want to enable service access? [N]> y

Service access has been ENABLED. Please provide your temporary password
to your IronPort Customer Care representative.

S/N 00065BF3BA6D-9WFWC21

Service Access currently ENABLED (0 current service logins).
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tisverify

'.E_Iullg

BA

BRAE

Ny FER

# 3-61 techsupport (#)

Choose the operation you want to perform:

- DISABLE - Prevent IronPort customer service representatives from
remotely accessing your system.

- STATUS - Display the current techsupport status.

(1>

FAE TLS #ifi 2 MBS UCHESZ L, %858 B A A IZBd 5 TLS #f o %
TNy T UET, BRAMIT5I001E, RIET D AL &5 A MEEL
*3, AsyncOS ix. HE 72 (MAE) TLS & ICHE ST TLS #6& fad L £
ﬁ-o

alvyb:ZoavrNizay MIEFARETT,
JIRZER . Zpa~vr Nii~vwyry E—FTCOREATEET,
NyF aes R Zoavy RNy FEXRESR—FLTWHET,

tlsverify A< ROy FEREZMHEHTH L, ko CLI 2~ ROFT T
DOEEZFATL, FEDRA M LD TLS e F = v 7 TEE T,

tlsverify <domain> <hostname>[:<port>]
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& 3-62 tisverify

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port
(example.com:26) if you are not connecting on port 25:

[example.com]> mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F




| 3% vy K SEH

trace

E L
VAT AERIBBRTAA vE—VO T —FBHLET,
ERAE

alyb:ZoavrNiialy MREERAETT,
JGREGE . —pa~vy Riivwyy E— RTCORFEHATEET,
NRyF awrs R Zoavy RgRXyFEXLEFTR— ML THWERA,
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* 3-63 trace

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:
1. InboundMail
2. OutboundMail

[1]1> 1

Fetching default SenderBase values...
Enter the SenderBase Org ID of the source IP. The actual ID is N/A.

[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score
is N/A.

[N/A]>

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F
| 152 | |




* 3-63 trace (&)

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by
commas .

[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior).
- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)

- Maximum Number Of Messages Per Connection: 1,000 (Default)
- Maximum Number Of Recipients Per Message: 1,000 (Default)
- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
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% 3-63 trace ()
- Virus Detection Enabled: Yes (Default)

- Allow TLS Connections: No (Default)

Processing MAIL FROM:

- Default Domain Processing: No Change

Processing Recipient List:

Processing admin@ironport.com

Default Domain Processing: No Change

- Domain Map: No Change

RAT matched on admin@ironport.com, behavior = ACCEPT

- Alias expansion: No Change

Message Processing:

- No Virtual Gateway(tm) Assigned

- No Bounce Profile Assigned

Domain Masquerading/LDAP Processing:

- No Changes.

Processing filter 'always deliver':
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Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR
Result = True

Executing Action: deliver()

Footer Stamping:

- Not Performed

Inbound Recipient Policy Processing: (matched on Management Upgrade
policy)

Message going to: admin@ironport.com

AntiSpam Evaluation:

- Not Spam

AntiVirus Evaluation:
- Message Clean.

- Elapsed Time = '0.000 sec'
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* 3-63 trace (&)

VOF Evaluation:

- No threat detected

Message Enqueued for Delivery

Would you like to see the resulting message? [Y]> y

Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:

- admin@ironport.com

Final Message Content:

Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700

Message-Id: <3i93g9$@Management>

X-IronPort-AV: i="3.86,81,1096873200";

d="scan'208"; a="0:sNHTO"
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* 3-63 trace (&)

Subject: hello

This is a test message.

Run through another debug session? [N]>

(GE)  trace ZEMT D & TITF. KO ONTZA v E—T DAy X — L KILOWF
Z CLIIZED D MENH D £7,

tzupdate

EiBA
HA DS =2 =L EFHLET,

ERAE

aIy b ZoavrNcay MEIARZETY,
JSREBE . “Davy NiIvwiy LLTORFEHTE 4,
RNRyFawryR: Zoavry RNy FERXZYFR—FLTWET,

INYTFER

tzupdate 2% RONy FRERXEFEHTL L, BEPRHEINLWIEAETY,
TRTDOEA LY — 2 — LRI B SN E T,

tzupdate [force]
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esxl6-esall.ga> tzupdate

Requesting update of Timezone Rules

updateconfig

H- 2]

VAT LDEHNT A= ZERELET,

ERAE
a3y bh:Znavr REIay MEENRKETT,
JSREEW . —avr NI, TRTOI L ET—F (TR E, TL—7F,
~vy) CTHEHATEET,
RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWERA,

]

WROFITIL, updateconfig =~ REMHA LT, 777147 2 AN IronPort
=N T T T — A A=VEF T r—RNL, B—UL =DM
AIHEZR AsyncOS 7 v 7/ L— KD U R b & X7 ro—RT5 K9 ICRELE
R

* 3-64 updateconfig

mail3.example.com> updateconfig

Service (images): Update URL:
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*x 3-64 updateconfig (#%)
Sophos Anti-Virus definitions http://downloads.ironport.com/av
IronPort Anti-Spam rules http://downloads.ironport.com/as
Intelligent Multi-Scan rules http://downloads.ironport.com/as
Virus Outbreak Filters rules http://downloads.ironport.com/as
Feature Key updates http://downloads.ironport.com/asyncos
McAfee Anti-Virus definitions IronPort Servers
PXE Engine Updates IronPort Servers
IronPort AsyncOS upgrades IronPort Servers
IMS Secondary Service rules IronPort Servers
Service (list): Update URL:
McAfee Anti-Virus definitions IronPort Servers
PXE Engine Updates IronPort Servers
IronPort AsyncOS upgrades IronPort Servers

Update intervals: 5m, 5m

Proxy server: not enabled
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*x 3-64 updateconfig (#%)

HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

[1> setup

For the following services, please select where the system will download

updates from:

Service (images): Update URL:

Sophos Anti-Virus definitions http://downloads.ironport.com/av
IronPort Anti-Spam rules http://downloads.ironport.com/as
Intelligent Multi-Scan rules http://downloads.ironport.com/as
Virus Outbreak Filters rules http://downloads.ironport.com/as
Feature Key updates http://downloads.ironport.com/asyncos

1. Use IronPort update servers (http://downloads.ironport.com)

2. Use own server

[1]1> 1
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For the following services, please select where the system will download

updates from (images):

Service (images): Update URL:

McAfee Anti-Virus definitions IronPort Servers
PXE Engine Updates IronPort Servers
IronPort AsyncOS upgrades IronPort Servers

1. Use IronPort update servers

2. Use own server

[1]1> 1

For the following services, please select where the system will download

updates from:

Service (images): Update URL:

IMS Secondary Service rules IronPort Servers
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*x 3-64 updateconfig (#%)

1. Use IronPort update servers
2. Use own server

[1]1> 1

For the following services, please select where the system will download
the

list of available updates from:

Service (list): Update URL:

McAfee Anti-Virus definitions IronPort Servers
PXE Engine Updates IronPort Servers
IronPort AsyncOS upgrades IronPort Servers

1. Use IronPort update servers
2. Use own update list

[1]1> 2

Enter the full HTTP URL of the update list using the format

(http://optionalname:password@local.server:port/directory/manifest.xml) .
The
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updatenow

'.E_Iullg

BA

ERAE

Ny FER

*x 3-64 updateconfig (#%)

default HTTP port is 80; you do not need to specify the port unless you
wish

to use a non-standard port. The optional username/password will be
presented

using HTTP BASIC AUTH. Leave the entry blank to use the default server.

[1> enter the full path to the update list

FTRTOVAT LAY —ER IR —%r FOFEFEERLET,

alyb:Zoavr RFiialy MEEFAETT,

IIGREER . ZDa~v N, TRRTO~Y > T—F (OTAX, TL—F,
v y) THETEET,

NyF awr R Zoavy KRNy FEXREZFR—FLTWHET,

updatenow 2% KONy FEXEHEHT D L, BEMEIN2NGAETH,
TTIGAT VA LEODTRTOa Ly R—F%y N EHTXET,

updatenow [force]
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mail3.example.com> updatenow

Success - All component updates requested

version

i Bg
VAT EDN—=T g UNEREERLET,
ERAE

alybh: Zoavr Rica sy MEEIZIARETT,
PSREEW . —pavr NEviy BE— R TORFEHTXET,
NyFavwryR: Zoavy RNy FERXEFFR—FLTWERA,
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H- 2]

£ 3-65 version

mail3.example.com> version

Current Version

Model: C60

Version: 4.5.0-316

Build Date: 2005-04-13

Install Date: 2005-04-14 13:32:20
Serial #: XXXXXXXXXXXX-XXXXXXX
BIOS: AlS5T

RAID: 2.7-1 3170

RAID Status: Okay

RAID Type: 10

mail3.example.com>

upgrade CLI =2~ > Ri%, EHMRERT v 77 L— RO Y A h&ERRFL, 2—HF
BIE LI/ — 3 02 AsyncOS VAT L% T v 77 L —RLET,
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ERAE

vh:Zoavr Rica Iy MMEZIAETT,

IIREER . Zoavr Rii~wyry T—FTOLEATEET,
NyFavwyR: Zoavy RNy FERXEFFR—FLTWERA,
% 3-66 upgrade

a

141

mail3.example.com> upgrade

Upgrades available:

1. AsyncOS (***DON'T TOUCH!***) 4.0.8 upgrade, 2005-05-09 Build 900
2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45. SenderBase Network Participation Patch

[45]>

Performing an upgrade will require a reboot of the system after the
upgrade is applied.

Do you wish to proceed with the upgrade? [Y]> Y

LDAP

T, KO CLL 2wy FIZoW T LE T,
* Idapconfig
* ldapflush

l_Cisco IronPort AsyncOS 7.6 CLI Y 27 LR 4 F




| 3% vy K SEH

Idapconfig

'.E-IDII:I

BA

ER7E

e ldaptest

e sievechar

LDAP #— " Zi&E L 7,

Ay h:Z0avwr FEaIy MUERKETT,
JIGREEH  Zpav NiE, TRXTCO~Y Y F— R (FTFRAE, TL—7,
~vy) THEMTEET,

NyF avw /R Zoavy FigRyFEXLEZSR—FLTWEREA,

i : % LL) LDAP #—/\ 707 7 1 LOER

OB TIL, ldapconfig Av L REHEH LT, 7T T7AT U ADNA v Rk
725 LDAP 4 — R EHR L, ZEFZIT AN (ldapaccept V7 a~< > K),
JV—T 4 7 (ldaprouting V7 a3~ K), AN L —F (masquerade %7 =
~ ¥ R). IronPort A /S ARREED = R —HFEE (isqauth 47 a~<w oK) B
FOARLBHOTA VT AfEE (isqalias 7 a<wr K) O Y —%FE
LET,

F 7. myldapserver.example.com LDAP #—/ 32 [PublicLDAP] &\ 5=y
I X —LEBRELET, 72V —0OEERIE, A— k3268 (F 74V MA) T
@‘O example.com 0)%::;’2«\~7\ i ﬁ%@ é ¥ (dc:example, dc:com) N ifé%%ﬁ'
AL, A=NVFN—FT 4 7 BEXRY AL — RO ) —BREZEINET,
ZOBDT =Y —ix, KHLizA v E—F v b KFTTh
draft-lachman-laser-ldap-mail-routing-xx.txt (I'Laser {LEE] & LRI D) 12
JEF ST inetLocalMailRecipient #iBi4 7> =27 ~ 7 7 2% EHT 5
OpenLDAP 7 4 L7 FUBREIBTHET (ZDORTF 7 MIESI A=V a v
75 OpenLDAP Y —Z F 4 A MY Ea—va ZEGENTOHET), ZOFITiE,
A—NFHN—T 47 7Y =TI T —DRRE IR DZEFITHETT 5 R
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A—)L7R A MX mailForwardingAddress (272> CWET, 7 U —4TlE, K
XFENLFEPRER SNET, ELWHERNEEND L OICTHICE, EfIC—
BLTWARLERHY 9,

& 3-67 Idapconfig - New Server Profile

mail3.example.com> ldapconfig
No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):

[1> PublicLDAP

Please enter fully qualified hostname or IP, separate multiple entries
with a comma:

[1> myldapserver.example.com
Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:

1. Anonymous
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2. Password based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind password:

Please enter the new password again.

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]> 1

Please enter the port number:
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= 3-67 Idapconfig - New Server Profile (#&)

[3268]> 3268

Please enter the base:

[dc=example,dc=com]> dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted

or bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified

group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.
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- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

- LDAPUSERDN - Configure DLP User DN Query.

[1> ldapaccept

Please create a name for this query:

[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:

[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

Choose the operation you want to perform:

- SERVER - Change the server for the query.
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= 3-67 Idapconfig - New Server Profile (#&)

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

- LDAPUSERDN - Configure DLP User DN Query.

[1> ldaprouting

Please create a name for this query:

[PublicLDAP.routing]> PublicLDAP.routing

Enter the LDAP query string:

[ (mailLocalAddress={a})]> (mailLocalAddress={a})
Do you want to rewrite the Envelope Header? [N]> y

Enter the attribute which contains the full rfc822 email address for the
recipients.
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= 3-67 Idapconfig - New Server Profile (#&)

[1> mailRoutingAddress

Do you want to send the messages to an alternate mail host? [N]> y

Enter the attribute which contains the alternate mailhost for the
recipients.

[1> mailForwardingAddress

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.
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= 3-67 Idapconfig - New Server Profile (#&)

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

- LDAPUSERDN - Configure DLP User DN Query.

[1> masquerade

Please create a name for this query:

[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:

[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822
email address.

[1> mailLocalAddress

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]> n
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Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

= 3-67 Idapconfig - New Server Profile (#&)

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

- LDAPUSERDN - Configure DLP User DN Query.

[1> isqauth

Please create a name for this query:

[PublicLDAP.isgauth]> PublicLDAP.isqauth

Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.

[1> mail,proxyAddresses

Do you want to activate this query? [Y]> y

Do you want to test this query? [Y]> y

User identity to use in query:

[1> admin@example.com
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Password to use in query:

[1> password

LDAP query test results:

LDAP Server: myldapserver.example.com
Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]
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Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

- LDAPUSERDN - Configure DLP User DN Query.

[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.
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- DELETE - Remove a server configuration.

[1>

Bl - A a—NILBREDIETE

ZOFITIX, TLS Bk OfEEZ &1 LDAP / n— LR EEHRELET,
% 3-68 Idapconfig : ¥ O—/\LEREDIEE

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.
1. Auto
2. Management (10.92.145.175/24: esxl6-esall.qga)

[1]1> 1

LDAP will determine the interface automatically.
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% 3-68 Idapconfig : ¥ O—/LBREDEE (E)

Should group queries that fail to complete be silently treated as having

negative results? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but
this will not be secure.

1. partner.com
2. Demo
Please choose the certificate to apply:

[1]1> 1

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1>
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AT R BEH

Idapflush

&R

ERAE

%

Idaptest

,'E-Iﬂ“‘:

BA

Fr v a2ENTWS LDAP OFfERE2 75 v 2 LET,

alyb:ZoavrNiialy MREERAETT,
JGREGE . —pa~vy Riivwyy E— RTCORFEHATEET,
NRyF awrs R Zoavy RgRXyFEXLEFTR— ML THWERA,

& 3-69 Idapflush

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y

Flushing cache

mail3.example.com>

1 2O LDAP 7=V — 7 A MEFETLET,
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ERAE
alybh: Zoavwr Rica sy MEEIZIARETT,
TIGRRER . —pav L Ni~vyy E— R TCORMEATEE T,
NyFavwyR: Zoavy RNy FERXEFFR—FLTWERA,

]

ZOFITIE, 1daptest Av > REMHH L T, REHFHD LDAP — "REDX
BEZTFT AN =Y —1EFE2T AN LET, ZEET NLX
lfadmin@example.com| X2 DT A MIAKLETH, ZEEHET FL X
lbogus@example.com| [FAREKIZRY £7,

% 3-70 Idaptest

mail3.example.com> ldaptest

Select which LDAP query to test:
1. PublicLDAP.ldapaccep

11> 1

Address to use in query:

[1> admin@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: admin@example.com

Action: pass
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LDAP query test finished.

mail3.example.com> ldaptest

Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[11> 1

Address to use in query:

[1> bogus@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: bogus@example.com

Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found

LDAP query test finished.

mail3.example.com>
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sievechar

&R

RFC 3598 IZHE SN TV 5 Sieve BT A—/V 74 NFZ V) TIERT X 7%
BEELITIT 4 B—7 I LET, Sieve XF X LDAP /&R 7 = U — & LDAP
HA—FT 47 72 —TOLARBBINDLZ EITEBELTLEIY, YAT A
DD, FREREBEBTA—NL T FLAZEEGRE LET,

BEHTE D LFIE, - =/ TT,

ERAE

a3y bh:ZoavwrRiiay MEEFAETY,

JIGREBE . T pavy N, TRTCOVY Y F—R (VFRE, TA—F,
v y) CTHEATEET,

RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWERA,

]

Z DOFITIX, sievechar 2V FEMFEHAL T, + 2K 7 = —B XU LDAP &
N—T 47 72 —Tilik &5 Sieve X7 LTERLET,

mail3.example.com> sievechar
Sieve Email Filtering is currently disabled.
Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup
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Enter the Sieve Filter Character, or a space to disable Sieve
Filtering.

[1> +

Sieve Email Filter is enabled, using the '+' character as separator.

This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:
- SETUP - Set the separator character.

[1>

A—NEREOBEIE=4Y Y
ZZTE. RO CLI 2= RIZoWTEHHALET,
¢ addresslistconfig
» aliasconfig
e archivemessage
e altsrchost
* bounceconfig
* bouncerecipients
* bvconfig
* deleterecipients
e deliveryconfig
e delivernow
e destconfig

¢ hostrate
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|
¢ hoststatus
¢ oldmessage
* rate
e redirectrecipients
* resetcounters
e removemessage
* showmessage
* showrecipients
* status
e tophosts
* topin
e unsubscribe
e workqueue
addresslistconfig

H- 2]

TRLVA VR NERELET,

ERAE

Ay h:Z0avwr FEaIy MUMERKETT,

JSREER . Zpavy NE, TRTOYY Y T—R (U592, Tr—7F,
~vy) CTHEHATEET,

RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWET,
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addresslistconfig 2 <Y FONRyFEXEFEH LT, HTLWLWT FLX U XK
DI, BEFOT7 FL A U R FOMEE, 7 VX VA MO—FH, 7 LR
UZFOHIER, 7 RLVA VA FOFTHEALTNDT FLADOREAAETT,

e HLWT RLA URKNDIBI :

addresslistconfig new <name> --descr=<description>
--addresses=<addressl, address2,...>

o MHFEOT RLRA U X DL :

addresslistconfig edit <name> --name=<new-name> --descr=<description>
--addresses=<addressl, address2,...>

e TKRULAUZRMDHIE:

addresslistconfig delete <name>

e TRLAURAMD—EHT

addresslistconfig print <name>

e TRLRAUAMDOHTHALTNDT RLADOMH :

addresslistconfig conflicts <name>
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mail3.example.com> addresslistconfig

No address lists configured.

Choose the operation you want to perform:

- NEW - Create a new address list.

[1> new

Enter a name for the address list:

> testlist

Enter a description for the address list:

> A list for testing email addresses

Enter a comma separated list of addresses:

(e.g.: userlexample.com, user@, (example.com, @.example.com,
@[1.2.3.41)

> @sales.example.com, bob@example.com, joel@example.com

Address list "testlist" added.
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aliasconfig

'.E-IDII:I

BA

ER7E

Ny FER

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.

(1>

B A—N ZA VT AERELET,

alybh:ZoavwrNEaIy MUYERKLETY,
IIGREER . ZDa~v N, TRXRTCHO~Y > T—F (OTAF, TIL—F,
v y) THETEET,

NyF aes R Zoavy RNy FEXRESR—FLTWHET,

aliasconfig DNy FREXEZMEMT D&, FrLnoA VT X F—7 10BN, BE
HFEOZA VT A T—TILOME, BFA—ILZAVTADY XA O, =4
VT7AT—=TNDAVR— N I AR— b eFRTTEEST, Xy F av RN
L CEIT9 DI21E, aliasconfig A< REWRDOIEKXTATI L, L FOEE % 5
ELET,
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o HLWETA—/L =AU T ADBEN

aliasconfig new <domain> <alias> [email addressl] [email address2]

(i) TFELBRWRAAL % LT Taliasconfig new] I~ REFETTHLE, F0D
RAA PER S NET,

o WHEOBEF AL =AU T 2OME

aliasconfig edit <domain> <alias> <email addressl] [email address2]

o FTAA—IN A YT ADFER

aliasconfig print

s B—AUNTAUTRAIJAIDA K= F

aliasconfig import <filename>

e IronPort 7 73 AT L ADZA YT A YARDT Y AR— K

aliasconfig export <filename>
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# 3-71 aliasconfig

mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.
- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?

1. Globally
2. Add a new domain context

(11> 2

Enter new domain context.
Separate multiple domains with commas.
Partial domains such as .example.com are allowed.

[1]> example.com
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% 3-71 aliasconfig (#%Z)

Enter the alias(es) to match on.

Separate multiple aliases with commas.

Allowed aliases:
- "user" - This user in this domain context.
- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare:
bob@example.com, frank@example.com, sally@example.com

Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.
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% 3-71 aliasconfig (#%Z)

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?

1. Globally
2. Add a new domain context
3. example.com

[11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain

- "@domain" - All users in this domain.
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% 3-71 aliasconfig (#%Z)

- "@.partialdomain" - All users in this domain, or any of its sub
domains.
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.

[1> administrator@Rexample.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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% 3-71 aliasconfig (#%Z)

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example.com

There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove

- PRINT - Display

- IMPORT - Import

- EXPORT - Export

an entry.

the table.

aliases from a file.

table to a file.

- CLEAR - Clear the table.

(1>
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= 3-72 IA)T7REERADEIH
EJE 4 e
IAYVFZREZERATHFAC aVTHR
[Globall [E5'A—/3)L FAS Y AVTXRXNEEE
<domain> LEY,
BRETHTA YT ADL4HI,
Jua—nN)y AL aryTHAMNTHHATESZ2A4Y
T AR D EF D TT,
"user@domain" : ZTDOEFA—/L T KL X,
"user" : LB D KA AL D —F,
"@domain" : ZD KA A DT RTO—H,
"@.partialdomain" : 2D FA A S EITEDNT N
DY T RAL DT RTOa—H,
BEDRKAL Y aTFANTHEATEDLZZA YT A
TRD LB T,
"user" i TDRAAL L AT HFA DY,
<alias> "user@domain" : ZOEFA—/L T FLX,
TA VT REY U TTHEFA—IL T FLA, 1
DDA YT AEBEEDET A=V T RLRAIZ v E
<email_address> YITEET,
TA VT AT—=TANDA VR — N =7 AR— Ml
<filename> M+ 27 74 0%,
archivemessage
A
Fa—HNOEWA =TT —IA4 7 LT,
ERAE

FEE : Z Do~ FIZ commit (M43 H VD FH A,
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%

altsrchost

'.E_Iullg

BA

BRAE

JIGABER . ZOav s vy y E— N TCOREHTEET,
RNRyF azwyRF: Zoaxy RNy FERzPR—-—FLTWEEA,

KOFTIX, E WAy E—VFT—H AT LET,

& 3-73 archivemessage

mail3.example.com> archivemessage

Enter the MID to archive.

[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

Virtual Gateway™ O~ v B> ZEHELET,

alybh:Zoavr NEaIy MUYERKLETY,

IIGREEH . ZDa~v N, TRXRTCHO~Y > T—F (FTAX, TL—F,
~vy) THEHTEET,

NyF avwrRF: Zoavy Ry FERXREZFR—FLTWERA,
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OB TIX, altsrchost 7— 7 ANBHN ENT, BEFEO~ Yy BTN R NI L
DRENET, TOH%, 220> b BERENET,

o JUN—T D xT P —s37RA I Rexchange.example.com 25D A — L,
PublicNet f > Z —7 = A AZ~ v B 7 ENET,

o EEHIP T FLR192.1683535 (& xiE, ~— T 427 Fx o —
VAye—=T T VAT L) MO A—/LX, AnotherPublicNet 1 > # —
T A AU T ERET,

I, HERRDT-IZ altsrchost ¥ v BV I NHDEIN T, BEPHEEINE
ﬁ-o
® 3-74 altsrchost

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:
- NEW - Create a new mapping.
- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want
to set up a Virtual Gateway mapping. Partial addresses such as
"@example.com" or "user@" are allowed.

[1> QRexchange.example.com

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F
[ 198 | |




® 3-74 altsrchost (#&Z)

Which interface do you want to send messages for @exchange.example.com
from?

1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want
to set up a Virtual Gateway mapping. Partial addresses such as
"@example.com" or "user@" are allowed.
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® 3-74 altsrchost (#&Z)

[]> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: mail4d.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print
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® 3-74 altsrchost (#&Z)

1. 192.168.35.35 -> AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added 2 altsrchost mappings

Changes committed: Thu Mar 27 14:57:56 2003

bounceconfig

H: )z
NG AOEMEERELET,
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ERAE

]

a3y bh:Znavwr REIay MEENRKETT,

JSREEE . —avr NI, TR_RTOIr ET—F (T2 E, TL—7F,
~vy) THEHATEET,

RNRyF azwryF: Zoazwy FERNyF Rz R—FLTHEEA,

W DOFI T, bounceconfig 2~ R&ZMEH LT, bounceprofile &) AHID
Ny ATaTZ 7y ANVERRLEST, 2O7rT7 7 AL TE, N—F AT R
SNTETRTORA v E—UBRET KL ATH D bounce-mailbox@example.com
WEREINET, BEEER v —V3A X —T VT, SEELTVEEA Y
U1 OREENET, BEA Y E—VHOT 7 40 MBI 4 KA (14400
B) T,

& 3-75 bounceconfig : /SR TOT 7M1 IILDER

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile
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% 3-75 bounceconfig : /XU VX FAT 74 ILOERR (FE)
Please enter the maximum number of retries.
[100]> 100
Please enter the maximum number of seconds a message may stay in the
queue before being hard bounced.
[259200]> 259200
Please enter the initial number of seconds to wait before retrying a
message.
[60]1> 60
Please enter the maximum number of seconds to wait before retrying a
message.
[3600]1> 3600
Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format?
(Yes/No/Default) [Y]> y

If a message is undeliverable after some interval, do you want to send a
delay warning message? (Yes/No/Default) [N]> y
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% 3-75 bounceconfig : /XU VX FAT 74 ILOERR (FE)

Please enter the minimum interval in seconds between delay warning
messages.

[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[1]1> 1

Do you want hard bounce and delay warning messages sent to an alternate
address, instead of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.
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% 3-75 bounceconfig : /XU VX FAT 74 ILOERR (FE)
- DELETE - Remove a profile.
[1>

mail3.example.com>

FIAILEDNHOUR TOT 74 ILDRE
TIANNDONRY A Ta Ty ANVERETHZELTEET, ZOHITIL,

TITHNE TR T A NEREL T, BERATRER AR A MO BRIT 215
LR RHEZ 3600 (1 FEfH) 225 10800 (3 WEfE]) TR L ET,

& 3-76 bounceconfig : /SR TOT7 71 IILDRE

mail3.example.com> bounceconfig

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1> edit

Please enter the number of the profile to edit:
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% 3-76 bounceconfig : /XU VX FAT 74 ILOHEE (FE)

[1> 2

Please enter the maximum number of retries.

[100]>

Please enter the maximum number of seconds a message may stay in the
queue before being hard bounced.

[259200]>

Please enter the initial number of seconds to wait before retrying a
message.

[60]>

Please enter the maximum number of seconds to wait before retrying a
message.

[3600]> 10800
Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]>

Do you want bounce messages to use the DSN message format?
(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a
delay warning message? (Yes/No/Default) [N]>
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% 3-76 bounceconfig : /XU VX FAT 74 ILOHEE (FE)

Do you want hard bounce messages sent to an alternate address, instead of
the sender? [Y]>

Please enter the email address to send hard bounce.

[bounce-mailbox@example.com]>

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.

- DELETE - Remove a profile.

JRF—ADINHIUR TAT7AILDER

N UATaT7 7 ANVEHELZD, listenerconfig -> bounceconfig I
YREFML, AEZMET DI LICEY, 2OT 0T 7 A VK ) AT —ICiHE
HTExEd,

GE) N RTaTrANME, AvE—VEZELEZY AT —ICESWTHEHTE
F9, 2L, FOURF—1F A v E—UREKICED L S ICEE SN A NI
B L EE A,
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Z O T, OutboundMail 77 A X— |k VR F—ZfFEL, ZOU ZAF—I|Z
bounceprl EWIHNT VR Fu 7y A L E@EHLET,

= 3-77 listenerconfig & & U bounceconfig : ) XF—~AD/3iH R FO
T7AIDOER

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> 2

Name: OutboundMail
Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
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® 3-77 listenerconfig # & U bounceconfig
J7ALVOER &E)

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to
on this listener.

T RF—ADIRHY R TO

use for messages injected

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> bounceconfig
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® 3-77 listenerconfig # & U bounceconfig

T77M4ILOER $FEE)

Please choose a bounce profile to apply:
1. Default

2. bounceprl

3. New Profile

[11> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24)

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled
TLS: No

SMTP Authentication: Disabled
Bounce Profile: bounceprl
Footer: None

LDAP: Off

T RF—ADIRHY R TO

TCP Port 25
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Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

(1>

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.
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® 3-77 listenerconfig & & U bounceconfig : Y XF—~®/3 X 70O

T7AILOBER HEE)

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener

Changes committed: Thu Mar 27 14:57:56 2003
bouncerecipients

Fa—nbAvE—VaENT A LET,

alyb:ZoavrRFiialy MEEFAETT,
JIGREER . ZDa~v Nii~vyry E—FTCOREATEET,
NyFavwr R Zoavwy RgRnyTFEXLEZSR—FLTHWEREA,

N U AINDZEHIT, BEZEEFRA ML T, FltidAve—v =
~Nu—7D Envelope From {TIZHE S NVIZFEDT L ATH#BIS D A >
- VREEHICL o THBIESNET, E2E, BEXF2—HNOTRXTORA v E—
VI ATHIELTEET,
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& 3-78 bouncerecipients : K& FIZ & BREHD/AHI VR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to bounce.

[1]> example.com

Are you sure you want to bounce all messages being delivered to
"example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 FLRIZ&B/\O VX
& 3-79 boundcerecipients : 7 FLRICTK 3 ZEFED/AVI R

mail3.example.com> bouncerecipients
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% 3-79 boundcerecipients : 7 FLRIZKZZEED/AIVR ()
Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to
bounce.

[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.
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% 3-80 bouncerecipients : X TOREFD/AV VR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]>

Are you sure you want to bounce all messages in the queue? [N]> Y

Bouncing messages, please wait.

1000 messages bounced.

NY U ARIEDREEITVET, Z0a<y RiE, F—BLOARAY R Eh -
NI ETA—NVEFRETHDIHEHLET,

a3y bh:Zoavry NIaly MEERKETT,
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JIGREER . —Dav L R, T R_TOYY Y T—F (VTR E, TA—7,
~vy) CTHEHATEET,
RNRyF a=yF: Zoavwy FERNyFERE I R—FLTHEEA,

%

WIZ, F—RELNAT L ASNTEHIRE T A=V OREDHI 2R LET,
& 3-81 bvconfig

mail3.example.com> bvconfig

Behavior on invalid bounces: reject

Key for tagging outgoing mail: key

Previously-used keys for verifying incoming mail:

1. key (current outgoing key)

2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.
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# 3-81 bvconfig (&)

[1> key

Enter the key to tag outgoing mail with (when tagging is enabled in the
Good

Neighbor Table)

[1> basic_key

Behavior on invalid bounces: reject

Key for tagging outgoing mail: basic key

Previously-used keys for verifying incoming mail:

1. basic_key (current outgoing key)

2. key (last in use Wed May 31 23:22:49 2006 GMT)

3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.

- CLEAR - Clear all keys including current key.

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

# 3-81 bvconfig (&)
- SETUP - Set how invalid bounces will be handled.

[1> setup

How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.

2. Add a custom header and deliver.

[1]1> 1

Behavior on invalid bounces: reject

Key for tagging outgoing mail: basic_key

Previously-used keys for verifying incoming mail:

1. basic key (current outgoing key)

2. key (last in use Wed May 31 23:22:49 2006 GMT)

3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.
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# 3-81 bvconfig (&)

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Configuring a new key and setting reject for invalid email bounces

Changes committed: Wed May 31 23:24:09 2006 GMT

deleterecipients

H- 2]

ERAE

Fa—nbAyE—VEHIRLET,

puss §

z

vh:Zoavr Ricaly MEETRETY,
PSRFEE . Cpavy NiE<wv Yy T— RTCoOAFEHTEET,
NyFavwrvR: Zoavy RNy FERXEFFR—FLTWERA,
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&

IronPort 7 77 A4 7 v A%, MBS L CZEEZHIRT 00K BOAT
varyPHEINTWET, KIZ, ZEHEFA MNIOZEE OHIFR. Envelope
From 7 FL ZIZ X A1, BXRFa—HNOTRTOZEZOYIBOE %7 L
9,
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& 3-82 deleterecipients : 2EF FA A Uk B A vE—DDOHIER
mail3.example.com> deleterecipients
Please select how you would like to delete messages:
1. By recipient host.
2. By Envelope From address.
3. All.
[1]1> 1
Please enter the hostname for the messages you wish to delete.
[1> example.com
Are you sure you want to delete all messages being delivered to
"example.com"? [N]> Y
Deleting messages, please wait.
100 messages deleted.
> — 3
Envelope From 7 F L X [Z & % HIRk
* 3-83 deleterecipients : Envelope From 7 KL XIZ& % A v E— P DHIER

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
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% 3-83 deleterecipients : Envelope From 7 F L X[2& % 4 v E— S OHIER
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to
delete.

[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.
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% 3-84 deleterecipients : ¥ 1 —RHDTRTO A vE—DHIK

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Are you sure you want to delete all messages in the queue? [N]> Y

Deleting messages, please wait.

1000 messages deleted.

deliveryconfig

H- 2]

ERAE

A—NEEZRELET,

alyh:Zoavwry NIaIy MEERKLETT,

PSRBER . ZDavy NI, TRRTOYY Y T—F (VF9RE, TL—F,
~vy) CTHEATEET,

NyFawrs R Zoavwy RigRNyFELEZSR—FLTHWEREA,
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i
OB TIL, deliveryconfig 2~¥ > F&f L, lPossible Delivery| %1 r—

TZLTC, T74NV DA F—T 2 A% [Auto] ICRELET, VAT
ABRORKIFEE A v— VR, 9000 ##Hi TT,

* 3-85 deliveryconfig

mail3.example.com> deliveryconfig

Choose the operation you want to perform:
- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

2. AnotherPublicNet (192.168.3.1/24: maild.example.com)
3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended) ? [Y]> y

Please enter the default system wide maximum outbound message delivery

concurrency
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delivernow

EiEA

ERAE

% 3-85 deliveryconfig (&)

[10000]> 9000

mail3.example.com>

A=V DAr Y a— L RERICHRELET, 2—VE, 1 2O%E
FHRARNE, BMERICBEAY P 2a—LENTNETRTORA vE—O 0T
NEBINTEET,

a3y b:ZoavwrRicay MITEEIARETT,

JIGRAREE : —pa~v L Rigwiy B— RCORERATEXET,
RNRyFawrR: Zoavry RNy FERXZTFR—FLTHERA,
& 3-86 delivernow

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient host
2. All messages

[1]1> 1

Please enter the domain to schedule for immediate delivery.
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* 3-86 delivernow (#i&)

[1>foo.com

Rescheduling all messages to foo.com for immediate delivery.

destconfig

PLHITOD setgoodtable 2~ KTY, 7—7 /W%, BE, sgiohlflr —7 v L
EhTwET, ZOTF—TVEHERALT, FBELE RAL CORGHIBREZZRE L
\ij_c

destconfig A< > FO{ER

destconfig YT A= —Tik, ROoa~vr REFHATEET,

% 3-87 destconfig ¥ 7a<v > F

L34 Bl

SETUP Iu—NVREEERLET,

NEW RAA L OF LR ZEM L £7,

EDIT RAAL L DOFIREZERLET,

DELETE RAA L ORIRZHIERL £7,

DEFAULT BEINTWRNWRRAAL DT 74V hOilRE2 24 E
LET,

LIST RAAL L EZDHIBDOY 2 FEFRLET,

DETAIL 1 oD% FELITTRTO L N OFEMAEERLE
7T

CLEAR TF=TNANHT_XToOT b ZHIKRLET,

IMPORT INl a7 4Falb— gy 77 A L0b5EEHExT
YRV DT—TNEAHR— N LET,

EXPORT Sl FYDTF—T L%k INl 27 4 Fal—
vary IyANMIT I AR—FLET,
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destconfig 2 ¥ FITIE, SuHl#llT —7 L DFAT RS 2 LU T OfFH % i
ETDOMLBERHY F7,

o FAAY (ZEEHEFAR)

o RAA D R

o BRI LORRAvE—VHE

o XZIFHEMIR

o VAT LBREKEIIME T U 2 A AL v F
e MX FHIFRAAL LT L DOHIROIE A

o ZAEHEWIROHIM (5 HAL)

o UV ARFE

KAAL VTHERT AT R a7y AL

Y TILRERET—IIL

WDFIZ, sl —7 1oz Ny ZRLET,
#= 3-88 BEHBAT—ITILOIY FYH

MXI EX L2 CED
KAL Y EEHEE SEEGE (BE () @A

(F7x1H) 500 2L 1 RAA

FREN TR R A A OEFEIL 500, 1 I H 720 OS2 BT EHIIR
(F7 41 ) \500 L \1 ‘MXIP
FRENTWRNR AL DA =)L F— "7 = A O KEEF T 500, 1 KR
BT OZIEHE BT IR R

partner.com ‘10 ‘500 ‘60 ‘ FAX A
partner.com D J X TDF — b7 = A0 10 BOER & LA, 1 2EORKZE
HHE 500

101.202.101.2 \500 \f; L \0 ‘MXIP

IP 7 FLADFEE
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Ny FRA

destconfig <Y RONy FEXEFHEHTH L, /KD CLI =2~ ROFTT

DIEREZ FITTE £,
o B LWSESEHIET — 7 L DR

destconfig new <profile> [options]

o BETEDSESEHIE T — 7 L DFRE

destconfig edit <default|profile> [options]

o BEfFO%EAHIE T — 7 A O HIBR

destconfig delete <profile>

o SEMEHIHT NY O—EFR

destconfig list

o 1 ODFEEEITTXTHO L MY OFEMOER

destconfig detail <default|profile|all>

o BEFEOSEEHIET — T A b T _RTo= 2 MY YR

destconfig clear

o TFANMDLDT—TINDA LIR— |k

destconfig import <filename>
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destconfig export <filename>
edit BEWnew Ny F a<w 2 FTIE, BHALEFEFEHL TEEZRT I LIC
X0, UTOF T a B LEORIZTEETCEET, BELRIoTA T a
VI, edit ZHFALZHEAIIEEINT, new 2 H L72HEIET 7 4V MEIZ
REINET,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or
per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency is system
wide or by Virtual Gateway (tm) .

max messages per connection=<int> - The maximum number of messages that
will be sent per connection.

recipient limit minutes=<int> - The time frame to check for recipient
limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of
time.

use tls=<off|on|require|on verify|require verify> - Whether TLS should be
on, off, or required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

%l : # L\ destconfig T k1) DYERL

WOFITIL, BIED destconfig T MU ZHE@EICH A LET, 52, RAA
¥ partner.com DHF LT P U B LET, ZO FAA 2o TE, &
RFRHE SN 100, 60 738720 OZAFERIRA 50 IZRESNET, Lo
T, VAT AT FAA Y partner.com (ZxF L. 1 KFEIZ 100 %88 % 25 Bt & 7
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MNAET, S0 EBAAZEREIAvE—VERELEEA, ZTORAL N Y
VAR Ty AMIEID S THRT, TLS REFFHRESNEEA, Kk, &
ERMROT-DITH s, BEINET,

% 3-89 destconfig OFl : FEEFIET—TILDOBE

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list

Rate Bounce Bounce
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* 3-89 destconfig MFl : FEEHET—TILOH/E (#EE)
Domain Limiting TLS Verification Profile
(Default) On Off Off (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com
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* 3-89 destconfig MFl : FEEHET—TILOH/E (#EE)

Do you wish to configure a concurrency limit for partner.com? [Y]> y

Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]>
n

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.

[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".

[1> 50

Select how you want to apply the limits for partner.com:
1. One limit applies to the entire domain for partner.com
2. Separate limit for each mail exchanger IP address

(11> 1
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* 3-89 destconfig MFl : FEEHET—TILOH/E (#EE)

Select how the limits will be enforced:
1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging
setting for

this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table
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* 3-89 destconfig MFl : FEEHET—TILOH/E (#EE)

Changes committed: Wed May 31 21:30:47 2006 GMT

Bl: OV R FAT7AILE TLS BE
ZOFITIE, R AA 2 newpartner.com {ZH7 LV destconfig T2 MU R E L
F$9, TLS B MLETT, /2. ZOFITiE., FAA 2V bounceprl ([T 7%
WD R TFuT7 A VOffmEE] (P205) Z2H) Lo NT X T
77 ANV%& KAA L newpartner.com ~DT X TDEF A —IVEEIFEHEND
EOITRELET,
% 3-90 destconfig DFl : /1NO VR TAT7AILE TLS BREDIEE

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.
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destconfig Ol : /A VX FAT7AILE TLS

REDHEE @WEE)

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do

Do

Do

Do

Do

you

you

you

you

you

No

Preferred

wish

wish

wish

wish

want

Required

to

to

to

to

to

configure a concurrency limit for newpartner.com? [Y]> n

apply a messages-per-connection limit to this domain? [N]>

apply a recipient limit to this domain? [N]> n

apply a specific TLS setting for this domain? [N]> y

use TLS support?

Preferred(Verify)
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% 3-90 destconfig ®fl : /SO VR FAT7AILE TLS

REDHEE @WEE)

5. Required (Verify)

[1]1> 3

You have chosen to enable TLS. Please use the 'certconfig' command to
ensure that there is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging
setting for this domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:

1. Default

2. New Profile

[1]1> 1

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.
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% 3-90 destconfig ®fl : /SO VR TFAT7 AL E TLS FREDIRE (HE)

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Reg On Default
(Default) On Off Off (Default)

Enter the domain name to view,

default, or enter ALL to view details for all:

[1> all

or enter DEFAULT to view details for the
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% 3-90 destconfig ®fl : /SO VR TFAT7 AL E TLS FREDIRE (HE)

newpartner.com

Maximum messages per connection: Default

Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

Bounce Profile: Default

Default

Rate Limiting:

500 concurrent connections

No recipient limit

Limits applied to entire domain, across all virtual gateways

TLS: Off

Bounce Verification Tagging: Off

There are currently 2 entries configured.

mail3.example.com> commit
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% 3-90 destconfig ®fl : /SO VR TFAT7 AL E TLS FREDIRE (HE)
Please enter some comments describing your changes:

[1> enabled TLS for delivery to newpartner.com using demo certificate

Changes committed: Wed May 31 22:05:57 2006 GMT

Bl &E THREEE

ZOFITIE, A—NVERNEFH I NV—T =7 P —\ exchange.example.com (Z A
2y MU 7T BRD destconfig T MU EERLET, ZONTHI—HD
REEE) o N ERIBETDHZ LT, NF 7 4 v 7 BERICHERT 2RI
FIEEBPNE I N—T 0 =T h—icxay N 7 ERET, ZOFITIE,
IronPort 775 A 7 v AL, WEl /' V—"7"7 =7 ¥ —/N exchange.example.com
WZxt L. 1 2 10 28 2 5 AR A e 7, 1000 22 52 EHEITA v
t—VERELEEA, NV T Ty A E TLS RETRESNEE A,

% 3-91 destconfig Ofl : B MEEEE

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.
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£ 3-91 destconfig Ofl : EFiE MEEEE] (&)

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com?
[Yl> y

Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.

[60]> 1
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Enter the max number of recipients per 1 minutes for
"exchange.example.com".

[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:
1. System Wide
2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging
setting for this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.
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£ 3-91 destconfig Ofl : EFiE MEEEE] (&)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1]> set up shock absorber for inbound mail

Changes committed: Wed May 31 22:25:28 2006 GMT

mail3.example.com>
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ZOFITIL, TLS ##0 TLS 77— F 5 L OREN B2 BE L £ 7
* 3-92 destconfig : ¥’ 0—/3LERTE
Choose the operation you want to perform:
- SETUP - Change global settings.
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- DEFAULT - Change the default.
- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo", but
this will not be secure.

1. partner.com
2. Demo

Please choose the certificate to apply:
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x® 3-92 destconfig : ' O—/NLEEE ()

[11> 1

Do you want to send an alert when a required TLS connection fails? [N]> n
hostrate

EiEA

BEDFEANDT VT 4T 4 2E=XLET,

ERAE
alyb:Zoavr RFiialy MEEFAETT,
JIGREER . ZDa~vr Ni~vyr E—FTCOREFATEET,
RNRyFawrR: Zoavry RNy FERXZTFR—FLTHERA,
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* 3-93 hostrate

mail3.example.com> hostrate

Recipient host:

[1> aol.com

Enter the number of seconds between displays.

[10]> 1

Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp
SftBncEvt

Status Delta Delta Delta

Delta
23:38:23 up 1 0 0 4 0
0
23:38:24 up 1 0 0 4 0
0
23:38:25 up 1 0 0 12 0
0
~C

hostrate A< N&fEILT512i%, Cul+C AL £7,
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hoststatus

E L
BEDKRA NDAT—Z ZAZFELET,
ERAE

alyb:ZoavrNiialy MREERAETT,
JGREGE . —pa~vy Riivwyy E— RTCORFEHATEET,
NRyF awrs R Zoavy RgRXyFEXLEFTR— ML THWERA,
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mail3.example.com> hoststatus

Recipient host:

[1> aol.com

Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients 1
Hard Bounced Recipients 1
DNS Hard Bounces 0
5XX Hard Bounces 1
Filter Hard Bounces 0
Expired Hard Bounces 0
Other Hard Bounces 0
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# 3-94 hoststatus (#i &)
Delivered Recipients

Deleted Recipients

Gauges:
Queue
Active Recipients
Unattempted Recipients
Attempted Recipients

Connections

Current Outbound Connections

Pending Outbound Connections

Oldest Message No Messages
Last Activity Fri Aug
Ordered IP addresses: (expiring at Fri Aug
Preference IPs
15 64.12.137.121
15 64.12.137.89
15 64.12.137.184
15 64.12.138.57
15 64.12.138.57

8 11:04:24 2003

8 11:34:24 2003)

64.12.138.120

152.163.224.122

64.12.136.57

205.188.156.122

64.12.136.89
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# 3-94 hoststatus (#i &)
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26  64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121

MX Records:

Preference TTL Hostname

15 52m24s mailin-01l.mx.aol.com
15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE

(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):

Host up/down:up

Last ActivityWed Nov 13 13:47:02 2003
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£ 3-94 hoststatus (# &)
RecipientsO
example.com (PublicNet 023):
Host up/down:up
Last ActivityWed Nov 13 13:45:01 2003
Recipients

'.E_Iullg

BA

VAT A EOROEWVIERHEA v E—T DO MID sy X —E R LET,

ERAE
FeE . Z o~ FIZ commit IZX4EH Y 8 A,
JIGRAEER : Zoavr N~y y =R TOAEHRATEET,
NyF ae s R:Zoavy RNy FEXREZSR—FLTWERA,

%

WOHITIE, HWA Yy E—VERRLET,
% 3-95 oldmessage

mail3.example.com> oldmessage

MID 9: 1 hour 5 mins 35 secs old
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rate

558

ERAE

%

% 3-95 oldmessage (#%)

Received: from test02.com ([172.19.0.109])

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23Q@test02.com

To: 4031l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com

A=V DAN—Ty NeE=F LET,

alybh: Zoavwr Rica sy MEEIZIARETT,
ISGREBE . “Da~<vy Rid~wyy T— RTORFHTEET,
NRyFa<s /R Zoa<vwy RNy FEXRZSHR—FLTWEREA,

* 3-96 rate

mail3.example.com> rate

Enter the number of seconds between displays.

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




3

ITUK: EH |

& 3-96

[10]> 1

rate (#E)

Hit Ctrl-C to return to the main prompt.

Time

23:

23:

23:

23:

23:

23:

23:

23:

~C

37:

37:

37:

37:

37:

37:

37:

37:

13

14

15

16

17

18

19

21

In

10

11

Connections Recipients

Received

41708833

41708841

41708848

41708852

41708858

41708871

41708881

41708893

Delta

13

10

12

Recipients

Completed

40842686

40842692

40842700

40842705

40842711

40842722

40842734

40842744

Delta

11

12

10

Queue

K-Used

64

76

64

64

67

64

79
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redirectrecipients

&R

N

[+
i

>

']
of

ERAE

INYFER

TRTOA v E—VFHMOY L— KA MIUXA L7 FLET,

Ayt—T%, Idevinull £5Ek LT HREBERFACUITIHELA LI T B E,
Ayt—IUhEbhET, A—ILEIDLIGRAMVIZYFSLALI LTS,
CLICEBZEFERRINFCBA, AvE—CFUHALY T BHEIIC, REA R
A UDHEIMESH SMTP L— FE2HERBLTLESL,

DR MO RED SMTP A —)LEZETEDR S ICEREINTLVELER
FEREIP7 FLRICZREZFZVFALI LT HE, A yvtE—ONRNOURE
h, A—LBRbhBARERENHY FT.

alybh: Zoavr Rica sy MEEIZARE T,
ISGREBE . “Da~<vy Rid~wyy T— RTORFHTEET,
RNRyF aw R Zoavy KRNy FEXEZ T HR— KL TWET,

redirectrecipients Av Y RONy FEXEZFEHTH L, kD CLI a~v 2
DT XTOMEEL FEITTEET,

o TRTDA—NERIDRAMEIZIP T FLRAIZY XA L7 FLET,

redirectrecipients host <hostname>
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WIZ, T_XTHA—/L% example2.com A NIV # A L7 b 562 RLE
j‘o

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to
send all mail to.

[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not
prepared to accept large volumes of SMTP mail from this host will
cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to
"example2.com"? [N]> y

Redirecting messages, please wait.

246 recipients redirected.

resetcounters

anEA

VAT LANDTRTCOA T EEZ )y hLET,

ERAE

Ll
J

Sy b ZoavrNizaly MEEIIRETT,
PSREEW . —pavr NEIviry BE— R TORFEHTXET,
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RyFa<wryR: Zoavry RNy FERXZYFR—FLTHWERA,

%

® 397 resetcounters

mail3.example.com> resetcounters

Counters reset: Mon Jan 01 12:00:01 2003

removemessage

BILL
BEDA v —Y ID DA vt —VEERICHIRLET,

removemessage 2~ R TIL, fE¥F=2—, FBFifTxa—, FH3mkF=—
NORAyE—VDREHIRTEET, VAT LOREICL-TE, ZhbD
X2 BN TT I T AT A E—UNEENTWRWEANHY £7°,

ERAE
alyb:ZoavrNiialy MEERAETT,
JGREGE . —pa~vy Riivwyy E— RTCORFEHATxET,
NRyFa<sry/R: Zoa<vwy KNy FEXRZSHR—FLTWEREA,
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#* 3-98 removemessage

example.com> removemessage 1
MID 1: 19 secs old

Received: from example2.com ([172.16.0.1021)
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing

Message-Id: <20070302035041.67424.53212Q@test02.com>

Remove this message? [N]> y

showmessage

i

BEENIEAYE—VID DAY=V A v bE—UARTEFRLET,

ERAE

Iy ko Coawr Nioa Sy MEEIRETT,
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JIGREEH . ZDa<vr Nivwyy T RNTOREATEET,
RNRyFawry R Zoavry RNy FERZTFR—FLTHWERA,

& 3-99 showmessage

example.com> showmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from example2.com([172.19.0.10971)
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23Q@test02.com
To: 4031@example.com
Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com>

This is the message body.

showrecipients

3558

Fa—HNDA =V %ZEEHEARA MIEIZ Envelope From 7 K L AFIZ&
RTDEMD, TRCOAvE—VEFRRLET,
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ERAE
alybh: Zoavwr Rica sy MEEIZIARETT,
PSREEW . —pavr NEIviy BE— R TORFEHTXET,
RNRyFawryR: Zoavry RNy FERXZYFR—FLTWET,

INYTFER

showrecipients Iv Y RONy FEXEHEHTH L, kDO CLI 2~v> ROT
NTOMREERTTE ET

o« REERA LT A v =V ORE

showrecipients host <hostname>

e Envelope From 7 KL A THO A v — Y OHHE

showrecipients [sender options] <sender email>

WK D sender_option Z A TXE 7,
--match-case 7 KL ADZ—HLE/yDKRILT /N TF %2 XKF]Liz—3,
o TRTOAYE—VDOMRE

showrecipients all

]

WIZ, TRTOZELZERAFA~DF2—HNDOA v E—00 %27 LET,

mail3.example.com> showrecipients

Please select how you would like to show messages:

1. By recipient host.
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2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456@ironport.com Testing
[0] [0] 9554@example.com

1522 1230 userl23456@ironport.com Testing
[0] [0] 3059@example.com

1529 1230 userl23456@ironport.com Testing
[0] [0] 7284@example.com

1530 1230 userl23456@ironport.com Testing
[0] [0] 8243@example.com

1532 1230 userl23456@ironport.com Testing
[0] [0] 1820@example.com
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1531 1230 userl23456Q@ironport.com Testing
[0] [0] 9595@example.com

1518 1230 userl23456Q@ironport.com Testing
[0] [0] 8778@example.com

1535 1230 userl23456Q@ironport.com Testing
[0] [0] 1703@example.com

1533 1230 userl23456Q@ironport.com Testing
[0] [0] 3052Q@example.com

1536 1230 userl23456Q@ironport.com Testing
[0] [0] 51ll@example.com

status =~ K, IronPort 7 /I A T LV ADV AT A AT —H AR KT 5H7=
OIZFEHLET, ldetail) 7> ay (RAT7T—XAOFM) 2FEHT5 &, B

BB ENET,

BRAE

alyb:ZoavrRFiialy MEEFAETT,
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JSREEE . —pavwr NI, TRTOI L ET—F (T2 E, TLA—7F,
~vy) CTHEHATEET,

NRyF awry R Zoavy gy FEXLEFTR— ML THWERA,
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£ 3-100 status

example.mail3.com> status

Enter "status detail" for more information.

Status as of: Tue Aug 02 14:03:53 2005 PDT

Up since: Tue Aug 02 10:27:22 2005 PDT (3h 36m 31s)
Last counter reset: Tue Aug 02 10:24:51 2005 PDT

System status: Online

Oldest Message: No Messages

Feature - IronPort Anti-Spam: 25 days

Feature - Receiving: 25 days

Feature - Sophos: 25 days

Feature - Virus Outbreak Filters: 25 days

Feature - Central Mgmt: 29 days
Counters: Reset Uptime
Lifetime
Receiving

Messages Received 0 0
2

Recipients Received 0 0
2
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£ 3-100 status (&)

Rejection

Rejected Recipients 1 1
1
Dropped Messages 0 0
0
Queue
Soft Bounced Events 0 0
0
Completion
Completed Recipients 0 0
2

Current IDs

Message ID (MID)

3
Injection Conn. ID (ICID)
1
Delivery Conn. ID (DCID)
1
Gauges: Current

Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 0
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% 3-100 status (&)
Messages In Work Queue 0
Messages In Quarantine 0
Kilobytes Used 0
Kilobytes In Quarantine 0
Kilobytes Free 39,845,888

tophosts

Bl

BT A % 2 — T B REOWRE TS L, HEOEESS 2 Moo
il (F2—0DHEKeE) BHH0E DLW T 521X, tophosts 2~ K

M LFE T, tophosts 2~ ik, F=2—WND 20 DZEFEDY A F %K
LET, VANMI, 72774 7%EEH. EHER. BEFAZEE. Y7 A

TUAANRY R, BEOAN— R AR ENEZEEREY, Sk SEhEHE

WRlZY — FTCEET,

ERAE
a3y b:Zoavwr RiZay MAEIIRETT,
PSRFEE . Cpavy NiE<wvy T— RToOAFEHTEET,
NyF azwrR: Zoavy RNy FERE YR — L TVERTA,
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£ 3-101 tophosts

mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4., Soft Bounced Events

5. Hard Bounced Recipients

[1]1> 1

Status as of: Mon Nov 18 22:22:23 2003
Active Conn. Deliv. Soft Hard

# Recipient Host Recip Out Recip. Bounced Bounced

1 aol.com 365 10 255 21 8

2 hotmail.com 290 7 198 28 13

3 vyahoo.com 134 6 123 11 19

4 excite.com 98 3 84 9 4

5 msn.com 84 2 76 33 29

mail3.example.com>
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topin

A
BHEEHREOBDIEIZ EALOFRA 2R R LET,
ERAE

alyb:ZoavrNiialy MREERAETT,
JGREGE . —pa~vy Riivwyy E— RTCORFEHATEET,
NRyF awrs R Zoavy RgRXyFEXLEFTR— ML THWERA,
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topin

mail3.example.com> topin

Status as of:

#

Remote hostname

lmail.remotedomainOl.com

10

11

12

13

mail.

mail.

mail.

mail.

mail.

mail.

mail.

mail.

mail.

mail.

mail.

mail.

remotedomainO1

remotedomain03

remotedomain04

remotedomain05

remotedomain06.

remotedomain07

remotedomain08

remotedomain09.

remotedomainlO

remotedomainll

remotedomainl?2

remotedomainl3

. com

. com

. com

. com

com

. com

.com

com

. com

. com

. com

.com

Sat Aug 23 21:50:54 2003

Remote IP addr.

172.16.0.2

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

16.

16.

16.

16.

16.

l6.

16.

16.

l6.

16.

16.

16.

.10

.11

.12

.13

.14

listener

IncomingO1

Incoming02

IncomingO1l

Incoming02

Incoming01

Incoming02

Incoming01

IncomingO1l

Incoming01

Incoming01

Incoming01

Incoming02

IncomingO1l

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i

Conn. In

10

10




E3E VR BEM |

|

% 3-102 topin (=)

14 mail.remotedomainlé4.com 172.16.0.15 Incoming01
15 mail.remotedomainl5.com 172.16.0.16 Incoming01
16 mail.remotedomainlé6.com 172.16.0.17 IncomingO1l
17 mail.remotedomainl7.com 172.16.0.18 Incoming01l
18 mail.remotedomainl8.com 172.16.0.19 Incoming02
19 mail.remotedomainl9.com 172.16.0.20 Incoming01
20 mail.remotedomain20.com 172.16.0.21 Incoming01

H- 2]

Ja— N )VEMEEIEY A NEEHLET,

ERAE

Ay h:Z0avr NEaIy MUMERKETT,

JIGREEH . Zpav NiE, TRXRTCOY Y F— R (FFRAE, TL—F,
v~ ) THHATEET,

NyF avw /R Zoavy FigRyFEXLEZSR—FLTWEREA,
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ZOFEITIH, 7 FL A userlexample.net N7 B — NLEMEEIEY X MEBEME
N, AveE—TEN—RKANTURTHEIITHEPRESNET, ZOT FL
ACKEEINDA v E—VEAY RSN ET, BREOEMICA vy E—URAY
VAINET,

# 3-103 unsubscribe

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as

"@example.com" or "user@" are allowed, as are IP addresses. Partial
hostnames such as "@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.
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% 3-103 unsubscribe (%)
Choose the operation you want to perform:
- NEW - Create a new entry.
- DELETE - Remove an entry.
- PRINT - Display all entries.
- IMPORT - Import entries from a file.
- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.
- CLEAR - Remove all entries.
[1> setup
Do you want to enable the Global Unsubscribe feature? [Y]> y

Would you like matching messages to be dropped or bounced?

1. Drop

2. Bounce

[1]1> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.
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workqueue

H- BA

ERAE

* 3-103 unsubscribe (#%&)

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user(@example.net” to global unsubscribe

Changes committed: Thu Mar 27 14:57:56 2003

E¥X 2 —D—HEIL AT — X 22 KRB IOLELET,

a3y bh:Zoavwr Ricasy MEEIARE T,

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

%

JIGREEH . ZDa<vr Nivwyy T RNTOREATEET,
RNRyFawry R Zoavry RNy FERZTFR—FLTHWERA,

& 3-104 workqueue : X1 —DFEHTHO—HEL

mail3.example.com> workqueue

Status: Operational

Messages: 1243

Manually pause work queue? This will only affect unprocessed messages.
[N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server

Messages: 1243

BHOANMEETT, BRAEZ AN LW AS, B H% loperator paused] &
LCarpnigkshEd,
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ROBFITIE, FEF2—PHRASNET,

& 3-105

workqueue : —FEIEShi-F1—DOERH

mail3.example.com> workqueue

Status:

Messages: 1243

Paused by admin: checking LDAP server

Resume the work queue? [Y]I> y

Status:

Messages: 1243

Operational

R2YFI—FVTEREIRAY D=9 Y=L

S, D CLI a2~ RIZOoW AL £97,

- -
— —

emconfig

etherconfig

interfaceconfig

netstat
nslookup
ping
routeconfig
setgateway
sethostname
smtproutes

sslconfig
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¢ telnet

* traceroute

emconfig

'.E-IDII:I

BA

RSA Enterprise Manager OF FIEFA 3@ L £,

(GE)  emconfig 2 v FEEMAT LAIIC. GUI @ DLP Global Settings ~2— ¢ RSA
Enterprise Manager Zix i L TH < SLERH Y £7, CLI TiEk., ZO¥eex A
R—=T MWD LIFTTES . BAFOREDHHED AR TT,

ER7E

a3y bh:Zoavry NIaly MEERKETT,

JTGRFEHE . ZDa<v s RE, V7I7AX, T—7 Flrid~vrrofe—FK
THEATEET,

NyFawryR: Zoavy FERNyFERER—FLTWEEA,
Ny FiR
IronPort 7 77 A 7 > A & RSA Enterprise Manager & O#:ki & % & 51215 :

emconfig setup [options]

% 3-106 emconfig Dty FFPy T+ TFay

7 ay B7L

--remote_host RSA Enterprise Manager @78 A & 721X 1P 7 F
L,

--remote_port RSA Enterprise Manager (ZH#ft 95 R — b,

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F
| 274 | |




E3IE avUF:BEH
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% 3-106 emconfig Dty F 7Y T AT ar #EE)
FFvay Bte
--local_port ESA T Enterprise Manager (Z##5¢ 3 % R — k.
--enable_ssl RSA Enterprise Manager & ® SSL #fg % 1 13 —7

MILET,

ARXR—=T VT DL 1, T 4= VT DT

o MM LETS,
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RSA Enterprise Manager ~® 5 D]

vml0esa0031l.ga> emconfig

RSA Enterprise Manager connection status is: "UNKNOWN"

Choose the operation you want to perform:
- SETUP - Edit RSA Enterprise Manager interop config.

[1> setup

RSA Enterprise Manager: test.example.com:20000
Local port for EM to connect to: 20002

SSL Communication to RSA EM: disabled

Enter hostname of RSA Enterprise Manager:

[test.example.com]> em.example.com

Enter port number of RSA Enterprise Manager:

[20000]>

Enter local port for EM to connect:

[20002]>

Enable SSL communication to EM [N]>
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Advanced Settings:

RSA Enterprise Manager GUID: emlocalsite

Device Vendor name: Cisco Systems

Device Status Interval: 5 seconds

Polling Cycle Interval: 30 seconds

Connection Throttle Interval: 0 milliseconds

Max event archive size: 31457280 bytes

Max files in event archive: 50

Max file size in event archive: 10485760 MB

Max size of event.xml file: 1048576 MB

Interoperability subsystem heartbeat interval: 500 milliseconds

Heartbeat service attempts before failing: 3

Connection timeout duration: 30 seconds

Command status timeout duration: 30 seconds

Max chunk size: 1000

Msg exchange cycle: 1

Do you want to change advanced settings? [N]>

Choose the operation you want to perform:
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- SETUP - Edit RSA Enterprise Manager interop config.

(1>

etherconfig

E L
AF 4 TRE. NIC <7V 7, VLAN &, DSR R EREDA —H %y bX
EEITWVET,

ERAE

asyh:Zoa<wr NIz Iy MEERKLETT,
PSRABEBE . —pavr NEviry BE— RN TORFHTXET,
NRyFa<s s/ R: Zoa<vwy KNy FEXRZSR—FLTWEREA,
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& 3-107 etherconfig : A 74 7EREDHE

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> media

Ethernet interfaces:
1. Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:£f3:ba:6d
2. Data 2 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6e

3. Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.

[1> 2
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% 3-107 etherconfig (%) : AT 7REDHEE (HS)

Please choose the Ethernet media options for the Data 2 interface.
1. Autoselect

2. 10baseT/UTP half-duplex

3. 10baseT/UTP full-duplex

4. 100baseTX half-duplex

5. 100baseTX full-duplex

6. 1000baseTX half-duplex

7. 1000baseTX full-duplex

[1]> 5

Ethernet interfaces:
1. Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6d

2. Data 2 (100baseTX full-duplex: <100baseTX full-duplex>)
00:06:5b:f3:ba:be

3. Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1>
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% 3-107 etherconfig (%) : AT 7REDHEE (HS)
Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

(1>
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etherconfig A< > FZ#E 2= NICR7 ) 5 DA F—T )ik
% 3-108 etherconfig : NIC R7 Y 5 DA :—T 4L

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> pairing

Paired interfaces:

Choose the operation you want to perform:
- NEW - Create a new pairing.

[1> new

Please enter a name for this pair (Ex: "Pair 1"):

[1> Pair 1

1. Data 1

2. Data 2
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% 3-108 etherconfig : NIC R7 YT DA x—T )k (FE)

Enter the name or number of the primary ethernet interface you wish bind
to

[1>1

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1>

NIC R7 Y o HFIZxt9 B failover T FOFEMA

ZOFITIE, FEIOT7 2 — A —N"—%FT L, Data2 f V' F—T = A A&
WPz 774~ A2 —T7 x4 A LET, CLI TEEZMERT DI,
status 7 a~ 2 REEITTALERDH Y 9,

% 3-109 etherconfig : FEITO failover a7 > FORST

mail3.example.com> etherconfig

Choose the operation you want to perform:
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% 3-109 etherconfig : FEITO failover a7 > FORT (=)
- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> pairing

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1> failover

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up
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% 3-109 etherconfig : FEITO failover a7 > FORT (=)

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1> status

Paired interfaces:
1. Pair 1:
Primary (Data 1) Standby, Link is up
Backup (Data 2) Active, Link is up
Choose the operation you want to perform:
- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.
- STATUS - Refresh status.

(1>

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

% 3-109 etherconfig : FEITO failover a7 > FORT (=)

- LOOPBACK - View and configure Loopback.

[1>

etherconfig <> FIZ& %% L LY VLAN OERL

ZOfF T, Datal A— k Fiz 2 5D VLAN (VLAN 31 & VLAN 34) % {Ef%
L%,

£ 3-110 etherconfig : $ L L VLAN OfERL

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):
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% 3-110 etherconfig : $ LU VLAN O/ERL (%)

[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2

3. Management

[1]1> 1

VLAN interfaces:

1. VLAN 34 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

[1> 31

Enter the name or number of the ethernet interface you wish bind to:
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% 3-110 etherconfig : $ LU VLAN O/ERL (%)
1. Data 1
2. Data 2

3. Management

[1]1> 1

VLAN interfaces:
1. VLAN 31 (Data 1)

2. VLAN 34 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

(1>
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etherconfig A< > FIZC&BINL—TNRv Y £ 3= A ADA F*—T )Lk

ARX—=T NI —T Ry 7 f =T oA AL, A X —T AR
(Datal 72 &) EEIC X IcbhEd,

#* 3111 etherconfig : L—F v I £ VA=A ADAL *—T L

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANSs.

- LOOPBACK - View and configure Loopback.

[1> loopback

Currently configured loopback interface:
Choose the operation you want to perform:
- ENABLE - Enable Loopback Interface.

[1> enable

Currently configured loopback interface:

1. Loopback

Choose the operation you want to perform:
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'.E_Iullg

BA

BRAE

Ny FER

|
% 3-111 etherconfig : W—TNRY Y A 23— LA ADLRX—T ) HHKE)
- DISABLE - Disable Loopback Interface.
(1>
Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.
- VLAN - View and configure VLANs.
- LOOPBACK - View and configure Loopback.
[r>
interfaceconfig

=T e RERELET. A 27— 7 = A REARR, i, HIRTX %
$o FTP ZA X —7 WL, IPT RVRAZEEL, A —¥ Xy FIPT FL X%
RETEET,

asyh:Z0avwr NIz y MEERKLETT,
JIREER . Zpa~vr Nii~vwvry E—FTCOREATEET,
NyF aes R Zoavwy RERNyFEXREZSR—FLTWHET,

interfaceconfig 2 v Y KONy FEXEFEHTH L, kD CLI =2~ FD
FRCOMEE ETTE T
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interfaceconfig new <name>

<ip address>

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask
--ip6=IPv6 Address/Prefix Lenght
[--ftp[=<port>]] (Note: only available on IPv4
[--telnet [=<port>]]
[--ssh[=<port>]]

[--http] [=<port>]
[--https[=<port>]]
[--euq_http[=<port>]]

[-—eug_https] [=<port>]

A B =T A ADHIE

interfaceconfig delete <name>
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=

Bl: 428 —x4 ADEE

® 3-112 interfaceconfig: 1 4 —27 =4 RADOHE

%IPII

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)

2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

(1> 1

IP interface name (Ex: "InternalNet"):

[Data 1]>
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% 3-112 interfaceconfig: 1 4 —J 141 AD{/E (FKE)

Would you like to configure an IPv4 address for this interface (y/n)?
[Y]>

IPv4 Address (Ex: 192.168.1.2 ):

[192.168.1.1]>

Netmask (Ex: "24”, “255.255.255.0" or "Oxffffff00"):

[OxEff££££00]>

Would you like to configure an IPv6 address for this interface (y/n)?
[N]>

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]>

Hostname:

[mail3.example.com]>

Do you want to enable Telnet on this interface? [Y]> n
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% 3-112 interfaceconfig: 1 4 —J 141 AD{/E (FKE)
Do you want to enable SSH on this interface? [Y]> n

Do you want to enable FTP on this interface? [N]>

Do you want to enable HTTP on this interface? [Y]> y

Which port do you want to use for HTTP?

[80]1> 80

Do you want to enable HTTPS on this interface? [Y]> y

Which port do you want to use for HTTPS?

[443]> 443

Do you want to enable Spam Quarantine HTTP on this interface? [N]

Do you want to enable Spam Quarantine HTTPS on this interface? [N]

Both HTTP and HTTPS are enabled for this interface, should HTTP requests

redirect to the secure service? [yi>
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% 3-112 interfaceconfig: 1 4 —J 141 AD{/E (FKE)

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Data 1: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data 2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[]> enabled HTTP, HTTPS for Data 1

Changes committed: Mon Jul 7 13:21:23 2003

mail3.example.com>
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5l : IronPort X /\L[EEf URL OLEE

&Iz, IronPort A S A[EHE URL 2EF 3 502 LET,
= 3-113 IronPort R/ 4LFEEE URL ODZEE

mail3.example.com]>interfaceconfig

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.
- EDIT - Modify an interface.

- GROUPS - Define interface groups.

DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

(1> 3

IP interface name (Ex: "InternalNet"):

[Management] >
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= 3-113 IronPort R/{LGRE URL DEE (FS)

Do you want to enable IronPort Spam Quarantine HTTP on this interface?
[yr>

Which port do you want to use for IronPort Spam Quarantine HTTP?

[82]>

Do you want to enable IronPort Spam Quarantine HTTPS on this interface?
[Y]>

Which port do you want to use for IronPort Spam Quarantine HTTPS?

[83]>

You have not entered an HTTPS certificate. To assure privacy, run
"certconfig" first.

You may use the demo, but this will not be secure.

Do you really wish to use a demo certificate? [Y]>

Both HTTP and HTTPS are enabled for this interface, should HTTP requests
redirect to the secure service? [Y]>

Both IronPort Spam Quarantine HTTP and IronPort Spam Quarantine HTTPS
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= 3-113 IronPort R/{LGRE URL DEE (FS)

are enabled for this interface, should IronPort Spam Quarantine HTTP
requests redirect to the secure service? [Y]>

Do you want Management as the default interface for IronPort Spam
Quarantine? [Y]>

Do you want to use a custom base URL in your IronPort Spam Quarantine
email notifications? [N]> y

Enter the custom base URL (Ex: "http://isg.example.url:81/")

[1> http://ISQ.example.com:82/

You have edited the interface you are currently logged into. Are you sure
you want to change it? [Y]> y

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.
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nslookup

EiEA

% 3-113 IronPort R/3LFERE URL OZEE (%)
- EDIT - Modify an interface.
- GROUPS - Define interface groups.

- DELETE - Remove an interface.

nslookup ¥ F&fEM¥ 5 L. DNS OELZT A FTE£7,

nslookup 2~V RTlX, 7774 T A0nHEI{EL TV% Domain Name
Service (DNS; RA A Y F—L $—ER) —RNEFHLTHA NP 7 K
VAEMR LU CEIECTED I LA TEET,

# 3-114 nslookup AT FDHITY— 247

9T)—m

a47 §%EA

A RARDA B —Xy b T FLA

CNAME A U7 ADEHDLTH]

MX A=)V I AF 2Ty

NS BELEZY —rDR—25n —

PTR IV =P B —=Fy b T RLVAOERIEERAR M, £ 9 TR
WIS BT ORISR T 2R A &

SOA KA A 2@ [start-of-authority (HEELDBILR) | & #H

TXT T A MER
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netstat

&R

netstat A<V REFHTLHE, Xy =T BREBIOEE). L+—
TAT T=TN, BLOSEISERRXY N =7 A ¥ —T = A AatE#R
ERRFTEET, ZON—TVa U TETNTOSENYTR— s Tk
WZEIZERLTLEE Y, HTE 205, -a, -A, -g. -m, -M, -N,
S TYT, Z0a~vy REAVFT7 7747 T—RFTOFETEEMEL TS
O, netstat x AT LB TLR— MO EE 5 DOF T arnbBINTEE
T, T, Vv RV TAHA U F—T 24 AEFRROMBHLIEETE £,

ERAE
alybh: Zoavr Rica sy MEEIZARETT,
TIGRRER . —pav L Niviy E— R TCORMEATEET,
RyFawry R Zoavy RNy FERZTFR—FLTHWERA,
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% 3-115 netstat

example.com> netstat

Choose the information you want to display:

1. List of active sockets.

2. State of network interfaces.

3. Contents of routing tables.

4., Size of the listen queues.

5. Packet traffic information.

[1]1> 2

Select the ethernet interface whose state you wish to display:
1. Data 1

2. Data 2

3. Management

4. ALL

[1>1

Show the number of bytes in and out? [N]>

Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop

Data 1 1500 197.19.1/24 example.com 30536 - 5

Cisco IronPort AsyncOS 7.6 CLI ) 77 L>R 4 F




E3E VR BEM |

£ 3-115 netstat (&)

example.com>

ping

%A
ping AV REFEHTDIE, TTITAT UV ANLR Yy NT—2 KA M~D
Pefe e 7T A N TEET,

ERAE

aIy b ZoavrNcay MYEIARZETY,

PSREBE ZDav L NEvdry BE— R TOREATEXET, &HlT, =
Da<wyRiEe Ay RmAN (—=Fharl A Lizvvy) TORMEHATE
¥, ZOoavr NEFEHTDITE, a—Iv 774V VAT AT 7 EAT
ETAHMLHENDHY £,

NyFavwrs R Zoavwy RigRnyTFEXLEZSR—FLTHWEREA,
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# 3-116 ping

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (x.x.x.x): 56 data bytes

64 bytes from 10.19.0.31: icmp seq=0 ttl=64 time=1.421 ms
64 bytes from 10.19.0.31: icmp seg=1 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp seq=2 ttl=64 time=0.118 ms
64 bytes from 10.19.0.31: icmp seq=3 ttl=64 time=0.115 ms

64 bytes from 10.19.0.31: icmp seg=4 ttl=64 time=0.139 ms
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% 3-116 ping (#&Z)
64 bytes from 10.19.0.31: icmp seq=5 ttl=64 time=0.125 ms
64 bytes from 10.19.0.31: icmp seq=6 ttl=64 time=0.124 ms
64 bytes from 10.19.0.31: icmp seg=7 ttl=64 time=0.122 ms
64 bytes from 10.19.0.31: icmp seq=8 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp seq=9 ttl=64 time=0.133 ms
64 bytes from 10.19.0.31: icmp seq=10 ttl=64 time=0.115 ms
~C
--- anotherhost.example.com ping statistics ---
11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C
N
GE) ping 2= K&K TTBHI2iE, Ctrl+C ZEH L £,
routeconfig

H- BA

routeconfig A~v Y REMHHTAHE, TCP/IP N7 7 4 vV DAET 4 v 7 Jb—
N EER, e, HIBRTEET, T 740 FTIE. N7 7 4 v 71 setgateway
INTZT7ANE F—= b U A RHTL—T 4 VT ESNET,

==

awy R TRE

7272 L. IronPort AsyncOS TITFFEDITE~DN—T 4 7 HARETT,

N—RNE, =y 7 3x—2 (BEMA)., 5. BIO®SF— MU =A THERINET,
F—=r Tz (FZ A Ay ) 1F,10.1.1.2 2D IP 7 L AT, 5a%E1T
WDONT TR D £77,
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ERAE

INYTFER

e IP7 FL A (192.168.14.32 72 &)

e CIDR E£FEICLDY TRy b 1m& 21E, 192.168.5.0/24 1 192.168.5.0
MNP 192.168.5.255 FTHDIZTAC Ry NI =7 E&KEEKRLET,

IPv6 7 R L ADEEIT, OB TE £,
® 2620:101:2004:4202::0-2620:101:2004:4202::ff
® 2620:101:2004:4202::
® 2620:101:2004:4202::23
® 2620:101:2004:4202::/64

Zoawy RTHE, BERESNTWS TCP/IP L~ DU A RBRFERENDD
T, FI0HN— b2 EIR L Tedit BELWdelete Y7 a~r R TE F
j‘o

a3y bh:Znavwr REIay MEENRKETT,
PSREEW . —pavr NEviy BE— R TORFEHTXET,
RNRyFa<wryR: Zoavry RNy FEXZYFR—FLTWET,

smtproutes 2 ¥ ROy FEAEZMHEHTLH L, ko CLI 2w ROFT T
OWREZFITTEET, L—HMZIPv4 7T RLAEIZIPV6 7 RLADEL L%
RS2 E@EIRTEET,

o RET (v — FDOVER

routeconfig new 4|6 <name> <destination address> <gateway ip>

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

*x 3-117 routeconfig M 3|#
g% HTLT
416 Zoavy REwEMAT 5 IP O —Y 3 > (IPv4 %

721X IPV6), clear 2F8E L5 EB LI W print &5
TELZEA., 2O+ T v a VIAKARET, a~v
RIZEi T D= 3 VA SN E T,

name Jb— ks D4 BT,

destination_address BEIP T 74 v 7 DBREICRETHIPT FLXA
F 721X CIDR 7 RL &,

gateway_ip DRI T4y DOFEERETDHIPT FLA,

o RHET 4 v L— FDIRE

routeconfig edit 4|6 <name> <new _name> <destination_ address>
<gateway ip>

o RET 4 v b— DI

routeconfig delete 4|6 <name>

o TRTORET 4 v 7 /L— FOHIBR :

routeconfig clear [4]6]

o RETF 4y L—FrDO—EHT

routeconfig print [4]6]
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mail3.example.com> routeconfig

Configure routes for:

1. Ipv4
2. IPv6
[1]>

Currently configured

Choose the operation

- NEW - Create a new

[1> new

Please create a name

[1> EuropeNet

routes:

you want to perform:

route.

for the route:

Please enter the destination IPv4 address to match on.

CIDR addresses such as 192.168.42.0/24 are also allowed.
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[]> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:

[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(1>

mail3.example.com> routeconfig

Configure routes for:

1. Ipv4
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Currently configured routes:

Choose the operation you want to perform:
- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvéNet

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.

[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to
2620:101:2004:4202::/6:

[1> 2620:101:2004:4202::23
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Currently configured routes:
1. BEuropeIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:

2620:101:2004:4202::23

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(1>

mail3.example.com> commit

setgateway

BL)]
setgateway AV Y N CIE, Ary baA—T 4 74D LEICRET LT 74

NWEDFXRI AN Ry TERELET, RE (F74+0 FTHEHARY) F—hU=
A 1%, routeconfig I~V FZHEHALTHRELET,

ERAE

a3y bh:ZoavrNEaIy MUMERKETT,
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JSREEE . —pavwr NI, TRTOI L ET—F (T2 E, TLA—7F,
~vy) CTHEHATEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWERA,
1

* 3-118 setgateway

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current
connection to be interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1
mail3.example.com> commit
Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Changes committed: Mon Jan 01 12:00:01 2003

sethostname

'.E_Iullg

BA

RANE, CLI 7r 7 N TURAT AEBNT ABRICHEH S VE T, ERELf
KA NG EANTHHENRSH Y £F, sethostname I~ KL, IronPort 77
ATV ADLRIERELET, FHAA MIT, comit 2~ REFRITLTH)
OTHINZ 72D £7,
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ERAE

]

a3y bh:Znavwr REIay MEENRKETT,
JSREEE . —avr NI, TR_RTOIr ET—F (T2 E, TL—7F,
~vy) THEHATEET,

RNRyF azwryF: Zoazwy FERNyF Rz R—FLTHEEA,

* 3-119 sethostname

oldname.example.com> sethostname

[oldname.example.com]> mail3.example.com

oldname.example.com>

RANGOEBRZGHITTAHITIE, commit I~ REANTAHALERH Y £,
RANOBEEEHEET DL, CLL a2 P MIHLWER M RFERENE
j‘o

#* 3-120

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Apr 18 12:00:01 2003
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KDEITHLWERR MR Ty 7 MeERRrRENET,

mail3.example.com>

smtproutes

EiEA

KRR 72 RAA VHREARE LT,

ERAE
a3y bh:Zoavr NEay MUERKETT,

PGREER . ZDa<wr NE, T_THO~Y v FT—F (TR E, TL—7F,
~vy) THEATEET,

NyF aes R Zoavy RNy FEXRESR—FLTWHET,
Ny FER

smtproutes 2 v RONy FEREZHEHT DL, ko CLI 2w ROFTT
DIREE FEITTEET,

e H LW SMTP /L — F DIERK

smtproutes new <source> <destination> [destination] [destination] [...]

e BEfF®D SMTP /L— h D HIkR

smtproutes delete <source>

e SMTPV—FrDUAMDZ VT

smtproutes clear
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e SMTP/L— DY A DT

smtproutes print

¢ SMTP /L —FDY A LDA AR — |

smtproutes import <filenames>

e SMTP/L—FDYARDZI AKR— K

smtproutes export <filenames>

Bl

7)/_\’@1%'(“!3:\ smptroutes A< ]\%ﬁi‘ﬂ% L, RAA example.com D
relayl.example.com, relay2.example.com, BILO
backup-relay.example.com ~D/b—k (v 7)) ZELKLET, s8OS
TAFV T 4 ZRET DITIEL, /pri=¢ ZEEHALE T, #1213 0 ~ 65535 DfE%
BELET, EARZEVEZEETTIAFTV T AITMELS RV ES, T4 4V T 14 %
BELRWES, 7740 P00 ICRESNLET,

(systemsetup 2> ROFEITH, InboundMail /X7 v 7 U 2 F—%ET D
EELEFAL~y B 72 ERL TV OEAERHLH I LITERLTILEEW),

& 3-121 smtproutes

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.
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£ 3-121 smtproutes (&)

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.
Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com,
backup-relay.example.com

Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:
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£ 3-121 smtproutes (&)

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.
- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[1>

SMTP IL— FD FA A U EEET BHICIL, smtproutes -> EpIT ZHEALFET,
sslconfig

H- BA

TFIAT L AD SSL R/ ELXIEEET,

ERAE

Ay bh:Z0avr FEaIy MUMERKETT,

JIREEH  Zoa~v L NiE, T RTCOYY L FT— K (TR F, T—TF
v~ ) THHATEET,

NyF avw /R Zoavy FigRXyFEXLZSR—FLTWEREA,

N

l_Cisco IronPort AsyncOS 7.6 CLI Y 27 LR 4 F




mail3.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL

Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

VERIFY - Verify and show ssl cipher list.

[1> gui

Enter the GUI HTTPS ssl method you want to use.

1. SSL v2.
2. SSL v3
3. TLS vl
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4. SSL v2 and v3

5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl

[5]> 6

Enter the GUI HTTPS ssl cipher you want to use.

[RC4-SHA:RC4-MD5:ALL] >

sslconfig settings:

GUI HTTPS method: sslv2sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL

Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

[1> inbound
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Enter the inbound SMTP ssl method you want to use.

1. SSL
2. SSL
3. TLS
4. SSL
5. SSL
6. SSL
[5]> 6

v2.

v3

vl

v2 and v3

v3 and TLS vl

v2, v3 and TLS vl

Enter the inbound SMTP ssl cipher you want to use.

[RC4-SHA:RC4-MD5:ALL] >

sslconfig settings:

GUI HTTPS method: sslv2sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL

Inbound SMTP method: sslv2sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose

the operation you want to perform:
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|
- GUI - Edit GUI HTTPS ssl settings.
- INBOUND - Edit Inbound SMTP ssl settings.
- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1>

telnet

Bl

ERAE

Iy ko Coavr Nioa Sy MEEIRETT,

IGREEE . Zpavy NiIvyy E— RTCORFEHTEEST, 612, =
DawrRigal A4y RmA N (—=FRa s Litvyy) TORFEHTE
¥, ZOavr REEHTIZE, e = 77 A0 VAT ATV EAT
XHOMENRHY FT,

RyFa<wryR: Zoavy RNy FERXZYFR—FLTWERA,
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traceroute

= 3-122 telnet

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 3

Enter the remote hostname or IP.

[]> 193.168.1.1

Enter the remote port.

[25]1> 25

Trying 193.168.1.1...
Connected to 193.168.1.1.

Escape character is '"~]'.
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il
o

2

traceroute A<V REHHATIHE, TTFIAT UV ANDLFR Yy NU—F FRA b~
O T AN LT, Xy b7 ORy FICHTINV—T 4 VT OMEEZT

ERAE

alyvbh:Zoavr Ny MUTEFIRETT,
JSRBER . Zpavy NEIvyy TE— RTCOMEHATEET, &bz, =

Da<wyRiEa s A4y RmAN (—=Fhal A Lizvyy) TORMEATE
9, Z0avr REEHATAIZE, a—b)V 77 A4V VAT AT VAT

XDOMENRHY FT,
NRyF awry R Zoavwy RigRNyFELEZSR—FLTHWEREA,
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= 3-123 traceroutes

mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Please enter the host to which you want to trace the route.

[]> 10.1.1.1

Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway (192.168.0.1) 0.202 ms 0.173 ms 0.161 ms

2 hostname (10.1.1.1) 0.298 ms 0.302 ms 0.291 ms

mail3.example.com>

Outbreak 7 1 /L%

22T, KO CLL 2wy FIZon TR LET,

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

|
* outbreakconfig
¢ outbreakflush
e outbreakstatus
e outbreakstatus
outbreakconfig

'.E_Iullg

BA

outbreakconfig 2~ R&EMHTH L, BT VX E% CLI TRRETE
T, REICIE, BT s VEERRO A 2 —T7 b, LEVWEORE, R 7 v
ZERRDETA— N T IT— b EZEFETINE I DOERRRBH Y £,

ERAE

a3y bh:Zoavr NEay MUERKETT,

PGREER . ZDa<wr NE, T_XTHO~I v T—F (TR E, TL—7,
~vy) THEATEET,

NRyFawryR: Zoavry RENyFERXRZYVFR—FLTWEFA,
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& 3-124 vofconfig

mail3.example.com> vofconfig

VOF: enabled

Choose the operation you want to perform:
- SETUP - Change VOF settings.

[1> setup

Do you want to enable the Virus Outbreak Filters? [Y]> y

Virus Outbreak Filters enabled. The current threshold is 4.

Suspicious messages with a threat level that meet or exceed this
threshold will be quarantined.

Enter your threshold value. This is a number between 1 and 5, where 1 is
a very low tolerance for risk, and 5 is extremely high:

[41> 2

Virus Outbreak Filters enabled. The current threshold is 2.

Suspicious messages with a threat level that meet or exceed this
threshold will be quarantined.
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*® 3-124 vofconfig (&)

VOF Alerts are sent when filetypes cross the threshold (go above or back
down below), meaning that new messages of certain types could be
quarantined or will no longer be quarantined, respectively.

Would you like to receive VOF alerts? [Y]> y

The Virus Outbreak Filters (VOF) feature is now globally enabled on the
system. You must use the 'policyconfig' command in the CLI or the Email
Security Manager in the GUI to enable VOF for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:
- SETUP - Change VOF settings.

(1>

mail3.example.com> commit

outbreakflush

ERAE

Fr v a2INTWEREL—LEZZ VT LET,

141

v MREIZARE T,

aIyh:Zoavr R
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%

JIGABER . ZOav s vy y E— N TCOREHTEET,
RNRyF azwyRF: Zoaxy RNy FERzPR—-—FLTWEEA,

£ 3-125 vofflush

mail3.example.com> outbreakflush

Cached Outbreak Rules have been cleared.

mail3.example.com>

outbreakstatus

B8

ER7E

outbreakstatus 2~ NiE, LT A VHAEIEEEZ A X —T VI TDH0:E 9 0,
AN —IV, BITEO LE WAL E, BT A VEABROBIEOR E2R R L E
7,

alyb:ZoavrFiialy MEEFAETT,
PSGRFEE . Cpavy NiE<wvy T— RTCoOAFEHTEET,
NyFawryR: Zoavy FERNyFEREYR—FLTWEEA,
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= 3-126 outbreakstatus

mail3.example.com> vofstatus

Virus Outbreak Filters: enabled

Component Last Update Version
Virus Outbreak Rules Tue May 03 11:17:42 20050422 231148
CASE - Core Never 1.0.0-017

CASE - Tools Tue May 03 13:33:30 1.0.0-013

Last download attempt made on Wed May 04 10:35:35

Threat Outbreak Outbreak

Level Rule Name Rule Description

5 OUTBREAK 0002187 03 A reported a MyDoom.BB outbreak.

5 OUTBREAK 0005678 00 This configuration file was generated by...

3 OUTBREAK 0000578 _00 This virus is distributed in pictures of...

Virus Outbreak Filter Rules with higher threat levels pose greater

risks. (5 = highest threat, 1 = lowest threat)
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# 3-126 outbreakstatus (#i&)
Last update: Tue May 3 11:17:46 2005

Current Virus Outbreak Filters threshold: 3 (use "vofconfig" to
change)

mail3.example.com>

outbreakupdate

anEA

CASE L — B IRz Yy a7 oI EHZ2ER L E1,

ERAE
alybh: Zoavwr Rica sy MEEIZIARETT,
ISGREBE . “Da~<vy Rid~wyy T— RTORFHTEET,
NRyFa<s /R Zoa<vwy RNy FEXRZSHR—FLTWEREA,
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&

® 3-127 outbreakupdate

elroy.run> outbreakupdate

Requesting check for new CASE definitions

R o—DERE

22T, KO CLL 2wy FIZon THM L ET,

dictionaryconfig
exceptionconfig
filters
policyconfig
quarantineconfig
scanconfig
stripheaders

textconfig

dictionaryconfig

H- 2]

avFUY F 4 aF ) ERELET,
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a3y bh:Znavwr REIay MEENRKETT,

JSREEE . —avr NI, TR_RTOIr ET—F (T2 E, TL—7F,
~vy) THEHATEET,

RNRyF azwryF: Zoazwy FERNyF Rz R—FLTHEEA,

dictionaryconfig -> new PHEHALCT 47 aF VU EERL,
dictionaryconfig -> delete ZfEH L TT 4 7> aF VU ZHIBRLET,

& 3-128 dictionaryconfig : T4 2> a7+ 1) 1 QR

example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
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* 3-128 dictionaryconfig: ¥4 23+ Y 1 DK ()

<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> delete

Enter the number of the dictionary you want to delete:

1. HRWords

[1> 1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:
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% 3-128 dictionaryconfig: ¥4 23+ Y 1 DK ()

- NEW - Create a new content dictionary.

[1>

ZOFITIE, lsecret_words) EWIZRIDOH LWT 7> aF U aER L,
lcodename] & WO HFEEZREELET, 20T 127 v atF Vs AT LKL,

edit -> settings ¥ 7 A~ REMMH LT, KIFL/DXFORXFIE L OHE
DG O EEZOT 4 7 a T VICERLET,

& 3-129 dictionaryconfig: T4 23+ 1) 2 DER

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.

codename
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x® 3-129 dictionaryconfig : ¥4 237+ Y 2 DR ()

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret _words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
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x® 3-129 dictionaryconfig : ¥4 237+ Y 2 DR ()

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>

Do you want strings in this dictionary to only match complete words? [Y]>

Enter the default encoding to be used for exporting this dictionary:
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

(21>
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x® 3-129 dictionaryconfig : ¥4 237+ Y 2 DR ()

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

(1>

Currently configured content dictionaries:

1. secret _words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

(1>

mail3.example.com> commit

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F
| 336 | |




x® 3-129 dictionaryconfig : ¥4 237+ Y 2 DR ()

Please enter some comments describing your changes:

[1> Added new dictionary: secret_words

Changes committed: Thu Feb 03 13:00:19 2005 PST

mail3.example.com>

T492arynALrR—F
WRDOFITIE, dictionaryconfig I < Y FaEFEH LT, profanity.txt 7 ¥ A K

77 A LINOD 84 {HDHFEA Unicode (UTF-8) ¢ LTF 427 a+ U
profanity {24 ¥ A— h LET,

& 3-130 dictionaryconfig : T4 23+ ) DA R—F

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> profanity
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% 3-130 dictionaryconfig: 7493+ VD4 vR—F #EE)

Do you wish to specify a file for import? [N]> y

Enter the name of the file to import:

[1> profanity. txt

Enter the encoding to use for the imported file:
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[21>
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% 3-130 dictionaryconfig: 7493+ VD4 vR—F #EE)

84 entries imported successfully.
Currently configured content dictionaries:

1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
(1>

mail3.example.com> commit

T493F)DITYRAR—F

WDOFITIX, dictionaryconfig 2> R&EMEH LT, secret words 7 1 7
vaFU%&kTF AN 77 A/l secret_words_export.txt [TV AR—PFLFE
7

£ 3-131 dictionaryconfig : 7493+ )OI Y RKR—F

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words
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x 3-131 dictionaryconfig: T4 9233+ VDITH AR —F EHE)

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export
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x 3-131 dictionaryconfig: T4 9233+ VDITH AR —F EHE)
Enter a name for the exported file:

[1> secret words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':

- NEW - Create new entries in this dictionary.
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x 3-131 dictionaryconfig: T4 9233+ VDITH AR —F EHE)
- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.
- DELETE - Remove an entry in this dictionary.
- PRINT - List the entries in this dictionary.
- SETTINGS - Change settings for this dictionary.
[1> export
Enter a name for the exported file:
[1> secret_words_export.txt
exceptionconfig

'.E_Iullg

BA

exceptionconfig 2~ K% CLI THHATAZ &LV, RAAL UBISNT—7
NeERCcExET, 20T, EEFA—/N T KL X ladmin@zzzaaazzz.com)
ZRAL BN T —TMZBIML, A —% TAllow] IZEELET,

BRAE

a3y bh:ZoavrNEaIy MUERKETT,

IIGREER . ZDa~vr N, TRXTCHO~Y > T—F (VTAX, TL—F,
~vvy) THETEET,

RyFawryR: Zoavry RENyFERXRZYTFR—FLTWERTA,
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£ 3-132 exceptionconfig

mail3.example.com> exceptionconfig

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry

[1> new

Enter a domain, sub

-domain, user, or email address for which you wish to

provide an exception:

[1> mail.partner.com

Any of the followin

- @[IP address]

Matches any email

- @domain

Matches any email

- @.partial.domain

Matches any email

- user@

Matches any email

- user@domain

g passes:

address with this IP address.

address with this domain.

address domain ending in this domain.

address beginning with user@.
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% 3-132 exceptionconfig (&)

Matches entire email address.

Enter a domain, sub-domain, user, or email address for which you wish to

provide an exception:

[1> admin@zzzaaazzz.com

Choose a policy for this domain exception:

1. Allow
2. Reject
[11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry

- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries

- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

(1>
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filters

&R

ERAE

%

Ay =V A T g v ERELET,

a3y bh:ZoavrNEay MUERKETT,
IIGRARER  —pav L FI~vyy E— R TCOREHATEET,
NRyFawsyR: Zoa<xy FEnyFREREYR—FLTHVEEA,

ZOFITIE, filter AV FEMML T3 DOHF LT 4 L Z ZAERR L ET,
o ERWIDT 4 VZ DATIIL, big messages TJ, Z iU body-size L —/L%&
BHALT, IOMB XYV KREVWAYE—V%E FrYy X LET,

¢ 2B/DDT 4 VZ DARINL, no mp3s TT, AT attachment-filename
N—=NEHER LT, mp3 7 7 A NERF DAV T 7 A NV E BT A
t—vE ey LET,

e 3F/BDHDT 4 )VH DLAHIIL, mailfrompm T, ZIUX mail-from /L—/L %
il L C. postmaster@example.com 25D A — /L% T T~
administrator@example.com D7 74 ' K I—HR> ab—&{ERKLET,

filter -> list W7 a<vr NEfHL, 74 ZDY A NERRFLT, 74/
EWNT 7T 47 TENTHDZ L EMHERLET, KIZ, move 7 a~<r K&

HLT, BHERBEOT7 A NVEZDOMEEZANEZET, KEIC, EEZHELT
TANBERDILET,

& 3-133 filters

mail3.example.com> filters

Choose the operation you want to perform:
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& 3-133 filters (& Z)

- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big _messages:
if (body-size >= 10M) {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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% 3-133 filters (%)
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop () ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
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& 3-133 filters (& Z)

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@example.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
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& 3-133 filters (& Z)

[1> list

policyconfig

H- 2]

ERAE

Bl

ZEERMELITEEEN-AORY O —2RELET,

a3y bh:ZDavr NEaly MEENRKETY,
JIGREEH . Zpav s NiE, TRXTCO~Y Y F— R (FFRAE, TL—7,
~vy) THEMTEET,

NyF awryR: Zoavy FERNyFERER—FLTWEEA,

ZOFITIX, policyconfig -> edit ->antispam V7 a~r R&EEH LT, 7
7 4V b DFEIF A=)V B Y 2 —0 IronPort Anti-Spam FEEZMREL ET, (Zh
ERILREREF A=V EXa2 VT 4 v X =V X HEO GULIZHLH Y £7),

o FT. ARLELELTHHHESNIZA v —VIET7 — 0 A 7 DG BERS
Sh, FryZ3hET,

o ANRLDEENVRBIA v E—VIET —NATHRGLRVET, ZOXHI7%
A vt —UE, quarantine.example.com & W) P — A VX F—LE R
7z IronPort A/ S ARREEIC HRE S NE T, HHAITORBEICT F X |
[quarantined: possible spam] DVIBJISI, ZTOXIREDLWA vE—
VI X-quarantined: true EWI BRI~y X —nNEBMENEST, 20
PFUATIE, FHERBLV Y Fa—WEREE TRV E S 1 ER T
T, BHHRLEIOS L TRERD LD AR LEVWEZRETE £T,

o REh~—rT v 7 Ave—Vi, HLITORBEICTFA b
[MARKETING] 2NBAI S N7 REECHRUE SN E T,
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RBIC, EEREMELET,

GE) BEA—NLAKIYVT—TDLP RV ¥ —% A FX—TNMTT DO TIE,
7% 3-140 (P.3-406) #ZM L T Z &,

 3-134 policyconfig : 774 JL F® Anti-Spam BREDESE

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming
2. Outgoing

[11> 1

Incoming Mail Policy Configuration
Name: Anti-Spam: Anti-Virus: Content Filter: VOF:

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy

- PRINT - Print all policies
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% 3-134 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)
- FILTERS - Edit content filters
[1> edit
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
1. DEFAULT IronPort McAfee Off Enabled
Enter the name or number of the entry you wish to edit:
[1> 1
Policy Summaries:
Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy
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% 3-134 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)
- ANTIVIRUS - Modify Anti-Virus policy
- VOF - Modify Virus Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:
- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related
actions)

[1> edit
Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will
be

identified as suspected spam. You can set the IronPort Anti-Spam
Suspected Spam Threshold below.

The following configuration options apply to messages POSITIVELY
identified as spam:

What score would you like to set for the IronPort Anti-Spam spam
threshold?

[90]> 90

1. DELIVER
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% 3-134 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]> 50

The following configuration options apply to messages identified as
SUSPECTED spam:

1. DELIVER
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4
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% 3-134 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND
2. APPEND
3. NONE

Do you want to add text to the subject of messages identified as
SUSPECTED spam?

[1]1> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] 1> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED
spam? [N]> y

Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true
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% 3-134 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

Marketing email is normally legitimate email but sometimes undesirable.
Do you want to enable special treatment of marketing messages? [N]> y

The following configuration options apply to messages identified as
marketing messages:

1. DELIVER
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as marketing messages?

[1]1> 1

Do you want to archive messages identified as marketing messages? [N]>

1. PREPEND
2. APPEND
3. NONE

Do you want to add text to the subject of messages identified as
marketing messages?

[1]1> 1

What text do you want to prepend to the subject?

[ [MARKETING] ]> [MARKETING]
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% 3-134 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

Do you want marketing messages sent to an external quarantine or
alternate destination host? [N]> n

Do you want to add a custom header to messages identified as marketing

messages? [N]> n

Do you want marketing messages sent to an alternate envelope recipient?
[N]> n

Anti-Spam configuration complete
Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original
message.

Marketing-Messages: IronPort - Deliver, Prepend " [MARKETING]" to Subject
Anti-Virus: McAfee - Scan and Clean
Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:
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- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy

[r>

Incoming Mail Policy Configuration

Name: Anti-Spam: Anti-Virus: Content Filter:

DEFAULT IronPort McAfee Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
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% 3-134 policyconfig : ¥ 74 JL b® Anti-Spam REDEE (=)

[1> configured anti-spam for Incoming Default Policy

Changes committed: Tue Nov 17 22:00:35 2009 GMT

WIZ, new W7 a~<wr REEH LT, lWRHEZ =TV 7O —W %%t
GLLT2O90H LWKRY —Z2BIL, THAENZEREZEFA—L X
V7 4 RTEEEELEYT, CLI TIX, NUv—%EkT 5L T 74 MEIX

BRDOBRECTHETEET,

FT WEETF—2ORY —ZER L, KV E LV Anti-Spam REZHEE L F
ﬁ-o

& 3-135 policyconfig : lRFEF—LDKRY o—DIER

Incoming Mail Policy Configuration
Name: Anti-Spam: Anti-Virus: Content Filter: VOF:

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new
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Enter the name for this policy:

[1> sales_team

Begin entering policy members. The following types of entries are
allowed:

Username entries such as joe@, domain entries such as @example.com,
sub-domain

entries such as @.example.com, LDAP group memberships such as
ldap (Engineers)

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:
1. PublicLDAP.ldapgroup

[11> 1

Is this entry a recipient or a sender?
1. Recipient
2. Sender

(11> 1

Add another member? [Y]> n
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% 3-135 policyconfig : RFEF—LDRY >—DER (FE)

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will
be

identified as suspected spam. You can set the IronPort Anti-Spam
Suspected Spam Threshold below.

The following configuration options apply to messages POSITIVELY
identified as spam:

What score would you like to set for the IronPort Anti-Spam spam
threshold?

[90]> 90

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2
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Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]> 50

The following configuration options apply to messages identified as
SUSPECTED

spam:
1. DELIVER

2. DROP

3. BOUNCE

4. TIRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

(11> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n
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% 3-135 policyconfig : RFEF—LDRY >—DER (FE)
1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as
SUSPECTED

spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED
spam? [N]> n

Marketing email is normally legitimate email but sometimes undesirable.
Do you

want to enable special treatment of marketing messages? [N]> n

Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Virus Outbreak Filters for this policy? [Y]> y
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% 3-135 policyconfig : RFEF—LDRY >—DER (FE)

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter:
sales_team IronPort Default Default
DEFAULT IronPort McAfee Off

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

Cisco IronPort AsyncOS 7.6 CLI ) 77 LR 4 K

Default

Enabled

e




E3E VR BEM |

R, 2o =T V7 F—h B NOETA—NVZEE) ORY —2/Ek
L. .dwg 77 ANVETAIVREYET 4V E AX ¥ L OMRINIEELET,

% 3-136 policyconfig : TV =7 V5 F—LOK) >—DER

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
sales team IronPort Default Default Default
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering
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% 3-136 policyconfig: T L =7 ¥ F—LDORY >—DER #HEE)
Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as (@example.com,
sub-domain entries such as @.example.com, LDAP group memberships such as

ldap (Engineers)

Enter a member for this policy:

[1> bob@example.com

Is this entry a recipient or a sender?
1. Recipient
2. Sender

[1]1> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fred@example.com

Is this entry a recipient or a sender?
1. Recipient
2. Sender

[11> 1
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% 3-136 policyconfig: T L =7 ¥ F—LDORY >—DER #HEE)

Add another member? [Y]> y

Enter a member for this policy:

[1> joeRexample.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y
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% 3-136 policyconfig: T L =7 ¥ F—LDORY >—DER #HEE)

Would you like to enable Virus Outbreak Filters for this policy? [Y]> y

Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass

Virus Outbreak Filters? [N]> y

Choose the operation you want to perform:
- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions
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% 3-136 policyconfig: T L =7 ¥ F—LDORY >—DER #HEE)

[1> print

The following file extensions will bypass Virus Outbreak Filter processing:

dwg

Choose the operation you want to perform:

- NEW - Add a file extension

DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

(1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales_team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Off Enabled
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Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

WIZ, [Incoming Mail Overview policy] 7— 7V CHEAT 5 3 2OFH L a7
YV T ANE B L ET,

CLI T, policyconfig A< KD filters %7 3~ KiX [Incoming
Content Filters] GUL ~— Y LR U2 b4, CLITar 7Y 7 4%
EAERLT B & & ITIE, save W7 a~r REFBALTT 4 V¥ ZRIF L,
policyconfig 2~ RIZRAMLENDH Y £7,

F 9, scan _for confidential 27T Y 7 4 VHEERRK L ET,
% 3-137 policyconfig : scan_for_confidential A>F>Y 7 4 L% OYERL

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
sales team IronPort Default Default Default
engineering Default Default Default Enabled
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:

- NEW - Create a new filter

[1> new

Enter a name for this filter:
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[1> scan_for_ confidential

Enter a description or comment for this filter (optional):

[1> scan all incoming mail for the string 'confidential'

Filter Name: scan_ for confidential

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential’

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR

1. Condition
2. Action

[1]1> 1

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Envelope Recipient Address

13. Envelope Recipient in LDAP Group
14. Envelope Sender Address

15. Envelope Sender in LDAP Group

16. Reputation Score
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR
17. Remote IP

18. DKIM authentication result

19. SPF verification result

[1]1> 1

Enter regular expression or smart identifier to search message contents
for:

[1> confidential

Threshold required for match:

[11> 1

Filter Name: scan_for confidential
Conditions:

body-contains ("confidential", 1)
Actions:

No actions defined yet.

Description:
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Action

[1]1> 2
1. Bcc
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Edit Header Text
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR
9. Send From Specific IP Interface
10. Drop Attachments By Content
11. Drop Attachments By Name
12. Drop Attachments By MIME Type
13. Drop Attachments By File Type
14. Drop Attachments By Size
15. Send To System Quarantine
16. Duplicate And Send To System Quarantine
17. Add Log Entry
18. Drop (Final Action)
19. Bounce (Final Action)
20. Skip Remaining Content Filters (Final Action)
21. Encrypt (Final Action)
22. Encrypt on Delivery
23. Skip Virus Outbreak Filters check
[11> 1

Enter the email address(es) to send the Bcc message to:

[1> hrRexample.com

Do you want to edit the subject line used on the Bcc message? [N]> y
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR

Enter the subject to use:

[$SSubject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bce ("hr@example.com", "[message matched confidential filter]")

Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description

- ADD - Add condition or action
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- DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1. Condition

2. Action

[11> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Edit Header Text

9. Send From Specific IP Interface
10. Drop Attachments By Content
11. Drop Attachments By Name

12. Drop Attachments By MIME Type
13. Drop Attachments By File Type
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR
14. Drop Attachments By Size

15. Send To System Quarantine

16. Duplicate And Send To System Quarantine

17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)
21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Virus Outbreak Filters check

[1]> 14

Filter Name: scan for confidential

Conditions:

body-contains ("confidential", 1)

Actions:
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR
bcc ("hr@example.com", "[message matched confidential filter]")
quarantine ("Policy")
Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string
'confidential'

Choose the operation you want to perform:

- NEW - Create a new filter
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% 3-137 policyconfig : scan_for_confidential 2 >7>Y 7 1 L2 QR

- EDIT - Edit an existing filter

DELETE - Delete a filter
- PRINT - Print all filters
- RENAME - Rename a filter

[1>

o— R 3-138 12, D2 oD arT oY 74 A ZOERKFEY R LET,
(CLI Clidm o Ru—7REEER Lo o R —FZEEOERERETE 20
ZriIZEELTLIEEY),

% 3-138 policyconfig : A>T Y 7 4JL4 no_mp3s & & U ex_employee
DIERL

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> no_mp3s
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DIER  H#E)
Enter a description or comment for this filter

[1> strip all MP3 attachments

Filter Name: no mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

(optional) :
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1.

2.

DR (|E)

Condition

Action

(11> 2

10.

11.

12.

13.

14.

15.

16.

Bcc

Notify

Redirect To Alternate Email Address

Redirect To Alternate Host

Insert A Custom Header

Insert A Message Tag

Strip A Header

Edit Header Text

Send From Specific IP Interface

Drop Attachments

Drop Attachments

Drop Attachments

Drop Attachments

Drop Attachments

By

By

By

By

By

Content

Name

MIME Type

File Type

Size

Send To System Quarantine

Duplicate And Send To System Quarantine

policyconfig : a>FT Y 744 no_mp3s & U ex_employee
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17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)
21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Virus Outbreak Filters check

[11> 12

Enter the file type to strip:

[1> mp3

Do you want to enter specific text to use in place of any stripped
attachments?[N]> n

Filter Name: no mp3s

Conditions:

Always Run

Actions:
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#* 3-138 policyconfig : a>FT Y 744 no_mp3s & U ex_employee
DIER  H#E)

drop-attachments-by-filetype ("mp3")

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string
'confidential'

2. no mp3s: strip all MP3 attachments

Choose the operation you want to perform:
- NEW - Create a new filter
- EDIT - Edit an existing filter

- DELETE - Delete a filter
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DER  (HE)
- PRINT - Print all filters
- MOVE - Reorder a filter
- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter

[1> bounce messages intended for Doug

Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

(optional) :
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#* 3-138 policyconfig : a>FT Y 744 no_mp3s & U ex_employee
DIER  H#E)

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition
2. Action

(11> 1

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name
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9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Envelope Recipient Address
13. Envelope Recipient in LDAP Group
14. Envelope Sender Address

15. Envelope Sender in LDAP Group
16. Reputation Score

17. Remote IP

18. DKIM authentication result
19. SPF verification result

[11> 12

Enter regular expression to search Recipient address for:

[1> doug

Filter Name: ex employee
Conditions:

rcpt-to == "doug"
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#* 3-138 policyconfig : a>FT Y 744 no_mp3s & U ex_employee
DIER  H#E)

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Action
[11> 2
1. Bcc
2. Notify
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3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Edit Header Text

9. Send From Specific IP Interface

10. Drop Attachments By Content

11. Drop Attachments By Name

12. Drop Attachments By MIME Type

13. Drop Attachments By File Type

14. Drop Attachments By Size

15. Send To System Quarantine

16. Duplicate And Send To System Quarantine
17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)
21. Encrypt (Final Action)

22. Encrypt on Delivery
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#* 3-138 policyconfig : a>FT Y 744 no_mp3s & U ex_employee
DIER  H#E)

23. Skip Virus Outbreak Filters check

[1]1> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y

Enter the subject to use:

[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to
the

notification? [N]> y

Filter Name: ex employee
Conditions:
rcpt-to == "doug"
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Actions:
notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1. Condition

2. Action

[11> 2
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.

DR (|E)

Bcc
Notify
Redirect To Alternate Email Address
Redirect To Alternate Host

Insert A Custom Header

Insert A Message Tag

Strip A Header
Edit Header Text

Send From Specific IP Interface
Drop Attachments By Content

Drop Attachments By Name

Drop Attachments By MIME Type

Drop Attachments By File Type

Drop Attachments By Size

Send To System Quarantine
Duplicate And Send To System Quarantine
Add Log Entry

Drop (Final Action)

Bounce (Final Action)

Skip Remaining Content Filters (Final Action)

policyconfig : a>FT Y 744 no_mp3s & U ex_employee
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21. Encrypt (Final Action)
22. Encrypt on Delivery

23. Skip Virus Outbreak Filters check

[1]> 18

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter
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#* 3-138 policyconfig : a>FT Y 744 no_mp3s & U ex_employee
DIER  H#E)

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string
'confidential'

2. no mp3s: strip all MP3 attachments

3. ex_employee: bounce messages intended for Doug

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>
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Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>
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a— Rfl 3-139 12, b)) —ERY —F A F—T L T—HORY —D =
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£ 3-139 policyconfig 0 DR ¥—IciTBa>TUY T4 ILE2DA F—
Tk

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
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T @)
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
1. sales team IronPort Default Default Default
2. engineering Default Default Default Enabled
3. DEFAULT IronPort McAfee Off Enabled

Enter the name or number of the entry you wish to edit:

[1>3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original
message.

Marketing-Messages: IronPort - Deliver, Prepend " [MARKETING]" to Subject

Anti-Virus: McAfee - Scan and Clean

Content Filters: Off

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:
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% 3-139 policyconfig 0 HEDRY >—IZwTBa>ToyY TZ1LE20DL R—
T @)

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential
2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1>1

1. Active scan_for_ confidential

2. no_mp3s

3. ex_employee
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Enter the

[1> 2

1. Active

2. Active

Enter the

[1> 3

1. Active
2. Active
3. Active
Enter the

(1>

policyconfig 0 HEDRY —IRTHAVTUY T4 LE2DS F—

TLe (#E)

filter to toggle on/off, or press enter to finish:

scan_for confidential
no_mp3s
ex employee

filter to toggle on/off, or press enter to finish:

scan_for confidential
no_mp3s
ex employee

filter to toggle on/off, or press enter to finish:

Policy Summaries:

Anti-Spam:

Suspect-Spam:

message.

Marketing-Messages: IronPort - Deliver, Prepend "[MARKETING]" to Subject

IronPort - Drop
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% 3-139 policyconfig 0 HEDRY >—IZwTBa>ToyY TZ1LE20DL R—
T @)

Anti-Virus: McAfee - Scan and Clean

Content Filters: Enabled. Filters: scan_ for confidential, no mp3s,
ex employee

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Enabled Enabled

Choose the operation you want to perform:
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- NEW - Create

- EDIT - Edit an existing policy

policyconfig 0 HEDRY —IRTHAVTUY T4 LE2DS F—

TLe (#E)

a new policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit

Name:

1. sales_team

2. engineering

3. DEFAULT

Anti-Spam:

IronPort

Default

IronPort

Anti-Virus:

Content Filter:

VOF:

Default

Default

McAfee

Default

Default

Enabled

Enter the name or number of the entry you wish to edit:

[1> 2
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% 3-139 policyconfig 0 HEDRY >—IZwTBa>ToyY TZ1LE20DL R—
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Policy Summaries:

Anti-Spam: Default
Anti-Virus: Default
Content Filters: Default

Virus Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:
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- DISABLE - Disable Content Filters policy (Disables all policy-related
actions)

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential
2. no mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1>1

1. Active scan for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1> 3

1. Active scan_for_ confidential
2. no_mp3s

3. Active ex_employee
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% 3-139 policyconfig 0 HEDRY >—IZwTBa>ToyY TZ1LE20DL R—
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Enter the filter to toggle on/off, or press enter to finish:

(1>

Policy Summaries:

Anti-Spam: Default
Anti-Virus: Default
Content Filters: Enabled. Filters: scan for confidential, ex employee

Virus Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

(1>
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Incoming Mail Policy Configuration

Content Filter:

Default

Enabled

VOF:

Default

Enabled

Name : Anti-Spam: Anti-Virus:
sales_team IronPort Default
engineering Default Default
DEFAULT IronPort McAfee

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

Enabled

Enabled
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mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming
2. Outgoing

[11> 2

Outgoing Mail Policy Configuration
Name: Anti-Spam: Anti-Virus: Content Filter: VOF: DLP:

DEFAULT Off Off Off Off Off

Choose the operation you want to perform:

- NEW - Create a new policy
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- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Content Filter:
DLP
1. DEFAULT Off Off Off
Off

Enter the name or number of the entry you wish to edit:

(1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Off

DLP: Off
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Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files
3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

[1> 1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files
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3. Restricted Files
Enter the policy to toggle on/off, or press enter to finish:

(1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

[1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

(1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Content Filters: Off (No content filters have been created)
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Virus Outbreak Filters: Off
DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip

Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- DLP - Modify DLP policy

[1>

quarantineconfig

anEA

VAT LW EBE L ET,

ERAE

a3y h:Zoavwr FEasy MUMERKETT,
JSGREBE . “Da~<vy Rid~wyy T— RTORFHTEET,

NRyF a<wryR: Zoavy RNy FERXEYR—-—FLTVEEA,

141
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Choose the operation you want to perform:

NEW - Create a new quarantine.

EDIT - Modify a quarantine.

DELETE - Remove a quarantine.

[1> new

VOFMANAGE - Manage the Virus Outbreak Filters quarantine.

Please enter the name for this quarantine:

[1> HRQuarantine

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i
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£ 3-141 quarantineconfig
mail3.example.com> quarantineconfig
Currently configured quarantines:
Quarantine Name Size (MB) % full Messages Retention Policy
Outbreak 3,072 0.0 1 12h Release
Policy 1,024 0.1 497 10d Delete
Virus 2,048 empty 0 30d Delete
2,048 MB available for quarantine allocation.
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x 3141 quarantineconfig (%)

Please enter the maximum size for this quarantine in MB:

[1> 1024

Retention period for this quarantine. (Use 'd' for days or 'h' for
hours.):

[1> 15 d

1. Delete

2. Release

Enter default action for quarantine:

[1]1> 2

Do you want to modify the subject of messages that are released

because "HRQuarantine" becomes full? [N]>

Do you want to give any users in the Operators/Guests

groups access to this quarantine? [N]> y

No users in the Operators/Guests groups have access to "HRQuarantine"

Choose the operation you want to perform:

- NEW - Add a new user.
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x 3141 quarantineconfig (%)
[1> new

1. hrquar
Select a user name or number
[1>1
Users in the Operators/Guests groups with access to "HRQuarantine":

1. hrquar
Choose the operation you want to perform:
- DELETE - Delete a user.
(1>
Currently configured quarantines:
# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete
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x 3141 quarantineconfig (%)

(N/A: Quarantine contents is not available at this time.)

1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- VOFMANAGE - Manage the Virus Outbreak Filters quarantine.
[1>

mail3.example.com> commit

a—45 & bmbk

2 —FOEIMETLEMIC Ty) 2F0 Ty E&ZxbE, = —FEHNH
B, 22—V VXA NEEHCTEET, Zhick ., REEREICET Aol

R 2 72 < THFRBEC S L Tl D 2 — f%ﬁﬁuif:&iﬁ prcxEd, =—W
BEEI va b HTREEOREEXHITT 121X, ZEo7 v 7k~ ([[») T

Enter Z#f L £,

(G¥) VAT A LRI AN a—FFEEIFALL—F 2a—FREREN TV AEBEAIT
22— W A~DEEEHT DT 78 2D EE T NERENET,

Wl D —4F U 2 MZiX, Operators 7 /v —7 £ 7-1% Guests 7 L — 72| T 5%
a—PEFNEENET, Administrators 7 /L —F O —H L, ISR
LCTRTCOT 7 BAMERZFGET, =2—F VA NEEHT L X%, T
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A NEW o~ RIfEAARTE 20 £9, RIS, HIBROXR E R D 2 —PR
F1E L7724 . DELETE @< RIZEHARTT & 720 3,

scanconfig
B L)z
W77 AnOAFY L R U—%2RELET,
ERAE
a3y bh:ZDavr REIaly MEERKETY,
JIGREEGHE . —Dav L NE, T R_XTOY Y FT—F (TR E, TA—7,
~vy) CTHEATEET,
NRyFawrR: Zoavry RNy FEXZYFR—FLTWET,
i

ZDOBITIH, scanconfig I RTUFDONRT A—HEHZELET,

e video/*, audio/*, image/* ® MIME ¥ A 13IA¥x v FInNET (a7
VIIAX Yy U ENEREA),

o XA MENTE (HIRNAR) T—IA TN 77 AT, K10 LULET
AX vy rEINET, (F7HNMI5 LUV,

o AX ¥ UENDIRMT FANDERKYA XX, 25MB T, L K&
W7 7 AT R TCAT vy 7 ENET, (F 74 I 5MB),

e KXo ALV MDAXT—HENAFY L EINET,
o T 7ANDAX XYL DA LT T NI, 180 IZHESNET,

o AX ¥ UENBDOTTRFT T AL, RBNRZ =N L E RS
nNEd., (F74/ hOEHE),

o TL—V TXRXMDAIR MIME % A 7@ plain/text ¥ 7=1% plain/html
AT HHE SN TWRWIEEIE, ASCIL = a— RB3fER I E T,
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(i¥) [assume the attachment matches the search pattern]%erJLCEQﬁ§@‘é<E\
AXY U TERVAYE—=VEAyE—=Y T 4 F =T L5 T true &R
ENET, ZhICEY, 7427 v a YV C—HLARANA v E—VORMRE, T
BHOBMENRRET L LNHVES, ZOXSRA -V, ar7 YR
ELLAFy Y TERVEVHSEATREE SN TVE Lz, ZOEIX RSA
Email DLP A% v AT S v EH A,

& 3-142 Scan Config : 2% v VEIEDERTE

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.
Choose one:

[2]1> 2
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x 3-142 Scan Config : ¥ v VEIMEDRE (FKE)

Enter the maximum depth of attachment recursion to scan:

[5]1> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds) :

[30]> 180

If a message has attachments that were not scanned for any reason (e.g.

because of size, depth limits, or scanning timeout), assume the
attachment matches the search pattern? [N]> n

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver
2. Bounce

3. Drop
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x 3-142 Scan Config : ¥ v VEIMEDRE (FKE)

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)

6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

(11> 1

Scan behavior changed.
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There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print
1. Fingerprint Image

2. Fingerprint Media

3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*
>
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stripheaders

&R

HIER T2 A vtE—Y N~y X —DIV R NEERLET,

ERAE

a3y bh:ZoavrNEay MUERKETT,

PIGREEHE . Zpavy NI, T RTOY Yy T— K (FFRAF, T A—F,
~vvy) THEATEET,

NRyF awrs R Zoavy RigRXNyFELEZTR—FLTHWEREA,
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& 3-143 stripheaders

mail3.example.com> stripheaders

Not currently stripping any headers.

Choose the operation you want to perform:

- SETUP - Set message headers to remove.

[1> setup

Enter the list of headers you wish to strip from the messages before they
are delivered. Separate multiple headers with commas.

[]1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:

- SETUP - Set message headers to remove.

[r>

mail3.example.com>
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textconfig

E L
DLP., "%, BEfbimamaah, 7oFIA N TIT—h FoFL— R,
AvE—UHBERIE, BMT L — MR EDTXFAN VY —RERELET,
ERAE

a3y bh:Znavwr REIay MEENRKETT,

PGREBR . Z0a<wr NE, TR_THO~I v FT—F (TR E, TL—7,
~vy) THEATEET,

RyFa<wryR: Zoavy RNy FERXZYFR—FLTHWERA,

%

textconfig -> NEW ZfEH L CTT A~ U Y —AZ{ER L. textconfig >
delete ZHHLTTH AN U Y —REHIBELET,

& 3-144 textconfig : 7¥ X b U V—RDERL

mail3.example.com> textconfig

Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.

[1> new

What kind of text resource would you like to create?
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x 3-144 textconfig : 7¥X b U Y—RDER #&EE)

[1]

Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template

Message Disclaimer

Encryption Notification Template (HTML)

Encryption Notification Template (text)

Notification Template

> 5

Please create a name for the message disclaimer:

[1> disclaimer 1

Enter the encoding for the message disclaimer:

1.

US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)
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x 3-144 textconfig : 7¥X b U Y—RDER #&EE)
8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter '.' on a blank line
end.

This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.
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x 3-144 textconfig : 7¥X b U Y—RDER #&EE)
- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:

[1>1

Message disclaimer "disclaimer 1" has been deleted.

Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.

(1>

textconfig -> EDIT A L CEEFEDTHF AN VY —REZEHFLET, =
I—REEHELEZD, @RLETIFARN VY —RAOTF A MEEBB LY T
i‘?‘o
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TEAM JY—ZADA vR—F

THRANT7ANETHRAN UV —RALLTA AR — T DHITIL, textconfig
-> IMPORT ZFEH L ET, A VAR —FTDHTFAKN 77 AL, TTT7A4T R
=@ configuration 7«4 L' 2 b VIZHFIET D MERH D 7,

& 3-145 textconfig : TF¥RA bk UY—RELTDTFFR b+ 7274 ILDA ViR—
8

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?

1. Anti-Virus Container Template
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% 3-145 textconfig : T¥AXA b UY—RELTODFXER M 74 LDA VR—
F @\

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notification Template

[1]> 8

Please create a name for the notification template:

[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII
[ 1list of encodings ]

[11>
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% 3-145 textconfig : T¥AXA b UY—RELTODFXER M 74 LDA VR—
F @\

Notification template "strip.mp3files" created.

Current Text Resources:
1. disclaimer.2.message (Message Disclaimer)

2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

(1>
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THRAP VY —=AZT XA T7A0E LTI AR— T 51T,
textconfig -> EXPORT ZEH LET, 7F A 77 A ME, T7I7A4T7 A L
@ configuration 7 ¢ L7 M VITHER SN E T,

% 3-146 textconfig : T¥RA bk UY—RDTFXFRX L 74 IADITYHY AK—F

mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> export

Please enter the name or number of the resource to export:

[1> 2
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= 3-146 textconfig : T¥X b UY—RADTHAXF F7L4NLADIT Y AKR—

Enter the name of the file to export:

[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII
[ list of encoding types ]

[11>

File written on machine "mail3.example.com" using us-ascii encoding.

Current Text Resources:
1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

Cisco IronPort AsyncOS 7.6 CLI ) 27 L> R 1 F




| 3% vy K SEH

& 3-146

textconfig : T¥X b UY—RADTHAXF F7L4NLADIT Y AKR—

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

(1>

AxX> 9&E75— bk

ZIZTiEH O CLL awr RIZoWTHBAL £,

alertconfig

'.E-IDII:I

BA

ER7E

alertconfig
grep
logconfig
rollovernow
snmpconfig

tail

BIA—N T I—FERELET,

Ay h:Z0avwr FEaIy MUMERKETT,

PSR Tavr NI, T R_RTOwIr ET— K (VFR%, Tr—F,
~vy) CTHEATEET,

NyF avw /R Zoavy FigRXyFEXLEZTR—FLTWEREA,
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CLIIZEBAH LW S—FEBXUT75— FREBDER
ZOBTIE, HLWT 7 — h2{EH (alertadmin@example.com) #{Epk L., H
KED Critical THDH, VAT AL, "—FRouxzT7 BIOT 4L 27 FY HN—x2R
NEBEOT 77— EZITWMA LS ICHRELET, EELET 77— 2R ETHE
TORMZ 360 PICEL, EFA—/LD From: 7 R L A%
Alerts@example.com (23X E L E 7,

& 3-147 alertconfig : FILW7Z S —FB&LKUTT— FREBFDOER

mail3.example.com> alertconfig

Sending alerts to:
joe@example.com

Class: All - Severities: All

Seconds to wait before sending a duplicate alert (seconds): 300

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- EDIT - Modify an email address.

- DELETE - Remove an email address.
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® 3-147 alertconfig : FILW7 53— rB&UT75— FREFOMER E&SE)
- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.
(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
1. All

2. System

3. Hardware

4. Virus Outbreak Filters

5. Anti-Virus

6. Anti-Spam

7. Directory Harvest Attack Prevention

(11> 2,3,7

Select a Severity Level. Separate multiple choices with commas.
1. All

2. Critical
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& 3-147 alertconfig : FILW7 53— rB&UT75— FREFOMER E&SE)
3. Warning
4. Information

[1]> 2

Sending alerts to:
joe@example.com
Class: All - Severities: All
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Seconds to wait before sending a duplicate alert (seconds): 300

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.
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& 3-147 alertconfig : FILW7 53— rB&UT75— FREFOMER E&SE)

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> setup

Seconds to wait before sending a duplicate alert (seconds):

[300]> 360

Would you like to enable IronPort AutoSupport, which automatically emails

system alerts and weekly status reports directly to IronPort Customer
Care?

(Enabling AutoSupport is recommended.) [Y]>

Would you like to receive a copy of the weekly AutoSupport reports? [Y]>

Sending alerts to:
joe@example.com
Class: All - Severities: All

alertadmin@example.com
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& 3-147 alertconfig : FILW7 53— rB&UT75— FREFOMER E&SE)
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Seconds to wait before sending a duplicate alert (seconds): 360

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> from

Alerts will be sent using the system-default From Address.
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® 3-147 alertconfig : FILW7 53— rB&UT75— FREFOMER E&SE)
Choose the operation you want to perform:
- EDIT - Edit the From Address.
[1> edit
Please enter the From Address to use for alerts.
[1> Alerts@example.com
Sending alerts to:
joe@example.com
Class: All - Severities: All
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Seconds to wait before sending a duplicate alert (seconds): 360

Alerts will be sent using this configured From Address:
Alerts@example.com
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® 3-147 alertconfig : FILW7 53— rB&UT75— FREFOMER E&SE)
IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1>

mail3.example.com>

grep

i

ng 77 ANVNDTHFARNERRLET,

ERAE

a3y bh:ZoavwrRiiay MEEFAETY,
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GE)

JGREEE . T pa~vy Niiviy B— RTOREATEXFES, 512, 2
DavwrRiZual A4y KA (a—=FRarsfrLizvyy) TORFEHTE
F9, Zoavr REFEATHIZE. a—HL 77 A4 VAT AT ZEAT
XDOMENRHY FT,

RNRyF azwyR: Zoaxy RNy FERzPR—F L TWEEA,

grep AV RZEMHT D & 0 JNOXTFHNERBETEET, grep Av YV K&
FITT D& XL, ROELEFEHLET,

grep [-C count] [-e regex] [-i] [-p] [-t] [regex] log name

FERZ TN, -e regex F720E regex ZANTTHMLENRNH D F9,

grep A~V Y FEFTTDH L EITIE. ROF Ty a v &2ffHLET,

& 3-148 grep AV FOAXFay

7 ay BREA

-C Aot grep XA —rDALTHA |
ERTELIOTER R LET, £-7T 5D
TEEANDLET,

-e ERERHEATILET,

-i RIXFE/NLFOXR 2 MWE L ET,

-p HANCER—V ZBINLE T,

-t grep A~V Fan s 77 A VORKRBET
FITLET,

regex FERFHEZADLET,
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grep Ol

WIiZ, TovF oA VA a7 oF TS lclean) F721% lviral) 2855 56
ERLET, ZOgrep =<2 Rl regex RELD G ENTHET,

grep: BJ 774 LADTFX FOBRE

& 3-149

mail3.example.

Fri Jun
'CLEAN"'

Fri Jun
'CLEAN"'

Fri Jun
'CLEAN'

Fri Jun
'CLEAN"'

Fri Jun
'CLEAN"'

Fri Jun
'CLEAN'

Fri Jun
'CLEAN"'

Fri Jun
'VIRAL'

Fri Jun
'VIRAL'

Fri Jun
'VIRAL'

Fri Jun
'VIRAL'

21:

21:

22:

22:

22:

22:

22:

22:

22:

22:

22:

com> grep "CLEAN\\|VIRAL" antivirus

50

53:

47:

47:

47 :

47:

47:

53:

53:

53:

53:

:25

15

41

41

41

41

42

04

05

06

07

2006

2006

2006

2006

2006

2006

2006

2006

2006

2006

2006

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

sophos

sophos

sophos

sophos

sophos

sophos

sophos

sophos

sophos

sophos

sophos

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

- MID

- MID

- MID

- MID

- MID

- MID

- MID

- MID

12

18

16

19

21

- Result

- Result

- Result

- Result

- Result

- Result

- Result

- Result

- Result

- Result

- Result
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logconfig

g%

BA

ERAE

x 3-149 grep: BY 774 LADTXFX FOBRE ($#EE)

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result
'"VIRAL' ()

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result
'"VIRAL' ()

mail3.example.com>

0y Ty ANSDT I EAERELET,

alIyh:Z0avr FNEaIy MUMERKETT,

ISREEH . Zpav Ly NI, TR_XTOSYr E—RF (524, JL—F,
~vy) THEMTEET,

NRyFawrR: Zoavry RNy FERXZYFR—FLTWERA,

FTP Fyva OF 4725 FL3v0f|

WDOBTIL, logconfig 2~ R&fEH L T, mybeliveryLogs & FEEXILAHI L
WEMEr 7 ERELET, KRIZ, e VB FTPIZL>TUVE—F KA M v
VadNbLOITHRELET,

% 3-150 logconfig : $TL LVEMER T DEE

mail3.example.com> logconfig

Currently configured logs:
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% 3-150 logconfig : ILLVEBER T DEE #EE)

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll
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% 3-150 logconfig : ILLVEBER T DEE #EE)
21. "system logs" Type: "System Logs" Retrieval: FTP Poll
22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
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% 3-150 logconfig : $ L WE{ED T DRE
1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:

[1> myDeliveryLogs

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

()
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% 3-150 logconfig : ILLVEBER T DEE #EE)

3. SCP Push
4. Syslog Push

[1]> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Password for youruser:

[1> thepassword

Directory on remote host to place logs:

[1> /logs

Filename to use for log files:

[conversation.text]>

Maximum time to wait before transferring:
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% 3-150 logconfig : ILLVEBER T DEE #EE)

[3600]>

Maximum filesize before transferring:

[10485760]>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval:

FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval:

FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval:

FTP Poll

11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:

FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval:

FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
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% 3-150 logconfig : ILLVEBER T DEE #EE)

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push -
Host

yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP 7y anyd$4IRyYYTLarnfl

WOHFITIE, logconfig I~ R&EMHH LT, LogPush & FEEIINDH LW EME R
JHRBELET, 2orZiE, SCPICE->TIP 7 FLA2310.1.1.1 ® Y E— b
ARARMZ2—W logger ELTT v o2&, T4 LV27 bV /tmp KIRTESNLD
FIOCRELET, v FHIGHFIEN SCP 7' 2 ThDYE1E logeconfig 2%
VR HEIRIZ ssheconfig A< RBRFFRNHEIN D Z LICHEBE L TLLZIV,
(FRA N F—OFEMIZOWTIL, [TronPort AsyncOS Advanced User Guide] @
Configuring Host Keys] #ZM L T 230, o—H% F—DFEMIC OV T,
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[IronPort AsyncOS User Guide] @ TManaging Secure Shell (SSH) Keys| # %
BLTLEEW), £/, RAMOTB Y7 RNTIEIP 7 RLAEEHTE £
R

% 3-151 logconfig : SCP I vy <o) BEAT DR

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
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% 3-151 logconfig : SCP [Ty o) BEOJTDER (HE)

17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
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% 3-151 logconfig : SCP [Ty o) BEOJTDER (HE)
1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[11> 3

Please enter the name for the log:

[1> LogPush

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push
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% 3-151 logconfig : SCP [Ty o) BEOJTDER (HE)
3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1>10.1.1.1

Port to connect to on the remote host:

[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:

(1> /tmp

Filename to use for log files:

[delivery.log]l>

Maximum time to wait before transferring:

[3600]>
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% 3-151 logconfig : SCP [Ty o) BEOJTDER (HE)

Maximum filesize before transferring:

[10485760]>

Protocol:
1. SSH1
2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it
manually?

1. Automatically scan.

2. Enter manually.

[11> 1

SSH2:dsa
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% 3-151 logconfig : SCP [Ty o) BEOJTDER (HE)

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNndbIwESArt9LVE2ts5yE9JBTSAUwWLvoqO0G3FRgifr
ce92zgyHtc/ZWyXavUTIM3Xd1lbpiEcscMp2XKpSnPPx21y8bgkpJdsSCQcM8zZMDjnOPm8ghiw
HXYh70oNEUJCCPnPxAy44r1J5Yz4x9eIoALpOdHUOGR+J1NAAAAFQDQi5GY/X9P1DM3fPMVEX7
wc0edlwAAAIBICcgMTEFP1IWTAGr1RtbowZP5zWZtVDTxLhdXzjlo4+bB4hBR7DKuc80+naAFnT
hyH/J8R3W1JIVF79M5geKIbXzuJGDK3Zwl3UYefPqBgXp201zLRQSJIYx1WhwYz/rooopN1BnF4
shl2mtg3tdell76bQgtwaQA4wKO15k3zO0WsPwARATIAICRYat3y+Blv/V6wdE6BBk+oULv3eK3
8gafuip4dWMBxkGIGO6EQi8nss820znwiWBy/pITRQfh4MBmlxTF4VEY00sARr1Z2tuUJC1QGQvVC
gh7Nd3YNais2CSbEKBEaIOTF6+SX2RNpcUF3Wg5ygw92xtgQPKMcZeLtK2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.17 [Y]> y

Currently installed host keys:
1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRkhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display this machine's host keys.
(1>

Maximum filesize before transferring:
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% 3-151 logconfig : SCP [Ty o) BEOJTDER (HE)

[10485760]>

Protocol:
1. SSH1
2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.
- HOST - Display this machine's host keys.

[]> scan

Choose the ssh protocol type:
1. SSHl:rsa
2. SSH2:rsa

3. SSH2:dsa
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% 3-151 logconfig : SCP [Ty o) BEOJTDER (HE)
4. all

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
1226064207644744411784740799620667532592786826489658706901294960654304244
6301345729479898062782982803379315222644869451431621827281445398693161250
8282328008815740072109975632356478532128816187806830746328234327778100131
1281766726662445111917837479658980008559470224846920794666977073739488715
54575173520565607

Syslog 7v>a R TRy YT a3 rnhl
WDFITIX, logeconfig 2 ¥ R&fi LT, MailLogsyslogPush & MEILILD
FLWEREe 2R ELET, 2o FiE, UPD 2#EHLTIP 7 KL
10.1.1.2 ® Y E— b syslog H—NZ [ A =)L) 772 VT 4 TTyadh,
FTEDT 4 L7 MVIRGFESND LI ICHEELET,

#& 3-152 logconfig : SCP I Fy 1) BREAJ DIERL

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
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% 3-152 logconfig : SCP [Ty o) BEOJTDER (HE)

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
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% 3-152 logconfig : SCP [Ty o) BEOJTDER (HE)
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new
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& 3-152

Choose the log file type for this

logconfig : SCP [Ty o) BEOJTDER (HE)

subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs
[11> 1

Please enter the name for the log:

[1> MailLogSyslogPush

Log level:

1. Critical

2. Warning

3. Information
4. Debug

5. Trace
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% 3-152 logconfig : SCP [Ty o) BEOJTDER (HE)

[3]1> 2

Choose the method to retrieve the logs.

FTP Poll
FTP Push
SCP Push
Syslog Push

=Sw N

[1]1> 4

Hostname to deliver the logs:

[1>10.1.1.2

Which protocol do you want to use to transfer the log data?

1. UDP
2. TCP
[11> 1
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% 3-152 logconfig : SCP [Ty o) BEOJTDER (HE)

Which facility do you want the log data to be sent as?
auth
authpriv
console
daemon
ftp
localoO
locall
localz

9. local3
10. locald
11. localb
12. localsb6
13. local?
14. mail

15. ntp

16. security
17. user
[14]> 14

W J oy U1 W N

Currently configured logs:

1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog
Push -

Host 10.1.1.2

rollovernow

H- 2]

u/ 7JyA NN —) F—_"—LFET,

ERAE

puss §

z

vh:Zoavr Ricaly MEETRETY,
PSGRFEE . Cpavy NiEvwv Yy T— RTCoOAFEHTEET,
NyFavwrvR: Zoavy RNy FERXEFFR—FLTWERA,
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% 3-153 rollovernow
mail3.example.com> rollovernow

Currently configured logs:

10.

11.
FTP

12.

13.

14.

15.

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

"error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
"euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

"euggui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
Poll

"ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
"gui_ logs" Type: "HTTP Logs" Retrieval: FTP Poll
"mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
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% 3-153 rollovernow (#%&)

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.

mail3.example.com>

snmpconfig

H- 2]

SNMP & E L £,

ERAE

Ay h:Z0avwr FEaIy MUMERKETT,
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%

JIGREER . —Dav L R, T R_TOYY Y T—F (VTR E, TA—7,
~vy) CTHEHATEET,
RNRyF a=yF: Zoavwy FERNyFERE I R—FLTHEEA,

WDFITIX, snmpconfig 2~ REMFAH LT, A"— K 161 ® [PublicNet] 1 >
B—T7 x4 ATSNMP %A F—7 /ML TCWET, RN—=V a3 DNRAT L—
RINANTTS I, HERDOTDIZHATISNTVWET, AT ALE, X—Varlk
FO2 ERAZWIHTHEIICHREINTEBY, 2o —Uar 1 BIU2 H
50 GET ERIZH L TCala=7 44 AU 7 public PANEINTNET,
N2 v % —% > b snmp-monitor.example.com MATTINTWET, HHEIZ.
VAT LOGET LEEEFRAAT E N THET,

% 3-154 snmpconfig

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.

1. Data 1 (192.168.1.1/24: buttercup.run)
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% 3-154 snmpconfig ()

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)

[11>

Enter the SNMPv3 passphrase.

Please enter the SNMPv3 passphrase again to confirm.

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?

[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.

[None]> snmp-monitor.example.com
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% 3-154 snmpconfig ()

Enterprise Trap Status

1. RAIDStatusChange

2. fanFailure

3. highTemperature

4. keyExpiration

5. linkDown

6. linkUp

7. powerSupplyStatusChange
8. resourceConservationMode

9. updateFailure

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple numbers

with commas.

[1>1,8

Enterprise Trap Status

1. RAIDStatusChange

Disabled
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% 3-154 snmpconfig ()

2. fanFailure Enabled

3. highTemperature Enabled

4. keyExpiration Enabled

5. linkDown Enabled

6. linkUp Enabled

7. powerSupplyStatusChange Enabled

8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack
#31, position 2

Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
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% 3-154 snmpconfig ()

SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2

System Contact: Joe Administrator, x8888

mail3.example.com>

0y 7y ANVORB D EMEICE R LET, tall 2~ FIgiE, #7550
TOLEEIITETE /ST A—H tail 9 £/21F tail mail logs & LTHRET
HZEHLTEET,

aIy b Z0avy FZay MRMETIRETT,

PSRAFER: Zpavy FiEvwyy T— RTCoOAFEHTXET, X5l =
Da<wy RiEn /A RA N (a—¥Ral A Lizvyy) TOREHATE
FT, ZOoavr REEHATLIE, =L 77 AN VAT AT VEAT
XLAMEND Y E7,

NRyFas s/ R: Zoa<vwy KNy FEXZSR—FLTWEREA,
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& 3-155 tail

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll

17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll
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18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes:
Automated Update for Quarantine Delivery Host

Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:

Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes:
Updated filter logs config

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes:
Receiving suspended.

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes:
Suspended receiving.

Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes:
Receiving resumed.

Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes:
Receiving resumed.

Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:
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& 3-155 tail (&)

Sun May 16 00:00:00 2008 Info: Generated report:
May 16 00:00:00 2004, size 2154 bytes

name b, start time Sun

ACmail3.example.com>

LiR—TF 125

ZIZTiEH O CLI 2wy RIZOoWTHBA L £9,

» T[reportingconfig]

reportingconfig

reportingconfig 27 > FOEA

reportingconfig 7 A =2 —Ti%, LFTOV 7T avr FeffiHTEET,

% 3-156 reportingconfig 4 7a<v > F

- 974 HL] FRASEYF«

filters X2 VT 4B SIATUAD M-Series D
TUANEEHELET,

alert_timeout LiR— bk T =2 EBETE o728 |M-Series D&
BT 77— e TS £ CTORE %
BRELET,

domain RAAL Y VR—FEEZHRELET, |M-Series D&

mode X2 UT 4 FET 7T A7 ATH  |C-Series.
SR L R—F ¢ T A F—T L |M-Series
WLET, BEFA—N X274 T
TIAT U AOFRERAIE - (T —
HNVVIR—TFT 4 T A F—T L
7,

mailsetup FBFA =N tvX2T 4 77747 |C-Series D&
ADVR—F 4 T EBRELET,
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ERAE

a3y bh:Znavwr REIay MEENRKETT,
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Bl: Lik—TF 420 240304 2—T I (M-Series DH)

& 3-157 reportingconfig : LiR—TF 12T 24 L2 DL x—TILE

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the
"last year" reports. Data from the reporting groups selected below
will not be recorded.

All filtering has been disabled.

1. No Filtering enabled
2. IP Connection Level Detail.
3. User Detail.

4., Mail Traffic Detail.
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Choose which groups to filter, you can specify multiple filters by
entering a comma separated list:

[1>2, 3

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get

reporting data
- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

(1>
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FAA4 > LR— D HAT REJECT B8O 1 *— Tt (M-Series D)

% 3-158 reportingconfig : FX A > LiR— +® HAT REJECT B8O A +—T
e

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances
providing reporting data to this appliance to occur at the message
recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
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= 3-158 reportingconfig : FX 4 > LR— k@ HAT REJECT fE8D A *—J
e (&)

- MODE - Enable/disable centralized reporting.

(1>
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BALLTIF 75— DA =TI (M-Series DH)
% 3-159 reportingconfig : 241 LF7 O b 75— DA 2—T L

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> alert timeout

An alert will be sent if reporting data has not been fetched from an
appliance after 360 minutes.

Would you like timeout alerts to be enabled? [Y]> y
After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.
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- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1>
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BF AN EFx1UTa PTSAF7URTORRERR LR —FT 4 VT DA
*r—ILiE

& 3-160 reportingconfig : FREFELAR—F 1 5 O1 R—T)LiE

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.

[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[r>
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||
LIR—T 4 2J T—2IIxT 5RBIEBEOHBDOKE (C-Series DH)
& 3-161 reportingconfig : HREPELKR—FT 14 2 J F—2ITHTHREEEHD

HIRDEE

esall-vmwl-tpub.ga> reportingconfig

Choose the operation you want to perform:
- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:
- SENDERBASE - Configure SenderBase timeout for the web interface.
- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.
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% 3-161 reportingconfig : PREPHBLKR—TFT 1 2 J T2 HEEEHD
HIRO®E WE)

- THROTTLING - Limit unique hosts tracked for rejected connection
reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the
C-series before being overwritten.

- LEGACY - Configure legacy mailflow report.

[]> storage

While in centralized mode the C-series will store reporting data for
the M-series to collect. If the M-series does not collect that data
then eventually the C-series will begin to overwrite the oldest data
with new data.

A maximum of 24 hours of reporting data will be stored.
How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled
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% 3-161 reportingconfig : PREPHBLKR—TFT 1 2 J T2 HEEEHD
HIRO®E WE)

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.
- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection
reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the
C-series

before being overwritten.
- LEGACY - Configure legacy mailflow report.

[r>

SenderBase

T, KO CLL 2wy FIZoW T LE T,
e sbstatus

* senderbaseconfig

sbstatus

H- 2]

SenderBase 7 =V —D AT —HX A& FK R LET,
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ERAE

a3y bh:Znavwr REIay MEENRKETT,

JIGREBE . T pavy N, TRTCOVY Y F—R (VFRE, TA—F,
~vy) THEHATEET,

RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWERA,

]

# 3-162 sbstatus : FIh

mail3.example.com> sbstatus

SenderBase host status
Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up

IronPort 77 7 A 7 A7) SenderBase #EAfi ¥ — & A IZH:f
D ZDOY—EZA~OERBEI LIRro T 5E1E. RO X

£ 3-163 sbstatus : &K

i

TERWEA, oF
IZERENET,

Y

mail3.example.com> sbstatus

SenderBase host status

Host up/down: Unknown (never contacted)
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senderbaseconfig

&R

SenderBase D#Efiik ExfHEL T,

ERAE

a3y bh:ZoavrNEay MUERKETT,

PIGREEHE . Zpavy NI, T RTOY Yy T— K (FFRAF, T A—F,
~vvy) THEATEET,

NRyF a<wr R Zoavy gy FEXLETR— ML THWERA,
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&

& 3-164 senderbaseconfig

ail3.example.com> senderbaseconfig
Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:
- SETUP - Configure SenderBase Network Participation settings

[1> setup

Do you want to share statistical data with the SenderBase Information
Service (recommended)? [Y]>

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:
- SETUP - Configure SenderBase Network Participation settings

(1>

SMTP H—EXDERE

ZIZ T, RO CLL 2w RIZOWTHB LET,
e listenerconfig

* localeconfig
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| £3% a2 F: =M .
« smtpauthconfig

listenerconfig

FHA

listenerconfig =~ R CiX, YV A+ —2%A{Em, M. HIFRTE E3, IronPort

AsyncOS TiX, AvE—VEZEL, ZEFA IRy N =7 ONEELIX
A =2y N EONEOZEZDONTNNICY L—F 5 DDRMEEET D
VERHY T,

INOLDORRERDEMITII AT —TERENET, TNOLOFENR—FEINT
A=) 7r— R —NRNELSN, EHENET, U AF—7TIiX, IronPort 7
TIAT VATEFA—NEEETHVATLLEBETOIHELEREINET,
& 3-165 listenerconfig <> F

U AF—IZiF, ISR TE DX IC—BOARTZT T
<FEEW, VAFT—RICERTDLAAITTIX, KLFE/NLF
BEHENET, AsyncOS TiE, HED U A F—IZF— D4
EA) Azt LldTcEaEtA,

YAF—IZIP A v F—T =2 RZHVETOHNES, R
F—FAERR LEID Y CTHAHIIC, systemstartup 2 ¥ RE7
IPAa— ¥ interfaceconfig A< REMHEHL T, ¥ XTOIP A~
MR B =T 2 A RAERETLLERDHY 7,

A= FAF EBFA-AOZEEAEND AL TH FALTHY
an ESMTP & QMQP O W TT,

U A — DB
e O3 2 fF
EDIP R— b,
77 F IV T,
SMTP TlIR—
k25 #fEAL,
QMQP TiEH—
k628 ZfEH L
IP R— b 9,
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% 3-165 listenerconfig a<v > F (%)

RTY w7 NIV w7 JRAF—BIRT T4 =K
S5 4 e | AP =T, FEALEOBRTEIHERESNET,
—RENZ, TIAR—=F VAT =TT T A
N— b (NE) Y P —Z IR S E
To N7V v JRAF—ITE A ¥—
2y MEHOBET A —LVDZEDTDDT
T xV N OFEERH Y FT,

Ty R—N | TARNERERF T TNV 2—=T 4 T DH
T, 177y 7 R—N] UAF—%2HHT
ExFET, 7T v IE— A F—DOIERF
2. Ay E—UEHIBRT DHENCZED A v
T—UERT 4 ATICEHEIALNE D InEE
RLUET, GEHIZ>WTIE, [4syncOS
Advanced User Guide] @ T4 9 & Testing
YRF+— 424 and Troubleshooting] &ML T2 &
7 V),

ERAE
a3y h:Z0avwr NEaIy MUMERKETT,
JIGREEH . Zpav s NiE, TRXRTCOY Y F— R (FFRAE, TL—7,
~vy) THEMHTEET,
NRyFawrR: Zoavry RNy FEXZYFR—FLTWET,

Ny FRK . — k7% listenerconfig

listenerconfig A< FONRyFEXEMEHIT L, HEDA v F—T = A A
WXL TYU R —%B008 LOHIBRTE £9, listenerconfig =< > KO/ F
FERTIE, VAT —O HAT BXUORAT 2 ETHZ &L TEET,

o HLWU X F—DIEM :

listenerconfig new <name> <public|private|blackhole|blackholequeueing>
<interface name> <smtp |gmgp>
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o URF—DHIKE :

listenerconfig delete <name>

Ny FK - HAT
WUz, listenerconfig ™ /N FHRZE M LT HAT Bl O K FIEEZ FI17T 541

R LET, BIEOFEMIZOVW T, & 3-166 [listenerconfig 54fE : HAT)
(P.489) LML T Z3 V),

e HAT ~OH LVEEE 7 L — 7 DB

listenerconfig edit <name> hostaccess new sendergroup <name>
<host list> <behavior> [options [--comments]

o HAT ~OFH LWWKRY > —DiE

listenerconfig edit <name> hostaccess new policy <name> <behavior>
[options]

o REHFIN—T~OHLWEA L UAOEM

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> new <host list>

o EEHIN—TNEDHRA NOHIK

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> delete <host>

o EEFZIN—F YURXKNTORANDBE)

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> move <host> <host-to-insert-before>
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o EEFZIN—TORY—DEE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> policy <behavior> [options]

o EFHEIN—T VURXFDOHSA

listenerconfig edit <name> hostaccess edit sendergroup <name> print

o EEBIN—THOEE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> rename <name>

* HAT OR Y > — Dk

listenerconfig edit <name> hostaccess edit policy <name> <behavior>
[options]

o HAT 226 OE[FEHE 7 NA—T7 OHIFR

listenerconfig edit <name> hostaccess delete sendergroup <name>

o KU —DHIE

listenerconfig edit <name> hostaccess delete policy <name>

* HAT TORXEE I NV—TOBH
listenerconfig edit <name> hostaccess move <group>
<group-to-insert-before>

e HAT 7 74V bk F7 ¥ a v OEH

listenerconfig edit <name> hostaccess default [options]
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o RAKNT IR TF—TILOHI

listenerconfig edit <name> hostaccess print

e HAT Du—h/)L aB—DOA KR —k

listenerconfig edit <name> hostaccess import <filename>

e IronPort 7 75 A T ANEHDO HAT D7 AAHR— K

listenerconfig edit <name> hostaccess export <filename>

o HAT b a—HEEDTRTCOREEHE I N—TBILORY »— %Ik

listenerconfig edit <name> hostaccess clear

% 3-166 listenerconfig 5%l : HAT
g% H 7L
<behavior> [Accept]. [Relay). [Reject/, [TCP

Refuse). F7-1% lContinuel, HFH /L —
T CHERT HEMEAZRIRT 5 & X%,
Policy: FOOJ (TFOOJ IRV > —4) LW
IR TEMOEELBIRTE ET,

<filename> RAR T ER F—TLOA v F— h 5L
VW AR—=MTHERT L7 7 1 V4,

<group> EEE 7 V—T D <name>,

<host> <host_list> D 1 SO TF 47 4,
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& 3-166

listenerconfig 5I%{E : HAT (&%)

<host_list>

BMTDEANEANLET, FA MIKD
X THELET,

CIDR 7 KL (10.1.1.0/24)

IP 7 F U R&EPH (10.1.1.10 ~ 20)

IP 7 x> b (10.2.3)

A A M4 (crm.example.com)
#4y A A R4 (.example.com)
SenderBase #¥ii 2 = 7 &ipH (7.5:10.0)

SenderBase * > hV—72 A —7F—IDS
(SBO:12345)

VE— [ TFy I YRR ST —
(dnslist[query.blacklist.example])

GE) HBEOKRANEBEETIHSE. B
U TCTREID £,

<name>

REHE T N—TE 23R Y o — D4, HAT
FAOUIE, XTFEFEEIE TR CHEET 2 LEN
bV, ZORIIEEOEOXTE, T, F
BOEIIANAA T o RBIMLEST,
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& 3-166

listenerconfig 5I%{E : HAT (&%)

[options]

--max_size WRA Yy E—=T AR, FEIZ, B F
NA FOYARIT Kk, AL FOBEEFEM %
BEIMLUET, BAAAAL FOBE, KEDOL
FIIARETT,

--max_conn 1 DORA R HIESL T X DEERED I KR,

--max_msgs B2 0 ORKA vEe—T8,

--max_rcpt Ave—Ubl ) ORKZEEK,

--override SMTP N F—DFREA % EEXLET,
NoJ F721L SMTP _F—3LF4],

--cust_acc AL I SMTP Z I ANGEEZRELET,
No| F72i% SMTP & iF AFURE SLTF,

--acc_code B AL I SMTP 2 ANREa— R, 77+
LV BE 220 T,

--cust_rej NAZ L SMTP EGISEEZRELET,

NoJ F721%Z SMTP HEEIHE T4,

--rej_code B AL L SMTP HEEIEE 2 — K, 77 4/ k
X 554 T,

--rate_lim ARANBLO L — MIfRZ A R—T VT LE
T, NoJ, Tdefault], F7iZHFA T LD
ZEHFO | b EREEEELET,

--cust_lim A A K I SMTP HlRREE B INE A v 2 — V%
ELET, NoJ F721% SMTP HEEIGE LT
S, 77V ME [Nol T,

--lim_code J1 2 % 5 SMTP il lRE@IGE 2 — K, 77+
LV ME 452 T,

--use_sb F 7 4 /b hT7 u—#l#IZ SenderBase % i
HALET, Yes). NoJ, F£7i% Tdefault),

--as_scan anti-spam A¥ ¥ L&A F— TV LET,
[Yesl. NoJ. F7=i% Default],

--av_scan TUvFTANA AX Y A F—T VI LE
9, [Yes), NoJ, F72i% [Default],
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% 3-166 listenerconfig 31%fiE : HAT (#%&&)

--dhap F4 L7 bU A=A KRG IE NoJ,
[default), F721XV EF—F F R 6 DER)
REZEED 1 -V iR KEERRELE
ER

--tls PAR—PFEINTWWEREA, TLS 2R ET DHIT
IZ, Ama— VAT LEEHLET,

--sig_bits IP7 RLADFEEYE Y M, 0~ 32, NoJ,
F 7213 Tdefault],

--dkim DKIM k% A *—7 M LET, [Yes].

verification NoJ. F721% ldefault],

--dkim DKIM fEE 71 7 7 A L DL4FT, DX

verification v a &, --dkim_verification DfE% [Yes]

profile <name> |2 E LI-HEAICOLBEHA INET,

--spf SPF MifEZ A 2 —7 Mz L £, [Yes],
[NoJ. F7=i% ldefault],

Ny FHR - RAT
WUz, listenerconfig D Ny FHEAE M L C RAT BE O K FEIEEZ RITT 54

R LET, BIEOFEMIZ OV T, & 3-167 llistenerconfig 5144l : RAT]
(P.493) &ML T E 3,

o RAT ~DO#H LWZFHE DB

listenerconfig edit <name> rcptacess new <rat addr> [options]

o RAT NODOZEH DiwE

listenerconfig edit <name> rcptacess edit <rat addr> [options]

e RAT 76 DZ(EHF DY

listenerconfig edit <name> rcptacess delete <rat addr>
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e RATOzZt—DH A

listenerconfig edit <name> rcptacess print

e T—#H)L RAT ® IronPort 777 A4 7 2 A~DA L IR— |k

listenerconfig edit <name> rcptacess import <filename>

e RAT DT ZR— |

listenerconfig edit <name> rcptacess export <filename>

o FTIFNKNTIEBADIIT

listenerconfig edit <name> rcptacess clear <default access>

& 3-167 listenerconfig 5%l : RAT

g% B

<rat_addr> BMTHHRANEATILET, AR MIK
DA THRELET,

CIDR 7 KL% (10.1.1.0/24)

ARA M4 (crm.example.com)
#HyH A M4 (.example.com)

o —H#4 (postmaster@)
SEEREBLA—IL T FL A
(joe@example.com, joe@[1.2.3.4])

GE) HEOFRRAMEEETLIHAIL. PV
U TREID ET,

<options> --action T RLVAIZHEAT A7 7> a v, TAccept)
F721% Reject), 7 74 /V MME [Accept)
T‘j—‘o
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% 3-167 listenerconfig 31%fiE : RAT (#&&)
--cust_resp AL I SMTP Jn&#HELET, [Nol
F7213 SMTP 1 AFUSESLFF,
--resp_code HAZ I SMTP & = — R, TAccept] @

BAIX 250 BT 7 4L b, [Reject] DHE
1% 550 NF 7 L kT,

--bypass_rc ZIERE A SA NZALET, T 7 40 M
NoJ TT,

--bypass_la LDAP /&R 27 = V) —Z& A XA L7,
[Yes] £721% Nol,

$l - ) RF—m3ehn

OB TIX, listenerconfig I~ REFEHLT, =¥ —7 74X 7 — |
V= A RERRIC /2 B Y A F—ZfEHTX 5, OutboundMail & FEENLAH LW
TIAR— N VR F—%ERLET, (E: Z2OTTFA4— K URF—iF, GUI
@ System Setup Wizard £ 7-1% CLI ® systemsetup 2 <> R&EFFTT 5 L & (T
BMTsZbTEEY),

TIAR— K URF— AT HBFRL, 4% OutboundMail IZ5%E LE T,
Z DY AF—i%, PrivateNet I[P f > % —7 = A4 A L TKR—F 25 ®» SMTP 7 =& k
SVEFEALTEETZ2E)ICHEELEYT, 2OV RAF—OKRA N T EA R
UV —DF 74V MERZT AN LNET,

% 3-168 listenerconfig : 1) RF—DiE#n
mail3.example.com> listenerconfig
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.
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% 3-168 listenerconfig : ) XF—miEM (=)
- DELETE - Remove a listener.
- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public

3. Blackhole

21> 1

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

(11> 2

Choose a protocol.

1. SMTP
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% 3-168 listenerconfig : ) XF—miEM (=)
2. QMQP

[1]1> 1

Please enter the TCP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort
C60.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting
defines the maximum number of recipients per hour you are willing to
receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M
Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000
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% 3-168 listenerconfig : ) XF—miEM (=)
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMail created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

% 3-168 listenerconfig : ) XF—miEM (=)
- DELETE - Remove a listener.

- SETUP - Change global settings.

(1>

Bl : THRR—FBELEUVAL VR—FZEBVRFT—DHERAMNTFTHER F—T
JL (HAT) OHhREI4A4 X

AFvFT 1

listenerconfig A~ ROV T a<w L RDOELL TIE, T—XDA VFR—héx
7 AR— MZE o TRMMRRELEENTE D, CLIICT—% %P LT oA
NTDUERH Y EH A,

ZOFMETIE, CLIZEALT, 77 A VET I AR—FL, EHEMZTA
R 2221250, UAF—DKA L T7ERAF—T 1 (HAT) 2L HE L
£9., HATCLI =7 4 # £721Z GUI M L TU AF—D HAT 2 2 X2~ A
AT HZEHTEET, FMIZOWTIE, [TronPort AsyncOS User Guidel] ®
[Configuring the Gateway to Receive Mail] 35 X O [Using Mail Flow Monitor |
DEEZRLTIIEI N,

T AR—FEAR—FTEoTEFRKLE, VAFT—OHAT W A X~ A X
THIZIT

listenerconfig ® hostaccess -> export V7 a~ K& LT, 574/
D HAT %7 7 A Wiz 7 AR — M LET,

WO TIX, X7 Y v 7 U AF— InboundMail ® HAT #HHHH L. 51
inbound.HAT.txt &) 7 7 ATy AR —FLET,

% 3-169 listenerconfig : HAT ® T 5 RAKR— +

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
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2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default
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% 3-169 listenerconfig : HAT ® T/ X/R— + (%)
Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters
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Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

DKIM Verification Profile: No

SPF/SIDF Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
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% 3-169 listenerconfig : HAT ® T/ X/R— + (%)
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

SBLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"

dhap_limit = 0

max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000

spam_check = "off"

use_sb = "off"

max message_size = 104857600

max_rcpts _per msg = 5000

max_concurrency = 600
}
SACCEPTED
ACCEPT {}
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% 3-169 listenerconfig : HAT ® T/ X/R— + (%)
$THROTTLED
ACCEPT {
tls = "off"

dhap_limit = 0

max_rcpts _per hour = 1
virus_check = "on"

max msgs_per session = 10
spam_check = "on"

use_sb = "on"

max message_size = 1048576

max_rcpts_per msg = 25

max_concurrency = 10

WHITELIST:

STRUSTED (My trusted senders have no anti-spam or rate limiting)

BLACKLIST:

$BLOCKED (Spammers are rejected)

SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)
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% 3-169 listenerconfig : HAT ® T/ X/R— + (%)

UNKNOWNLIST:

SACCEPTED (Reviewed but undecided, continue normal acceptance)

ALL

SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes
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There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> inbound.HAT.txt

File written on machine "mail3.example.com".
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ATFYFT 2 aw R34 A F—Tx=AZ (CLD) DIET, 77 A4V
inbound.HAT.txt %E&ﬁ% Li‘é“o
AFYT 3 FTXANZFAXZEFEHALT, ZO77ANMCHLOVHAT = MU 2B L E
7,
ZOFTIE, HAT D a1 = R D FIZU T Y Z8MLUET,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

- D250 FJIX, FAA YV spamdomain.com 3 LN
spamdomain.com DH T RAA LHNDY E— K KRR DL OEREZ T

THESELET,
— 320HDT U MU IP 7 FL AN 251.192.1.x THDHHE R IS O
ARG LET,

— 4OoHO= L FJIZL ST, IP 7 FL AN 169.254.10.10 THD Y
EF—FMFRAMI AV F—Fy b~DTRXRTORFET A —/LIZDNT
IronPort 7774 7 A% SMTP UV L— & LTEHATEET,

(F) HATATOLN—AOIEFIEZERLEREZFHELET, U AT —IC#Ek L &
2EFTHARA NI EIC, HAT X B 6 FAIEFICTHAAENE T, Bt
TERA MIV—=AD =BT D56, TOHERIH L TTICT 7 v a
WFEFSNET, HAT TiE, $RTOHAX L = b U % ALL R R b
EFRLY LICRET 48N HY £, HAT CLI =7 ¢ Z £7213 GUI
EEALTYI AT —DOHAT 2 W AZ~A AT HZ &b TEET, FM
\ZDWTIE, [TronPort AsyncOS User Guidel @ TConfiguring the
Gateway to Receive Mail] 35 X O [Using Mail Flow Monitor] @ # % %
LT IZEN,

AFvFT 4 TrANEREFELTA X —T = A AD configuration 7 ¢ L7 b+ U IZHLE L.
AVR=PFTEDLEDITLET, GEMIZOWTIE, {14k B TAccessing the
Appliance] ZZH L T 723 W),

17_"77, 5 listenerconfig D hostaccess -> import #7\37\/ ]\%—f{fﬁﬁ L, ffﬁ%(ﬁ%‘
DERARNTIHARATF—TN Ty A NVEAR—FLET,
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WOFTiL, WEEHDT 7 A )V inbound.HAT. txt % InboundMail V A F—0
HAT (24 >R —FLET, print 7 a~w> FEFEHLTH LN MY &2 H
HLET,

= 3-170 listnerconfig : HAT ® 4 YiR—k

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMail

Type: Public
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% 3-170 listnerconfig : HAT O 1 viR—+  (§Z)
Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.
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% 3-170 listnerconfig : HAT O 1 viR—+  (§Z)

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:

[1> inbound.HAT. txt

9 entries imported successfully.

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No
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= 3-170
Require
Maximum
Maximum
Maximum
Maximum

Maximum

listnerconfig : HAT O 1 viR—+  (§Z)
TLS To Offer SMTP authentication: No
Concurrency Per IP: 1,000
Message Size: 100M
Messages Per Connection: 1,000
Recipients Per Message: 1,000

Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW -

Create a new entry.

- EDIT - Modify an entry.

- DELETE

- Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

— PRINT

- Display the table.

- IMPORT - Import a table from a file.
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= 3-170 listnerconfig : HAT ® 4 YiR—k
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

SACCEPTED
ACCEPT
STHROTTLED
ACCEPT {
spam_check = "on"
max_msgs_per_session = 10
max_concurrency = 10
max_rcpts_per msg = 25
max rcpts per hour = 1

dhap limit = 0

virus_check = "on
max message_size = 1048576

use_sb = "on"

tls = "off"

STRUSTED

ACCEPT {

()
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spam_check = "off"
max _msgs_per_ session = 5000
max_concurrency = 600

max rcpts per msg = 5000
max_rcpts _per hour = -1
dhap_limit = 0
virus_check = "on"

max_message size = 104857600

use_sb = "off"

tls = "off"

SBLOCKED

REJECT

WHITELIST:

STRUSTED (My trusted senders have no anti-spam scanning or rate
limiting)

BLACKLIST:

SBLOCKED (Spammers are rejected)
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% 3-170 listnerconfig : HAT O 1 viR—+  (§Z)
SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)

UNKNOWNLIST:

SACCEPTED (Reviewed but undecided, continue normal acceptance)

spamdomain.com

REJECT (reject the domain "spamdomain.com")

.spamdomain.com

REJECT (reject all subdomains of ".spamdomain.com")

251.192.1.

TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")

169.254.10.10

RELAY (RELAY the address 169.254.10.10)

ALL

SACCEPTED (Everyone else)
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Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.
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% 3-170 listnerconfig : HAT O 1 viR—+  (§Z)

- EDIT - Modify an entry.

DELETE - Remove an entry.

- MOVE - Move an entry.

DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Tmport a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1>
A U R— MEICIE, REEFEEZANNCT D202, %7 commit 2~ REFRIT
LET,
5l - HAT OIS A —45
# 3-171 TiX, HAT OFEMANT A —Z O EEHRL THET, ROMEIZEIE
ThHY, BTk ZBEMLTHFEAL FTERT D, RICMZBEBMLTAT AL T

RTZENTEET, LFORVEIEIANA FERRINET, TAX Y X7 Wt
WIZRT A —=20F, R 3-1THRTEEH Lz R—FLTVET,

® 3171 HAT E#l/85 A —52 DX

NS A—4 BX e fEDH
23 TR TN max_msgs per session Pp=s 1000

Ay —U

e T L O R max_rcpts_per msg x5 10000
fE% e
WMARAvE— P |max_message_size x5 1048576
4z 20M
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||
® 3171 HAT B#l/R5 A —2 DX (&)
NFTA—4 #Bx = Bl
J A} — DX |max_concurrency x5 1000
[l I e 2
SMTP /38— ==— |smtp_banner_ code x5 220
K
SMTP /") — 5% |smtp_banner_ text pel| Accepted
A b (%)
SMTP #4433} — |smtp_banner_ code x5 550
a— K
SMTP ¢ /3)}— |smtp_banner_text b=l Rejected
THF AL (¥)
SMTP X F—D7~ use_override hostname on | off default
2 N D FEX default
override hostname pe==l| newhostnam
e
TLS O tls on | off on
required
anti—spam A ¥ . |spam_check on | off off
DOFEH
Sophos 7 A LA A |virus_check on | off off
¥ v O
1 &7~ 0 O Kk |max_rcpts_per_hour Pp=s 5k
ESEER S
17— o= max_rcpts per hour code g 452
7— a—RFO&EX
SlEE K
1B & 72 v O % |max_rcpts_per_ hour_text pe==l Too many
2 NDREKRZIEL recipients
¥
SenderBase O fifi [} |use_sb on | off on
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#* 3171 HAT /RS A —2 DX H&EE)

INTA—4 1 E EDHI
SenderBase i A |sbrs(valuel:value2] -10.0- 10.0 |sbrs[-10:-
a7 DEFR 7.5]

.7__\/( 1/7 ]\ U IN— dhap_limit %% 150

N NIEERGIE ;1
B & 7= ) D HEZ)
AT DI KK

I : SPF & & U SIDF DF%E

VAF—DHRAN T IR T—=TNADT 74 )V NOREET DHE, VAT —

@ SPF/SIDF #EfLL~L & 775 A 7 > A7) SPF/SIDF Kk B S W Tk

1795 SMTP 77 >~ a3 > (ACCEPT 721X REJECT) #EIRTExEd, 777

AT UVANRA =V ERT2HEICEET D SMTP I6E2EXET DI LD

TEET,

HEIL L~ U T, 77547 21X HELO ID. MAIL FROM ID. F7-i%

PRAID IZH L CF=v 7 2FITLET, 7T TAT AR, ROLID F = v

7 % SPF/SIDF WFEfERIZRI L, By a v &81T73 5 (ACCEPT) 2,

tyvarE&T+5 (REJECT) Z&fEETE £,

e [None], EHOREDT-0, M2 FITTE A,

e [Neutral], FAAVETEEIZ. 77472 MIIEESN ID AT 54
BRHDNEIDETH—FLEHA,

o [SoftFail]l, FAA VATEHIZ., mAMNRESNTZ ID Z2EH T 2HERMN 2
WERON, SRRV EEZTVET,

e [Faill, 774 7> MI, HHEEIN/ZID TA—IVEEETHHEENRD Y £H
Ao

e [TempError], RFAEHFIZ—WHI7R =T —M AL E LT,

o [PermError], MRFEHITAKBART T —BRELE LT,

TFIAT A, A v E—IZ Resent-Sender: £ 7213 Resent-From: ~ > % —

DIFET 235A1Z, PRAID @ Pass i % None I Vo 7' L— 35151

SIDF A#aHELL NNV E R E L TWRWERD | Pass fiRD A v — V%2 AN

F9, 77747 AL PRA F =7 TNone DiESN-HBITHEESINE

SMTP 7 7+ a 2 EFTLET,
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IDFxvZICRHLTSMTIP 727> ard2ERZLTOWARWES, 77947V A
% Fail 2 &9 X TOMRABHK R Z HEIICZ T ANET,

A F =T ENTZWTD ID F = v 7 O ID HEERER 2 REJECT 77 ¥ =
BT DEE, T IAT ATy a v ERKRTLET, e xE, B
FHix, T_XTOHELOID F = v 7 fERIZESNTA v E—V2ZIFANDS LD
IV A F—ZFELETH, MAIL FROM ID F = v 7 75 @ Fail #i5i2xt LT
EA =V EETA2E5CV AT —2RETHELET, AvE—UN
HELOID F = v Z IR LThH, 77734 T ATTORREZIT AND T2,
o a AT LET, WIS, A v E—I72 MAIL FROM ID F = v 7 TZK
Liza, VAF—idtyra vz T L, REJECT 77 v 3 v ® STMP &%
ZIRLET,

SMTP |&& 1L, 7774 7 > A% SPF/SIDF MGEAS AT HK SN T A v —V % E
LT HPAIET a— RES LA v —TY, TempError #&Hi%, Mo MRAER
RLHRRD SMTP JGE %K LE4, TempError DA, 77 4/ hOIEEa—
KiZ 451 T, 574V bDAvE—Y FF% A M [#4.4.3 Temporary error
occurred during SPF verification] T, MlOIT X TOMIEMETIX, T
TANRDIEET—RIE550 T, 774NV MDA yE—Y THFA NI I45.7.1
SPF unauthorized mail is prohibited] T, TempError <>l O FEREFIZ
WMEHDIEEa—RE A=Y THRX MR ETEET,
fLE T, Neutral, SoftFail, % 7-i% Fail HFF#ERIZH LT REJECT 727 v 3 v
DIETINTH A, SPE ATV vy RAL Uhb, = RX—F 4 OIRE
BRI, TTIAT UV AERETHIENTEET, 774V T, 77
TAT VAFKROINEERELET,

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

N5 d SPF/SIDF RE%A A X — 7 WIZ T HI21E, listenerconfig -> edit ¥
Ta<= U REEHL, VARAF—ZF2BIR L £, &KIZ. hostaccess -> default ¥
Tavwy REHALT, RARN T 78R TF—TADTF 74V FORELTREL
FT, ROTr 7 Mlyes L& % T, SPFHl#ZHRELET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes
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RANT7®AT—=T7NTHE, RO SPF HlEELEHTE £,

% 3-172 SPF #IE%%E
ERHLAR)L EFATREL: SPF IR E
SPF Only e HELOID F= v 7 &F(7320E 50

o WDID Fxv 2/ DFERIZESNTEST
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® 3173 SPF/SIDF &5E

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]1> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF
verification? [N]> y

Would you like to change SMTP actions taken for the HELO identity? [N]> y

Cisco IronPort AsyncOS 7.6 CLI Y 27 LR i1 F i




E3E VR BEM |

& 3-173 SPF/SIDF #&%& (#i%)

What SMTP action should be taken if HELO check returns None?

1. Accept
2. Reject
[11> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept
2. Reject
[11> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept
2. Reject
[1]> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns TempError?
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1. Accept
2. Reject

[1]> 2

What SMTP action should be taken if HELO check returns PermError?

1. Accept
2. Reject
[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity?
[N]> n

Would you like to change SMTP response settings for the REJECT action?
[N]> n

Verification timeout (seconds)

[40]>

WIZ, VR FT—=DFT 74V DR Y >— /35 A—H|Z SPF/SIDF g% EMN ED &
ICRREINDDPERLET,

* 3174 FI4I b+ RYS— 185 A—4%4 D SPFISIDF
SPF/SIDF Verification Enabled: Yes

Conformance Level: SPF only
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® 3-174 T4k RY— 5 A—42D SPFISIDF (%)
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451

Defer text: #4.4.3 Temporary error occurred during SPF

verification.

Verification timeout: 40

localeconfig

sHBA
LET,
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&

& 3-175 localeconfig

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of
message footer

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as
the message body? (Some MUAs incorrectly handle headers encoded in a
different encoding than the body. However, encoding a modified header in
the same encoding as the message body may cause certain characters in the
modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set, impose
the encoding of the body on the header during processing and final
representation of the message? (Many MUAs create non-RFC-compliant
headers that are then handled in an undefined way. Imposing the encoding
of the body on the header may encode the header more precisely.) [Y]>
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When there is an encoding mismatch between the message body and a footer,
the system initially attempts to encode the entire message in the same
encoding as the message body. If the system cannot combine the message
body and the footer in the same encoding, do you want the system to
failover and attempt to encode the entire message using the encoding of
the message footer? (When this feature is enabled, the system will
attempt to display the footer "in-line" rather than defaulting to adding
it as an attachment.) [N]> y

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of
message body

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[I>mail3.example.com>

smtpauthconfig

'.E_Iullg

BA

ER7E

SMTP RIEREB L OCHET e 77 A VERELET,

a3y bh:Zoavry NIaly MEERKETT,
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JSREEE . —pavwr NI, TRTOI L ET—F (T2 E, TLA—7F,
~vy) CTHEHATEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWERA,

%

WRODOFHI T, smtpauthconfig 2~ R&EFEHL T, H—
lsmtp2.example.com| DOFF LWMRESR—2ADT 1T 7 A4 VEVERLET,

& 3-176 smtpauthconfig

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:
- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:
- FORWARD - Create an SMTP Auth forwarding server group profile

- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
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Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:
1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)
[1]1>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:

[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>

Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
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% 3-176 smtpauthconfig (#%)

Would you like to enter another forwarding server to this group? [N]>

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile
- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Changes committed: Tue Dec 21 12:51:56 2004 PST

GE)  FEAFEAHAO—HITIE. RELAY HAT A Y > —RFFa SN E7,

(i) 1207077 A NVANTEBOEBEY—"EHEETHZ L TEET, SASL A
#H =X 2 CRAM-MDS5 & DIGEST-MDS %, IronPort C-Series 777 A 7 A
LHRIEYV — RO TIE R — S EHEA,
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systemsetup
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& 3177 systemsetup

mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table'

mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator password to a new value.
0ld password:
New password:

Retype new password:

* Kk Kk Kk k

You will now configure the network settings for the IronPort C100.
Please create a fully qualified hostname for the IronPort C1l00 appliance
(Ex: "ironport-Cl00.example.com") :

[1> ironport-Cl100.example.com
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* Kk Kk Kk Kk

You will now assign an IP address for the "Data 1" interface.
Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or
"OxfELELEOO") :

[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* kKKK

Would you like to assign a second IP address for the "Data 1" interface?
[Y]> n
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® 3177 systemsetup (=)

What is the IP address of the default router (gateway) on your network?:

[192.168.1.1]> 192.168.2.1

* Kk Kk Kk Kk

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* Kk Kk Kk Kk

Do you want the IronPort Cl00 to use the Internet's root DNS servers or
would

you like it to use your own DNS servers?
1. Use Internet root DNS servers

2. Use my own DNS servers
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[11> 2

Please enter the IP address of your DNS server.

[]> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk Kk Kk

You are now going to configure how the IronPort Cl00 accepts mail by
creating a

"Listener".
Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[1]1> 1
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Enter the domain names or specific email addresses you want to accept
mail for.

Hostnames such as "example.com" are allowed.
Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are
allowed.

Separate multiple addresses with commas.

[1> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com?
[Y]> n

Please specify the systems allowed to relay email through the IronPort
C100.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service
(SBRS)
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Scores for this listener? (Your selection will be used to filter all
incoming

mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting
defines

the maximum number of recipients per hour you are willing to receive from
a

remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote
domain.

[1> 1000

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: 1,000
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Maximum Recipients Per Hour SMTP Response:
452 Too many recipients received this hour

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk
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Do you want to use Anti-Spam scanning in the default Incoming Mail
policy? [Y]> y

Would you like to enable IronPort Spam Quarantine? [Y]> y

IronPort Anti-Spam configured globally for the IronPort C1l00 appliance.
Use the

policyconfig command (CLI) or Mail Policies (GUI) to customize the
IronPort

settings for each listener.

IronPort selected for DEFAULT policy

* Kk Kk Kk Kk

Do you want to use Anti-Virus scanning in the default Incoming and
Outgoing

Mail policies? [Y]> y

1. McAfee Anti-Virus
2. Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the
default
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® 3177 systemsetup (=)
Incoming and Outgoing Mail policies.

[1> 2

Sophos selected for DEFAULT policy

* Kk Kk Kk Kk

Do you want to enable Virus Outbreak Filters? [Y]> y

Virus Outbreak Filters enabled. The current threshold is 3.

Virus Outbreak Filter alerts are sent when outbreak rules cross the
threshold

(go above or back down below), meaning that new messages of certain types
could

be quarantined or will no longer be quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Virus Outbreak Filters and SenderBase.

* Kk kK Kk
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You will now configure system alerts.

Please enter the email address(es) to send alerts.
(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails

system alerts and weekly status reports directly to IronPort Customer
Support?

You will receive a complete copy of each message sent to IronPort.

(Recommended) [Y]> y

* Kk Kk Kk Kk

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com
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* Kk Kk Kk Kk

You will now configure system time settings.
Please choose your continent:
1. Africa

2. America

11. GMT Offset

[11]1> 2

Please choose your country:

1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)

51. Virgin Islands (U.S.)
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[1> 47

Please choose your timezone:

1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP
server, or

press Enter to use time.ironport.com:

[time.ironport.com]>

Kk Kk ok ok

Would you like to commit these changes at this time? [Y]> y
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® 3177 systemsetup (=)

Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

ZIZTiEH O CLI awr RIZOoWTHIBA L E9,

userconfig

H- 2]

o—

ERAE

userconfig

password ¥ 7213 passwd
last
who

whoami
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& 3-178 userconfig : HILWWa1—H 7hHo 2 FDOER

mail3.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

[1> new

Enter the new username.

[1> helpdeskl
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*® 3-178 userconfig : FILWLWA—Y 7HU Y FDER (EE)
Enter the full name for helpdeskl.

[1> Help Desk

Assign a role to "helpdeskl":

1. Administrators - Administrators have full access to all settings of
the system.

2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and
status information.

4. Guests - Guest users may only view status information.

5. Help Desk Users - Help Desk users have access only to ISQ and Message
Tracking.

[1]1> 5

Enter the password for helpdeskl.

Please enter the new password again.

>

Users:

1. admin - "Administrator" (admin)

2. helpdeskl - "Help Desk" (helpdesk)
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*® 3-178 userconfig : FLWLWVIA—Y 7ho Y FOER (ES)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

(1>

%l : RADIUS — /&SN EEBMAICEY b7y T

RIZ, RADIUS ¥ — 24 BRRiEMIcE v b7 v 73 562 R L £,
RADIUS #—%& &y N7 v 7/ T5101%, AA M, R—F, BROGIF X
U—Faz AL, RFETm hal LT CHAP & PAP O EL LM 50 %
fBELET,

& 3-179 userconfig : RADIUS 4—/iDt vy b7 v

mail3.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled
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x 3-179 userconfig : RADIUS 4—/\D+& v r7 v 7 (HE)

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

[1> external

Choose the operation you want to perform:
- SETUP - Set up global settings.

[1> setup
Do you want to enable external authentication? [N]> y

Please enter the timeout in seconds for how long the external
authentication credentials will be cached. (Enter '0' to disable
expiration of authentication credentials altogether when using one time
passwords.)

[0]> 30

Choose a mechanism to use:
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LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are
configured

1. RADIUS

[11>

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]>

Please enter the shared password:

Please enter the new password again.
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x 3-179 userconfig : RADIUS 4—/\D+& v r7 v 7 (HE)

Please enter timeout in seconds for receiving a valid reply from the
server:

[5]>

1. CHAP
2. PAP
Select authentication type:

[21> 2

Configured RADIUS servers:
Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap

Choose the operation you want to perform:
- NEW - Add a RADIUS server configuration.
- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.
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x 3-179 userconfig : RADIUS 4—/\D+& v r7 v 7 (HE)

- CLEAR - Remove all RADIUS server configurations.

[1>

password ¥ 7=[& passwd

'.E-IDII:I
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HODNRAT— REERLET,

ERAE
Ay h:Z0avr FNEaIy MUMERKETT,
JIGREEHE . CDav L NIV TAY F— RTOREHATE E9,

GE) passwd 2¥ 2 Fit, vV FE—RFLOMEHTERWF A N 22—V RHHTES
LT HDORHITT, YA 2—FRT TALXZHND~ T LT passwd =
v REETTHE, BEXAyE—VEERREINT, 2V OE— REATFET
27 T AL LRAVDOT =25 L TERIERITTOILE T, toT X Toa—HF(C
stLTiE, R (hoffREnsar 7 4 Fal—yay avwr REFLD)
MER TN E T,

RyFawryR: Zo0oavry RNy FERXRZYTFR—FLTWEREA,

Cisco IronPort AsyncOS 7.6 CLI ) 77 L>R 4 F
| g s




E3E VR BEM |

&

% 3-180 password

mail3.example.com> password

0ld password: your old password
New password: your new password
Retype new password: your new password

Password changed.

last

558

last I~ RiE, YATAIZHKETe 74 v Lita—V%2F R LET, T 741
FTIE, AT LI AL L TNATRTOa—F2ERLET,

ERAE
alyb:Zoavy FiZay MMEIRETT,
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x 3-181 last
elroy.run> last
Username Remote Host Login Time Logout Time Total Time

admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who

nh
1

A

who I FiX, CLIDOH Y AT AiIZun Ay Lzt _RToa—Y, ol A 5
B, 74 A, BXO=a2—Fna /A Liz)E—F AR M —EFERL
9,
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& 3-182 who

mail3.example.com> who

Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

whoami
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= 3-183 whoami

mail3.example.com> whoami

Username: admin
Full Name: Administrator

Groups: admin, operators, config, log, guest
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