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Cisco 10S XE Catalyst SD-WAN /X1 X T® AppNax-XE
EXTE

Cisco I0S XE Catalyst SD-WAN 7 /31 A C AppNav-XE Z % ET 5121, RO TFIAEZFEITL F
TO

1. Cisco SD-WAN Manager T WCM O % &k
2. WCM /73— hJF—~® Cisco 10S XE Catalyst SD-WAN T /XA 2 DT X T
3. Cisco XE SD-WAN 7 /34 A D WCM ~D %k

4. SD-WAN [fi} AppNav-XE 7 7 A ¥ O (14 ~=—)
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Cisco SD-WAN Manager T WCM M & £%

Cisco SD-WAN Manager o> WeM 053 [

Z® KB w7 TiX, Cisco WAAS Central Manager (WCM) (27 27 & A L, Cisco SD-WAN Manager
DY —=FR=F tf|lar tr—F L LTWCM 28T 2 HECOWTHILET, £/,
Cisco SD-WAN Manager %41 L C WCM #3X— b F~—|Z Cisco 108 XE Catalyst SD-WAN 7 /31 A

T DB OV T HHBI L £,

WCM GUI ~D7 VR

WAAS Central Manager GUI |27 7 £ A3 %121, 7T UHF TRO URL # A LET,

https:// WAE_Address :8443/

WAE_Address DfEiiX. WAAS Central Manager 7 /34 AD P 7 RLAE XA A 844 TH,
EHEOT 7 4V O —F 4T admin, /XA T — KL default T3,

WCM & Cisco SD-WAN Manager Dff &

1. WCM GUI A— A=V b, [EFE (Admin) [ Z@RLET,

2. WIT. [EF 2T« (Security) ]>[CiscovManaged ¥ 4 »1&$R (Cisco vManage

Credentials) | Z&IR L E 7,

3. MERIFHREANLET,
3: WCM GUI

aifeanlie
cisco  Cisco Wide Area Application Services

Choo VHanage Credentials

a Prnt @ Refresh

wManage Registration Details:

Upload Trusted Certificate Bundle (PEM encoded) file .

Browse... | No file selected.

i vManage Host narme or FODE

ng changes to credentials m

i) Please bunch vManage and check Adminitratio

certficate Cormrmon Name or Subject Ake

@ | Device Groups  Devices  Apphav Clusters  Locations

Dashboard Configure | » Monitor | v Admin | v

pmative Name felds n the Certficate, Otherwse vManage patner registration wil fai
ication between Central Manager and vManage,

Integration management page for WIM partner repstration status.

i) To Re-Import Certfficate, Choose Fle Press Re-Irmport Button and then Submit. Ol Certificate Detaks wil be Remowved and only Mew Certificate detais wil Added.
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Cisco Catalyst SD-WAN [ (+ AppNav-XE |
B wom <— 5 —~o cisco 108 XE Catalyst SD-WAN /51 2 D7 52 v F

SERERT R A A 4 (FQDN) Z{HEH L THERT 5121, [AA +44 (HostName) |7 4 —
)V RIZFQDNA# A LE9, [IP7 KL & (IPAddress) |17 4 —/V RIXZEDF FIZT DM
N ET,

4. Cisco SD-WAN Manager Web — 3 —ZEBEDEHH T X 2 81T CiEHE N RV % PEM &
XTTv7ur—KRLET,

\}

GE)  [HA A —F (redimport) | R U &HH LT, BETEDFBITIIEAZENY RLVEFT v
B—RLET, ZOBEICEY, BBFEOFEHENV FAPEZ#MAONET,

5. CiscoSD-WAN Manager Web % — X —FEBED RN T = v 7 2N T HIZIE, [RIF = v
2 (Revocation Check) 14 7Y a v 2@ L 7,

OSCP R—ADKNF = v 7 DIRNYPR—FINTWNDHZ LIZEELTLLEEN,
6. [Submit]Z7 Vw7 LET, °

oLz, [E¥ (Administration) ]>[#i& & (Integration Management) ] &35 =
LiZE D, WCM 73— hJ—% Cisco SD-WAN Manager A == —NHERTE ET,

WCM /8— kF—~® Cisco 10S XE Catalyst SD-WAN T /N1 X DT 3
a’_

1. Cisco SD-WAN Manager A == —"TC, [EH (Administration) ]>[#i&EE (Integration
Management) ] Z&IRL 7,

Cisco SD-WAN Manager (ZHEk SN TN D — K X—F sflar bt —F0 U A MRFER
SNET,

2. HBOWCM/X— h =22\, [L.] &7 V7 L, [T/3 ADT % »F (Attach
Devices) ] Z# B3R L £7,

3. Mo [EHFFEZRT /31 A (Available Devices) 51T, U A MBHT /A 2 & EIR L E
7

4. [Attachl 227 VU > 27 LET,

5. 7 /34 AT AppNav-XE & E 7 5H1T1%, KIZCisco XE SD-WAN 7 /31 2D WCM ~D %
ﬁo
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Cisco XE SD-WAN 731 20> wem ~0 &% ]

Cisco XE SD-WAN T /314 XD WCM ~ D & %

ATiR S

« BEkT 5T /N4 A1, Cisco SD-WAN Manager GUI C vManage £— (272> TV D MLEN

HYFEF, FEIZoVWTIL,  [Change Configuration Modes in Cisco SD-WAN Manager| [J%
FE1 ML T IZ &N,

IR DT A AL, HTTPS RIENT X v FENTWDHRERH Y £, HTTPS RE
IZ. Cisco SD-WAN Manager ® 7 2 — )VRET 7 L— b2 L TT /A RZT X
FTEET,

1. Cisco SD-WAN Manager ® A == —7>5, [Configuration] >[Templates] # 3R L £ 7,

2. [#&8ET 7L — I (Feature Templates) | %27 U v 27 LTb, [T 7 L— FDEN
(Add Template) 1 %7 U > 7 LET,
\

(G¥)  CiscovManage U U —% 20.7.x LARTDO Y U — A TIX, [#ERET > 7
L — I (Feature Templates) ] I% [#%6E (Feature) ] &FEIZIVE T,

3. HAA D [HARNEH (Basic Information) ] =V 7 T, [/ B— VL% E (Global
Settings) ] 7> 7L — h &L E7,

4. [Services) &7 U 7 LET,

5. [HTTP#—/3— (HTTP Server) ] 7 4 —/L K& [HTTPS#—/3— (HTTPS Server) ]
74— ]\@ﬁﬁf\ [N “/70&\‘]7:/9 b Ny Y5 [7°1:/»—/§}]/ (Global) ] %ﬁi‘%?ﬂb\
[ (On) 1ZERL £,

WCM TD T /31 R DEEx

1. WCM T, [## (Admin) | €7 v aZBE#LET,

2. [&$% (Registration) ]>[CiscolOS/L—% (CiscolOSRouters) | DIEIZER L £,
3. WEARFEHIMEHRZ A LT, B8k (Register) 1227V v 7 LET,
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Cisco Catalyst SD-WAN [ (+ AppNav-XE |
B so-wan i+ AppNav-XE & 5 2 5 DR

Home > Admin > Eeg tion > Cisco 105 Routers
Cisco [0S Router Registration

Router IP address type: ) 1pv4
Router IP address entry method: () Manual O Import C5V file
[ 107 TE NS
1P Address{es) 10.197.76.2059 i1 Comma separated list up to 50 Ipv4 address entries
Username: admin
Password: *
HTTP Authentication Type: _'._lJL._,: v
Central Manager 1P Address: * 10.197.76.202 i Update the Central Manager 1P Address if NATed environment is used.
[¥] Recreate TrustPoint i se this configuration to dean and recreate the default "Salf Signed TrustPeint” in Router.

i) 55H v2 must be enabled on routers,

i These ¢ als are used once ster all the listed routers, which should have the same credentials.

ion finishes.

i These credentials are not used for communication between the Central Manager and the routers after registrat

HTTP Authentication Type and Recreate Trustpoint are applicable only for Appnav-XE controllers. For Appnav-SDWAN controlers, configuration commands are handled by vManage.

Registration Status
1P Address Hestname Router type Status
oHav-SOWA..  Successfully processed the registration request

TSN ADBERAT — X ANEE FEIICFRENET,
4. [#fF (Submit) 127 U v 27 LET,

SD-WAN [ [+ AppNav-XE 7 S5 X 2 DHERL

WCM %71 L 7= Cisco Catalyst SD-WAN B8z [1]1F @ AppNav-XE 7 7 A ¥ OfEIE, W< 20
72D FNEAFRE . IE Cisco Catalyst SD-WAN EREEDHERL & [A U T4, AppNav-XE =27 ¢
Xal—val A RORDOY 7 %S T &V, Cisco Catalyst SD-WAN D% E [ 215
WB D ATE, FERETRINTNET,

» Create a Cisco AppNav-XE Cluster with the AppNav Cluster Wizard [ #75]
« Configure a Class Map on an AppNav-XE Cluster [#55E

« Configure AppNav-XE Policy Rules on an AppNav-XE Cluster [5455

* Configure AppNav Controller Settings for an AppNav-XE Device [5%55]

» Manage AppNav-XE Policies [#35]

+ Enable Cisco WAAS Service Insertion on AppNav-XE Device Interfaces [F<3E]

AppNav-XEDE=H2—¢ ST a— b

Cisco I0S XE Catalyst SD-WAN 7 /3A A @D AppNav-XE 22 > 7R—3 > ME, T34 AD CLI
FOWCMGUI #fEH L TE=4 —TX £7,
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https://www.cisco.com/c/en/us/td/docs/app_ntwk_services/waas/waas/v643/configure/guide/cnfg/servicescontroller.html#37013
https://www.cisco.com/c/en/us/td/docs/app_ntwk_services/waas/waas/v643/configure/guide/cnfg/network.html#53208

| Cisco Catalyst SD-WAN [ 1+ AppNav-XE
AppNav-XE DE=4—& +S5TLva—+ [

AppNav-XEDE=43 —
«CLI ZffF : Monitoring the AppNav-XE Component] [#555] S L T 7ZE 0,

+ WCM GUI Z{#H : [Monitoring an AppNav Cluster] [FFE] #ZR L T 7E 30,
AppNav-XED k5 TP a— bk

—r R E . SESE R debug 2 FEHEH LI F T 7y a— M AEIZOWTIE,
[Troubleshooting AppNav-XE| [#:E] Z# 2 L T &0,
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https://www.cisco.com/c/en/us/td/docs/routers/access/4400/appnav/csr-asr/appnav-book/csr_trblshoot.html
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il & —EMEEH T 572912, Cisco SD-WAN YV U = —3 3 1 Cisco Catalyst SD-WAN
ELTT 7y RADBETINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B L
Cisco Catalyst SD-WAN U U —2 20.12.1 AfE, RO R —Ry SOEEREHA INET :
Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®Z 5, Cisco vAnalytics 7> 5 Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> & Cisco Catalyst SD-WAN Validator -~
DIEF .} X8 Cisco vSmart 7> 5 Cisco Catalyst SD-WAN Controller ~DZEH, X TH =
R—F v N7 7 RAEFEOEFENR Y A MZOWTIHE, ®HOY UV —R /) — 2R LTL
IV, HLWART~OBATRIL, V7 b =T REO2—Y— A U F—T = f ZAFF~DE
BEH) 27 T —FIZ kD, —HO R¥ 2 A0 MIHIBREOR—BENE ENDATREENH Y £
D

® 2 BREEDERE

Mg 1)) —RIEER | 5HER

TCP &iifl, | CiscolOS XE | TCP Fii{b. %48 — F23EIE &1, Cisco ISR4221, Cisco
Catalyst ISRv. B & NCisco 1000 2V — & #— & A AT )L — & Tffi
SD-WAN U ATELXH1IT L, FEMIZOWTIX,  TSupported

U —2173.1a | platforms| [FFE] 2L TV,

N

CiscoIOSXE | Z offEIZ, 77 R MY » 7IBEZ ML, A/L—7 > b

Catalyst B ESEHZET, TCPT—4 N5 7 4 v 7 ik LE
SD-WAN U 3,
J—216.12.1d

TCPHELIZE D, T—H b T 7 4 v 7 OMBERGHE LT, 77 F MY v 7 ORI % EHiE
L., AV—"7 v bamESEET,

Z DFEHETIEL, CiscolOS XE Catalyst SD-WAN 7 /XA 2 DY —E A VPN THOTCP b7 7 4 v
7 DESEAGIZOWTER L E 9,

TCP + 7 7 ¢ v 7 Ochfbit, KEEM YU 7 P VSATHEIBEY AT A THA SN 2 EEED
NGV AR—RNY 7Y, BEOEWY VI TTCP N T 7 4 w7 DIRT 3 —= 2 A%
VLD B £, TCP Hfbiz L v . Software as a Service (SaaS) 77V 7r—3/ 3
VORI AL EEES 2 ENFRETT,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/tcp-optimization/ios-xe-17/tcp-optimization-book-xe/m-tcp-optimization.html#concept_dw3_rr5_xkb
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/tcp-optimization/ios-xe-17/tcp-optimization-book-xe/m-tcp-optimization.html#concept_dw3_rr5_xkb
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TCP &t |

TCP fii b CTid, ORI TR T L O, W—HILZTCP 7u—%BELTCWH 7 FA4 T M
TCP 7u—% U v AL LTNEY—_"—DMTTCP X & L THERELE T,

Client-end Server-end
Client TCP Proxy TCP Proxy TCP

Connection i m Connection ] m Connection ;

Tf‘r‘ T-"“I"
r‘onnn tion Router A Connection Router B Connection

360732

CZORE, Tud bl LTHRET 22650 =2 Z R L TCWET, V=X AIZTTA T D
TaXxTThY, 74T Tux liEnE T, L—F BiE— =07 X T,
== ax LI E T, TCPHEELEZHEH LARWGA, 7747 v MIh—3—~0D
TCP Bife & [EHEMEN. L £ 9, 2 DD/L—H TTCP ik BT D&, V—HF AlX, 75
AT b HD TCP ##ia#& T L, /—% B & D TCP ##i et LE9, TDOH% L—F B
I, == ~DTCPEE A ML L FE T, 20D/ —HF L, TCPHEHGMNF A LT U hT5HZ &
W IVTAT VI DNT T 4w IR —R—IZBETDH LI, TCP N T 7 4 v %
Ny TZ7Ilx¥viaLET,

7 T4 T MWD —F LY —R—= WD —H O )T, TCP b & E T 5
TEEHRELET, TOREE, TaTNAZ R EMENS LB FET, T4
7 v MWL — 2 TOI TCP b # % E T £, ®v+)ﬁiyy7wzykfm
XU EMEENE T, TCP b 7 ARNREIND D, ZOFREFHERINLETA,
Kmﬁﬁﬁﬁfﬂkzwf%b &ﬁ%%x/t~v<ﬁN)@NXf/ﬁ Ik oTH
A LY —ICHERINE SN LA ICOHREWEL £7,

I IAT v bYA= DG HRE U —Z S HER STV S5, TCP BT T S
i,

TCP ffb 2T 2121k, TN —F TCZOMELZ AL ET, KRIZ, KiE{kd 5 TCP
o747 R LET, TCPHREIEFRETDHIZ, RENT Y7 v a v EBMBT 57
WOIZ, WO X H>7pa~r R c&EEd,

ntp server 198.51.241.229 source GigabitEthernetl version 4

e MR LEE (18 X—2)

e HR—ENDT Ty N7 +—A (19 3—)
o FIPRFIE & FEE (20 X—)

« TCP fcii{b DR ER (21 =—)

D ERE

77 /?‘@/ﬁm . Cisco IOS XE Catalyst SD-WAN 7 /31 R [Tz br—F LHh—E R/ — Nlj
T OEE R LET,
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| Tep &
yk—rxnzI5y ror—4 [

F—AtE R —

TR E—DE, arhu—T0u—L LY —E R ) — RO a—/ LTk % D Cisco I0S
XE Catalyst SD-WAN 7 /31 A (2L o THEITSNET, ZORR, N7 4+ —~ 2 ANk X
N, X< D774 7 BB TEXE L1270 F T,

PF—E R — RiL, HEEZZET D7D D Cisco SD-WAN Manager -~ il fillHz#¢ & £
J—KTY,

)

(GE)  AppNav b RV EMESNLT DX, $—E A/ — K Cisco I0S XE Catalyst SD-WAN 7 /31 Z |Z
7a—/N)LVRF Loy ha—F~07 X — LA NP MLETT,

Data Center Branch Site
Cisco XE SD-WAN router: P %
controller I

— ] Cisco XE SD-WAN router:

Bomus ) controller
and

Cisco XE SD-WAN router: service-node 8
service-node g
HiR—bENDTIY b T+—A
)Jy—Xx HYR—bENB3TSY b T7+—L4

* Cisco 4331 —E A EM L — 4 (ISR 4331)
* Cisco 4431 —E A A/ — & (ISR 4431)
« Cisco 4321 — " 2 HAM/L— & (ISR 4321)
Cisco IOS XE Catalyst SD-WANY -, igeo 4351 4 — b 247 — 4% (ISR 4351)
U U —2172.1r L%
« Cisco 4451 — b 2 #E&H L —4# (ISR 4451)
« Cisco 4461 ¥ — b A A /L—% (ISR 4461)

* Cisco CSR 1000v 77 7 7 R —E A )L—% (CSRv)
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B smsmcsnss

)= YR—brENDETZY T —L4

s Cisco 4221 —E X ETL— 4 (ISR 4221)

o VAo — ¥ REAERURAEL—% (ISRv)
e Cisco 1000 2 Y — X H— b 2 HEAR )L — 2

Cisco I0S XE Catalyst SD-WAN

U Y —=2 17.3.1a L& GE) ZOHAR—ME, 8GBLLED RAM Z#5# L 7=

Cisco 1000 ¥ U — X H—EAFHEATNL— X 12D I
HHEINET, 77 v b7+ —LIARIZONT
2. [Cisco 1000 Series Integrated Services Routers
Data Sheet] [Z%iF]|Z2ZM L T2 &0y,

Cisco IOS XE Catalyst SD-WAN| | qe Catalyst 8300 >V —RX =¥ 77w N7 4 —L4
VU —21732

e Cisco ISR 1100X 3 U — X H—E 2 AR — &

« Cisco Catalyst 8000V Edge ¥ 7 k7 =7 (Cisco Catalyst
Cisco 10S XE Catalyst SD-WAN 8000V)
J1IJ—A174.1a ) . . e

« Cisco Catalyst 8200 >V —X =y 7T v N7 +—A

* Cisco Catalyst 8300 U —RX = v 7T v 74— LA

TCP i kiZ. DNS FT7 7 4 v 7B L OCRO0L 7T v h 7 #— AL TIEEYHR—FENEH A,

=N —REH
INGDOTTy b7 —21Zik, D7 EH 8GB O DRAM WM E T,

INOEDT Ty N7 A—AFADU EOT — & a7 NKETY, 7272 L, Cisco4321 ¥—

EAFAIL—& (ISR 4321) 1ZBPL T, 4 ORMOT =X a7 TH¥ AR — hahET,

» Cisco CSR1000V 33 & O* Cisco Catalyst 8000V 7°7 » k7 — AlTiX, 8 DDT —H 273
%‘%:Tﬁ—o

HIPRF IR & FlFIEIR

» Cisco Catalyst SD-WAN T TCP fziifb Tid, #EEEHIEICA MLy 7 HEiEE 70 R
U » 7] (BBR) 703 Y XALEFHLET, BBRAFHINLTH, 77947k
DB RAEERE S (ECN) 2 ZsRk4T 5L, 7RI ECN 2\ LEd, $FR—h &
NTWRN =TT,
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CLUZFERALE-Y—ERBEADKRER : TS5 VFIL—4

ZOFITIEH, 2rhbe—I9BL0Y—E R/ —RFE L THERET D L 5127 7 »F CiscoIOS XE
Catalyst SD-WAN 7 /3 A A Z3XE L £T,

\)

GE) 774/ FTIL. Cisco SD-WAN Manager i ] L C. VPGO & VPGl (UTD) (ZfEHl a2 ¥
7 F v b 192.168.1.1/30 £ 192.0.2.1/30 £, VPG2 (AppQoE) (ZffEH &1 5 192.168.2.1/24 H35%
ESNET, ZHDFRy hwATPAND N T v AR — B LY —E X VPN O EICIL,
fEEDORFC1918 7 %y &AL ET,

service-insertion appnav-controller-group ACG-APPQOE
appnav-controller 192.3.3.1
|

service-insertion service-node-group SNG-APPQOE

service-node 192.3.3.2

|

service-insertion service-context appgoe/1l
appnav-controller-group ACG-APPQOE
service-node-group SNG-APPQOE

enable

vrf global

|

interface VirtualPortGroup2

no shutdown

ip address 192.3.3.1 255.255.255.0
service-insertion appgoe
exit

Cisco SD-WAN Manager Z R L = —ERBADEZEH : TSV FIL—4

77 o F O, Cisco 10S XE Catalyst SD-WAN 7 /31 R [z hua—F L —E X/ — KN
T oEI 2R LET,

Z @W'G X, 7 72 F CiscolOS XE Catalyst SD-WAN 7 /NA XA #a > ha—J B —E R
—RELTRELET,
%‘

() Cisco SD-WAN Manager % i fl L C7 /34 AT AppQoE #EEZ A0z D58 1%. &% EICT T
|Z service-insertion appqoe 737 £41TCFE Y, Cisco SD-WAN Manager ffHH T v v =235 H D
CIXRRDIPT RUAZFFORMEAR— F 7 —7 (VPG) ZHIFRLTND Z & &R LT
728\, VPG IZEEFE D service-insertion appaoe sk N 5 £ TN 5D T /34 AT AppQoE %= A%
2T 5 &, REOBADBETHRMEMERH Y £7, ZOBAIZL Y. AppQoE AT — & AR
AR E IR DGERH Y 7,

1. Cisco SD-WAN Manager A == —7/>5, [Configuration] > [Templates] 23R L %9,
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2. [Feature Templates] #7 U v 7 LE£7,

A\

() CiscovManage U U —A 20.7.1 LLRTDO Y U —ATiX, [BHET > 7 L — b (Feature Templates) ]
X [#%6E (Feature) ] & FRIENET,

3. HBRENDT AL AL TV arnoT AL AEERLET,

4.  HWUSA o [ZFDOMDT 7 L—F (Other Templates) | T. [AppQoE] # iR L £,
5. Tr7L—rOARILHBAEZATLET,

6. [z hra—F (Controller) | A 7> ar %27y 7 LET,

7. arhu—IF 7 arTROGFEMEADLET,

s[> ha—FIP (Controller IP) ]: CLI TOXEMRFIZ service-insertion
appnav-controller-group =~ > R CEXE S 415 appnav-controller fIf (25t L E 77

o [NER (Internal) |1: ZOF = vV Ry 7 A4 AL ET,
o [r—E A/ — FIP (Service Node IP) ] : CLI TP ERFIZ service-insertion
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Manager @ AppQoE = o kB — Z B EEE T/TWVE T,

7. THRAL AT U T L— R &T A AT LETS,

AppQoE H—E XY FO—5DHRTE
1. Cisco SD-WAN Manager A = =—7>6, [Configuration] >[Templates] DJIEIZEIR L £ 7,

2. [TA AT L—1 (Device Template] T, [7 > 7 L — hOfERK (Create Template) ]
70w L, [BERET 7 L— b BH®IN (From Feature Template) | 23R L £,

(GE)  CiscovManage U U —220.7.1 AgiD Y UV —ATiL, [T/3 AT 7 L— b (Device Templates) ]
1L [T /34 A (Device) | &MEENET,

3. [T /34 AT/ (DeviceModel) 17 4 —/V KT, y—bERariin—J7a— &P R—
NFAFNRL ZDNTINERINLET, —ERar hon—Sn—LdHR—h15
TNA ADSFERIZV A MIONWTIX, ZOFED [HR—FINTWELT Ty b7+ —2A]
v varEZRL TSN,

4. [7 /314 A —/ (DeviceRole) ] 7 4 —/L KT, Fry 7 XU R )b [SDWAN
T (SDWAN Edge) ] #ER L £,

(¥)  [SDWAN= v (SDWANEdge) | 47> aif, —bRar hp—In— &P KR— KT
DT WA RZDHFERINET,

5 [T 7L— 4 (Template Name) | & [RiH] (Description) JIZAJILET,

6.  [Additional Templates] 27 U v 7 L£7, [AppQoE] 7 4 —/L KT, BEAFD AppQoE H&rE
TUFL— b EBERT LN, HLOLT L — b ERERTE £, ZOFIECIE, —
EAay hr—7 80— /L TREISNTNDT A ZHOE LU AppQoE 7 > 7' L— h &
BT 2 FIERE ENTWET,

7. [AppQoE] 74—/ RO Ka vy FX T YA NE7 Y v 7 LThb, [T 7 L— hOfE
% (Create Template) | %27 U >~ 27 LET,

8 [Ty 7 L— 4 (Template Name) | 7 ¢ —/L R & [FiB (Description) | 7 ¢ —/L RIZ,
Ty 7 L= FOARTIEHHE TN ENAT LET,

9. [z~ hra—F (Controller) | =V 7 T, FRINDFEMERE AN LET,

1. [z hue—FIPT KL A (Controller IP Address) ]: =2 b r—F OH—E 21
F—=T 2 A ADIPT RV AZ AN LES, ZhiE, 2 =R/ F—ERA7 T A
FNTHREINTWD Y —E R — NE@BET 27D T5IP7 RLATY,
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| AppQoE 4—EZXADSEBH—ER/ — K

CU &M L7 AppoE —E x> kO—58& U/ — Koz [

[ —E AVPN (Service VPN) ]: ¥ —E A/ — KD LAN il N FAET B —E &
VPNID Z4#5E LET, VPNID X, 1 ~ 511, E721% 513~65527 O#i[H TIEE I
ETEXET,

[h—E A/ —FKIP1 (ServiceNodeIP1) ]: ¥ —E A/ —FKDIPT KL AZAJIL
T, —tvRa hr—=I9R8h—ERX /) —RNLBETELLIICLET,

[r—E R/ — KIP (ServiceNodeIP) 1 7 4 —/V ROFRIZH B [+ 227 Vw7 LT, $—ER
J—REEBIGEBMLET, 120 —bE R ha—J K K64DY—E R/ — REBINT
%\i‘é—a

GE)

10.

CiscovManage U U — 2 20.6.1 7»5 AppQoE#iET > 7L — R & H LT, DOV —r R/ —
RIZN—T%FEL, RELTCIZNV—F NI —ER ) — REEBINTEES, 7 I7RAXZTE
WK DY —ER ) — RIN—TERETEEST, —E R/ — I N—T DL IO
I%. SNG-APPQOEO ~ SNG-APPQOE31 T,

72720, P—ERar b= L LTHRELTWNDET /XA ZAD/N— 5 73 Cisco I0S XE
Catalyst SD-WAN U U — 2 17.6.1a Kiiii T, %M T 57T /31 AD AppQoE 7 > 7' L — N DFRE
IZ CiscovManage ) U —220.6.1 ZfHEH L T\ B4, 207 7L — N THEEOY—E R ) —
RN —T 5 REFRERBEAETH, BETELHDX1 2O —E R /) — RITN—TFDHITRY
E3

TNA AT T L— NaeT A RS LET,

CLZEARAL-AppQoE b —E X bO—5E LUV / —

NOE ¥

DI va TR M- X — K&, AT —E R ) — NIZER SN AX o KT R
VY —bR arbe—J%&HH LT, TCP &i#E{t% CLIRET D627~ LET,

NEH—ER/ —FDETE
1. TCP &bz HILET,

Device# config-transaction
Device (config) # sdwan appgoe tcpopt enable
Device (config-appgoe) # no sslproxy enable

2. BRER—F IN—F A H—T A ABER L E T,

Device (config)# interface VirtualPortGroup virtual-port-group-number
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AppQoE 4 —ERFADMNERH—ER/ — K |

&
filt

B cusEmLE AppOE H—ER Y FO—5 U — KOE

Device (config-if) # service-insertion appgoe
Device (config-if)# ip address ip-address mask

3. =2/ —F I A—FEERLET,

Device (config) # service-insertion service-node-group appgoe
service-node-group-name

Device (config-service-insertion-sng)# service-node service-node-ip-address

4, Y —E R/ — R% service plane heavy & L TRHEL £,

Device (config)# platform resource service-plane-heavy
Q%

() Cisco Catalyst 8000V % serviceplaneheavy & L Cax €T HA%HaiE, Ve— RLTH—ERT L —
VEANCT HMERDH Y ET,

=R — T D7D DERRHREN ZIRITR L ET,

config-transaction

sdwan appgoe tcpopt enable

no sslproxy enable
|

service-insertion service-node-group appgoe SNG-APPQOE

device-role service-node

service-node 192.168.2.2
|

interface VirtualPortGroupl
ip address 192.168.2.1 255.255.255.0

service-insertion appgoe
|

interface GigabitEthernet 2

description SN_LAN Interface in VPNO

ip address 192.0.2.1 255.255.255.0
!

platform resource service-plane-heavy

system
system-ip 198.51.100.1

site-id 78200
!

H—ERXarY FO—5DEE

1. P—vRrarbuo—J&EKL, =R arbtn—7 F—712EH VY TET,

Device# config-transaction
Device (config)# service-insertion appnav-controller-group appgoe
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| AppQoE 4—EZXADSEBH—ER/ — K

appqoe-controller-group—name

CU &M L7 AppoE —E x> kO—58& U/ — Koz [

Device (config-service-insertion-acg)# appnav-controller controller-ip-address

2. =t 2 )— RNV —T%EK L., y—t 2/ —F&BEMLET,

Device (config) # service-insertion service-node-group appgoe

service-node-group-name

Device (config-service-insertion-sng)# service-node service-node-ip-address

\)

GE) 1o0%—vE R — RN —FICEBONER— R ) — REBRETXET,

3. arvire—SLtY—tR/)—F I —TFOV—¥FRarFFANERELET,

Device (config) # service-insertion service-context appqoe/1
Device (config-service-insertion-context)# appnav-controller-group

appqgoe-controller-group-name

Device (config-service-insertion-context)# service-node-group

service-node-group-name

Device (config-service-insertion-context) # enable

Device (config-service-insertion-context)# vrf default

—tr2ar b —FZERT D720 DBEREERN 2RISR LET,

config-transaction

service-insertion appnav-controller-group appgoe Test-ACgroup
appnav-controller 198.51.100.1 vrf 200
|

service-insertion

service-node 192.
service-node 192.0

.0
service-node 192.0

service-node 192

service-node-group appgoe Test-SNGroup

0

.2

2.
2.
2.

.2

3
4
5

service-insertion service-context appgoe/1l
appnav-controller-group ACG-APPQOE

service-node-group SNG-APPQOE
cluster-type service-controller

enable

vrf default
|

interface GigabitEthernet 1

description SC_To SN LAN Interface in VPN200
ip address 192.0.2.1 255.255.255.0
vrf forwarding 200

system

sytem-ip 198.51.100.10

site-id 78200
!
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AppQoE 4 —ERFADMNERH—ER/ — K |
B rpcEs—cxar ro—SHLU/ —FOE=S—

AppQoE H—E X2V FA—FHEKUV/ —FDEZF—

FINA 2 O—)LDFER

TNRAAT T L— el Ce—/L %3 Ebt& TNRA ADTINA A —)b (—E R
arhr—JFREY—E R/ —R) ZERT DI, ROFIEICENET,

1. Cisco SD-WAN Manager * == —7>5 ., [Configuration] > [Templates] DJEIZEN L £,

2. [TA AT 7 Lb— 1] (Device Templates) | U 7 RRRENTNDZ L EHRLET,
)

(GE)  CiscovManage U UV —A20.7.1 LLRiTD Y U —ATIL, [T/3 A7 7 L — b (Device Templates) ]
WL [T /314 A (Device) | &FHEINLET,

AR/ TR TOTNA AT T L— DU A MRERENET,

3. TS 20— VAT HITIE, [F3A Az —/L (Device Role) %A L £7,
[SDWAN=T > ¥ (SDWAN Edge) |I%, T XA AR —ERa he—F L LTRESN
TWHZ EEEWRLET,

Y—EXIVFA—FTOFI T4V IDEZZ—

FI—LBEUARY b

7T AL PRI TR, ERFEEL TWORWEE. 7731 A1E Cisco SD-WAN Manager
WA EZRE LET, 2K D 7%A 2 h@slL, Cisco SD-WAN Manager O [ =4 —

(Monitor) [ X— Y TCHEGRTEET, TNOHDA X FO—HEIT-OUVT, Cisco SD-WAN Manager
LT T—LEERLET, TN ADT T =Ll AR NERRT HHFEIZONTE,  TAlarms,
Events, and Logs| [E:E] 2 L T W,

CLIZ{ERL=AppQoE—EXa> bO—5BLUV/ —
FOE=4—
AppQoE —bRrav tu—7 Y—ER/—F, BILOZ 7AXOFHERER T HIC
IZ. RO CLI 2~ REHEHALET,
ROWMNPNE, b—ER ) —=RITNV—THOH—E R/ — FOREFMERLTWVET,

Device# show service-insertion type appgoe service-node-group
Service Node Group name : SNG-APPQOE

Service Context : appgoe/l

Member Service Node count : 2

Service Node (SN) : 10.1.1.1
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| AppQoE 4—EZXADSEBH—ER/ — K
CU %M LT ApploE ¥—E 23> hO—58&0/ — KoE=4— |

Auto discovered : No

SN belongs to SNG : SNG-APPQOE

Current status of SN : Alive

System IP : 192.168.1.11

Site ID : 101

Time current status was reached : Wed Sep 23 11:01:49 2020

Cluster protocol VPATH version : 1 (Bitmap recvd: 1)
Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1601432656
Cluster protocol last received sequence number: 715749
Cluster protocol last received ack number : 1601432655

KO IENT, —ER ) —RIA—FHNOF—E X /) — KD T 7 4 v 7#EEHERER LT
b\\i‘a—(}

Device# show service-insertion type appgoe statistics service-node-group
Service Node Group: SNG-APPQOE

Number of Service Node(s): 2

Member Service Nodes:

IP Address

10.1.1.1

10.1.1.2

Aggregate of statistics from all SNs of the SNG:

Time since statistics were last reset/cleared:

Aggregate number of probe requests sent to SN : 1435070
Aggregate number of probe responses received from SN: 715915
Aggregate number of invalid probe responses received

Total : O

Incompatible version : 0

Authentication failed : O

Stale response : 0

Malformed response : O

Unknown response : 0

Aggregate number of times liveliness was lost with the SN : 1
Aggregate number of times liveliness was regained with the SN:2
Aggregare number of version probes sent to SN: 719033
Aggregate number of version probes received from SN: 2
Aggregate number of healthprobes sent to SN: 716037

Aggregate number of healthprobes received from SN: 715913

Aggregate traffic distribution statistics

Redirected Bytes : 1558757923174
Redirected Packets : 1945422189
Received Bytes : 1582477555093
Received Packets : 1908965233

WOHDBNE, 2> b= 7 L—THNOY—EZ2ay he—JDOREFMERLTHET,

Device# show service-insertion type appgqoe appnav-controller-group
All AppNav Controller Groups in service context

Appnav Controller Group : ACG-APPQOE

Member Appnav Controller Count : 1

Members:

IP Address

10.1.1.100
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AppQoE 4 —ERFADMNERH—ER/ — K |
B ocussEmLE ApOE S —ER Y FO—5E LU/ — KOE=4—

AppNav Controller : 99.1.1.100

Local AppNav Controller : Yes

Current status of AppNav Controller : Alive

Time current status was reached : Mon Sep 21 19:09:08 2020
Current AC View of AppNav Controller

IP Address

10.1.1.100

Current SN View of AppNav Controller
IP Address
10.1.1.1
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DRE ZERAL-+Z 74 v U mElt

il & —EMEEH T 572912, Cisco SD-WAN YV U = —3 3 1 Cisco Catalyst SD-WAN
ELTT 7y RADBETINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B L
Cisco Catalyst SD-WAN U U —2 20.12.1 AfE, RO R —Ry SOEEREHA INET :
Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®Z 5, Cisco vAnalytics 7> 5 Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> & Cisco Catalyst SD-WAN Validator -~
DIEF .} X8 Cisco vSmart 7> 5 Cisco Catalyst SD-WAN Controller ~DZEH, X TH =
K= N7 70 REEFEOGFENR Y A MIOWTE, BHOV IV —R /) — &R L TL
IV, HLWART~OBATRIL, V7 b =T REO2—Y— A U F—T = f ZAFF~DE
BEH) 27 T —FIZ kD, —HO R¥ 2 A0 MIHIBREOR—BENE ENDATREENH Y £
D

R4 BEEDERE

BEES 1) 1) —RI1E$R 5 EA

DRE % L7= 1+ |CiscolOS XE Catalyst | =Y U —ZTi%, DRE #&HES Cisco Catalyst

7 4 v 7 idk SD-WAN U U —2 SD-WAN % CHLdE S CWVW£ 9, DRE (3,
17.5.1a WAN 2/ L CTE SN DT —F DA X4
Cisco vManage U U — |# L. WANZ XD SRICHEATEH L 51
Z20.5.1 THEMET 7/ aY—TT,

DRE 1 7 7 A )L Cisco I0S XE Catalyst | = #gfEIZ LY. S. M, L. XL 2 EFn 7
SD-WAN U U —2 Ty ANEHEHAT S5 & T, HEHREAICESD
17.6.1a WTDRED U VY — R % F#ICMI T £9,
Cisco vManage U U —
2 20.6.1
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DRE AL 571 v Bt |

B 7@ UCSE 3
V=X ==
A=k

HEER 1)) — R 1EHR BT
Cisco Catalyst 8000V Ji | Cisco I0OS XE Catalyst | = O#§fETIZ, UCSEv U —X 7 L — K ¥ —

SD-WAN U J — 2
17.6.1a

Cisco vManage 1 U —
A 20.6.1

N—FVa—VEMFEHLT, $yR—r3IhT
W% /L— & T Cisco Catalyst 8000V A > A X
A& BT 272D AR — P RHEAZL T
F9, ZOWEEEMTLE. YAR— FIS
DNV—B %, Hath—EA )/ — R, S —
EA/— R, £EFIRNBYP—E 2 — &4t
WY —E 2 — ROWGEMA oA TV
N7 I2A2LLTHRETCEET,

Cisco Catalyst 8000V Ji&
BRO7-8® D UCSE &
U — AW A AN — b

Cisco vManage 1 U —
A 20.11.1
Cisco IOS XE Catalyst

SD-WAN U U —X
17.11.1a

Z OFERETIX, UCS E1100D-M6 H—/3—F
Va—VEEMLT, PAR— MEONL—H
|Z Cisco Catalyst 8000V = ¥V 7 b7 =7 %
JREHT D720 R— FPREAINTNET,

*DRE THAHR— FENDHT A A (43 X—7)
*DRE OF 1 27 #{EAFFIH (44 ~—2)

« PAR—FEHTW

5 DRE a7 v AL

(45 ~—2)

* Cisco Catalyst 8000V BB D7D UCSE v U — A —N"—F T2 — VOV R— |k (48

)
* DRE Oll#IFHIEH (48 *X—7)
* DRE (22T (50 =—7Y)

* DRE OFE (52 <X—)

« DRE fiiEi{b D72 @ UCSE ¥V — X H—/3—F ¥ 2 —/L"CD Cisco Catalyst 8000V D

(56 =—7)

« CLI #fif L7- DRE O E (61 _*—3)

« DRE DE=4%—

cCLIZHHLZDREDE=F—L " T T a—|

(63 =—3)

U

ix JE

(63 =—3)
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| DREZ®ERLE 5T 4 v BT
DRE TH— a2 F 12 [

DRE THHR—FENET/NAR

HERY—ER/—FHLUvar 00—

TIN R J1y—2 AEEH

Cisco Catalyst 8300 > U —X =¥ 7
Ty N7 — A

* C8300-1N1S-6T *RAM : 16 GB
Cisco IOS XE Catalyst SD-WAN .
» C8300-1N1S-4T2X U Y —% 17.5.1a LR C ALY
600 GB
* C8300-2N2S-6T
* C8300-2N2S-4T2X
Cisco Catalyst 8200 >V —X =¥ 7 *RAM : 16 GB
Ty N T x—2Ah Cisco I0S XE Catalyst SD-WAN " .
U1 —=z SR e A MbL—T
« C8200-1N-AT Uy 17.6.1a LUK 600 GB
*RAM : 16 GB
Cisco Catalyst 8000V Edge /7 7 =7 |Cisco I0S XE Catalyst SD-WAN ¢« APL—U
(Cisco Catalyst 8000V) U U—2=17.5.1a LI 600 GB
* vCPU : 8

N —ER/— kLU bO—35

4 R Jyy—x AEVEHR

*RAM : 32 GB

« ARL—T 2
Cisco IOS XE Catalyst SD-WAN U U — % 17.6.1a TB

+vCPU : 16
Cisco Catalyst
8000V *RAM : 16 GB
¢« ARL—V

Cisco IOS XE Catalyst SD-WAN U U — A 17.5.1a 600 GB

*vCPU : 8
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B oreoFxomzss

DRE AL 571 v Bt |

TINA R )1y—2= AEYEH
* RAM : 32 GB
Cisco IOS XE Catalyst SD-WAN U U — 2 17.6.1a e A RL—T 2
TB
C8500L-8S4X
*RAM : 16 GB

CiscoIOS XE Catalyst SD-WAN U U — & 17.5.1a s A ML —V:
600 GB

DRE DT 4 A HEIEEIF

DRE ¥ L UMl AppQoE Hh—E A DEBAIZIX, SSD T 4 A7 #3252 L AR L 7,

Cisco Integrated Controller Manager (IMC) 75, WRODOHEIENRT A =X EZFREL T EE, —
HOBRETIIT A AT D7 +—~ v "I BERGEVRH DD, NA NP of A —
T DRNCHELE NG A — 2 2R EL T IEIN,

REWREINDIT A RINFTA—4

INTA=5 &
RAID L)L RAID10

Read Policy B2 a5 7

TARY Xy vva RY— For—T

Write Policy Write Back Good BBU
ALYy T AR 256 KB
OFvyiall— EEiS

Cisco Catalyst 8000V BN -HDT 4 R TOED 3=V DHREIA

Cisco Catalyst 8000V A > A X  ADREHKFIZ, T4 A7 E LT[y s T ueya=vy
Eager Zeroed (Thick Provision Eager Zeroed) ] Z 3R L £7°,

PR — G D /A 73— 31 BT D Cisco Catalyst 8000V 1 > A K L ADREBIZOWNTIE, &K
EZRLTLLEEN,

* ESXi
* KVM
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| DREZERALE 574 vy Bl
g—rshTtaRET7a 7740

HR—FSNTWADRE O 71l

ORI ZDNEBRETLET,
* DRE #HEZ YR — h 27 A RELEZDT 74/ FODRE 717 7 A )L,
¢ TNAATHR—=FENTNWDLDRE 717 7 AL,
c PR—FENTWD UTD 7’1 7 7 A )L EREFH D DRE 710 7 7 A V¥ A X,
s PR—hENTWD DRE 717 7 A LOHESR/NY vV —2A,
e PR—FENTWVWDHF /I, ATDRE 1 7 7 A /LT & » TSN D R K
« THRAATRESNTWDHDREZ B 7 7 A JUITKfIET % FanOut fil, FanOutl%, DRE ¥ —
ERAZT DT DIZT NA ANBETELETOHEELET,

REDRETO T 74 ). VY—REH., BLUYKR— +Sh D& FanOut

TFINA R & HYiR— b | R/DNERICET 58S
FI4)+ |DREFE  |hTWB |IE .
5 o FanOut

®DREFR | T7 A (UTD TR — B
7L T7AI TA4RY
fsg)zoo'lN"‘T S — 8 GB 120 GB 750 35
CR3002N2S6T | S S 8 GB 120 GB 750 35
M)
CRADINISATZX
M) M — 8 GB 280 GB 5000 70
CR300-INIS6T
M)

S S. M 8 GB 120 GB 750 35
CRUDNSATX [/ S 8 GB 280 GB 5000 70
M)

L — 16 GB 500 GB 10,000 256

S _ 8 GB 120 GB 750 35
CR500L.8GAx | M _ 8 GB 280 GB 5000 70
(M) L _ 32 GB 500 GB 22,000 256

XL _ 32 GB 1600 GB  |36,000 256

Cisco Catalyst SD-WAN AppQoE I > 7« ¥2 L—% 3> # 4 K. Cisco I0S XE Catalyst SD-WAN ') ') —2 17.x ||}



DRE AL 571 v Bt |
B sx—rshcnzReTasr 0

FINA R E HiR— bt | R/DNERICET RS
T4k |DRETJA  |hTW3 |E =
5 Fe FanOut

®DRETR | T7AL  (UTDTO — B &
TrAIL Ir AL TARY
Cisco
Catalyst | 8 GB 120 GB 750 35
8000V : 6 = T
7 (S)
Cisco S — 8 GB 120 GB 750 35
Catalyst
8000V : 8 =1 |\ _ 8 GB 280 GB 5000 70
7 (S)
Cisco S — 8 GB 120 GB 750 35
Catalyst M 8 GB 280 GB 5000 70
8000V : 12 o
a7 (S) L — 16 GB 500 GB 10,000 256

S — 8 GB 120 GB 750 35
Cisco
Catalyst M — 8 GB 280 GB 5000 70
8000V : 16 _ 32 GB 500 GB 22000 256
a7 (S)

XL — 32 GB 1600 GB | 36000 256

)

(GE)  UCSETU—XH—s—F 627, 827, BLV 12 27 Cisco Catalyst 8000V A > A ¥
ADIHEFHR— b LET, FMITOWTIL,  [Supported UCS E-Series Server Modules for Deploying
Cisco Catalyst 8000V ] [#FE] S L T 7230,

WROFIZZOERERLET,

e R—PFENTWVETNNAL ATHRESNIZDRE 72 7 7 A JLZHSWTEIY B THNT
AEV, TAAT, BIOF v v =,

R7: 70774 EDYY—RE|Y LT

FIAREFT AL D |DRE FOT 74 | Y —AEYHT (GB)
DRE 7O 774 L L AE FRY Cache Size

C8200-1N-4T (S) S 2 80 60

Jl Cisco Catalyst SD-WAN AppQoE 51> 7 « ¥2 L— 3 > A K. Cisco 10S XE Catalyst SD-WAN ') ') — R 17.x



| DREZ®ERLE 5T 4 v BT

g—rshTtaRET7a 7740

FRARETFTIHIL O |DRE FO 774 |V Y~ REY AT (GB)
DRE 7O 774l )7 AEL F4RH Cache Size
C8300-2N2S-6T (M) S 2 80 60
C8300-1N1S-4T2X (M)
M 4 250 230
C8300-1N1S-6T (M)
S 2 80 60
C8300-2N2S-4T2X (M) |M 4 250 230
L 8 480 460
S 2 80 60
M 4 250 230
C8500L-8G4X (M)
L 8 480 460
XL 20 1200 1180
Cisco Catalyst 8000V : 6 S ) 30 60
a7 (S)
Cisco Catalyst 8000V : 8 |5 2 80 60
a7 (S) M 4 250 230
S 2 80 60
Cisco Catalyst 8000V : 12 M 4 250 230
a7 (S)
L 8 480 460
S 2 80 60
Cisco Catalyst 8000V : 16 |M 4 250 230
a7 (S) L 8 480 460
XL 20 1200 1180

)

(GE) UCSETU—XH—s—F 627, 827, BLV 12 27 Cisco Catalyst 8000V A > A ¥
AD&IHZEHR— M LET, FEMIZONTIL,  [Supported UCS E-Series Server Modules for Deploying
Cisco Catalyst 8000V ] [HFE] #Z ML T E SV,
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DRE AL 571 v Bt |
B cisco catalyst 8000V BEAD -85 D UCSE & 1) — X H—/X—F D2 —LOHK— k

Cisco Catalyst8000V D 1=6H D UCSE > ') — X H—/\—
EoaA—-I)LOYHR—

Cisco 10S XE Catalyst SD-WAN U U —Z 17.6.1a LAR%, Cisco Catalyst 8000V A > A & > A&,
Cisco 4000 ¥V — X H— A A AL— # 35 L O Cisco Catalyst 8300 > U — A = ¥ 7'F v |
74— LWNIZIFET H UCSE VU — R $—"—F V2 — /LB TE 7,

Cisco 10S XE Catalyst SD-WAN U U —Z 17.11.1a L%, Cisco Catalyst 8000 >V —X = v ¥ 7
Ty R T A=A VA R—LENTUVWAD UCSE Y — X UCS E1100D-M6 ¥ —/3—F 2 = —
JWAZ Cisco Catalyst 8000V 1 > A X L AL B T&E £7,

FINARITF7ZY FINA R ETIL HR—FENRTWABUCSEED 21— ILBLY
DRE 7O 774 )L

Cisco 4461 UCS E180D-M3/K9 (S. M)
UCS-E1120D-M3/K9 (S. M. L)

Cisco 4000 & I — = |Cisco 4451 UCS E180D-M3/K9 (S, M)
P— AR — & UCS E1120D-M3/K9 (S, M, L)
Cisco 4351 UCS E160S-M3/K9 (S)
Cisco 4331 UCS E160S-M3/K9 (S)

C8300-2N2S-4T2X UCS E180D-M3/K9 (S. M)
UCS E1120D-M3/K9 (S. M. L)
UCS E1100D-M6 (S)

Cisco Catalyst 8300 > | C8300-2N2S-6T UCS E180D-M3/K9 (S. M)
R S A A ( )
N7 g — A UCS E1120D-M3/K9 (S, M, L

UCS E1100D-M6 (S)

C8300-1N1S-4T2X UCS E160S-M3/K9 (S)

C8300-1N1S-6T UCS E160S-M3/K9 (S)

DRE D #l$#95E18

*DREIZT 27 NVH A KV Va—2arTY, LEMNR-T, DRE &#E{bEHET HITIE.
7 a—OXPMENRLE T, DREIIIEMNH Y v —TiZ¥ A — hINEHA,
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Re D411 FE |

« DRE (%, Cisco Catalyst SD-WAN A —/3—L A k> RO HEY — A/ — KE7
AT —E A ) — RBEA SN TV AGEEIZORYR— SN ET,

*DREIZ, Y —ERa b —F L LTHRESINTWVDET AL ATIEEYR—FSINEEA,

« A BB (UTD) 2RA—ZICA v A =L ENTEBY., NI 7 4 v 7 BB —E R
=RV FA VI b BT —HRY —BNFETDHTIATE, VT 7407 BRFE
DVRFDOUTDIZ L > THEEINZSGAE, MU RNT 7 40 v 7 B4 —E A ) — RIZY &
AV FTBHZLFTEERA,

* Cisco I0S XE Catalyst SD-WAN U U — & 17.6.1a LAF&, SSL 72X DF 7 4/ hE— KX
YUY A RTY, 72720, DREIZT 27 A A KRV a—v g THHEH, MT
74 v 7 OFEM EZEMOM ST SSL BMETT, ZOFT 27 /%A REMFID SSL
IR =~ Azt 5I21E. Cisco SD-WAN Manager CLI 7 > 7 L — k@ dual-side
optimization enable A~ R % {% F LT, T 27 L% A K SSL %@'ﬂﬁ%ﬁ%@z L\iﬁ—o
WAN #HCGRE b RV EEHT 256, 727 %A RSSL ZHNTTH 2 &g
"INFEHFA,

* Cisco IOS XE Catalyst SD-WAN U U —2 17.7.1a LIf&, W55t 87 7 4 v 7 @ SMB 311 H
B/ A N2 DRE 2% L CHNCZ2 W £9°, Cisco I0S XE Catalyst SD-WAN U U — X
17.7.1a YHT DT /8 A TET SN TWD I —E R/ — FIZB LT, SMB311 Bi#51{k k7
T4 NARARY =% DREICKH LTFETHEMNTT D &L ARETT,

« Cisco Catalyst 8000V 73 Cisco Enterprise Network Function Virtualization Infrastructure Software
(NFVIS) 2R SN TV 5%E, DRE KB R — b SEE A,

UCSE ') —X H—/3—T Cisco Catalyst 8000V 1 > X k—/LDHIFIEIE

\}

GE) UCSE v U —X $— _—DH R — ;. CiscoIOS XE Catalyst SD-WAN U U — R 17.6.1a >
DI —E R ) — K& LT Cisco Catalyst 8000V DA > A h— /WD AEH S IVET,

*UCSE v U —X H#—/R—F 2 — L TP Cisco Catalyst 8000V 1 > A ¥ > A DERHTIE,
VMware vSphere ESXi (U U —2Z 6.7) NA /N—=A FOHNBFR—FIET,

« VMware vSpehere ESXi /A /N—/3A T, NAN—=RA VL v T 4 U 7 NS D 0EEN
% @ ij‘o

e NAN—=RAVL T 4 FE, UCSE ¥ U —X $—/ —|Z BB X417z Cisco Catalyst 8000V
@ app-heavy 2 7 EHID BT a7 7 A LTI AR— SN TOWERA,

*UCSE v U —X % —/R—F =2 —/)L®D Cisco Catalyst 8000V - > A Z A%, 6, 8, F7=
T 12 2a70Hr Bl TEET,

*UCSE vV — X #—/"—F 2 —/L® Cisco Catalyst 8000V 1 > A ¥ > A%, app-heavy =
TEIVETT 7 7 A NVEFEH L THREL, DREVP—EREZEITTED LT HMEN
HET,
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DRE AL 571 v Bt |
B ooreicouc

o IR — FXFHED UCSE v Y — X H—_—|ZA R h—/LTZ B Cisco Catalyst 8000V 1 >
AH AT DDIRTT,

« TNRARHEHSNTWADRE 70 7 7 A VB EFET 521X, DREZT A VA h—/b
L. A A= LThb, FTLWDRE 72 7 7 A VA HWHATAHZLERH Y £,

A\

() DREZT VA LVAbM—INTEHLE FyrviarT—2RKkbnZE
j—o

DRE [CDINT

DRE D2

F— 2 LR (DRE) 1X. WAN 28 H CHESNDT —Z DOV A XEHIT 5 LM T 7
/v Y—7T7, DREIX, WANfEH TTF—# A b ) — LA &2 R ET HRIICTUE B WA HIER L
T, FET—HX OV A X&HIK L £7, DREOEMHFRIL, £ T BREMISMT 58E6% v~
TaTl =X T I FRIZEONTEY, JEMEERGFE CLEEY vy a2 A LET, DRE L
Cisco Catalyst SD-WAN OS2 L W, DREIL, A MU —2ANT#ED RSN DT —H % KIFZ
HNSHRIZE XX, SD-WAN A —N— LA 2N L CHEMESNTZT —F A RN —AZEFLE
T, ZEMEEERIZ, a— I NVDOTERX Yy v a2 Z2H LT, 567 T4 T v bERITY—
Ne—~EEET HRNCT—Z A U — A2 M L7,

N\

(GF)  Cisco I0S XE Catalyst SD-WAN 7 /31 A |, Cisco Catalyst SD-WAN A —/3—L A K R/LD
gl Z B9 D ME N H £,

DRE & TCP & {b D@ E D EHEH

5:TCP +3 74 v DRITRE

| |
. DRE Container | | DRE Contaner
Clients : : Seiver
E LAN K) SD-WAN Overlay Tunnel )I LAN
> [ < .

— 1 I
I I
1 I
I I

Branch Router Data Center Router
Connection 1 Connection 2 Connection 3

357256
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DRE 707 7 1 LDHE .

DRE "R E SN TWBEE, TCP FT7 7 4 v 713U TZE S, IRD 3 SOEFRICHEIS N
\iﬁqo

EEE ) Y rIT—=7

7 FA47T > 7T T Cisco I0S XE Catalyst SD-WAN 7 | LAN
N A~ ZORIZn—h ) 7%y hU—2 (LAN)
WZHEELET,

TITFN—BNDT —E A —)—F Cisco Catalyst SD-WAN 74—
N—1 A b FIVEEH

VB N T T UFE I TS H— b H b B S | LAN

N

2—HNVT YT Xy hU—27 (LAN) @ TCP##iix, 5l&HE o7 — 4 #XkELET, &
72 L. Cisco Catalyst SD-WAN A —/3— L A k> 3R H D TCP $%#5i(%. DRE (2 X » TEHMg <
NleTr—42%EELET, b O—FOMIZH % Cisco I0S XE Catalyst SD-WAN 7 /3 A A
O DRE 2> 7 FHiE, A= =LA hURURBTEEEINDIANIT — X EEM L ET, b
FILVDHHANZ & 5 Cisco 10S XE Catalyst SD-WAN /34 A @ DRE 2> 7 Fi%, VE— 7
TUoFEREFET—H ROV —N—ITEE SN DRI T — ¥ Z e L £,

DRED I viR—F > b+

DRE¥+v¥a :DREFvviald, KEODT—XERGFTEHLIICEI L HXI AL —
CHEMEHLET, DREF v v ¥ 2 IWAN O CRESI, =y VTS AL ->TT—#
T MR T 2O SNET, WHEOT NN, A (TF7FLF—%%%—) O DRE
FryvrvanFficsnEd, 2F0., —FHOMAZTF ¥ v 7 BARH LA, I —FHFORIZH
T TELDBDH Y FET,

DRE [£#& : DRE I%, Lempel-Ziv-Welch (LZW) g7 VT U A LZEH L TT— % ZJE#ME L
£9, DREIZ, RAEOT—Z A M) —A F+0o8ENSA B ITEHL, 1Z5 0 KEReE
HeBIE 2 HEFF L £ 97,

DRE 7O D74 I)LDEE

DRE 7’11 7 7 A JL{%, CiscolOS XE Catalyst SD-WAN U U — 2 17.6.1a T A S 7=HEEE T,
- OD%%A kY, 7T UTFOYA XL BRI ESWT, DREY—ERICY Y —A%F
[/ D WTAZENTEET, DREFS T 77 A /LiF, HEGEEICHE SN U Y — 2% Y YT
%T T 5, U Y—RER LRI Y TOMAEHOETT,

WO DRE 727 7 A VPP R—FEZNTWET,
« /INBUE (S)
o« HBUE (M)
« KEAE (L)
BB (XL)

Cisco Catalyst SD-WAN AppQoE I > 7« ¥2 L—% 3> # 4 K. Cisco I0S XE Catalyst SD-WAN ') ') —2 17.x ||}



DRE AL 571 v Bt |

B cisco catalyst 5000V BEAD -85 D UCSE & 1) — X H—/ " —H— -

DRE #REZ V7 R— b+ EFT A ATHR—FENDE T 7 7 A N EHERTDHITIE, ZOED
AR —FENTWADREZe 77 A V] 73 arE BB TLIEX,

Cisco Catalyst 8000V ERID=H®D UCSE ') —X H—/\—DHKR— k

DRE @

=L

aX AE

Cisco IOS XE Catalyst SD-WAN U U — 2 17.6.1a LAF&, Cisco Catalyst 8000V A > A X > Ak,
B FtEOUCSEY ) — X —NR—F a0 — LA — R ) — R L TCRECEXET,
AT DY — R —F Y 2 — 1L, Cisco 4000 ¥V — X P —E X FHAH/L—H  (Cisco 4000
J—XISR) # LT Cisco Catalyst 8000 >V —RX =¥ 7T v M7+ — AT I TV E
T, TNDDONL—ZIIHE— A/ —RBFELTWET, S5, AR — bxt4d UCS
EVU—XH—nN—%FHLT, ZH5D/L—HIZ Cisco Catalyst 8000V 1 > A X > A % JEBH
THIET, AV —ERA S —RENTY—ER ) — RGN 7Y v KT TAXELTH
BSELZENTEET, ZOMREEICED, RERERDO CPU 243 &4 25 DRE 72 £ D AppQoE
P—E 2%, CPUBLUNRAM NMEREDNL—X TIEITTEDHXH T £,

Cisco UCSE < 1) — X #—/\—T® Cisco Catalyst 8000V O £/

« VMware vSphere ESXi 6.7 /> /3—23A #, Cisco 4000 2 U — X ISR 3 L UF Cisco Catalyst
8000 U —RX v 7Ty N7 —LIIHFETHUCSE VY —X H—R—FETa2—)L
A VAP =L TEET,

« ZED%, T DY —s3—(Z Cisco Catalyst 8000V % A > A h—/LTX E 7,

« VA h—/L&}L7= Cisco Catalyst 8000V - > A X > AL, app-heavy 7’12 7 7 A /L% fii H
LTRETOIMLENRHY T, ZOBRIEICLY, L0Z0arny—evx7L—lH
DY THNET, app-heavy 7 7 7 ALK, —ERT L —rarytsyr—F27SL—ra
TENEETATED, P—ER S L —r DR T p—< ARAELET,

YOIz TF7 )RS KFYADDREA VT FAA—COF7yTO—F

AR S

VAADY T Ny 2T Xy — RX—=Unh DREAVTFTA A=V Ty AV EX Y a—
RLET, DREa>TFHA A=V X7 ra— KT 520, [Catalyst 8000V > Y 7 h T«
7 (Catalyst 8000V Edge Software) ] ~—IZBH) L, [IOSXESD-WANY 7 7 =7 (I0S XE
SD-WAN Software) ] % &R L £9°, Cisco8000 77 v b7 4 — ALK CTRIL AL TFHA A=V
ZEHTEET,

Cisco SD-WAN Manager ~D VT F A A—SD7 vy FA—FK

1. Cisco SD-WAN Manager ® A = =—7>5, [Maintenance] > [Software Repository] %% L £
R
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2. [Virtual Images]| #27 U v 7 L¥7,
3. A A= DT v 7 u—F (Upload Virtual Image) ] C. [vManage] Z 3R L ¥ 77,

4, vn—ANwAIF TR —RLearT A A=V RO T, [7 vy 7 e—FK (Upload) ]
7 Vv LET,

Ty 7 u—RNETT5HE, RIBA A— (Virtual Images) |V 4 > RUIZA A—U 0k
RENET,

DREa VT FHEBAA—DDT7 v TITL—F

AVTFA A=V ET v 77— N3 512k, [Upgrade Software Image on a Device| [J#7E] %
ZRLTIZSN,

DRE sE L DAL

DRE O AppQoE 7> 7 L— FDELTE
1 Cisco SD-WAN Manager A == —7/>6, [Configuration] > [Templates] Z#R L £,

2. [#EET 7L — I (Feature Templates) %27 U > 27 LTinb, [T 7 L— hDiENN (Add
Template) 1 &2 U v 7 LET,

\)

(GE)  CiscovManage U U —2Z 20.7.1 LLRTO U U — A TlX, [B§HET > 7 L — b (Feature Templates) ]
X [#EAE (Feature) | &FRIENLET,

3. [BIR E 72T /31 A (Selected Devices) 1V A h7»35, DRE THAR— KI5 T /31 A
R LUET,

4. [ZDHodT 7L — |k (Other Templates) ] T, [AppQoE] %7 U v 7 L%,
5. [7> 7L — b4 (Template Name) ] & [#tBH (Description) 1ICAS LET,
6. WOVWTNNDT/NA AR —/LEERLET,

s[> hur—F (Controller) |: AV —E A/ —K&fFxl-ary te—7LLTT
WA RBEFBRETHHEE. [2> be—F (Controller) | ZERLET, MEV—F
A ) —=R&EVR—=FT2D57 34 ATIL, (A2t (Enable) | F = v 7Ry 7 X%AH
ATEEd, ZoF7va it e —bvRx/— gL R— KL ThinTs
NAATIE T V—FprmEINET,

o [—E A/ —FK (ServiceNode) |: T /3 A& —E A/ —KELTHRET D
YaiE, [P—E A/ —F (ServiceNode) | A7 v a v #@RLET, 0 —E
A ) — R (BExternal Service Node) | T = v 7R v 7 A ET 74/ hTEH U2 H-T
WET,
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DRE AL 571 v Bt |
B ssiesotrsau7okyo—okm

SR L7 A A BT — R ) — R LCRETE AN, [F—E R —F
(Service Node) 147 ¥ g ViFFERENFEF A,

7. [£#0 (Advanced) ] C. [DRE&xi#{t. (DRE Optimization) ] =A% L £,

s

GE)  [VY—AFv 771/ (Resource Profile) ] 7 1 —/L KiX, DRE 70 7 7 A MIEH TE
9, DRE 7’11 7 7 A /L Cisco IOS XE Catalyst SD-WAN U U —Z 17.6.1a CEA S F L7z,
L7eoT, ZOFT v a AFURTO Y U =X TN TE £ A,

(A7 ayr) [VY—AFr 77 A/ (Resource Profile) | 7 4 —/V KT, Fuvy7H
T YA RNS [ r—s90 (Global) | Z@IRL E3, WIT, EHATREZRA T > a »in
b7mT7 7 AN A XEERNL £,

[VY—AT 1757 A/ (Resource Profile) | Zf/E L72WGEIX, T3 ADT 7 4V
FODREZ B 7 7 ANV A XDRMHINET, T 7407077 A4 NVOFEMZONT
1., THR—FENTWADRE B 774/ BB LT E X,

9, (A7 3 ) HTTPS. FTPS., E£7/-13FDMoEE(L T 7 4 v 7 w51
[SSLiE % (SSL Decryption) ] = ANz L £7,
Y

GE)  [SSLiE 5 (SSL Decryption) ] ZH#NZT H5A 1%, TLS Y —E AN T 7 v 27 % DRE 22
THICHET DRNCE S L, T 7 4 v 7 Db SN RICHER 5L TE D L)1,
SSLITLS HEEX =2 U T 4R Y U—2&ETHLENRH Y £7,

10. [Savelx®Z7 Vw27 LET,

SSLESDEF) TR —DER
ZOFNEIL, AppQoE HERET > L — M A EXE L C DRE b Aa A% 5B, SSLE =%
AT 25 EICEHA SNET,
SSL 7O0% M CA DERE
SSL 7' u & v OGERZ X €T 5121,  [Configure CA for SSL/TLS Proxy] [#<3E] 25 L T
<IEEWy,
SSLEBDEFa)TAR)—DHE

1.  Cisco SD-WAN Manager A == —/ 6, [E=Z4— (Monitor) |>[€Fa T«
(Security) ] DNAIZER L E 7,

2. [BEX=2VUT ARV —0iBM (Add Security Policy) 1 %27V v 27 LET,
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3. [7 7V r—3 3 »®Quality of Experience (Application Quality of Experience) | % i8R L |
[%e1T (Proceed) 1 %27V v 7 LET,

4.  [TLS/SSLEANR Y > —diBN (Add TLS/SSL Decryption Policy) 1% 27 U v 7 L. [HiHilE
% (Create New) | ZE&R L £,

5. [SSLEHDFHZ%Ht (Enable SSL Decryption) (%7 U > 7 L¥9, F72I1%, [SSLIE S (SSL
Decryption) |4 7' a &V EZTHMMILET,

6. [AVUI—4% (Policy Name) | &ZDOMOMBE/2FEMIERE A LET,

7.  [TLS/SSL#E 57K U > —D4F (Save TLS/SSL Decryption Policy) 1% 7 V v 7 LEd, #H
LWARU—NT 4 RUICRRINET,

8 [Next] %7 U>Z7 L%,

9. [BX=2VUT 4KV —% (Security Policy Name) |1 & [BEF¥ =V T KR U > —D#iHA
(Security Policy Description) ] & AJJ L7,

10 FRU T —OCLIREEZFTRTHIZIE, [FLE=x— (Preview) 27V v 7 LET, T
DS OGEIX, [PR1F (Save) 1227V v 27 LET,

?n{Z%yﬁb—hwﬁﬁ

RE % & & A 20T ZiX. DRE ZH%hZ L7 AppQoE 7R U 2»—% DRE %1 L C AppQoE
T U o —EAER Lt?‘/\/fX@T/\/f AT —MITH v FLET,

1L HLWT AL RT T — bzl 20, BFEOT 7 b— b2 EH$ 21213, [Create
a Device Template from Feature Templates| % &ML T 72 S0,

2. [AppQoE] @ [:BNT > 7L — I (Additional Templates) ] 78}k G, [DREHAppQoET > 7
L— h O E (Configure AppQoE Template for DRE) |27 > a  CIER L7277 L — |k
IR E7,

GE) DREV—VEREIIET 77T 4 7T DX, T3 AT 7 L— 225 AppQoE 7> 7 L — |
2OV BEL £,

TCP £ & U DRE ZBEL D - DEHEEHE KR O —DIERL

1.  Cisco SD-WAN Manager A == —/)»5 . [Configuration] > [Policies] DJIEIZER L £,

2. [EHEHTIR Y > — (Centralized Policy) ] T, [~V > —DiBM (AddPolicy) 127 VU »
7 LET,
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. DRE S:#E{E D= D UCSE & ') — X H—/N\—F ¥ 1 —)LTD Cisco Catalyst 8000V D% E

\}

G¥)

FEAMIZ OV TCIE,  TConfigure Centralized Policies Using Cisco vManage] [J53E] &M LT 72
I,

RY—FHET AP —KT, [N T T 4 v 7 V—)LOFXE (Configure TrafficRules) 17 1
YRUNRERRINDET, IR~ (Next) 1227 U7 LET,

[FNF7 7 4 v 27T —% (TrafficData) %7V v 27 LT»b, [AU—0BM (Add
Policy) 1227 Vv 7 LE7,

R =LA EHAEZA LET,

[— > A% A7 (Sequence Type) %27 Vw27 L, [7T—% KU —0DiENM (AddData
Policy) | A TR TRy 7 AnE [HAX A (Custom) | BN L 9,

[—4 > A/L—/b (SequenceRule) | %7 Vw7 LET,

[—% Match) 147> a Tk, EEXT—F T VI 49 IR TF IV r—a /7w
TV r—vary 7y IV YANRE, TR U—THE A ATRE A B R ARIN T E
EJ N

[77 a3y (Actions) | A 7> a T, K (Accept) | ZFIRL £, A7 a
5 [TCPixi#{l. (TCP Optimization) ] & [DRE#c# 4l (DRE Optimization) ] Z 3R L £,

GE)

10.
11.
12.

13.

FTRTO—HEHETTNTCOT 7 v a r2EATE DT TIEH Y A, EHTRERY 7
Va sk, BRUZ—ESEMBICE > TRR Y £9, FEMITOV T, [Configure Traffic Rules)
[BEFE] 22 LT &0,

[~ &7 7 v aDOfFE (Save Match and Actions) 1 %27 U w7 LE7,
[7—# KR > —DfR7F (Save DataPolicy) [ #7 V v 7 LET,

77 4w 7a—|Z% L TCDREFKE@bE N T—FT 20BN HLHA ROy VTN
AR, BHEHR T —2RY U—ZEALET,

LPERMRY) > —2T 77 0 7 LET,

DRE &#EEDT=-HDUCSE 1) — X H—/N\—Fa1—)L
T Cisco Catalyst 8000V 0% E

Cisco Catalyst 8000V 1 > A & > A%, Cisco 10S XE Catalyst SD-WAN U U — 2 17.6.1a 725, ¥F
EDN—FFT VIFET DV R — PHZED UCSE U =X ==Y — R ) — F
ELTA VA R—=ATEET, ZOBEBIZLY, v—2%, eI —Ev A — LA
P =R )= RNEMAINAT Yy RZTRAZE LTEMET D Z EAAREIZAR YD £7°,
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ucse >y —x 4—n—nxz [

BET—Y 7A—
1. YPAR—=bHROL—FTUCSE VY —X P —R_—2HELET,
2. YAR— x5 D UCSE ¥ U — X $—,3—(Z Cisco Catalyst 8000V % B L E 7,

3. Cisco SD-WAN Manager C, UCSE 'V —X #—,3—_E® Cisco Catalyst 8000V - > A X
AD AppQoE HERET v 7 L — &k E L 7,

4. Cisco SD-WAN Manager T, ¥—E 22> hr—7 D AppQoERERET v 7 L — h 2% E L,
Cisco SD-WAN Manager CLI 7> 7 L — FEB L WNCLI 7 KA U HRET 7' L — R & H L
TREZBMLET,

UCSE 2!) —X H—/\—DKTE

[F L& BHII

UCSE ¥V =X+ —R—FTa—LEFR— "RHGOT /A ZFHA L, Bl SR D 2
DDA B =T xA A (TE2B XV TE3) Z## L3, FFMIC OV T, TUCS-E Series
Servers Hardware Installation Guide] [F5E] #2 MM L T 2 &0,

HR— FXARIL—F TOUCSE 1) —X H—/N\N—DEEFE
wIZ, YAR— bkt —2 TUCSE VU — X B —N—%FHhcT AR EME T LET,

Device (config) # ucse subslot 1/0

Device (config-ucse)# imc access-port shared-lom <gel/te2/te3>

Device (config-ucse)# imc ip address 10.x.x.x 255.x.x.x default-gateway 10.x.x.x
Device (config-ucse) # exit

Device (config)# interface ucsel/0/0

Device (config-if)# ip address x.x.x.1 255.255.255.0

UCSE 2 1) —X H—/\—T® Cisco Catalyst 8000V ) & [

[ C®»BHINC
*UCSE —R—F Va2 — LN X=X =L LFET,
cVAADY T =T Xy ra— K=, CiscolOS XE Catalyst SD-WAN U U — &

17.6.1a @ Cisco Catalyst 8000V 17.6.1 OVA 7 7 A V& X 70— RLTA A h—/L L
EJC AN

Cisco Catalyst 8000V D IP 7 K L A DX TE
WIZ, UCSE ¥V — X #—,X—"TO Cisco Catalyst 8000V D IP 7 KL ADEREH &2~ L £ 7,

Device (config) # interface GigabitEthernetl
Device (config-if) # description Mgmt

Device (config-if)# ip addeess x.x.xX.X X.X.X.X
Device (config) # int GigabitEthernet2

Device (config-if)# description WAN-CONTROLLER
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B cisco catalyst 8000V - X 2 > 2D AppQoE #EET > T L— FDEE

Device (config-if)# ip address x.x.x.X X.X.X.X
Device (config-if)# exit

Device (config) # int GigabitEthernet3

Device (config-if)# description UCSE-INTF
Device (config-if)# ip addeess x.x.X.X X.X.X.X

Cisco Catalyst 8000V 1 > X &4 > X M AppQoE ##eT > T L— FDRTE

X L& BHHTIZ

UCSE v U —X % —/3—® Cisco Catalyst 8000V - > A ¥ > A%, app-heavy U/ — X&) KT
T 77 ANVEEHLTERETA2HENSD ET, 2O 7 74128V Cisco Catalyst
8000V A A % > A% DRE e {bic BT & £,

WOFL, Cisco SD-WAN Manager CLI 7 KA VHERET > 7 L— b 2R LT, T34 2%
app-heavy & L CRRIET D HiEEZRLTWET,

Device (config) # platform resource app-heavy

Cisco Catalyst 8000V ¥ > X 2 > X () DRE &L D EXH1E
1. Cisco SD-WAN Manager A ==—7>5, [Configuration] > [Templates] Z &R L £,

2. [HRET 7L — b (Feature Templates) (%7 U v 7 LTHbH, [T 7 L— FOEM (Add
Template) 1 %27V v 27 LET,

Y

(G¥)  CiscovManage U U — 2 20.7.1 LLRETDO U V— ATk, [B4HET > 7 L — |k (Feature Templates) ]
I3 [BERE (Feature) ]| &FEIXNLET,

3. [BERENT=T /31 A (Selected Devices) ] U A hari, [C8000v] Z i8R L £ 97,

4. [ZDfhdT 71—k (Other Templates) ] T, [AppQoE] &7 V v 7 L£7,

5 [T 7' L— 14 (Template Name) ] & [#if] (Description) JIZAJIL £,

6. [h—E A/ — K (ServiceNode) ] 47 a v &RINLET,

7. [#£# (Advanced) 127 > = > C, [DREf#{L (DRE Optimization) ] ZA%hc L £,

8. [Save] &7V v 7 L%,

N - - O =L
AV MA—F9 SRR TDHRE
Cisco SD-WAN Manager T UCSE 3 1) —X H—/\—ERE DB

Cisco SD-WAN Manager ., CLI 7 R4 U HRET 7 L— F Z{ER L. UCSE U — X #—3—
REAHER L CHESLET,
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WIZ, CLI 7 RAVH#EET 7 L— MIBIMTE 5 UCSE v U —X ——DREHIZR L
\iﬁqo

ucse subslot 1/0
imc access-port shared-lom te2
imc ip address 10.x.x.x 255.x.x.x default-gateway 10.x.x.x

interface ucsel/0/0
vrf forwarding 5

FT73v1: 95R884TEH—ERAV FO—FITERET S
1 Cisco SD-WAN Manager A == —7/>6, [Configuration] > [Templates] Z#R L £ 7,

2. [#EET 7L — I (Feature Templates) %27 U 27 LTinb, [T 7 L— hDiBEN (Add
Template) 1 &2 U v 27 LET,

(GE)  CiscovManage U U —2Z 20.7.1 LLRTO U U — A TlX, [B§RET > 7 L — b (Feature Templates) |
X [#EAE (Feature) | &FRIENLET,

3. [EIRSN7=T /34 A (Selected Devices) ] U A FC, UCSE ¥V —X H— "—|ZEHH S
AL CU % Cisco Catalyst 8000V % & dp/L— & 23 L £ 7,

4. [ZDHodT 7L — |k (Other Templates) ] C. [AppQoE] %7 U v 7 L%,
5. [7> 7L — b4 (Template Name) ] & [#tBH (Description) 1ICAS L ET,

6. AT —E R/ — K (Integrated Service Node) | T = v 7R v 7 A FA7DFEFITL
EJr RN

7. [ hr—FIP7 FL A (Controller IP Address) | 7 4 —/V FIZ, 2> ha—FDIP T
FLZAZ AN LET,

¥, Fay7HZ o UARMS [T 740~ (Default) ] 23R L £9, AppQoE =
Y ha—FO7 RUANRT 740 FTERESNET,

8 [ —EAVPN (Service VPN) ] 7 4 —/L RiZ, h—E X VPN EZEZATILET,

Fd, Fuy 7 X0 VA RNNS [T 740 (Default) 1284 L E3, AppQoE ¥—
E'Z VPN T 7 4 /L F TR Sk 7,

9. [—EA/—F (ServiceNodes) | =V 7 T, [r—E X/ — FDiEH (Add Service
Nodes) | %7 U2 LT, AppQoE H—E R/ — KT L—TZHh—E R/ — R&BML
E RN

10. [SavelxZ7 U w27 LET,

11. UCSE ¥V —X $— —|ZJEBH &1 7= Cisco Catalyst 8000V % & e/l —% DT /A AT
Y= NI, RETZyFLET,

sUCSE vV —X P —R—REEMA L= CLI 7 KA HRET 7 L— b

 AppQoE #fe7 7 L — |k
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DRE AL 571 v Bt |
. AV MA—F9SREA 4 TORE

DRE h—ERAZHHZT HIZIE, e —E A/ — & U THEBNIEE S 47z Cisco
Catalyst 8000V f > A % . 2 C DRE Z##) L £9, FEMIZ-OWTIEL,  [Enable DRE
Optimization| [#5E] ZZH L T3,

FTav2: USREBALTENAT) Y FIZKRET S

UCSE v U — X H— 3—"THBH X3 TV 2% Cisco Catalyst 8000V A > A X > A& e /L— X 1L,
VITAREA TP —ER aryha—JFL@3NA7 Yy FIZRETXET,

1. Cisco SD-WAN Manager A == —/ 5, [%%E (Configuration) |>[F>FL—k
(Templates) | ZFIR L ET,

2. [HRET 7L — b (Feature Templates) (%27 U v 7 LTobH, [T 7 L— FOEM (Add
Template) | %27V v 27 LET,

\}

(G¥)  CiscovManage U U — % 20.7.1 BLETO U UV — A TlX, [#HE7T > 7 L — b (Feature Templates) ]
X [BEAE (Feature) ] & FRIFALE T,

3. [EERENT=T /31 A (Selected Devices) | U A 3, UCSE v U —X H— — |2 JEBHH S
AU T % Cisco Catalyst 8000V % & e/ — & Z IR L 77,

4. [ZDfhdT 71— (Other Templates) | T, [AppQoE] %27 U v 7 LET,
5 [T 7'V— 14 (Template Name) | & [#iH] (Description) JIZAJILET,

6. [AE—¥E A/ —F (ntegrated ServiceNode) |17 4 —/V K, [F%) (Enable) | F =7
Ry I AL Az LET,

7. [Save] 7 U w7 LET,

8. CLITV7L—rEEMLT, 7IAXXAT ATV v KEREXZBMLET,

WIZ, UCSE v U —X H— "—|ZJ&BH & 4172 Cisco Catalyst 8000V % & ip/L— & TY T A
BHATHNAT Yy FICEET HHEFERLET,

interface VirtualPortGroup2
vrf forwarding 5
ip address 192.168.2.1 255.255.255.0

interface ucsel/0/0

vrf forwarding 5

ip address 10.40.17.1 255.255.255.0

service-insertion service-node-group appgoe SNG-APPQOE
service-node 192.168.2.2

service-insertion service-node-group appgoe SNG-APPQOE1L
service-node 10.40.17.5

!

service-insertion appnav-controller-group appgoe ACG-APPQOE
appnav-controller 10.40.17.1 vrf 5

service-insertion service-context appgoe/1l
cluster-type hybrid
appnav-controller-group ACG-APPQOE
service-node-group SNG-APPQOE
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9.

cuz@mLioRenEE [

service-node-group SNG-APPQOEL
vrf global
enable

UCSE vV — X H— "—|ZJBf & 17z Cisco Catalyst 8000V Z & Ee/L— X DT /NA AT
TL— M, WETH v FLET,

» AppQoE #EE7T 7 L — |
sUCSE VU —AX P —R—3FEEZFEMH L CLI T NA#EET 7L — |
e NAT VN R TAFEEEET CLIT 7 L— b
DREV—ERXAZ AT HITIE, e —EX/— & L TRBIZERE 417z Cisco Catalyst

8000V A A X AT DRE Z &) L £, FEMIZ-DO\TIX, [Enable DRE Optimization]
[HEE]) ZZ LT 7E &0,

CLI Z{£ A L 7= DRE DEXTE

DREQ>TFHN\yH5r—IDA4 VR =L
DRE 2T F o r—T% A VA =T 51I20F, ROa~vy REFEHALET,

app-hosting install appid < name > package bootflash:<name>.tar

RER— T IL—TDEREEDRE (ZHT BTy ELS

Iz

CARER— NN —TE B ELTCDREY— R I v B S L2 IZDRE — b X %4

ﬁé‘“&ém%m LET,

Device (config) # interface VirtualPortGroup 0

Device (config-if)# no shutdown

Device (config-if)# ip address 192.0.2.1 255.255.255.252

Device (config-if)# app-hosting appid dre

Device (config-app-hosting) # app-vnic gateway0 virtualportgroup 0 guest-interface 1
Device (config-app-hosting-gateway) # guest-ipaddress 192.0.2.2 netmask 255.255.255.252
Device (config-app-hosting-gateway) # start

RER— T IL—TDHREEDRE AT BTy EVY., BLUDRETOT7 74 IILDEIY BT

\}

G¥)

DRE 7’1 7 7 A JLEEREIX. Cisco I0S XE Catalyst SD-WAN U U — 2 17.6.1a /5 DA fEHTX
T, ZOHREIL. CiscolOS XE Catalyst SD-WAN U U — 2 17.6.1a X W RiiD VY U — A |2 1d5 A

SNFEEA,
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B cuzemLrorenzE

Wiz, BN — s I N—T%2FHE L CDREV—ERIZ~w v 7L, DREZa 77 AL &T
/\4’7\ BN Y CTHHERLET, 20BN, N (S) e 77 A VDEID B TERLT
b\\i‘é—o

Device (config) # interface VirtualPortGroup 0
Device (config-if) # no shutdown
Device (config-if)# ip address 192.0.2.1 255.255.255.252

Device (config-if) # app-hosting appid dre
Device (config-app-hosting) # app-resource profile-package small

Device (config-app-hosting) # app-vnic gateway0O virtualportgroup 0 guest-interface 1
Device (config-app-hosting-gateway) # guest-ipaddress 192.0.2.2 netmask 255.255.255.252
Device (config-app-hosting-gateway) # start

DREYH—EXDT7 Y T4 71k

IZ. Bangalore & WO ZARIOT 7V r—3a O DREYV—YE A&7 77 4 7bT 561~ L
£7,

Device# app-hosting activate appid Bangalore

\)

(¥) DRETZ7 7V —valZzZdTTICRELTWVWAHLDOD, FEIZ L TV aWAlE, app-hosting
activateappid =~ > RZEHLET, 2L, Ao v a O TRINTND K H I,
TV r—vay RAT 47— VA a7 4 FXal—rar E—RFCTgart a~v
FEfA+s2 b TEET,

DRED7 >4 VAR —JL
DRE $—ERA&IHT 77 4 L TT A Y A R—=AF B0, ROFIREFATL T
1. DRE #—bE RA&EIET 4121, K EXEC E— R TR~y REFEHLET,

Device# app-hosting stop appid Bangalore
Z ®H)® Bangalore I%, {5195 DRE 77V 7r—3 3 OL4RITT,

2. DREYV—VER%¥T 7T 47T 25121, ¥ EXEC E— N CkOa~vr FEFEHALE
j—o

Device# app-hosting deactivate appid Bangalore
Z OB D Bangalore 1%, 777 4 7{b T L DRET 7' U r—2a L OARITT,

3. DREV—EREZT oA AR ABI1E, FHHEEXECE— R TROa~vy REFHALE
—é‘o

Device# app-hosting uninstall appid Bangalore

Z OH D Bangalore | X, 7> A A M—/LFTBHDRE T 7V r— 9 v OL4RITT,
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prRenE=45— [

Cisco SD-WAN Manager Z#ff L C. DREIC L > Tl SN T 7 4 v 7 £72137 7Y
r—varkE=A—TCEET,
1. Cisco SD-WAN Manager ® A = = —7>5[Monitor] > [Devices| DNEIZER L F 77,

Cisco vManage U U — & 20.6.1 LARi{®D U U — & : Cisco SD-WAN Manager D A = = —71 5
[E=%— (Monitor) ]>[#vy kT—% (Network) ] DEIZER L £,

2. F=H—TFTEBHTNNAADKRANGEI Y v 7 LET,

3. [—ERZ (Service) ] C. [AppQoE DREf#{t: (AppQoE DRE Optimization) ] % H&fR L &
—§_ﬂo

4, EF=H RIS U T, b Sz 87 7 4 v 2 (Optimized Traffic) | £721% [7 7V
r—3 2 (Application) ] Zi®IN L E 7,

5 [z Fr—7 (Controller) ] £72iX [ —E A/ —F (Service Node) | #ER L £,

BIRLET NS ZTHAEY—E A = FBRH 25813, a2y be—Fu— L Ei3h—b
A)—=RR—= VDT —=Z Z2FRTEET, BRLIT A AWM AppQoE h—E X/ —
ROBEE, M —ER ) —RDE=F V77 =2 L HgshTndary tr—7
EFRFTEET,

Fry—brEa2a—BLVT—TIE2—FTLay

BIRLIZTNNA ADFE=H ) T T—ENTF v — MEXTERIN., ZOHRICT —TVNER
SNFET, 22004 T arEUINVEZDZ LT, FIT7EREIBI T VOB TT X E2E
IRTEET,

«[7/Z77A 73 (ChartOptions) | KRy 77X U R Ronb, [234 ~ (Bytes) | £7=
1% [HII83 (Percentage Reduction) | C7 — X #HRK/RTXET,

« F5E U7 RefEIgERE (1 R, 3 R, 6 Refl7R &) OTF =227 4 W Z ) T T D0,
[Custom] %7 U v 7 L CHE#PHAZ TR TX 97,

CLI ##ERALDREDE=F—¢E 3 T)LYa—F

DRE E{L R T—42 X
&Iz, show sdwan appqoe dreopt status =~ > ROl EZ R L 7,

Device# show sdwan appgoe dreopt status

DRE ID : 52:54:dd:d0:e2:8d-0176814£0£66-93e0830d

DRE uptime : 18:27:43
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DRE AL 571 v Bt |

Health status GREEN
Health status change reason None
Last health status change time 18:25:29
Last health status notification sent time : 1 second
DRE cache status Active
Disk cache usage 91%
Disk latency 16 ms
Active alarms:

None
Configuration:

Profile type Default

Maximum connections 750

Maximum fanout 35

Disk size 400 GB

Memory size 4096 MB

CPU cores 1

Disk encryption ON

AT —H ADFMEFAT HIT1E, show sdwan appgoe dreopt status detail =~ > R % i

LEY,

Device# show sdwan appgoe dreopt statistics detail

Total connections
Max concurrent connections
Current active connections
Total connection resets
Total original bytes
Total optimized bytes
Overall reduction ratio
Disk size used
Cache details:

Cache status

Cache Size

Cache used

325071

704

297319

6280 GB

2831 GB

Active

406573 MB

93%
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Oldest data in cache : 17:13:53:40
Replaced(last hour): size : 0 MB

Cache created at : 27:14:13:43
Evicted cache in loading cache : 149610430464

Connection reset reasons:

Socket write failures : 0
Socket read failures : 0
DRE decode failures : 0
DRE encode failures : 0
Connection init failures : 0
WAN unexpected close : 297319
Buffer allocation or manipulation failed : 0
Peer received reset from end host : 0
DRE connection state out of sync : 0
Memory allocation failed for buffer heads : 0
Other reasons : 0

Connection Statistics:

Alloc : 325071

Free : 325071

Overall EBP stats:

Data EBP received : 1921181978
Data EBP freed : 1921181978
Data EBP allocated : 218881701
Data EBP sent : 218881701
Data EBP send failed : 0

Data EBP no flow context : 0

Data EBP requested more than max size : 46714730

DRE BEj/N\A /IS RATF—4H R
YRIZ. DRE fdi{bo HE A RAZRTF— 2 ZADF %57 LET,

Device# show sdwan appgoe dreopt auto-bypass

Server IP Port State DRE LAN BYTES DRE WAN BYTES DRE COMP Last
Update Entry Age
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10.0.0.1 9088
13:41:51 03:08:53

DRE &L #iEH1EEHR

DRE AL 571 v Bt |

Monitor 48887002724 49401300299

RIZ. DRE i bt &R opl 2 L E T,

Device# show sdwan appgoe dreopt statistics

Total connections
Max concurrent connections
Current active connections
Total connection resets
Total original bytes
Total optimized bytes
Overall reduction ratio
Disk size used
Cache details:

Cache status

Cache Size

Cache used

Oldest data in cache

Replaced(last hour): size

3714

552

1081

360 GB

164 GB

: Active

407098 MB

91%

03:02:07:55

0 MB

WIZ, T T /31 A® DRE fci{bAsHER OB 2R~ LET,

Device# show sdwan appgoe dreopt statistics peer

Peer No. System IP

Hostname Active connections

Cummulative

0.000000

connections

0 209.165.201.1

DREEERXRT—4H X

WIZ, B5 %K% DRE (245
L\i‘g—o

L. BORDIEFITRAG SN2 E ) D a iR 2 HiEof % r

Device# show sdwan appgoe dreopt crypt

Status: Success
Atempts: 1

1611503718:312238

DECRYPT REQ SENT

Jl Cisco Catalyst SD-WAN AppQoE 51> 7 « ¥2 L— 3 > A K. Cisco 10S XE Catalyst SD-WAN ') ') — R 17.x



| DREZ®ERLE 5T 4 v BT
cuz@mALREDE=S—, +5TLva—+ [

1611503718:318198 CRYPT SUCCESS

ENCRYPTION:

BLK NAME : No of Oper | Success | Failure
SIGNATURE BLOCK | 210404 210404 0
SEGMENT BLOCK | 789411 789411 0
SECTION BLOCKS | 49363 49363 0
DECRYPTION:

BLK NAME : No of Oper | Success | Failure
SIGNATURE BLOCK | 188616 188616 0
SEGMENT BLOCK | 1 1 0
SECTION BLOCKS | 366342 366342 0

DRED ST a—F

ROWDBNL, BT T34 20 HERIICBET 2 HatE R Z R LT E T, #Hi DREICL -
THRIBEL SN TORWEEIL, ROa<y REETL, HhEvRAa7 7 =0 R— k&3t
ALET,

Device# show sdwan appgoe ad-statistics

Auto-Discovery Statistics

Auto-Discovery Option Length Mismatch : 0
Auto-Discovery Option Version Mismatch : 0

Tcp Option Length Mismatch HI)

AD Role set to NONE : 0
[Edge] AD Negotiation Start : 96771
[Edge] AD Negotiation Done : 93711
[Edge] Rcvd SYN-ACK w/o AD options : 0
[Edge] AOIM sync Needed : 99
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DRE AL 571 v Bt |
B cuzeEmLroREDE=8—E S5 TLVa—+

[Core] AD Negotiation Start : 10375
[Core] AD Negotiation Done : 10329
[Core] Rcvd ACK w/o AD options : 0
[Core] AOIM sync Needed : 0

WOHDHFNE, €T T34 A TO 1 [BIOBFRARHUCET 2t E#HE s L TWET,

Device# show sdwan appgoe aoim-statistics

AOIM Statistics

Total Number Of Peer Syncs : 1

Current Number Of Peer Syncs in Progress : 0

Number Of Peer Re-Syncs Needed : 1

Total Passthrough Connections Due to Peer Version Mismatch : 0

AOIM DB Size (Bytes): 4194304

LOCAL AO Statistics

Number Of AOs 2

AO Version Registered
SSL 1.2 Y

DRE 0.23 Y

PEER Statistics

Number Of Peers : 1

Peer ID: 203.203.203.11

Peer Num AOs )

AO Version InCompatible

SSL 1.2 N

DRE 0.23 N

RIZ, TRTODREF v v a7 V72602 RLES, Frviaxz7UT7325E, DRE
P—EZANHEEB L ET,
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Device# clear sdwan appgqoe dreopt cache

DRE cache successfully cleared

Cisco Catalyst SD-WAN AppQoE I > 7« ¥2 L—% 3> # 4 K. Cisco I0S XE Catalyst SD-WAN ') ') —2 17.x ||}



DRE LT 574 v o Rk |
B cuzsmLroREDE=S—EFSTLL a1

Jl Cisco Catalyst SD-WAN AppQoE 51> 7 « ¥2 L— 3 > A K. Cisco 10S XE Catalyst SD-WAN ') ') — R 17.x



Irh-7:|&:
5 2

HTTP CONNECT

fliEib & — B2 EH T 572912, Cisco SD-WAN V' U =— = > Cisco Catalyst SD-WAN
LLTT T RADEHEINE LTz, 5612, CiscolOSXESD-WAN U U —Z 17.12.1la L}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO =2 U R—R NOEEREH I ET :
Cisco vManage 7> 5 Cisco Catalyst SD-WAN Manager ~?DZ % Cisco vAnalytics 7> % Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator ~
DZEF . B X O CiscovSmart 75 Cisco Catalyst SD-WAN Controller ~DZE &, 4 TH =
R—=F 2 877 RAEFEOEFENR Y A MZOWTIE, HHOY UV—R /) —hE2ERLTL
ZEV, FILWARTSOBATRIL, Y7 by =7/, —W— A H—T = f AFHFA~DEL
BEf 727 7 r—FI2 kD, —#HO RF¥ 2 A MZHIRBREOAR—HENEENDFREENRH Y £
R

® 8 HEEDEE

HERER 1) 1) — X EHR E1EA
HTTP CONNECT Cisco 10S XE Catalyst SD-WAN | = O#§REIZ L ¥ . AppQoE T
UV—2179.1a HTTP CONNECT 2 Y v R

BN FR—bhINb Lok
DET, ZOVR—KIZX
. SSL 7% °DRE 72 &
DO —¥E AT, HTTP
CONNECT W55t k7 7 4 >
7 it S ET,

Cisco vManage U U —% 20.9.1

« HTTP CONNECT (ZB3 5 {F#H (72 X—)

« HTTP CONNECT DORi#E4EM: (72 ~—2)

« HTTP CONNECT (ZB3 2 filfydm (72 X—2)

« HTTP CONNECT OfEHF (72 =—)

«CLI7 FA YT 7 L— b &l L7 HTTP CONNECT O E (73 ~<—)
« CLI Zf£ 1 L 72 HTTP CONNECT D&% & (73 ~—72)

« HTTP CONNECT % & Offse (73 ~—2)

* CLI Z{#fif§ L72= HTTP CONNECT ®E =4 — (74 _—’)
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HTTP CONNECT |
B e connecT 12T Bt

HTTP CONNECT [ZB§ 9 A 153k

HTTP CONNECT £ YV v R&EHT 5 &, EEILT——ik, R ax o h— —2ff
L Toiset— =L O 1iEE %2 G T& £9, HTTPCONNECT ZfH LT, #Ex)—
N— L gE e — R —[] D TCP $ife 2 / L7~ HTTP ' 2 & ¥ b > IV E{ERK T& £9°, HTTP

CONNECT hT 7 4 v ZAUWRIC X W, SSL7 a2 & DREILX, HTTP k> kL NOE LT —

2 % it TEET,
SSL/TLS 7' & ¥ v DFEIZ- DUV Cid,  [Information about SSL/TLS Proxy ] [J5E] #Z& M L T<
ZE,

HTTP CONNECT D RijIZE &

» Cisco I0S XE Catalyst SD-WAN 7 /31 & 73 Cisco I0S XE Catalyst SD-WAN U U — 2 17.9.1a
HFITL WL AR LET,

« HTTP CONNECT k% 7o — F% v XA 45 (2iF, VE— b —"—THAX FEINTH
HHRRR 7 0 X LN MEET,

HTTP CONNECT (B89 A $l#9E18

« HTTP CONNECT Bk, 7uF P —N—|lDOLEEENDHIZLEZARNE L THET,
« HTTP CONNECT ZK %, fE#ER— K TH DA — bk 80, 8080, B L 118088 ZfiH L Td
HEfETEET,

« HTTP CONNECT /%, United Threat Defense (UTD) TiZV AR —hrITWEHA, FD7=
B, UTD A>TV dHGEE, REFTTr v 7 ShET,

HTTP CONNECT o) &= FR 51

HTTP CONNECT 2R LAWLSSL TOXS bS5 T 094

F— 2 O BALA 720 Cisco I0S XE Catalyst SD-WAN U U —Z 17.x U U —ZADHA . DRE 2
Ta—NOY KLY — R CTE . DREEMHITENTIEH Y A, ZOD, 7
2 —(Z%f L CDRE Z/NA /NAF 5 2 ENMAICRY £9, HDHWIE, DRE IZHiiviATeT — &
VT TXAMITAHSLENHY £4, HTTP CONNECT RN X[FEEN D & &2, SSL 7
72X X HTTP CONNECTSSL 7 7 4 w7 5 LiaWed, EbShic T 7 4 v 7R
DRE [ZIfAVIABRE T, ZORE. N T 7 4 v 7 OFa#EbIc R L £97,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-ssl-proxy.html#:~:text=Unified%20Security%20Policy-,Information%20about%20SSL/TLS%20Proxy,-Overview%20of%20SSL

| HTTP CONNECT

U7 KA 2T T L— k%A L1 HTTP CONNECT 0% I

HTTP CONNECT R Lf=SSLTOX L h3 T4 9

Cisco I0S XE Catalyst SD-WAN U U — 2 17.9.1a LA, AppQoE T¢ HTTP CONNECT DALELZ
KV, SSL7uX i3/ V7 TX AT —ZEEBIL L TCDREWCEET DAL HIICRY, &5
72 B L S AIREIZ 72 0 F 9,

CU7 +FF 2T 2T L— b%{EM L - HTTPCONNECT D&%

[Z L& BRI
FHLWCLIT RA T 7 b— baEERT B0, BEFEOCLLT RA VT — N EmELE
K

CLI Add-on Feature Templates D FEAHIZ- DUV TiX, [CLI Add-on Feature Templates| % 2 L C
<&,

CLI Z{#F8 L 7= HTTP CONNECT D& FE

1. 207 4Fal—yaryE®T— R ANNLET,

config-transaction

2. HTTP CONNECT #EH®NZ L £ 9,

sdwan appgoe http-connect enable server-port <port-number>

Y

(GX)  HTTP CONNECT A2 T D72 DIZ A TE HIEHEY — —KR— FEF1E, 80, 8080, B X
N 8088 D AT,

AR — PR S EZATILRWEE, b= "= R—+EBZR0NT 74/ h & RARENET,

3. AHzEMELET,

commit

I &R L ET,

sdwan appgoe http-connect enable server-port80

4, CLIT7 KA VT U= 2ENENDTNA AT X v F LET,

HTTP CONNECT 5% & 0D fE 52

&Iz, show sslproxy statistics =~ > ROl Z R L ET,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

HTTP CONNECT |
B cu =L HTTP CONNECT DE= 52—

Device# show sslproxy statistics

SSL Proxy Statistics

Connection Statistics:

Total Connections : 3
Proxied Connections : 0
Non-proxied Connections : 3
Clear Connections : 0
Active Proxied Connections : 0
Active Non-proxied Connections I
Active Clear Connections : 0
Max Conc Proxied Connections : 0
Max Conc Non-proxied Connections I
Max Conc Clear Connections : 0
Tunneled Proxied Connections 2
Tunneled Non-proxied Connections : 0
Active Tunneled Proxied Flows 1
Active Tunneled Non-proxied Flows : O
Max Conc Tunneled Proxied Flows 1

Max Conc Tunneled Non-proxied Flows: 0
SSL Encrypted marked Non SSL Flows : 0O

Total Closed Connections I

Z O/, Tunnel Proxied Connections & Tunneled Non-proxied Connections i, HTTP
CONNECT ZEXRBEAN L2 L 2R L TNET,

CLI Z{F3 L /= HTTP CONNECT D E =43 —

7734 A® HTTP CONNECT % & =4 —74 % (Z/%, show sdwan appqoeflow flow-id =~ > K%
AL EY, RICHDBIZRLET,
Device# show sdwan appgoe flow flow-id 4278327056727738

Flow ID: 4278327056727738
VPN: 1 APP: 0 [Client 192.0.2.0:49470 - Server 192.0.2.24:8080]

HTTP Connect: 1
TCP stats
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Client
Client
Server
Server

Client
Server

Cc2s
Cc2s
s2C
s2C
Cc2s
Cc2s
s2C
s2C

Cc2s
Cc2s
s2C
s2C
Cc2s
Cc2s
s2C
s2C

Cc2s
s2C
Cc2s
Cc2s
s2C
s2C

HTX
HTX
HTX
HTX
DRE
DRE
DRE
DRE

HTX
HTX
HTX
HTX
HTT
HTT
HTT
HTT

SvC
SvC
SSL
SSL
SSL
SSL

Byte
Byte
Byte
Byte

Byte
Byte

to
to
to
to
to
to
to
to

to
to
to
to
P to
P to
P to
P to

s Re
s Se
s Re
s Se

S se
S se

DRE
DRE
DRE
DRE
HTX
HTX
HTX
HTX

HTTP
HTTP
HTTP
HTTP
HTX
HTX
HTX
HTX

ceived
nt
ceived
nt

nt to SSL:
nt to SSL:

Bytes
Pkts
Bytes
Pkts
Bytes
Pkts
Bytes
Pkts

Bytes
Pkts
Bytes
Pkts
Bytes
Pkts
Bytes
Pkts

Bytes to SSL
Bytes to SSL

to
to
to
to

TCP
TCP
TCP
TCP

Tx Pkts
Tx Bytes
Tx Pkts
Tx Bytes

215
46

208
193

215
168

O O O O O o o o

129
46
6
193
2
46

cu % L 1= HTTP CONNECT DE=4— [J]

ZOH ST, HTTP Connect: 11X HTTP CONNECT ER DNkt LI Z & 2R L FT,

Cisco Catalyst SD-WAN AppQoE I > 7« ¥2 L—% 3> # 4 K. Cisco I0S XE Catalyst SD-WAN ') ') —2 17.x ||}



HTTP CONNECT |
B cu =L HTTP CONNECT DE= 52—

Jl Cisco Catalyst SD-WAN AppQoE 51> 7 « ¥2 L— 3 > A K. Cisco 10S XE Catalyst SD-WAN ') ') — R 17.x



Parayl
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AppQoE DIREEE PS5 TN a—T 4 2T

il & —EMEEH T 572912, Cisco SD-WAN YV U = —3 3 1 Cisco Catalyst SD-WAN
ELTT 7y RADBETINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B L
Cisco Catalyst SD-WAN U U —2 20.12.1 AfE, RO R —Ry SOEEREHA INET :
Cisco vManage 7> % Cisco Catalyst SD-WAN Manager ~®Z 5, Cisco vAnalytics 7> 5 Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> & Cisco Catalyst SD-WAN Validator -~
DIEF .} X8 Cisco vSmart 7> 5 Cisco Catalyst SD-WAN Controller ~DZEH, X TH =
K= N7 70 REEFEOGFENR Y A MIOWTE, BHOV IV —R /) — &R L TL
IV, HLWART~OBATRIL, V7 b =T REO2—Y— A U F—T = f ZAFF~DE
BEH) 27 T —FIZ kD, —HO R¥ 2 A0 MIHIBREOR—BENE ENDATREENH Y £

D

® 9 HEEDERE

tRe

N

) 1) —REH

i

AppQoE DILHE k7 7/ 2 —
TAT

Cisco I0S XE Catalyst SD-WAN
Yl—=A176.1a

DU Y —ATIEL, AppQoEH#
REOMBELMRL N7 7L
Va— NTHEDOMINR
show 2~ > R723E A ST
F9, AppQoE DEETFED show
A RN ORI
F L7

- show sdwan appqoe error recent
- show sdwan appqoe status

- show sdwan appqoe flow closed
(F—VU—Rerror 55 X
ICa~vy REZEH)

- show sslproxy status (=~ >

R DZEH)
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AppQoE DREFEE RS TN a—F 4o |

AppQoE @ show T > K

S FEIERAppQoEMEE DR E A MR L, — MMl E T 7 vy a— T 52, kD=
<~ RFEHEHALET,

* show sdwan appqoe

* show sdwan appqoe dreopt

* show sdwan appqoe dreopt statistics
* show sdwan appqoe error recent

* show sdwan appqoe status

* show sdwan appqoe flow closed

* show sdwan appqoe flow flow-id

* show sdwan appqoe flow vpn-id

* show sslproxy status
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#reference_ozw_yqm_bpb
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#Cisco_Command_Page.dita_ff35569b-8ba7-46ef-be9f-7256406d6884
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#show-sdwan-appqoe-flow-closed
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#show-sdwan-appqoe-flow-flow-id
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/operational-cmd.html#show-sdwan-appqoe-flow-vpn-id
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#show-sslproxy-status
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iRt & —BMZFEBT 572912, Cisco SD-WAN Y U = —3 = 1% Cisco Catalyst SD-WAN
LTI TV RANERINE LTz, E6IZ, CiscolOSXESD-WAN U U —2 17.12.1aB L
Cisco Catalyst SD-WAN U U — 2 20.12.1 A%, RO A R—x hOEENEH S ET
Cisco vManage /> Cisco Catalyst SD-WAN Manager ~®Z % | Cisco vAnalytics 7> % Cisco
Catalyst SD-WAN Analytics ~?»Z: & | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DT} L O Cisco vSmart 7> 5 Cisco Catalyst SD-WAN Controller ~DZH, §_THa
K= N 7T FAEFEO@FENR Y X MZOWTIE, KHOV UV —2 /) — 23R L TL
ZEWV, FLWART~OBATRIZ, Y7 My =7 R, —Y—A L F—T = f ZAFF~D B
BERD 727 7 —F IR, —E#HO RF¥ 2 A0 M DIBREOR—BNE END TREMENH Y £
D

« WEEL (79 N—2)

« PA—hEFE (80 <)

« 74— Ry DY 7T R (80 —)
cEFHLEEFE 80 —)

ZOETIE, YAIDOFEFEME (SME) MER LT RFa XA b~ 7 28R4 LET,
PAR—=FFT7y Nl EETICHMNRMEEZ R CE AL IICTHIEZHME LTV E
T, TNHDRFa A FTRIBEZRIECTER2WEAIT, YT Aaala=T 477
TATHZLERBEIOLET, ZOMEEZT TITRRL, fRRKEAZIEREL WD AREED H 2
DL ATDOBEENDIL, BERFERET RAA AEZATTEET, aIa=7 ¢ TRREK
NRONL WAL, VA R— N THR—F 7 v hERET2ORRED HETT,
YR—FF Ty FEFRITTHOMNENDDIGE., ZNHDO RFa A2 MI, IELTHR—FF
7y MZBMTAMNERH DT —XICETIHA X AR LET, ZRLETAR—FF
Fa2 A PERETHE, TACIE RF 2 AV bOTEE L WEEREAERTE £,
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X, ZNORERESND AR = MIUV A RSN TS HDIZREI LD &) ERTIX
B, BE, Y7 U7 BILON— Ry 2T OHF LWV g CBELETET, Y7 b
T EFFIN— R TIZEERHD, a~ RBEELARLS o0 | XN EEINT-
D, GUIRCLIN Y YV —RAT EIZRR > TRADAREMENRH D Z LITEE LTI EEN,

COT7 uT—IlEELEYR— FNEFIIKROEEBY T,
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Y=Za7FI SiBA

Configure TCP Optimization Feature on ZDORF2 AL RTIE, 201948 HD 1612V U —
Cisco IOS® XE SD-WAN cEdge Routers [ 9% | % i A X ,7- Cisco IOS® XE SD-WAN /L— & O

7] Transmission Control Protocol (TCP) i {VEREIZ D
WTRBI L ET, ®RE2D MY 7, AifES

. FBEOFA, R, ViptelaOS (vEdge) 7 /3
A A & XE SD-WAN 7/ A A D TCP {7 /v
Y XLDFE, GRE. BEE, 3 L OB R 2 A
Y hDOURAKNTT,

TJ4—kN\YOD)IITRFE

2P ANPESLBET, CNOLDOVR—F X a X FadET D200 mE 2l T,
BERNOD T 4 — KXy 7 TT, ZNHDO RF a2 A2 ME, YAaNOEBEOF— AL -
THABIOEHINTWAZ EIZERELTLZEN, F¥a Ay MIEAORE (KRB,
REL, AR E) 2RO 56

s XHIST HREEOLAMD /SRS B [Feedback] R ¥ ZfEFA LT, 70— KNy 7 28k
LEd, FFaAr hoprgHEIc@msi, iwENEfshsin, RO 7 7 7307 5
NET,

s F¥aX hokvrvar fE EFMEICEATLERE. KETEL2REEZTDTL
ZEV, TEDHETFFMICEE LTS 7Z &N,

REFHEIEFE

IOV =a 7 VOERIZ, FFED T RERRIZENINTE T SA RAZESWTHERR SN E LT, 2
D7 =a T VTHEHINDT A AT T, FIERE (T 740 ) OIRED HIEED B
SNTWET, ABBHFOXRy NU—27 T, Ha~vr RZXoTRZ 2 itErnd 2 8%
TR LT &,
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