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\}

eraeya =777 AL, PnP ##kiAR—H L) 5 Cisco vManage (Z REST API Z i L
Th¥ =772 SSL#Efi &2/t L CHEERMIT 2 2 L b TE £,

GE)

VNF 1 A —

\}

Cisco SD-WAN =2 > 7/R—+ >k (Cisco vManage, Cisco vBond, Cisco vSmart =2 k12—
WAN T P78 272 L) (3T, [ L SD-Branch A —/\—L A Xy b U —27ZHNT 25
7o OIZ IR TS TRET D LENH Y 7,

DINY T — D DER

RIHEEDEE (R)

HEe4 ) 1) —R A A
BL732 7% VNF A A—3 %y 47— |NFVIS 4.6.1 COMEERERT A L A

YOT y7r— FOYHR— Cisco vManage U U —* 20.6.1 A=YR =Y, A%y

T =R BLOT 4 A7
A A=Y HAOERID VNF 73 >
r—T%k7 v —RKLT,
VNF £ A=V %GR TEFE
ﬁ_‘O

HANZ Ny r— U LS U7z Cisco VM A A —3 tar.gz DT v 7 12— KX, Cisco vManage T
A—=hENTWET, £z, PFR—FSNTWDLEX (qecow2) TLH— T 4 AT A A=V %
REETHZET, VM A A=V 2y =5 2L TS ET, Link Da<w > R4
NFVIS VM /X &7 — Y — L nfvpt.py ZEH L T qecow2 273w 7r— (b3 % 7>, Cisco vManage
MHAIAR <A ZENTZ VM A A=V ZERR L E7,

GE)

NI N v I —Ab E 17z Cisco VM A A — % [ISRv Software Download] ~X— 026 4 7 >
w7 — K L. [Scaffold Files for Third Party VMs Software Download] “X— /b X o — R LE

9, https://software.cisco.com/download/home/286308649/type/286327969/release/
17.03.01https://software.cisco.com/download/home/286308649/type/286327978/release/4.4.1

T7AT I —NIREDEVME A T, B Eu 7ITBMSNDFE CEITRR L2 —
7B Cisco vManage IZ7 v 7R — RENDEBD VM A A=V EHH LN TEET, F
72 WICVM OV U =R S B =V g vehsa IGBNTEET, 27200, VM
AN—EBETHDHZ EEHERLTIEIN,

Cisco VM A A—U TR *targz & L TR KL TE, ROLDOEGEHDH LN TEET,
VM ZEENT O — T 4 AT A A=,

Ny T=VHNDT 7 AN A RDF =y 7 LRGEH Oy r—V~=7 = A K,

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A
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W 1 2 —Skwsr—votks [

VM A X T —X% 1 ATHXMLIERDAS A= T 0T 407740,
e () OBHARE. VMOT—FANT v A ITHEREZOMDT 7 A )1,
VM S AT L7 a5 4 %) AT 5 XMLERDODL AT L ERT T 7 7 AL

VM A A—1%, vManage AR A h 35 HTTP —"—a—hA LU ARY Y 723V E—h
P—= =Dl FTHEA N TEET,

VM 728 tar.gz 7¢ £ O NFVIS THHR— F &L d VM 23y 7 — U Th 5554, Cisco vManage
T _RTONHEEZEITL, VNF R EY g = VI ERF— L EARETE 7,

BRB A A=A TO7yTO—FK
NEVIS UV —2 461K, £ A—VORET 0 A IA A= T aXT 0O7 v Fa— R
ANPGRS THVET, VNF A A—UE, PR —FENTWBEEDA A=A T
To7a—RTHIETHEETEET, PFR—FENDA A—VERIFTKROLEEY TT,
cARA=TNRy =T L ERIRA A=V Ny =D targz 7 7 A IV,
* Scaffold : .targz 7 7 A /v (A X T —HDIHTHERL) A A= 7 a7 L BLOEOHD
a7 4 Fal—alry 77 A) o
T AUATA A= qeow2 T A AT A A=,

AA=VEAT T v 71— R H20%, ROFNEEZFETLET,

1. [Cisco vManage] A = =—7>5, [Maintenance] > [Software Repository] % #R L £,

[Virtual Images] %7 U v 27 LET,

[Upload Virtual Image] K& v 7% 7 U A k)26, [vManage] Zi&R L £ 7,

[Upload VNF's Package to vManage] 7 « > R C, targz £/l qcow2 7 7 A V& T v 7 —

KLET,

5. [FileType] ka7 X7 U A b, A4 A= A7 ([Image Package], [Scaffold], &+
7213 [Disk Image]) Zi®R L £ 7,

6. (EE) MBHEX T ZEMLT, A A—VEHFI LT LES, FHTRERT 740 b
27 EMRAT 50 MBOIAZ LEZ T EERTE £7,

7. TAAIAA—=T%T v 7 a— RT3 5841, [VNF Type]l. [VNF Type]. 35 & O [Vendor]
DIEZ BN L £7,

A 0w
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Upload VNF's Package to vManage

Upload Image (Total:1)

-genericxBE-64.qcow2

Drag and Drop File
Or

== ro <] [ s i

SHA-256

Descrigticn for vedge

Mote : Please ensure Container images are not deleted when Container is in use Upload

8. [Upload] %7 U > 7 LET,
VNF S r =P o+ 51213, ROFIEZFEITLET,

1. [Cisco vManage] A = =—7>5, [Maintenance] > [Software Repository] & #4R L £,
2. [Virtual Images] #27 V v 7 L¥7,
3. HHOAA—UD[..1%227 Y >y 7 L, [Bdit] Z&#IRL E7,

*

Edit VNF's Package to vManage

ROUTER_viptela-edge-genericx86-64_20.6_viptela-edge-genericxB6-64.qcow2
330.31 M8

Description for vEdge Disk Image
ROUTER - 0.6 Cisco

SHA-256 - Se6H; dnced2 o T1a2836fS5c

4. WBRIEWEATo721%, [Update] 227 U v 27 LET,
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A\

(F)  Cisco vManage I3 Cisco VNF O A ZEBL L £33, VNFNO 1 H H B3 XN H H O E IO
VNF TlI¥R—brEnFEFtA, VM Sy 7r—U 0 ENE, $ L image properties.xml &
~v=7x Ak (package.mf) D> 7 /NDOFEHIZOWTIE, [NFVIS Configuration Guide] @

VM Image Packaging| [#45E] ZZM L T2 &0,

[T VM, [fC/3—2 3 > Communication Manager (CM) % A OO/ Ny lr—% 7
Tu— RT5121E, 3OO0 (4Rl N—Yar, VNFZ A7) OWTNUNNRRD 2 L&
BLET, Z2O%, Ty 7m—RT5H VM *targz /3Ny r—IfLTEET,

WA, ISRV X 7 =V DRI IEDO B 27~ L E T
1. 7—=FAPITYTREDNV— T A ATA A=V ET v I —RRLET,
A A—TDORRIZH 5 [View Configuration File] #7 V v 7 LE T,

520578

2. B &R L, [Custom Variable]) 27 UV v 7 LET, Ky 77 v U4 FUT, Fay
THEI A ma— PO ERE A T ERIRLET,

[Donel %7 U w7 LThhb, [Save] 227 Vv 7 LET,

520579
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B 71 xomez=es

3. MBS U TA A=V 7 a3F ¢ IR TE 7,

b

i

1

i}

I

H
520580

520581

TINA ADEE & BH

WAN = v OF A 2%, 7 — 7 v BRI CiscovBond A —# A F L—Z [T L. B¥ =
7 7o —HFE 7R DTLS B 2 FeSr LE 9, Cisco vBond 1F#IE. IP 7 K L A F 7= 1M AT BE
RRAAL UL FQDN ZEH L, WAN T OF NS ZD CLIZ @ U CFH TRECEET, £
721%, PnP £7/21L ZTP 7 u b A X > CHEIMICRE TS 2 L b TE £1,

SD-Branch = > h ©—% (Cisco vBond, Cisco vManage, I35 X T Cisco vSmart) & WAN Edge 7
ANA AT, B 2 T R EEE A ST D RN, FAICEIEL TREBETOLERH Y i‘ﬁ“
SD-Branch =1 b —F MHAICERGEL, WAN T v T4 ARFFESNDH L, KD XD
Y ET,

FEBAEL—  CA DIE8E/L— b OREE
ZAG UT-REFAIZE O EAL (OU) OfMRA 21— I VICERE SN2 OU &g L £,
FEHEO VY TNBRSEAKRBBADRTA U R I L ET,

.

3

WAN Ty TN ARy ha—F%8FET5 L, ROX DI ET,
ZEAAE L — N CA OEHE/L— N OFRGE

e A LT-FFHE OU OMMA 2 a0 — W /VICERE S L2 OU Ll L £,

.
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FrqzomteEE |

REIZREEN T 5 & vBond A—47 A b L—# |3t % = 7 72— W7 DTLS il % i r L,
CiscovManageIP 7 L A& ILAF L E3, ZOREAT, CiscovBond A —47 A b L —& %, LD
SD 77 »Far hr—7 (Cisco vManage 33 £ O Cisco vSmart) 12, WAN = U7 /31 A
b O R R 2 WIS 5 L D@L ET, ENCS 7731 A&, Cisco SD-WAN 7 /31 Z &
720 | vSmart & OFIEHERE 2 HERF L EH A,

NFVIS WAN = v 27 /31 A, Cisco vManage |5 % &3 % & . Cisco vManage #—/3—~
O 2 B L E T, FEREICRINT 2 & Bt % 27 TKHEH 722 DTLS/TLS #4¢ ) e 37
SIET, CiscovManage i, WAN = v U F /A RTEHE SNToT NA AT 7 L— MIHED
WT, NETCONF 7'm p a2l L TRELZTrEYa =07 LET,

MNFVIS

=
=]
w
[}
[
uwy

Validated Design Template for ENCS Platform

NFVIS WAN = v JF A ZDF 7 )L FOBHEIL., RO LBV TT,

K UIR—=F 47 TFavAFDIH, 1 OO WAN kT AR— k%4 L7z Cisco vBond ~
D —FFHY72 DTLS il 2 R L £ 7,

o i~ WAN K 7 > A7R"— k&4 L7z Cisco vManage ~® 7K il 72 DTLS/TLS il il $%#¢ %
RELET,
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4.
=% =R

CiscoNFVISSD-BranchY ') 21— 3 > D%
it

NFVIS SD-Branch Y UV =—3 3 Ud, &RV —EAEEE G -7 7 v F T4 ADE R
ZyFruvrva=r7 (ZTP) L ET, WANEIRZY A7, Xy NU—Z 1P 7 R
A, BIXOMRaUERETDHE, ENCS Xy NU—2 a v Ea—T 47 WANTZ v Y 7
Ty N7 A —bET Y a =TT ABRICEAEOEBEFENE L ET,

e WAN v VDAV R—T 4 V7 HiE (17 5—)

« Fv U= FE (21 =)

WANT Y oDFR—Ta VT HE

REDBEME

JEBEO BEIIC L0 TIHMAREO T 7 4 /L FEE CNFVISWAN = v U7 /34 2 % SD-WAN
Ry NT—J CRBCA L R—F 4 v I B LR TE £,

HENERIX. ENCSME Sy N7 4+—2LDPnP 7 ut 2% HH L TvBondIP 7 K L & & @)
R LET,

DX VHR—T 4T F T a B AT OO ELREHITRO LB TT,

*NFVISWAN T v UF RS R, AT IvIIPTRVA, 74V EF—bhu=Ag, B
FO'DNS AR TX 2 WAN T U AR — MIBETLILERH Y £7°,

WY IP 7 R L A0 55508, WOBERZHEMLTIP T FLAZRETDLERDH Y
i‘g—o

configure terminal

bridges bridge wan-br

no dhcp

bridges bridge wan-br

no dhcp

system settings wan ip address 1.1.1.1 255.255.255.0
system settings default-gw 1.1.1.2

system settings dns-server 8.8.8.8
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pnp automatic dhcp disable
pnp automatic dns disable
pnp automatic cco enable
commit

* NFVISWAN & v U534 AL, 7T 7T v K7 LA &5 — 73— devicehelper.cisco.com
% DNS TR TE £

» Cisco vManage ClL, 7 /3 A Z EFIZA LV R— KT 572010, T34 AFEEVER L T
WAN T v DTS RITERET DMERH Y £,

Cisco vBond ~® PnP V) & A L 7 2 a » OHEFTIRIL &2 37”9 5121, show pnp status= < >
AL ET,

Device# show pnp status

pnp status response PnP Agent is not running
server-connection
status: Success

time: 22:22:20 Dec 09
device-info

status: Success

time: 22:09:19 Dec 09
capability

status: Success

time: 22:06:17 Dec 09
redirection

status: Success

time: 22:25:46 Dec 09
certificate-install
status: Success

time: 22:51:26 Dec 09
device-auth

status: Success

time: 22:01:29 Dec 09

pnp status ip-address ""
pnp status ipvé6-address ""
pnp status port ""

pnp status transport ""
pnp status cafile ""

pnp status created by user
pnp status dhcp opt43 0
pnp status dns discovery 0
pnp status cco_discovery 0
pnp status dhcp-ipv6 0

pnp status dns-ipv6 O

pnp status cco-ipv6 0

pnp status timeout 0

FEEAIAE L7-A 1L, pnp action command stop,  pnp action command start, & 7= iZpnp action
command restart 2~ > R L C7uv 2 &Bth, 51k, £3EEEcx £,

TS972 R4 7a€R
TAYrOBIMELEINT=T T 7T K7 LA (PnP) 7rE AL, SD-WAN 4 —/X—L A R v

N — 22BN T 572D NFVISWAN = v OF 4, 20, A A b=, BXO7 b
Vam T ETHTOOMBTERRTIEARME L T,
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devicehelper.cisco.com

vManage

520508

PP 4o R —F 4 v 77 uv A0 FIEIZRD L BY T,

1. EHEBHFFICNFVISWAN = v U534 A%, WAN k7 > AR — bk GEEIZA > Z—F v )
T SN TVA YR — MR T AL ZADPWPA o Z—T =4 AT, DHCPZ/LTCIPT
RLA, 74NV M= oA BLODNSEREZIG L ET,

2. NFVISWAN T v U7 /3 AE, v AaBKRA M5 PP 8 — S—IZEBZEL LS5 & L
F£7, /L—H X devicehelper.cisco.com T PnP $— N\—D4Fi &R L L 9 & L, HTTPS #
foe 2 A L CHilik4 72 £ 0 SD-WANvBond 4 — 47 A b L— X ([ZBIT D IEMEZIE L £,

Y

B ¥ —7F 4 XV— b CAFEIIELZMEM T 5 ENCS BFHOGE, WAN =y U7
234 A%, PnP Connect iR —Z /LH 5 vBond 3 L USHARL TEH & & 12— hEEBA
AZfELET,
devicehelper.cisco.com DfEF & LTy Z—7 T 4 X)b— bk CAGEHEN T I
541X, show certificateroot-ca-cert =~ > &M L CGiEAENZE SN2 &
EHERLE T,

3. WAN = U7 /3o R, 7¥~Vitiy)Twﬁ%kw~bm%i%ﬁﬁbfcmo
vBond 4 —77 A b L—X CRBAEL 3, FIEICEPIT % &, CiscovBond 4 —7 A h L —#
L7 /XA A|Z Cisco vManage & #2fk L £ 7,

4. WAN = v U7 /A A, Cisco vManage & D& % = 7 a8t & BltAds L O L, Cisco
vManage 7> 5 NETCONF Z il L CikE# ¥ 7> u— KL, SD-WAN A —/ 13— L A v k
T—27IZZMLET,

4
%

N
al
|
\
\i
3,

NFVIS WAN = v 7 /34 A%, Cisco vManage 7> Sl SN HFEHAEA T — X A& L TA
T=U I TEET, T AOGEFEIL, BRANCAT VU RBIZT L ENTEE
T, AT =V U IREEDRM, WWIJ??N4XiHHWNSVFD—?k®ﬁ%37@ﬁ
R DS E ML TEET, T —F T L — U HERIIER S L EE A,
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AT =V T ENTREBO WAN = T NA A2 L TT A RAZEFTEET, Zhic
I, Y7 o =TOT7 v T T L—RETRAL ADRENEENET, FOHNI, CiscovManage
GUI OFEAED A7 — X X % [Staging] 7° 5 [Valid] IZZF LT, SD-WAN A —/3—L A X v k
U — IR AE LET,

NFVISWAN T v DEEAZED A T—42 X

Cisco vManage @ NFVIS WAN Edge 7 /3 AGEBEIL, IROWTIUNOIRREIZ /2 D K D ITHRE
T&EET,

e [Invalid] : Z DIRAETIZ, WAN = P73 ZJLSD-WAN 22 hr—F & A —/"—1L A
Xy NT—=ZIZBNT RN S £, 7731 AL, SD-WAN 2R —F L b~ =
VR AT L= E R T TV AR L AL

* [Staging] : Z DIRAETIL, WAN = v 7 /3A AL SD-WAN =2 h z—7 (Cisco vBond,
CiscovManage) OIZEF a7 Ray ha— 7 L —8piafr LET, F——1L A
T U —=ZNOMD WAN T OF S, R DT —5 7 L— R S 2 &
WCHEELTLLEEN,

e [Valid] : Z DIREETIZ, WAN = v 7 /34 AL SD-WAN % v b U — 7 |[ZBEITAH R —

FERTWET, TS AT, 2 bo—FLDFaThar ba—L7 L— 8,
BELOSD-WAN F——L A Xy NT =T NOMDTXTD WAN = v JL—F LDk
XaT T — XL — AT L E T,

—

tASRAMNETIL

NFVIS SD-Branch Y V =—3 =3 i3, Tu F 7 X FEF /AL TT, WAN = v PF 34 ZAD(EH
A= WAN?N4X®TU4%JXFEW%FE%Eﬁﬁiﬂi? F72. TA RFEHE
WX, Xy FU—7 TERIINDT-0OI [Valid] DIRFETH 2 LE R H Y £,

WAN = v UF A 2 F, T_RTOSD-WAN 2> ha—F 2 k> TR, v hT—2 |z
e T DRNIARINDAMENH Y F3, T3 ADOFRFEE. RO FETIERITTEET,
s FITITT U RTUAHEGR—=F N TT A Z&BML, vBond=2 > e —F 777 A )b
WZEEEAT T £,

« 734 A Y A k% CiscovManage |Z[AI#3 57>, 7m b3 =77 7 A /L% CiscovManage
WCFEhTHvra—RLTA v AR—hLET,

Y

GE) WANTZ Y YVRy NI T RS AL, Av— K T HU L RER—=F ¥ )LT U FOFEM%E
B YBTHET, FT777 2 R A AR — /LD CiscovBond 7' 12 7 7 A /LI HEIHIIZ
BIMLUTCEEMIT S Z ENTEET,
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2y k=9 774791 —L0EH [

I2YRT—=D D7A4AT724A—ILDEH

T AT U F—LDOEHIZWAN = v DT A ZAZ BT BHI121E, SD-WAN 2 AR —F% 2 b A
DRV TE D L9112, BURR— MR THNEZ 2R LET,

e 77 )L FTIE, T_TD SD-WAN =t 7R —% > hiZ DTLS. UDP ~X— AR — |k 12346
AL CEERAMIL LD & LET,

cWAN T PFN_AANT T ) hOR—AR— AL TSD-WAN 2 faz—F L0
HAEEE R 2 N T X AW A . 703 EE D WAN = U7 /34 AR NAT 7 /341 ADTY
BICEHE SN TWDAEE, WANTZ v VT 3, ZE5 20D R_R—RAKR— &/ L THR— I\‘j‘/
TCEET, A— 112346, 12366, 12386, 12406, 12426 THR— bk v B2 FNIEFICE
ITENTHE, A—F 12346 IZED F9, WANZ v T NXA AT, A—brhv 7
DT 74V N THEDZ > TWET,

« N— A7y ME, NAT 71 ZAOHFRITEE S8 WAN = D7 3 2% —FIZ
WAL, RICR—AR— b EFEALZVWESICERETEET, A— 47y MMI0—19
DEFT, ONT 74V ETT, "R—r 47y bRBRTEEINTWDIEE, T 741D
R—ZAR— MIFR—FF 7y METHES SN, BEEDOR— NI 20 TS INET,
e zIX, A=A 7ty FOENICEHE SN REETIE, WANT » VidAR— k12347
(12346 + 1) L OB EBIAA L, T D%, A— M12347, 12367, 12387, 12407, 12427 T
A= FRy I DIAFIZET I, A— b 12347 1R £7°,

« WAN = v UF 34 AL, FIUEARR—FE2HHL T, A== A 3y =7 NOh
DWAN Ty TN AL DT —H T L — 8t (IPsec ¥ BFD v v a V72 ) %
ST L ET,

*vBond A—/4 A F L—# X, DTLS. UDP E{Fcdh— b 12346 22 H L T, SDWAN
VR —F N EOHEBEREMLLET, T 74 FAR—ME, REEELEETHI LT
BETExFET,

v bJ—2%E

F—="—U A Xy FU—7 hARBu UEEEB L OE Y 5121, CiscovManage DR > k7 —
JRGHEREE A LE T, Fv hU—2 MR PRERR, T—F ¥ — BT T UFH
A NEBML, FARRrYNOERED LAN, WAN, BIOEHAS V¥ —T7 = AEZFEL, b
A TVEMR L, BEY R A2FATTCEET, Ry NI REHRIEIL, T2t a7
FrTFHA M EET/INWRINE AN TRICEYL L E T,
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B < ro—szsEzozs

Branch and Device -
NTP Profile

Select Validated
Circuit, WAN, LAN, Network Design,
Etc. Management customize Network
and Services as
required

Syslog

Provision ENCS with Site
specific bootstrap information
for Services

520509

Fyv N =7 RET. ROFERY -7 7o—CHREINET,

e Xy NU—7 AR VO B, T2t —, BIOT T UFVA N2 ZOIER
TIERLET, *v hT—27 bFRrPidiE, < tb 1 20FRE 1 DT =X
H =GO AHVENH Y ET,

e TFNRAAT T 7 ANVDERE : LAN, WAN, BLXOEHHRTD T a0 — L /RF XA —XF L
F I arERELET,

T NARTB T 7 A NOERG : T/NA AT O T 7 A )NVET A AR L E T,

s MBI E B . ry N —7 AR VICEFEZBEML, HEISUTEZEDORELZER L
i‘é—o

. __FEn= e

2y M) —UHEERDHETE
Fv MU= REFHEREE T D, LA — R~ A X hT—7 MRV E{ERL,
FRBECHNOBFOEFREZERTCEET, TNHDT 77 1 E7 1%, CiscovManage ? [Network
Design] N— U MMHIATTEET,

BFLWFR Y FU—27 bR PE2ERT L1213, ROFIHEZ RSN TWHIEFTEITLET,
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[B]#R D

[ 19—l

ax ;&

mgonz [
*4:
F |5 SH%
JIE
1R A BN 5, EFROEREEL SR LTI ZIV,
3 |70 FHA hEEMTS, TITUFHA FPOREESRL T ZENY,
4 | Ta— S RTGRA—REBETDH, | 70— R TRA—HOREESML T IZE,
S T AT T s ANERET Do | T/ MATRT 7 ANVDREESRLTITEIN,

Xy FT—27 PR DICE, RS 1 ODOEBREENTVWALERHY £4, v b
U—7 hARB VAR LT, TOBERLEHEELTEET,

KXy hU—27 bRa i3 E b 1 oOEEALET, KXI8DOEIBERE T ET,
NFVIS L, iRt DM 1 DDOEFRO A H TX 9, &E SN RIFBRICREENSAE L

=%

&, RBERIEATE £ A,

Fy NT—7 b VORBRERET DI, WOFNELZFEITLET,

1.

2.

10.

Cisco vManage # = =.—"C, [Configuration] > [Network Design] % 34 L £ 7",

[Create Network Design] (v b U —7 halRa V&2 E7E/ER L TWRWEAIZER) £7-
Id [Manage Network Design] (x> U —27 bR v UEER LTZHEICER) Z2@®IRL F
R

[Circuits] Z 18R L £7,

¥R 2B ET DO OBEAFR SN ET, BAERSNTH L5, ZO/EIC
FoRENES, BRZHIBRT 2123, ST 28I A =222 v 27 LET,

[AddNew] Z#27 U v 7 LET,

[Private] & 721% [Public] DA 7> a VAR Z VBB IR LT, BN T T A4 = 37U v
7 R LET,

[Circuit Color] KR v 7 X7 A b, ERFEADEEZFRL T, BIFEHNOELE 2
r—3 3y (TLOC) %—EIZ#EILET,

BR L7, AR e PHNOMOEFRO TLOC IZITEHTE £t A,
ELICERRZ BT SICIE, AT v 72— 5 &2@0iRLET,

BN LR 2 BB 51203, % T % [Delete] 7 A %2 Y v 27 LET,
[Finish) 27 U v 27 L£7,

Xy MU — 7 &GHHEE T [Save]l 27 U v 7 LE T,

Tl BRI AR LR WIGEAIE, [Cancell #27 U v 7 LET,
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B s 791 rozx

TSU0FH4 D

21—

ax /&

TIUFHA FPOFRETIE, T T70F VA MILREEID YT, XM AT 7Lk r
AV REBINLET, %y FT—27 bR 2id, 2 b 12077 F YA FRANE
<7,

Xy NT—=7 MR DT T FH A MNeRETHITIE, ROFIRELFETLET,
1. Cisco vManage A == —7>5, [Configuration] > [Network Design] & #&R L £ 97,

2.

[Create Network Design] (rv U —27 hARw Y &2 EEER L TORWEEICERTR) 20X
[Manage Network Design] (v b U —727 hARBR U EER LT2HEICETR) Z@RIRLET,

[Branch Sites] #7 U v 7 LE 9, [Ef{%Z 1 DHEBEIML TW WA, 2047 v a iy
L—FRINET,

[Configure Branch Sites] ~— Y NFERINET, 77 FHA AT TIHER SN TN DY

AN
=

i, ZOXR=VICY A RSNET,

TIFA FEBINT AL, [Addnew] 27 Y v 7 LET,
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7T rF BT 5120, ROFIREZFETLET,

1

[BranchName] (27 7 > F ¥ A hO—EDLA4FIZASILET, ZO4AFHNL, FAr YR
OMDOT =4 H— TITUFHA N, FREIT A AT a7 7 A I TX
F A, BENIE, CF, BT T F—Ra7 | "M 7R ERTEETR, 23—
ARRFERSCTFIIE A TE E AL

HLWT A, 2717 7 A )VEBIT 5I21%, [AddDeviceProfile] 27 V v 7 L%,

BT T UoFHA MTE, Db 1 ODTF AL 2T 0T 7 A NBKETT, T4
AT Ty ANME, TTUTVA NAORFEDT A AR A FIEEMT Hiv, £
DT NA AL TS v a2 SNDHRELERME L 3,

[Name] {27 XA AD&HiIZ AT LET,

[DeviceModel] K= v 77X T U R ME, T/ A7 07 7 A VIZEESIT 57 34
ABA TR ET,
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75 544 tonz [

5. [Circuits] Z3IR LT, ERRL7ZEHROY A hERR L, TS AT 07 7 A V% BHE
I AEEROMICH DL F =y IRy 7 2% AT LET,

6. [Next]Z#27 U >Z7 LET,

admin

<Back
() Add Branch

Branch Name

sdbranch-small h [%

o Add Device Profile

Name Device Model
small - ENCS-5400 h v
Circuits

biz-internet (public) x

Search
default (private)

biz-internet (public)

520512

4, BT AV NI, TTUFVA PHNOTRTOT AL A7 07 7 A )VIZEEMT ST D
P —ERMVPNTT, £7 7TV A b, b7 12087 A FRRLETT,
D77 T A NCRILEZ A MaHTEET, 1 DL EOEZ X M &BEINT
HI21E, MOFNEEZFITLET,

1. [AddSegment] %27 V7 LET, Fay7X U JRAMNRLEZ AL FEERLE
T, VPNEZIZIE, B A2 MIREINTZ VPNID NEHEIIZ AT SN ET,

2. [Ad]%#=7 Vv 7 LET,
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admin =

<Back

} Add Branch () Add Segments
¥

Branch Name

sdbranch-small

0 Add Segment

Segment Name VPN Number

Discovered_VPN_511 -

520513

BACK m CANCEL

TIUFYA DY A MRFRENET,
5. [Finish)| #7 Vv 27 LE7T,
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go—rnisi—sngz |

admin =

© Addnew

sdbranch-small Segments '
Name Devi odel Circuits

small ENCS-5400 biz-internet (public)

sd-branch m Segments S B
Name Device Model Circuits

alpha ENCS-5400 default (private)

beta ENCS-5400 biz-internet (public)

520514

6. [Network Design] ~X—"C [Save] #7 U v 7 LE 7,

D @

3

520515

R—N)LINS A—BDERTE
Ta—NUNRG A= v hT—27 hARBPHNOTRTOTF AL AT 07 7 A LT X
NHRETT, T a—XT A= ZRELBRWESIL. LHHEMEEOT 7 3L FRENT
NAATB T 7 A MHEHEINET,

SD-Branch [ZFFE, NTP, AAA., BLXUa XL I NRNFG A —2DhiPR— s LTWET,

T =T A—H DRIE
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B 7o ussi—some

[Cisco vManage] A = =—7>5 ., [Configuration], [Network Design] DJEIZER L F 9,

[Create Network Design] (%> U —7 hdR v P& £72ER L COVRWEEICER) 20X
[Manage Network Design] (v b U —727 hARa U EER LTcHEICETR) Z@RIRLET,

[Global Parameters] Z3#IR L, Rre v XU UX NNLHMOT 7 L— @R E
D

[l 3 CONFIGURATION | setmcct

Detign » Mansge
@ e “'htmt:é: Branch Sites | @ siobal Parameters ~ - Lant Madisect 16, Ape 2020 138005 PAL
Logging 5 -

£
a
Cisco SNMP
o Cisco BFD
i kst —
Global Settings
- rmum—l
I TR UMD <
THe v Y -
o Q
9 D (]
kit - e
sdeanch-amall w-bran
Y w— Sp— ~
"8
= s

77— hOBRE

T — bOARTERIZABNICAESNE T, AR TEEEA, 77— T
Fy N =T BIROTRXRTOT AL RMEHI NSO, THAA AZA THRINTHZ &
IXTEEE A,

FLna—Y—% B3 5I21%, [+ New User] Z38IR L, FEMAZ AN L E T, [Add] &7
Vw7 LET,

[Update] 7 U v 27 L, REZFE T LET,

520558

CiscovManage20.1 35 £ 180203 U U — A%, m—A /L a—HF—0DAAA 7 r— L3 T A—
2 DIZEYR— B LET, TACACS LN RADIUS iREIX. T/ ADT KA CLI
REORTEEHERA L CHEFTEET,
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ga—rnisi—snzz |

4, NTP H—"—%BEMLET,

LW — =% B9 5121%, [+ New Server] Zi%#R L, [Hostname/IP Address] 2 A JJ L
i ?‘O

5. [Prefer] A7 a v &ERL, [Add) %27 U >y 7 LET,
[Update] #7 U v 7 L, REZ5E T LET,

[] Mark as Optional Row |

Hostname/IP Address & v 17219156179 | -

Authentication Key ID G-
VPN ID o~
Version o~
Source Interface 9~

- oo o- | 4N l,

I L e e e
g @ ¢t @ 4 @ On P |

) 7216332 ]

]

[

O

clock cisor ] @ ¢ O « @ @ off VN |

- = -

[Authentication Key ID], [VLANID], [Version], [Source Interface] i%, NFVIS 77 v k7 4 —
AT SN EE A, NFVIS 77 v b 74— A1, 1 DOEENTP ——L | DD
Ry 7T P NIP h—"—DFHZEHHR— K LET,

6. nX TP —N"—ZBMLET,

LW — =& B9 5121%, [+ New Server] Z3%#R L, [Hostname/IP Address] 2 AJJ L
£9, [Priority] 77> a EABERL, [Add] %27V v 7 LET,

[Update] 7 U v 27 L, REZFE T LET,
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. FRARTAT7 A LOEE

-

D Mark as Optional Row o
Hostname/IPv4 Address v 172.19.156.24( -
VPN ID O~
Source Interface S~
Priority v Debugging Debug messages ¥ -
TLS o~ On ® Off ‘
:

: [ VN |

: [ s

[VPN ID]. [Source Interface] I, NFVIS 77 v b7 #— AT H S EH A, FAR— b
ENHuX TP — =D KT 4 T4, [Priority] AF UREEHHA L TWDHZ & &5
RBLET, NFEVIS 7T v b7 —AiF, 70— LR EELELTIODTIA44V T 4 £72
IR X TERKEOREZYR— N LET,

FINARTAT7AILDEHTE

TNRA AT AT 7 A NEN—ZIHERT DRI, T—F X —F737 7 F VA hO%
N—BITNNA AT T 7 A NEHRETDHDLENHY T,

Fw NU—7 vARa P TL—E DT R, AT a7 7 A VERETDHICIE. ROFIEEZETLE
j—O

1. [Cisco vManage] A == —»>5, [Configuration], [Network Design] DJEIZIEIR L £ 9,

2. F v hU—7[X) [Network Design] — I IZERENE T, T/ ADA A—VFKRD |k
(2~ A %BE) L C, [Build profile] 23R L £,
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L]
- ‘ [ o w an
v i
S e
[ ) 3 9

w
B
=1
= - g
uy

3. FARAARATu T ANEERTAHICIE, TR 77 A LD WAN A X —T = A

ANLFET,
* [Interface Name] (2, = D /b—Z (ZRHHEAHT 540 T B BRI BEE AT T 5 TLOC A >~
=T A ZADLHI AT LET,

« [DHCP] % 721X [Static] DWT DA T v a ViR ¥ o E@RIRL 9,

o (EE) 74~V DNSH— =D IP 7 KL A% [DNS Server] 7 4 —/L RIZATI L
i‘é—o

«[Next] #2 VU v 7 LET,
Build Profile: small
™) WAN

biz-internet (public)

Interface Name

interface P (@) pHeP () static

DNS Route (Optional)

DNS

Enter DNS

<

Next CANCEL
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4., 777 ANVDLAN A VX —T = A ADFEMENTI LET,

» [Interface Name] {Z LAN il £ > ¥ —7 = A ADL4RTE A LT, S A2 MBEE#ES
TFET,

o (BB BEICKLEREAIEL, VLAN LY 7 A v ¥ —T oA A ATJLET,
* [Access Mode] F 7213 [Trunk Mode] 7' Y a VAR Z L OWTIUnERIRL £ 9,
*[Next] #7 V w7 LET,

Z7a—/LVLANIE, 7 RAVCLIT > L— b2 L TCERETALERHLY 4, 7
7 —/ 3L VLAN X, ENCS A4 v FHR— s THEHAINDTXTH VLAN ODEASTT,

Build Profile: WII

WAN O LaN

Discovered_VPN_511
o Add Interfaces

Interface Name - VLAN (optional)

gigabitEthernet1/0 1

@ Access Mode O Trunk Mode

Interface Name VLAN (optional)

gigabitEthernet1/7 ‘ 100-105]

(O AccessMode (8 Trunk Mode

]

VPN511 is chosen based
on Branch Service side
VPN selection.

ENCS switch ports are
presented here

4

o
BACK m CANCEL §

NFVIS 4.4 U U —ALIf%, Cisco vManage 7> 53B10D LAN A > ¥ —7 = A ADFEM % 5% E
TXET,
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Build Profile: sdbranch-small
WAN O N
Global
Global VLAN
1,100-105
vpnsi1
o Add Interfaces
Interface Name VLAN (eptional)
gigabitEthernet1/0 L
Spanning Tree VLAN Mode
@ Enable O Disable @ Access O Trunk
Interface Name VLAN (optional)
gigabitEthemnet1/7 100-104
Spanning Tree VLAN Mode
@ Enable O Disable O Access @ Trunk
Native VLAN
1
BACK B cance

5. 7aT7 7 ANDERAS S —T A4 ADFEMENTI LET,

« [Interface Name] (ZEFEA > X —7 = A ADAH[Z AT LT, T340 A BRI £
R

« [DHCP] % 7213 [Static] DWF DA T > a ViR X SR L ET,
*[Done]l #7 Vv 7 LET,
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FIARTOT7AILDHRE

ild Profile: small

WAN LAN ) Management

interface Name

magmt
Configuration is related to

interface 1P () DHCP (@) Static PediENie M BOI ol by

DNS Route (Optional)
DNS

Enter DNS

BACK CANCEL

6. F*v hNU—7REHHEIE T [Save] 27 UV v 7 LET,
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You have unsaved changes.

bal Parameters -

default biz-internet
Ll te)
smalk alpha beta
sdbranch-small sd-branch
1 Segment 1 Segment

Branch and Device profile
definition Complete

520520

ENCS 7/\f R T7AJ7AILEEBMP—EXR

ENCS54007 /N1 ADFEE, TXA AT T 7 A NVET KAV —ERADOWFEHET D
ENRHDET, TRAARTO T 7 A NVERELIZS, ENCS 77 v FiRet OV — 2DEN
WCHEARFE T,

F—b R, FHERY NU—7 BLXOBE#ETHEBAAL v T E721E7 Y v P HDO VNF A A —
TNy r—UE, ENCS v hU— 7 3EO—HTd, KIENIC (VNIC) X VNF —bE 2D
—¥CTHY ., VNIC OJEFIL, B2V —ERAZ@BTDH 877 4 v 7u—0RNEK LIZIEF
THHTDIEIOICELLRETLHILERSHY £3, 2—P—x/ ARV = 2% H{F LT 57
WIZ, Y RAaARRE Lo #HOBFEI e REEA ARG 2R L, *y MY — 7 &G a2 5Ek S
HZENTEET, HBEILUT, Xy NY—7 hRuYE A~ AL T, h—ERE
xRy =7 ZHIBRBLOLEFET L TEET,

WOFITiL, SD-WAN /L— & & CiscoNGFW X—ZAD X v hT—27 "R URER SN E T,
ZOFEL, vAaRBFELIMMOR Y NU—IREHT UL — MIEATEET,
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B s rzxToo7qneEmY—ER

YA N IN—T DY —EZEBIML, Xy NU—27 hRa T o7 L— M aERT 51213, &’

DFNEZEFATLET,
1.  [Cisco vManage] A ==—7>5, [Configuration] > [Network Design] Z #4R L £ 7,
2. % v hU—Z7 X [Network Design] ~—ICERENET, 7T FF A ADA A—

VERD I A% BE) L, [Add services] IR L E T,

FHI 108 COMFIGURATION  sienwant Desige » Manager o

@ v [, oo S swtes @) OlobalPuosmn - [PPSR —
mpR 9 =
- %

3. [Addservices] X—C, MEHFIRERRET T L—FDU A NP —E R RFR V%

BINLET, [Apply] 227 U 27 LET,

Agd and Cenfigure Virmual Servces

Skt v gy 45412 s b . Vo il sl b i e A e e 1 o cndiin o

semall ENCS 54

Lt Levrice Pogwitny
Sebect from, e ronap of Comuration lempiates for efining our Mareice opokciy

et Teguiny
(D) Poter comracted o o (Y WAN pravider

() Pt scmmect b 1 il e

(@) 111 it Pl coenecsed s 1) AN
premiter
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NFVIS44 VY =LK, VA RENTWAET T L— D MR DIT T 7 4 )b
Pa—%HTEET,
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Add and Configure Virtual Services
Select a service topology to add to your branch device. You will be able to further customize your services in the Advanced Profile once your standard configuration is complete.

sdbranch-small ENCS-5400
Select a Service Topology
Select from the group of configuration templates for defining your service topology.
Selected Topology : (2) VNFs (Router and Firewall) connected to (1) WAN provider

O Router connected to one (1) WAN provider
Good first step when de

O Router connected to two (2) WAN providers WAN NETWORK Firewall for compliance
WAN PORT 1 WAN PORT 2 version 19.2.1 or later O
@ (2) VNFs (Router and Firewall) connected to (1) WAN provider $ 1 =% 1
| SERVICES 1 | SERVICE NETWORKS |
(O (2) VNFs (Router and Firewall via SRIOV) connected to (1) WAN provider i j i
) Raster -
O (3) VNFs (Dual Routers with WAN Optimization) connected to (1) WAN y
' Firewall ]

LAN NETWORKS

4.  NFVIS4.6.1 U U —RALIKE, A A — T OBERRFIC targz 7 7 A IV E T2 1E qeow2 7 7 A LD
W ET vy e — RTEET, £/, A A—VEWT5700F—T— R TA A—
IE T ETHENRTEES, scaffold 77 A V&2 T v 7/ a—RT52 L6 TEE
B

({EE) scaffold £7-id targz 7 7 A VOFRE, £FI Ny r—YELFAF Y 7+ —/b
R7Z7ANVDEFEDOHEOHD a7 4 Fal—va vk FEXTHHEOHOa 7 ¥
L—yay 7y ANET v 7 a— KT 512E, ROFIEZETLET,

« BHUE. T{{*}}) TREShET, fl: {{SAMPLE VARIABLE}}
¢ NAT— RiX I8${“and “}] TR ET, ¥l : $${SAMPLE_PASSWORD}
s RSN AEEE, ${“and“}) TEINET, #l: ${NICID 0}
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B s rzxToo7qneEmY—ER

e () Select Resource Group~ Configuration - Network Design O = 0 8
Network Design : Add Services X

Add and Configure Virtual Services
Select a service topology to add to your branch device. You will be able to further customize your services in the Advanced Profile once
A Preview Topology
your standard configuration is complete.
demo ENCS-5400

Selected Topology: Router connected to one (1) WAN provider

Edit Service
Service Type Service Name*
Router - ROUTER_1

Image Package / Disk Image*
ROUTER_c8000v-universalk9_8G_serial.BLD... ~

Filter Package or Disk Image by Tag, Name, Version

Filter Scaffold file by Tag, Name, Version Scaffold File @

ROUTER_C8000V_scaffold_V176_Scaffold_... ~ ~

Day-0 config file override @ Upload File sdwan_cloud_initnew.cfg Vount point*  /ciscosdwan_cloud_init.cfg

Resource Profile

cPUt 1 Memory* 4096 MB Disk* 8 GB Deployment Disk  Datastore 1(Internal) ~ ~

© Add Interface

VNIC ID Connected To
0 int-mgmt-net  ~

5. Y —E R ZBM L CEHRETAITE., IRES—R03EME AT LET,

s Ku v 7 H U X D5 [Image Package] #3=IN L, VY —RATF w177 A )LOFEM
EANTTLET,

\}

B UE—bMA MIT A RERBT AT, v—
HIVY AT BTA A=V BEATE 20 E I 0%
%%L\“MNﬁm®4%~V§?VD~F%X
o7 LET, FEMIZOWTIE, LT E2EL
<TIEEVY,  WAN g MEW 1 R To
ENCS5400 DR (79 ~—2)

*[Applyl 7V v 27 LET,

Add and Configure Virtual Services.
St e gty 1 #3013 it beach Gvise: nre " i camgsrie

small ENCS 5400

& Boter
[ ‘ —

st BOLTIR ke, 192 0. kg, 2000, vBramsh i g2
Brsnre Protie
e Memory & VB Gal 8GN CeploymeOal  Cotane Meema) v
& Fovmal
v Ve Pt
e DAL FTOY6 8311504 5 B 1TES00 st e g
Brsiunre Profis
e 4 Memory W1 VB Gal %GB CeploymeiOal  Cotaine Mpema) v

1 =
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ENeS Fir 2 Tavr 4 neEmy—Ex [

FIOFETEMLEY—EZAD U X R ZO_N—JIZFRENET, KT /31 A ZBHE
fFronizry NU—27 ZBMEZIILEECTCE £,
ot don bt bres ———————_______X]

Add and Configure Virual Services
507y 50 84 10 your branch Sevice. You will be abile 50 further CUBIomIZe YOUr BENVCHS In The Advanced Proiie 0noe your sandind Sonfiguration i compite

a R —
5 e oo M|

ROUTER 1 Remster CPUL 2 wCPUs, Mtwmory: 4096 MB, Disic 8 G8
irtngrmtemt (VNIC 1D 00
h CEOOSRICN (VMG 1D 1)
¥ RREWALLY Firewat CPU 4 ¥CPU, Memery: $192 M8, Dk 5008 Biteetucets) e
rrgret.oq (VOC 1D )
servicenet (VIRC D 1)

NFVIS 4.4 LI CiX, [Preview Topology] #7 UV v 7 LC, BM&N/=Hh—EAD hknm
VEBER Yy U= L EBICRRTEET, Rey ¥ U A=a—% I L C[Filter
View] BN L, LERIF—E AT ERRTEET,
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Configuration Preview
Shown below is a preview of your current services topology.

sdbranch-small ENCS-5400
Filter View
lan-net, GEO-0-SRIOV-1, mgmt-net , service-net, ROUTER_1, FIREWALL_2 b
GEOD-0-SRIOV-1

SERVICES SERVICE NETWORKS

FIREWALL_2 ROUTER.1

vnic: 2

lan-net

BACK

7.  [+AddInterface] 7 U > 7 LTH LAY NT—Z ZBIILES, HrLOFRy hT—2
WZBEAM T BTy U OFEAE A LET,
BEfFDA 2 —7 = A ACBET 252 ER LET,
[Confirm]| Z27 U v 7 LET,
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Add and Configuee Virtual Services
-

St a v 53 your Draneh SEvice Vou will be abie 50 further CuBtomiDe your MTEcet In The Advanced Profile once your s2andand corfigunaton it compiete
small
[m——— T A raquires minimum 4 vnics, 1
Sebocted Togskoy: (2) VIt I8 insavtid and network
oy e Momory 4192 MB Dek 30 GO OcplomentDiek  Destoe letenal) v o in reenaiining vrics is modified ~
VIeg 10 Connected T o
0 mgrenet -
g i Connested T L]
1 oTe—— Ackd Mew network and Bridge
[P ey s =]
P X || dwpowcs x ]
Bridge Port/ Interface Made WLAN [Optona)
ek -
e Cometted T Change from lan-net to o
e service-net
2 senieseet v
VHaC 10 Cormectea Ta @
3 [ —— %
Lty made et | andior reboot of e WM Cancel uy
t [A 3 masde may affect performance, caabe & debay and'or roqulne & | EZE - %
&
13

8. [Services] X—V T, HILWA L H—T A ALETEINIA LV H—T o ARTRTE
E RN

Vil Serviess

19 85 M0 85 o Bt Sinein. Vins will e 3 B Rarthr Suttarribe rins BATSeS I1 Uar Avaruied Proie crite piur S1aried Seefigurstion | complent

=3
(o] =)

Totsd Rows 8

Q, Sawh Cpesan v
T N [ T
! - Bouter U 2 WPy, Memsry: 40796 M8, Dinkc 8 G0 Aitertacnls) CL
% Intamgrma nat (VHC K0 0]
GE-GER0 Pk 1)
Frgrre st (VIC 1D 21
sroene (ST

REWALL 1 Firewsd P & vCPUS, Memsry: 8192 M8, Dk 5008 Anertsels) .

rgeTe et (VNG 10

v “Lan-nat” I8 upated

520526

9. SRIOV *v» hU—27 ® VLAN ZE&KT HITIE, [Networks] Z®IR L £, RSz
Py FT—=IDIYVARNT, Xy MU= BMERIIEECTEET,
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B s rzxToo7qneEmY—ER

B4 and Confire Viewal Services

Sefecta servo opoiogy 1o 0 o your Bravch device Vo wil e atie 1 e ustomiae your servces e Adanced Profie orce your s cofigurition s compie
stwan-encs ENCES400
Send T 0 5

10. WANMORXy hU—27 T, T 74V ThT7 07— RDTTOH VLAN DNFFA &
AVE7, ISRv TDotlq #&%E L72%G. VLAN [Ty hU—7 @il L £,

Selected Topology () VMFs (Router and Firewall) connected 1o (1) WAN provider

ke m

it Network
Sercce Network Name Bridge
Bridge Port) intertace Mode WVLAN {Optional}
Tk | g
O. el (gt~
PR rgL-ret trunk 1 Service(s) 4
g -ret T -be trunk 2 Service(n) #:
¥ GED-0-SROV1 trunk 1 Service(s} ‘
ROUTER_S (ROUTER)
BErviCe-net BTt trunk 2 Service(s) 4
Lan nat tante IntLAN ok 1 Service(s) :

tEBA
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cu7 ki g TL—+

\}

B NFVIS4.2.1 #7425 %y hU—27 TVLAN BRE SN TWAHEE. VNF BEO
DR & 72 DB OBAIREO KA v £4, Z OMBEZ R 52T,
Cisco vManage 20.4.1 LAfE & & T NFVIS44.1 127 v 77 L— KL £ T,

> L —
CLI 7 FA UHBET > T L— b

CLI7 RAUHERET > 7' L— &2 LT, FED CLIREZ 7 /3 ATHRITE £3, CLI

T RAUHERET L — NI Ry NI RGHEMAEDETHENT A20ERH Y £3, 2

DOHREIE, Xy N —Z R THRA T 4 TR — F SN TOWRWVEREICOMENTHZ &%

HELE L E 9,

CLIT FAVHERET > 7 L — F 2B D123, ROFIEEZFATLET,

1. [Cisco vManage] A == —7>5, [Configuration], [Network Design] DNEIZER L £,

2. [Create Network Design] ((f v b7 —7 bR P& EE/ER L TORWEAIZER) 721
[Manage Network Design] (x> b U —27 haRa PEAER LTS EICER) 227U v/ LE
D

TTUFTRAADA A=V RO EIZ~ 7 A% BB L, [Add CLI Configuration] & 3R L
£

= - o

ZOE7 T arTIE, NFVISORDERETY RN— S 57 A CLIREZTR LET, FFll
\Z2WTCIX,  [Cisco Enterprise Network Function Virtualization Infrastructure Software Configuration
Guide] [#FE] ZZML T 7ZE 0,

Cisco vManage % {3 /i L 7= Cisco NFVIS SD-Branch M i%5t & B A .
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Jc R ]

vm_lifecycle tenants tenant admin
deployments deployment deployment-ROUTER 1
vin_group deployment-ROUTER_ 1
bootup_time 600

R—bF FTvF s

pnic GEO-0 track-state ROUTER 1 1

ACL

system settings ip-receive-acl 0.0.0.0/0
service [ scpd ]

action accept

priority O

!

system settings ip-receive-acl 10.31.40.24/32
service [ scpd ]

action accept

priority 5

!

AT 4T — |k

system routes route 102.0.0.0 24
gateway 192.168.0.2

TACACS+

aaa authentication tacacs
tacacs-server host 172.19.156.179

key 7
encrypted-shared-secret ciscol23
admin-priv 15
oper-priv 14

INF—

banner-motd banner "Banner for vBranch"

KHDAvE— (MOTD)

banner-motd motd "MOTD for vBranch"
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SNMP

nfvis-snmp:snmp enable traps linkUp
nfvis-snmp:snmp enable traps linkDown
nfvis-snmp:snmp community testsnmp
community-access readOnly

!

nfvis-snmp:snmp group snmpgroupvl snmp 1
noAuthNoPriv

read test

write test

notify test

!

nfvis-snmp:snmp group snmpgroupv2 snmp 2
noAuthNoPriv

read test

write test

notify test

!

nfvis-snmp:snmp group snmpgroupv3 snmp 3
authPriv

read test

write test

notify test

!

nfvis-snmp:snmp user testervl
user-version 1

user—-group snmpgroupvl

!

nfvis-snmp:snmp user testerv2
user-version 2

user-group snmpgroupv2

!

nfvis-snmp:snmp user testerv3
user-version 3

user-group snmpgroupv3

auth-protocol sha passphrase ciscol23
priv-protocol aes passphrase ciscol23
!

nfvis-snmp:snmp host SNMP-SERVER-57
host-port 161

host-ip-address 172.19.149.57
host-version 3

host-security-level authPriv
host-user-name testerv3

!

nfvis-snmp:snmp host SNMP-SERVER-179
host-port 161

host-ip-address 172.19.156.179
host-version 1

host-security-level noAuthNoPriv
host-user-name testervl

!

nfvis-snmp:snmp host SNMP-SERVER-229
host-port 161

host-ip-address 172.25.221.229
host-version 2

host-security-level noAuthNoPriv

host-user—-name testerv2
|

TI7ANENTF— R T A

system settings default-gw 172.25.217.1
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ENCS A A v FDfll # > VLAN CLI D% v
\Z VLAN #iPHZ 3% E L £ 9, VLAN &l DO
3T A—=2{bT&, 4 RMEA D VLAN i
FHONY == g VERET DDICEN L FE
R

GE)  Zoa~r Rid, NFVIS 4.4 L&D

N=Va TOHIR—FEE
ﬁ‘o

switch vlan-range 1,100,200,300-305
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cuz kr s IL—+ I

ENCS A A v FDOFRE : 7/ 17—,3L VLAN,
7 7% AVLAN, F7 27 VLAN, %A 7 4
7 VLAN, A= 7Y)—7na hal, R—
NFYxr, Ty 7 AT—h, HE T=
Ty 7 A BLUQoS
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switch

interface gigabitEthernetl/0
track-state ISRv 3

!

interface gigabitEthernetl/1

speed 100

duplex full

!

interface gigabitEthernetl/2
channel-group 1 mode auto

!

interface gigabitEthernetl/3
channel-group 1 mode auto

!

interface gigabitEthernetl/4

speed 100

switchport mode access

switchport access vlan 100

!

interface gigabitEthernetl/5
spanning-tree disable

!

interface gigabitEthernetl/6

speed 1000

duplex full

switchport mode trunk

switchport trunk native vlan 101
no switchport trunk allowed
switchport trunk allowed vlan vlan-range
8,113-114,130

!

interface gigabitEthernetl/7

gos cos 3

switchport mode trunk

switchport trunk native vlan 999
no switchport trunk allowed
switchport trunk allowed vlan vlan-range
255-257,999

!

interface port-channell
spanning-tree mst 1 cost 200000000
spanning-tree mst 2 cost 200000000
switchport mode trunk

no switchport trunk allowed
switchport trunk allowed vlan vlan-range
100,126-128

vlan 1
vlan 8
&lan 100
vlan 101
vlan 113
&lan 114

vlan 126

vlan 127
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!

vlan 128

!

vlan 130

!

vlan 255

!

vlan 256

!

vlan 257

!
vlan 996

!
vlan 997

!
vlan 998

!
vlan 999

!
gos port ports-trusted
gos trust cos-dscp
spanning-tree mode mst
spanning-tree mst 2 priority 61440
spanning-tree mst configuration
name mst_LAN
instance 1 vlan 996-998
instance 2 vlan 100,126-128
!

!

NFVIS & /b—4% VM O H—IP 7 K L A {3k | single-ip-mode vm-name
%? deployment-name-of-ROUTER

NFVIS L JL— 2 VMEDE—IP7 KLADEE

=5 EREDERE

Hees 1) 1) — R IE$R Bl

NFVIS B L 0VL—% VM |NFVIS 4.5 ZDY J—RATiL, NEVIS &/1—% VM

PHE=IPT FLADY | Giseo yManage U U —= | PHITHE—=O/T Y 7P T KL 2 & ff

AR— b 20.5.1 LI 3 572DV R — kA SD-Branch
Va—3 g MRS TWET,

BE—IP7FLRAEFEODHE

B, BT UTRETIE, £7 7TV A MZ2o0RXT Y v I IPT RUARKLETT,
I DIENFVIS HT, 95 123 —4% VMHATT, B—DIP 7 NLADIEFERHFR— M
TV, 770 FH A MZEID S ToNZH—D/7 U » 27 IP7 KL A%, NFVIS &
NFVIS I[ZEA SN/ —% VM O THAETEET, ZOMEIX, LER7 U7 IPT K
VADEE T OIZHIR L, V=2 NEEFERETH>THLT T F A MIREIETEDLLIICL
£7,

Z DOMEREA R ET HITIX. Cisco vManage O CLI 7 KA UHERET > 7 L— b &2EH L £ 7,
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Cisco NFVIS SD-Branch ¥ ) 2 —< 3 > @&t |
B =-r7rixssons

BE—IP7 FLRAEFOLEH

« 7T FHA RONFVISIZIZXT Y w7 IP T RLARE D Y THRTONET, LERH
—IP 7 RLAFREIX, CiscovManage D7 N4 CLIMRET > 7' L— M &2l L TRRE &
NEJ,

« Cisco vManage | Z OF%E%A NFVIS IZ 7 v > = LEF, NFVIS X, BRI T\WbhL—%
VM IZ WANIP 7 R L R &gt L E T,

s BN VMIINFVIS DF— U= A & LTHEREL E 7,

« NFVIS IZ, BB &4/ VM 24 L CTNFVIS A > ¥ —F% v hF— b7 = A IZEHIMIIZ ping
Z %47 L. NFVIS & Cisco vManage D#ft & it L £9, NFVIS 281 ' #—x > h 7 — b
U = AR TERWIGE . IROLEP T ET,

1. NEVISIZEENL—F VM A vy hE T LET,
2. VMIZEIW B TOHNAIPT FLAZHFERLET,
3. Cisco vManage & Ol {ll#560 O L 2 il £ 37,

HR— RO VM

NFVIS L/b—Z VMEOHE—IP T FLZAOMAX, RONV—F VM TOHYR—FShET,
» Cisco Catalyst 8000V Edge ¥ 7 k7 =7 (Cisco Catalyst 8000V)
« VAP AHEREAEL—F (ISRv)

« Cisco vEdge 7 7 7 R/L—%

B—IP7 FLAXEBDEE

ATFYvT1: IL—2 VM ZEET S

KON, V—2 VM IZE D DHLENH H SDWAN NAT DIA i EE R L TWET, ZOHFIT
I%. GigabitEthernetl (X NFVIS @ int-mgmt-net % /I L CHefE S 7z MGMT A % —7 = A AT
7. GigabitEthernet2 (X, NFVIS @ GE0-0 # /1 L THzft S4172 VPNOWAN A > % — 7 = A X
Tj‘o

vrf definition 500

|

address-family ipv4
exit-address-family
|

address-family ipvé6
exit-address-family
|

interface Gigabitethernetl
vrf forwarding 500

interface Gigabitethernet2
ip nat outside
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ip nat route vrf 500 0.0.0.0 0.0.0.0 global
ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernet2 overload
|

VRF 500 (£ 1 2OFITHY . 0B L5122 USNDIEEDOFH Al 7= SDWAN VPN FHE (0 —
65527 OHFiFH) ICEE TXET,

GE)

)

TV RY =z ROBREFNCOWTIE, ek 2SR LTES0,

ATFvT2: B—IPF7RLRAEBEDOHTE

NFVIS &b —4% VM O TH—D IP 7 KL AMEFZHNIT D720, CLI T KA HERET
Y7 L— MIBOLMEND HREGIZRITRLET, ZOHITIE,
deployment-ROUTER _1.deployment-ROUTER 1 [Z/b—% VM D&% T3,

single-ip-mode vm-name deployment-ROUTER 1.deployment-ROUTER 1

GE)

T RY = ROFREFUIHOWTIX, k] OEEZZRLTLEE N,

B—IP7 FLAXBOHER

WIZ, B—IPE— ROAT —X A %fERT 5 1227 % show single-ip-mode =~ > KD
MOl ZRLET,

Device# show single-ip-mode
single-ip-mode state active
single-ip-mode state-details "VM alive"

RIZ, Cisco NFVIS & Cisco vManage O fili#l4#5¢ 4 fest 7~ 5 72 12 H 7~ S show control
connections=~ > KO Il # R L ET,

Device# show control connections

PEER PEER
CONTROLLER
PEER PEER PEER SITE DOMAIN PEER
PRIV PEER PUB
GROUP
TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
PORT LOCAL COLOR PROXY STATE UPTIME ID
vmanage dtls 10.10.10.29 101 0 172.19.156.234 12846 172.19.156.234
12846 bronze No up 0:01:41:22 O

Cisco vManage % {3 /i L 7= Cisco NFVIS SD-Branch M i%5t & B A .



Cisco NFVIS SD-Branch ¥ ) 2 —< 3 > @&t |
B =-r7rixssoms

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A



B,
=% =R

CiscoNFVISSD-BranchY ') 21— 3 VD E
A

BADE T g Tid, NFVIS WAN = v UF 3 A &8 AT 5 ETORHREEIZ W CELH

L.
j—o

FTORIEISERF VAT 4T F T a0 R —T 4V TRFEC DWW T L &

* NFVIS WAN = v U F ViR —F > 7 DRI (53 X—)
« PnP 72t Z & ffi [l L7= NEVIS WAN = v 5 /3 2 D8 AHE(G O RTHESIE (54 <—3)
T T U RT AT a v R LIz NFVIS T8 ZADF LV R—F (7 (55 ~2—

V)

NFVISWAN T v A VAR—T 4 VT DREHRSHE

WAN Edge DA R —F 1 > 77 atw A &ERET HRIIC, ROFHESRMENHIZ S TND Z &
ERER LT EE N,

NFVIS WAN = V7 /3 A%, Cisco vBond A —7% A L — % 5 X O Cisco vManage (ZZ
EARE T,

SN WAN = DT NA ZADHRT A U A M, WAN = D781 ZZ2iB/NL,
PnP R—% /L TvBond 2 b —F 707 7 A JVZHENIF 5 Z LIZX > T, 9TO
SD-WAN = hu—Z (27 v 7r—RNShEd, "UA I A L TFrEeYa=v7 77
AViX, PnP AR—Z L4 m— R LT CiscovManage (27~ 71— R L7= V| [Sync
Smart] 473 a > % H L T Cisco vManage |Z[RI#] L 72 W & £ 7, CiscovManage |%, %
TIDORTA M) R MEBMO =y hr—Z A LET,

A\

B EREICERISNSZY 7 727 WAN = v OF N
A AZE, V=T FERIEIV I TAESNDH Y FHE A,
ZOLIRTFNAALADELE, VT NI =TT AL AN
PnP R—H VBN ES VD & PaP H— —[F—E D
VU TNESEAKRLET,
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B ror Tt EEALE NVISWAN T v OF /34 R DB AEFOTREH

s WAN T v UF /N4 R L, FEBAEOIRREN [Valid] F 7214 [Staging] TH AL ERH D F7°,

Cisco vManage C., [Configuration], [Devices]. [WAN Edge List] DJIEIZE) L, WAN Edge
TNA REHRFE L E T, [Validity] F1T. 7734 A8 [Valid] & 7213 [Staging] REEIZ 72~ T
WHZ e aER LET,

Cisco vManage

[Tl [ conFiguraTION | pevices]| h
WAN Edge List Co i

m'm:- 00
[+} T Total Rows: 54

520527

B [Staging] JREED WAN = v 7 /34 XL, SD-WAN =
v hu—7 LofiEEROHR ML LES, T2
L= g wmi/?¥ﬂ4xﬁfiﬁiéhi
Hho 7L RAZFERIIA VA= RTHITE, T34
x@ﬁ%%mmmgbgwmapﬁﬁﬁém%#%w
%9, CiscovManageC, [Configuration], [Certificates],
[WAN Edge List] DJIEIZE LT, WAN Edge 7 /31 A
Z IR L, [Validity] 71 CHRREZ [Valid]lZZ2H L T,
[Send to Controllers] #7 U v 7 L £,

*WAN = v UF /A ZINFVIS V7 b U =T H#FTLTWALERH Y 97,

PhP 7Ot XZFEAHL=NVISWAN T v F/\f ADE
AEHEDRMRE N

PnP 7’12 X% L7z NFVIS WAN = V7 A ZADF VAR —T 4 72OV T, IROHFIHE
SN ENTNDEZ L 2R LTI EE W,
« T35 H AT ENCS NFVIS 734 A%, FQDN®devicehelper.cisco.com % fi#if: L, Cisco 7
TURRANIDTZ 77 v R A e — N—IZEZFEL T, vBond = hr—F{F
W, HBL, B A —T T4 Xb— F CAFEFHELZRE CTEOLERHY T (=
VE—TF 4 X)b— |k CAIFIE) |
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T297
DA R

\}

F55F U RTLA TOeREEALE NS Fiq 2ot vi—F 125 [

T —bANT T F T a U EMBHLTAYAR—T 4 T LHENIC, WAN =y V% T3
TR DT 7 40 MEREICT D LENDH Y 7,

A\

B ENCSNFVIS 7 /3 A AL, #E|ZG L TT /3 ATCLI
avy REFEH L TCLHHAREOT 7 4L MIERET
& F 7 factory-default-reset all,

« http://software.cisco.com @ Cisco PnP Connect #—/3—{Z|%, ENCS NFVIS WAN Edge 731
MEd, vBond = bR —F 707 7 A JWZEEN T BT T A ABBETT,

[Cisco Software Central] > [Network Plug and Play] > [Plug and Play Connect] > [Devices] (Z %’7@]
L. BIESHT S 37z [Controller] 70 7 7 A W TT ANA ANHHAAEETH D Z L 2R L
K

FTLA4 70X ZEFEALENVIS T/A1 X

—Ta4 T

NFVIS WAN = v Ui, BN PnP 72 A2 L > T SD-WAN A —_—L A %v hT—7|C
FrR—RESnET,

G¥)

HRED T 7 4L kD NFVIS WAN = v 27 /34 ZA|Z1E, PnP THAR—hINdH A ¥ —7

A ADREFNCRESNTOET, T ZZIIPT FLAZEICEE L, SD-WAN = ha—

A B LET,

1. PP XfinA v H—T A A% A H—Fv F WAN b T AR— MR LET,
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B 577 7L TR EEALE NVIS 734 RDA Y R—F 1 25

devicehelper.cisco.com

r..

viManage

b

ENCS5400 L R

BRI SROYZ BV SROVZ

_wandy wangbi

wane wand. et

Manage=nat port
102001

DTLS
MFVIS
Inl-rrgri-nem

lan-nat
asbr

--------
EOKICEEN D FIEEZLLTFCTEE LB LET,
1. ENCS T4 ZDOEEE AL, WAN A ' F—7 = A A% GE0-0 (Z#55 L E7,

2. ENCS |2 devicehelper.cisco.com (Z#%#¢ L =9, ENCS i%. PnP Connect —/3—71 5 L—
FREEZ G L ET,

3. ENCS(%vBond IZVU %A L7 F&EE 7, PnP Connect —/3—(%, ENCS 7 /31 AD
fRAE % [Pending] 7> 5 [Redirected] ([ZZH L7,

4. ENCS . ZDAT 7T Cisco vManage (Z B BB GRS E T,

2. GE0/0 "— + % WAN [Z#5t L. ENCS 531 ZADEFRE A I LE T,

e T =R T T, TAAAET v T A MY —A WAN BE25T /3 A A3 DHCP 7'm &
AxLTIPT RLVA, F74 Vb= U =1, 3L DNS HHRZERIHSE L

i ‘a—‘o
* WAN = v U5 /31 AE, devicehelper.cisco.com % ZTP H—/N—|Z$E#5i 7 5 7= D DNS
POREZITVET,

cWAN T v UFT /3 A AL, A2 7 77 RTHRA FEI TV 5 PnP Connect V—/3—|C
@Uib "j-"_’/\"_“(munﬂ:.j—éf; R ) 7/V§%%%ﬂi\‘ Lij—o

 i8FE#4 . PnP Connect N— % /L& vBond A—74- A h L—& k4. BLOL— NE
HEICET DAL £,
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3.

F55F U RTLA TOeREEALE NS Fiq 2ot vi—F 125 [

\}

B ¥ —7T A XN— kCAGEHELZMHEHT S ER
DA, T3 AL, HTTPS 71 b2 /L&ffif L
T, =X —7F 4 X)L— |k CA iiFHE% vBond
IP7 RLUAEZIEIDNS BLOMMA & & bicy Y
ryu—RLEd, ZOFEHRIT, vEdgea hr—7
& OFEBERZ BAT D T2 DICWAN = » UF /3 A
Az ko THERENET,

o ZDBFET PnP AR — 7/I/i WAN T v T /34 AHN PnP #£H CvBond 2> h—7
WU XA L7 hENTEHAIT, [Redirect Successful] A7 —#% 2 &R L £,

Wiz, EFIZY ZA L7 hERSD ENCS 5412 Of &R~ LE T,
“ C @ softwarecisco.com/#pnp-devices aQ T

» Phug and Play Conmect

Plug and Play Connect

Devices

4 Add Devices. 4+ Add Sofware Devices. / Enatéie External Managemant o o

Seriad Murmber Base U0 Product Geoup Controter List Modied Stan Actions

ENCSS12M WS
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vBond A —4# A b L—H|Z X BERGEH%. Cisco vManage 1E#1Z, NFVIS WAN = v 5 /31
ATEGERIN, BEX a7 pEm ey LET,

o TN AE, CiscovManage & DX = 7 RfilflBEG 2/ L LD E LET, T30
ANNTRRTED 72K, VAT ADIPT KL AL LT0.0.0.0 5 L T Cisco vManage &
@?ﬂﬂﬁﬁ?wﬁﬂi‘?ﬁ%ﬁ%i LET,

c TNA AT T 7 A )V WAN T T 8 ANTHHET D & . Cisco vManage & 41
T ZZ B LORETE D LR 3, T RA28HT 5I121E, /k@$

JIE 25847 L £ 9,
* [Cisco vManage] A == —7>5, [Configuration] >[Network Design] # 4R L £,

s [Attach Devices| #27 U v 7 L, Fv hU—7 bR Y EOT /A AR £
‘a—‘c

Cisco vManage % {3 /i L 7= Cisco NFVIS SD-Branch M i%5t & B A .



Cisco NFVIS SD-Branch V1 2 —> a > OEA |
B 75072 FTL1 TOEREERLENVIS T34 RDA Y R—F 1 5

Cisco vManage

[Pl 13 CONFIGURATION | NETWORK DESIGH

N

L '
Q " piz-inte
-]
1'.
] AR
:
branches i

Cisco vManage

H £ COMFIGURATION Metwork Desig Attach Devices
Attach Devices
= |

520531

AEHFRRT AA ZADY A NRR Yy T T v T T4 RUCERSNET, A
BEZR U A M DIFEDT NA AZBRL, REIZf - TRIRLIZY X MTBEIL
iﬁ‘o

[Attach] 27 U v 7 LET,

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A
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F55F U RTLA TOeREEALE NS Fiq 2ot vi—F 125 [

Variable List (Hover over each fiekd for more information)

Chassia Number ENCSS41 2K FOLZ22681HZ
System IP [*SEE]

Hastrame wnebBencs

Cusstom VHF Property(ROUTER_1_VPNOWAN_IP) 1021681 88

Curtom VNF Property(ROUTIER_1_SYSTEM_IP) 168119

Cusstern VHF Property(ROUTER_1_VEDGE_ HOSTNAME) B

Cumtom VIF Property(ROUTER_1. M T S b O 1900
Cuvtom VRF Mmt&l_:%m_&\‘m!ﬂ 1921681300

Cutom VHF Property(ROUTER, 1, VMO, MASK_LENGTH) 2

Cavtom VNF Property(RCUTIER1_MGMT_IP) 162168681

Cumtom VYNF Property(ROUTER1_SERVICE MASK_LENGTH) o

Cundom VHF Property(ROUTER, 1_MGMT_MASK_LINGTH) =

Custom VHF Property(ROUTER_1_0T) BT TieedSTebb0 | EIBAIII 0N
Cumtom VHF Property(ROUTIER 1 _SERVICEIP) WIS

Custom YHF Property(ROUTER_1_SITE 10} “

Custom VNF Property(FIREWALL_1_ADMIN_PASSWORD) e

Custom VI Property(FIREWALL_1_DAS_>_ADDRESS) 1921681100
Cutom VKF Progerty(FIREWALL_1_MGMT_MASX) 2552552850
Cutom VI Pregerty(FIREWALL. 1 MGMT_IP_ADORESS) e isaee
Cusstom VIF Property(FIREWALL_1_MGMT_GATEWAY) 192168581
1] e ntetd)
Cussiom VIF Pregeriy(FIREWALL_1_FIREWALL MODE) o
1Pvd Addrosal profia-lengthivpn i ipwd address) 102168260724
Hestramelsystem_host_name) Bty

System P{ayitess_syem ip) PIRE] |
$ite D{vyvtem_site_i) o v

[ oo [ e IS

o TRA ADLTIE YV U w7 L, [config preview] ZHR L £9°, BIRL7=T 31 A
WCEEMITONTVWAREEZ L E2—TXET,

HLWCLI T RAUHEEET v T L — b BT A AT L— R 2 2T
HoyF+rhrE, REN~—IVEN, ZIICHERENET,

Cisco vManage % {3 /i L 7= Cisco NFVIS SD-Branch M i%5t & B A .
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[Configure Devices] %27 V v 7 LT, REEZT A AT v a LET,

Cisco vManage

£ CONFIGURATION  Hetwork

Devics Template Totsl
ND_sdbranch-small_smaill... 1

-

ERCSS412/KS-FOLZ22681HZ
Eteblenceigd1.1.1

t

2 systes
Device list (Total: 2 devices) ¥ e{ ’ .,
Jevice-sodel vedge- nfyis-ENCSS4
Filter/Sear: hast-name siteeS-encs

systea.ip
site-id

68.1.1.1
&8

again-tech-en-fallure
sp-organization-name  enfy-sdwan-CL

organization-nane enfv-sdwan-CL
device-version 4.3.1-FC1
veond 192.168.1.150 pert 12B46
logging
disk
enable
sas

server-auth-order local

uger adadn

password
secret

SESmOVENAR s LY IVYIE peYHAPe s 2D gNOpy SR aanvPASCABLHE 1 bohE TdpIiS LLIRSSPXSECYGE Dk 4kt 2 PSRESTLRT Y
$9511263. WK 31604, $EVECRIqBS0E4 TIrklq . vWpBFEd. rayaMYREVaeRNSBe

privilege 15

user kramesh

password

$6525TO1AR381N05. SKOLBLONYVYTQe4)] Jie JLaxVGNSaz/ yrFLpHFNOk 120, INGZAWE1pARFQK FQs S0t wdpManE St SN

THRAAGHRET DL 2BADTNAA AN AR VITEFICI I n Y a =07

Sl 7z Z & AN [Network Design] BifiIC R RENET, 207 4 Fal— a0
HHBRBBRLIZT A AT v ashET,

i T e——

Successtul provision of the second device
BEBLhed b MTplate

+ [WAN Edge List] CTH#5t

L
Lntbdetit 1, At 1020 134005 P04
default . biz-internet
(private) (public)
22Mo0m0
o3 D D
small alpha beta
sdbranch-small sd-branch
©
o
1 Segment 1 Segment &
o
uwy

TNAZADENELHRTE LT,

FHEEA

520535
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F55F U RTLA TOeREEALE NS Fiq 2ot vi—F 125 [

B X OEHRTNA RO T n ey a =77 —0%, Cisco vManage |7 /31 A
DYATAIPT RUATNFVISIZIGE L, VAT AP T RLAZMEHLTTA
A A CHHIRNCFHRIEL £7,

VM Status

520538

c RIT, WAN = UF N, AT, RESNTZV AT AP T RLAZHEHLTTRTO
SD-WAN =2 h©—% (Cisco vBond, Cisco vManage 2> b 7 —7) ~OHfilEHEG %
FBIL., SD-WAN A —_"—L A v hT—Z 2B L £7,

Cisco vManage % {3 /i L 7= Cisco NFVIS SD-Branch M i%5t & B A .
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. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A



=6~
=% =R

CiscoNFVISSD-Branch ¥/ ') 21— 3 U D
1F

CiscovManage Z i L T, WANTZ v VT R, RAEE=H, T TN a—T 407, BIO
BHTEXET, 22T, BRI T a—T 4= VT OFIEIZOWTHL

Eﬂ L/iﬁ—o
« Cisco vManage Z £/l L 72 SD-WAN 22 7 R—3R > hDAT — X ADEEM L EHL (63 ~—
V)

cTFNRARF U R—=F 4 T DT TN a—TFT 47 (68 2—)

Cisco vManage Z#{&fA L= SD-WAN O U R—AR > DX
T—RADEREEE

Cisco vManage ¥ » ¥ = 7R — RHE[E 2 LT, SD-WAN 4 —/X—L A X kT —7 OLRYY
REEE=X LET,

FINA RRA 212k B SD-WAN O U R—3% > FDELE

1. CiscovManage A A > % v ¥ ah— KT, ¥ v aih— REHEO EEHIZH 5 [Device Pane]
ERARLET, TDO( iZ1E, Cisco vManage 7> H A —/N— LA X v b7 —7 @ vSmart
2> hr—7, vEdge V—% . BLOvBond A—747 A b L —HF ~OFT T OHIEBEHGEIFE
IRENFET, A L. vy BT —2Z ND CiscovManage D A7 — X A HLFoR S L E T,
FNTD SD-WAN = U AR—F o S DEFENFEL STV D Z &l L £ T,

uE
L]
a
-

Bk

520539
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B 7 xR/q2i2k B WAN Ty S5/ OB L BEHERORT

TINA ARAL U[ZESHWAN Ty T/ ADFH EHEHBERDERT

1. CiscovManage A A > % v ¥ ah— KT, T3 AkatE@ e 2R 7 5103, FeEicix
WANTZ v YD EIZHD ETORE 4) 227V v 7 LT, SFEGOFEMEREZZLT —7
NaERRLET,

520540

2. T—7 /Wi, [System IP]. [Site ID]. [Device Model], [Software Version] 7 & 23 /R X i
FI, TAA RAEHOFHEMIZONTIE, FITORRBIZHH[...]EZ7 U v 7 LTLIEIN,
Z 275, [Device Dashboard], [Real Time data], % 721% [SSH Terminal] {27 7 B A T& %
j‘o

ecoof]

520541

[Device Dashboard] (Z1%, T /34 A D [System Status], 7 /3 A [Module Hardware Inventory]
. [CPU & Memory] DV 7 /L% A AifaHERPERINE T,

- —
© E e n
- a Mol

-

5 B Temesr

=)
81.00%

520542

[Real Time] (1%, [Site ID], [Vbond], [Hostname], [Latitude], [Longitude] 7 &, 7 /3A &
DIEEARN 2V AT MEBRPFRSNET,

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A
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CLl 27 > F#{#H L 1= Cisco vManage SSH H—/3\—4 v L 2/ R— KIZ& 5 WAN T O F/3 1 RDER .

=
o
a
-

[ ]
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WAN T v TN ADA o H—T = A A%&J LTz [Control Connections] 72 &£ 0B INE
IZ. CiscovManage 7 HE/RTE £, [CiscovManage] A = = —7>5[Monitor] > [Network]
ZIEIRL, VA MDD T AL ZAZRIRL T, O RSRANET A AEFRERLET,

e0

520544

CLl <> KF#%{#EHA L 1- CiscovManage SSH H—/\—4% v & 21 7R— KF(Z
KBWAN T v oT/Nf RDEFR

1. [Cisco vManage] A = =—75 ., [Tools] > [SSH Terminal] Z3#&K L £ 7,

Cisco vManage % {3 /i L 7= Cisco NFVIS SD-Branch M i%5t & B A .



Cisco NFVIS SD-Branch v/ 1) 2 —< 3 VD #gE |
B wan o o7 0B, B BEUBED

Cisco vManage

33 CONFIGURATION | NETWORK DESIGN

T————  SSH Terminal
Operational Commands

Template Migration (Beta)

520545

2. [Device Group] 72>5 WAN = v V&8I L 7,

WAN T P53 278 SD-WAN 22> f e —F L DY o 7 72 filiEBG 2 Mt L7228 9
I WEFR4 5121%. show control connections=~ > K& AL E9,

Cisco vManage
'a\ TOOLS | SSH TERMINAL

Devies Group

O\

Sortby  Reachability

vrnanage

siteb8-ancs
68101 | Site 1D: 68
Fieachabie

520546

WAN T v T/ ADFE. FlE. ELXUBEE

1. [Cisco vManage] A == —7/>5, [Monitor]. [Network] DNEIZEIN L FE 7,
2. WAN T v U7 A 2 &R L £,

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A
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WAN T v O34 208, #it. ssvEes [

3. TAAL ARSI NIZVM O U A FBNHEEICE R SNET, VMOBIZHD[..]E27 Y v
7 LT, T, A% s, Fik, FEBEHhLET,

Pl 0 MONITOR  network » WNF Status

Select Device = DICSHOTI211002E St 1T Devios Model ENCS-3400  Divice S0 EHCSSAOANS )
(]
VHE Statn
e
tseetsce Q Seasch Options
‘.\ Contrel Connectng |
Harne ste | cPucorns) | Memory (in MB)
Ll st Status. AS Ry ] 1 048
vEdge o H 2048
- Everts
Linu (] 1 1024
o Eae

WOHIE, VM DEIEHFELE VM D AT —F A0 \bE R LTHET,

Are you sure you want to stop the VM?
This VM will be Stopped.

Cisco vManage % {3 /i L 7= Cisco NFVIS SD-Branch M i%5t & B A .
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B 7 xtok—Fsov0r5T002—F000

\}

B VM ORAT—H A %FKpT 5121, Cisco vManage A = = —7>5[Tools] > [Discover
Network] % 2 L £ 3, [Device] &4 L. [Rediscover] &7 U v 7 L THHTD A

T—A A& FMLET,
Tl L MONITOR  mictvork = WNF Status
Select Device = ENCSS408-2211.00.22  SAeifr 22 Device Model ENCS-5400  Device SKUE ENCSS400%e @
f=|
VNE Status
e
Intedtaze Q Search Options. v
W ool Connecions
I [ I T =TT
=3 System Status ASAv (] 1 2048
2 2048
- Events
o 1 1024
[} Real Tire

vmAction vmName Linux actionType STOP/START/REBOOT ==~ > RZf#H L T VM %2
g AF1k, FREHESHTLIILHTEET, VMDAT—F X2 EKRT HI21E, show
system: system deployments 7= |Zshow vm_lifecycledeploymentsall =~ > R &2 L £,

Device# vmAction vmName Linux actionType STOP

Device# show system:system deployments
NAME ID STATE

ASAvV 1 running
vEdge 2 running
Linux - shut

TFTINARFR—TFT 429D STV a—Fa28

TR, R N T TN a—T 4 VT FRIBIZOWTERA L ET,

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A
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*UR—F 1 T ORIBEDBEY
ZITHEH. WANTZ Y UT N, ADF VR —T 4 77w ARIIRETHAREROH DD
— R 7 RIRE L . RIREA R B - O OHER SN AR FIEICHOWTEHB L E T,

1. WANZ v T A4 AN SD-WAN 2> b —F L DX o 7 il ez e L-2 L &
R4 5 121%. show control connectionszt~ > K& AJJ L £,

520547

2. WAN=Z v VTN, AOFRFEIMEH END T A A7 a /3T ¢ g7 HI2iE, showcontrol
local-propertiessz~ > K& A S LET,

520548

HAT, RO EZERLET,

Cisco vManage % {3 ff L 7= Cisco NFVIS SD-Branch M %5t & B A .
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- Sl

« VAT LoRT A —H L, organization-name & site-id & L D ICRREIN TV D

» certificate-status 33 & UX root-ca-chain-status 231 & A h—/L I T\ 5

« certificate-validity 23BN 72> T b

+ dns-name 73 vBond IP 7 KL Z/DNS #fg L T\ 5%

* system-ip 23a% i S TH Y . chassis-num/unique-id 33 £ O serial-num/token 237 73 A A

TR EE

FRLO/NT A=K X, Bt AL T DRI SD-WAN 21> b —F CARAGRAET B 729
WAN = v V7N, ZA T TE D LERH Y £77,

3. WAN T v U7 /34 276 vBond =2 >t —F OEEAREME 2 MRS T 2 121, ROFIHZE
FITLET,

520551
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4. WAN T v U7 /34 A8 SD-WAN 22> b1 —F & O & ML T 72041, show
control connections-history =2~ > K& AJJ L CTRIMDOBEH 22~ L £ 9, [LOCALERROR]
B L [REMOTE ERROR] #| 2 Fr LT, =7 — Dz EL £,

520552

LLFIZ, WANEdge 7734 A28 SD-WAN =2 > b 12— 7 L Ol & it CE 72 W O
—HE R LET,

CRTVERFL : =7 —JIRfEIX, WAN 7 /34 A & SD-WAN =2 b r—Z D /L— ks CA FEH]
EOR—HMNFRIKT, WANT v DTN, ZAOFRIEN KR L2 & 2/Rr L E 9, vEdge T /N
A ATl show certificate root-ca-cert Zf#i ] L, 10S-XE SD-WAN 7 /31 Z ClX show sdwan
certificate root-ca-cert Zffi fl L C. [A] UREIE)S WAN Edge 7 /341 A & SD-WAN =2 k1 —
FIA VA= NENTND I LR LET,

CTorgNMMIS : =7 —iRfBIL, SD-WAN =2 ko — T TRRE S AV Mfk4 & bl LT,

AP —E LW T2 DI WAN = VT S ZAOFERENKIR L7 Z & & /R LE 9, vEdge

7 /NA AT show sdwan control local-properties Zf# ] L, 10S-XE SD-WAN 7 /34 A C show

sdwan control local-properties Z i L T, XT? SD-WAN =2 > 7R — % k2% SD-WAN E&
BRTH UAHMA TRESNTWVDLZ L2/ LET,

NOZTPEN : =7 —IRFEIX, 4> R—F 1 > 7 vEdge 7 /A AW ZTP H—3— L ORI
HHBRTA RV ARNTNRAZAD—HTIERNWZ EERLET, S VI RZTPH—/3—T
show ztp entry ZfHH LT, T34 ADKT A FU A N ZMERLET,

NOVMCEFG : =7 — R 7 —% AL, WAN = 7 /3A A7 Cisco vManage D7 /3 A AT
T —hMNITH v FENTWRNWILEZRLET, 2TORT—X A3, HEIENA TV 3
v PP E7ILZTP 7t R) AL TT NS A2 TR —FT 4 7T 5L XITERE
n\i‘é—o

VB _TMO., VM_TMO., VP TMO, VS TMO : Z D= F—[X, WAN T v JF /34 AN
SD-WAN Z2 > ha—J |[ZBIETEX W L 2R LET,

5. WAN = U7 /A 2Dl & gt 4 2 121L, D show 2~ REMEH L E T,
+ show control connections
« show control connections-history
+ show control connections-info
« show control local-properties
» show control statistics

« show control summary

Cisco vManage % {3 ff L 7= Cisco NFVIS SD-Branch M %5t & B A .
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B —roammEswAN Ty ST RTFBITBSTLS

+ show control valid-vmanage-id

JL—F CASEBHENWAN T v O T /N A THRBEIZHE->TLVS

FUR—=T 4T T T b T =D — s CAF = —FEAER WG E. T3 AFGET
KL ET, TN AFIEDO KK TIL, SD-WAN 2> s 2 — 5 ~ Dl 2 ML TX 8
Ao WOTFNEIT., TAA AT HF—F2 MIA— N CAFEHES A VA F—LTBFEET L
Tb\iﬁ‘o

TRA AlZua 7 A > L., show control local-properties=~ > K75 root-ca-chain A7 — ¥ A %
FoRrLET, OB, root-ca-chain-status 73 Not-Installed IRFETH 5 = & Z/r T H 16T,

show control local-properties

personality vedge
sp-organization-name ENB-Solutions -21615
organization-name ENB-Solutions -21615
root-ca-chain-status Not-Installed

WIZ, NFVIS [Z/V— bEHEET v 7' a— R4 HiE0f 2~ LET,

nfvis# request root-cert-chain install scp://admin@10.28.13.168
Uploading root-ca-cert-chain via VPN 0

Enter directory of root CA certificate file : /ws/admin-sjc/
Enter root CA certificate file name (default: root-ca.crt) : TPMRootChain.pem
Copying ... admin@10.28.13.168:/ws/admin-sjc//TPMRootChain.pem via VPN 0

Warning: Permanently added '10.28.13.168' (ECDSA) to the list of known hosts.

WARNING!!!
READ THIS BEFORE ATTEMPTING TO LOGON

This System is for the use of authorized users only. Individuals
using this computer without authority, or in excess of their
authority, are subject to having all of their activities on this
system monitored and recorded by system personnel. In the course
of monitoring individuals improperly using this system, or in the
course of system maintenance, the activities of authorized users
may also be monitored. Anyone using this system expressly
consents to such monitoring and is advised that if such
monitoring reveals possible criminal activity, system personnel
may provide the evidence of such monitoring to law enforcement
officials.

Cisco Acceptable Use Policy:
http://wwwin.cisco.com/c/cec/organizations/security-trust/infosec/policies.html

admin@10.28.13.168's password:

TPMRootChain.pem 100% 7651 1.8MB/s 00:00

Updating the root certificate chain..
Successfully installed the root certificate chain
nfvis#

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A
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TINNARI[ZEFESN=-70T774ILDON
BHEODZEEDYHR—

*6:

Haes 1)) —RIEHR E%EA

TN A TEERE SN T-7 e |NFVIS4.6.1 ZOBREEFEHTLE, TA

R—F Fy NT—U T 774
NEERTEET,

*NHHDOXRY NU—JEFOLETICHET HHIRHFE (73 X—)
‘NHHOXRY NU—IRETOETICEHT HIHHR (74 X—)
Xy NU—2r7Fua 77 A /LONHRBOEHRORE (74 X—)

NHEDODXRY FI—VREtOERICET SHIRSEIA

e T 2T L WAN 252 7L WAN ~DEFITTR— SN TWEHRA,

o 7 27 )V WAN ZF§HE S5 121E, NFVIS §illf# & M 5 O WAN  (wan-br 35 2 U8 wan2-br)
N LUCHESIT AMLENHY £,

*SRIOVEBLWOVS A v H—T =2 AFAV T TEEHA, I, /£ VX —T AR
DMACT RLARERINDZDHTT,

cWPRR— NMIT 7N DO v B I BEIRTE EH A,
1 ODOYPER— DI E 1 DD OVS-bridge (ZEI D ¥ THZ ENTEET,

*MACT RLAEZEHETHXy NI —U <o BT ATy AIFFTENEREA, T2E& 2T,
VNIC # A 7% virtio 2°5 SRIOVIZAEETH L, MACT RLARERINLT=0., &l
SNEHA,

« 7L ——T(X, CPU &L AEVDEDAZHFH TEET, 7 L —,3—[%, Cisco vManage
EEALCEHTHIZEaBEDLET,

Cisco vManage % {3 /i L 7= Cisco NFVIS SD-Branch M i%5t & B A .




FRARHEFESNETOT7ALONBEOEEDOFR—+ |
B neeoxy ro—sastozEIcET 28R

« HWNZ DPDK OFMa~y FDAH%Z N HHOREETICEA L, Tt LT VM
DB L TWDEAIE, 7= —REDEHEHEHT L 2 BED LET, T,
DPDK ZHZNZT HIZIZ VM 2 FEE T A2 ML ENH Y 91, VM OEFBRHI VM 7 L—
NeZ B TERNDTY, LIEB-oT, BELEZAY 5 DPDK Z5%Y ORELR
NSNS D 2 L AHESE L 1,

NEEORY FI—0REDEREICET 515H

COMREEFERT DL 1 DU EOT A R INTHRTH, Xy NT—Z2 & T e Ty
ANEEETEEST, Fa—ULR_TGRA—2OEHE, —t2Lxy hT—7 DOREDRE.
BELOWAN & LAN OREDEELZITH> Z N TEET, CLIRERZLFET ST F
KR

2y bIJ)— 70774 IILONBEHDEEDETE

TINARBETSVFRDER
Xy NI —=Z RSN TWDT A, ADARTZEET 2I121E, ROFIEEZETLET,
1. [Cisco vManage] A == —n>5, [Configuration] > [Network Design] # 3R L £,
2. [Manage Network Design] #7 V v 7 L %7,
3. [BranchSites] #7 Y 7 LET,
4. WET DT A AEMRL, WELEFE7 ) v 7 LET,
7T F L EEET HEA1E. [Branch Name] 7 4 —/L RIC4RTEZ A LET,

o

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A



| FRARIZEFEENE=TOIZ7ALONBEDOEEDS K-k

go—rnisi—snzsE |

= CiscovManage () Select Resource Groupw Configuration + Network Design O = 00
Branch X

Sifack @ AddBranch

Branch Name.

FlordvEdT2
(@ Add Device Profile

Name Device Model

FlordvEdT2dv. ENCS-5400

Circuits

gold (public) X

Next) 227 U w7 LET,

7 A MAPBIRS N TORWGATEL, [SegmentName] Ru vy 747U A N&=7 Y v
J L, B A MAEBRLET,

[Add]Z#2 VU >~ Z L. [Finish| %27 U v 7 L%,
[Save] #7 U 7 LET, BRSINDHXA TV Ry 7 AT [Proceed] &7 U v 7 LET,

JO—NILINSA—3DNEE

T — NG A= DEFIL, Xy NT—=THNOTXTOT A AT a— UL E
9, NFVIS4.6 YU U —ALIFE, R MU= TSN TNDT AN, ATH T B —r3 LR T A —
2 EERTEET,

NHBIZZ 0 =R T A= E2BETHIE, WOFIEEZFETLET,

1
2.
3.

[Cisco vManage] A = = —7>5 ., [Configuration] > [Network Design] % 3R L 9,
[Manage Network Design] # 7 U v 7 LE7,
[Global Parameters] 27 U v 7 L %7,

[SelectedDevice] Ky FX 7YX Mt BRTDHAZ v 7 Z2@IRLET, ZH0R
Z A—4 (CiscoNTP, Cisco AAA, CiscoLogging) (ZXf L TCNHHBDODE®RAZITH Z LN T
%‘iﬁ‘o

FLnY—n_—%7 17 7 A )VIZEBMT HI2IE, [New Server] 7 U 2 L, #H LWERGE
X —% B9 5121%. [New Authentication Key] %7 U v 27 LET, BEFOF— 1 —FB IV
REXF— /T A — R BB HCTXET,

Master 3L Source D/XT7 A —H HEEETHZ & HTEET,
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7. [Updatel 227V v 27 LET,

N

(GE)  NFVIS 73 ADERZFHET HI2IE, cBdge N T A—F &fiHL £,

TINARTAT7AILDER
TNARAT 077 A& NHBIZERET SI21E, ROFIEEZFETLET,
1.  [Cisco vManage] # == —7>5, [Configuration] > [Network Design] Z#4R L £ 7,
2. [Manage Network Design] #7 U v 7 L %7,
3 NHEBOERZTHIT A R %7 ) v 7 LET,
4. [Edit Profile] Z1&#R L £,
5 NI A=REBELT DT, WELTE7 ) v 7 LET,
6 WAN T, A ¥ —7 xA AIP % [DHCP] % 721 [Static] {Z7%E L £,

A

B A F =T AP EHNE L GRIRT 2551F, CLIT RAUEET 7 L— |
EHEALCIPT 74V M= U2 A ZRTETHDLENDHY £9,

7. [Next]#7 Vw7 LET,
8.  [LAN] T. [Global VLAN] D%z A L £,
9. HLWA U ¥ —TxAAEBIMT DI, [Add Interface] 27 V v 7 LET,
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TNAARTAT7AIDER .

10, HHLlWwArH—T oA ADANR= Y ) —7 1 ha/l. VLAN (VLANID) . 8L
VLAN E— RORELZEELT HITE, ENENAN=T7Y Y — VLAN (7=
V) . BEOVLANE— RO 7 4 — VW REFHLET, BEFOA V¥ —7 = A RT3 L
TINHLDOEEZEITHIZLHTEET,

= Cisco vManage () Select Resource Groups

Configuration - Network Design

O = 0 &
x
i Profie: loravEdT2cv
© w o w
Global
Gioos! VLAN
1170171 @
Discovered_VPN_1
® Addinterfaces
ntetace Nome VUAN (optionsl) =
‘olgabitEtheret! /0
Spanning Tree VLAN Mode
O Enable O Disavle O Access O Tk
eeeeeeeeeeee VUAN (opional *
gigabitEthemet]/) n
nnnnnnnnn o WLAN Mode
O Enale O Disavle O Access O Tunk
o e (D

11. [Next] &7 Vw27 LET,

12.  [Management] T, WAN 7’12 7 7 A L TORPRIZIELSNT, /> H—T = A AP %
[DHCP] % 7213 [Static] ICERETEET, WAN 72 77 A L CA LV H—T A AP %

[DHCP] IZRRET DAL, BHE T 17 7 A /L C [Static] Z B4R T HMLENH Y 3,
IGEE ISR

\Y

B AF—T = A, EDOT BT AL THYERLARNTIES D, 774/ k
DA B —T oA AZFROEEY T,

* WAN 7’10 7 7 A )L : GEO-0 % 721% GEO-1

* LAN 71 7 7 A )L DOH;4 : gigabitEthernetl/0 ~ gigabitEthernetl/7
EHT BT 7 A VDOEE - mgmt

13. [Donel %7V v 7 LET,
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143

o WAN EH3IE2ME WA R To ENCS5400 O FERE (79 ~=—3)
e NFVIS £ /L—% VM OB —IP 7 RLADIE (80 ~—)

WAN HIZEIEAVE LYY T ENCS5400 O FERH

VNF A A—d, 71 a = Z KT Cisco vManage 7> 5 ENCS 5400 7 /34 AZH 7 a1 —
REnET, KFRIEDO WAN 7 » 7Y > 7 Tlk, 4 A=V DX 7 va— RICRERBR NS 2
ERHY ET, ZDOHEA. ENCS54007 A A0 —H NV KR R TRERA A=V T 7 A
NEMEHARRIZT A2 AT v a v RNhb), T4 AT e ya=r JHZr =, A—T%k
R % Lo RSN ET,

WOFNEIL, £ A— ENCS 5400 Z1Ef L CT v 7 u— N9+ 5EEZRLTWET,

1

Cisco vManage 1 A —V U R FVIZA A=V Ry r—V%T v 7rm—RLET,
W R L ET,
vEdge 20.3.904-9 vBranch Cisco ENB Viptela monitor EFT.tar.gz

SCP |% VNF A #—< % ENCS 5400 (2= £"— L %3, CiscovManage (/37— D F 7
0— RR2AXAFx v LET, SCP TRy T —VOA4RIEERE L, RNy —T % Cisco
vManage |27 v /r— R L2 2R LET,

<username>@<SCP_SERVER IP>:/<package name>
intdatastore:<vnf typ> <name> <version> <package name>

1l

scp admin@172.19.156.240:/vEdge 20.3.904-9 vBranch Cisco ENB Viptela monitor EFT.tar.gz

intdatastore:/ROUTER vEdge 20.3.904-9 vEdge 20.3.904-9 vBranch Cisco ENB Viptela monitor EFT.tar.gz

Xy o — N @ image propertiesxml 7 7 A /L OIFEHRIZIEDNT, DX I — T4 DRHIIZ
<vnf_typ> <name> <version> 'L 7 1 v 7 A&EMLET,

<image properties>
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<vnf type>ROUTER</vnf type>
<name>vEdge</name>
<version>20.3.904-9</version>

</image properties>

3. show system:system file-liss 2~ > RZEH L T, A A—YNIEFICa -3z & &
AWLET,

ZOH%, BOOXRy NU—IREHT S — N —2 71— |, Cisco vManage /X VNF O
Fyra—RREEZAX Yy T LET, X2y NT—I KT 7L — R TELVW Yy F— U %k
RLTWDLZ LaMERLET,

NFVIS E)L—Z2 VM EDE—IP7 FLADHEE

ZDORE Y7 TiE, NFVIS &/L—% VM O TH—IP 7 KL A HEEELZ R ET S0 D=
YRY—x= v ROREFERLET,

ATYT1: E0HDHTTP KRR FDHTE

WOFENL, HTTP %—/N—%F%E L T, Cisco Catalyst 8000V & Cisco vEdge 7 /314 ADFE 0 HD
AT 4 Falb—vay Ty A NERA N D HEZRLTHNET,

fi : Cisco Catalyst 8000VDEOBDIV T4 Fal—230 IJ7A4ILERRA LTS

Content-Type: multipart/mixed; boundary="===============2587222130433519110=="
MIME-Version: 1.0

——===============2587222130433519110==
Content-Type: text/cloud-config; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Content-Disposition: attachment; filename="cloud-config"
#cloud-config
vinitparam:

- otp : S${EX OTP}

- vbond : ${EX VBOND}

- org : ${EX ORGNAME}

- uuid : ${EX UUID}

——===============2587222130433519110==

Content-Type: text/cloud-boothook; charset="us-ascii"

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Disposition: attachment;
filename="config-default.txt"

#cloud-boothook

system
host-name ${EX_ HOSTNAME }
system-ip $S{EX_SYSTEM IP}
overlay-id 1
site-id ${EX_SITE_ID}
port-offset 0
control-session-pps 300

admin-tech-on-failure
sp-organization-name "${EX ORGNAME}"
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organization-name "${EX_ORGNAME}"
port-hop

track-transport

track-default-gateway

console-baud-rate 115200
vbond ${EX VBOND} port 12346
logging

disk

enable

|
|
!
bfd app-route multiplier 6
bfd app-route poll-interval 600000

sslproxy

no enable

rsa-key-modulus 2048
certificate-lifetime 730

eckey-type P256

ca-tp-label PROXY-SIGNING-CA

settings expired-certificate drop
settings untrusted-certificate drop
settings unknown-status drop
settings unsupported-protocol-versions drop
settings unsupported-cipher-suites drop
settings failure-mode close
settings minimum-tls-ver TLSv1
|
no tcpproxy enable
|
sdwan
interface GigabitEthernet2

tunnel-interface

encapsulation ipsec weight 1

no border

color default

no last-resort-circuit

no low-bandwidth-1link

no vbond-as-stun-server

vmanage-connection-preference 5

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
exit

exit

appgoe

no tcpopt enable

|

omp

no shutdown
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send-path-limit 4
ecmp-limit 4
graceful-restart

no as-dot-notation

timers

holdtime 60
advertisement-interval 1
graceful-restart-timer 43200
eor-timer 300
exit

address-family ipv4
advertise connected
advertise static

|

address-family ipvé
advertise connected

advertise static
|

security

ipsec
rekey 86400
replay-window 512

authentication-type shal-hmac ah-shal-hmac
|
!
no service pad
service tcp-keepalives-in
service tcp-keepalives-out
no service tcp-small-servers
no service udp-small-servers
username admin privilege 15 secret 0 admin
vrf definition Mgmt-intf
description Transport VPN
rd 1:512
address-family ipv4
route-target export 1:512
route-target import 1:512
exit-address-family
|
address-family ipvé
exit-address-family
|
!
vrf definition 500
address-family ipv4
exit-address-family
|
address-family ipvé
exit-address-family
|
!
vrf definition ${EX DATA VPN NUMBER}
|
address-family ipv4
exit-address-family
|
address-family ipvé
exit-address-family
|
vrf definition ${EX_MGMT_ VPN _NUMBER}
|

address-family ipv4
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exit-address-family
|
address-family ipvé
exit-address-family
|
hostname ${EX HOSTNAME}
username ${EX_SSH_USERNAME} privilege 15 secret O ${EX_SSH_PASSWORD}
enable password ${EX ENABLE PASSWORD}
|
ip name-server ${EX DNS IP}
|
ip arp proxy disable
no ip finger
no ip rcmd rcp-enable
no ip rcmd rsh-enable
no ip dhcp use class
ip multicast route-limit 2147483647
ip bootp server
no ip source-route
no ip http server
no ip http secure-server
no ip http ctc authentication
no ip igmp ssm-map query dns
interface GigabitEthernetl
vrf forwarding 500
description MGMT
no shutdown
arp timeout 1200
ip address ${NICID 0 IP ADDRESS} ${NICID 0 NETMASK}
ip redirects

ip mtu 1500
mtu 1500
negotiation auto
exit

interface GigabitEthernet2

description Transport

no shutdown

arp timeout 1200

ip address ${EX VPNO WAN IP ADDRESS} ${EX VPNO_ WAN NETMASK}
ip nat outside

ip redirects

ip mtu 1500
mtu 1500
negotiation auto
exit

interface GigabitEthernet3
vrf forwarding ${EX_MGMT_VPN_NUMBER}
ip address ${EX_MGMT_IP_ADDRESS} ${EX_MGMT_NETMASK}
no shutdown
exit
!
interface GigabitEthernet4
vrf forwarding ${EX_DATA_VPN_NUMBER}
ip address ${EX LAN IP ADDRESS} ${EX_LAN NETMASK}
no shutdown
exit
!
interface Tunnel2
no shutdown
ip unnumbered GigabitEthernet2
no ip redirects
ipv6 unnumbered GigabitEthernet2
no ipvé redirects
tunnel source GigabitEthernet2
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tunnel mode sdwan
exit
clock timezone UTC 0 O
logging persistent size 104857600 filesize 10485760
logging buffered 512000
no logging rate-limit
logging persistent
aaa authentication login default local
aaa authorization exec default local
aaa session-id common
no crypto ikev2 diagnose error
no crypto isakmp diagnose error
snmp-server ifindex persist
line con O
login authentication default
speed 115200
stopbits 1
|
line vty 0 4
transport input ssh
|
line vty 5 80
transport input ssh
|
1ldp run
nat64 translation timeout tcp 60
nat64 translation timeout udp 1

route 0.0.0.0 0.0.0.0 ${EX_VPNO_WAN_GATEWAY}

nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernet2 overload
nat route vrf 500 0.0.0.0 0.0.0.0 global

===============20587222130433519110==

1 IN\—2 322050 CiscovEdge T/8f ADFEOBDAV T4 Fal— 3> I7M4ILER
[N

loud-config

ite files:

path: /etc/viptela/otp
content: "S$S{OTP}"

path: /etc/viptela/uuid
content: "S${UUID}"

path: /etc/default/personality
content: "vedge"

path: /etc/default/inited

content: "1"

path: /etc/viptela/cdb _init done
content: "1"

path: /etc/viptela/vdaemon gen id
content: "0O"

path: /etc/confd/init/cloud-init.xml
content: |

<config xmlns="http://tail-f.com/ns/config/1.0">
<omp xmlns="http://viptela.com/omp">

<advertise>
<protocol>ospf</protocol>
<route>external</route>

</advertise>

<advertise>
<protocol>connected</protocol>
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</advertise>
<advertise>
<protocol>static</protocol>
</advertise>
</omp>
<security xmlns="http://viptela.com/security">
<ipsec>
<authentication-type>ah-shal-hmac</authentication-type>
<authentication-type>shal-hmac</authentication-type>
</ipsec>
</security>
<system xmlns="http://viptela.com/system">
<personality>vedge</personality>
<rootcert-installed>true</rootcert-installed>
<host-name>$ {HOSTNAME } </host-name>
<system-ip>${SYSTEM IP}</system-ip>
<site-id>${SITE ID}</site-id>
<organization-name>${ORGNAME}</organization-name>
<vbond>
<remote>$ {VBOND}</remote>
</vbond>
<aaa>
<auth-order>local</auth-order>
<auth-order>radius</auth-order>
<auth-order>tacacs</auth-order>
<usergroup>
<name>basic</name>
<task>
<mode>system</mode>
<permission>read</permission>
<permission>write</permission>
</task>
<task>
<mode>interface</mode>
<permission>read</permission>
<permission>write</permission>
</task>
</usergroup>
<usergroup>
<name>netadmin</name>
</usergroup>
<usergroup>
<name>operator</name>
<task>
<mode>system</mode>
<permission>read</permission>
</task>
<task>
<mode>interface</mode>
<permission>read</permission>
</task>
<task>
<mode>policy</mode>
<permission>read</permission>
</task>
<task>
<mode>routing</mode>
<permission>read</permission>
</task>
<task>
<mode>security</mode>
<permission>read</permission>
</task>
</usergroup>
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<user>
<name>admin</name>

<password>$6$siWKBO=SwI21Ua%9BSreDPI 6gB8s14E6PAJOVXgMogv/whIBF1CesoRazAxor YYTLrL6syi Geonl ARTnrEI6H T KF6ORG1 </password>

</user>
</aaa>
</system>
<vpn xmlns="http://viptela.com/vpn">
<vpn-instance>
<vpn-id>0</vpn-id>
<dns>
<dns-addr>${DNS_IP}</dns-addr>
</dns>
<interface>
<if-name>ge0/0</if-name>
<ip>
<dhcp-client>true</dhcp-client>
</ip>
<nat/>
<tunnel-interface>
<encapsulation>
<encap>ipsec</encap>
</encapsulation>
<allow-service>
<all>true</all>
</allow-service>
</tunnel-interface>
<shutdown>false</shutdown>
</interface>
<interface>
<if-name>ge0/3</if-name>
<ip>
<address>${NICID 4 IP ADDRESS}/${NICID 4 CIDR PREFIX}</address>
</ip>
<shutdown>false</shutdown>
</interface>
</vpn-instance>
<vpn-instance>
<vpn-id>${DATA VPN NUMBER}</vpn-id>
<interface>
<if-name>ge0/2</if-name>
<ip>
<address>${SERVICE IP}/${SERVICE MASK LENGTH}</address>
</ip>
<shutdown>false</shutdown>
</interface>
</vpn-instance>
<vpn-instance>
<vpn—id>${MANAGEMENT_VPN_NUMBER}</vpn—id>
<interface>
<if-name>ge0/1</if-name>
<ip>
<address>${MGMT IP}/${MGMT MASK LENGTH}</address>
</ip>
<shutdown>false</shutdown>
</interface>
</vpn-instance>
<vpn-instance>
<vpn-id>512</vpn-id>
<interface>
<if-name>eth0</if-name>
<shutdown>false</shutdown>
</interface>

. Cisco vManage % {3 f L 7= Cisco NFVIS SD-Branch M i%5t & B A



| #3

NFVIS &L —42 yMEoE—1P7 KLzosE |

</vpn-instance>
</vpn>
</config>

ATy T2 B—IP7 FLAEADHRTE

Z OFITiE, Cisco vManage @ CLI 7 R4 U B§RET 7' L— R &2l L T, NFVIS &/L—%
VM O —IP 7 NV AEFEEZHRET HHEEZ RN LET,

CLI 7 FA#8eT > 7 L— kZ{EA L fzCisco Catalyst 8000V 0 £% & 15l

Z OFITIiX, NFVIS IZ VPN 0 @ int-mgmt-net-br 1 > % —7 = A A% fif L T, Cisco vManage
L ORMIEEH AL LE T, ZORECE, FOADI L T4 Fal—aDODVMIA 7Y
AV NVEREDEENET, NFVISIX, FEICEENTWDHTTP — 13— 5 Z OE# % B
LET,

vm_lifecycle tenants tenant admin

description "Built-in Admin Tenant"
managed resource true
vim mapping true

deployments deployment deployment-ROUTER 1
vm_group deployment-ROUTER_ 1
image
ROUTER C8000V_V175-Serial C8Kv_175 LATEST 20201115 122120-serial vBranch Ubaid Sdwan3.tar.gz

flavor ROUTER 1
vim vm_ name ROUTER 1
bootup_time 900

recovery wait time 5
recovery policy action_on_recovery REBOOT_ONLY
|
config data configuration ciscosdwan cloud init.cfg
file "http://172.25.221.219/config/UBAID_SDWAN_CLOUD INITnew.cfg"
variable EX UUID
val [ {{EX_UUID}} ]
|
variable EX OTP
val [ {{EX_OTP}} 1
|
variable EX ORGNAME
val [ "{{EX ORGNAME}}" ]
|
variable EX VBOND
val [ {{EX_VBOND}} ]
|
variable EX SYSTEM IP
val [ {{EX_SYSTEM IP}} ]
|
variable EX SITE ID
val [ {{EX_SITE ID}} ]
|
variable EX_VPNO WAN GATEWAY
val [ {{EX_VPNO WAN GATEWAY}} ]
|
variable EX_VPNO WAN IP ADDRESS
val [ {{EX_VPNO_WAN IP ADDRESS}} ]
|
variable EX_VPNO WAN NETMASK
val [ {{EX_VPNO_WAN NETMASK}} ]
|
variable EX DNS IP
val [ {{EX_DNS_IP}} 1]
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variable EX SSH_USERNAME
val [ {{EX_SSH USERNAME}} ]
|
variable EX SSH_PASSWORD
val [ "{{EX_SSH_PASSWORD}}" ]
|
variable EX_ENABLE_PASSWORD
val [ "{{EX_ENABLE_PASSWORD}}" ]
|
variable EX_HOSTNAME
val [ {{EX_HOSTNAME}} ]
|
variable EX LAN IP ADDRESS
val [ {{EX _LAN IP ADDRESS}} ]
|
variable EX LAN NETMASK
val [ {{EX _LAN NETMASK}} ]
|
variable EX MGMT IP ADDRESS
val [ {{EX_MGMT_IP_ADDRESS}} ]
|
variable EX MGMT_NETMASK
val [ {{EX_MGMT NETMASK}} ]
|
variable EX DATA VPN NUMBER
val [ {{EX DATA VPN NUMBER}} ]
|
variable EX MGMT VPN NUMBER

val [ {{EX_MGMT VPN _NUMBER}} ]
1

single-ip-mode vm-name deployment-ROUTER 1.deployment-ROUTER 1
|

vpn 0
interface int-mgmt-net-br
no shutdown
tunnel-interface
color bronze
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
encapsulation ipsec

CLI 7 FA UH#RET > T L— b Z&ERA LT CiscovEdge 7 5 RIL—43 DEREHI

Z OFITIL, NFVIS X VPN 0 @ int-mgmt-net-br 1 > % —7 = A X &[] L T, Cisco vManage
& OHEBR AL L E T, ZOREICIE, HOADar7 4 Fal—varOVM 74 7%

A I NEREbEENET, NFVISIEL,

LET,

BEICEENTWDHTTP — =05 = DI R 2 B
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vm_lifecycle tenants tenant admin

description "Built-in Admin Tenant"
managed resource true
vim mapping true

deployments deployment deployment-ROUTER 1
vm_group deployment-ROUTER_1

bootup_time 600

recovery wait time 5

recovery policy action on_recovery REBOOT ONLY

|

kpi data kpi VM ALIVE

metric_collector type ICMPPing

metric collector nicid 4
|

config data configuration /openstack/latest/user data
file "http://172.25.221.219/config/20.5-vedge-single-ip-dhcp.cfg"
variable EX UUID
val [ {{EX _UUID}} ]
|
variable EX OTP
val [ {{EX _OTP}} ]
|
variable EX_ORGNAME
val [ "{{EX_ORGNAME}}" ]
|
variable EX VBOND
val [ {{EX_VBOND}} ]
|
variable EX SYSTEM IP
val [ {{EX_SYSTEM IP}} ]
|
variable EX SITE ID
val [ {{EX_SITE ID}} ]
|
variable EX DNS IP
val [ {{EX _DNS IP}} ]
|
variable EX_SSH_USERNAME
val [ {{EX_SSH USERNAME}} ]
|
variable EX_SSH_PASSWORD
val [ "{{EX_SSH_PASSWORD}}" ]
|
variable EX_ENABLE_PASSWORD
val [ "{{EX ENABLE PASSWORD}}" ]
|
variable EX_HOSTNAME
val [ {{EX_HOSTNAME}} ]
|
variable EX SERVICE IP
val [ {{EX_SERVICE IP}} ]
|
variable EX_SERVICE_MASK LENGTH
val [ {{EX_SERVICE MASK LENGTH}} ]
|
variable EX MGMT_IP
val [ {{EX MGMT IP}} ]
|
variable EX MGMT MASK LENGTH
val [ {{EX_MGMT MASK LENGTH}} ]
|
variable EX DATA VPN NUMBER
val [ {{EX DATA VPN NUMBER}} ]
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variable EX MANAGEMENT VPN NUMBER
val [ {{EX_MANAGEMENT VPN _NUMBER} }

single-ip-mode vm-name deployment-ROUTER 1.deployment-ROUTER 1
|

vpn 0

interface int-mgmt-net-br
no shutdown
tunnel-interface
color bronze
no allow-service bgp
allow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
encapsulation ipsec

]
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