kST a—FTa 8

ZOEX, RO TR INLTWVET,
s NI TNV a—T 4 VT OME (1 3—)
« ZWrE— FOWE 2 ~X—)
« RBUEICEKET DANC 2 ~—)
« show interfaces N 7 7NV a—TF 4 av K (3 =)
e T 4 K2l =gy LYRALZDOETR (35—)
KON /RAT—ROEIR (7—)
e N2ZAT—=FRD Yty FEEEORE (7T~—)
« NAT— R U AN DG (8 X—)
eV T 4 Xalb—vay LYVRAEDO Y Y b (98N—)
eIV L R—FD T LUAR— K v TOHE (9 2—)
e 2V —/LR— K, SSH, 3L Telnet DILFFRFE DR R (11 <X—)
« factory reset 2~ > ROfEH (13 <X—)
» Security-Enhanced Linux (SELinux) O AR—k (13 _X—)

— N ~ — -~ AN

kSO a—T 42 T DBE
TITIE. FITINY a—=T 4T DT Y FITOWTEHALET,
VIR 2T ICBETARBED NI TNy a—TF 4 VT EITHRNC, 2>V —F— F &l
LTPCHENL—FIZHEHR LT EEWERLEZPCEFHAL TOL—FDAT—H A X vk —
PERRL, a2 REANLCHEO v I IV a—T 4 v T RFTTEET,
77, Telnet ZHL T E— "MW OEZA L X —T oA AT IV BATHZ L TEET,
Telnet 77> a V&2 FERATAHAHETIE, AV F—T A ARBEHL TONDBZERFHRICAR D £
7,

FSINYa—TFaT .
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ZHETE— FOHE
N—FX, RO LD RGAEIT, BWE— RERBT L, £HEZE—RZT7T7EBALE
T

<108 7t ADEENRKROHERH Y 3, HDHWE, 10S 7 A THEENFELE L
EEWCVAT AN Y bTHZENHY T,

etransport-map =~ RZfio Ta—FREDT 7 A R v —nRESNDH L, 2—H
IXZWrE— NICHE SN ET,

= ZIZT 7 EALTWASMIZHEET L—2 5% (Ctrl-C £72iF Ctrl-Shift-6) AT S
nol, 7V—0E5a%E L= B2liT— FERRLT 2L ICRESNTVD Y
BNRHYET,

PZWrE— F T, =2 —YEXECE— FCHMERa~r Fod 7y P2 TEET, 2
Davy KX, ROXS RGEICHEHTEES,

cI0S AT —he X N—X LOIEIERAT— MeRET D,

AT 4 Fal—TarOEIHIEL TNy T,

< 10S E£72IEZ OO 7 vt ADOFRGEEZ RIS 5,

—HER EV 2V, FRFFOMDON— R 2T A R—FR L R EDN— T =
THEIVT—RLET,

« FTP, TFTP, BXO'SCP 2DV E—F 7/ v A FKEMH LT, V—ZIZxHT57 7
ANMRE, FREFAL—=F DD T 7 A NERE,

PIRTO L — % Tk, FEERFIZ ROMMON 72 & Ofi[Rff & 7 7 & 2 S5 # H L C Cisco 10S [
BEZWIL., "INy a—T 4 T E{ToTWELEN, ZWit— Fa2EHAT5E, K0 IA
#Mpa—V A LA —T 2 A AEFHLC I T TNy a—T 47 TEL LI £T, 2k
F— K a<> RiL, CiscolOS 7' B2 AN IEFIZEEL TV & X THEIERRETT, Fio,
N—EPNEFIZEEL TS E X, V=X DORFHEEXECE— R THLINbDa~y Rafff
TEET,

REEIZERI DRI

RIEOFRNR RONS 2 WA IE, RIS ZEA L2REEICERE L, Bz RO TN,
REEIEET DR, ROEREAE LT ZE0,

VX —YDHAT L) TNNEE
o AT T AR E T T IR

VT NI TDEA T e N—T g
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show interfaces kS5 )L a—F o5 a<w R .

= RU =T EXTRS AT
« MR D EEH)
o M T 2R E T 5 720147 » To FIEOH 2

show interfaces F> )L a—FT 45 a2k
N—F LOTXTOYEF— N EmEA L —T 2 A ADAT —F A% FRKAT HIZIE, show
interface =~ > R&EALET,
IR1101 [FTRDA 2 —T = A A% Y AR—FLTNET,
* GigabitEthernet 0/0/0
* Cellular 0/1/0

* FastEthernet 0/0/1 ~ 0/0/4
* Async 0/2/0

* Cellular 0/x/x

* LORAWANO/x/0

274X aLb—3 LORIDER

a7 4 FXalb—Tay LIURFEEETHRIEL RO LBV T,

ATV TN PCEL—FDaL Y —)LR— Mok LET,
ATw T2 M EXEC 7u 7k (router_name#) Tshowversion 2~ REANTHE, BEFEDOa 7 4 F a2l —
Vary LYUAZERFRINET ROBDHBIOKREDKFH 25 H)

1 -

Router# show version

Cisco I0S XE Software, Version 16.10.01

Cisco IOS Software [Gibraltar], ISR Software (ARMV8EL LINUX IOSD-UNIVERSALK9-M), Version 16.10.1,
RELEASE

SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Fri 09-Nov-18 18:08 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the

FSINYa—TFaT II
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documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 14 hours, 36 minutes

Uptime for this control processor is 14 hours, 37 minutes

System returned to ROM by reload

System restarted at 08:47:04 GMT Mon Nov 12 2018

System image file is "bootflash:irll0Ol-universalk9.16.10.01.SPA.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-essentials Smart License network-essentials

Smart Licensing Status: UNREGISTERED/EVAL MODE

cisco IR1101-K9 (ARM64) processor (revision 1.2 GHz) with 711861K/6147K bytes of memory.
Processor board ID FCW222700MY

Virtual Ethernet interfaces

FastEthernet interfaces

Gigabit Ethernet interface

Serial interface

terminal line

2 Cellular interfaces

32768K bytes of non-volatile configuration memory.
4038072K bytes of physical memory.

3110864K bytes of Bootflash at bootflash:.

OK bytes of WebUI ODM Files at webui:.

B sW

Configuration register is 0x1821

Router#

AFYT3 a7 4 Xal—vary LURXOBEEETELET,

B rsorva—F424
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HEJ—bDaI2T74FXaL—2a Y LCRIDETE .

ARTFYTE TL—UDRE (274 Fal—rar LYVAXOE Y h§DIETRENET) 2T BT, FF
FE EXEC & — R 5 config-register Ox01 =~ > R&E AL E7,

e T L—JH% By F8MOICRESNTWVET,
c T L — UG (FT7H/LMORE) B P8V LICHKEESNTWET,

B J—brDa274Fa2aL—23> LSRN
Y

(B av74FXal—var b VRAXOERE, BERN I TNV a—T 4 T OHRERRE LT
BO, ROV R—= O HAFZ ARG IGEICORTI LI L TLEEN,

AT 4 F a2l =g LA EFH LT, V—FOEMEAERTEX 4, TR, —
A OEBITFEOHIENEGEENET, kKoWThuroa<r Ra2#H LT, ROM TiEI{+ 5 X
FIar 74 ¥al—ary LUVRAXEOXOICHRELET,

*CiscolOS 2> 7 4 ¥ a2 L—3 3 > F— R T configreg0x0 =2~ RZEHL £,

« ROMMON 7' 12 > 7 k C confreg 0x0 ==~ > R&MH L £,

N

GE) v 74FXa2l—ay LIPZAZE ORI ICHEETHE, CiscolOSXE V7 My =7 % HE)
T—= P THEN—FREREINET,

IL—32D) Yy +

N—2%EVEy FTHFRIEILZ KROLEBY TT,

Fig
ATV RFEREETFTIOa Y BRI
ATV T T =7 BNEGNZ 2> T D51, w—&w{@(E)~%@%X?ﬁ\#~ﬁ—FKanw®
A7 (0) IZLTob SBRIZHEOAY () | FAULDfT W2 —NB 0 £, FHTD
iﬁo%mﬁm@uWK\&wﬁw%ﬁbiio X% —7R— FIZ Break F— N2 WAL, R
BERICROM E=X Fr o7 "R REINET, WM BO~=2T7VESR LT, TL—213

F@Jié{mﬁ/ﬁ%—f%wu LX< 72 & AN

ATFw T2 |break ZIM L 4, SRICKRO T 7 FRFRE
nET,

1
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ARV RFERETIVa Y

B8

rommon 2>

ATvT3

confregOx142 # AJ LT, a7 4F =2l —Tg
Y LYRZE ey NLET,

1

rommon 2> confreg 0x142

ATvT4

resst =~ K& AJ7L T,
1 -

= UL L £

rommon 2> reset
1 -

--—- System Configuration Dialog ---

I—H DEIRN—JEA T TB A TR,
AT 4 X2l —a Ly LURZR xR ITHERES
NFEF, V—HIZ7—FROM VAT L A A—T%
RLES, ORI AT LT 4 F2L—
var AL Tul TRENET,

ATvT5

WDA =V NFREINDET, a7 MIno

TIELET,
1

Press RETURN to get started!

ATvT6

Return 2L $£9°,
ﬁ—o

1

W7 a7 NRFRINE

Router>

ATy T17

enable 2~ R&EZ AN LT, £ x—T/VE— F%H
MBLET, 2374 Falb—a VEFF, A X—
TN E— RTEFITH> M TEET,

1

Router> enable

1 -

Router#

a7 NREMEEXEC a7 MIEDY £,

ATvT8

showdtartup-configm~ > REZANTHE, 27 ¢
Fal—Yar 774 /VIRFESN TN DA R —
JVISAT — RIRFRENET,

1 -

Router# show startup-config

B rsorva—F424
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INA ) —

sontz27—rorE [

RDBERY

A X =T N RAY— REEET L5613, TEEZ2RF] O' 7 g AORTFIRIZFETL
RNTLEEN, b, Tar7 4 Xalb—Tar LYRAE] O® 7 v a Al@#HEn
TWAFIEEEITL T, /XA T— REEEEEZIT-> TIEEN,

AFX—=T N —7 Ly hXAT— REEET 556, showstartup-config =~ > RHJIZ I3«
REINFE¥A, [NRAT—=FDU Y FEERORME] B v a Al ST D FIEE FE
ITLT, mATU— FEEFEEZZ T ST ZIN,

Lhht-/1\AJ— FNDEIH

LbivizA 2—T NIRRT — RE71IA R —T N —27 by hEEET I, ROMEEETT

WET,

1. a7 4FXa2l—ary LYVRAZOER

2. V=20V

3 NRATU—FEUEy bL, BHEERFLET M Xx—T N =27 Ly h RAT— &R
NIZSE D)

4. av 74 F¥al—vary LURAEEYEY FLET,

5. writeerase# 3T L72BE, £3V Yy PR A LIS EIE. T4 B 22BN

TOMENRDHY £,

IR1101#config term
IR1101#license smart reservation

)

GE) NRRU—RZEHETELDIE, 2V — L R— 2R L OL—Z 128 L TWARAEIT T
T, Telnet By a UBRETIEIFEITTXETA,
Evhk AXx—T N —2 Ly F AU — ROEBEFED X SIZZELVMEFRIZ OV TIE, Cisco.com D

[Hot Tips] Z#ZM L T 7EE WY,

KDty FEZEEDRE

RAV=REYEy LT, EEARET HITIE, ROEEEFITLET,

FSINYa—TFaT .
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Flig
ARV RFEEETIVa Y B#

AT 71 |configureterminal =~ > K& AL T, Zr—L
Ay 7 4F¥al—var - NERBLET,

1 -

Router# configure terminal

AT v T2 enablesecret =~v 2 REAN LT, V—Z DA X—
TN —T Ly N RXRATU—KRE Uty FLET,

1

Router (config) # enable secret
password

ATV T3 exit# AL T, Fe— L ary74X¥al—3g
VE—REKRTLET,

1

Router (config) # exit

ATy T8 | RELEEEAREFELET,
1 -

Router# copy running-config startup-config

INATT— K1) AN) QOESE

No Service Password-Recovery (%, Cisco I0S 77 v k7 4 — AZKAF L 722 BERE/CLI T, Cisco

I0S-XE 7 /XA AT T& £, No Service Password-Recovery £ % = U 7 ¢ H§EEZ A0 T

HE, Ay —=NAT IR AMEFFOT X TOL—YFN, 7— K T v TR T L —T v —F R
(Control+C) {1 L T rommon # Bt T&72< 720 F9,

)

GE) ZOBREAZRDNCT LRI, 7T v 2PNITHRZ Cisco [0S A A —VNFET D Z & 2 HER
LT, Zhiaitbhine, L—F N7 —kL—FIZAY £9, ¥ AT A2 noservicepassword
recovery 372 WGA IR, N— RERY By MARZ OB ENITRY £,

DA R ML, A—Z FTEARED [0S-XE #fE L LT rommon E— RIZR2 Y £,
« config-reg A% & (X FHIELE)

o A—YPRTIHFHFHEOT 74/ AT g 02V By b5 2 L2 RIR

B rsorva—F424
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2y F¥aL—vavLorsEouty k]

FEAE R & B ETFNEIC DWW T, RESM LT Z &V, https://www.cisco.com/c/en/us/td/docs/
ios-xml/ios/sec_usr_cfg/configuration/15-sy/sec-usr-cfg-15-sy-book/sec-no-svc-pw-recvry.html

Y—EXRNRRIT—FK YHNY 7y ITT—

FCOAVIATLOREDEEDRIE

P—E 22T — R B RYBNEN o TWBES, 2 T4 TV IPARBERTET,

0x01 TRZ v 7 &NET, ZOMEL,

IR1101 b—HF THROMND F L7z, FECOW T,

72 =71V 7 — I [Understand Configuration Register Usage on all Routers] Z#ZM L T 7230y,

A4 FXalL—ary LORAED) Y R

NAY—= ROEEEEIHREEZToIBEIIar 74 Fab—ar L2 2y M5

i, ROFNEZETLET,

FIE

AU RFEERETIVa Y

=)

AT 71 |configureterminal =~ > K& A LT, Zr—L
ay 74 ¥al—vary EB— REBBLET,
fAi
Router# configure terminal
AT w72 |configureregister =~ > K&, FiEkL CRBWZLD
a7 4 FXal—iar LY REEEASILET,
1
Router (config) # config-reg
value
ATy T3 |exitZ AL T, av 74Xzl —arE—Fa| GE) ENiA R2—7 L "2 U— R&[EIET 5
BrLET, WAL TW a7 4 X alb—y g VTR
5 - HITIE, a7 4 ¥ alb—a rDER AR
' FEPIC, L—FEFHEBH LT ZE0,
Router (config) # exit
ATV T4\ N—FEHREL, FE L AT —RKEASLE

R

aAVY—ILIR—FD RS URR—F Ty TDHRTE

DX AT TIL,
RET 2B ONTHIA L E T,

—F EDary ) — LR —hr A H—T 2RI NT UV AR—F = 7%

FSINYa—TFaT .
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B - rk—rorsoak—t <y TomE
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FIE
ARV RFEEETIVa Y =)y
AT w71 |enable FiHE EXEC T— RE AL £ T,
il - WNAT—Rue AN LET (ERINEHE) .
Router> enable
R T w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
i - LET,
Router# configure terminal
R T w73 |transport-map type console transport-map-name | = — LEEG AT 5720 D b T v AR — K

1 -

Router (config) # transport-map type console
consolehandler

< v 7T EERLCARIZMT, hT U AR—F<y
TarZ4Xal—aryE—RFEREEBELET,

ATvT4

connection wait
[disconnect]]

1

[allow [interruptible] |none

Router (config-tmap) # connection wait none

oV — VR BT B HiEE, ZO TR
R—h =y 7 THEELET,

« allowinterruptible : = > — L ##¢1% Cisco10S
VTY BRI b DO L ET, F
72, =—WZ Cisco I0S VTY [RIHEAME H Al EIC
IRDDEFFEL TN D a2 — LEEGIZE D A
teZ LTk, BrE—FERHBTEET, =
NNT 7 3V FERETT,

GE) Ctrl+C F—F 7213 Ctrl+Shift+6 *— %
AT 5 & 22— ORI E
ViIATeZ EMNTEET,

snone: 22 Y — VRIS B2 E— K&
Bt L £,

ATvT5

CES=)
1

banner [diagnostic |wait] banner-message

Router (config-tmap) # banner diagnostic X
Enter TEXT message. End with the character
--Welcome to Diagnostic Mode--

X

Router (config-tmap) #

X'

B rsorva—F424

(A7 av) BEre— FE2RGLTWH—H,
Frridar =N FITUAR— N vy TRED
BIZ Cisco I0S VTY [HIFR A FifE L T D = —HIoEk
IREINDBNF— Ay tE—T%EMRLET,

«diagnogtic: =Y —)v RV AR— K v
RIEDTZDIZZWT— FicFE Sz —HIC
KREINDNT— A=V 2ERLET,

GE) Ctrl+C ¥ —F 721X Ctrl+Shift+6 ¥ — %

ANT 5L, 2—FIIE T ORI E
NIATeZ EDXTEET,
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3 Y—LR—k. SSH, H&UTehetonEREORT [

AU RFERETIVa Y

B8

- wait : Cisco I0S VTY 2Mii i FTRELC 72 5 O % 4%
LTV FICRREND AT — A v —
VEAERRLET,

* banner-message : [l U7 U X &% CTRIMARE L OME
THBF— 2 vtb—,

AT 76 |exit FoUAR— vy T ar7 4 ¥al— a0 E—
Bl - REKTLTC, ZFr—r\var7 4 Xal—vay
T—FZHEALES,
Router (config-tmap) # exit
w77 |transport type console console-line-number input| NS AR — F v v S CERINEBREE IV —

transport-map-name

1

Router (config)# transport type console 0 input
consolehandler

WA E—=T A RZHEHALET,

Z D=~ RO transport-map-name X, transport-map
typeconsole =+ > R CEF S 17 trangport-map-name
E—HT HMERH Y £T,

1

I, av Y —I)LAR—=F DT 7 AR —%FREL, a3V —/LiR— | 0IZHk
TAHEZDIZN TV AR—b v T HERT BB %2R~ L E4,

Router (config) # transport-map type console
Router (config-tmap) # connection wait allow

consolehandler
interruptible

Router (config-tmap) # banner diagnostic X

Enter TEXT message.
--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X
Enter TEXT message.
Waiting for IOS vty line
X

Router (config-tmap) # exit

End with the character

End with the character

X',

Router (config) # transport type console 0 input consolehandler

O yY—J)LiR— bk, SSH. 8K U Telnet DANIBEZTFED R

Y —)LR— bk, SSH, B X W Telnet DIHRE %R RT DT, kD=~ REfHLE

D
« show transport-map

+ show platform softwar e configur ation access policy
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FZ U AR— N vy TREEFRTT HITIL, showtransport-map 2~ > REEH L ET,
show transport-map [all | name transport-map-name | type [console]]

ooy Nit, =—W EXEC £— FE 72134 EXEC £ — N CHEHAHRE T,

451
WIZ, W= THREINTZ T AR— =y 7O (22— KR —1b (consolehandler)
*RLET,

Router# show transport-map all
Transport Map:
Name: consolehandler Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type console
Transport Map:
Name: consolehandler

REVIEW DRAFT - CISCO CONFIDENTIAL
Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI Bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type persistent ssh
Transport Map:
Name: consolehandler Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI Bshell banner:
Welcome to Diagnostic Mode

FlEar Y —LA— b, SSH, 35K Telnet Bfe OALEIZ BT 5 BATRRE & 27T 5 121,
show platfor m software configuration accesspolicy =~ > F&HLEd, ZDa<wr FOHN
i, X A 7 (Telnet, SSH, BL UV Y —)L) OHEORHERY —& | BEHRTE
ENTWVAHENNF—DFRPRINET,

show transport-map ==~ > K& 3872 v | show platform software configuration access policy =
~ v RiIZWrE— FTHEMFETYT, Z07d, FTUAR— vy TRIEBHRPLETH D
22302 57 Cisco IOS CLIIZT 7 E A TERWEGAIC, Z0avy FEANTEET,

B rsorva—F424
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factory reset 1< > FODEMA .

il

&IZ. show platform software configuration access policy =~ > ROF &z~ L E7,

Router# show platform software configuration access policy
The current access-policies

Method : telnet
Rule : wait with interrupt Shell banner:

Welcome to Diagnostic Mode

Wait banner :
Waiting for IOS Process

Method : ssh Rule : wait Shell banner: Wait banner :
Method : console

Rule : wait with interrupt Shell banner:
Wait banner :

factory reset 1< > KD {FE

factory reset =~ > RiZ, BIMESNToV—F EE AL v F LOREOBET — X %9~ THI
PRy D7zl snEd, RE. v7 7y A0, T— M NER BLOaT 77 A VERAD

T A PRIGTT,
factory-reset all =~ KiX, bootflash, nvram, rommon Z#¥, 714 B A, BLUOe /7 &2HE
LET,

Router#factory-reset all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
*Enter*

*May 12 09:55:45.831: $SYS-5-RELOAD: Reload requested by Exec. Reload Reason: Factory
Reset.

***Return to ROMMON Prompt

Security-Enhanced Linux (SELinux) D4 7R— k

Security-Enhanced Linux /% Linux 7 —3 /L & —#D2—7 4 VT 4 IZKT 5 —HEO v FTh
V. RS TERIMEDOEWIRE T 7 & ZH# (MAC) 7T—%T 7 Fy 2 A —RNDTERYT
VAT AZE AL E T, SELinux ([ZIIHEBNE L AVEOBEHICE SO TERE DEET 27200
JEEEA I = XA TWET, ZHUTED, 77V r—rarDexa T 4 A=A A
D E RN NRADBFIHHL L, BEOHDLT TV r—a SRR OH DT 7Y r—
Va Nl Lo THIERIEINDAERDH IMEELE LIADDLZ ENTEET,

FSINYa—TFaT .
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SELinux (X —H 70 7 J7 ARV AT A — "% ¥V a T EFEITTHTOICMIEIT /e D /R
OMERRIZHIRR S 25 7 7 2 AR Y o—Z2@H L ES, Zhucky, REINESE (Ny
T7DAF—N—=Ta —RFEIARAREILL-T) EEAELIELINLOT BT T LT —F
YOREN BN E T ITBERR SN E T, ZOHIR A B =X AiE, HEKO Linux 7 7 & Al fH A 1
S AN E IS L TEMEL £,

SELinux #4RE 2 ML F 7213 ET 2 72 DI BB MO BELHREFIEIIH D A, V
Va—valid, PVR—=1r3NTWETT Y b 74— DHEKRIOS-XE V7 by =T O—EL
L<C. T7 4/ N THDEITEETREIC AR Y £,

RIZ, SELinux BIEOER 0 742 RKRT D12 DIZER SV PEHRE show 2~ RERLET,
show platform software audit all
show platform software audit summary

show platform software audit switch <<1-8> | active | standby> <FRU identifier from a drop-down
list>

KIZ, show software platform software audit summary =~ > ROHNfHIZ R L E T,

Device# show platform software audit summary

AUDIT LOG ON switch 1

AVC Denial count: 58

&IZ, show software platform softwareaudit all =~ > KO 2R L 5,

Device# show platform software audit all

AUDIT LOG ON switch 1

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1ls"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="id" dev="loopO" ino=6982

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

========== END ============
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Iz, show software platform software audit switch =~ > KO H /12~ L E 7,

Device# show platform software audit switch active RO

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=1lnk file permissive=1

type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l1

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l1

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=1l
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=1l
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l1

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=1l

END
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+ [show tech-support] OHJ] (FFA K77 A L)

s kD=~ K ( Irequestplatform software trace archive target <URL>| ) ZffifH L727K »
J AMBO Btrace 77 A NDT —HA T fi

Devicettrequest platform software trace archive target flash:selinux_btrace logs
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