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IRM-1100-4A2T 1. ROV — /L BHEBTE E4,
* Cisco DNA Center
« WebUI

FEAIIZ DWW TR, IRM-1100-4A2T $EIRE Y 22—/ (299 X—) ZZML TIIZE VY,

I—2 A= )LEFERALTCUIZ7Z I ERT BAE

CiscoIR1101 —Z 121, USBORITHISE L TWAay Y —LR— RNbDFE4, 2V —L
4r—=7"J (Cisco P/N CAB-CONSOLE-USB, X6 7 14— F) IZE&FENTWRWD, HEXT
DHLENRH Y F£7,
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https://www.silabs.com/products/development-tools/software/usb-to-uart-bridge-vep-drivers

THHEREOT A AT, VAT LAREZAT O INEREND T2, FEARH 3% E OB R
WIZEE L TL 72 &V, Cisco PP #fth— AR T 720V —F B FEX LA, FHR
EPR T Y g = ST, V=X ERIOX AT el 2 Axy 7 LET, WIZ, BlERL
i‘j‘o

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/nol: yes
Configuring global parameters:

Enter host name [Router]: <your-host-name>

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: <your-password>

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: <your-password>

The virtual terminal password is used to protect

access to the router over a network interface.

Enter virtual terminal password: <your-password>

Setup account for accessing HTTP server? [yes]: <return>

Username [admin]: <your-username>
Password [cisco]: <your-password>
Password is UNENCRYPTED.

Configure SNMP Network Management? [no]: <return>

Current interface summary

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned NO wunset wup up
FastEthernet0/0/1 unassigned YES unset down down
FastEthernet0/0/2 unassigned YES unset down down
FastEthernet0/0/3 unassigned YES unset down down
FastEthernet0/0/4 unassigned YES unset up up
Async0/2/0 unassigned YES unset up down
Vlanl unassigned YES unset up up
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CE) ZomROEBZarO4FRTEIP T RLAIHE L TORENTVET,

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
Configure IP on this interface? [no]: yes
IP address for this interface: 192.168.1.1
Subnet mask for this interface [255.255.255.0] : <return>
Class C network is 192.168.1.0, 24 subnet bits; mask is /24

Would you like to configure DHCP? [yes/nol: yes
Enter DHCP pool name: wDHCPool

Enter DHCP network: 192.168.1.0

Enter DHCP netmask: 255.255.255.0

Enter Default router: 192.168.1.1

The following configuration command script was created:

hostname <your-hostname>

enable secret 9 $9$Z6f174fvoEdMgU$XZ2Ys81l4phbgpXsb4819bzCng3ud4Bc2khlSTsoLoHNes
enable password <your-enable-password>
line vty 0 4

password <your-password>

username <your-username> privilege 15 password <your-password>
no snmp-server

|

|

interface GigabitEthernet0/0/0
shutdown

no ip address

|

interface FastEthernet0/0/1

|

interface FastEthernet0/0/2

|

interface FastEthernet0/0/3

|

interface FastEthernet0/0/4

|

interface Vlanl

no shutdown

ip address 192.168.1.1 255.255.255.0
no mop enabled

ip dhcp pool wDHCPool

network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

|

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...

[OK]
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Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started! <return>

*Jul 27 21:35:24.369: $CRYPTO_ENGINE-5-KEY ADDITION: A key named TP-self-signed-3211716068
has been generated or imported by crypto-engine

*Jul 27 21:35:24.372: $SSH-5-ENABLED: SSH 1.99 has been enabled

*Jul 27 21:35:24.448: $PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write
memory" to save new IOS PKI configuration

*Jul 27 21:35:24.532: SCRYPTO_ENGINE-5-KEY ADDITION: A key named

TP-self-signed-3211716068.server has been generated or imported by crypto-engine
hostname>

ZHTT A AT A RE R AR EN TE E LT,

aAVY—IL A3 —T 24 ADERAE

ATFY Tl koa<wr REAHLET,

ATy T2

ATvT3

Router > enable

A F—=T NIRRT —= KRB ESNTWRNVEGEEIL, AT v 731 REzT) SXRTU—-RKFr o7 T,
VAT L NRAT—REANDLET,

Password: enablepass

PRAT— RRHFAEND &, BHEEXECE— R Yo7 " REREINET,
INT, ¥EEXECE— RO CLI~DT 7 B ANHREIC2 D £ LT, MEhQha<r REANLT, HEZAR
HAY B FITTEFET,

ayy— ) kyvarEKRTT5IE, quitavr RE A LET,

Router# quit

JE—Fa2Y—IDBLCUIZT IV ERT BAE

IR1101 DU E— K @Y —)LZiL, Telnet ¥7-1X LV X 2T SSHAEHA LT 72T
XFET, telnet 77 B ADFEHIZOWTIX, ZOEOLBOHEASR L T ZSV, SSHT 7
T RAOFEHZHONTIE, X7 =zl (593—) | 2HRBLTLEEN,

ZITHE, UE—F a3V —nAnb CLIIZT 7B AT 5 FIEICONTHA L ET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



B oerezsmLc—4 a0 y—LicERT B 00%ER

Telnet Z{ERA L TIL—F 22V —ILIZEHRT =D EHE

ez |

FEARIZ DUNTI,  https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html? Cisco
I0S-XE 7 /3A AT A REZRL T TEE 0,

B AR T =B LN T —ORTIIMEE TN, RTETHZ AL ET, N —iL, %
IZ Telnet £721L SSHRITAT — X A 2 —FRTA O —2 L LTHELHET,

TCP/IP % N U —27 35 Telnet 2 H L TL—X 12U £— h 727 A9 5I21%, linevty 7“
n— L a7 4 ¥ alb—vary avy REER LT, (AEY EEIEI#%%:%T N RSP N
N—BERELET, 2P L TrI A ERRT—ROBELZERT DL LI, ﬁﬁmﬁ

Kl ERELET,

linevty 70—/ 3L a7 4 Xab—3 gy a<y ROFEMIZOWTIEL,  [Cisco I0S Terminal
Services Command Reference] F¥ =2 X 2L T 7ZEW,

FfR ECa 7o USSR E 12T 512, login =~ > RO EREZ password =2~
V REE S TR — REEELET,

WRE, R, THU T 47 (AAA) ZHERT 58613, loginauthentication =~ > N &%
& L EJ, loginauthentication 2~ FAHEH L TY X M EHRET D L 12, E#H ETAAAR
RECBET D m 7 A UMb SR K 9 ITT 5I21E, aaaauthentication login 7w —/3 L =
Y74 FXalb—varavr REFEHALT, VANERETHILELHD 7,

AAA Y —EZADFERIZ DWW T, [Cisco I0S XE Security Configuration Guide: Secure
Connectivityl] 35 X O [Cisco I0S Security Command Referencel] #Z M L T< 72XV, login
line-configuration =~ > ROFEMIZ DWW TIX,  [Cisco I0S Terminal Services Command Reference ]
EZMLTLLEEN,

F72. L—H T TelnetEki T DI, V=X DERMBREA M4, £-EFNA—Z ICREINT-IP
T RUAZEHE L TR LELH Y £, Telnet 26 L CL— & ([CHikit 5 720 OE{EDOFE
A, Telnet r—EAD I A X <A XFik, BEI O Telnet ¥ — > —47 2D FIEIZDONT
IZ. T[Cisco I0S Configuration Fundamentals Configuration Guidel] &M L T 7Z2& Wy,

Telnet AL TCaAVY—ILA VA=A RIZT UV RT B

WAREIZIZPC DOHROWTNID A~ REASLET,
» connect host [port] [keyword)]
« telnet host [port] [ keyword]
Z T, hostIZiFN—Z DARA M EIZIP 7 RLAZIEE L, port (1213 10 RO R — + &S (F7 +

NVRE23) AFEELET, £, keword IZIFVAR—FENDHF—U—REHEELET, ZhbDa~vy
ROFEMIZ DT,  [Cisco I0S Terminal Services Command Reference] # 2R L TL 72 &1y,

GE) 778 AY—REHEHTIHEEIT. AAMERIIIPT RLAIIMA T, AR — &S (&
Z13 telnet 172.20.52.402004) *#i5E L F .
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

cwtyravez [

Wiz, telnet 2~ R&EHA LT, router & WO AFTON—Z I T D02 R LET,

unix_host% telnet router
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '"]'.
unix host$% connect

B7A L NAT—Re AJLET,

User Access Verification
Password: mypassword

GE) NAT— FRRE SN T RWIEEIEL, Return 2 L £,

2 —H EXEC £— R 6, enablea~> RE AN LET,
Router> enable
NMAT—= R 7ar7 hC, VAT A RAT—REANLET,

Password: enablepass

AFX—TI RAT— RRHFAEND &, BHEEXECE— R 7o 7 "R RO LS ICERENET,

Router#

ZIT, $#H#E EXEC E— KD CLI~DO7 7B ANA[EEIZ/R D £ LTz, MEha~vr RE A LT, HER

YA RFATTEET,
Telnet & v ¥ a 2 T4 5I121%, exit £7213 logout =~ > R&EMHAL £,

Router# logout

CLitvyia gl

T I T 4T HALTUMEHRELT, MHICEATA2ZENTEES, Eyiar ey
WL, 2 ND2—FRP 2T o EREMAIC EEBEXTERVE ) ITHRETEET, ﬁ

HARER TR TOXF ¥ T A PRI r R Lo TSNS DE < ToDIT,

yaV?&fxmK%ﬁwﬁiﬁ%%éﬂfwifot&zﬁ\:ﬂmi@n—%ﬁw—&m

VE—=bT7R8ATHILENTEET,

CLizvyi 3> EBIZDOLVT

T T 4T FALT Y bERELT, BHIICEAT 2N TEET, Eyvarny
2L, 2 NDZ—FRENEIT oI AL ZHAIC EFEE TERWE S IRETE X,

W FIRTHE 7 < TOF % 37 1 BT 0 AT > THI SR B OB T

o ar T B ARICTFHOBREN TSN TWET, &2, 2k 2—FiFn—

AWV FE— N T IV RBATEET,
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CLilty> aV RALT7OMDESR

AT 71 configure terminal
Ja—sUbarZ 4 Xal—vary T—FERBLET,

ATY 70 2 line console 0

AT 73 session-timeout minutes

minutes DEIZ XYV, XA LT T MIRBHETO CLI OFFERERINERESNET, CLITYy Y3 v XA A
T f‘%‘?%&ﬁiﬂj‘é &\ CLIE>y = V@’E%lU%/{ﬁ)aﬁ’ﬂﬁéﬂij‘o minutesﬂ:ﬂEO%‘f*‘EﬁHﬂiﬂjﬂé &\ v
av XA DLT T NBENTY F9,

X7_"‘Jj°4 show line console 0
yar &4’-577‘7 k& Lfgﬁﬁiﬂéﬂflﬂﬁ%ﬁﬁ%}g\biﬁ_ ("Idle Session" O)ﬂﬁéﬁ L’C%ﬂ?éﬂi@—) o

CLilty>a>npnovyy

1R BHHIIZ

CLIEyvaryO—Rp/ AU — RERET HIZ1E, EXECE— RFTlock =2~ REHEML

T, lock 2~ FEFEHT 51T, ZOH1C lockable 2~ > R&fH L CRIEZRET HME
NHY ET, WOBITIE, EIFRDS lockable & L TRESH, TD% lock =t~ RA&MH LT
—If XA T — FREID Y THNET,

AT Y F1 Router# configure terminal
Ja—r )L ar7 4 ¥al—vay T— RERBELET,
ATV T2 lock 2w REMHTE 2 X210 THEEEATLET,
Router (config) # line console 0
AT 73 Router(config)# lockable
B4 7 > 7 WREIC L £

AT w748 Router (config) # exit

X7_"7705 Router# lock
RAT—RKOAINRKDOLNET, XAT—RZ2EANTAHVLERNHY £17,

Password: <password>
Again: <password>
Locked

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



T HE

« Cisco IOS XE 17.14.1a O HHERE
« Cisco IOS XE 17.13.1 D HHERE

« Cisco 10S XE 17.12.1a O #HEHE
« Cisco 10S XE 17-11-1a O HHERE
« Cisco IOS XE 17.10.1a O HFHERE

(11 =—%)
(11 =)
(12 <—2)
(12 =2—%)
(12 =)

e Cisco IOS XE 17.9.1 O#F#RE (12 =2—2)
« Cisco IOS XE 17.8.1 ®#FHkRE (13 ~2—3)

« Cisco IOS XE 17.7.1 OFHéRE  (

* Cisco IOS-XE 17.6.1 O ¥HtkhE
e Cisco I0S-XE 17.5.1 O #rikne
« Cisco I0S-XE 17.4.1 O #Frikne

¢ Cisco IOS-XE 17.2.1 O FH%HE
¢ Cisco IOS-XE 17.1.1 O Frikfe

(
(
(
* Cisco IOS-XE 17.3.1 DHFHERE  (
(
(

Cisco 10S XE 17.14.1a (D $tsge

ZOV Y —AOHFHERITRD LBV T,

eI T— TTHTNEY 22— LDBNET LADPR— K

i

¢« LoORaWAN v h U —27 TDV T AB TV RT/A ZADHHR— k

* MACsec 1 & OV IPsec B 5k V7R — b

Cisco 10S XE 17.13.1 O &#%eE

ZOFEF, WO THBEINTHET,
cUSB A RL—T~DI0x 77 & A
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B ciscor0sxE17.021a DA

« HfEE— K TO P-LTE-450 ®¥ 7R — b
« SDWAN/vManage % /" L 7= P-LTE-450 O 48— K

cCAT6 BLWCAT 7 BNV T — T T HT )N EY 2—/LOBMET LOVHR—h
* SD-WAN U E— k7 7 A (SD-WAN RA)

« FN980 5G £ A @ CLI DL,

Cisco 10S XE 17.12.1a D gk

TV Y —AOFHKEEIXRDO B T,
¢ P-LTE-450 ® ¥ — bk
« SCATS @ HDLC Y 7"— k O s

« FIRZR LI A o ADELE

Cisco 10S XE 17-11-1a D 18k
ZOEE, WOBETHRINTHET,
« 2= VORI Y TR =k
e Av—h TARLVA Ny =T ~DER

LTE 7T H 7 INEY 2 — /)L TD Galileo AR — k

Cisco 10S XE 17.10.1a D &4 HE
ZoV ) —ZOFEREITIRD LB TT,
« V7 b =T IZ L D MACsec
emtFxF=U7 1 (HSEC) 714k A
s X2 TF—HUA THEREOHENE

craw Y7 v X —TT T 4 TR E CLI

Cisco 10S XE 17.9.1 D ¥t aE

ZDV ) —XOFHERRITRD LBV T,
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| wimsse

Gisco 10s XE 1781 o#rigse [

« BT — DR ER ] O U
«I0SXE # v > 7 L— KDis
« A OID @ SNMP R— 1 > 7
«GPS E— KDT 7 4 /v N AL
e VA F—JLE— ROV R— |

e Cisco WebUl 7 7 & 2R A > 4 (APN)

Cisco 10S XE 17.8.1 D ¥t aE

 DSL Annex B O#7H— K (371 *—)

« mSATA DO H R — 3L CM D IRM-1100-SPMI @ 10 $-78— K (289 ~=—3)
«gRPC 1y NU—JH#EAS V H—T7 =4 ZADFH (501 <—)

«GNMI 7 2—% (GNMIB) OHEH (501 ~<—)

craw V7 v MEREIRIL (269 X—)

« TNB @ SCADA F§rEsffl, (253 ~<—)

IV S —D A AMEEERIE

BT —HEEE L GPS BEREN IR D L D 1Tk S E Lz,

FENCL AN AR LTI NNy VT =22 HHMICAERBI O N v 74572012, FY H—K
Ak EF Ny Ja— K% controllercellular CLIIZ L » THZNCT A2 ENTEXF9, RO CLI
F7varEFHTEET,

(config-controller) #1te modem serviceability ?

gps GPS debugging

interface-resets Interface resets/Bearer deletion
modem—-crash Modem-crash debugging
modem-resets I0S initiated unknown modem-resets

FRy P F—=BIZZRD L DO EENET,
eV T XA M R—ZADOT NNyl (FhL—ANRNy 7 GPSulr— 3 ) .
cHUNC T A=~y NENT=T NNy T A vE—,
* LVIRWEPHO N S —EH DTNy T =4,

F Xy 7 a 13RO flash: OEFHIZH Y 17,

router#dir flash:servelogs
Directory of bootflash:/servelogs/

259340 -rw- 122 Sep 7 2021 17:40:44 +00:00 gpslog-slot5-20210907-174044
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259339 -rw- 1734 Sep 7 2021 12:14:07 +00:00 celllog-slot5-20210905-164628

GPSEBLOENLT—Dua 7 7 A /WL, 1ERGEO X A AKX T RER LT 7 7 A V4 T
e S E T, D7 7 A /UEKRD X O ITER S E T,

cWEFD 7 7 A VN 10Mb IZIE LA, LT 7 A VDMERR S ILE T,

o fERE (GPSE 72BN T —) BREEICESIZI L THLHEAMNICTIE, LT 7 AL
PMERR SN E T,

Cisco 10S XE 17.7.1 O ¥+ ae

e AL a—F 4 U AIOD IRM-1100 JE3EE Y 2 —/L (293 ~<—3)
«ADSLMIB A7 ¥ =7 DOV R—bF (390 <X—2)
«VDSLMIB A7 ¥ =7 DOV R—bF (390 2—2)

¢« 1GSFP OYR—F (296 =—7)

Cisco 10S-XE 17.6.1 D14 He

« AL LI LED (127 ~=2—)

*DSLSFP 7 7 — LU =7 DEL L BXOKRFEOY R —F (374 2—)
* DSL SFP Annex M O H 78—k (371 =X—)

«4 D50 ADSLMIB A7 ¥ =7 h&EHHR—hK (389 X—)

o 7 VX V10 JEiERERE (340 X—2)

Cisco 10S-XE 17.5.1 (D gk

« DSL SFP Annex J O %R — k(370 ~—2)

« EM74XX %5 A ® Dying-Gasp SMS @1 (367 ~—3)

« T VXL T/0 FHD SNMP MIB - (499 ~—3)

IOx T 7V r—ar~DGPS T 7 ®A (323 N—)

« mSATA @ Yang E5 /L (288 ~<—2)

cIOXx AT FT U= a b LTOFA MY =L (324 4—Y)

« show power CLI Z % 7"— K9 % SNMP MIB (499 ~—2)
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*DSL @ Yang E7 /L (388 ~X—3)

« DNP3 #L3E  (261 ~<—7)

vxian i

VXLANZ, 24 'y bDO®Z A2 R ID (VXLANID OJFER) %>, MAC in IP/UDP
(MAC-in-UDP) 1 7B /MEEMT T, K& VXLANID DA, 797 K 2y hU—7(C

BT, LANEZ A F&2 1600 FHE Tt & £4, 72, IPPUDP DI 7 E/ALIZED |

HBLANEZ AV FEBEFO LA Y3 Xy FU—27 2RITILHE LT, LA -¥ 3 Equal-Cost Multi-Path
(ECMP; %2 X h~ )L FRR) B CTE £,

Router-1 Router-2
FE 2 GE 0 GE 0 FE 2
FE 3 FE 3
FE 4 FE 4

WDORIZ, 2O0DT A AR EE T LET,

Router-1

Router-2

bridge-domain 1

member vni 6001

member V1anl00 service-instance 1

|

interface Loopbackl

ip address 200.200.200.200 255.255.255.255

|

interface GigabitEthernet0/0/0

ip address 192.168.1.2 255.255.255.0
media-type rj45

|

interface FastEthernet0/0/1
switchport access vlan 100

|

interface V1anlO00

no ip address

service instance 1 ethernet
encapsulation dotlg 100 //untag

|

interface nvel

no ip address

source-interface Loopbackl

member vni 6001
ingress-replication 100.100.100.100
|

ip forward-protocol nd

ip pim rp-address 200.200.200.200

ip http server

ip http secure-server

ip route 0.0.0.0 0.0.0.0 192.168.1.3

bridge-domain 1

member vni 6001

member V1anl00 service-instance 1
I

interface Loopbackl

ip address 100.100.100.100 255.255.255.255
I

interface GigabitEthernet0/0/0

ip address 192.168.1.3 255.255.255.0
media-type rj45

I

interface FastEthernet0/0/1
switchport access vlan 100

I

interface V1anlO00

no ip address

service instance 1 ethernet
encapsulation dotlg 100 //untag

I

interface nvel

no ip address

source-interface Loopbackl

member vni 6001

ingress-replication 200.200.200.200
I

ip forward-protocol nd

ip pim rp-address 100.100.100.100

no ip http server

ip http secure-server

ip route 0.0.0.0 0.0.0.0 192.168.1.2

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



B s os—oraRELTRLS (V8 —T 14 RESK— 1T 5 ERSPAN

g |

EETXTAAEA—TIARELTEILS—A A —T A R EYHR—F

9% ERSPAN

7ML E—F AL v F KAR—K 7749 (ERSPAN) 2T 5L, BAT—oA
H—=T 2 APSEDNT T 4 v 7 AR TEF T, ERSPAN X, BEEMRDO N T 7 4 v 7 %

Py FT—=IT7F T4 VICEELET,
DLTFICEREY I ERLET,

Router (config) #monitor session 1 type erspan-source

Router (config-mon-erspan-src) #no shut

Router (config-mon-erspan-src) #source interface Cellular0/1/0
Router (config-mon-erspan-src) #destination

Router (config-mon-erspan-src-dst) #erspan-id 1

Router (config-mon-erspan-src-dst) #mtu 146

Router (config-mon-erspan-src-dst) #ip address 169.254.1.2
Router (config-mon-erspan-src-dst) #origin ip address 169.254.1.1
Router#show monitor session erspan-source

Session 1

Type : ERSPAN Source Session

Status : Admin Enabled

Source Ports :

Both : Ce0/1/0

Destination IP Address : 169.254.1.2

MTU : 1464

Destination ERSPAN ID : 1

Origin IP Address : 169.254.1.1

ERSPAN D% EDFEMIZ OV TIE,  [Configuring ERSPAN] ZZ M L T 72 &0,

Cisco 10S-XE 17.4.1 (Dt gk

* Cyber Vision DR —F (431 ~<—)

«LMGUI ZfiI L7z CVC B H—0DA A h—/b (438 X—2)
* SFP ZffiJfl L 7= DSL

T NAT N NEH

Cisco 10S-XE 17.3.1 Dt gk

<10 R— MI%FT D YANG DY HR— | (498 ~—2)
* Security-Enhanced Linux (SELinux) ®OH7AK— bk (461 ~=—)

W7 — R T v X2 VT 0 OEGER (127 X—2)
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/lanswitch/configuration/xe-3s/lanswitch-xe-3s-book/lnsw-conf-erspan.pdf
https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b-cisco-ir1101-scg/m-configuring-dsl.html#concept_oqr_wcw_m1b
https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b-cisco-ir1101-scg/m-out-of-band-management.html

| s
Gisco 10S-XE 1721 o#ritse [

P-LTEAP18-GL € 7 L PID [Zxi9 5 H7R— L DiEM

« P-LTEAP18-GL PID (3 Telit &7 A LM960 €7 A& L £, X TD IR0 ET LD
FEMILZ DWW TIE,  [Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide]
BTSN,

Cisco 10S-XE 17.2.1 (Dt gk

« XA 7 4 7 Docker DY HR— K (332 2X—)

sraw Y7 b T U AR — NMIKTH YANG T —HETLOHHR—F (276 <2—)
cIOX AT FT TV = a DT VELI0 (334 2—)

L2 AT 4 v FEF2T MACT RLA (176 ~<—)

e BAFEXT Y —m DY R—F (335 2—3)

Cisco 10S-XE 17.1.1 Dt gk

2DV Y —AOFERIFRDO LB Y TT,
* X25 over TCP (XOT) OH#AR— |k
* YANG 7—# €7/ (Call-home) DY R— |
« SCADA IZ%f3 % YANG 7 —# ET /LD R — k
*GNMI 7 L A b U XA YA ATk 5 ET VBB R — b O¥R— |k
«USB 7 7 B RAZHNEIITET DDA T a

e Day 0 Web =—H A X —T = A A
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IL—3 DERE CL EXE

ZOFEF, WO THMEINTHET,

«IR1101 A > % —7 = A ZADwm4 (19 X—2)
« BARRGE (20 ~—7)
e S — L RNTG A—EZDHEE (24 X—3)
X HTEY A=V Ry M A F—T A ZADFKE (24 <—)
* GigabitEthernet0/0/0 TOH 7 A > Z—T = A4 ADHH—F (26 X—)
N—T Ny LB =T x4 ZADRE (26 X—)
« Cisco Discovery Protocol D H %t (27 ~—2)
e av L RIA LTI ERADOHRE (28 X—)
c AXT 4w — FORE (29 X—)
s XA F I v V— b OEE (Bl X—)
VTN AE—=T 2 ADFEE (33 X—)

IR0 A/ 32— x4 AN

PR—=FINTWVEIN—RT =T A F—T A AL ZOMLRANT, ROFRITREHINLTH

£7,

N=—FITF7 A VB8—TI4R @i IL—IL

X¥HEy A —Y vy b 2R K—F gigabitethernet 0/0/0

TJT7 AN A —Y—FXv b HF—F§ fastethernet0/0/1-0/0/4
LT — A HE—T A cellular 0/1/0 and cellular 0/1/1
FERMT VTN A H—T =R async 0/2/0

USB usbflashO:

mSATA msata

IR1101 R— A== F T T — AL AN alarm contact 0
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- B

SFEISERIRETD 2—VDA U F—T x4 AL, ROTIZHY £,
¢ IRM-1100-4A2T JEREE Y =2 — L (299 ~2—30)

¢ IRM-1101 $EIEEY 22—/ (283 ~<—3)

i
Dt
K
gl

FEARBRET, PIREX A T e 7RIl LIz Y OFER T, 2F 0, —FITiF,
WebUl %41 LC, FE7/2IPnP 7R ERZEESHH72DIT, IPT R L ANBEATRER A v & —
Tz A APRLRLEBLIOREINTND I EEERLET, PIHIREELERT DT, KO
BlZxd & 512, show running-config 2~ > R&MHAH L £,

Router# show running-config
Building configuration...

Current configuration : 8079 bytes
|
! Last configuration change at 17:33:19 GMT Tue Jun 25 2019
|
version 16.12
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service internal
service call-home
platform gfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
|
hostname IR1101
|
boot-start-marker
boot-end-marker
|
!
no aaa new-model
clock timezone GMT 0O O
call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
active
destination transport-method http
no destination transport-method email
|
!
ip name-server 171.70.168.183 198.224.173.135 8.8.8.8
no ip domain lookup
ip domain name cisco.com
|
login on-success log
ipvé unicast-routing
|
chat-script lte "" "AT!CALL" TIMEOUT 20 "OK"
chat-script hspa-R7 "" "AT!SCACT=1,1" TIMEOUT 60 "OK"
|
crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl?2
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i
ax

revocation-check crl

crypto pki trustpoint TP-self-signed-756885843
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-756885843
revocation-check none
rsakeypair TP-self-signed-756885843

crypto pki certificate chain
certificate ca 01

30820321
32310E30
6F204C69
3834375A
43697363
526F6F74
82010A02
CBB4C798
1C394D78
4AA4EB80D
7390A3EB
68E69491
C7479096
C55F0D76
DFC7C6CF
06300F06
4B3D31E5
03820101
604EDCDE
D98987BF
467A3DF4
7CATBTEG6
S5FBODAO6
80DDCD16
418616A9
D697DFTF
quit
crypto pki

3082032E
30312E30
69666963
385A170D
532D5365
38343330
82010100
8BF2ABDY
2352EEC9
C04DA5B9
E458712D
7TB97582A
882E0749
E38119E2
889F02BB
0603551D
1D060355
06092286
22955E06
DC23E8D7
1346D540
4D950D99
F71F8D5E
A588DCDA

30820209
0C060355
63656E73
170D3338
6F312030
20434130
82010100
212ARA147
462EF239
DB6FD1C9
2B5436AD
20F320E7
B4CB2D62
61F9A4CD
04DD7FD1
03551D13
1B3E6AL7
00507F24
FFAFED2B
E40CBDY9E
4D565700
C1AFT74F6
BO92AFETF
D6BACECA
4093E049
28

A0030201
040A1305
696E6720
30353330
1E060355
82012230
A6BCBD96
C655D8D7
C659F715
60B1FD18
C847A2C5
948E71D7
EA2F505D
3D992327
02030100
0101FF04
606AF333
D3932A66
7TTFC460E
1AECAOC2
6ADFOF0D
152E99B7
494E8A9E
EEBC7CF9
4D10AB75

certificate chain
certificate self-signed 01

30820216
2C060355
6174652D
33303031
6C662D53
82012230
D2F61742
5C3A597D
EE70742E
028DD3EC
841A43CD
64E511A6
ACE5BD44
8B34F7AC
02030100
23041830
1DOE0416
4886F70D
AF192FA6
A47DB4AE
47BB7E89
3CCOC65B
D3B7A962
8272CE33

A0030201
04031325
37353638
30313030
69676E65
0D06092A
3B651909
2EEQO112C
46EFBAFC
992493A6
709D4D9E
D81735FF
32634790
090C0450
01A35330
16801405
04140577
01010505
868D5556
D6CB6665
2BB1BE4D
0A98859A
3DOFDE44
36ABC57A

SLA-TrustPoint

02020101
43697363
526F6F74
31393438
04031317
0D06092A
131E05F7
9471380D
B98COA59
FFC69C96
DAB553EB
AE3BCC84
C7B062A4
A8BBO3BD
01A34230
05300301
3D3B4C73
86025D9F
CD636FDB
2189BB5C
CF835015
B1FCF9BB
07B85737
8428787B
27E86F73

300D0609
6F312030
20434130
34375A30
43697363
864886F7
145EA72C
8711441E
5BBB5CBD
6FA68957
69A9A535
F10684C7
6811D95B
4E6D7069
40300E06
01FF301D
E8300D06
E838AESC
DD44681E
8FA85686
3CO4FF7C
E973DE7F
F3A58BEL
35202CDC
932E35B5

2A864886
1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAF071A
OCFEBEA3
A2617DE7
58E9F3E3
4BCBEOOF
E8250FC4
7CBADF8B
03551D0OF
0603551D
09228648
6D4DF6BO
3A5673AB
CD98B646
21E878AC
S5BDDEB86
1A48A229
60E4616A
8862FDAE

TP-self-signed-756885843

02020101
494F532D
38353834
30303030
642D4365
864886F7
95856431
ECA615AA
A03744D8
EA864ED6
72A9DE3E
117CE399
3607ADEA
03166B42
51300F06
77954127
95412736
00038201
959ACF05
BCAET7F39
16990318
3B81E324
012AC034
BFF52980

300D0609
53656C66
33301E17
5A303031
72746966
0D010101
9BC2CCB7
D0297F9E
A22E4DA3
354CB3F4
F935A688
4C2A2973
9F319343
8CT7C9EAT
03551D13
36509205
50920570
01004147
398F3907
24D010F0
A4612CC5
BAB34EDF
DOE7F75A
S5FFC7C34

2A864886
2D536967
0D313930
2E302C06
69636174
05000382
D4B04861
071B6B5D
AAF919CC
094D3EBF
59B6F278
F5FD407D
4CA76BOD
5132687F
0101FF04
7025CF4E
25CF4E84
49C6A0A9
DFE3148B
DB8FOE70
C7CC9376
64CAB8C38
DB1BF12A
4D4307BB

F70D0101
04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BE7
104FDC5F
COBD23CF
539BA42B
5D5D5FBS8
DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1lE69
B623CDBD
0275156F

F70D0101
6E65642D
35333130
03550403
652D3735
010F0030
DD6E0924
9B831332
0A7929A7
5307CAA3
65B59EEQ
BCEB62A6
B1DE6ALC
E1F7BF6E
05300301
84B5D4A2
B5D4A2A3
56F5BD4D
0E2CFC12
S5E7C3F73
7DF1A1F4
184DC796
CF23E2F5
ACOCOF18

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0

05050030
43657274
30303530
1325494F
36383835
82010A02
4C3E6A51
021E61F4
3BDB3B17
192B5759
6B72469E
FD7C6B08
AD144548
BO65CD4E
01FF301F
A3D53730
D537300D
4892AEEQ
20BEEAOS
25AB1783
C09C0051
47DDD9DD
6A4FDALl4
AAT83B9D
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27C61E89 OECIC6AA 6AB3F73B EF8450FD 782DFC63 038F6A27 456CA32B D3FEDB97

C8064523 EBBI93FF5 8B98B546 44F853E9 0E04
quit
|
license udi pid IR1101-K9 sn FCW222700KS
diagnostic bootup level minimal
|
spanning-tree extend system-id
memory free low-watermark processor 50357
file prompt quiet
|
!
username cisco privilege 15 password 0 cisco
username lab password 0 labl23
|
redundancy
|
!
controller Cellular 0/1/0
no lte firmware auto-sim
lte modem link-recovery disable
|
controller Cellular 0/3/0
|
vlan internal allocation policy ascending
|
!
interface GigabitEthernet0/0/0
no ip address
shutdown
|
interface FastEthernet0/0/1
switchport access vlan 192
switchport mode access
|
interface FastEthernet0/0/2
switchport access vlan 172
switchport mode access
|
interface FastEthernet0/0/3
switchport access vlan 172
|
interface FastEthernet0/0/4
switchport mode access
|
interface GigabitEthernet0/0/5
|
interface Cellular0/1/0
ip address negotiated
load-interval 30
dialer in-band
dialer idle-timeout 0
dialer watch-group 1
ipv6 enable
pulse-time 1
ip virtual-reassembly
|
interface Cellular0/1/1
no ip address
shutdown
|
interface Cellular0/3/0
ip address negotiated
dialer in-band
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dialer idle-timeout O

dialer watch-group 2

ipv6 enable

pulse-time 1

ip virtual-reassembly

|
interface Cellular0/3/1

no ip address

shutdown

|
interface Vlanl

ip address 192.168.10.15 255.255.255.0

|
interface Vlanl72

ip address 172.27.167.121 255.255.255.128

|
interface Vlanl75

ip address 175.1.1.1 255.255.255.0

|
interface Async0/2/0

no ip address

encapsulation scada

|
ip default-gateway 172.27.167.1
ip forward-protocol nd

|
ip http server
ip http authentication local
ip http secure-server
ip route 0.0.0.0 0.0.0.0 172.27.167.1
ip route 0.0.0.0 0.0.0.0 Cellular0/1/0
ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 253

ip route 8.8.4.0 255.255.255.0 Cellular0/3/0
ip route 171.70.0.0 255.255.0.0 172.27.167.1
ip route 192.1.1.0 255.255.255.0 Cellular0/1/0
ip route 192.168.193.0 255.255.255.0 192.168.10.1
|

!

ip access-list standard 1

10 permit any
dialer watch-list 1 ip 5.6.7.8 255.255.255.255
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1
dialer watch-list 2 ip 5.6.7.8 255.255.255.255
dialer watch-list 2 delay route-check initial 60
dialer watch-list 2 delay connect 1
dialer-list 1 protocol ip permit
dialer-list 1 protocol ipv6 permit

ipv6 route ::/0 Cellular0/1/0

|

!

snmp-server community public RO

snmp-server community private RW

snmp-server host 171.70.127.43 version 2c public
snmp-server host 172.27.167.220 version 2c public
snmp-server manager

|

control-plane

|

line con 0

exec-timeout 0 0

stopbits 1

speed 115200

line 0/0/0
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B /o ssx—some

SO—I/N)LINSA—3D

line 0/2/0
line vty 0 4
exec-timeout 0 0
password cisco

login

transport input none
|

|

end

IR1I101#

=L

axX AE

L—a oKL cUEE |

=B DT a—r ) NTG A=K ERETHIIE, WOTFNEEZFEITLET,

FIE

ARV RFERETIVa Y

E:)

R w 71 |configure terminal Jua—\)Lary 7 4¥al—gy B— REEG
il - LET (2> y— R — MEAK)
KOS REFHLT, v—2LUE—FF—3
Router> enable 7 ks
Router# configure terminal ﬂ—}l/ %Eﬁ% L 35 —’9)—0
Router (config) # telnet router-name or address
Login: login-id
Password: ****xxskkx
Router> enable
Z 5 72 |hostname name N— B EfRELET,
f
Router (config) # hostname Router
Z 5w 73 |enable password password =B ~DRIERT 7 AZBIET 5121%, 784

1 -

Router (config) # enable password crlny5ho

UV—FzfELET,

GE) ZolXoa~wr RTHE, /NAU— Rk
LENEF A, RAT— REREELT 51
%, ANROT ASA RGE(E AT A RIZRidEi &S T
WA XEkoic, A1 x—=7 N =71y kR
U—REHEHLET,

NS N N EE =
FHEY M ALA—BRXY A A—T 24 ADEKE
IR1101 EOFHE Y A=V Ry b A 2 Z—T A X (GI0/0/0) DT 7 # /L FiREIL. LA ¥
3(L3)TY, TDA L HE—T x4 A%, LA4¥Y2 (L2) A VX —TxA AL LTHETDHI &
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FHEY kA—Hhy k1va—Tx420%% [

MNA[FETT, IRIIOI DX T EY b A —HV Ry b A v H—T oA AT RAR—FTHY, =
FILRI45+SFP 2 X/ X THDHZ L HEWRLET,

IRM-1100-SPMI $L5EE ¥ = —/LIZ1E SFP AR — h H## STV E 7, IRM-1100-SPMI O ¥ 77
By b A=Y Fry b A F =T =A% (GIOO/5) 1Z. LAY 2 (L2) OATT, 2FH, =
DR— h &AL D VLAN (switchport acc vian #) (ZFID 4T T SVIA ¥ —7 = A Z&fEHT
XFT, COR—FMETFICIP T RLAZED Y THZ LT TEERA,

ELWaxy 2 z2RRT 2088 HY 9, IROBFTIZH S [Cisco Catalyst IR1101 Rugged
Series Router Hardware Installation Guide] [J5E] 2 L T Z &0,

FUR—=ROXHEY b A =Ry N A U F—T oA ZAZFETERT DHITIL, Tu—L
AT 4 Falb—var E— FPLHBLT, ROFIEZFATLET,

FIE

AR NFERERTOVa Y

=)

ATy T

interface GigabitEthernet dlot/bay/port
1 -

Router (config) # interface GigabitEthernet 0/0/0

I—R P TCA B —T A ADAL T 4 F a2l —
vay E—RFEBLET,

ATy T2

ip address ip-address mask
fAil

Router (config-if)# ip address 192.168.12.2
255.255.255.0

EELIEAVH—T 2L ADIPT RLALHF T Ry
F~R2A7ZRELET, IPvAT KL AERET D%
B, ZoAT T EHERALET,

ATvT3

ipv6 address ipv6-address/prefix
fi

Router (config-if) # ipvé address
2001.db8::f£f£f£:1/128

BELIEA VI =T 2 A ADIPV6 T KL AL T L
T4 AERELET, IPV6T7 FLAERET 5%
BE AT v T 20RDYVICZORT v T EEHL
F3, IPV6r=F ¥ A FV—T 4 VT HBRET DL
HRHY £F, FEMICOVTIE,
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6
basic/configuration/xe-16-10/ip6b-xe-16-10-book/

read-me-firsthtmllZ % % [1Pv6 Addressing and Basic
Connectivity Configuration Guidel] #&/ L C< 72
0,

ATv74

ipv6 unicast-routing

1

Router (config)# ipv6 unicast-routing

IPv6 2 =F ¥ A NT—H 7 hOREEZHANTL
i‘a‘o

ATy TH

no shutdown

1 -

Router (config-if) # no shutdown

A B =T A AEEIMTLET, REPEHS T
YINOERT v B LET,
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L—a oKL cUEE |
B cigavitethemetonn <o T4 28— T4 RDYHK—~

AU RFERET7TIV3 Y B#
AT v 76 |exit AV B =T 2 A ADAL T 4 Fal—a L F—R
Bl - ERTL, Ju—rbary7 s ¥alb—va s E—
RIZRED £97,
Router (config-if) # exit

GigabitEthernet0/0/0 TODH JA 3 —J 4 ADYKR— k

Cisco IOS-XE U U —Z 16.11.1 LIETIX, g0/0/0 A > 4 —T = A ADY T A L HZ—T = A AL
dotlg XENYHR—FENTWET, KRIZHIZEZRLET,

Router (config) #interface g0/0/0 ?

<1-4294967295> GigabitEthernet interface number
Router (config-subif) #encapsulation ?

dotlQ IEEE 802.1Q Virtual LAN

W—TNy G A 23— x4 XADEE

1R BHHIIZ

N—T Ry ) LB =T 2 Ak, ABT 497 T RLADT L—AR 4 — b LT
L. 74 NOA—F ¢ v 7 IEREHRME L E 9,

N—T Ry f B —T 2 AERET DI, WOTFNEEFEITLET,

FIE
ARV RFERETI a3 Y B#J
R w71 |interface type number N—T N T A VB —T A ADAL T £ F 2 L—
%l - arE—REmLET,

Router (config) # interface Loopback 0

ATwF2| (A7 =21) ipaddress ip-address mask N—T Ry 7 A B —T 2 ZADIPT RL & LW
- 7*VF7X7%§ELETOEWTPVX%§ﬁ
T 55E1E. IRICHBIT % ipv6 address
Router (config-if) # ip address 10.108.1.1 ipv6-addre§#preﬁx A~ Refi LET,
255.255.255.0

ATy F3| (X7 a2) ipvbaddress ipve-addressprefix |/L—T /Ny f X =T A ADIPV6 T KL A &
1 TV T4V AERELET,

Router (config-if) # ipvé address
2001:db8::ffff:1/128
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=n
ax

Cisco Discovery Protocol D& %1t .

ARV RFERFTIVaY =)

AT v 74 |exit
I

Router (config-if) # exit

N—T Ry J A B =T 2 ADALT 4 Fal—
var E—REKTLES, i T, Fa—rb
ary7 4 F¥al—varE—RNIREYET,

i
W—TNRy Y £ 8—T 14 REREDHER
showinterfaceloopback =~ FZ A LET, ROFD LS R NRERRINET,

Router# show interface loopback 0
LoopbackO is up, line protocol is up
Hardware is Loopback
Internet address is 192.0.2.0/16
MTU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation LOOPBACK, loopback not set
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/0, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out

F20%, ROBNTRTEHIC, ping2~> REHFEALTLV—F RNy A F—T A
AR L ET,

Router# ping 192.0.2.0
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.0, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Cisco Discovery Protocol DA %11k

JL— % TlL, CiscoDiscoveryProtocol (CDP) A7 7 4/ h THIIRESNTWET, EF=
V7 4 EOBHNG, MBS TEDNCT L2 N TEET,

CDP Offi FIEDFEMIZ DWW TiX,  [Cisco Discovery Protocol Configuration Guide, Cisco 10S XE
Release 3SJ| #ZM L TS 720,
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L—a oKL cUEE |

. ARV KRSAV 7 IEADHEE

VRS ATIOERADETE

N—B~DT 7B REHHT /7 A—=F 2 ET HI20E. WOFNEEZFITLET,

\)

GE) cI VAR —bMATE, ZDOHA KD Telnet & SSH DBV v g o TRICHAINL TS B
_ﬁﬁfézgwﬁwiﬁ

Flig
AT RFEEIEFTZII Y B8
25w 71 |line [aux |console |tty |vty] line-number Bt 7 4 X2 b—a v ET— RERBLET,
il - VT, BRRD 2 A T EHRELET,
. _ IR THITCIE, T2 Ao Y — L iERE
Router (config) # line console 0 * ﬁEIJE£7f
AT 72 |password password a2 — VR RERICEG D/RA T — REBELE
1 - EE
Router (config-line) # password 5dr4Hepw3
AT 73 |login MKty aral A UBEORAT— RF w7 %
Bl - T LET,
Router (config-line) # login
AT 74 |exec-timeout minutes [seconds] 2—HPANPBHEINDETEXEC 2~ K AV
il 5T S BAERET SMISETE L KT, 7Tk
ME 10 77 T7, LERE T, MBECREZ BN
Router (config-line)# exec-timeout 5 30 L/§E7fo
Router (config-line) #
ZZITETHNE, 530X A LT U FERLT
WEJ, 100 DEXALTT NEATTBHLE, A4
LT TR ELERA,
ATy 75 |exit FE#a 7 Fal—a B q—REKRTLT, 7
Bl - o—N)L a7 4 Fal—aryEF—REHERBHL
£7,
Router (config-line) # exit
25w 76 |line [aux |console |tty |vty] line-number UE—bh ary—n 77 2AHORBEKZIEE
15“ : L/iﬁ—o
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2487495 h—toEz [

ARV RFERFTIVaY =)

Router (config)# line vty 0 4
Router (config-line) #

AT v 71 |password password AR R BRI A D /RAT — REfRE L £,

1

Router (config-line)# password aldf2adl

RTw 78 |login
1

Router (config-line) # login

R E Yy a el VEONRAT—RF oy
7 EAMILET,

ATy 79 |end
1

Router (config-line) # end

FEfay 7 4 X2l —arEB—ReKTLET,
T, BHE EXEC E— FICREY £7°,

1

WROBREIE, a~ RIA4 T 78R a~r RaeRrLET, T 74 /L b transport
input none T 7%, SSH B AN/ > TV AHEEIX SSHICRET DM ENH 5 RITE
BELTLEEN,

default LRSS TV D a~vy Nk, ANT206ETHY F¥A, ThbDa~vs R
I%. show running-config =~ > ROMEMARFZ, Efshicar7 1 F¥ab—a
77 ANMIHBINORSNET,

|

line console 0
exec-timeout 10 O
password 4youreyesonly
login

transport input none (default)
stopbits 1 (default)
line vty 0 4
password secret

login

!

AZT4v9 IL—FDEE

ART 47 —MI, Xy NI—T &N LEEELV—T 47 RAZRMHELET, 2D
L. —F FECFHTRESNET, Xy hT—7 bARu PREEINHAICIE. AET 1 v
I N— R EH LWL — NMIEHFTLOIMLERDD ET, AXT 4 v 7 —NI, V=T 7
7u hal ko THER SN GEZRE, 774 X—F L—FTT,
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B <57y —rome

L—a oKL cUEE |

AZT 4y 7 = b ERET DI, ROFIEZFETLET,

FIE

ARV RFERFTIaY

=)

AFyF1| (A7 =3 1) ip route prefixmask {ip-address |IP /X% >~ hDAXT 4 v 7 L— hEFRELET,
| interface-type interface-number [ip-address]} (IPv6 7 R L A ZRET D5 E1E. RISHHAT S
i - ipv6address 2~ > RZEH LT 7230
Router (config)# ip route 192.10.2.3 255.255.0.0
10.10.10.2

ATy 2| (A7 a2 2) ipv6 route prefix/mask IPNry NDARZT 47 —bEfaELET,
{ipv6-address | interface-type interface-number IPv6 OFERIZ DWW TIL, IRESHR L TL &0,
[ipv6-address]} https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6
) - basic/configuration/xe-16-10/ip6b-xe-16-10-book/

' read-me-first.html

Router (config) # ipvé route 2001:db8:2::/64
2001:db8:3::0

27w 73 |end Ja—sL 3y 4 Xab—vay T REKT
Bl - L. $5HE EXEC E— REBIA L £

Router (config) # end

WOFREFNL., 5aFE P 7 FLAH 192.168.1.0, 7 %> kb = A7 I 255.255.255.0 D
FTRTOIP N7y Fa, IPT FL 21010102 DOEREICH LT, SHEY b A v
H—=TxAf AL AZT 47 —FTEELET, BEMIZIE, N7y PORE

D PVC ITEEINET,

default Lo RS TS a~ 2y Nt AATHLEIHY A, ZOa<2 NI,
running-config =~ > ROFEMAKFZ, Ak Sn/car 74 Falb—T gy 77 AT

BB RSN E T,

ip classless (default)

ip route 2001:db8:2::/64 2001:db8:3::0

RE DHERR

ABT 47 —ERIELLSRESNTWD Z & 2R+ 5121%. showiproute =<
> K (F7iI showipvbroute =~ K) Z AL, LFS TRENDAXT 47

N— b &R O ET,

IPvd 7 R A ZFEHAT 585683, kO X > BREREAOHAINERINET,

Router# show ip route
Codes: C - connected, S - static,
D - EIGRP,

R - RIP, M - mobile,
EX - EIGRP external, O - OSPF,

B - BGP
IA - OSPF inter area
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| r—aosxmi o
s4+2v0 n—roxz I

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets
C 10.108.1.0 is directly connected, Loopback0
S* 0.0.0.0/0 is directly connected, FastEthernet0

IPv6 7 R L AT AL, RO LD RHERAOH NI RENET,

Router# show ipvé route
IPv6 Routing Table - default - 5 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS Ll
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE -
Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ONl - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
ls - LISP site, 1d - LISP dyn-EID, a - Application

C 2001:DB8:3::/64 [0/0]
via GigabitEthernet0/0/2, directly connected

S 2001:DB8:2::/64 [1/0]
via 2001:DB8:3::1

> = - —
BAFZIVD IL—FDETE
HAFI I N—T 47T, Xy bI—0 "I 7 4o 7 FRIT PR ICE ST, Xy
FNT—2 7a ha B RAEABHELET, ¥4 T Iv 7 Vv—T 0V TOERIX, *v b
U —7 oo —Z I I ET,

FTR_RTD CiscolOS-XE 2o 7 4 Fal— gy A RERMPOAFTXET

https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-17/series.html#Configuration

Routing Information Protocol M % E
N—Z D RIP ZRET HITIE, ROFINEZFETLET,

FIE
AT RFEEIEFT7ZII Y B#

T w71 |router rip N—HF a7 4 FXal—varyE— B LE
Bl - T HENT, L—ZDRIP ZHMZLET,

Router (config) # router rip
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L—a oKL cUEE |

. Enhanced Interior Gateway Routing Protocol 0 %7€

AU RFERET7TIV3 Y B#
AFwF2|version {1 ]| 2} RIP version | £72132 OfFEHEZRELE T,
1 -
Router (config-router) # version 2
AT 73 |network ip-address B L CWD Ry NT—7 DO%T KL A&
i - LT, RIPZEAT D5y FU—7 UAREHEEL
i‘a‘o
Router (config-router)# network 192.168.1.1
Router (config-router) # network 10.10.7.1
25w 74 |no auto-summary F v RU—2 Lol kDT F sy kb— kD
il - HEY~ T4 RE WA LET, ShCEY ., HT
TVT 4 T AN—T 4 U TITERNT T AT IV F
Router (config-router) # no auto-summary Ik Uhyiﬁﬁ*%@ifﬂé{géﬂiﬁ_o
7w 75 |end V=B AT 4 Fal—varE—RERTLT,
Bl - FikE EXEC £— FZBRAA L £,

Router (config-router) # end

1
X TE DHERR

RIP NIELLSBEEINTND Z & 2R T 5121%, showiproute =~> K&Z ASL,
LFERTREND RIPV— b ERDTET, ROFIO LS 2B FERSNET,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, Loopback0
R 3.0.0.0/8 [120/1] via 2.2.2.1, 00:00:02, Ethernet0/0/0

=JL ==

Enhanced Interior Gateway Routing Protocol O 5% 7€

Enhanced Interior Gateway Routing Protocol (EIGRP) (%, A =|Z X 5 TBH%& 4172 Interior
Gateway Routing Protocol (IGRP) OD¥LiE/N—3 5 > T9, EIGRP D2 /3= = A 7R
7 4 BELOMEREDHIT, IGRP LV b REICSEE S, IGRP I S <7 £ L7,
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EIGRP ® 2> X —T xR 77 /v —%, Diffusing Update Algorithm (DUAL) & FEEILD
T ZRZFESNTWET, 20T AT ZLF, — FRETO EORFETHLA—T)
FHELZNEIICL, MARYERIIEGT 2T XTOT A AZFEHTEL LT LET,
R UEREOEBEEZ T RNT N AT, BitRICEENETA,

Enhanced Interior Gateway Routing Protocol (eigrp) DFXEDFEAIZ DWW TIX, RO H A FERR
LTL &V, https://www.cisco.com/c/en/us/td/docs/routers/ios/config/1 7-x/ip-routing/b-ip-routing.html

=L
)TN A A=A ADETE
OB Va T, VITAAL A —T oA AEBOREIZOVWTIHHL £ T,

IR1101 1%, SCADA. raw Y7 v h. E£7013 Y N— 2 Telnet |2 SN B IEREAS Y 7oL A o
H—TxA AT harczdiR—rLTWET, B I TNV A F—T A AELFHEHD
FERIM 0/2/0 ZEEHFE L CWET, YU T A F—T = A AL DTE DH T,

\}

CE)  FERM U TN =T LI ONTIEL, ROBFFTZH S IR1101 HW REH A RESHRL
T 7Z &V, https://www.cisco.com/c/en/us/td/docs/routers/access/1101/hardware/installation/guide/
1101hwinst.html

EREAA 2 —T 14 ADIETE

R VTN A H =T 2 A AEZREL. AV H—T 2 AT 4 Fal—Ta ET—
REBIMET BICIE. Zu— L arv 7 4 Xal—3 gy B— RTROWTROD < Ry
EALET,

AR NFERERETIVa Y S0

Router (config) # interface async 0/2/0 | ( L % —T = 4 Z L 7 4 X2 L—3 g 0 F— FE2 B
L\iTO

ERHAS ) 7IL A TEILEDIETE
RV TN A B =T 2 A R, ROV TN BT TR EFR—F LET,
* Raw-TCP
* Raw-UDP
« SCADA

s WY L—
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B 7 g—rons

) TILR—

L—a oKL cUEE |

ARV RFERETOVa Y B

Router(config-if)# encapsulation {raw-tcp | raw-udp | FEFRBIS Y TN MM ERELE
scada} +

B PO FEIL, CiscolOS V7 MY =27 CRETA I a haLx/-37 UV r—a v
DHA T THREINET,

FoMDOH TR, e halERET ) =g I OoWTGRIT A FE RO
NEBIVOETERINTVET,

=N s
FDEXTE
VIUTINAR—=FERET AT, WOFINEEZFEITLET,

IR1101#sh run int async 0/2/0
Building configuration...
Current configuration : 62 bytes
|

interface Async0/2/0

no ip address

encapsulation raw-tcp

end
IR1101#show line
Tty Line Typ Tx/Rx A Modem Roty AccO AccI Uses Noise Overruns Int
* 0 0 CTY - - - - - 0 0 0/0 -
0/2/0 50 TTY 9600/9600 - - - - - 0 0 0/0 -
74 74 VTY - - - - - 3 0 0/0 -
75 75 VTY - - - - - 0 0 0/0 -
76 76 VTY - - - - - 0 0 0/0 -
77 77 VTY - - - - - 0 0 0/0 -
78 78 VTY - - - - - 0 0 0/0 -

FREDSHERIMIE — FTIER0, £33, A= =7 ¥R =230
1-49, 51-73, 79-726
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4.
=% =R

Web 1—H /A3 —TJ x4 X

ZOFEF, WO THMEINTHET,

e Web 21— —A L F—T7 = A4 ZOMFE (35 2—)

*Day 0 /LT —F—F (36 <—)

*Day 0 Web =—H A > F—T =4 X (36 X—7)

cCAT6 BLIOCATT BTG — FS5H TN ED 2a—LDBMEFTLOFR—K (37 ~2—
V)

e NT— FITHTN T 2= LDBEINET LOYR— K (38 2—)

LTE 7T H T NEY 2 —/LTO Galileo AR — (38 2—)

«GPS E— FDOTF 7 5V bANME (39 <—2)

c FEFHELHKEHE 39 —)

L — R ABEGT DT OD A E o —ZDORE (40 2—)

« DHCP Zfli ] L7z/b— & ~Dffk (41 ~<—)

« 7T VM LIZEAT— K WebUl O E (43 ~<—)

« 7T YA L7 Advanced E— K WebUI Ok E (48 ~X—3)

e WebUI # v 2R — K (54 X—2)

« Cisco WebUI 7 7 ¥ AR A > b4 (APN) (55 ~<—2)

Web 1—H— 42— 14 ADOHE

Web 2 —H—A X —T x4 A& (WebUD) (X, Fv hT—JEBFIL, TA AT rE Y3
=, B=AZ YUY, KT ATEDOE— Y ) a—y g VAR LET, N— T =T D
BTN ET LIS, 774w 7R3 F%y NT—27 Zi@iRT 5 DICMERRELEIT>TT N
ARy NT v 7 THRERDYET, HILOWT A REFEHTLIRMOBIZIE, SFEIF
IRBARATHFATTHI LI, THRA ARG T A RED ORI FRET, fHICREIN
HZLEMERTEEYT, L, Day0 A v H—7 oA AELMEENET,

\)

GE) Day 0 DR EIX, AX— "7 v 7 a7 4 X2 b— a3 ORWIIHIRED T N4 XL LTE
FINFET,
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Web1—H1>va—Tx4Z |
B oayotens—z—+

W] Day 0 5% E Dk, WebUl ZfiH L THHE DR EEITH Z N TX ET,
Day 0 C/L— A NiEd 5 &, PCIX192.168.1.x % v MU — 7 |l CE, EEDT T UHFT

IP7 KL A 192.168.1.1 Z i L C WebULIZT 7 Z A TE EF, WebUI 24> L CREN A &
5 &, L—#IZ [Day 0 config done. Stopping autoinstall | &£V H A v E—IUNERINET,

Day0 )L 5—FE—F

CiscoIOSXE VUV —AZ 179.1 1%, ¥V T —FITH TN EV2—1VE2N L THHHRTETED &
T DHHHEREZ AL L E T, 2T, BT — FIH TN EY 2 — LN TICA VA h—
NENTWAZ EERREE LTWET,

ZOFE— R, BEENS WAN Ny 7 FR—LE LTT T4 =k APN (F720F 774 X— |
LTE/5G) ZHf5T 5 LREL T, BT —APN R ETHEOICELHET, £9T52 &
T, APNERET MIBRFSINET, V—F —0HE#TH L, THHEROT 741 R
v h&H, 774 _X—=h APN BEH SN T A BT, v—F RNk /LT—#H TPnP &%
ITCEL LR £,

\}

GE)  RTV I FRIEITTA—1 APN 25T/ T — WAN 2R E T 5121, JEET— R4
FETT, ZHUE, SIM O —ERAT oA IS 0ERH Y £,

\}

CE) TIHTNA LB —T oA AFFy FAT Yy THRETIEIH Y ¥ A, SIMAEETLHEEIL.
N—EDOEREF7IZLET,

CNT—TIHATNEY2a—NEMER L TRET D FIRITRO LI T,
1. [WANtype] CENLT—A X —T oA AZIRIRL F7,

2. APN#AZATILET,

3. N7 v 7 WAN ZEIRT H 0 TH Y £H A,

4. N—FEHEBLET,

PnP (%, ToT OD, vManage, F721L DNA-C ([T H72OIZ 7T A X— K~ APN TEITTEZ 5
NoN halb QB A

DayOWeb 1—H 4/ V2 —2J (4 X

IOS-XE U U—2A17.1.1 £V Day 0 ® Web =— A > % —7 = A A (WebUD) 7% IR1101 TH
F— R ENTWET, Day 0 WebUI |L LAN R— R COAYHR— RSN ET, ZHHDOFR— K
1%, IR1101 @ FastEthernet i~ — k 0/0/1 — 0/0/4 T4, Windows. Linux., F721% MacPC/7 v 7
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| Webai—4#o1258—7x4%
CATE 5 LU CATT £ L5— TS5 AT EVa—roenEFsnyt—t [

k7% IR1101 DV HHO LAN AR — MMIEEE L, Day0 T/L—Z ZEEILES, PC/T v
by 71X, DHCP ZJr LTCIP 7 RLRAZEGT D L O ICRET DLENH Y £7,

CAT6 LU CATIZILS— TSHTILED1—ILDIE
METLOYHR— K

oYY —ZTi, IR1101 BLOVIRIBO0 TEMDET ANV HR— K ENET,

LTE Cat6 Pluggable Interface Module (PIM) |, Cat7 EF A TEH SN E T, ROFEIC, Wi
OBITERLET,

& 2:Cat6 ) 5> Cat] ~DF&IT

Cat6 (ZIRTE) Cat7 (EFD)
Sierra Wireless EM7455/7430 Sierra Wireless EM7411/7421/7431
Cat6 LTE Advanced Cat7 LTE Advanced

A ATARIZ A2 8T LW PID IXIRD LB Y T,
« P-LTEA7-NA
« P-LTEA7-EAL
* P-LTEA7-JP
* P-5GS6-R16SA

| A

BEE FROFLWPID Tk, kOB ALT—HEEIXT A FENTEHT, CLIa~> FTIE#FETIN
LEENHY FTH, IOSXE VU —R17.13.1 TIEHR—F SR TWHEHEA,

* GNSS/NMEA
« /L7 — Dying-Gasp

« eSIM/eUICC ¥R — b

GE) ZHhLD0HLWVETACE, FILnavr R Iy A =Tz ARERSIN-a~<v K
TA L AVE—=T oA ATHY EFHA,
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Web1—4 4 >v58—Jz42 |
B ts— 755z roBmEFLOYR—~

LT —TZHATNED2—IILDEMET LOYR—
Cisco IOS-XE U U — R 17.14.1 T, BMOENL T —FF LZVR— 14252 & T, IRII01 B
L OVIRIB00 7T v b7 4 — A TOHEHA T > a v & A—T"y MRS TWET,
«CAT7 ET A :
« P-LTEA7-NA
« P-LTEA7-EAL
« P-LTEA7-JP

e 5GET L
« P-5GS6-R16SA-GL

N\

GE) CAT7ETALITGNSS BEWINMEA A Y —3I % R—FLTWETN, BE
P-5GS6-R16SA-GL E ¥ 2 —/LI{ZGPSBLUNMEA XA U —3 v 7 %R —FLTWEHA,

ITE 7S5 A JILES 1—JLTO Galileo H7k— k

CiscoIOS XE 17.11.1a AR TlEZ, P AR—FENTWAH GNSS 22X L—3 3 UL GPS DB T
L7me Z0OVU U —ZTIX, Galileo DV HR— FREAINTWET,

)

GE) —FEIZAPCTXBRaL AT L—Yaidil oFF T,

HLWa v AT Lb—2 g BT R— T 37D TELH LWCLIA T > a U H 0 F
7,

aAvIqasF¥al—aravwy kR

config# controller cellular <slot/port>
(config-controller) # <no> lte gps constellation <gps | galileo | gnss >

i

(config-controller) #lte gps constellation ?
galileo select Galileo as active constellation
gps select GPS as active constellation
gnss select multiple GNSS as active constellation

N

G£) 774V bRUER gps T— FTT,
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| Webai—#24—Txq4%
epsE— o7+ raEME ]

FEO CLI @ L galileo 38 X W gnss 473 = 1%, Galileo 3 L OMEH/[RIFF GNSS  (GPS +
Galileo 72 &) #ZNEFNRET HT-DIMEHESNET,

GPSHTELZEMNITIHEAIL. GPSE—FHRTEE BT 23 AT L —2 g URREENLTWH
AN &%ﬁwa<téwok;m%mbiﬁo

config# controller Cellular 0/1/0

(config-controller)# no lte gps constellation gps

v FORT

WIZ, BIED GNSS 2 A7 L— 3 V% Galileo & L THERTHBI2RLET,

#show cellular 0/1/0 gps detail

GPS Feature = enabled

GPS Mode Configured = standalone

Current Constellation Configured = galileo | gps | gnss
GPS Port Selected = Dedicated GPS port

GPS Status = GPS acquiring

REZER LB EE. V=X 2BE#STLI0ENRH Y 7,

FEAMIZ OUWTCIE,  [Cellular Pluggable Interface Module Configuration Guidel] &M LT 72X
AN

GPS E— FDT 7+ JIL FEMIL

17.9.1 LV EIOI0OS XE X— 3 Tk, GPSIETF 7 40 F TENTA > TWE L7=A, GPS
~Fﬁ?7¢wk?ﬁ%’@01wibko’@t@\w~& MECE) L7=% ., GPSZ{EH
TAEDIZZ—F—DRENTET LOEBEREZBFEATAILENDHY LT,

IOS XE 17.9.1 LAF:, GPS E— RIZT 7 4 /L b THNZ2D, AF U RT7Tr E— RICRES
NET, 2Tk, BAT—V LI DT v T EA L EERTEET,

\)

GE) T, BAT—R—=ZAD GPS IO HMEA I NET, Tk, IR1800 (DR EV =—/b) |
IR8140 (A 7 47 GPS) BLNIRS340 (¥ A I VEYa2—)b) @ GPS/GNSS £V =2 —/L
ITEAH I NFERA,

YT — GPS AT —HF ALMERTHIZIE, ROa~v FaEHALET

Router# show cellular <slot> gps
auto-reset Enable reset modem automatically after configuring GPS enable or mode

TIEFRIHELEHWNSEIA

IR1101 & IR1800 DH A KT A4 B L UHIBFHEAZ RIS LET,
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Web1—H1>va—Tx4Z |
B s zevarvoaca—somE

IR1101

I0OS-XE U U—2173.1 £V Day0 ® Web = —H%—A > % —7 =14 & (WebUI) 7 IR1101 T
PAR— K EIET, DayOWebUIIZLANK— b TOHIAR—FENET, ZhbHDR— M,
IR1101 @ FastEthernet 78— bk 0/0/1 — 0/0/4 T3, PC % IR1101 DUV T 302D LAN 78— MIHE
%L, Day 0 CT/L—X &) L ¥ 7, PCiX, DHCP i35, EHFHNIP 7 FL A

192.168.1.2/255.255.255.0 ZEHT 5 X 5 IR ETE £ 7,

RIZ, Day 0 BEREDHIRFIHZ /R L E T,

I DA H =T A AT PPEHATH L7, WebULIX 1G AR — TV HR— I
o I0OMR—h 1 — 4 TORYER—FINFET,

* Plug and Play (PnP) (X, DayOWebUl Af > ¥ —7 = A AZMH L CL—X 2% ET DHA
IFEHTEEHE A, 2, Day 0 WebUI Zffi H L CRRENBEH 4125 & PnP 3 s 41
LT TY,

e U U —R17.1.2 A TIX, WebUl ZEH L CRRENEH S b &, BRI Ze writememory
IIAREIZR Y £1,

IR1800

Day 0 Web = —H%—A % —7 = 4 2 (WebUI) (X, IR1800 THAR— F S TWEJ, Day0
WebUI {3 LAN AR — F TOH Y AR— F I Ed, T bid, IR1800 @ GigabitEthernet 78— k
0/1/0 ~ 0/1/3 T9, PC % IR1800 D373 LAN AR — M 28kt L. Day 0 T/L— & & s L
9, PCI&. DHCP Z{EHT 57, E72ILFFAIIP 7 R L X 192.168.1.2/255.255.255.0 Z i ¥
HEICRETEET,
RIZ, Day 0 BEREDHIRFIHZ R L E T,
 WebUI (% GigabitEthernet 0/0/0 AR — h TIEH AR —F STV EHA, LANFA— |
GigabitEthernet0/1/0 ~ GigabitEthernet0/1/3 TO AR — F ILE T,

* Plugand Play (PnP) %, Day 0 WebUIl A > % —7 = A A%&fiH L CL—X 2R ETLHHE
IFEHTEEHE A, 2, Day 0 WebUI Zfi H L CRRENBH 4125 & PnP 3 Br s 41
B TY,

IW—EA~NEHTHEH0aE1—2DHRTE
WOETIE, IRII01 LIELL A H—T 24 AT DHEIICa vV a—FE2RETHZODHA
Ko AERLET,

TIAT 2 MWeb 770N T AV r— g T 7 8ATEET, RO Web 7 T4 T
FEEEZT- L CWA D ERER L TLIEE N,

e N R =T IROWT DO T A NEBRIST 7 7 & O % i 2 72 Mac (0S 73—
232109.5) F721F Windows (OSX—2 3 10) I My TERIIT AT by

* Google Chrome 59 L[
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| weba—4422—2x42
pHeP A L1 —42 ~0iEs [

* Mozilla Firefox 54 LA
* Apple Safari 10 DAf%

* Microsoft Edge 7' 7 v

o FoNRIGEE - EEREEE A 1280 x 800 LA RICERET D Z L AHER L £,

DHCP Z{#ERA L 1=)L— & ~DEH:

77 A7 NCDHCP 7 747 ¥ Ml +&=kEy 7 v 7 LT, W —Z»HIP 7T RL A%
BL, Day0 B /A UERCTRIETE DL oI LFET,

Windows 7 54 7> R TODHCP U S A4 7> +EBAIFDEY b7y
1. X A7/~ Windows A v 7 AT regedit & AJJL, Enter F—Z2# L F9,

2. [2—V=Th oy Ml DA v E—URERRINTH, [[TWV]E7 Y v 7 LTLYR B
VxTF 4 ZaBEET,

3. ROEFIBEL £,

Compute'HKEY _LOCAL_MACHINE\SY STEM\CurrentContrd St\SarviosSTapip\ParamaerSinterfaces. (f —
YRy AU E—T 24 ROT7 O—/\LEAFHANF (GUID) & ZOFTIZEW)

4. webui O7 —% 7765627569 % L THr L\» REG_BINARY @ DhcpClientldentifier %
BMUET, HIXFEITANTLILERH Y £7,

3: Windows TD DHCP 7 54 7 > LERIFDEY T v T

]

e Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip! es\(46836ffc-6358-4da1-b9f8-a2a10f1a0c48}
stexstor A || Name Type Data
stisve ab)(Default) REG.SZ (value not set)
storahci % AddressType REG_DWORD 000000000 (0)

storflt 3 DhepClientldentifier REG_BINARY 77656275 69
stornvme

storgosfit Edit Binary Value X

StorSve e 01 00 79 00 00 00 00 00 0|

storufs
storvsc
svsve Value data

Swanm oco 77 65 62 75 69 Web i
swprv

SynaMetsMi
SynthadVsc

SynTP
SynTPERNService
SysMain
SystemEventsBroker
$zCCID
TabletinputService
Tapisrv

Linkage ! e p— S ——

Value name:
[DhepClientdenthier

Parameter

~ Parameters

Adapters

DNSRegisteredAdapters

v Interfaces
(221d7785-5141-4b33-8f11-4b5¢f324636¢)
{2¢6a118d-8f9-45¢3-861-13bbbf590a22)
{3f99fba7-ae95-43f6-b34c-e2fbddedecb40}
{46836ffc-6358-4dal-b9f8-a2a10f120c48)
48280b99-4092-4 3910}

{7baa2017-910a-4c77-bI68-a9bebA40CIB46]
(92246718-ace4-4789-93b6-923799a7b574)
{b20b01ef-9511-418d-af8d-c03a948db0e1}
{05fdd031-2580-445b-8430-074€52480d14) v
< > ||< >
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Web 1—4 (>58—2z42 |
B oucr zERLIL— S5 ~D

5. PCEHEBL CHREEAIITLET,

Mac 7 547> R TODHCP ¥ 54 7> FERIFOEY b7 v T

1. [System Preferences] > [Network] > [Advanced] > [TCP] > DHCP Client ID] |Z#&) L. webui &
ATTLET,

4:Mac TD DHCP Y 54 7> FBAFOEY b7y T

= Wi-Fi

wi-Fi JUEZI DNS WINS  8021X  Proxies  Hardware

Configure IPv4: Using DHCP

IPv4 Address: XEDOGAZRAAX Renew DHCP Lease

Subnet Mask: XZEOKREDA DHCP Client ID: \webui

Router: XEDRGARRXKX (If required)

Configure IPv6: Automatically E
Router: $eBOOBXRIFOOEIRIGENK

IPv6 Address:

Prefix Length: &

? Cancel OK

2 [OK]%Z27 Vv 7 LTEREZRFLET,

BEY 4 HF— FEEALERE

T—= Ty TA7 VT MCEOREY 4 P — FRETIN, WOEKRREDA 2RO HALE
9 (Would you liketo enter theinitial configuration dialog? [yes/no]:) . Web UI % f#f L T Day
0 REXAT I, INEEZANLRNTLZEWN, ROVICROF A7 B FEITLET,

1L V—FIOT A AL STV RN L A2MER L E T,

2. A=YV Xy Nr—TNDO—FDuwmET IJT 4 TIRA—X=NAYDOHET YT (FEE
) R—hD 1218 L, O —HDiE R A~ (PC/Mac) 128 L

3. PCMAC%#DHCP 7747 FELTHEEL, W—FDIPT KL A% HEMIZEE L E
T, 192.168.1.x/24 OFFHNDIP 7 FLUARREINAI1TT T,
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| Webai—#24—Txq4%
I5u ¥ EALEEAE— K Webtl 0Bz [

5:IP7 FLADERE

ems > Network Connections v O | Search Network Cf
his connection Rename this connection View status of this connection Change settings of this connection ch
| Cisco AnyConnect Secure .‘. Ethernet I". Npcap Loopback Adapter
+ Mobility Client Connection = _ Unidentified network =" _ Enabled

# Disabled 9~ Intel(R) Ethernet Connectio... @~ Npcap Loopback Adapter

} VMware Network Ade Network Connection Details X

* _ VMnet8

Franied Network Connection Details:
Property Value
Connection-specific DNS S...
Description Intel(R) Ethernet Connection (4) 1219-LM
Physical Address 54-EE-75-DC-9F-06
DHCP Enabled Yes
IPv4 Address 192.168.1.3
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Tuesday. June 11.2019 8:25:33 AM
Lease Expires Wednesday. June 12,2019 12:40:20 PM
IPv4 Default Gateway
IPv4 DHCP Server 192.168.1.1
IPv4 DNS Server 192.168.1.1

IPv4 WINS Server
NetBIOS over Tepip Enabl... Yes

Close

WK T30 £7, V—X D23 5002, WebUI2v5 Day0ty b7 v 7%
ST IEAMENHY FT,

4, PC L TWeb 77 U EEEHL, L—HXDIPT KL A (https://192.168.1.1) %7
KL ANR—IZ AN LET,

5. Day 0 @ [username] (& webui & A7j L. [password] |Z cisco # A /) L £,

250 ZERALEERE— K WebUl DEETE

WIZ, PCEIZT v by T OT T oW EHEH LT WebUl 2% ET 5 FIHEAZRLET,

ARTY T TIUFEREE, T RLANSZ192.168.1.1 EASLET, v/ A VEHEPFERIINET, [Username]
{2 webui, [Password] (Zcisco x AN LET, AN, [m 27 A (Login) 1227 U2 LET,
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B osovemmLrgERE— K Webtl 0

ks
iy

®6:nJ 4 VEE

afan]n
Ccisco

Username

Password

Language: English | BAZE

Web1—H1>va—Tx4Z |

©2005-2019 - Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the

United States and certain other countries. All third party trademarks are the property of their respective owners. Best viewed with Edge 40, Firefox 60", Safari 7*, Chrome 59*.

ATwv T2  [Welcome] B 235 Rk &£ 3, [Advanced Mode] ¥ 7213 [Basic Mode] % 72&R L £9°, [Basic Mode] Tl
FEARFHE, LAN, BLUYT 714~ U WAN 25 E C& £9, [Advanced Mode] TiZk, 1BIMD/Ny 7T v
WAN, AVC, BIOEMOBREEITI ZENTEET, ZOEZ v a T, [Basic Mode] ZfH L &

9, [Basic Mode] Z 4R L £,
7: [Welcome] EI&

aliah

cisco WELCOME !

This device is detected as a factory-fresh device. To begin, create a new user account and launch the setup wizard
to bring up the device quickly.

@ Basic Mode

Basic Settings,LAN,Primary WAN  [ECEISRICRANWAVCH R T

READ THE INSTRUCTIONS BELOW BEFORE YOU BEGIN

e Ensure that you have all the required information from your service provider to complete the configuration.

@ If you are configuring a non-3G/4G WAN connection, ensure that the physical WAN cable connection with the service provider

is installed correctly.

e If 3G/4G is configured as WAN, ensure that the Subscriber Information Module (SIM) is inserted properly in the router slot.

e By default, the wizard enables some recommended configurations. We recommend that you keep these defaults unless you

have a reason to change them.

@ This wizard helps you to bring up your WAN/LAN connectivity quickly. You can change the configuration and configure

advanced features after the wizard completes successfully.

® As a best practice, when you use WebUI to configure a device, do not delete or modify the configuration directly by logging

Go To Account Creation Page >

into the device. Changing the configuration method could lead to errors.

ATw 73  [Go To Account Creation Page] #27 U v 7 L %7, [Create New Account] [ [f 23 # /R S E T, WebULIZT

TR ATHEDOHF LG T A L ENAT — REERLET,
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| Webai—#24—Txq4%

I5ouEmALEERE— K webtl 0z ]

8: [Create New Account] BT

Device hardware and software details.

Create New Account®

Platform Type:
IR1101-K9

An admin user will be created with the
details below. Remember your user name
., l0S Installed: and password for the next time you log in

17.1.1prd8, RELEASE SOFTWARE (fc2)

Login Name
Modules:
NA
License Installed: cisco ‘
network-essentials

Password

< Back to Welcome Screen
CREATE & LAUNCH WIZARD

ATw 4 [CREATE & LAUNCH WIZARD] %7 U v 7 L %9, [Basic Settings] i A £ RSN Ed, L—&4 (K
ARNL) . RAAL UL, ZALY—2, BIOHEE—FEZ AT LET,

X 9:[BASIC SETTINGS] El &

]
=

BASIC

BASIC SETTINGS © HELP AND TIPS

Router Name * ‘ Webui_router

Router name is an identification that is given to the

Domain Name cisco.com physical hardware device.
Time Zone * [ (GMT-07:00) Mou . With domain name set device can be uniquely
( : identified as <hostname>.<domainname>
Date & Time Mode ‘ NTP Time v Sets the time to Coordinated Universal Time (UTC)

Mon Jul 012019 13:06:58 Synchronize time with NTP server

If manual time s set then the difference in time will
be adjusted at the time of configuring the device

< Go To Account Creation Page LAN SETTINGS >

ATw 75  [LANSETTINGS] #7 U v 2 L%7, [LAN Configuration] M3 /R S E T, 7 —/L4 webui dhep &
VLANA ' Z—T A ADIPT FLAZ AN L, EHABERA LV FZ—T 2A ADY A NBET v~y
PG ENTWAHAL L —T = A RN LT,
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Web1—H1>va—Tx4Z |

B sovemmLrgas— 1k webu oE

10 : [LAN Configuration] &l &

o——m0
b

BASIC LAN
LAN Configuration
© HELP AND TIPS
Pool Name* webui_dhcp
Network * 10.1.1.0 ‘ ‘ 255.255.255.0 If you want to increase the DHCP Pool size or are

planning to create a new DHCP pool with a

different IP network for LAN, you can change it

Create and Associate Access
VLAN enasiep ([l here.

Access VLAN * 20
IP Address * 10.1.1.7]

Available (3) Selected (1)
@ FastEthernet0/0/2 & @ FastEthemnet0/0/1 &
@ FastEthernet0/0/3

[ Fastethemetojors >

PRIMARY WAN SETTINGS >

AT 76 [PRIMARY WAN SETTINGS] # 7 VU v 7 L £7, [PRIMARY WAN] %€l E 1N F /R I E 9, HH A6
AT arhb WANZA T A =T 2 f ZAEBIRL T, WANAS U H—T =2 AR ELET,
WKIZ, [DNS IP Address] IZ1F# A AJI L, NAT ZAGNCT 50, FIXENT 2052 £,

11 : [Primary WAN Interface] &l &
© O

-] i
LAN

BASIC

PRIMARY WAN
WAN Type * | Ethemet(Direct/PP... ¥ @ HELP AND TIPS

Interface * \ GigabitEthernet0/0/0 v

3 — Select the type of WAN Connection.
Connection and Authentication
Select the Ethernet interface for configuring

Ethernet WAN.

Select the appropriate IP address configuration
DNS / IP Address information based on whether you are configuring
an IPv4 or IPv6 address. Specify the details for the
_ IP address depending on whether the IP address is
Get IP automatically from ISP @ o dynamically or statically assigned.

It is recommended to enable NAT for WAN
IP Address* 192.168.2.1 s

Usemame and password are to be obtanined from
service provider if PPPOE option is enabled and
PAP or CHAP is prefered as authentication

Ve [] mechanism.

Subnet Mask* 256.256.255.0

Get DNS Server info directly
from ISP

< LAN SETTINGS Day 0 Config Summary >

AXTw 71 [DayOConfigSummary] %27 U > 7 L%, [Review Summary] Bl NFERINET, =2 b 2R L
TobkExHH LET,
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12 : [Summary] & &

@ @
= =

BASIC

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Submit to configure the device

PRIMARY WAN SUMMARY

+ Router Name: Webui_router, ¥ Domain Name: cisco.com, v Time Zone: -7.00, v Date & Time Mode: NTP Time
v Pool Name: webui_dhcp, v Network: 10.1.1.0 (255.255.255.0), > Management Interface Configured: No

Primary WAN + WAN Interface: GigabitEthernet0/0/0, v IP Address: 192.168.2.1 (255.255.255.0), v DNS: NTP Time, v NAT: Enabled, > PPPoE: Disabled

=

< PRIMARY WAN SETTINGS

ATvT8 (X7 a) [CLIPreview| #7 U w7 35L&, M—FZIZEHINTWOIRELR R TEE T, [CLI
Preview] ZFA U, NS> TWBEA1E [Submit) 7 U v 7 LET,

13: [CLI Preview] I

te

ip domain name cisco.com
clock timezone GMT -7 @0

username webui privilege 15 secret @ Y21zY28xMjNA

hostname "Webui_router"

interface vlan 20

ip address 10.1.1.1 255.255.255.0
no shutdown

vlan 20

interface FastEthernet0/0/1
switchport access vlan 20
switchport trunk native vlan 20
switchport mode access

no shutdown

ip dhcp pool webui_dhcp
dns-server 10.1.1.1

network 10.1.1.0 255.255.255.0
import all

default-router 10.1.1.1

lease 0 2

ip dhcp excluded-address 10.1.1.1

ip dns server

Close

ATY 79 [Submit] 7 Vw7 F5L, FRENEFICHEHINTZZLE2BHNTIXAT TRy 7 ANFRINE
T, HLWWebUIIP 7 RLABFEREINET,
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14: [Submit] ¥4 7 AT Ry o X

Success

Configuration successful. Please access WebUI using

the configured IP Address - 10.1.1.1.

ATY T WebBhiind o 2556, 73 AnEiaRAET, 77Uy a 2L, B L <RIE S 7 WebUI
IP7 FLRAICBETLZ L a@d LET,

15 : [Test VLAN Connection] & &

TESL VAN LOINECUON

DNS Server

PC/Laptop ISR Router IsP / Internet

G CebtEmemenion

o E= &)

10.10.10.4

#:Checking IP Address .
> Checking DNS Information \
> Pinging DNS Servers

Testing WAN Connection.
> Pinging a Public Domain from your router

\gain Go to Dashboard

7594 %{#HL7- Advanced E— K WebUl 0:

WIZ, PCOT T I7HZHH LT WebUl 3% ETHFIEA R L £,

Lo
axX AE

Z v Ny 7DHCPRRETIP Y RLAZTUET AL IICREINTND Z L 2MERT D0,
FIFIN IOV T Ry MZ—FHTZIP T FL X nnnn Z2E0 45 TE4,
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754 % &M L1 Advanced E— K Webll 0 ]

\)

GE) TV I FERIEITT A= APN 2 5Te/L T — WAN Zi%ET HITIE, JEIEE— R34

BTY,

ATV TI7UVEHE, 7 RFLVANR—Z192.1681.1 EANLET, v/ A VHEENPERSIVET, [Username] 12
webui, [Password] (2 cisco # AJJLET, AN, (w7 A (Login) 127 Vv 27 LET,

16: 054 VEE

Usemname

Password

Language: English | E&55

©2005-2019 - Gisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are registered trademarks or trademarks of Gisco Systems, Inc. and/or its affiliates in the
United States and certain other countries. Al third party trademarks are the property of their respective owners. Best viewed with Edge 40*, Firefox 60", Safari 7*, Chrome 59".

AT w72 [WELCOME] M N F/x 84 FE T, [Advanced Mode] % 721X [Basic Mode] % 3%#R L £9°, [Basic Mode] T
%, EARKE, LAN, BELXORT 74~V WAN Z5%E T&E £, [Advanced Mode] Ti, iBIMD /Ny 77T >
7 WAN, AVC, BIEMNOREEITI ZENTEEST, ZOBZ T a Tk, T FE2EHLE
ﬂ—o
& 17 : [WELCOME] & &

il s
cisco WELCOME !

This device is detected as a factory-fresh device e a new user account and launch the setup wizard to bring up the device quickly.

@ Advanced Mode
Backup WANAVG Addion! Setings

READ THE INSTRUCTIONS BELOW BEFORE YOU BEGIN
o Ensure that you have all the required information from your service provider to complete the configuration
o If you are configuring a non-3G/4G WAN connection, ensure that the physical WAN cable connection with the service provider s installed correctly.
o If 3G/4G is configured as WAN, ensure that the Subscriber Information Module (SIM) is inserted properly in the router siot.

By default, the wizard enables some We that you keep these defaults unless you have a reason to change them.

« This wizard helps you to bring up your WAN/LAN connectivity quickly. You can change the configuration and configure advanced features after the wizard completes
successfuly.
o As a best practice, when you use WebUI to configure a device, do not delete or modify the configuration directly by logging into the device. Changing the configuration

method could lead to errors.

Go Ta Account Creation Page »

AT w73 [Advanced Mode] %8R L. [Go To Account Creation Page] %27 U 2 L £79, [Create New Account] [H] [ /3
FIRSNET, WebULIZT 7B AT LD Lm A w4 ENAT — RE{E L £ T,
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18 : [Create New Account] &

I ln 7
Clsco Configuration Setup Wizard

Device hardware and software details.

Create New Account:
Plattorm Type:

ted wi

= IR1101-K8 -
108 nstallea:
17.6.1, RELEASE SOFTWARE (fc3)
Moduios:
N
: admin
R pEiRE vreless we7e10]
Smart Smart
Password
Confrm password
-
<Back to Welcome Screen
CREATE & LAUNGH WIZARD

ATy 74 [CREATE & LAUNCH WIZARD] % 2 V v 7 4 % & [LAN Configuration] B[fi 3 /R S ET, 7 —/ 4,
Fy hT—=2IPT RLA, #7 %y b TZEAVLAN, BEOT A AP T RLAZANLET, &
RARERA v X —T =24 ZAD Y X S BRERENET,

19: [LAN Configuration] & &

"I";Io" Configuration Setup Wizard

Cis
o——O
aEc ﬁ
LAN Configuration ErE
10Net-Pool
10.1.1.0 255.266.256.0
Creste ang L oo @)
Access VLAN 1
P Address * .11 ®
Available (1) Selected ( 4)
@ cowrenamanors % [ e— .
® €
@ FastEy €

AT w75 [PRIMARY WAN SETTINGS] %7 U >~ 7 L %3, [WAN Configuration] 3 F RS E 7, WAN ¥ A 7
EAVE =T 2 A RETNE T A= a—nE@IRLET, LTE—E AT 11 X056 APN (77 R
KAV FH) ZANL, 2y hT—ZDDNSBLWIP 7 RL ADREZBEIRL £,
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754 % &M L1 Advanced E— K Webll 0 ]

20 : [WAN Configuration] &

aliah. Configuration Setup Wizard

cisco
BASIC LAN PRIMARY WAN
WAN Configurat
ko e @ HELP AND TIPS
WAN Type - 36746 Calltar
Interfoce * Cotularo/ 110

Profile

@ Access Point Name
(APN) is required

Access Point Name (APN) *

DO contgur ord  povided by service provider

DNS / IP Addre:

NAT [me @
v s,

AT w76 [BACKUP WAN SETTINGS] #7 YV v 27 L %9, [BACKUP WAN Configuration] [H[fi/NF /RSN E T, N
77 v 7 WAN BN ETIT N T HRY 2@ L ET,

R 21:/8N9 97 v 7T WAN DEETE

bl confguration Setup Wizard

cisco
BAsIC LAN PRIMARY WAN BACKUP WAN
BACKUP WAN Configuration YT
Backup WAN (=

<PRIMARY WAN SETTINGS Day 0 Gonfig Summary >

AT w71 [Day0ConfigSummary] Z7 U >~ 27 L%7, [SUMMARY] HEAFREINET, =2 M 2R L TNHD
REAZEMALET,
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. 754 %{#M L 1= Advanced E— K WebUl D% E

22 : [Summary] B &

alialn ! 5
Cisco Configuration Setup Wizard

4 \ 4 \'4 G L]
- -
Pres Lan PRIMARY WAN BACKUP WAN sukmaRY

o

This screen provides the summary of ail the steps configured as a part of the day zero configuration. Please click Submit to configure the device.

_ e
un

+ Pool Name: 10Net-Pool, v Network: 10.1.1.0 (256.255.265.0), > Management Interface Configured: No

isco.com, v Time Zone: =6,  Date & Time Modo: NTP Time,  NTP Sarver: pool.ntp.org, > Act as NTP Primary: No

Primary WAN  WAN Interface: Cellular0/1/0, v* P Address: NTP Time, v DNS: NTP Time, + NAT: Enabled, v APN Name: CiscoKinetic.com.attz, >¢ Service Provider Credentials: Not Configured

v Contgrrma

[ o msamos | [ s
ATv T8 (A7 a) [CLIPreview| 27 Vv 7§25, M—XIZHAINTOHEELF R TEET, [CLIPreview]
ZEAU., ML S TWDEAIE [Submit]) 227 U v 7 LT,
GE) CLIZVEa2—0DfliE, 207> arORBICHY 7,
ATy 79 [Submit|Z 7 Vw7 +5L, RENEFICEASINIZZ LE2BNTHEA TR Ry 7 ARERINET,
HLWWebUIIP 7 RL A FRSNE T,
& 23: [Submit] 4 7 ARy o R

Success

Configuration successful. Please access WebUI using
the configured IP Address - 10.1.1.1.

1

WIZ, CLLZ L E 2 —0fla 7R LET,
ip domain name cisco.com

clock timezone GMT -6 00

ntp server pool.ntp.org

username admin privilege 15 secret 0 MjclNOdsb2NrIQ==

hostname "IR1101"
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interface vlan 1

ip address 10.1.1.1 255.255.255.0
no shutdown

vlan 1

interface FastEthernet0/0/1
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/2
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/3
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/4
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

ip dhcp pool 10Net-Pool
dns-server 10.1.1.1

network 10.1.1.0 255.255.255.0
import all

default-router 10.1.1.1

lease 0 2

ip dhcp excluded-address 10.1.1.1

ip dns server

ip dns view default
default dns forwarder
default dns forwarding
default domain lookup
default domain name-server
interface Cellular0/1/0
description primary wan

ip address negotiated
dialer in-band
dialer-group 1

pulse-time 1

shutdown

no shutdown

ip nat outside

exit

dialer-list 1 protocol ip permit

controller Cellular 0/1/0
lte sim data-profile 2 attach-profile 2 slot O

ip route 0.0.0.0 0.0.0.0 Cellular0/1/0

ip nat inside source list 197 interface Cellular0/1/0 overload
access-list 197 permit ip any any
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B weui 5o ak—r

VVEbU'éfﬁli/:L/:——ls

Day0 Dty N7 v 7NETTHE, WebUl % HEOEBUHEMATX 5L 951270 7, WebUI
DX, LT WNE v v aR— RRFEREINET,

)

Web1—H1>va—Tx4Z |

=)

WebUIBERED ¥ R — ME, 734 2D T A
To

YL RET T N T b HZATITE TR F

wORL, FovaRf—FRE2RLTWET,
K24:5 vy aR—K

aaaaaaaaa

WOFEIZ, FoaRh—FOMELEZRLET,

Ky ah— R

CPU & AE U DFEHEL VAT AMERO AT
Tray hEEETIFE vy 2Ly FEER
l/\iﬁ—‘o

Fox—Y HEM TRy hUY—2&2F=%—L_, *v b
D2 T A A b Y L
W5 ZF DM OO A FEIT L ET,

BRE TNA AEHRELET,

(Egi] VAT AREE -V —FHREEECLE

R

KNSTNY a—F g7

Ping & Traceroute Z i ] L TR DM & /3
o MREE NI TN a—TF 47 L, Web
P—R—pr 7 L syslog ZEH L TT /31 &
DRBEL R T p—~v U AEE=H—LET,
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CiscowebUl 7 7 £ 244 > +& (apN) I}

Cisco WebUl 79 2 XRA4 > 4 (APN)

10S XE 17.9.1 Tif. Cisco WebUI A > ¥ —7 =14 A5 APN %BHI. L. F-134kR4 5
MEENBINENE Lz, DL, ZOMEELZFITT 5 HIEOMEZ R LET,

)

GB) ZokZvarTlE, FERRICOWTOAMRHA L ET, WebUlDZELMETIIH Y XA,

APN 0:E N

WebUI 7>5, [Configuration] > [Interface] > [Cellular] (ZBEI L £ 9, 7T v b 7+ — A2
TENT—A L F =T A REZTNI Y v LET,

Configuration - > Interface = > Cellular Cellular *
© Basic O Advanced
Primary WAN Backup WAN
Not Configured Not Configured Interface Profiles.
Name Y Admin Status Y Operational | Status Y IP Address Celluer ntertace Cellular0/4/0
I /4
Cellular0/4/0 [+] (] assigned 1Pva Type Easy IP (IP Negotiated)
Celuiar0/a/1 © © signed
Callular0/5/0 [+] [+] unassigned p— (e n]
Cellular0/5/1 © © igned b
Descrit iption
WAN None
NAT (]
Profile 1
Cancel | w4 Update & Apply to Device

[Cellular] 7 « > KT, [Profiles] ¥ 7 &7 U v/ LE7,
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B ciscowebu 75 £z As > 12 (APN)

Cellular x

® Basic (O Advanced

Interface Profiles Details

* - Data Profile ** - LTE attach profile

In Y Profile Y3 Authentication Y User Y PDN Y
Use No. APN Y Type Name Password Y Type Actions
2 test3 None IPva Va o
[ 1 nutag3 None IPva 7
1 10 v
-+ Add

& Update & Apply to Device

[Profiles] % 7775, APN ZBAN, HIBR, FI3mETEET, e 77 A AREEINTZL,
7 4> RUD FEIZ&H % [Update & Apply to Device] 27 U v 7 LE7,

SMXOv FDER

F 74V N TiE, APNIZSIM Ay k0 ICEH SN TV ET, WebUl 24 LT, APN &
SIM Arw b 1IZEFETE £,

WebUI 7>5, [Configuration] > [Interface] > [Cellular] (BB L E 9, V4> RT EEICH D
[Advanced] 47> a vV ARA %7 U v LET,
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CiscoWebUl 75 £ 244 > k4 (APN) [}

Cellular x

Interface Controller Profiles Details

Cellular Interface Cellular0/4/0

IPv4 Type Easy IP (IP Negotiated)
Admin Status up
Description

WAN ( None v

> Cancel

Data Profile

Attach Profile

Dialer In-Band

Dialer Idle
Timeout

Dialer Group

Pulse Time

Load Interval

1

O Basic (® Advanced

30

& Update & Apply to Device

74 v Ry EERIZ&H D [Controller] ¥ 7227 U w7 LET,

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )
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B ciscowebu 75 £z As > 12 (APN)

Cellular x

Interface Controller Profiles Details

Primary SIM Slot 0 v

Changing the link recove _ led

1

Link Recovery W USRULTD

% Cancel

O Basic (® Advanced

»& Update & Apply to Device

[Primary SIMSlot] 7VX D% 27 Vv 27 LT, Ay M ZERLET, U1y RUDFHIZ

¥ % [Update & Apply to Devicel %7 U v 7 LET,
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X7 o)l

Z 2T, IROWNFITHOWTEBA L E1,

e X T LD (59 RX—)
X2 T VIILDOEEFTIE (61 X—)
ctFX 2T AT LR (68 ~—)
« ZOMDEBEEE (70 X—2)

X217 O )LOBE

X a7 vk (SSH) 1E, 7351 ATk o &7 ) E— MERZAIRBICT 572 ha LT
T, SSHIL, 731 ADFRFERFIZIR I 72 B b 21T 5 2 & T, U E— MEFIZ DUV T Telnet LA
FovXa2 VT4 2FEBLET, ZOY 7 b7 VY —R L, SSH/N—T =3 1 (SSHvl)
BLOSSH N— 522 (SSHv2) 2% AR—FLTWET,

~ =L == L
X7 VI IEERTETH-ODAMHREH
X7 vzl (SSH) HIZT NA RAZRET HI2OOFHESRMEIL, RO LB T,
« SSH ZEME S HITIEL, A A v FIZ RSA OARAF— L FBE X — DT NLE T,

e X 2T =L (SSH) V—/ N, IPsec (F—XBE MM (DES) £7-1% 3DES) D=
(Y7 2T A A=V ML LES, SSHZ 74 7 > M, IPsec (DES %7214 3DES)
DI EALY 7 b =T A A=V NNEETY,

e Ju—rL AT 4 F 2 b—1 3 F— KT hostname 35 £ W ip domain-name =~ > K%
FEHLT, XA ADFAMGERARN RASVERELET, /r— a7 4 Xa
L— 3 ¥ %E&— KT hostname =~ > K & ip domain-name =~ > RZHH L 7,

X7 D ILDEREICEAT HHIFNEIE
X 2TV VIV Z ERET HT-OOHIKEEILZ. kDL T,
o JL—H I RSA B HR—F L TWET,
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Xa7 L I
B ossien—s701x

*SSH X, FITv =V TV r—va B aR—FLET,

¢ SSHH#—REBLUSSHZ 74 7> ME, 7—FKS5HK (DES) (56> h) BIW
3DES (168t v k) F—HKi5{bY 7 " =7 TOHAYHR—FEET, DESY 7 bV =
T A A=V DA, AT AT VT X AT DES 7215 T, 3DES V7 hU =
7 A A=V DA, DES & 3DES Ol O 5L 7 TV AL EMHTX ET,

Y

CE)  3DESHEALIZ L VRN TH D72, A a TIHMHELEL T
F9, FEMIZ OV T, https://www.cisco.com/c/en/us/support/docs/
ip/access-lists/13608-21.html® Cisco I0S-XE 7 /A Aifb T A K%
ZRLTSIESN,

«ZDOY 7 by =T UU—RL, IP Security (IPSec) Z VAR — kL T\ ET,

e —Z%, 1288y FF— 192y b — E721L256 £ | F—0D Advanced Encryption
Standard (AES) W& b7 3V XA LZHR—FLET, 7ZL, F—ZK5{bd 5%k
k5 AES 13V A — hSvEH A,

e A N F =T X2 T T NRN—=T gl TEYPR—-FENEYA, YRAINER
X2 UT a0 0EOHEL TCNAEXaT V2 X—Ug 2 THR— RSN TWE
7,

« UN—=ZXSSHORKEFEZ 2 Y=V 7 7B AMIHET 55HE. -1F—TU— . userid
:{number} {ip-address} 7V I ¥, BLOBIENBLETT,

SSHEIWL—2 7901

X a7 V=L (SSH) 1E, T35 RZxtT & a7 ) E— MEZ AlfBIc T 5712 k2T
T SSHIX, 7 /31 ADFREERFIZIR I 72 5 b &21T 9 2 & T, U E— MNEFEIZ DUV T Telnet LA
rFoeX2V 74 2EBLEST, ZOY 7 U7 U U —RE, SSH/Y—T =321 (SSHvl)
BIOSSH /N~ 522 (SSHV2) ZHAR— kL TWE T, IPv6 @ SSH #REIL IPv4 IZEB1T 5
HERE & [F U C9, IPv6 DA, SSHIZIPV6 7 RL A& HHR— kL, IPv6 kT AR— b LiZ
BWT, UE—HFIPv6/ — REDEX 2T s fREB IO b Sh =Bz a9t LE 7,

SSHY—/\| BV AT b, BELUVHR—FINTNE/N— 3

.

-~

X =27 V=L (SSH) #G27 74 7 > MEREIX, SSHY' 7 h =V ETEEL, 7354 ADFR
AEB L O S b2 EHRT 27 7V r—2aTd, SSHZ T4 T MMZE-»T, v Aa 52
A RFHNDO AT FTSA Rp 8 SSH b — R EFTT 57 31 AZx LT, BF =7 Th51k
SN E FITCEET, ORI, ERAR SIS D AEZBROT Telnet D7 7 kN
v RS L AR ORSREZIRBE L £ 97, SSHZ 74 7> MM, FIEB L UMbz kv, (R#ES
NTWieWnWxry hU—7 ETheF a7 RBENTEET,
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I X217 IL
sshgerozesE [

SSHY— B XWSSHE T 74T v ME, AA v TF ETEITEINDET IV r— 9 TT,
SSH#— N2, 2OV Y —ATHR—FENTWSHSSHZ 74 7 FBIW, httflo SSH
IIA T NEERLET, SSHZ 74 7 > ME, HIRO—H)72 SSHY— /3 L3ddEh L E 9,
SSH 7 7 A 7> &, Data Encryption Standard (DES) . 3DES. B XUOVYA U — RFHIEDOK; 5
ZHAR—FLET,

N

GE) SSHZ 47 v MERRAHEHTE 2DIL, SSH b — N1 X —T LOBEE1T T,

I —YIARL, T A AT D Telnet & v > 3 v OFREEE FERICETESNE T, SSHIX., &
DaL—WRFEFA BT AR —FLFET,

* TACACS+
* RADIUS

o 0 — 1 /VEBRER L OFF AT

SSH X ERFDIEFH

FNA A% SSH Y —"FEZIXSSHYZ 94 7 FE L TRETHIHEAIT. ROEEFHEIZHE -
TLTIEEW,
* SSHv2 % —/ 3%, SSHvl ¥ — "THEKEIND RSA F—DOXT #FHTEET (WoHE
HLFEEETT) .

. cryptokey generatersaglobal =7 4 ¥ oL — g a~vr K2 AN LE#E, CLI-T—
AvE—UNERINDEEGE, RSAF—_TIIERINTVERAL, RA MBI RA
A U EFHELTMD, ayptokey generatersa 2~ R AN LTL &0,

* RSA X —DXT #AERT DA, A vE— [Nohostnamespecified] BFE RS 52 &
NHVFET, ZORX v E—URNERINEZHEIL, hosthame/ v — )L a7 X2 L —
aryavw y REHEALTCIP AR NMERETAVLENRHY £7,

* RSA ¥ —DOX_T #ELT HEHEIC, A »E— [No domain specified] NFE/RINDH I &
BV ET, ZOAyE—URFRINTEGEEIL, ipdomain-name 7 v —/ 3L a7 4
Xal—varyavry REEHLTIP RAAS VAEZRETDHLERH 1,

s 0 —VRBRER K ORF Al O ik 2R ET 5B, 2 Y=V ETAAA BT 1 &—=7 b
IZSNTVDHZ EEMERBLTIIZSN,

X7 O ILDERERE

ZOHONFEIZ, RO LBV TT,
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B ssiz=iv2t000—50ty b7y T

SSH 2173 3-HDIL—3Dty b7y T
SSH #FEITTHLE2CT A R%Z®y N7 v 7 T251C%, ROFEEZFEITL T EEN,

1R BRI

R—AN T 7 EAELIFZVE—F T 7B AR —PREEERELE T, ZOFIRITLNAEAT
T BRSOV TIE, ROBJEEAZZML TS0,

FIEDHE
1. enable
2. configureterminal
3. hostname hostname
4. ip domain-name domain_name
5. cryptokey generatersa
6. end
7. show running-config
8. copy running-config startup-config
FIEDEEHE
ARV FFEREET7OVa Y B#
AT w71 |enable RikE EXEC E— RE AR LE T,
f5l e NAU—RZANLET (FERINTHEH) .
router> enable
2+ 2 | configure terminal ra—s v ary’ 4 Xa b—ay E®— Nadb
1 - LETS
router# configure terminal
AT 7 3 | hostname hostname device DR A MHBLOIP RAA U4 EFHELE
{1 EE
GE) ZOFNEEFEITT D DI, device & SSH ¥ —
router (config) # hostname your hostname o & LT?&E”@‘@%%?"CCTT'@‘
AT 7 4 |ip domain-name domain_name device DARA N FAA VEBRELET,
fi
router (config) # ip domain-name your domain name
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sshv—nozz [}

AU RFERETIVa Y

B8

AT w 75 |cryptokey generatersa device ETu—h B LY E— FREEHIZ SSH
Bl - P—NE A RX—=T ML, RSAF— T %Ak L E
9, device ® RSA F— X7 &4 x5 &, SSH 8
router (config)# crypto key generate rsa Ei%bﬁ@ﬁz/f;?“*jf/VL:ifK)jijﬁo
R/NEV 2T A YA XE, 1024 By MNZTHE
EHELEL £,
RSA ¥ —DXT ZERT HHGHIT, EV 2T ADE
SOANZERDOLNET, EVa2aTANEL2DIF
ERATT N, AR & AICRE 2320000 77,
GE) ZOFNEE (T D DI, device & SSH ¥ —
AL LUTRET BHETET T,
ATFv 76 |end g EXEC B— RIZR Y £7°,
f
router (config) # end
A F 71 |show running-config ANz LET,
1
router# show running-config
R 7 8 |copy running-config startup-config UEE) av 74Xl —ary 77 A VICRER

1

router# copy running-config startup-config

SSH H—/\DHTE

SSH —RZRETHICE. ROFNEEZEITLET,

FIEDHE

\}

GE) TS RZSSHY =L LTRETOHEICOHR, ZOFIHELFTLET,
1. enable
2. configureterminal
3. ipsshversion[2]
4. ip ssh {timeout seconds | authentication-retries number }
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5. ROWTNNEITWHGF 2R L £,

* line vty line_number [ending line number]
e transport input ssh

6. end
show running-config
8. copy running-config startup-config

N

FIED %
ARV KRFERETI a3 Y BH#Y

AT w1 |enable FrHE EXEC E— REARIC L ET,
i : e NMAT—REANLET (FERINTHE) .
router> enable

R T w 7 2| configure terminal yra—sL ar 7 4 ¥ab—iar E— REHk
fi LET.
router# configure terminal

AT 73 |ipsshversion 2] (&) SSH /N— 3 22 231795 L 912 device
15“ : %%hﬁ::l/jz‘g—o

Zoawry REANLRWES, £EF—U—F

router (config)# ip ssh version 2 B LAs A . SSHY— 3. SSHZ 54 7 v

FCHR— FINTNDEH/N— 2 D SSH % %
WLET, =& xiE, SSHZ 74 7 > F23SSHv1 B
FOVSSHV2 W AR — ~h 42584, SSH — 3%
SSHv2 # R L £ 7,

R Fw 7 4 |ipssh {timeout seconds| authentication-retriesnumber} | SSH #l|#l/XF A — X # T L E T,

Bl « BA LT Y MEFBEMTIRELET (F7 4
U MEIZ 120 8) . FRETE HHPHIT 0~ 120
router (config)# ip ssh timeout 90 ﬁ?TFﬂA ZLO)/in)lb—§7hi SS}I;?:fi/Jib—

ip ssh authentication-retries 2

vary Z7o—RTEAINET, BRSNS
nNaHL. FALRICLIR—Z Yy g OF
TNV bDEA LT MEEFEAHLET,

T 74 R T, *y hT—2 EOEED CLI
NR—ZFyay (Bvyirar0~4) lIxL
T, K5ORS bR SSH R & i T =
7, ETV o VRN EETH L, CLINRN—X
vy arO A LT Y MEIZT 74 D10
TR Y £97,
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ssHozEsLURTF—42 2024225 [}

aAvYRFERET7IOIY BRI

« 7 TAT VN e S~HRFETE BEM A
ELET, T74/L I3 TT, HETE S
FIL0~5 T,

W7 D/RT A= 2B ET 2HEAIL I OFNAZ#EY

ﬂbij‘o
ATV TS| ROWTINOETIXH 2 EH L ET, (EE) (AR REIRER E 2 E L E T,
« line vty line_number [ending line number] eIy a7 4 FXal—Tar E— RERE
* transport input ssh LT, AR EfRR E 2 E LE T,
il - line_number 51%% & ending_line_number 515t DFH

router (config) # line vty 1 10 Q)flfcﬁi[l(i 0~15 VC“?—O

device T SSH UUA} @ Telnet #5552 B X . 734

Eilrs A% SSH Kt DI ZIRET H L 9 ITfE L E
router (config-line)# transport input ssh 7fo

AT v 76 |end a7 4 X2l —var®T—REKTLET,
Bl - BT, FiHE EXEC E— RIZRD £,

router (config-line)# end

AT 71 |show running-config AN =R LET,
1 -

router# show running-config

23w 7 8 | copy running-config startup-config (L8) o7 Fal—ar 77 A McRER
15“ : ,f%ﬁ[_/ij—o

router# copy running-config startup-config

SSHDRESLIUVART—RRDE=AR) YT

RISSHY—INDEBRESLUVRT—FRERRTHATUR

av vk |BW

showip [SSHY— D AA— 3 v B I OREHREZFRLET,
ssh

show ssh |SSH H— D RAF—X X% F R LET,
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}l/ QO)D jj)l/ntt\nIEj:SJ:UEq:Ej-O)EnIHE

H—AE—RFTAA ZFET LIRS v FERETLH L, V=02 THEMET S
LOICAAAZRETE T, V—2d, RELFFA 2L L ET, ZORETIEIT IV T 4
Y HERRIIER TE £ A,

n—H)LE— R TAAA ZFEEFT L LN —FEZREL T, =0 CTHEWET D LD
IZ AAA ZRET HI21E. ROFNEEZFEITLET,

)

GE)  AAA FRXEMHHLTHITP 77 BRI LV—F DX = VT ¢ ZHERT HIZIE, ip http
authenticationaaa 7 2@ —/ 3L a7 4 ¥ a2l — g a<vw RT3 Hﬂ??éﬁ%#f%@ £,
AAAFRGEZREL TH. AAA FRAZMEAL/ZHITP 77 BRI LL—Z DX 7 11X

flefR L E A,
FIRDHE
1. enable
2. configure terminal
3. aaa new-model
4. aaa authentication login default local
5. aaa authorization exec local
6. aaa authorization network local
7 username name privilege level password encryption-type password
8. end
9. show running-config
10. copy running-config startup-config
FIED
ARV RFERETI3 Y EL:Y
ATy 1 |enable it EXEC E— REZ AT LET,
11 e MAT—REANLET FRENTZHE)
router> enable
R w 2 |configureterminal Jua—r )L ary 7 4 F¥al—g )y E— ReElh
15'] : L/i—é—o
router# configure terminal
ZF w73 |aaanew-model AAA DAL
11
router (config) # aaa new-model

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



|t$1791w

r—son—nrgissvraoge |

ARV FFEREETIVa Yy

E:)

X Fw 74 |aaaauthentication login default local a—h ) a—Y LT —FZXR— 25 FEHTBe A
- VRGEER R E LE T, default ¥ —TU — RIZ XLV,
0—h) =Y TR AFBFEN TR TOR—
router (config) # aaa authentication login default] _i%fﬁ é?%L§E7fo
local
XFw 75 |aaaauthorization exec local I—HFDOAAAF A EZEL, B—H L F—F_—
- A EfAR LT, EDO2—HIZ EXEC ¥ = /LD IFAT
Hq:““ Lij«o
router (config-line) # aaa authorization exec local
7w 76 |aaaauthorization network local Ry NT—Z B #EOTRTOY— B RERIZK LT
Bl - 2= AAA PRI ZBOE L E T
router (config-line) # aaa authorization network
local
RFw 77 |usernamenameprivilegelevel password encryption-type| o — )L F—F X—2&E A S L. 2 —HFL4_—=x
password DALY AT LEFHELET,
B a—Yolicavy FEBVIELASLET,
router (config-line) # username your user name 1 Vﬂi :L“"‘j' 1D 78:’ 1U— }\*’C*E‘ﬁiﬂ Li
privilege 1 password 7 secret567 f xﬂﬁx&wm iﬁ%f%i@h
2. (ER) levdZiX, 77 ARG T-2—IC
RET ORIV ZEELET, FHETED
#PAIL 0~ 15 CTF, L UL 15 TIEFFHE EXEC
E— FTOT 7 EANARETT, L0 T
X, =—HEXECE—RTOT7 7 BALZD F
R
3. encryption-type (21, in{[jéé’b“(b\f;b\/\"x
U— FRBAIHLS HEIE0z, Koz
IRAT — I3 AICH GaIT 7 #HE L E
R
4. password |Z1X, —VFNAAL v FIZT 7 ERAT
L EICAN T HMED B H /XA — REFRE
LET, RAT—RE 1 ~25FT, HdiA
P AN— R BT &, username 2~ > RO
BoOArTa L LTRELET,
2Ty T8 end a7 4 FXal—varET—RFea&TLET,
Bl - BT, FiHE EXEC E— FIZRD £,
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ARV RFERETI Y S

router (config-line)# end

A5 w79 |show running-config AN B LET,
i -

router# show running-config

w710 |copy running-config startup-config B a7 4Xal—ay 77 AIVICHE
15“ : %f’f%ﬁ L/i‘@—o

router# copy running-config startup-config

X7 aE—IZET 51ER

t¥ a7 av— (SCP) MR, VX REFZIFIN—HF A A=Y T AV Eab—FT 5k
X o7 TSN HIEZEME L4, SCPIX, EF%=27 =/ (SSH) . 77U r— 3
v, BE U Berkeleyr VY — /D F 2 T REFEEZRUET 270 Fa VEFELET,

X217 aE—DREHESH
¥ a7 b (SSH) AT A REHRET B0 OFHESEMIE. ko LBV T,

* SCPZEIMNITHHENT, AA v TFOSSH, BiE, FFrl. BLRT IO T 4 v T EEUNC
RELTLTIEEN,

SCP 1L SSH IZIKAE L TE R ELZITo TN D7, L—ZITIZRSA ¥ — X7 NLET
7,

SCPIZEX=VUF 42O\ T SSH IZIEFELET,

SCP DFJZEITITEREE, A, BIOT I T 47 (AAA) OF AL MERT-D, L—
ST —HNIE LUVERR LV R LT D DR T DM ERH Y 7,

=73 SCP Z AT 2 IO 227 vl AL BT,

W e FF A 245 TV H 22— L, SCP % il L T Cisco 10S File System (IFS) &7 7 A /L
HAA T (FTAAL vy Fb) BRHICaE—-TEET, at—Tidcopy 2~ R
AHEMALET, £, FAISNTWVLEHRAE L ZOE(EL Y =7 ZAT =2 a U DB EITT
TET

X7 AE—DREICET HHHIFEIER

* SCPZAZNZT DHIC, /—2 ETSSH, F8iE, BLURATLZELSRET H2LENH Y
e
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«SCP i T 5H/E. copy 2~ RIZRNAT—REANTHZ LT TEEHA, T
T EIMEBERINTEXIT, ANTHYLERDY £,

X1 T7IE—DETE

VAIADN—ZIZEF 2T 3 — (SCP) V— —{lEEERET DT, ROTFNEEZFEITL

ij‘o
FIEDHE
1. enable
2. configureterminal
3. aaanew-model
4. aaaauthentication login {default | list-name} methodl [ method?2... ]
5. username name [privilegelevel] password encryption-type encrypted-password
6. ip scp server enable
7. exit
8. show running-config
9. debugip scp
FIED ¥
OV RFERET7TIV 3 Y B
AT w71 |enable it EXEC E— RZ AT L E T
fi « NATU—READLET FERENTEHE)
router> enable
AT 72| configureterminal Jua—s\var7 4 Xalb—vay B NEfth
fi LETS

router# configure terminal

2 5 7 3 | aaa new-model 1 JAEED AAA FRGEERTE L E T,
1 -

router (config)# aaa new-model

R 7 4 |aaa authentication login {default | list-name} methodl |AAA 77 &R 2o far—L VAT AR A R—T )L
[ method2... ] CLET,

1

router (config)# aaa authentication login default
group tacacs+
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ARV RFERETIVa Y =)

R 75 |username name [privilege level] password AP/ ER— AL LEERAEV AT LR L E
encryption-type encrypted-password 4,
il - () TACACS+=°RADIUS R ¥ D% v hT—2

NR—=ZADFFEA T = A LPFRIE STV DY

router (config) # username superuser privilege 2

password 0 superpassword /El\bj:\ :@imﬁé’%\%b’c% 35—’9,—0
AT 76 |ipscp server enable SCP ¥ — MlbkhE = AN LE T
i

router (config) # ip scp server enable

ATy 77 |exit Jua—r\)ary 74 Xal—gy T— REKT
15 - L. HH EXEC £— RIZEY £,

router (config) # exit

Z v = 8 | show running-config (f£&) SCP Y — \Alaex £~ LT,
& -

router# show running-config

AT v 79 |debugip scp ({FE) SCP FEGFREZ MR L £ 7,
1 -

router# debug ip scp

1

router# copy scp <somefile> your _user name@r emotehost:/<some/remote/directory>

ZTDMDSEERH

T ZTlE, SSH HEREIZRE 3 2 BE & EHZ DWW THEI L £ 7,

BEEIEE T=aTFILEA NI

tyvarT7U=T7F v b | [Session Aware Networking Configuration Guide, Cisco 10S XE
T—X% 2 JIWZx$ BT 47 |Release 3SEJ] : https://www.cisco.com/en/US/docs/ios-xml/ios/
TAT 4 arhar—)LRY san/configuration/xe-3se/3850/san-xe-3se-3850-book.pdf

—BIXRTAT T 4T 4
P—ERT T L— hDORE,
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I X277zl
zonszas |}

BEEIEE T=aTFILEA I

RADIUS, TACACS+, Secure [ Secure Shell Configuration Guide, Cisco IOS XE Gibraltar
Shell, 802.1x 33 L TN AAA DF% |16.11.x] : https://www.cisco.com/c/en/us/td/docs/switches/lan/
=, catalyst9500/software/release/16-11/configuration_guide/sec/b
1611 sec 9500 cg/configuring secure shell ssh .html
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GPS /Oy Y IZEDNIPRA Y

ZOFEF, WO THMEINTHET,
« GPS B 24l L 72 NTP Of% & (73 2—)

GPS BFfEl Z{EFR L 7= NTP D& E

2~ Rntprefclock gps Z A LT, GPS Kff#]a NTP OREHE vy 7 L L TRETE £,

Y

GE) ZOBEREIX, IOSXE Y U —R17.6.1 THEHTEE3, FHMIZ OV TIEL,  [Cellular Pluggable
Interface Module Configuration Guide] @ [NTP Clock Sync with GPS| #ZMB 1L T &0y,

GPS HEEIZA R T X 50V —A L LTHEBE L, CiscoIOSNTP %— X— I A R T X L1 T34
AL L THEREL £9°, RIZ CiscoIOSNTP Y —/R—BENTP 7 A4 T b (AT XL 28 XK
WN3) 127 my ZERP RSN ET,

ATFYT1 Fa—s L ar 7 4 Xal—3 gy T— REBEBLET,
51 -

Router# configure terminal

ATwT2 NTP RV 0 v 7 % GPS IZRRE L £7,
11
Router (config) #ntp refclock gps

ATV T3 KOFITIE, REZHRTHI-DITshow 2~ REFEHLTHET,
£

Router#

Sep 24 19:58:43.046 GMT: %PKI-6-AUTHORITATIVE CLOCK: The system clock has been set.
Router#show ntp status

Clock is synchronized, stratum 1, reference is .GPS.
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B crsmrzmmLENTP ORE

nominal freq is 250.0000 Hz, actual freqg is 249.9970 Hz,
ntp uptime is 94000 (1/100 of seconds), resolution is 4016

GPS /0w ITESKNIP 4324 |

precision is 2**10

reference time is E31778F3.0B851ED8 (19:58:43.045 GMT Thu Sep 24 2020)
clock offset is 11.0000 msec, root delay is 0.00 msec
root dispersion is 3950.55 msec, peer dispersion is 3938.47 msec
loopfilter state is 'CTRL' (Normal Controlled Loop),
system poll interval is 64, last update was 7 sec ago.

Router#
Router#
Router#show ntp associations

drift is 0.000011995 s/s

address ref clock st when poll reach delay offset disp

*~127.127.5.1 .GPS. 0 38 64 7 0.000 11.000 1938.8

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

Router#

Router#show clock

20:00:43.660 GMT Thu Sep 24 2020
Router#

AT v 74 debugntprefclock =~ R&EMHL T, & E&Z 77y a—bhLET,

51

Router#debug ntp ?

adjust NTP clock adjustments
all NTP all debugging on

core NTP core messages

events NTP events

packet NTP packet debugging
refclock NTP refclock messages

Router#debug ntp refclock
*Sep 24 19:58:43.045 GMT: GPS: Poll Requested

*Sep 24 19:58:43.045 GMT: GPS (19:58:43.056 GMT Thu Sep 24 2020)

*Sep 24 19:58:43.045 GMT: Valid time rcvd from GPS:
*Sep 24 19:58:43.045 GMT: RTS poll timestamp (local clock)

2020/09/24 19:58:43.056 (frac = 0x0E560440)

was O0xE31778F3.0B851EDS

*Sep 24 19:58:43.045 GMT: GPS timestamp is 0xE31778F3.0E560440
*Sep 24 19:58:43.045 GMT: NTP Core (NOTICE): ntpd PPM
*Sep 24 19:58:43.046 GMT: NTP Core (NOTICE): trans state
*Sep 24 19:58:43.046 GMT: NTP Core (NOTICE): Clock is synchronized.
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5 2

A4 xXaLb—3 74 ILDOEH

11l

ZOFEF, WO THMEINTHET,

eI T 4 X2l —ay T rANDOE (75 2—)

e VT U T RN—=Ta VORER (76 X—)

ccopy BL U boot 2~ REMA LIZHME Ny r—V OB ERE (76 ~—)
e WebULIZ L BN—F A A—=DT v F 7 L—FR (718 <—)

aA274FXa2aLb—23Y 7714 ILOBE

a7 4 FXal— a7 rAMZE, BEOY R Al —F 4 VU TFRA R (V=K T
LA —N— A T E) OBREE I AT~ A XTHT=DIfEH &5, CiscolOSXE
TR =T avry RREENRTVWET, a~v 2 NI, VA7 A58 L7- & X (startup-config
TrANNPE) | FEEFarT7 4 F a2l —r 3 F— RTCLIWCa~vwy RE AT LT E =T,
CiscoIOS XE Y 7 b 7 = I X o THMT (BEHE L OVEIT) ShvETd,

AVI74F2AL—3 v ITF7AILDEAT

AB—= KT v Far7 4 Xalb—ar 77 A/ (startup-config) I&£. Y7 b U =T Zi%iEd
IO AT LAOEBFHIMEH SN ES, FfTar 74 Falb—ar TrAb

(running-config) (21X, Y7 b = 7 OBEORENGENTVET, 220037 4 Fab—
var 7y ANMERIADOREICTEET, L zE, ar7 ¥ ab—a UEKBNTIER
SEHIRZIERTHEERHY £3, 20X 9 784A . configure terminal EXEC =2~ > K%
FEHLTHEITar 74 X2 b —va 2K HLETH, copy running-config startup-config EXEC
avy P L TREZRGFTLZL1E3HD A,

FiTar 7 4 X2 b—a VEETETHITIL, configureterminal 2~ > RZ{#HH L E 9, Cisco
IOSXE 27 4 Fab—yay T— FOMMARHIIE, @i =~ M3 IcEZrsh, AN
EHFELEay 7 4 Fab—varE— RER T LERATE T2V 74 Falb—var 7y
A MTRIESNE T,

AZ—R Ty arZ 4 Xalb—rary 7rANEELTHIZIE, copy running-config
startup-config EXEC 2~ > REMH L TAX— 7 v 7 ar 74 ¥alb—va VZEfTar
TAX 2=V ay TrANVERET LN, 77 AN —=N=PORF— T v T a7 g
Xal—var~ar74Fal—vary 7y Eat—LET,
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AVT4F¥IL—Yav IFALOER |
B o oro=7—caomsn

aAVI4XaL—3Y T74ILDBER
AT 4K alb—Tary TrAMT, IROBFRICRETAZ ENTEET,
cFEfTar 7 4 X2 b—a VT RAM IS IVE T,

« AH— KT v 7 a7 4 F 2 b—13 3 T CONFIG FILE BREE A S CHIE SN HATHK
M ET,

CONFIG_FILE Z%%i%. 7 7 #/L h TIEINVRAM 2720 £, RO T 7 A )b T AT LD
TrANVBIEETEET,

» nvram: (NVRAM)
* bootflash: (N7 T v =2 AE V)

» usbflash0: (S USB A7 4 7)

N \\_ o~ O ~ g

) L)z T7 IN\—2 3 U DFERR
CiscolOSXE Y 7 b =T DR r—T7 7 A E, VAT EAR—KRDT T v a5 /3 AD
77 v va (flash:) FIZTENRDIET A ZDWNFINITH Y £,

show version ¥4 EXEC 2~ REMHATH L. TXAMATHEBHLTNWD Y 7 by =T /83—
vVarEzlRTExEd,

)

GE)

show version D HICIZIT AL ZATHBH L TWDE Y 7 " =T A4 A—URNEICERENET
D, RBRICEREINDET VAL THHWREORETHY, V7 NI =2T 74V AET v
JL—RLTHERESNEREA,

F7o. dirfilesystem: FHEEXEC 2~ > REMFH LT, 77 v a AE VIZRF L T 5 AEEME
DHHMDY) T N T =T A A=V DT 4 V7 N A EFRTEET,

copy S K UhbootaAT Y FEFEALEHEENVYT—DDE
E =
H LR E
HEN =T ST — R A2, V—Z D bootflash: T 4 L7 RV ICHE/Ny r—
Chat'—LET, T LTHEN v —YDabt —2 R L%, ey r—Y 77 A0
EESTCT— b THELIN—FEHRELET,

WOFENL, bootflash: 7 7 A VL AT MIFAE/N I —V T 7 A NVE I —FT 5 HEERLTH
F9, X5HIZ, bootsystem 2~ REFEHA L CE#HTLLIICay 7 Falb—var LY
ABHEREL, ZOa< Rk V., bootflash: 7 7 A LT AT AMUEFEEN TWEHEE /Sy
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| avoqFar—varv sz L0EE
copy & Uboot 17 FEALE#E Svr—ongEesz |

=V EHEHALCE#T L LI N—Z IR LET, FDO%k, #H LWELE copy running-config
startup-config 2~ RIZE VD RIF S, VAT ANV r—RENTTrEeARK T LET,
bootflash 7 1 L7 N ONEEZ KRR LET,

Router# dir bootflash:
Directory of bootflash:/

13 drwx 278528 May 19 2022 05:20:04 +00:00 tracelogs

11 drwx 4096 May 17 2022 14:24:54 +00:00 .installer

84 drwx 20480 May 17 2022 14:22:00 +00:00 license evlog

83 —rw- 30 May 17 2022 14:21:41 +00:00 throughput monitor params
12 drwx 4096 May 17 2022 14:21:39 +00:00 .prst_sync

22 —rw- 335 May 17 2022 14:20:50 +00:00 boothelper.log

14 —rwx 41040 May 17 2022 14:20:39 +00:00 mode event log

259 -rw- 682679541 May 17 2022 12:54:32 +00:00

1ir1800-universalk9.17.07.01.SPA.bin

FH LA A—T % bootflash: 7 4 L7 b U Zav—LET,

\)

GE)  EXa7at— (sp) 2EHTHITIE, EMICSSHOREL LY N T v 7T 20LENRHY F
9, [Configuring Secure Shell] ZZM L T 7ZE 0,

Router# copy scp: bootflash:

Address or name of remote host []? 192.168.1.2

Source username [xxxxx]?Enter

Source filename []? /auto/users/IR1800-universalk9.17.08.01.SPA.bin
Destination filename [IR1800-universalk9.17.08.01.SPA.bin]?

This is a Cisco managed device to be used only for authorized purposes.
Your use is monitored for security, asset protection, and policy compliance.

Password: <your-password>
Sending file modes: C0644 208904396 IR1800-universalk9.17.08.01.SPA.bin

[OK - 208904396 bytes]
208904396 bytes copied in 330.453 secs (632176 bytes/sec)

bootflash: 7 4 L7 Y ONEFEERLET,

Router# dir bootflash:
Directory of bootflash:/

13 drwx 278528 May 19 2022 05:20:04 +00:00 tracelogs

11 drwx 4096 May 17 2022 14:24:54 +00:00 .installer

84 drwx 20480 May 17 2022 14:22:00 +00:00 license evlog

83 —rw- 30 May 17 2022 14:21:41 +00:00 throughput monitor params
12 drwx 4096 May 17 2022 14:21:39 +00:00 .prst sync

22 -rw- 335 May 17 2022 14:20:50 +00:00 boothelper.log

14 -rwx 41040 May 17 2022 14:20:39 +00:00 mode event log

259 -rw- 682679541 May 17 2022 12:54:32 +00:00
ir1800-universalk9.17.07.01.SPA.bin

12 -rw- 208904396 May 17 2022 16:17:34 -07:00

ir1800-universalk9.17.08.01.SPA.bin
AR =V 7 7 A NVEFHLTCT = T DLV —FZHELET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # boot system bootflash:ir1800-universalk9.17.08.01.SPA.bin
Router (config) # exit
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AVT4FaL—2av IFALOEE |
B wevicsz—542—vo79 75—k

REDEFZHER L ET

Router# show run | include boot

boot-start-marker

boot system bootflash:IR1800-universalk9.17.08.01.SPA.bin
boot-end-marker

FFarr74FXalb—vargat—LUURFELET, 0%, V=%V n—RT5L, &
£ UToik e CREEI L £,

Router# copy running-config startup-config

Destination filename [startup-config]? <enter>

Building configuration...
[CK]

Router# reload

Proceed with reload? [confirm] <enter>

Dec 04 17:42:54.445 RO/0: $PMAN-5-EXITACTION: Process manager is exiting: process exit
with reload

Initializing Hardware ...

WebUl [CKBIL—BF A A—DF7y T L—K

—H1E, Weba—H—A L H—Tx (A (WebUD) ZfEHALCT v 77 L —FK+T252¢LH T
T FET, WebUIOFEHFIEOTEMIZOWTIE, Webz—W—A % —7 A A (WebUD) |
DEZBHLTLTEE W,

WebUI % iEL#) L 72 5. [Administration] ¥ 7 \ZBE L £,

@ Ul Oscomiezke micmces | | #BHOOE | @

ENABLED. art Licensing Using F ENABLED
IR1821-K9 erial FOW2447POEY

Lo s o s o v

Y Entitement tag Y Count Y stws A4
(IR1800_P_250M_A) 1 IN USE

[Administration] > [Reload] Z#R L T, V—FZ U r—RRLET,
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| avoqFar—varv sz L0EE
WebUl =k BL—45 4 A—SnFvToL—F ||

@ Uub Cisco IR1821-K9 Welcomecisco | <& | 4 B & @ & M@ ®

RGN A T v a BB, [Applyl 227 UV v 7 LET,

il Gisco IR1821-K9

CISCO 7920220512
Administration~ > Reload

@® Save Configuration and Reload.
(O Reload without Saving Configuration.

(O Reset to Factory Default and Reload.

Apply

[Administration] % =7 @ [Software Management] Z 3R L £9°, PC EOH LW IOSXE A A —
T ANDGFEZRLET,

@ Ul CiscolR1821-K9 Wecomecisco | b | # B % @ & @ | @

> Software Management

Transport Type My Deskiop v Manage
Source File Path* B Select Flle Remove Inactive Files
© Rolback
Destination bootflash o | Free Space: 762.05 M8
& Download

[Administration] > [Management] > [Backup & Restore] Z =R LET, Tv 7 by I —H |
AA=V Ty A NEa—LET, ZOFITIX, HTTP R A LET,
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AVT4FaL—2av IFALOEE |
B wevicsz—542—vo79 75—k

Administration * > Management~ > Backup & Restore

Config File Management

Copy To Device
File Type Gonfiguraton
Transfer Mode HrTP

Backup existing startup config 1o lash? @Yes ONo

Source File Path* £ Select File
v Download File

WebULl @ FECH A 7y B — R4 774 avz s Uy 7 LT, REXIRELET,
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=% =R

CiscolOSXEY 7 bz 7DEH

ZOET, WOETHEEINWTHET,
e v K E—KRIZHOWNT (81 —)
X —AR—F a—thy FOEMGE (83 ~—)
« <2 RO no BB L default JEXOFEH (84 2—2)
cBRENY 7 7ICkDavr ROFOHL (84 <—)
eI 4 X2l — gy TrANLDEH (85 4—)
eV T 4 X2 b= a VOERDORLE (85 4—)
sshow 2~ FEBX WP more a~> KOHEIIOT7 4 HZ U T (86 X—)
» Cisco Feature Navigator Offiff] (87 ~—)
cTTRTF—LBLOV A VT N 2T A A=V OVR— MEROBE (87 2—
V)
e LT DR (87 RX—)
cavw L R AT a L OHRE Il (88 L—3)
* Software Advisor DfFEH (92 X—)
V7R 2T VU= J—FOfEH (92 %—2)

aAvY> R E—FIZDWT

CiscoIOSXE TEMTE 5~ FE— Fi&, 1ERD CiscolOS T TE L~ RE—F
LRI TY, CiscolOSXE Y7 by =727 78 A9 5121%, CLI ZfH L %9, CLIIZII#E
BOE—FRbsZend, AITESa~vy FIZZORATHALTWAE— RIZX b &7
DEd, CLIZa 7 T/ xXFar~—>r 2 ZANTTHE,. ThFhoa<w s K E—
RCRATCEDa~vy RO—-EriEGcE %4,

CLIiZu /A v Lzt &DE— NIa—% EXECE— FTY, =—HF EXECE— FTIL, EH
TXpavy RREIRENTHWET, T _XToa~vy REEHTE5 L 910 5121E, @i
NRAT— REMHEMA LT, FHEEXECE— REZHETHALERH Y £3, FHEEXECE— F1DH
X, ¥ XTOEXEC 2w K (2—% = RELIIFHHEET—F) 287 Cc&FEd, £/, 7
n—/NL Ay 74 Xalb—vary - RERBETLHIELTEET, 1 TEAEDEXEC a2+
YRIFZ1ERY Oa~<2 RTY, 72& 2, show a2~v > RTHIUTEE R AT — X ZEHRN
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B =~ rz—reouc

CiscolOSXE YV 7 ko z 7R |

FREN, cdear a2~ RTHNIE, W EZR0f 0 F—T A AR VT ENET, EXEC =2
<~V NI 7 b 2T OFEEBRICRESNEE A,

a7 4F2alb— g EF— TR, ETar74F 21— a U ALEETEET, F0%,
FIFAL T4 Fal— L a v EARAX— RN T o7 a7 4 ¥al—2 g VREFELTEL L, &
HEINlea~r NIy 7 b7 OFES#%RLRFEINET, FFEODa 74 Falb—va v
T— RERBTAICE, Ju— L ar 7 Xalb—vary T— FelBT 2 0ERHY £
I, /a— a7 4 Xal—va s ET—RTlE, /v F—T oA AT Fal—Tg
YE—F, BT e bavEHE—- N EZOMOE— RERBTEET,

ROM £ =4 E— K&, CiscolOSXE ¥V 7 b7 = 7 NN 1 — K LARWIEA I S 55
AoE—RTT, Y7 by T7 ORI, FRI3ESRCay 7 Fal—Tar 77 AR
HELCWDEAIL, AR Y 7 b T A A—=URAo0bR0UE, Y7 h 7 =7 1ZROM
E=H E—FNERBTLZENDD ET,

WDFEIZ, CiscolOSXE V7 =27 DIEIFh— Rkl a~r RE—FRK~DT 7kt AJ5
B, FE3T7 78 AR T I D HIEZOWTHBALES, /2, £T— R TERREINLE T2V
ZroOB bR LET,

R4AXV KR E—FDTIVERFEELUVERTAHE

av>v kR E—F T vREE JovJk ®BTHE
2 —4'— EXEC a4 LET, Router> logout ==~ > FZ&Ai I L%
j—o
¥¥HE EXEC Z— EXEC ®E— K75,  |Router# a2 —4 EXEC E— RIZRE D
enable i~ F&EFHL I21%, disable =~ F&1{#
P HLET,
Ja—)ar7 4 ¥a ¥#E EXEC £=— KT, Router (config) # Ja—)Larz ¥ a
L—yay configureterminal =~ > K L—3 g v T— KD
EHALET, EXEC E— NIZR D ITI,
exitorend =~ RafERH L
\iﬁqo
Ao H—T AR a7 4 |Ju—)Lar7 X Router (config-if) # Jua—nR_) a7 4F¥a
Fal—agyv L —> 32— RNT, L—y a3y B—RIZREDIT
interface 2~ K&fEH L X, exita~> RafALE
TA VA —T = AEFEEL R
7% H#E EXEC E— RICRE 5 I
X, enda~> F&fEALE
7,
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f—K—Fya—tny rosasz [

aAvURE—F 7Y RA* JorIh RTAE
ZWr =2 X, IRD X D 7pA |Router (diag) # Cisco I0S 7' 1 & A DfEEC
W2, 2Wre— RERBT 5 Ko TElre— KDt S
, EFREre— N7 s 72381, Cisco 10S D[
A LET, R LT-HE T, —HF %
o AT L o TiL. Cisco ﬁﬁé\b L?\EQ%E%~ R & bR
108 711 & & CREE 135 TOHLERH Y F7,
ElLicLxiz, 2HrE— JL— 4 73 transport-map ix &
ROBHEET H 2 ERH Y WL - CRMreE— R L
F9, EL, 1FEAL 72568, V=T 7 BRT
DA, —XIL) u— B2, BoR— ks EfHT
FENET, %75, F£721% Cisco 10S CLI
« 2 — 475 transport-map F%ﬁ#éiﬁ%ﬁéﬂkﬁ
e REAE LT EEHEHLET,
L7=RY =izl &
WrE— ROBLET 256
N0 ET,
« 7 L—J1{5% (Ctrl-C,
Ctrl-Shift-6, F7-1%
sendbreak =~ F) %
ANTTHE, TL—21F
FEZE LIV—2NE
Wre— NICBATT 5 L9
ICRRE STV DIEAN
HoET,
ROM E=%# ¥5HE EXEC £ — R C, reload | rommon#> ROME=% E— &K T+

EXEC o~ F&fEHALE
T VAT ADORENRE, )
? 60 FHLLNIZ Break ¥ —%
MLFES,

DI, Ao A A=V & F
BT — B0, E£ITH
#BHr—hERELTYEY b
BFEITL, ARA A—=T0
g—RFEdE oI LET,

F—R—KYa—rhy FOERAE

A<y R, RXFENLTFORBITH Y FEA, o, a~vr FRBIUORTI A—ZF, Bl
T ATRE R D 71~ & RET2iTRT A — 2 L XBI AR CF 8 THIE CTE £ 7,

ROFIZ, A~ FOANBIOWEENT2F—R—Fa—r Iy haRLET,
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CiscolOSXE YV 7 ko z 7R |
B o< FonoBE £ defaut B OB

®5:X—K—FDYa—tAavt

*—% S0

Ctrl+B ¥ — £ /2 (T—F— A=Y NV% 1 LFRIETHRACRLUET,

Ctrl+F ¥ —F 7z i3—>F— H—Y N 1 XFHTETRNCED £7,

Ctrl+A N—=YNEavs R4 OERICBE S
£75

Ctri+E H—=INeavwy 74 ORRBICEESE
£,

EscB A=Y N 1 U= R BRAIRLET,

EscF A= N%E 1T — R aictEd £9,

O FDno iR E &K UV default F2 =X D E A

FIET_RTChar 74 Xal—yaryavy FZnERRH Y F4, —BI2iE. nofg a2
AL THREZESICLET, BMLESN TV AKEEZFOAENC LY, 774/ h Tl
HREZ AT HIZIE, noF—T— REEELRWCa~vr ReHLET, 2&x01E, 1P
N—=T 4 TET 74V S TEHHTT, IPIL—T 4 72T 5I1Z1E, noiprouting =<
YREMEHLET, PL—T 1 72 FHOENCT DI, iprouting=~ > REfEH L ET,
CiscolOS V7 b7 dDa~vw R Y77 LA I0F, a7 4FXFalb—yar avy ROE
BIREST. BEOnoERD a2~ FOMRENTH I TWET,

%< @O CLI 2~ Riziddefault X b H Y £9°, <command> default command-name % 38173
He, avwr RET 74V MREICHET I ENTEET, CiscolOS V7 b7 a<w R
77 LU AT, =R ERO o~ R EIT R DHERED default ER D~ > R
THEITSNDGE D, dfault BOBERENFHH SN TWET, VAT ATHEHTELT 741
Navy RERRTAHICIE, EYTHa~vr RE—RFTdefault? & AL ET,

RNy I7IZLDaATFOFEUHL

JEIREN > 7 7121, BRNCASD LIZ20 Da~y RBRGFEINET, Rl a~y Rak
HALT, BFANETIREEE RN TWS a2y RIZT7 782 TE 1,

ROFIZ, AV EHfa~v FO—HERLET,
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avIs¥aL—varrriroez [

RE6:EXN)EBEHBRITUR

=l VN N EL:g]

Ctri+P £7-131 % — JERE NSy 7y NDa~<y REERH L ET,
RIZICEAT Lo a~ > RBRINICFHEOH S
F9, ¥, IvHva<w R
DIERF RS NET,

Ctrl+N F721% 1 F—! Ctri+P £72i3t ¥ —Ta~< REMOH L7
#%T, BEANAYy 7y NOXIOFH LI~ R
IR £,

Router# show history EXEC E— R T, wEZICADN LWL DD

oy RO—EE2FRLET,

a4 XaL—23ar TJ74ILOEE

AH =R T T ar7oXalb—vary 7yA Mdnveam: 7 7 A VAT MIRGFES N, E
fTav74F¥alb—vay 774 Wdsystem: 7 7 A /L VAT AMRGFESNET, Z0ay
T4 FXalb—aly 77 A NVORIEREIT, tMOW DD Ra v—& 75y N7 4—4
THHEHITWET,

IOSXE Cix, a7 4 FXalb—var 77 A NVOES LR RETT, Ba{bizc >\ T, &
@ URL 76 AFAIHEZR 10S XE 7 /3 Z5gfb T A R CTREL @IS TWET,
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html

VA N—HDOHERIRA LT F U ADBRELT, AX— T v T a7 4¥al— 3
¥ 77 A& NVRAM D> MO WTFNNDN—2 77 A4V VAT AZabe—1L (X528B
THry hT—7 H—RiZHabt’—L7T) . XNov I T v T E2loTBIMNERHY T, AF—
N7y 7 ard o Xal—arZyANae Ny 77y 7 LTELS &, L0 E TNVRAM
oAz — T o T a4 Xal—ary TrANNMERATERLL ol &2, AX—
FT 7 ar7 4 ¥alb—vay 77 AN EHEICEE T £,

AB—= T w7 ar7 4 Falb—alr TrANDNy 7T v ZE, copy 2~ FaflE ]
TEET,

AT 4 X2l —ay Ty A NOEBOFEMIZ OV T, [Cisco I0S XE Configuration
Fundamentals Configuration Guide] ¢ [Managing Configuration Files| MIEZ SR L T 7Z S0,

N » N 2N
A4 XL —YarvDEBRDODRE
REDEFEAL KT v 7 ar7 4 Xal—va AR FELT, Y7 hu=T 0 r— R
FEDFAE LTS B ICERNER KDV E 127 21Z1%, copy running-config startup-config
avy RE@EALES, RICHlEZRLET,
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CiscolOSXE YV 7 ko z 7R |

. show AY Y FEELUmore a<v Y FOBAD T4 LR )Y

Router# copy running-config startup-config

Destination filename [startup-config]? enter

Building configuration...

[OK]

IR11014

*Sep 24 08:50:26.666: %$SYS-6-PRIVCFG ENCRYPT SUCCESS: Successfully encrypted private
config file

\}

GE)  BEORTFIZEG 0D ZENRH £,

COEEICE Y BREN NVRAM ICIRFEESNET,

show A< FELUmorea<w> FOEAD T4 ILA )

b

e

show B L UO'morea~ > ROHNEMRBE LTI 4 NVZ Y 7 TEET, ZOKREIX. KEDOH
W2 LMERNDLGE0, RNERBDERINT D55 LBET,

Z OBERERSE 91T, show 72T more=~ 2> RIiZ 34 7] 525 () Z%elS. begin, incude,
exclude DF—T— FOWTNNE AN LET, SHITHMKRELITTANZY) TONEAIE
HEBTHRELET (RIFL/NCFIEIRNENET) .

show command | {append | begin | exclude | include | redirect | section | teg} regular-expression

COHNF, arT 4 FXalb—vary T A NVNOIEROKEDITIC K LE T,

il

Z OfFITIL, show interface =~ > KDOESf1 (includeprotocol) % {# 4 LT, = protocol 73
FRINAHINTORERLET,

Router# show interface | include protocol

GigabitEthernet0/0/0 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

GigabitEthernet0/1/0 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/1/1 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/1/2 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/1/3 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/0/5 is up, line protocol is up (connected)

0 unknown protocol drops

Cellular0/4/0 is up, line protocol is up

0 unknown protocol drops

Cellular0/4/1 is administratively down, line protocol is down

0 unknown protocol drops

Cellular0/5/0 is up, line protocol is up

0 unknown protocol drops

Cellular0/5/1 is administratively down, line protocol is down

0 unknown protocol drops

Async0/2/0 is up, line protocol is down
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Cisco Feature Navigator O i .

0 unknown protocol drops

Vlanl is up, line protocol is up , Autostate Enabled

0 unknown protocol drops

Vlanl72 is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

Vlanl75 is down, line protocol is down , Autostate Enabled
0 unknown protocol drops

IR1800#

Cisco Feature Navigator 0 {5 FH

TT7 R =DV R—=FBINY 7 U 2T A A=V DOV R— MIETLERERKZT D
21X, Cisco Feature Navigator Zf#i /] L £, Cisco Feature Navigator (%, $fEDY 7 b7 =T
VUV—=Z, T4 —=Fv &y b, BT T7y b7r—=L%&YH— 1925 CiscolOSXE DY 7
My =7 A A=V %HRITE LY —/LTF, Navigator ¥ —/L 2 H3 5121%, Cisco.com DT
D MIKLEDHY £ A,

TS9N IA—LBEIUIRAYI NI TTAA—DD
HR— MEHRDREFE

CiscolOSXEY 7 b =T %, BEDT Ty " 74 —L BV R—FrTEIV T hI 2T A4 A=
TSN 74 —F ¥ By e L TRy r—IfbEnTcnEd,

FTRTDCiscolOS-XE 2> 7 4 Falb—ray A4 RERNPOAFTEET :
https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-17/series.html

BEDT Ty N7+ —ALTEDT 4 —F vy NOTAV—TZHHTE 0%, V) —RIZH
EFNHAA YT RN 2T A A—VIZE-o TRV ET, FFEDOY U —ATHEHTE 5
DI T NI 2TAA—VERELZY ., & OMREDFFED CiscolOSXE Y 7 T =7 A A—
THHTE 2008 9 0% fERT HITIE, Cisco Feature Navigator Z 3 570>, £721%

https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-17/series. html & 2 L £ 97,

AN TDRK

CLL7u 7 N C@ME ) 2ANT5¢, avr FE—RFRTCEfiTE2a~r Fo—E
DEREINFET, FHarTXA N THERERZHEHTIE, o~ NIZEET I —U—F
LHIEDOY A MERSTEET,

aw RE—R, a<U R, F=U—F, £2381ICEEO~NN T E2FRTHITIE, kD
<~ FoWFhmnzEa L £,

av> R BHH
help awy RE— ROV VAT AOBE %5~
L%,
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CiscolOSXE YV 7 ko z 7R |
B o< rr7vaom%: 6

avw vk =E):g]

abbreviated-command-entry ? HEDIFEARN) I ThEDLa~v ROV
A MBFRRENET

GE) <y REERFORICAR—RTA

T,
abbreviated-command-entry <Tab> rEDa~y F4EMe L ET,
? FFEDa~y FE—FTEATE 2=~y

Fo—BadoRLET,

command ? vy RIA VTIRICANTHMEDH HF—
U— REFSIEnERINET

GE) o<y FEEMFOMIZAR—Z &R
ALTLEEW,

AR AT arnRE Bl

ZITIE, A~y FEXOERRFGECOWTHI LES, o~y MEXE, EEEIINA
DF—TU—RFBRLUBEPEENTVET, a3 FOF—U— RBIUSIEERRTHIC
X, v 74 Xab—vary I NTRAMG () AT 50, Elida~y Ro—i
AT UTARIC 1 A=A FC, 5MfF () Z#AJ1LFET, CiscolOSXE VY7 b7 =TI
L0, EHTRERF—T—FBXUBI DU R EFEEAFHANFRENE T, 2L 21T, 7
nD—/Lary 7 4FXal—varyE—RTaap I~ FOTXRTOF—TU — RE72135 (%%
FoRT HITIE, arap? EASLET,

avy RV OHRO <er> Gl H 3tttz R LET, finF—=AR— FTiE, CR ¥ —I%
Return —T7, &KITDOF—AR— RFTiX, CRF—|LEnter ¥—TJ, T~ R~ LT D%
D<cr>FlFlE, Enter ¥—A2 ML CTavy FEERIELA T v aribdl &, BLU<er>
AT T DY A FHOBIEB LI ONF—U— NI+ 7y arThHir L Ed, <cr>
SRS OEAIE., BRI ELIIF— U — FAMICEEE S, Enter F—%2 L Ca
VU REERSEDLMEND D LR LET,

WROFIZ, a2~ FANZHEOT-DIZERMT (?) 2ERT 2682~ LET,

®R7:aAX K AT arnBE

avw ok oAb

iouter>dena<1ble . enable =< > F&/\OX 7 ]\75_’]\7'] LT\
assword: asswor N

Routent HHEEXEC 2~ > RIZT 78 ALET, 7

a7 RN > D T#) ICEbo=h
(#fl : Router>7>% Router#) . #t#E EXEC
E— NICEID BEboTWnET,
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avvrrTFvavors: 6

avy kR

AT

Router# configure terminal

Enter configuration commands, one per line.
End with CNTL/Z.

Router (config) #

configureterminal £##% EXEC =~ & A
FALT, Fa—)Lary7 4¥al—g
vE—RERMBLES, Zr—rL ay
TA4FX2lb—var ET— KBRMBEND
L. 7u 7 h’ Router(config)# IZE DY
£

Router (config) # interface GigabitEthernet ?
<0-0> GigabitEthernet interface number

Router (config) # interface GigabitEthernet 0/?
<0-5> Port Adapter number

Router (config)# interface GigabitEthernet
0/0/2
<0-63> GigabitEthernet interface number

Router (config)# interface GigabitEthernet
0/0/07?
<0-71>

Router (config-if) #

AR —T A AL T4 Fal— g
F— R&BLET HI2i%, interface
GigabitEthernet 72— )L 37 ¢ ¥ a
L—vayavwy ReEfFRHLT, #ETD
A B —T A AREELET,
WIiZa<r R 74 VAN THHENS D
o< REFRTHITIE. 2 ASLET,
<cr> BLEMNERINTWVWAHEAIL, Enter
F—ZFH L Ca~vr FERETTEET,
AR =Tz A AL T 4 Fal— g
E— MRt D &, TR R
Router (config-if)# (&0 £77,
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Router(config—:lf)# ?‘ AR =T oA AR TEATXITOA
Interface configuration commands: N R
VHE—T AT 4 Fal—gra
~ RDU A MEFoRTHI2IE, 22 AL
F9, ROBITIE, EHATRERA 7 —T =

ip Interface Internet

Protocol A AayT7 4Fal—rvgravwy KRO—
config commands AC —
keepalive Enable keepalive anL PN L/Cb\ij‘o
lan-name LAN Name command
11lc2 LLC2 Interface
Subcommands
load-interval Specify interval for

load calculation
for an interface

locaddr-priority Assign a priority group
logging Configure logging for
interface
loopback Configure internal
loopback on an
interface
mac-address Manually set interface
MAC address
mls mls router sub/interface
commands
mpoa MPOA interface
configuration commands
mtu Set the interface
Maximum Transmission
Unit (MTU)
netbios Use a defined NETBIOS

access list
or enable
name-caching

no Negate a command or set]

its defaults

nrzi-encoding Enable use of NRZI
encoding

ntp Configure NTP

Router (config-if) #
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Router (config-if) # ip ?

Interface IP configuration subcommands:
access-group Specify access control

for packets

accounting Enable IP accounting on
this interface

address Set the IP address of
an interface

authentication authentication
subcommands

bandwidth-percent Set EIGRP bandwidth limit

broadcast-address Set the broadcast address
of an interface
cgmp
directed-broadcast

directed broadcasts
dvmrp

Enable/disable CGMP
Enable forwarding of

DVMRP interface commands

hello-interval
interval

helper-address Specify a destination
address for UDP broadcasts

hold-time Configures IP-EIGRP hold
time

Configures IP-EIGRP hello

Router (config-if) # ip

A B —T A ADHREDT-ODa<w R
EANNLET, ZOFITE, ipavr R
fFEHLET,

WIZa<> K T4 NIATITHRLERD D
g~y REFERTHITIE, 28 AT LET,
WORFITIL, FEHAFRERA X —T A R
IParv 74Xzl —raryavy FRO—E
72 E R L TVWET,

Router (config-if)# ip address ?

A.B.C.D IP address
negotiated IP Address negotiated
over PPP

Router (config-if)# ip address

A BE =T 2 A ADREDDDA~ KN
ZANSTLET, ZOFITIL, ipaddress=~
YREMBEHLTHET,

I~ R IANANT DUERD D
avy RERRTHITIE, ?2EATTLET,
ZOFITIEL, IP 7 KL A %7213 negotiated
XF—U—FEZANTILERHY 7,
YT (<er>) ITFRRSINERA, DD,
vy REFRSEDITIE, BNoF—TU—
REITBIBAEANT HHLERH Y £,
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Router (config-if)# ip address 172.16.0.1 ?
A.B.C.D IP subnet mask
Router (config-if)# ip address 172.16.0.1

fERAT A% —U—RFE7i38E%E AN LE
T, ZOFTIEH, IP7T RLAELT
172.16.0.1 ZfEH L TWE T,

WIZa~<>y B I AN TEHERERD D
g~y REFERTHITIE, 28 AT LET,
ZOBITIE, IPYH TRy N~ A7 E AT
HMLENH D F9,

<cr> [FFERENFEHA, ZDODH, a~v
Rz SE 51, BIoF—U— K%
T35 E AN T HRENH Y £7,

Router (config-if)# ip address 172.16.0.1

255.255.255.0 2
secondary

secondary address
<cr>

Router (config-if)# ip address 172.16.0.1

255.255.255.0

Make this IP address a

IPH7TRy h~RATEZATTLET, ZOH]
TiE, [PV 7%y b~ A7 255255.255.0 %
BHLTWET,

WiZa~<wr R IA4NANTELEND D
a<r RERRTDHITE, 28 ADLET,
Z OFITIE, secondary ¥—U— K& AT
57>, Enter ¥—%H L F9,

<> NFETREINET, Enter F— AL T2
VU RESETT D0, EEFOF—TU—
REANDLET,

Router (config-if) # ip address 172.16.0.1
255.255.255.0
Router (config-if) #

Enter ¥ — %2 L Ca~r K2m T LET,

Software Advisor O {F FA

o A 2% Software Advisor Y — /L& #ERF L CTU\VET,

[Tools and Resources| ZZ&M L CTL 72 &

VY, Software Advisor Y —/VZfEHT 5 &, HDHEREN CiscolOSXE V VU —ATHR—FEh

TWDMNEIDERLTZY, TOREDY 7 MU =27 v =27 VEBRKR LD,

J— B\

SN TWAN—RT =7 TOCiscolOSXE Y 7 b7 =7 Di/NY 7 MU = 7 B2 iR T 5 =
EWTEET, ZOY =T 7 EATHITIE, Cisco.com DEERL—F THLULENRH Y F

B

Vb7 JY—R/—+DOEH

WOFEMZHOWNWTIE, VI —R J—FE2BHRL T EEN,

o B OMEEL
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| CiscoloSXE YT by 7 DEA
voryz7uy—2 /—trosm [

« KM 1 3 KOV 2 ORMIIS K OMRIRGE 70 D 1 FIH
VT MU =T A AT,

o BrikAE

o BEJn o> I BR1E

VY—=2/—=hMaE, &HOV ) —RZEAEOFEERPTLH SN TOET, T b OFRICIE,
PATO U U — R ZFHE A OMEREICBE T A HRAE EN TV RN 13DV £, HEICE T
HINETOTRTOBERIZ OV TIE, Cisco Feature Navigator (http:/www.cisco.com/go/cfn/)

ZZRLTIZEN,
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CiscolOSXE YV 7 ko z 7R |
B oryvz7vv—z/—topm
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=% =R

CiscolOSXEY D bz 7DA VA =)L
Yal

ZOEL, WOBETHRINWTVET,

e A VA M—/LE—ROYFAR—K (95 —)

e RV RLE—REAL VA R—LE—F (97 X—=Y)

e A VA M—Lavw s REMHERALEZY 7 b =27 DA A =L (97 2—2)

e A VAP Navw U REFEHLEZY 7 U7 OA A M—/VIZET HHIKFE (97—
V)

e A VAN—NaAw L REFEHLEY 7 N7 DA A —VICET AIEHR (982—2)

« REH (109 <—)

A VAP Naw s REFHLEY 7 V2T A VA=A DNT TN a—TFT 4T
(115 =—)

A RAM=ILE— KDY ER—
WDORIZ, N RALE—REAL VA F—)LE— FOENERLET,

[oT /b —# THFATSIAL TV 5 Cisco IOS XE (&, HH, /N2 FVEBIE— RZEH L TWET,
N RVEENE— NI EEE & LT, B—0DEHA A—V2FEHLET, —emb
JAIE, <product>-universalk9.<release>.SPA.bin T,

ZOE—FRTIE, == (N—FT 4 RAT, 7F7va) £33 YE—L (TFTP) @ .bin
AA—VHRFEHLT, HEEN-7— Mo 2R8I ET, bin A A — Kl CRET
HENSZEIF, —FIX, BETORNCETA AV ERHETLIMLERN DL Z L2 ERLE
T, THUZLY, V—FEEITA-OIZL D EVEER» o TWHE L,

N—HEBH L= a3 D I0SXE LT v 77 L— K3 51iE,  [bootsystem] 23HT LUV
TR 2TAA=TVERA LT DHEIICLET, ZOHFETISMONTERY, ®RERET
A FICEERREEH I N TWET,

IOSXE U U—217.9.1 LI, A > A h—/LE— REFHIN 58 LWEEEIE — R23 [oT b—#
WiBmEnE L, 4 A F—/1%EF— KT, packages.conf 7 7 A /WIZ L - TRt A HL 5
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B oxr—re—royr—

T— b 7T vvalin—RENERXy r—UMEASNET, ZOFHETIE, Y7 hu=TO
A VA =T a2 % LY IEHICHE T £9,

\}

GE) SMUDA VA =T, Ny RAEEIF—REA VA M—LE— RO T THR—FENT
WFE L7z, CiscolOSXE U U —R& 179x LUK, /L—F B2 RLE— RTREISNZHE,
SMU O A A b —/VFfEIEENET, L—FNA A F—LE— FTEREIEINTHA, SMU
DA A S—=VFUFIOY U — R L RERICHERE L £,

RENVFIE—FESVRM—LE—F

N RILE—FR AR —=ILE—F

ZOEFE—FTE m—=Av N—FF4 A7 |[ZOF— T, 77— rtRiZrn—A1
77 via) £llZVE—F (TFTP) @ bin| (F— K77 v =) O packages.conf 7 7 A
AA=VERMFEHALT, a7 — e [ vaEALET,

ARSI ET,

ZOFE—FTIE 12D bin 77 A V&M | ZOF— FTIE, bin 7 7 A MTILER S
LET, pkg 7 7 A NMZEEHZ ONET,

CLI : CLI :

Router (config) #boot system #install add file bootflash: [activate
bootflash:<filename> commit]

CDOF—RTT v 77 L —RKTHI0%, boot | ZDF—RTT w77 L— ¥ A2%, ingall
system NHTLWY T b 2T A A=V ERA | avr ReHLET,
YT BH LI LET,

AA—=VOHENT v 7L — R HLWField| A A—YOHBT v 77 L— K : Hr LW FRU
Replaceable Unit (FRU) BETV 27y — | BREV 2Ty v —VIZHASINESGE, &

AT G. 7277 4772 FRU L E |57 5 FRUIX, 777 4 772 FRU LA L
LA~ya/Tﬁmeﬂ%£ﬁ¢5Mi TA A=V NR=Va NIHBT v 77 L—F
FENC K DIEENPMETT, SNET,

=Nyl BEOY T N 2T AT | a—ANy s 1RO Y a— T, #ED Ny
YADOHEH (SMU) ZfHH L CLLRTDA A— | F & ETe, CiscolOSXE Y 7 b7 =7 OLLH]
DICa— Ny 73512, BEEREIOV B— | OR—=T g0 — ARy I BN L E
RBMENZ e B E0RH 0 £, R

FEZ DWW TIE,  [Cisco I0S XE Installation Methods| #Z MR L TL 72 &1y,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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| CiscolOSXEY T+ 27D VR F—LFE
nyrrE—resvzt—nz—+ [

YFILE—FEA AR R=ILE—F

[oT b —# THFITSIHL T D Cisco IOS XE %, HH, /N> FUVEBIE— REZHEH L THET,
ANy RVEBENE— NIIMEGEE & bR, H—0OFEfiA A—V 2 LET, —Riveamb
HHIX, <product>-universalk9.<release>.SPA.bin T,

IDFE—RTEH, a—hv (WhN—=FT 4 A7, 7Fvv=a) £33V E—F (TFTP) @ .bin
AA=DVEFHLT, A ENT— e 208t Sn £ 4, bin A A — M S
HEWH ZEIE, —FiX, EETAORNCETAA—VERETOILERNSH D LA ERLE
T, ZHUCEY ., V= EEEFTHDICLD EWVREMNA)o TWE LT,

N—Z LR LWN—=T a3 O I0S XE LT v 77 L— F951TiE,  [boot system] 238 LY
TRV TARA=TVERA L M THEIICLET, ZOHETEIMLNATEY, ®EET
A RIZEEHA R SN TWET,

IOSXE U U—2A17.9.1 LA, A > A h—)LE— R EFEN D8 LOEENE — K23 [oT L—#
EmEhvE L, 4 A h—/L&— R TIX, packages.conf 7 7 A VT L » T Al b5
T—=h7 Ty valle— RSNy r—UMEHESNET, ZOHFETIE, Y7 0270
A VAR NTaE A% LD IEREICHECE 7,

ALV AR—ILE—FRTIL, Z77ANVHIZT—F 7T 932108 0EL DAR—ANRNNETT,
NRolr—=iZ binA A=V X0 b TMNIRkEL, ®EITLICH A XIRELRY F5,

AR =LA FEFERLEZY IO T7DA R
—JL

Cisco IOS XE 17.9.1 UL, CiscoloT /V—Z|IT 74/ N TA 2V A h—/)LE— RTHFENE
T, =% —1k, —EHOingall 2~ FEFEHLT, 77 v F 74+ —L%#E) L, CiscoIOS
XEYZ7 b7 xT NRX—=Ca 7 v 77— RERFIF T T L — R TEFET,

AR =LA FFFERHALEEY IO T7DA R
c—ILICEAT S HIE1E

e VA F—JLE— RTIZ, VAT LAOFERENNMLIETE,

eSMU DA VA b—JLiZ, N RLEEIT—REAS VA M=V EF—ROWFTHR—FX
NTCWE L7, CiscolOSXE U U —R 17.9x LAfE, L—F 330 KLE— R CEZE) Xz
e, SMU OA A b —/WIFIESNET, V—FNA A F—/LE— RTEEIS N
e, SMU OA Y A F—/UFLETO U U — R L [AERICHERE L £ 77,
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B o oxr—navo FEERLEY T FY T OA VR b LSBT iR

AVA =LA FFFERHALEY IO T7DA R

F—ILICEAT S 1EHR

CiscoIOSXE 17.9.1 U U — AN D,

IoT V—Z 3N KE— RTIER<A VA R—/LEF—F

THMENET, LEN-T, THENLOFH LVIL—X T TXTA A h—/LE— R TEHE L

£7,

IOSXE OLHTDO Y V=2 ZFH L TCWABEFEDA A h—IZid, HEIZST T, Ny R
F— R TCT A RAEB|&EEFHT A AT avrRnNHEd, £-0Fk, XA RAE A A b—

NE— FICETEET,
A VA M—=)LF— RNiL, BHfEE—

Fearybr—7%F—FOWFIZHEMATE £,

FLWY U —RI%, vManage Zf L CTA VA F—LEF—RTA VA =L TEET,

WDFEIZ, X RLE—REAL VA —=NLE—FRDOEWERLET,

KRINVEILE—FESA VR —ILE—F

N FILE—F

AVRXA—=ILE—F

ZOEFE—RTHE, e—hVv (hN—KRT4 AT, 7T v
va) 72013V E— b (TFTP) @ bin 4 A—2FEH L
T, A ESNET— N Fa ARt anE 7,

ZOEFE—FTIE, 7— bR IZn—V (F7—F7
Z w3 =) O packages.conf 7 7 A N EMFHL E7,

ZOFE—FTIE. 1 2OD bin 77 A NVEFEHLET,

ZOF— RKTIL, bin 7 7 A /VTIEBE S 7z pkg 7 7 A )V
ICEEHZ HNET,

CLI :

Router (config) ¥boot system bootflash:<filename>

CLI :

#install add file bootflash: [activate commit]

ZOFE—RTT v 77 L— R4 25IZ1E, bootsystem 7238 L
WY T MY =2TAA=TVERA T HEIICLET,

ZDOEFE—RTT v 77 L— K352, ingall 2~ K%
ERLET,

A A= OHENT v 77 L— K : H LU Field Replaceable
Unit (FRU) NEY 2 7Ry =LA SIS E. 7
77 4 772 FRU & [A U/8—Y 3 CH LW FRU & EAT5
HIT1E. FENC K DEENRMETT,

AA=VOHBT v 7L —FR B LWFRUNBREY =7
By —VASNTESGE, e THFRUIL, 72774
TIFRU ERILCTA A==V g VZTEET v 77
L—RanE7d,

0—Ry 7 DY T NI =T AT ADER
(SMU) ZfEH L TURTIOA A =iz —A Ry 745
WZit, BEEO) a— AL 5580750 £97,

72—y 7 1RO Y r— T, #HOXyFEETe,
CiscolOSXE VY7 b U = T DOLLRIDONR— g o ~Dra—)b
Ny 7 EAMLET,
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| CiscolOSXEY T+ 27D VR F—LFE
4oz b—nE—koT7oezro— [}

A A M—ILE—FKOT7AERXT7AO—

A LVARN=NE—RDTr AT -, TV T+ —LTY TNV =2T DAL AR—)LE
TS — REFEITTAHEDOORDI SO a~y RTHER SN TWET : ingalladd, install
activate, 3 X O install commit,

WoO7a—Fr— K, ingal 2> FEFH LA VA =T rERAEHHALTWET,

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new Installs software Commits the N )
software package * | recently installed |~ rgg:'r‘ftf ‘:ﬁ:fa:lgz
package to the copied in the software package stém@e“
device previous step so that it persists P g .L_Fx

ingall add =~ RiZ, Y7 "o =7 Ny or—T%ua—ALERIZ)E— NOBEHINL T T v
P74 —AblIZabt—LEd, Z0avr RE Ny b=V 77 ANVOfxDa s R—R M
P78 ir— L packages.conf 7 7 A MBI LET, £ 77 A NV ERIEL T, A A=
T7ANVNINNOA VA N=NTDHDTT7 Y N7 —LHOLDOTHDL Z &ML E

7

DA<y ROHINRENTWASE LT, V7 F 72T 8w 7 =W OO E N
TRBITET,

IR1831#install add file ?
bootflash: Package name
crashinfo: Package name
flash: Package name
ftp: Package name

http: Package name
https: Package name
pram: Package name

rcp: Package name

scp: Package name

sftp: Package name
tftp: Package name
webui: Package name

install activate =~ > Ri%, SHERMIEEZFEITL, installadd =2~ F&fH L CRIR CTBINE
Nl r—yh7uve a7 LFET, Flo, VATV e— K2 M) H—LFT,

install commit =~ > KiX. install activate =~ > RZFEH L CRIBECT 77 4 7L &= %y
=V EMERL, Ve— RF&ELEIRRRINS LI LET,

Y

GE) HEHEALAI—ATEHE, DENCA VA=A LEY T 2T 4 A—U 0N ERENET,
ENREFTYH, 1 DODTNRA AL VA=A TEBEDE 1 DDA A=V DHTY,

WKDO—HEDA LA h—Lawy RBRFHCTEET,
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install add

install add file
location:filename.bin

AA=Y Ny b=y BX
OSMUDOHNEEY 7 R U =T
UARY hVIicav—LET,

77 A IVOEETLe — LT
HUE—FTHNENER

o ZDOa<wy NIkDZ &
EITVWET,

e T FANDF = 7Y

A, TTY RN T A —LD
HEMET = > 7 72 Eh i
GELET,

c Ry =T DT
A= Nt T3y
/r— & packages.conf [T
JEBA L £

s A A—TVHEua—HINA
N RJiZar—L, &
DOFMETHEHTEH LD
I LET,

install activate

install activate

ingalladd =~ > R&{HEH LT
T4 7L LET,

» showinstall summary == <
Y REMEHLT, TS
T A TIRA A — T T
LET, ZDOA AN
TIT 4 7EENET,

oavwy REERITTD
L. VAT AR B—FR
SNET, TIT 4 —
Ta rEATToMmE D
MEMR L ET, MR
07 & B R
THIZIE, Zoa<wr R
& prompt-level none & —
U— REfHLET,
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(install activate) auto
abort-timer

install activateauto-abort timer
<30-1200>

auto-abort timer 1% H 8192 BH
BEi, 77 v MEK 120
7T, FRE S NZRFRR NI
install commit =t~ > K3 3EAT
SNBWNGE, T 7T 43—
varZavAdthikEn,
VAT NIRFRIZAI v b S
NIIRREICRE Y £97,

« ingtall activate =2~ > K%

FITLRBLHA~—D

EEEETEET,

install commit =2~ > R%
AA~v—&EFEILL, A~
A b= at A EEAT
LET,

install activate auto-abort
timer stop =~ > NI,
Noylr—T%ay b
FTIHA~—%EIELE
R

el 7 a7 N & HER
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

Zha<vwy KNI, 3AT v
TA LA RN—=LDNRY T
Y R TORFEHTT,

install commit

install commit

install activate =~ > K % {#
LCT 77 4 7k &iz Ny
r—VikaIy L, Jue—
FELFET 2L 21T LE
R

* showinstall summary =<
YREMFHLT, 23y
FSATWRNA A=Y
TR LET, ZOA
A—=URaIy bIE
D
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install abort install abort AL A= HEFRIEL, VA

FAEEHRICaAI Yy hEn-

WREIZR L ET,

e ZDa~ Y NiE, Ny
T—=UNT T 4 TS
ke (2y b
TUWRVVIRER) DA I
DI ZIET,

« install commit =< > K%
EHLTA A—%FT
a3y hLTWDEA
1%, install rollback to =~
YV REMEHLTEALD
W= g VZRD £,

install remove install remove {file<filename> |5 o F 7 3 —A U R R
| inactive} IBIET I T 4 T IS
PEHIBRLEY, Zoavy
REMEH LT, A= %fE
BLUET,

sfile: fEESNZ7 714V
ZFHIRLET,

sinactive: 3E7 77 4 7 ¢
TrANETTHIBRL
F7,
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avy kR B B#)
install rollback to install rollback to {base|label | |[{fEfEENTWB A 2 A F—/b
committed | id} BA Y M, BRI I Y R

SNfeA VA F—RA b
Wz, Y7 =Tty e
g—NA NNy LET, ZD=
< FIZIER D X 9 7280
b0 ET,

M U = — F75§LIZ\EVC“/9PD

Nyl —IMNaI vy bE
IR RED G AT D A
A%,

= Nl = K £
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

GE) LURIDOA A—T~DA
VA R—)LOra—/)
Ny 7 B FATT D56
WX, LAETODA A =%
A VA BR—=)LE—RT
A A BF=LENTH
LDVENHY £, N
v FvE— R TIESMU
02— )L\ 7 DIDIF]
HETT,

install deactivate

install deactivatefile <filename>

Ty R T —LUKRT R
MHENY r—UEHIFRLE
I, Zoa<wr FiE, SMUT
DHYFR—FINTHET,

HERT T T & A
[T DI, o=
~ K& prompt-level
none ¥ — U — K& H L
£

KD show 2~ AT £9,
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K 1M:showa<w> FO—&

av R X B#

show install log show install log TS5y N T g — AN T — X
NIERIZETSNIZT~TO
A A b= VEBRAEDEIE &3
Mzt U Ed,

show install package show install package <filename> | 57 & 7= pkg/.bin 7 7 A /L
BT HEE ARt L £ T,

show install summary show install summary A A= NR—T g v EFNIC
ST DA A h—/LIRBED
R ey = S

show install active show install active TITF 4TIy A —UIZ B
THEMERML T,

show install inactive show install inactive ET T 4 TR I —DT
B o et LEd,

show install committed show install committed a3y hENFEANy =T
B oMz et L g9,

show install uncommitted show install uncommitted a3y REN TV
T=UICHET S HaiREE L
=7,
show install rollback show install rollback {point-id | | /2 KL TWVWAA R F—/b
|abel} Ao v MCBRATT iz
Ry lr—VuRRLET,
show version show version [rp-dot] [installed | )\— R =7 L 75w K
[user-interface] | provisioned | | 7 1 — 2 pfEsR L & 40, B
running] ED < br— D\ B 2% i
ZFRRLET,

TS99 b Ir—LZEA A F—I)LE— KTEE

H—Da<vr K (1 AT v 7 A A M=)V) FRFEEOENOa~ B GRAT v T A A
h—) ZHEHALTCY 7 b7 =2T Ry —V%A A=)V LT, 777474 L, 23Iv b
T&EFET,

T M7= RV E—RTEEL TWASRE. | AT v 7 A VA M—)LOFEZH
LT, AN RILE— KNS A VA M—LE— RIZEWTAVENH D T, ZOH%BD
T N T =L TODAL VA=, T 7T L —RE, 1 AT 7TERIE3I ATy TONRY
T RDOWTNINTEITTEET,
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show romvar 33 . (N showbootvar 2= > REHHA LT, XA ARED X HICEITH L H I
BESNTWENEERTXET,

Router#show romvar

ROMMON variables:

PS1 = rommon ! >

CM = IR1100

DEVICE MANAGED MODE = autonomous
LICENSE SUITE =

RET 2 RTS =

THRPUT = 250

BOOT = flash:packages.conf,12;
LICENSE BOOT LEVEL = network-advantage,all:IR1101;
BSI = 0

RET 2 RCALTS =

RANDOM NUM = 212626522

Router#

Router#show bootvar

BOOT variable = flash:packages.conf,12;
CONFIG_FILE variable does not exist
BOOTLDR variable does not exist
Configuration register is 0x2102

Standby not ready to show bootvar

1RTYTA VR M=IELIEINY FILE—FFNBA VR F—ILE—
FA~DZEH:
A\

GE) c T RTHOCLITZvay GBI, 72774747 ) BRETINET,

MRIEINTWRWERENMEIHEND &, RERTFT 07 MRFEREINET,
cZDOU—T7u—D2FADAT vy FORIC, Ve— a7 ERFRINET, MR
77 k& EHBEICER T 521X, prompt-level none F—U — F&HH L £,

e 717 R LULIA [None] ICRRE SN TN T, BIESN TWRWHRERDDHEAE. 1
AR—FRELET, a~r REFRITT IR, REEZRGTHILERDHY £,

PAFTHATE1IAT v 7A AM—NVOFEEEHA LT, N L7 — E— RTEITIN
TWAET Ty " 74 —bEBA LA M—LE—RIIEHBLET, o< FOETH, 77 v b
TH—bIFIA VA =V T— " E— T 7 —FLFET,

BTN AT Y TA VA NVOFEEFEHLCT Ty N7 —L%ET v 7T 7L — K352 L
HTEET,

ZOFIETIL. HHE EXEC &£— KN Tinstall add file activate commit =~ > F&Z{EHL T, V7
NG 2T R —T%A ANV L, TTY N 73— EFH L=V a7 v 77—
l\\‘ L/ibdéo
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Flig
OV FERET7IV3 Y By
ATy 71 |enable FiHEEXECE— REFDICLET, T 7 hngk
%l - RENTEBNRNAT—RE AN LET,
Device>enable

R 72 |install add file location: filename [activate commit] VT RI 2T L VA= R r—Tkhn—h L
i - F7213V E— hogFT (FTP, HTTP, HTTPs, £7-
Device#install add file X TFTP (M) 72577y 7 r—Al2at—
bootflash:<router_ image>.SSA.bin activate commit L. .package 7 7/1)/1/0)1@}‘7 DaryR—x hEH
73 - — % K ¥ packages.conf 7 7 A JUIZJER L
EFT, 799 P74 —LBILOA A=V =V g
DIFFER LOHBNET = v 7 ZET L, Ny r—
ETIT 47kl ZFORy =Y %aIy FLT
BEEY) v— FLTHHERFSNLD L HICLET,

IoAR REFTTDLE, Ty P T =N

H—REhET,
R Ty 73 |exit HHEEXECE— F&EKTL, =2—Y—EXECE—F
15“ : L:E D 1’9‘*@

Device#exit

3RTYTAA =L
Y

GE) c T RTDHOCLITZvay GBI, 7774747 L) BRETINET,
REESN TV ARWRENBHIND &, RERGFET 0 7 IRERENET,

e ZPDU—2r 7ua—Dinstallactivate AT v FDH%IC, Vu— R7a 7 MRRRINET,
e 7 a7 N BRI AR T 512X, prompt-level none ¥ — 7 — R&FEH L £,

3AT v TFA LA M—AFEIEIL, TV 8T —LNA A= VE— R0 T2 % TORE
HATEEd, 2oF 7y a itk A A MR 0L OFHELHIEN -5 &N
ij‘o

ZOFIETI. ER o install add, install activate, ¥ X Winstall commit =~ > R&fEH L T,
VT 2T NNl A VARV, TV N T —2EH L= g NIT T
L—KLET,
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FIg
aAv U RFEREEFET7TIVaY By
RTwvF1 |enable FiMEEXEC E— F&AICLET, Tm 7 IR
- BRENTEZERRAT—REANLFET,
Device>enable
w72 |install add filelocation: filename VIRNT2T ALV A= Ry Fr—T% Y F— |
i - OYET (FTP, HTTP, HTTPs, F7-13 TFTP#%H)
Device#install add file h '5 4 ? 7 ]\ 7 j;‘_‘\b\@l = e Ij\o .paCkage\\7 7 /])
bootflash:<router_image>.SSA.bin NOEx DAL= Nt TRy r—V8B XD
packages.conf 7 7 A JWZJEBH L £47,
RTw 73 |showinstall summary (ATvay) £ A==V g EZRUCHIET
B - A A M=/ WREEOBE 252l L %77,
Device#show install summary
R w74 |install activate auto-abort-timer <time> PIRNGBINES Ry r—2% T 75 0 7L,
Bl - 7y b 74 —LsEYR—FLET,
Device# install activate auto-abort-timer 120 VT NI =T DREA VANV EETT LY
BlE. RN =Y T AN ERELRNT
<TEEVY,
3AT T A UVA =D T h T
install activate =~ > R T auto-abort-timer 75
HENWICBRM SNE T, A ~—DFT 74/ b
X120 T, Z A ~—OHIREIN D HTIC
install commit =1~ > R2NEIT SR WA,
A A b= TrEATHEMICTIES N E
T, 7T v b7 =N a— K&, KE&IZ
a3y hENTEAR—=Va rTEBILET,
RTw 75 |install abort (FFvay) VITRT=2T AL ARN—=LDT Y
i - T4 7feEHIEL, 7Ty b7 - AR RRIC=
Device#install abort 3 ¥ ]\ éj’w":/i*—“/\a :/L:)j:% Lij—o
s Z DAY NI, A A=VNT I T 4 TbEN
TVWHRETOAMEFATEES, A A—VR=
Ly FENTKREOGEIIEHTE EE A,
RAFw 76 |install commit LWy —DAf A M—EaIv kL, U
. B RO EEARES D X IC LET

Device#install commit
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ARV FFEREETIVa Yy

S

A5 w771 |ingtall rollback to committed (AFvayv) gFIZay FLIREBIZTZ v B
i - Tr—hrn—nnNy 7 LET,
Device#install rollback to committed
27w 78 |install remove {filefilesystem: filename | inactive} (AFvay) V7ho=2T AV A=V 774
Bl NEHIRLET,
Device#install remove inactive ofile: BFEOD 7 7 A NVEHIBRELET
sinactive : REFEHB L OIET 77 4 TIRIEEDA
VARV T 7 ANVERIBRLET,
2T w79 |showinstall summary (A 7V ay) BIEOY AT AOREICET H1EH
i - AR IALET, ZOavr FOMNIE, Zoa~vr
oo ] FXv bizFEfTEnz ingall 2~ R U T
evice#show install summary
2L ET,
A7y 710 |exit F#HE EXEC £— RZ#& T L, =—+— EXEC £—
1§|] : F\GZE @ jzﬁﬂo
Device#exit

AR F=ILE—FKTO7YTIL—F

1 AT TFPA LA N—LFEFIZTIAT YA LA N—AEHEHLT, A —LE—RRTS

TR TF—LET v T T L —RLET,

A2 ARA—=ILE—FKTODEYOY L—F

BT —REODA A—NA VA F—)LF— RTA A =L ENTWAEEL . ingall
rollback =~ RZFEH L CHEYIRA A—C2RA U bT228ICk0, 7Ty b7 r—2%
PlHiONR—=T g N Z o 7 r— R LET,

Zoingtall rollback =<2 RiZ77 v b7 4 —b&Va—RL, HIOA A—Y TREILE

B

)

GE)  install removeinactive =< K& H L CHIDO 7 7 A VL EHIER L TWRWEAIZD A, ingall

rollback =~ RIZRIh L £,

F720%, ingtall A~ REHEA L TEHEWARA—VEA VA M= 52 THEY LI L— KT

HZEHTEET,
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VIO TA VA F—ILOFRIE

VI MO TNy =V DT 7T 4 TAUTROFETHIETE £,

WA A=V ET I T 4T LRI T Ty b 74— %V u—KT5L 3 AT v
A VA M—=)L®DsXNY T Tl auto-abort-timer 28 kU H— i FJ, install commit =~
v REFRITTDHHNCH A ~—DDHREINIC 2o 7256, A A =T akARHIEEN
F9, Iy b7 4—LF Ve —RL, HRFBRICaIy L=V a Oy 7y =T A
A=V TR LET,

F72I1%, ingtall commit =~ > K& 312, install auto-abort-timer stop =~ > K%
HALTZOXA~—%EILLET, 207 ATIEH, FiILA A—=Faly FENT
W WEETT,

singallabort 2~ R&HTHLE, 7T b 73 —2BH LW I T T2 T DA VA b—
JVANZFEIT L TWXR—=V g ZED £9, 2o o< NiL, ingall commit =<2 K%
FITTDENTHERA L9,

&% 7€ 151

OB a T, A VA M= vavy ROEABEZ R LET,

1RATYITA AR BM—=)L
DT, 1 AT v A A M=V ETIINY RILE— RN DA VA h—/LE— RDZEHLD ]
<7,

Router# install add file flash:irll0l-universalk9.SSA.bin activate commit
install add activate commit: START Mon May 30 20:45:11 UTC 2022

install add: Adding IMG

--- Starting initial file syncing ---

Copying flash:irl10l-universalk9.SSA.bin from RO to RO

Info: Finished copying to the selected

Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Finished Add package(s) on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.09.01.0.157857
install activate: Activating IMG
Following packages shall be activated:
/flash/irll0l-mono-universalk9.SSA.pkg
/flash/irl110l1-rpboot.SSA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
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Performing Activate on all members

Building configuration...

[OK] [1] Activate package(s) on RO
[1] Finished Activate on RO

Checking status of Activate on [RO]

Activate: Passed on [RO]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit operation

SUCCESS: install add activate commit Mon May 30 20:48:01 UTC 2022
$PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: reload action requested
watchdog: watchdog0: watchdog did not stop!

reboot: Restarting system

System Bootstrap, Version 3.3 (REL), RELEASE SOFTWARE
Copyright (c) 1994-2021 Dby cisco Systems, Inc.
IR1101-K9 platform with 4169728 Kbytes of main memory

MCU Version - Bootloader: 4, App: 6
MCU is in application mode.

Loading: bootflash:packages.conf
#

FHEFHFH AR R R R R R R
FHEFHFHH AR R R R R R R R
idsasiasssasiasisasiasisasianisnd:

$BOOT-5-OPMODE_LOG: R0/0: binos: System booted in AUTONOMOUS mode
Press RETURN to get started!

Router# show install summary
[ RO ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

3RTYTA2A =L

UTIE 327 7 A A h—=1OBITY,
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Install Add

Router# install add file flash:irl1l0l-universalk9.17.09.01.SPA.bin
install add: START Tue May 31 01:35:40 UTC 2022

install add: Adding IMG

--- Starting initial file syncing ---

Copying flash:irl110l-universalk9.17.09.01.SPA.bin from RO to RO
Info: Finished copying to the selected

Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Finished Add package(s) on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.09.01.0.1

SUCCESS: install add /flashl/irl10l-universalk9.17.09.01.SPA.bin Tue May 31 01:37:10 UTC
2022
Router#

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

Install Activate

Router#install activate

install activate: START Tue May 31 01:37:14 UTC 2022
install activate: Activating IMG

Following packages shall be activated:
/flash/irll0l-mono-universalk9 iot.17.09.01.SPA.pkg
/flash/ir1101-rpboot.17.09.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on RO
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

SUCCESS: install activate Tue May 31 01:41:03 UTC 2022

Router#

May 31 01:41:08.684: %PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting:
reload action requested

watchdog: watchdog0: watchdog did not stop!
reboot: Restarting system
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System Bootstrap, Version 3.3 (REL), RELEASE SOFTWARE
Copyright (c) 1994-2021 Dby cisco Systems, Inc.

IR1101-K9 platform with 4169728 Kbytes of main memory

MCU Version - Bootloader: 4, App: 6
MCU is in application mode.

Loading: bootflash:packages.conf
#

idsasiasssasiassasiaassasiassiasiassiatiasiiasiasiiasiasisatianiianiatssi
idsasiasssasiassatiaassasiassiiasiassatiasiiasiasiiasiasisatianisniatssi
iddssiasssasiaasiasisns

Press RETURN to get started!

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

Install Commit

Router#install commit
install commit: START Tue May 31 01:47:56 UTC 2022
--- Starting Commit ---
Performing Commit on all members
[1] Commit packages(s) on RO
[1] Finished Commit packages(s) on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit operation

SUCCESS: install commit Tue May 31 01:48:04 UTC 2022

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive
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AR M=IWEHINYT—DDRT

Router# show install package flash:irll0l-universalk9.17.09.01.SPA.bin
Package: 1rl110l-universalk9.17.09.01.SPA.bin
Size: 674114352
Timestamp:
Canonical path: /flashl/irll0l-universalk9.17.09.01.SPA.bin

Raw disk-file SHAlsum:
e54ba5a59824156af7515eaf4367ebe51b920316

Header size: 1148 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: rp_super
BuildTime: 2022-04-27_00.47
ReleaseDate: 2022-04-27_07.05
BootArchitecture: arm64
RouteProcessor: IR1101
Platform: IR1101
User: mcpre
PackageName: universalk9
Build: 17.09.01
CardTypes:

Package is bootable from media and tftp.
Package contents:

Package: irll0l-mono-universalk9 iot.17.09.01.SPA.pkg
Size: 673776700

Timestamp:

Raw disk-file SHAlsum:

Header size: 1084 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: mono
BuildTime: 2022-04-27_00.47
ReleaseDate: 2022-04-27_07.05
BootArchitecture: arm64
RouteProcessor: IR1101
Platform: IR1101
User: mcpre
PackageName: mono-universalk9 iot
Build: 17.09.01
CardTypes:

Package is bootable from media and tftp.
Package contents:

show install active =2~ > &R LT, 72774 7w r—U BT £9,

Router#show install active

[ RO ] Active Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted
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Type St Filename/Version

Auto abort timer: inactive

Ay MEFANYT—DEETAZI Y PN —D DR

INHD2 5D show 2~ N, 2 Iy FSNLTWHNRNyr—r&aIy TRy
TF—UICET O E AR L £

Router# show install committed

[ RO ] Committed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

Router#show install uncommitted
[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Uncommitted Packages

ET VT4 TNy Tr—2DHEIRR
Zoawr RiE, REHOA A R—/7 7A /)L (conflpkg/bin) %A LA KN—I)LAT T M
HHIFRLET,

N\

GE) Zoawry RiE, RMERAOA VA M=V T 7 ANDEEBT AL NI E T ) =0T v 7T 57
DI INET, 77— MAREA A—TIFHIBR L ¥ A,

Router#install remove inactive

install remove: START Tue May 31 01:49:10 UTC 2022

install remove: Removing IMG

Cleaning up unnecessary package files

No path specified, will use booted path /bootflash/packages.conf

Cleaning /flash
Scanning boot directory for packages ... done.
Preparing packages list to delete
[RO]: /flash/packages.conf File is in use, will not delete.
[RO]: /flash/irll0l-mono-universalk9 iot.17.09.01.SPA.pkg File is in use, will not
delete.
[RO]: /flash/irll0l-universalk9.17.09.01.SPA.conf File is in use, will not delete.
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[RO]: /flash/irll0l-rpboot.17.09.01.SPA.pkg File is in use, will not delete.

The following files will be deleted:
[RO]: /flash/irll0l-universalk9.17.09.01.SPA.bin

[RO]: /flash/irll0l-mono-universalk9 iot.SSA.pkg
[RO]: /flash/irll0l-universalk9.SSA.conf
[RO]: /flash/irll0l-rpboot.SSA.pkg

Do you want to remove the above files? [y/nly

Deleting file /flash/irll10l-universalk9.17.09.01.SPA.bin ... done.
Deleting file /flash/irll0l-mono-universalk9 iot.SSA.pkg ... done.
Deleting file /flash/irll0l-universalk9.SSA.conf ... done.
Deleting file /flash/irll10l-rpboot.SSA.pkg ... done.

Deleting /bootflash/.images/17.09.01.0.1.1651045630 ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing REMOVE POSTCHECK on all members

Finished Post Remove Cleanup

SUCCESS: install remove Tue May 31 01:49:14 UTC 2022
Router#show install inactive

[ RO ] Inactive Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Inactive Packages

AR M=)LAT U FZEFERALEY I DT T7A R F—
D RS TV a—TF4 045
e V7 NI 2T AV AN—=NVDNIT TN a—FT 4T

iRk A A M= LOBE, nr BIOY T MU =T =Yg U EFRIRT DI, RO show
avy RefERLET,

« show install summary
« show install log
* show version

« show version running

fifE A A b —IVIZBHT 5 Z Do RIE

ARk A A M= VMCET DM EE RS 21CE, oa~v s FEERLET,
« dir <install directory>

 mor e location: packages.conf
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« showtech-supportinstall : = ® =~ RidA > A b —/UIERICEA OF# % FR9 5 show
a~y K& BEMICETLET,

=

* reguest platform software trace archive target bootflash <location> : Z D a2~ N, %
DY Bu— RURIZV AT A ETIITINTNDITRTOT rE ACEH#T 59T XTO b
L—=2Aa %7 =047 L, ZOERELEEESNTZHINRELET,
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VI RIITDA VR —)L

ZOFEF, WO THMEINTHET,

VT NI 2T DA LA =L (117 —3)

«IOSXE #' 7 v 7' L— RO#E (121 =*—)

cEX 2T T UL THREOANME (121 X—)

* ROMMON A A—¥ (122 =—7)

c 77 AN VAT A (122 —)

«USB 7 7 B REHNETNTENCT H72bDF 7T ar (123 X—)
cHEVEREIND 77 ANV T AL 7 FUBIOYT7 7410 (125 =)
e 7T ya ARL—Y (126 2—)

*LED A > —4% (126 X—)

W7 — T v TR VT o DFES (127 =)

o PR (127 X—)

VI2b0x7DA VA =)L

N—BIZI) T 2T %A A=)V BRI, ey r— (F— hA[REA A=) %
ALVARM=NVLET, I TN —2 (FEVa— MY T 2T 2=y ) O R
TR SN TR, HEV Ty =Xt TR 2 iEY v 2 H L £,
V7N 2T A LA RN NAVTEHEHELFEE LT, IRO2OOFERHY £7,
AN —UREH L THEITENANL—FOEHBLIUORTE : ZOFETIE, 73y
= EEBNCT v T L— RTE, WICHBAT 3 Hik L g U<, @FIT7 — MR
WMLV ET, EV2—NDOY 7 bo=T E2ERNCT v 77 L— T 58581, Z0HiE
A LET,
AABID N =D B L TEITEN DL —F OEFB L ORRE : X, Cisco L—H
BT R — N STV AIERER 72 Cisco b —F A A— A 2 A b—/L8 L OB E 2 HER
Lz, U IR FETT,
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B >cx
F—EZADOHEAFREZR, PEISNTWORSTHIMANICY 7 by =707 v 77 L — R&ET
THZEEBBOLES, Y7 U7 Ty — REEHICT LI, v—2% ) 7—Fh
TLOMENRDY 7,

24t R

COHEONFIZ, WOEFEY TT,

RAYVYINDTITT7TDOSAM R
AAV TN =2T FGARVAL, VAV T NI 2T AU AEFAFLTCRHRIET S &
TCiscolOS V7 v =27 Dty a7 77 4 7bT 5007 akbt R arR—x T
BENTHWET,
TA VU AMEHREZADCL, V—FDT =TT 9 a2llT7A BV AT 7 A IVERNT D
TERTEET, TABRIT. MENRNv =, T oa o= RNy =T EIER O/
BEERSHRELET,
IR1101 (FA~—F FA B AZEHLET, 2O, ROETHELIHHLET,
IR1101 (XEFET A 2 A& AR — b7, Specific License Reservation (SLR) D&% KR —
FLTCTWET,

=
op
>
<
1
\}

N—Z DI T T 2T A A=VERET DI, RICTZ7EALTIIZS N,
https://software.cisco.com/download/home/286319772/type

\}

GE)  IRIIO1ICTRTHOIOSXEMFE v AT SN WEERH D 37, —EBOMGEIL £ 72528k
SRTWARNWL, ZO7 Ty F 7+ —LIZE L TWRWAREMERH Y £97,

HATA B AIKIET AT XTOY TV AT AP REBISEA-DIZ, A A=V _X—2DTFA
TUANMERAENET, TOFA AL, T— MNEFRCOBEHEINET,

IR1101 —Z|21E, ROA A= R—ZA T4 B ADWNTNUNEBRINCA VA R—/LTXF
ﬁ—o

» Network-Essentials

* Network-Advantage

\}

() Network-Essentials 33 J O Network-Advantage DN DFERIZ DWW TIE, OB T—% o — b
EHRILTLEEN,

https://www.cisco.com/c/en/us/products/collateral/routers/1101-industrial-integrated-services-router/
datasheet-c78-741709.html
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Network-Essentials .

Network-Essentials

Network-Essentials 77 / v ¥ — Ry r—10id, XR—2A 74 VHBRENREENCWVET, £
7o, BX =2 U7 oL AR —FLTWET,

Network-Essentials npe/~X> 77— (npe=~4 17— RS2 L) 121X, A1 v — N5
HEZ B < Network-Essentials 77 / 03— Ny r—VOFT X TOMERENPEZENLTWET, Zh
L W L R~ O HERLZ 9 $ D TJ, Network-Essentials_npe (%, Network-Essentials_npe
AA—VTORMEMATEET, L7zh > T Network-Essentials /X > 77— & Network-Essentials_npe
Ry r— Y OBEREOE R, A 7 — RS (bR (IPsec X° Secure VPN 72 &) Ot v T
D

Network-Advantage

Network-Advantage 7 7 / 1 ¥ — /X r—|21E, T X TORAUEREDR S ENTWET,

Network-Advantage npe /N> 77— (npe= A B — RifE5{b72 L) 1ZiL, <A 72— NK51b

BERE % PR < Network-Advantage 77 / 0 ¥— /Xy 7 — U DT X TOEN G ENLTWET,

i, B B~ O HEHLIZE D D TF, Network-Advantage npe /X 77— U,

Network-Advantage npe f A —Y TOREMNTE £9, L7245 T Network-Advantage /X

/r—3 L Network-Advantage npe /3> 77—V OREREDFIE S IX, XA 1 — REF 5t ERE
(IPsec <° Secure VPN 72 &) D+ v F T,

VI RT 2T SABLVADIEHZIOWNWTIE., [RAv—FF5 /LA OEAZSBLTLEX
Uy,

CiscolOSXERRYV I T 7DA VAR M—ILAE

VI NI 2T EA LA P—ATBIZE. V7 rT2TOAf AR (1173—Y) | O
WCRH STV DARONWT IO FiEZEH L E7,

CiscolOSXE ') ) —RADA X k=)L

T8 AL CiscoIOS XE A A —V & ffio THDTRETHEE, A VA —LENTND
ROMMON D=V g v a2 F v 7 L, VAT AN ENAR=U g VEEITL TV AEAIEET v
T —RLET, Ty 7T L— RFavAEIT AL ZAOEREFEALLNTIIEIN,
F LU= 9 VOROMMON A VA =& D L, VAT AFHBINICT A A % FiL
BILET, A A =%, AT AL CiscolOSXE A A—JH@EHEBYICEE LET,

\)

GE) FTARAARZEOTEREILIZEEZICT v 77 L— RBRRERIGE, BT 0 22K D)

HIERHVET, ZOFaEATIE, ROMMONZT v 77 L — R4 57, W ORE X
DHEEL 2D ET,

WOBNX, ey r—VoRE7at 22 RrLTHET,
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Router# configure terminal

Router (config) #boot sys bootflash:irl10l-universalk9.16.10.01.SPA.bin
Router (config) #config-register 0x2102
Router (config) #exit
Router#

*Nov 7 00:07:06.784: %SYS-5-CONFIG I: Configured from console by console
Router#

Router#show run | inc license

license udi pid IR1101-K9 sn FCW2150THOF

license boot level network-advantage
Router#
Routert#reload ?

/noverify Don't verify file signature before reload.

/verify Verify file signature before reload.
at Reload at a specific time/date
cancel Cancel pending reload

in Reload after a time interval

pause Pause during reload

reason Reload reason

<cr> <cr>

Routertfreload /verify

System configuration has been modified. Save? [yes/no]: yes
Building configuration...

[OK]
*Nov 7 00:08:48.101: %$SYS-2-PRIVCFG ENCRYPT: Successfully encrypted private config file
Verifying file integrity of bootflash:/irll0l-universalk9.16.10.01.SPA.bin...........

Embedded Hash SHA1 : BO315BDC4F545D624BB128CEOFFAA468E6EF7587
Computed Hash SHA1 : BO315BDC4F545D624BB128CEOFFAA468E6EF7587
Starting image verification

Hash Computation: 100%Done!

Computed Hash SHA2: 03febcc07fbeadeed664£2f5e£f87£6c3
5b343e6f7aecdd70e50e5203909%aec8f
3d276529d2a6a£6859d4c77237£812d5
0da93678edc942c8874edca2d5224101

Embedded Hash SHA2: 03febccO07fbeadeed664f2f5ef87£6¢c3
5b343e6f7aecdd70e50e5203909%aec8f
3d276529d2a6a£6859d4c77237£812d5
0da93678edc942c8874edca2d5224101

Digital signature successfully verified in file
bootflash:/irll10l-universalk9.16.10.01.SPA.bin

Signature Verified

Proceed with reload? [confirm] <Enter>

*Jul 9 06:43:37.910: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload
Command. Jul 9 14:43:59.134: $PMAN-5-EXITACTION: R0O/0: pvp: Process manager is exiting:

process exit with reload chassis code

watchdog watchdogO: watchdog did not stop!
reboot: Restarting system

Press RETURN to get started!
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I0SXEX V> L—FDESL

Z OF%REIL, boot system flash =~ > NIZHelT T, FITHDOA A=Y DONTHNL D N—T 3
VEBEDINSWA A=V DT 7 ANZERITTDHE, BEEZFRRLET, 22—V —IZFREN
HEEER v — VR EET LT, XU 7 Lb— MRS X AECd, EfTH oA

A=V LEILERIZTNULEDONR=T g o TOA A=V OfENE, EEAR L THEITSNET,
ZOBERIZ. V—F DT = 7Ty allTTICE— RESNTWDLA A—=TDH, DFED

boot system flash <file_name> CLI O A% %t5: & LT EF (ftp, mop, rpe. tftp, rom 72 & D
ZOMD Y — AT RA ZA%EERL)

VAT BISN—T g ERET D HEOHEZ ISR LET,
RDOEIT2ODNR—=D g VFLHLEBTHIEES

< 17.7.1

*17.7.1c

LFOAFNTeN—=T a v (17.7.1¢) B, BEFONA—Va v LBpENET,
KDL 2 DDONR—T 3 VR HKRT B854

*17.7.3a

« 17.7.3f

s ix, 777Xy NMEEZEE L iTbhvEd, LRos, 177308 Ko~y vk
PR INET,

X7 T2 T4 THEDEMEL

THR2TTF—ETA 7L, TRTDIOSXER—ADT Ty F T —b DA L —IF A
A3 NIST SP 800-88r1 YLD Z 2T ET 2 a~y REEH L ClEUICHESND L2275
DDV AABEKOA =T F7TY, ARERRY FIZ, 10T 77 v b7+ — 2%, *HE7T5
ENG O%FHE ZNETOT T v N7 4 — A TR ARERFEEZIEH L E T,

ZOMEEIX. RDI0T 7T v b7+ —ALTHR—FENFET,
« IR1101
« IR1800
« IR8140
« ESR6300

YR T T H UL TOEMENEITEIND &L LFRHEINET,
«IR1101. IR1800. IR8140 : NVRAM. rommon Z¥, BI O 7T —Fr7F v =

* ESR6300 : NVARM. rommon &4, 7 —hr 77 v =
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o<y ROETH, V=X X LGHEAMEOT 7 40 %€ (F—1— k9600) Trommon > 12
YT MR ET, TFIP XU ra—K (X7 h 74 —ATHR— RSN TWEEE) £
1T usbflashZ /1 L CIOS A A=Y CEHENITAHAET, 7— b7 T v ald7r—~y hENFEHR
/Uo

X1 T7T—E274 TOET
ZOEEEANCT DI, REEITLET,

Router#factory-reset all secure
The factory reset operation is irreversible for securely reset all. Are you sure?

[confirm]Y

BE ZOREICIIEFER DD HEERDH D £, BREZANESRNTLZEN,
gy ROETHIZe 7 2MR L, 10S XE ZE#T 21213, ROFIEEZFEITLET,

Router#show platform software factory-reset secure log
Factory reset log:

#CISCO DATA SANITIZATION REPORT:# IR1800
Purge ACT2 chip at 12-08-2022, 15:17:28

ACT2 chip Purge done at 12-08-2022, 15:17:29
mtd and backup flash wipe start at 12-08-2022,
mtd and backup flash wipe done at 12-08-2022,

15:17:29
15:17:29.

ROMMON 1 A —o

ROMMON A A —k, W—HFDROME=4% (ROMMON) Y7 hU =7 THEHIND Y7 I
TxT Ny lr—UTT, 2OV 7 =T RNylr—I0F, —X ORENZE TR IS5

ER =L RD LD TY,

ML L7ZROMMON A A— (VY7 b =T RNoulr—2) DUV U—RAZINBEZENRLY T,
HLWROMMON Y 7 b =T Zflio CIL—4 %27 v 77 L— RT&Ed, HMRFIEICOW
TiX. ROMMON A A =V EDO~ =2 T VW ESRL T EI,

\}

GE)  ROMMON A A =D LWA—T 5 0T, WIS —Z DSy r— L RFCY U —X &
N5 EFRY /A,

274 RT L

WDFEIZ, AT IRIN0 U =X )—H CTERABERT 7 AN VAT LDY A NERLE
j‘o
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USB 7 ¥ bR EEMEEEMI=T b0t Tvar [

RIZ2Z:NWN—BDIT7AIL VAT L

T7AIWNVAT L

B

bootflash:

T—h 7T a ATRYDT 7 AV VAT A,

flash:

FROT— T T a2 AFVDT AN AT LEDA YT A,

cns:

Cisco Networking Service D7 7 A /v T 4 L7 F U,

nvram:

JL—4 O NVRAM, NVRAM [#] T startup-config # 2 " —T&X £ 7,

obfl:

FUR—REErX 7 (OBFL) 77 ANVHDT7 7 AV AT Iy

system:

ETar 74 ¥ab—vav &G, YATLAREYMOT 7 A ¥R
7 b

tar:

T—HAT Tr AN VAT A,

tmpsys:

—FVAT L T ANDT AN VAT A,

usbflashO:

Universal Serial Bus (USB) 79 v =2 RIAT D77 AL AT A,

GE) USB7T7v>a RIATDT 7 AV VAT AIX, USB K747
USB " — MIEEHE SN TWAEASICOLERINET,

FORIZHEEEIN T RN T 7 ANV AT ANHIEEL, 2o T F T a A LET,

USB7 VU ERZEANEIZFENZT A-ODA T ay

USB75 v a RIALTNF. A A=Y, ar T 4F¥al—yary IJ7A4)b, FOMDOT7 74
NWERGETDHOZMCHEICEZ DA ML —U 2L FT,

)

GE)  IR11011E, USB7 7 v v =2 RIA 7D ex2 BL O vfat 7 7 A VT AT LAY R—FLTNE

‘ﬁ—o

IR1101 1. USB7 7 v v a RIAT DRy NI 7 /775 TR —FLTWET, USB
Ty a RTIATIIT I ATHIZE, T3 AENL—ZDUSBA VX —7 A AITHA
LET, USBRE#HINDBE, av Y —NIT 57— M Avb—URFrENET,

Aug 1 11:08:53.198 PDT: $IOSD_INFRA-6-IFS DEVICE_OIR: Device usbflash0 added

DA =V RERENTESL, USB7T7 v a2 RIA4TIZT 78 ATEET, =2—Vid,
dir usbflash0: =~ > RZfEH L CUSB 2T VI T 7B A TEET,

Device#dir usbflashO:
Directory of usbflash0:/

5 drwx

512 Aug 23 2019 10:42:18 -07:00 System Volume Information
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6 -rwx 35 Aug 27 2019 17:40:38 -07:00 test.txt
206472192 bytes total (206470144 bytes free)
Device#

copy I¥ > REMHL T, USB7 T v a2 RIALA T LD T 7 A L 2ab—T&kd, o
E—RETTHE, A=l ( MEERT R A v b —UDRFRRENET,

Device#copy flash:test.txt usbflashO:

Destination filename [test.txt]? <Enter>

Copy in progress...C

35 bytes copied in 0.020 secs (1750 bytes/sec)

Device#

USB 77 vy a RIAT DRy NTTZT/7 077 73R — b ENTHETR, ZOKREIC
X2 VT o OREFER PN E T, 22— PR EEHRE USB 77 v a RIA 72a—
TERNEDITT H0IT, USB OFRM/MEMERRE BN S E LTz,

T7X/NNTEH, USB7 7 v o RIATIEEDNIR>TWET, =—H2 USB &2 4023
LA 1T, disable =~ RE2FEHAL £,

Device# config terminal
Device (config) #platform usb disable

Device (config) #end

USB 77 v a RIATEEBRTDHET 7 ANV AT AEIT A AFERENT, USB %
AL Thsyslog A vE—VIERRINERFA, 2—PFIFTUSBONFIZT 7 BATEZERHA,

RITH 2R L ET,

Device#dir usbflashO:
dir usbflashO:

~

% Invalid input detected at '"~' marker.
Device#

disable =~ > NC Tno) #%i79 5L, USBBAENTRY £,

Device#config terminal

Device (config) #no platform usb disable
Device (config) #end

USBDAT—HZ AT, WDa<w RTCHRRTXFT,

Device#show platform usb status

USB enabled

Device#

USB R— MIEEN 2t X2 VT 1 U A7 LRSS AREMENH Y 9, USB R— &M
INZTHITIE, ROFIRZEITLET,

Configure terminal

platform usb disable
exit
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ERERENEI7 AL FLo bussUtTraL ||

BEERINBDAT7AMILTA4LY FUBEUT7A4IL

ZIZTiE, ERARERBEVAER 7 7 ANVET 4 LT FUIZHOWVWT, BRI HDT L7 b
VND 7 7 A IVEEET L HIEICOWTHBALE T,

RIB:BPFERSNE T 7ML

T7A4ILFEEETALY b
1)

Bl

crashinfo 7 7 1 /L

crashinfo 7 7 1 /L bootflash: 7 7 A LV AT DR ESN DL Z &
NHY FT,

INBEDT AN Y T vy 2 T ARABEAEENTE
D, WESCKNT TNV a—T 4 o TIENLLET, 2L, Ih
&@774» »~&@w RSNV, HELTH
N—H OREBEIZITEN DY FH A,

coreT A4 L7 RV

core 7 7 A ILDA K L— UHEIK

ZOT 4 L7 MIIXEESND E, T— T v TIRICHEINICE
EmEhET, 20T 4L 7 NUKND core 7 7 A WiL, N—Z ik
HEICEEEZ RIFSTICHETHIZ LI TEEIN, T4 27 R
HIRIZHEE LW T EEN,

managed 7 4 L7 kU

VAT ATz I RFETEINDE, T T v TRHIZZDT 4 L
ﬁ k UMER ENET, ZDOT 4 L7 NI NREREIND Z L5

WCIEFIREETH Y, V—XICHENREE LD TIEH Y £
“H_‘}uo

tracelogs 7 4 L7 U

trace 7 7 A LD A~ L— UaEl

trace 77 A MI N T TNV a—F 4 o TICENILET, 22T
CiscolOS 7' & RAZEENFA LB E, 22— T Ty a—
T v THYFIIZEE— REffo T trace 7 7 A VIZT 7 A
L. Cisco IOS fEFIZEET DIFMAZINETE 7,

7277 L. trace 7 7 A MIL—ZEWEICIIEHA SR, HE
LTHA—F DT 4= 2T EPH Y A,

BEERENET ALY FIICETHEESIR
HEVAERSNDT 4 L7 b VT 2 BERFRITKRO L LY T,

* Cisco W A X < — P R—

K23 DFERDBZRVRY | bootflash: 7 1 L7 MV ICHEV ER S

27 7 ANVOHIBR, ARIEE, BE), £32OMOEREZITHRNTIZS N,
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29vSa A ML—

GE)  bootflash: ICHEVERKINTZ T 7 ANEZEFESTLH L, VAT LS

T =< A TFHHOEREZ L5 THER"H 7,

» core 33 K W tracelogs 7 «+ L2 k UN® Crashinfo 7 7 A /L & 7 7 A VITHIFRCTE £,

~

PITNRy =, 77932l —ANV AT 4T A=V VA P—LENFET,
7T via A RL—UO8A  dir bootflash: v REFHTELE 77 A NANY A FEN

32_,9;«0

\)

6=

N—ENEFICEET2720I21T7 7 vva AL —URMETT,

LED 1 > O —4

JL—% @ LED OFEANZ SV CiE,  [Cisco Catalyst IR1101 Rugged Series Router Hardware Installation
Guide] @ [Product Overview] OIE® [LED Indicators] ZZM L T 72 X0,

VAT ADLED AT —H A, TIT—ABIOA v H—T 2 A A R— BT A0, 108

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K

F— R ClEshow LED a2~ K T4 VB PR — I TWHET,

Router# show LED
SYSTEM LED : Green

Custom LED : Off
VPN LED : Off
ALARM LED : Off

GigabitEthernet0/0/0 LED : Off
FastEthernet0/0/1 LED : Off
FastEthernet0/0/2 LED : Off
FastEthernet0/0/3 LED : Off
FastEthernet0/0/4 LED : Off
GigabitEthernet0/0/5 LED : On

EM Module digital I/O 1 LED : Off
EM Module digital I/O 2 LED : Off
EM Module digital I/O 3 LED : Off
EM Module digital I/O 4 LED : Off

*System LTE Pluggable*

LTE module Enable LED : Green
LTE module SIM O LED : Green
LTE module SIM 1 LED : Off
LTE module GPS LED : Off


https://www.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG.html
https://www.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG.html
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LTE module
LTE module
LTE module
LTE module

*EM Module
LTE module
LTE module
LTE module
LTE module
LTE module
LTE module
LTE module
LTE module
Router#

A A3 Lil{E LED

ZECIC I |

RSSI 0 LED : On
RSSI 1 LED : On
RSSI 2 LED : On
RSSI 3 LED : On

LTE Pluggable*
Enable LED : Green
SIM 0 LED : Green
SIM 1 LED : Off
GPS LED : Off

RSSI 0 LED : On
RSSI 1 LED : On
RSSI 2 LED : On
RSSI 3 LED : On

IR-1I0L IS LN 3 BD I AX ALED WY . (kO 7Y 7T ¢ THBR CLI THIlfE ¢ &

EE?%O

router# set platform hardware custom-led <0-7>
0—7DFZFIFRD LEBY T,
< 0@ {HAT

o1 FH

. 1M

3 3
(9%} \S]
>~ =6
oS

X

H

St

* 6 : FEIR
o7 HiARIR

NPT r7 v TEF1)TADRER

COHEONRKIX., kOEEBY T,

BEEE R

VY7 =T TARCADFHEMIONTIE, [Av— Ik 2] OEZZRLTIES

Wy,
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WHET A B ADBG & A VA R —/VOFERIZ DWW TIE,  [Configuring the Cisco 10S Software
Activation Feature] ZZM L T 723Uy,
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s 11 =

VIR DIT AOTFURTYITTL—
.

ZOET, WOBETHERINTWOET,
VT IT T AUTFURAT T L—F (SMU) OB (129 ~<—2)
«SMU U —7 7 u— L HRFEM (130 <—)
« SMU Of1 (130 ~<—7)
e Ny FA A=V DA A=/ (131 =)
Ry FARA—=TDT A A=/ (133 =)

YIRDITAUTFIORTY TS L—F (SMU) DO

=

VT 2T AVTF AT 7 7L —F (SMU) 1Z, VAT AIIA VA R—=LT&EE Ny
=T THY, FFEORBEIIKH L TRy TFEESREX 2 )T 0 O FiEEZ Y U —A Iz
A A= U CRIE A IR L Ed, FrLWERIIEENn TV EtE A,

WIZ, SMU OEBHFHOWL OnE R LET,

VY —=RZTL, arvR—R P LI EN, 7Ty b7 3 —AIZEA T, SMU D
NR=ald, Tl T Lb—KTERXRFr—VDAVYy—, AT —, BLOXAUTF
A2 NR—T g R EANET,

eSMUIZ, AT F LRV —Z2DOROVIZRDZHLDOTIEHY THA, SMU TEEESNT-
TRTOREEITZ, REIOA L FF o2 Y =2 ZHEESNET,

¢ CiscoIOS XE 75 v N 7 4 — ATl SMU O H ik 2 PNEIIZRREE L. AP 70y SMU
A VA R— L TEERA, T, SMUZEFE Y v FOL—/ )L FE I IHIREIRIZE SV
TWET,

* SMU 3% v bV —7 ORJBEIZIGEICKIGTE 5 L5112 T 5 & &bz, BERT A NOHF
Ml EP AT 5720, (ERDIOS V7 F 7 =T Vb RERAY y BBV 1,
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B swoo—soo—raszmp

« SMU IZBEFD U U —RADNR T HETET D720 DFETHY . BEfFDO Y U — R T PSIRT ©

EEZ#EHACTEET,
e SMUIZV Y —AXMDBERAVTFUAN Y =R X1 ~DT v 7 7L —RKRXRATIIHH 8
/\/o

eSMUIZV U —AXMNBYV V=AY ~DT v 77 L—RKXATEHY £HA,
THRAAZ TRy by F ) OBRZYR—FLET, ZiUd, LTEZERLET,

cFTRARA—TNA T —AFE T A Y- EATERINET,

s ZHITKY, BRI T H A L HRERE S ET,

c AREBZEIETD-OICHE RS NIma— N, BIOSHMCEZAEh, Sy FRTnrs 7
LDFEITHEVFA LT FLET,

SMUDT—- JA—¢EEFREH

Ny FOU—r 7m—"7TiI, EXECE— R TRO—EDOEIELZTE T T OLENH Y £7,
1 T77ANT AT L~ SMU DIEN

2. VAT ALTOSMUDT 7T 1471k

3 SMUZHED=I v |

4. SMU OHIEET A A b—IL

SMU DO FEAREH IR D LB T,
c REANPNBEENTZHEDA A=

s FEGDIEEEZZTL /YT 7 7 A VI,
irl101-image_name.release_version.CSCxxyyyyy.SPA.smu.bin DI 2 M BN H 5

SMU @45

Z DOIATIL, CDET CSCvk58743 O/~ FDflZ R~ LE T,

a< 2 RORF

Router# config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface g0/0/0

Router (config-if) # ipv6é nd cache expire 770

Router (config-if) # end

Router#
*Sep 25 12:00:29.978: %SYS-5-CONFIG I: Configured from console by console
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RO CDET B RT L 9IZ, NDF¥ v v aDFMIRS A ~—Na~vr R R RIS EY
AT L7z, show ipv6 neighborsg0/0/0

» CSCvk58743

Summary : Show ipv6 interface |& [ND ¥ ¥ v ¥ 2 DFIHRSY 4 ~—) LR LN
Component : ipv6

Defective Image : ir1101-universalk9.16.11.01.SPA.bin

Patch Image : irl101-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
BEIRBERNIRO L 51270 £7,

Interface GigabitEthernet0/0/0

no switchport

no ip address

ipv6 address FE80::1 link-local

ipv6 address 2001::1/64

ipv6 nd na glean

ipv6 nd cache expire 770

end

EROHENTIEH, EOTHF X BFTIPVE RA N—RHEHOF ¥ v == M) ORI EIND F
TORMZRE L E9, ®HIT 1 ~ 65536 T3,

INYTFAA=DDA R =)L

ATy T

ATy T2

N FARA=V A A P=LTHI21E, ROFIAZEITLET,

A A=V ERBIMLET,

Router# install add file flash:irll0l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
install add: START Mon Dec 17 21:11:23 UTC 2018
install add: Adding SMU
*Dec 17 21:11:26.241: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install add
flash:ir1101-universalk9.16.11.01.CSCvk58743.SPA.smu.bin--- Starting SMU Add operation ---
Performing SMU_ADD on Active/Standby

[RO] SMU ADD package(s) on RO

[RO] Finished SMU_ADD on RO

Checking status of SMU_ADD on [RO]

SMU ADD: Passed on [RO]

Finished SMU Add operation

SUCCESS: install add Mon Dec 17 21:11:39 UTC 2018

WRYFARA=TVET VT 4 7IZLET,

Router# install activate file flash:irl10l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
install activate: START Mon Dec 17 21:11:57 UTC 2018
System configuration has been modified.
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B oorr—corozr—n

ATvT3

ATy T4

Press Yes(y) to save the configuration and proceed.
Press No(n) for proceeding without saving the configuration.
Press Quit(q) to exit, you may save configuration and re-enter the command. [y/n/q]y Building
configuration...
[OK]Modified configuration has been saved
*Dec 17 21:12:02.086: %SYS-2-PRIVCFG_ENCRYPT: Successfully encrypted private config
fileinstall activate: Activating SMU
*Dec 17 21:12:05.339: $INSTALL-5-INSTALL START INFO: R0O/0: install engine: Started install activate
flash:irl110l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
Executing pre scripts....
Executing pre scripts done.
--- Starting SMU Activate operation ---
Performing SMU ACTIVATE on Active/Standby
[RO] SMU_ACTIVATE package(s) on RO
[RO] Finished SMU_ACTIVATE on RO
Checking status of SMU_ACTIVATE on [RO]
SMU_ACTIVATE: Passed on [RO]
Finished SMU Activate operation
SUCCESS: install activate /flashl/irll0l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin Mon Dec 17
21:12:26 UTC 2018
*Dec 17 21:12:25.463: $INSTALL-5-INSTALL_AUTO ABORT_ TIMER PROGRESS: RO/0: rollback_timer: Install
auto abort timer will expire in 7200 seconds
*Dec 17 21:12:27.358: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install
activate SMU flash:ir110l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin

A VA = EHELET

Router# install commit
install commit: START Mon Dec 17 21:13:28 UTC 2018
install commit: Committing SMU

*Dec 17 21:13:31.516: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install commit
Executing pre scripts....
Executing pre scripts done.
--- Starting SMU Commit operation ---
Performing SMU COMMIT on Active/Standby
[RO] SMU COMMIT package(s) on RO
[RO] Finished SMU COMMIT on RO
Checking status of SMU_COMMIT on [RO]
SMU COMMIT: Passed on [RO]
Finished SMU Commit operation

SUCCESS: install commit /flashl/irll0l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin Mon Dec 17 21:13:47
UTC 2018

ALV APM=NFIEDO AT —F 2O EEFRRLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated
& Committed, D - Deactivated & Uncommitted

SMU C /flashl/ir1101-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
IMG C 16.11.1.0.4
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Auto abort timer: inactive

INYFAA—SDTF7 AR =)L
R FA A=V EHIREIIT VA VA =T B HEITZ22H 0 £,

cRDaA U REFHLT, A A—VZ D=2 g 2B LET,

« install rollback to base

kDAY FENEFIMEA LT, Ny F2 BAEMICHIERL £7,
« install deactivatefileflash:ir1101-image _name.release version.CSCxxyyyyy.SPA.smu.bin
« install commit

« install removefile flash:ir1101-image name.release ver sion.CSCxxyyyyy.SPA.smu.bin

A— LNy I ZFERALENYFAA—=—SDTF AR B—=IL
ZOETIH, v— ANy FROERBEZR L E T,
AVAR=NVLENTWARYyFEERRLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU C /flashl/ir1101l-universalk9.16.12.02.CSCvq74407.SPA.smu.bin
IMG C 16.12.02.0.6
kDA~ RaeffiltEs .,
Router# install ?
abort Abort the current install operation
activate Activate an installed package
add Install a package file to the system
auto-abort-timer Install auto-abort-timer
commit Commit the changes to the loadpath
deactivate Deactivate an install package
label Add a label name to any installation point
prepare Prepare package for operation
remove Remove installed packages
rollback Rollback to a previous installation point
Router# install rollback to ?
base Rollback to the base image
committed Rollback to the last committed installation point
id Rollback to a specific install point id
label Rollback to a specific install point label
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. Deactivate, Commit, 35 & U Remove ZERALIz/ Ny FA A—=DDT7 A VR =)L

install rollback tobase =~ > Rid Xv F2AEEZHIBREL, MHEINTEREEE2 GRS A —
DONR—T g NZRLET,

Router# install rollback to base
install rollback: START Fri Apr 24 22:58:25 UTC 2020

*Apr 24 22:58:28.375: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
rollbackinstall rollback: Rolling back SMU

Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Rollback operation ---
Performing SMU ROLLBACK on Active/Standby
[RO] SMU ROLLBACK package (s) on RO
[RO] Finished SMU ROLLBACK on RO
Checking status of SMU ROLLBACK on [RO]
SMU_ ROLLBACK: Passed on [RO]
Finished SMU Rollback operation

SUCCESS: install rollback /flashl/irll0l-universalk9.16.12.02.CSCvq74407.SPA.smu.bin Fri
Apr 24 22:58:54 UTC 2020

*Apr 24 22:58:55.368: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install rollback

A VAR=NLENTWERy T EERRLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG c 16.12.02.0.6

GE) ERoa~ry FHAOTE, Ny FIRHIBRSATRBY . 72 23T v 77 L— RO AL

A==V 3 SR £,

Deactivate, Commit, 5L U Remove ZFRA L=\ F A A—DT Y

AR =L

WD =7 ATIL, 22008y F BT NA RN VA R— L ENTWVWET, BRSNS DX
1 DOHTY,

A UAR=NLENTNWERYFEERLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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ATy T

ATy T2

Deactivate, Commit, 35 & U Remove ZERALIz/ Ny FA A—=DDT7 oA VR =)L .

SMU C /flashl/ir1101l-universalk9.16.12.02.CSCvq74407.SPA.smu.bin
SMU C /flashl/ir1101-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
IMG C 16.12.02.0.6

Ny FwI T 7T 40 T LET,

Router# install deactivate file flash:irl10l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
install deactivate: START Fri Apr 24 22:54:10 UTC 2020

install deactivate: Deactivating SMU

Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Deactivate operation ---
Performing SMU DEACTIVATE on Active/Standby
[RO] SMU DEACTIVATE package(s) on RO
[RO] Finished SMU DEACTIVATE on RO
Checking status of SMU DEACTIVATE on [RO]
SMU_DEACTIVATE: Passed on [RO]
Finished SMU Deactivate operation

SUCCESS: install deactivate /flashl/irll0l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin Fri Apr 24
22:54:49 UTC 2020

A UVAR=NLENTWERYFEZERRLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU C /flashl/ir1101l-universalk9.16.12.02.CSCvq74407.SPA.smu.bin
SMU D /£flashl/ir1101-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
IMG C 16.12.02.0.6

TrvarEaly hLET,

Router# install commit
install commit: START Fri Apr 24 22:56:11 UTC 2020
install commit: Committing SMU

*Apr 24 22:56:15.169: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install
commitExecuting pre scripts....
Executing pre sripts done.
--- Starting SMU Commit operation ---
Performing SMU COMMIT on Active/Standby
[RO] SMU COMMIT package(s) on RO
[RO] Finished SMU COMMIT on RO
Checking status of SMU COMMIT on [RO]
SMU COMMIT: Passed on [RO]
Finished SMU Commit operation

SUCCESS: install commit /flashl/irll0l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin Fri Apr 24 22:56:32
UTC 2020

*Apr 24 22:56:33.342: SINSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install
commit SMU
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. Deactivate, Commit, 35 & U Remove ZERALIz/ Ny FA A—=DDT7 A VR =)L

A UVAR=NLENTNWERYFEZERLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU C /flashl/ir1101l-universalk9.16.12.02.CSCvg74407.SPA.smu.bin
SMU I /flashl/irll10l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
IMG C 16.12.02.0.6

Ny FEHIBRLET,

Router# install remove file flash:irl10l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
install remove: START Fri Apr 24 22:57:17 UTC 2020

*Apr 24 22:57:20.775: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install remove
flash:irl110l-universalk9.16.12.02.CSCvt63576.SPA.smu.bininstall remove: Removing SMU

Executing pre scripts....

Executing pre scripts done.

--- Starting SMU Remove operation ---
Performing SMU REMOVE on Active/Standby
[RO] SMU REMOVE package(s) on RO
[RO] Finished SMU REMOVE on RO
Checking status of SMU REMOVE on [RO]
SMU REMOVE: Passed on [RO]
Finished SMU Remove operation

SUCCESS: install remove /flashl/irll0l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin Fri Apr 24 22:57:34
UTC 2020

*Apr 24 22:57:34.902: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install
remove flash:irll0l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin

AVAP=NESNTWEH Ny FaFKRLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU C /flashl/irl1101l-universalk9.16.12.02.CSCvq74407.SPA.smu.bin
IMG C 16.12.02.0.6

kRO~ R TiE, CDET CSCvt63576 M3y FITHIBR S 4L TV E 925, CDET CSCvq74407 D73
FIIFE->TVET,
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R —2FRALEAYR—FS/4EUR

ZOFEF, WO THMEINTHET,

« SLP O#EZE (137 ~—)

e HAXw—FAEEY (143 _—)

cTFTARADA VA N—=LTFIE: TV FT7IF5A4 TR FRRY (144 =)
c T4 BV ADA A M—/LFIA : CSLUIZ CSSM ~D T 7 & A7 L (150 <—2)
e A —h TA VLA NI —TUA~DEFE (164 2—)

e EIRZR LT A ADEE (168 X—)

LAHTIE Smart Licensing Enhanced (SLE) & FE/E41 TV 72 Smart Licensing Using Policy (SLP)
iE, 0T V=2 DF 7 4V hE—FTY, Av—hF VY7 hU =T T4 % AL SLE ([ZH#ib b
F L

ZOHA RiE, TRTCOOTLV—FIHIeLTBY, £V 7 b7 ary74Xal— g
A RO A DEIZRDDHH DT,

WD 7 arTiE, oT/V—% COMEEELE Y 7 MU =T OEWVWERLET,

IR1800

IR1800 ' U — R TIX SLP A& AR — s LET, HIEOENO—FHIXKRDO LY TT,
*I0S-XE U U—R 1732 IETCTHAR— b LET,
o i AR O BARIZ D HFRFE T — RLETT,
*250MB Z# % % A/V—"7"> ML HSEC 74 & AR TT,

*EVAL 74 B AN 720 & LT, HKGREH AT —H AD [InUse] & 7213 [Not In Use] &
WHYA 77 7 ACERINE LT,

« Cisco Smart Licensing Utility (CSLU) X, ¥EDH A X ~— hRa Y TT /31 A L Cisco
Smart Software Manager (CSSM) & D& A v ¥ —7 =2 — AT HH LWV — /LTI,
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SLP DIRE

IR1101

IR1100 > U —XTIZSLP DB Z VAR — F LET, BIEOENNO—EBIIRDO LB T,
¢IOS-XE U U—A 1732 UBTHR—FLET,
. ﬁﬁu”jfﬁﬁiﬂ@gfﬁ{:(l@ ntunE:l*‘ }‘7532%(—?—

*EVAL 74 B AN 720 E Lic, KBHEHAT —H A7) [In Use] % 721& [Not In Use] &
WHY AT 7 ACERINE L,

« Cisco Smart Licensing Utility (CSLU) %, ¥EDH A F ~v— FARr T TF /34 Z & Cisco
Smart Software Manager (CSSM) & OfjxA v ¥ —7 = — AT HH LY —/LTT,

o« Z)—"T v MIFT 7 +/L N T 250 MB IZHIFR S £,

IR8100

IR8100 > U — A TILSLP DA Z YR — bk LET, HIEDOENO—IHITROLIBY TT,
«I0S-XE U U —RZ 1732 LI CTHHR— R~ LET,
o EHRE O EIC O BT — FRMETT,
* 250 Mbps Zi# 2 5 A/L—7" > MIIXHSEC 74 & ABLETT,

*EVAL 74 B AN 720 E Lc, KBHEHAT —H A7) [In Use] % 721& [Not In Use] &
Fﬁﬁﬁ&/])777x Lwﬁénibt_o

« Cisco Smart Licensing Utility (CSLU) %, ¥EDH A F ~v— FARr T TF /34 X & Cisco
Smart Software Manager (CSSM) & D& A v ¥ —7 = — AT HFH LY —/LTT,

IR8300

IR8300 U — A TIXSLP DA A FAR— b LET, HREOENO—HITKRD LBV TT,
«I0S-XE U U —RZ 1732 LIECTHHR—F LET,
o i R O BARIZ O HFEFE = — R LEETT,
* 250 Mbps Z#i 2 5 A/L—7"> MIIXHSEC 74 & ADBKLETT,

*EVAL 7 A B AN <720 £ Lic, KRBHEH AT —H A7) [In Use] % 721& [Not In Use] &
WHAA 77 T ACERSNE L,

» Cisco Smart Licensing Utility (CSLU) (%, ¥ED N AKX <— bR r P TT /34 A L Cisco
Smart Software Manager (CSSM) & D& A > 2 —7 = — AT HFH LV —/LTT,

ESR6300

ESR6300 fHA AT L — & OEIMEIL. D IoT/L—& EITET- R0 £, BEREOE O O—ET
WD LY T,

«IOS-XE U U —R 1741 AETHR—F LET,
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o i AL D B IZ D HFERE 7 — RBLE T,
* 250 Mbps Z 2 D A/L—"7"> MIITXHSEC 7 A & ANMETT,

«BEVAL 7 A B A3 72< 720k Uiz, KRBWEH AT —F AP [InUse] £ 7213 [Not In Use] &
WHZA 77 7 AICERINE L,

« Cisco Smart Licensing Utility (CSLU) 1%, ¥EDH A F v— FARr T TF/3A X & Cisco
Smart Software Manager (CSSM) & D& A 4 —7 = — AT L LY — /LTI,

FSACURAIT (T TH—RAVER) 34T

50748 X%, 320X A 7ONTNCEBLET, @HXA 73, 7482 %
T DENCERDBMLIENE I e R LET,

o RiEH F 713

FAR L ADOKRPEZIZOBEAHAZY A 1B LET, RNEHAT A v Ad, N E RN W
Xy b= THEHT BRI, FREEEG IRy NU—7 TOBREBENIKR A MLE S LEE
ho ZOXI T A ZADOMRASMIL. = F2—F T4 2L 238K (EULA) IZES&%F
7,

* J6i 1)

ORI A TR T DT A v A, FEHANIERNMLETT, NERARITARZ— D
R TIThi, et 2R A VAZ AT, VA =T BXERNH ) £,

WHZ A2 20HE LTIE, v AadDA =Ry AL v F THIH A HEZ2 Media Redundancy
Protocol (MRP) 7 74T T4 BV ANHY £,

o da HOA

ZOMHA A TIET DT A B ATKEOBSIHHNEC Lo TSRS TEBY, Zh
SDT Ay AIHEAINEARBNMETT, ZNOEDTA B ADEAEL, HEARAARI—R
I, FHST /-G A LV AF R VAN AT ORERH Y T, YA, N— R =T
[EADBICERIENS DA, WK ZA v 227V A A=A T D2 L08HY £1,

BHIEEIS A o 20FE LT, BED YA a0 —F CiEfaRe/rmt 3= Y5 4 (HSEC)
FABLUADHY £77,

=2t*xa)T4 (HSEC) 5S4t X

HSEC (HighSecurity) 741 7> AlX, *v hU—27 74 A (NENA) IZMZCHRETES
BEREZ A B A T3, HSEC 71 & AL, T 7e LUV OB SIS REIG U 7= L] 2 Bk
L %4, HSEC I%. B/EMHANEIL SN TWAEZBRLS T TOEDOBEEICH A RET
T TNHOEE, KEEBEED Y A MIGH I TWET, HSEC 74 B AR WEE,
SEC D/RT f—< 2 A X FH~D IPsec A/L—7 > hH3E 7250 Mbps (ZHIBR &% 9", HSEC
FTAE L AL > TCZOHIBZHERTE £4,
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ARVESIA A3 —T (4R

IR1101 C HSEC Z AT D EE— K CLLIFKD LY TT,

IR1101 (config)# license feature hsec9

HSEC 7 A B 22XV i LWEEIEFIH ATREIC 22 0 F97, B LW VEHIE I uncapped &
FETAL, BREE— 2B CLI THEATE £,

IR1101 (config) # platform hardware throughput level ?
250M throughput in bps

uncapped throughput in bps

IR1101# platform hardware throughput level uncapped

Fioavr REFAT LK, mem A FEZAATL—FZ ) r— NLET, HEIT, L—FN0
P 5 LAY £,

{1

FAEVREAT

ZOFHREEIC LY . IRNOT TR OAIRNE/ T A £ A2 A TE2Y AR —-FLET,
*» Network-essentials 250 Mbps
* Network-advantage 250 Mbps
» Network-essentials uncapped

» Network-advantage uncapped

* HSEC

EX
LTI IR1101-K9 OHITd, Z DT A & &A%, IR1101-A-K9 THLHAHATE £,
WOHTIiL, SL-1101-NE/UNCP-K9 (Network Essentials Uncapped 7 1 7> &) %R L £7,

IR1101-K9 > Software Licenses

Expand All | Collapse All

(® Software Licenses

SKU Qty Estimated Lead
Time @
SL-IR1101-NE EJ 1 3 days

Network Essentials License for Cisco IR1101 Industrial ISR More

SL-IR1101-NE-NPE EXJ 1 3 days
Network Essentials NPE for Cisco IR1101 Industrial ISR More

SL-1101-NE/UNCP-K9 IEXd E 1 21 days

Network Essentials Uncapped License for Cisco IR1101 More

L-1101-HSEC-K9 7 A &> AL, WIZRT L 912, uncapped (L[R2 L) T4 &2 A Z@®INT
5L HEMNICEENET,
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OPTION SELECTION IR1101-K9 Global Price Listin US Dollars (USD)

Warning

Configuration Summary View Full Summary

n Shipment Packa ion. (CE202343)

Category @ Qty Extended List 1100-P-BLANK is ected. Please adjust the selections. (CE200440)
Price (USD)
SOFTWARE LICENSE ~
Software Licenses Option Search @ Multiple Options Search @ v
[EEERE IR1101-K9 > HSEC License RKayivr
MODULES

Expand All | Collapse All
Base Module

(© HSEC License
Expansion Module

sku aty Estimated Lead Unit List Price
Expansion Module Placement Time @ (USD)
ACCESSORIES o L-1101-HSEC-K9 X1 E3 aty 21 days
Antennas U.S. Export Restriction Compliance license for IR1101 More
Subtotal 1,182.89
Estimated Lead Time 206 days
cancel | [EETY

Cisco Software Central

ZOHA RTE YAAAY—= IV RZEL, 777 14 716, BLOEET L HEICH
WTHBALET,
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US&locale=en US&locale=en
US#

SLP 7 —FT 9 Fx

COHETIH, SLPOFEREIIEHAZENTEAIEIEF RV R—F 2 MIOWTHHALE
7,

A A B o A L1, Unique Device Identifier (UDI) (28> TRl S 415 v X a o Hi—
A VAL AT,

B RAF AL, TA B AERN (RUM LAR— b)) ZEEe I OME L. HRIh
DUR— MROBEEE R LICET T 7— FE VAT ARA v E— V&R LET, RUM LFE—
FBEOEARIT —Z 13, ' A A ACERIREFEENET,

VY —2HFHELHA—F (RUM LAR— ) (X, AU —THREINTZ LAR— FEFZ
370074 AR LA — FTT, RUM LaA— MIREL A > A X AL - THE
BE, CSSMIZE o T ESNE T, ®ihA v AZ A d, T4 o AMERRER E 3
TOTA v AFRHRMOEFT 2, BAIVTWVD RUM LAR— MIEEkLET, VAT ADNIRE
L72fIE T, BIWTWA RUM LAR— RSB L 4L, H LW RUM LAR— BBNT, T4
T RO HRBOTENP I NET, AL OGN RUM LAR— MME, W2 TH CSSM 2%
IENSE- 3

RUM MR Is% (RUMACK £721ZACK) (ZCSSMMMBHDIEETHY . RUM L E— D AT —
A AT AR ARMELEST, LER—FDO ACK RIS A VA X o A THATREIC 2 D &
KHET % RUM LA — RAAREZ/ZR2 D | HIFRCEX D2 E0RannET,

CSSM 1%, HHZICZIE L2 RUM LiR— M- CTT A o AMEHARWEHREZ TR LT,
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. Cisco Smart Software Manager (CSSM)

Cisco Smart Software Manager (CSSM)

CSSM (T Ttfb SNTHFIN DT R TDOY AT YT Ny 2T FA B AEZEHTE HHR—X
LTT, CSSMIZ, BIEDEMZEH L, FRD T A & o AEM 2 GHl§ 2 72 Ol Mg 2
MR+ 2 DI B E T,

CSSM (213 https://software.cisco.com 225 7 7 -2 A TX £, [License] ¥ 7 T, [Smart Software
Licensing]| DU > 27 %27 U v 27 LET,

CSSM TlE, kD Z EMTEET,
s N—=F Y LT BT b AR, FEL ERERTRT D,
c A AL ADRRG S — 2 BB S OVEHT D,
cNR=F X LT AT MHELIRRTA B A TIA £ A ZmET D,
c WA R Z R ARk, HIBR, EI3ERTRT D,
CN=F X AT AT MIET L5 VR— hEFATT D,
BT A= NVEHOREELET D,

ARRBT AT MERERTT D,

CSSM I 21, ROR—=Z VTHAFECET 2B T 42 TR &0,
https://www.cisco.com/c/ja_jp/buy/smart-accounts/software-manager.html

[View Videol| " ¥ > &7 U v 7 LET,

Cisco Smart Licensing Utility (CSLU)

CSLU X, ENT7 A L AU —7 7o —%4M#3 5 Windows X— 2D LR — b2—F 4 U F 4
TY, ZHICED, CSSMIZEHT D10 0IZ, T XTDOTA B ALEHET IR A X
VAN ETE T,

ZDa—7 4 VT 4 NFTTHERERERITRO LBV TT,

e U—yT7u—0 k) H=HECET LA T g R R LES, V—2 7o —I%, CSLU
R A AR AN L ST N H—T&EFET,

c S A AL AN BERRIL LA — R EE L, EOMEAIRL VAR — R &S T 5 A
=R T AT RRN—=F LT AT NIT v Ta—RLET, A I THAT T
A2 (T7ANEHEH) THLAHEETT, [FAERIZ, RUM LA — MACK &4 7 A »E72iE
FT7 T4 TIYEE L TR A A2 R TR L E T,

« RIFT— FERAZ CSSM ICEE L, CSSM mb&Ra— R 1 #%ELE9,
CSLU IZRDFETSLP AR DICEH L N TEET,

c AHX LV RT Y — L LTCSLU 2/ L, CSSM I[85t 9 5 121%, Windows 77V
r—arvEAf AN LET,
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| RUs—#@ERALERT—FS1EVR
HRET—FRAD .

e AHZ KT m Y —Le LTCSLU 2 L, CSSM IZHEE L2V K 5129 DI,
Windows 7 7V r—ya b B AA VA R— NV LET, ZOF T arEERATEE, HEAR
FERLRIUE RS 7 7 A M HF T rm— RSiL, CSSMIZT v 7 e— REnEd, Zihid,
SR EEHE L TRy hT—Z I L TWET,

* Cisco DNA Center 72 ED 1 b o —F ([T AIABFE T,

HRARAT— AT

T V=T 47 7Ty "7 —LF200RLE R PE2FEHLET,
s TINFTTA LT IR

« CSLU IZ CSSM ~D7T 7 B A72 L

WO TN T TA LT I AZRLET,

s Customer Premises ™,
1 %
1 / N\
== 1 \
Unified :I: INTERNET el \ o
Commum—amn Cisco Smart Software Manager,
WLC (i (CSSM)
/Y| g
Switch  [Fopged \ 9n C}oud' &
25 - 3
Router ﬁ
L Devices
\ /

~—— -

O MRaY T, T, AL CSSM  (software.cisco.com) [T EHA, 2—P (IR
ol CSSM I Tz a2 —/ =2 L, FA4 BV ADTF =2 I/ A /F=v I TV NE
FEICHERTINENDLY £7,

WDEIZ, CSSM ~DT 7 = AD 7N CSLU Zr LE9,

& Customer Premises ™
[
Unified INTERNET \
Communication = ol =
TR - Y —— X Cisco Smart Software Manage]\
. (CSSM |

: :

L@ @
] 1

Switch  Pogied / i i =

T (e ows ) \ On Cloud

Router s

Devices
N, y

ZORRBYTE, 734 AFCSLU = hr—Z (2 S TWET A, CSLU & CSSM
(Cisco Smart Software Manager — software.cisco.com) DOIZHEGITH Y FH A,
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B ot 20 o —LFE: JLFT540 7512 FRAD

VAADTINA AL, =TI A A M= E N7 CSLU I RIERAE BE L ET,
—Hx, CSLU & CSSM O TIE#RZ a2t —/R—A ML T, 4BV RAEFEHTF=2v /A
NF2w T NTAHMLERHD FT,

FGAEL I ADA VA N=IFIE: FINFTI7542T70+t
X kRO D

ZOFNETIE, L—H L CSSM [ THRE R ERE TE CTRMT I2LERNH Y £,
HHO 78 —IZo0W T, ROKESIL TS &0,

o | . =
o sas
I.I. 8 —
— = P
b (CsSM)

L FABAERRRT —% 7 7 A4 /L F 721 AuthCode ER DA%

2. CSSM ~D =7 AR— |k
3. TA U RAHERRNT — % £721% AuthCode ER DT v 71— K
4. ACK/AuthRequest 7 7 A /LD /L—HF ~DLTJ AKR— h

5. ACK 7 7 A /L% 7213 AuthRequestAuthCode D7 v 71— R

2T, IROWNBITHOWTEA L £,

CSSM TOHEFZA VRE VADEHFIRE

ATy T

ATy T2
ATvT3

I—ENETA 2 AERR T 7 AV EARLET,
EXEC £— FCHRkDOFNEEZEITLE9,

Router# license smart save usage all file flash:slp

TARVAFERRW T 74V (lp) ZFRANDT 7 by F/PCIZTI AR—FLET,
777 K EOCSSMIZT A v A HIRILT 7 A V& A »R— K L%, [UsageDataFiles]| ¥ 7% 7 U v

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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25 ERKRT—2 771

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Aleris nventory Convert to Smart Licensing Repaorts
Reports
Report Usage Data Files Reporting Policy
MName
Licenses

Licensa Subscriptions

Product Instances

cssMcomgf 224 20eRTE [

On-Prem Accounts Activity

Description
Includes a summary of current license counts and usage over seleciad virtual accounts.
Inciudes a summary of current subscription license counts and usage over selecled viriual accounts

Includes count and listing of current product instances for selected wvirtual accounts.

AT 74 [UploadUsageData] 7 1 > RUNFREINET, [Browse] 7 V7 L, 77 ANBHLGINEE L E

@40
ATw7F5 [UploadData] #7 VU > 7 LET,

®26:28LT7yTO0—F

Upload Usage Data

Please select the Usage File you wish to uplog
Cisco Software Central > Smart Software Licens

Smart Software Licensing

= Usage Data File: Browse EQ

Alerts Inventory Convert to Smart Licensiny

@0 SA-Switching-Polaris v

Feedback Support Help

Upload Data Cancel

Reports
Report Usage Data Files Reporting Policy

Devices can be configured to report the features that they are using.
This usage then determines which licenses are needed, in order to be compliant.

ATFYT6 N—Fx LT H NEBRIRLET,

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )
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B cssvcong s zozzFE

B27:7Ho 2 FDFER

Select Virtual Accounts X

Some of the usage data files do not include the name of the vitual account that the data refers o, or the
virtual account is unrecognized.

Please select an account:

L@ select ane account for all files: [Sﬂﬂﬂﬂ

Select a virtual account per file:

RATFYT1  TAETUNS, ENENDNSR—=F v LT 7 EERLET,
R28:BADTHY Y kDR

Select Virtual Accounts X e virtual account

‘Some of the usage data fles do not include the name of the virtual account that the data refers to, or the:
viftual account is unrecogized.

Please select an account:

4@ Select one account forall fles: | DEFAULT

‘Select a virtual account per file:

ATvT8 [OK]ZZ7VUvZ LT,
AT w79  [Smart Software Licensing] 7 « > N7 2R L £ 9, AL, [Reporting Status] OIRHEZ [Pending] (272 Y
F9, U 42 RUIZ [NoErrors] NERINTZH, HITLET,

[l Cisco Catalyst IR1101 ST AL U—Z )L—4 YT FI T FHREHA K
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29: AT—H ADRTR

ral > Smart Software Licensing f SA-Switching-Polaris v

Smart Software Licensing

Reports

Reports Initially will be in pending state..
wait to change to “no errors”

Report Usage Data Files Reporing Policy

Devices can be configured to report the features that they are using.

This usage then determines which licenses are needed, in order o be complant

Upload Usage Data...

@ Usage Data File Reported  Virtual Account Devices  Acknowledgauft

sle 2020-Aug-05  DEFAULT No Errors

ATw 710 [Download] %7 U7 LTACK 77 A VEH T a—RLET,
AT w71 [Product Instances] % 7 D FIZT /NA ANRY 2 RENTWDHZ L &2MERLET,
K30:8HAAZUR

Virtual Account: VA-Blackheart ¥ Minote]) “Hide Alerts
General Licenses Product Instances Event Log ~
|
Authorize License-Enforced Features. (] Search by Name, Product Type o,
Name Product Type Last Contact Alerts Actions
UDI_PID:ESR-6300-CON-K9; UDI_SN:FOC23032UWF; 5900 2020-Sep-24 20:23:59 (Reserved Licenses) Actions v
UDI_PID:ESR-6300-CON-K9; UDI_SN:SJC19700415; 5900 2020-Sep-24 20:41:41 (Reserv Actions v
UDI_PID:IR1101-K9; UDI_SN:FCW24150J0F; IR1100 2020-Jul-30 02:22:04 Actions v
UDI_PID:IR1833-K9; UDI_SN:FCW2420P0VB; M2M800 2020-Jul-07 20:15:11 (Reserved Licenses) Actions v
UDI_PID:IR1835-K9; UDI_SN:FHH2416P00Z; M2M800 2020-Sep-30 01:01:21 Actions v
UDI_PID:IR8140H-P-K9; UDI_SN:FD02420J786; CGR1000 2020-Sep-08 18:37:24 Actions v

Showing All 6 Records

GE) ZoplTi, RIS ANMFHERENTWET, WAL TR 541 H D F9°,

ART9T12 a~vr RIA 0 A X =Tz ZA%EHEHALT, CSSMMNHT A RZACK 77 A VvE A AR—FLE
ﬁ—o

CSSM MBS T/INA RAADACK 774 ILDA iR— k

ATV T1 CSSMMBARANT v 7 by P E 7T usbflash 731 ZZACK 7 7 A L& —LET, KIZ, T34 A
Texec T— REfEH L7-BE0OMZRLET,

&1

Routerf#license smart import <flash: | usbflash0:> ACK_ slp

Import Data Successful

Router#

*Sep 1 21:12:58.576: $SIP-1-LICENSING: SIP service is Up. License report acknowledged.
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B cssmnosisqz~nack 774001 wt—t

*Sep 1 21:12:58.616: %SMART LIC-6-POLICY INSTALL SUCCESS: A new licensing policy was successfully
installed

ATv T2 BA VAR ANT —H oA VR— N LT EEHERLET,
a) WIZ. IR1800 DHIZE R L E7,
1 -

Router# show license usage
License Authorization:
Status: Not Applicable
network-advantage 250M (IR1800 P 250M A):
Description: network-advantage_ 250M
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage 250M
Feature Description: network-advantage 250M
Enforcement type: NOT ENFORCED

b) KIT. ESR6300 OffilZ 5 LET,
1

Router# show license usage
License Authorization:
Status: Not Applicable
network-advantage_250M (ESR6300_P 250M A):
Description: network-advantage 250M
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage_ 250M
Feature Description: network-advantage 250M
Enforcement type: NOT ENFORCED

ATYT3 TARVAPERFTCTHL Z LR LET,
a) WIZ, IR1800 DHIZE R L E7,
1 -

Router# show license summary
License Usage:

License Entitlement tag Count Status
network-advantage 250M (IR1800 P 250M A) 1 IN USE
Router#

Router#show license all | beg Usage Reporting:
Usage Reporting:
Last ACK received: Sep 01 21:12:58 2020 UTC
Next ACK deadline: <none>
Reporting Interval: 0 (no reporting)
Next ACK push check: <none>
Next report push: <none>
Last report push: <none>
Last report file write: <none>
Trust Code Installed: Sep 01 00:28:48 2020 UTC
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I e |

b) &IZ. ESR6300 DfZ R L ET,
1 -

Router# show license summary
License Usage:

License Entitlement tag Count Status
network-advantage 250M (ESR6300 P 250M A) 1 IN USE
Router#

Router#show license all | beg Usage Reporting:
Usage Reporting:
Last ACK received: Sep 01 21:12:58 2020 UTC
Next ACK deadline: <none>
Reporting Interval: 0 (no reporting)
Next ACK push check: <none>
Next report push: <none>
Last report push: <none>
Last report file write: <none>
Trust Code Installed: Sep 01 00:28:48 2020 UTC

CSSM M 5 DT /N4 R DHll &

AT w71 [Productinstances] ¥ 7\ZR YD £9°, T3 A& RO ET,

R38R ARA VR

~
C' @ software-stagecisco.com/#SmartLicensing-Inventory * 0@ XfHQ!
Inventory  Converlto SmarLicensing = Reports  Preference On-Prem Accounts
Virtual Account: DEFAULT = @ Major Minor (@) Informational  Hide Alerts
General Licenses Product instances Evenl Log
Authorize License-Enforced Features... 3 me, Pr o
Name Product Type Last Contact Aerts Actions
E3000 2020-Aug-14 12:25:07 (Reserved
E3000 2020-Aug-14 12:14:00 (Re:
E3000 2020-Sep-24 07:43:31
M2MB00 2020-Oct-01 05:48:27 (Reser d Licenses] Actions ~
CGR1000 2020-Aug-12 17:14:56 (Re: Transfes
UDI_PID:IR8140H-P-K9; UDI_SN:FDO24204ZK CGR1000 2020-Sep-24 21:01:56 (Reserved nses Update Reserved Licenses.
GGR1000 26 00:39:13 CRemove..
CGR1000 2020-Sep-08 22:10:30 Kc?ﬂr‘s -

Shawing All 8 Records

ATV T2 THRAZAOREIZH S [Actions] 7 Vv 7 L, ZNHDOFT T 3 h b [Removel 7 U w7 LET,

[Confirm Remove Product Instance] V « > KU MNFRINE T,
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B st 201 R —LFIE: cSLUIZCSSMADT H R AL

32:8RAVRE U ADHEIBROHER

Confirm Remove Product Instance

If you continue, the product instance "UDI_PID: <product=

UDI_SN:<serial number= " will no longer appear in the
Smart Software Manager and will no longer be consuming
any licenses. In order to bring it back, you will need to re-
register the product instance.

Remove Product Instance Cancel

AT w73 [Remove Product Instance] 27 V v 7 L £7,

T4 ADA A b—)LFIE : CSLUIZCSSM DT &
TR

ZOFIETIH, V—HF & CSLU B THLERERE T T4 TR LET,
BHRO7 7 —IZONTIE, ROKESRL T EIW,

Device > Py s - .
Device \ !..

Device j Cisco Smart

Software

Manager
Device w/ (cssM)

AT w71 CSLU T, AuthCode & M L9557 A4 A& HFE L., EREZBIKBLFE I, AuthCode 7 7 A WMEKR S E
7,

AT w72 AuthCode 7 7 A /L% CSSM IC= 7 AR—hLET,

AT w73 AuthCode % CSSMSA/VA 7 H D v MZT v 7 r—RLET,
AT w74 AuthRequestAuthcode 7 7 A /L% CSLU ([Z= 7 AKR—F LET,
ATwT5 ACK 7 7 A /L F721% AuthRequestAuthCode %27 v 71— R L £,
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FrqzpieswicgmshtussanTE ]

RDERY
ZOWEONEFIX, ROEEY TT,

T84 RASCSLU [ZHEEFE SN TV RIBADFIE

BN, CLILZEA L CROFIEEZNL—F TEITLTT A A2 UDI S L £,
IR1800 D :

Router#show license summary

License Reservation is ENABLED
License Usage:

License Entitlement tag Count Status

network-essentials 250M (IR1800 P 250M E) 1 IN USE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #platform hardware throughput level 2G

% 2G throughput level requires hseck9 license!

Router (config) #end

Router#sh license udi
UDI: PID:IR1835-K9,SN:FHH2416P00Z

ESR6300 D :

Router#show license summary

License Reservation is ENABLED License Usage:
License Entitlement tag Count Status
network-advantage 250M (ESR6300 P 250M A) 1 IN USE

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #platform hardware throughput level 2G

[

% 2G throughput level requires hseck9 license!
Router (config) #end

Router#sh license udi
UDI: PID:ESR-6300-CON-K9,SN:FOC23032UVB

AT w71 Cisco Smart License Utility (CSLU) % BH& £,
AT 72 [Product Instances] ¥ 7IZBEI L, [UDI| %27V w7 LET,
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B 7 xmseswicggsATL 3 B80TIE

4 33: UDI - IR1835 ;:ER D451

SLU Product Instances d'n: Help

Logout from Cisco

Inventory Preferences

Product Instances

- Add Single Product i Actions for Selected... Refresh Product Instance List ‘
B name Last Contact Alerts ‘
Filter By HosUIP, SN ar PID Filter By Last Contact Filter By Alerts
O  UDI_PIDIRE140H-P-Kg; UDI_SN:FDO2420J64L 29-Sep-2020 18:27 o g:h"n"?'ﬂ

UDI_PIDIR1835-K9; UDI_SN:FHH241 BPO0Z -never-
e ,

Items per page; 5 - 1-20f2 1< < > >1

AT w73 [Edit Single Product Instance] 7 4 > KU NFRENE T,
R34:12OHEZA R ADIRE

Edit Single Praduct Instance

AT 74 [Edit Multiple Devices] 7 4 > RUNRFEREINET, TV hORAT—REA LT [Save] &7 U v 7
L%,
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Frqznicswizgmshcnsa0FE |

& 35: 8D T/NA ADIRE

G5 Devices CSLU-PI Edit belp

Edit Multiple Devices

Unique Device Identifier (UDI)

Host igentifier

MAC Adaress

suv

AT w75 [Product Instances] 7 1 > K7 C, [Actions for Selected Devices] ¥ 7% 7 V v 7 L£7,
6:FBIRLETNARIZHTBFTIa >

CRU Productlnstanees Edt Help

Inventory Preferences
Product instances
| AdSegePudst | ActslorSebcted | Refesh Prodc i Lt
] | -1
B et o, Last Contat Nerts
Fie By HostP SN of Fite By LastOontact Fiber Bylets
ockiliicit I bt S
] VDL PORIEISHSL Collet Usae 1T  COMPLETE Usage repor fom peoductinstanee
‘Aunaorzation Cote Request
O woroRsiwes 120020001825  COPLETEDLC rouessth C350
———
O vopoRms wsFonuTPTs 00000847 9 COMPLETE sape repo eladedo C3SH

AT w 76 [Authorization Code Request] & #4R L £,
A7 71 [Authorization Request Information] 77 > RUNF/RENE T, WEZFHA T[Accept] 27 U v 7 LET,

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )



RY—#@EALERAYT—FS1EVR |

B cssm Ao AuthRequest 77 1 LT H 2K~

37 RBEKRIER

Authorization Request Information

This operation will download an authorization reguest file for

the devices that have been selected. Once this file is
downloaded please
1. Upload the fil to C35M.

2, After uploading to CSSM you will be able to download
the file containing the authorization codes for devices

you selected.

3. Please upload this fle using the "Upload From CSSM"

menu option to apphy the authorization codes for the
devices.

ATy T8 CSLUNT v by FIHEKRBER 7 7 A Ve Xy rn—RLEd, [Save]l 227 U v 7 LET,

X 38: KBERI7AIL

IR Cisco Smarticense Uty
BB blobifle /e d16eab-S216-4c02-230-212 4860 170

anice = Newfoider = @

& Pictures

B videos

8 Computer
& localbisk €
= KINGSTON E)

Filename. AuthRequest Aventu]

Save astype: | AllFiles (%) o)

= Hide Folders Swe Coneel

© COMPLETEDLG request sentto CS3H

@ COMPLETE Atknowledgemen received fom CSSH

lems perpage 5 v

CSSM ~® AuthRequest 7 7 1 )LD T Y AKR— k

WOFNETIE, BRAF LTZREREER 7 7 A /L& HfS LT, Cisco Smart Software Manager (CSSM)

=7 AR— b LET,
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CSSM ~ O AuthRequest 77 4 LO T2 2 —+ [

CSSM % it#h L £,
[Inventory] # 7% 27 U v 7 L, N"—=Fx LT AU MEEIRLET,

ATw 1 [ProductInstances] # 7% 27V v 7 L7,
AT w72 [Authorize License-Enforced Features] 27 V v 7 L 77,
B 39: 54 &2 X EREEDRE

« (3} hitps://software-stage0icisco.com " e e & -

= ’ ; e, A
= Cisco Software Central CISCco Q O @

ol = Smort Sofware Licensing

Smart Software Licensing

Iventony

Virtual Account: VA-Blackheart~ 9 o Minor | Hide Alerts |@
orize LicenseE

se-Enforced Feaures 2] v P = a

[Authorize License-Enforced Features] 7 4 > RUNRERRINET,
40: 54 & R ERBEEDRET

& O 8 hupsy//software-stagedcisco.com/softwa thorm/home? tLicensing-I x JEE s -
— ala ala e
= Cisco Softwz Q @ (R

Authorize License-Enforced Features

1
Enter Request Code

Choose Devices

Shoving 417 Records

ATv T3 TAE DD [Multiple] 7213 [Single] 734 A& IR L £,
AT T84 ULV RUN, TNARAT 7 A NVEERT DA TV a LY £7, [ChooseFilelZ 27 U v 7 LET,
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B cssm Ao AuthRequest 77 1 LT H 2K~

% I mart 5w ow @
= Cisco Softwz e Q @ &=
= Authorize License-Enforced Features

Ener Rcuest Coc
Choose Devices
expor. conromea —— T ——
Mansger arecty, of IMough Iha Cisca Licensing Manager, 1 report Ine features (ney need. E
Cancel
—

AT TS T T by T TRIEER T 7 A VBT LTZBENCBEN TRy 77 v 7o 4 v RUBBE £,
41: [File Navigation] 2 « > Fo ZFA<

Home Share View e

< Ij cut x _",'*:v v Open H select all
W y path 52 " Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename MNew Properties i
access Paste shorteut to to - folder - & History _]‘J Invert selection
Clipboard Organize Mew Open Select
4+ & » ThisPC » Downloads v & Search Downloads y-l
@ OneDrive 4] Mame
= Pictures E__E Auth_Requestxlsx

## Saved Games
' Searches
B Videos
& This PC
» 3D Objects
m Desktop Select a file to preview.
2 Docurnents
3 Downloads
B Music
= Pictures
B Videos
&9 0SDisk (C:)
i Libraries W >

Titem

ATYT6 TrANERRL, [Open] 27 U7 LET,
AT T A7 7 AR E—REN, THAAAREREINDL T 42 RICE L LET,
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ATvT8
ATvT9

ATy 710

X 42: T/ f ADRT

Authorize License-Enforced Features

] D

Choose Devices

CSSM ~ AuthRequest 77 4 LD T 2K— b+ ]

the device to enable the features. Learn Hore

neeg.

I Muliple Devices

Upload & fle that contains the setaf devices 1o belicensed.

Derice il [ Chouse Flle_AuthRequest Arentus csv
Download s emplale

@ Deie

status

2

| [ setectsians

S PRAEE
[

Selected: 1

Suceess

TNA ANERINTZD, [Next] 27V v 7 LET,
[Select Licenses] % 7 /3B & £,
3:54 2 A0BER

Authorize License-Enforced Features

see | o ster D

‘Salect the Licenses 1o Enabied the Features

Leante
ESRE300_HSEC,_Liconse

[Quantity per Device] T,

VBB AN LET,

# moa @
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B cssM A~ AuthRequest 77 4 LD T ZAK— k

X 4:8DAH

% = w & -

Authorize License-Enforced Features

oo | v )

Select the Licanses 1o Enobied the Features

ATy TN CSSM D BERMN ST /34 A ZHBITE 72 WA, FEICRINTE 7,
R 45: T4 R34 TDEIR

Select a Device Type

Freasa saiecta devica ros.

] —
.

[ searen

s FocNzvE
PID. ESR.A100.CONKS

S FocIIIIKGT

PIO: ESRA300.CON KD

ATw 712 [Continue]l %7 U v 27§ 5&, U KA [Review and Confirm] I H Y F7,
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CSSM ~ AuthRequest 77 4 LD T 2K— b+ ]

X 46 : #:2

Authorize License-Enforced Features

STEP 1 v STEP 2 v

Enter Requesi Cods

Devices

Dasice. DevceTipe

V‘Dma | [ setecteice e

ST FHHRUIEPO0L
PO RIGISHY #19routing pids

Selectsd: |

Licenses to Reserve

License Quariiy per Device “Total Quantiyto Reserve

IR100 HEEC 1 1

AT 13 [ReserveLicenses]| 7 U v 7 325 &, CSSMIZ L - CTHERERRGED — ROVAER S NVE T,
B 47 : $RERREE O — K

Authorize License-Enforced Features

st | v o D o

Feature Authorization Codes Have Been Generated

A7 714 [Download Authorization Codes] %7 U v 7 3% &, a— RERFT DHFATNCBET 572007 1 > KUn
& ET,
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Downloads

Share View

s M -
Home

I

TH Freview pane &3 Extra large icons &=/ Large icons

[ =

s& Mediumicons (2l Small icons i

N it - i R 1 Sort
a;;g,; 0N [H Details pane | gz |t Details = b;. i
Panes Layout Current view
1 & » ThisPC » Downloads
@ OneDrive (g MName
= Pictures

»# Saved Games
- Searches
| Videos
& This PC
3 3D Objects
m Desktop
2 Documents
# Downloads
b Music
= Pictures
| Videos
@9 0SDisk (C)
r Libraries

1item

I:E Auth_Request_Auth_Codes_SLE.xdsx

[] item check boxes
File name extensions

Hi Options
Hidden items -
Show/hide
w Search Downloads el

ATy 15 [OK] 27 U7 LET,

CSLUANDAZEERO—FI774ILOT7yTA—F

AT w71 Cisco Smart License Utility (CSLU) % BH& £,

AT 72 [Product Instances] (Zf£HE) L. [Upload From Cisco] %

K49: o RamhbDOFyFa—FK

B Cisco Smat License Uity
CO Productintances Edt Hep

Download All Product InstancelList~~ CtlsS

Upload Product Instance List Colsl)
Send AllTo Cisco Ctrlefnter
Downlgad ALEG tahitss

plovd From Cisco Clehitel]

Product nstances

‘Add Single Product Actions for Selected. Refiesh Product Instance List
B e Last ontact

e By h Fier By Last Contact
O UoLIDIRe140HP-kg; UDL SNFDO2I20EL WSep 101102
LRI

308ep 20201103

BIRL £,

[d]

Herls

 COMPLETEDLC request sent o CSSH

@ COMPLETE Acknowledgement received from CSSH
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RTYT3 TrANVER—RTEF T aid2obEd, RSy T7oRREAY T4 50 [Browse] T7 7 A /L
ERAFLICGIT A E LET, ROFITIL, [Browse] Z=x LET,

50: 774 ILDSR

& OSDisk ()
- Uararies
1 tem

ATy T4 BAEa— R 77 A VEEIRL, [Open] 27V v 7 LET, VAT AREIE2— K77 A VET v 7 a—FR
THE, EFICT vy 7e— RSNkl E2rTAvE—URERINET,

X 51:EHIC7y FA—F

Upioad Frem Cisco

testBiequent AuthCodes mulpte_deviescr uploaded successhally

Drag & Drop a File

or Beinase o yoor tomputer,

IW—BTDIA VA AR =)L TAER

A RIAL L A H—T oA ANLIRDFNEEZFEITLET,
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IR1800 & 15|
AR RTA A F =T 2 ADPDLROFIEZFIATLET,

Router#show license summary
License Reservation is ENABLED
License Usage:

License Entitlement tag Count Status
network-essentials 250M (IR1800_P 250M E) 1 IN USE
hseck9 (IRlBOO_HSEC) 1 IN USE

Router#show license usage
License Authorization:
Status: Not Applicable
network-essentials 250M (IR1800 P 250M E):
Description: network-essentials 250M
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-essentials 250M
Feature Description: network-essentials 250M
Enforcement type: NOT ENFORCED

hseck9 (IR1800 HSEC) :
Description: hseck9
Count: 1
Version: 1.0
Status: IN USE
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9
Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
Router (config) #platform hardware throughput level 2G
% Please write mem and reload
% The config will take effect on next reboot
Router (config) #end
Router#
*Sep 30 18:05:55.654: %SYS-5-CONFIG I: Configured from console by cisco on console
Router#show license summary
License Reservation is ENABLED
License Usage:

License Entitlement tag Count Status

network-essentials 250M (IR1800 P 250M E) 1 IN USE

hseck9 (IR1800_HSEC) 1 IN USE

network-essentials 2G (IR1800_P 2G E) 1 IN USE
ESR6300 (D151

A<V RIA L A B =T 2 A ANBERDOFIELEZ EITLET,

Router#show license summary

License Reservation is ENABLED

License Usage:
License Entitlement tag Count Status
network-advantage 250M (ESR6300_P 250M E) 1 IN USE
hseck9 (ESR6300 _HSEC) 1 IN USE

Router#show license usage
License Authorization:
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Status: Not Applicable
network-advantage 250M (ESR6300 P 250M A):
Description: network-advantage 250M
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage 250M
Feature Description: network-advantage 250M
Enforcement type: NOT ENFORCED
hseck9 (ESR6300_HSEC License):
Description: hseck9
Count: 1
Version: 1.0
Status: IN USE
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9
Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED

Router (config) #platform hardware throughput level 2G

Please write mem and reload

The config will take effect on next reboot

Router (config) #end

Router#

*Sep 30 18:05:55.654: %$SYS-5-CONFIG I: Configured from console by cisco on console
Router#show license summary

License Reservation is ENABLED License Usage:

o
S
o
S

License Entitlement tag Count Status
network-advantage 250M (ESR6300_P 250M A) 1 IN USE
hseck9 (ESR6300_HSEC License) 1 IN USE
network-advantage 2G (ESR6300_P_2G_A) 1 IN USE

HSECDO A X b—JL

ZOFITIE, IR8300 ) — X —F B L £,
AL RIAL U A B —T = ANLROFIEE FEITLET,

Router#license smart authorization request add hseck9 local
Router#
Sep 23 05:29:37.894: $SMART LIC-6-AUTHORIZATION INSTALL SUCCESS: A new licensing
authorization code was successfully installed on PID:IR8340-K9, SN:FDO2523J6N1
Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #license feature hseck9
Router (config) #end
Router#show running-config | i license
license feature hseck9
license udi pid IR8340-K9 sn FDO2523J6N1
license boot level network-advantage
license smart url https://smartreceiver-stage.cisco.com/licservice/license
license smart url smart https://smartreceiver-stage.cisco.com/licservice/license
license smart transport smart
Router#
Router#show license summary
Account Information:
Smart Account: SA-IOT-Polaris As of Sep 23 05:29:41 2021 UTC
Virtual Account: Router

License Usage:
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License Entitlement Tag Count Status

network-advantage_T1 (IR8300_NA T1_ PERF) 1 IN USE

hseck?9 (IR8300_HSEC) 1 IN USE
Router#

Router#show license usage
License Authorization:
Status: Not Applicable

hseck9 (IR8300 HSEC):
Description: hseck9
Count: 1
Version: 1.0
Status: IN USE
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9
Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Export

— -~ (o] o
AT—KrSAtEUVRNNYF—UADER
DV —=ATHE, oV —e2HEER L —% (ISR) EEEET D [oT L—T 1 v 7 8L HE
AENTWET,
ARX—FSA4EVO VT DBE

VAAAR— I A, VAAR— 7+ VAR BIOBEATY T N 2T R L
DRETHENOHHIZ B L THEABIOER T2 XM T AETLTT, O L, Z8
TV, Av—hIA BV REMATHE, 2—F—IZIFKORAY » FBRLTZHEINET,

T VT 4 R_N—V gy A — I BT, HBAEKRTHERTERY T N T
FA B AD T =)V EHESLLET, 8T 7T 4 _N—2 g % — (PAK) 1IARETT,

« BHOHK A © My Cisco Entitlements (MCE) %, fEWVFWAR—Z L TF_XTO A2l
e —EROZEER 2 —FRMA L ET,

e TABV LU ADFEIYE VT b 2T 3N R TIZ /=Ky 7 SRTWARWEd, Wb
BISLTIA B AEMBIERAB X OEETE £,

Smart Licensing Using Policy (SLP) (%, Cisco IOS-XE U U —X& 1732 LAEDT 7 4/ hE— R
“C. LAEII Smart Licensing Enhanced (SLE) :FEZINCWE Lz, Av— N V7 b =T T
A B ALSLEIZH#DO Y £ L7, CiscolOSXE VU —A 17.11.1a D Z DFEREEHIX, 71 &
AN = VICHRZENTWET,

T4 ALANL

F_XTD Cisco IR 7T /3A A THHATRER T A B A LWTIROD LB T,

ERXSA+EUR
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* Network Essentials

* Network Advantage (Network Essentials % &€ ¢)

A\

) ZhbHDT At AL, Cisco Commerce Workspace (CCW) &/ L CHEXL S 4L, KT,

FEAUSAEUR3E, 5E, FRTTEOBETHMICHE> TROS A £ A2 BT
%i‘j‘o

« Digital Networking Architecture (DNA) Essentials

* DNA Advantage (DNA Essentials % ¢¢)

N

GE) INHDT A AE, Cisco Commerce Workspace (CCW) %7 L CHEIL S 41, DNA-C 5 &
N SDWAN [ZBJE L TWET, FEMIIZ-DUWTIE, Cisco SD-WAN F & U8 Cisco DNA Center ™
Web ~—T 2B LTSV,

WDFEIZ, AL AL~YULOZEMAE R LET,

% 14 : Network Essentials (#8954 2 R)

FERW IR A A~ FHERE LA¥—2, M—Fv F727%&Z (RIP, EIGRP 2% 7, OSPF
(1,000/L— k) ) . PBR, PIMAZ 7<= /LFF ¥ 2 (1,000
Jb— k) . PVLAN, VRRP, PBR. CDP, QoS. FHS. 802.1x.
MACsec-128, CoPP, SXP. IP SLA L A7 % SSO

G¥) 7731 A DNA Essential 7 A & A ZHEHLT 25 72D
(i, — bR FIEICERRLS ., V=T 4 T
T =T VN N— NN 1,000 2B 2 720K D175
VR FT,

DevOps A * Netconf, Restconf, gRPC
*Yang 7 — X ET )L
« 7 A h =)L (On-Box Python)

*PnP=— =2 bk, ZTP

% 15: Network Advantage (kK#ERIS5 A 2 R) [ZIE. R T®D Network Essentials |IZINZ T, XDEDHNEENET,

0T LEEYF ¢ CoAP

SERIRIN—T 1 v T HERE BGP. HSRP., OSPF. ISIS. GLBP

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||


https://www.cisco.com/c/en/us/support/routers/sd-wan/series.html
https://www.cisco.com/site/us/en/products/networking/dna-center-platform/index.html#tabs-36b1cf8e54-item-b532439425-tab

RY—#@EALERAYT—FS1EVR |
B =51tz nvsr—vrozE

F#kexky hU—2 &7 A |VRF, VXLAN,. LISP. SGT. MPLS
T—ay

&l HYE & T 7 NSF. GIR. Stackwise Virtual*., ISSU/eFSU. /< F i
(CLID)

< ILFF ¥ A BT K DHEEEFR] | MSDP. mVPN. AutoRP. PIM BIDIR
O sk

% 16: DNA Essentials (3%, 5%, 7524)

SRR 70 BB bR RE PP 77U =g
« LAN ® H ik
* Embedded Event Manager

HEAR T 2T T A cEEMA Y aR—R Xy NU—2 JTA4T b
« R T NA AL FHRT TAT 2 S OEFHERER

= 17:DNA Advantage (3. 5. 74532%9) 1ZI&. §XTO DNA Essentials IZfNZ T, RDELDBNEENFET,

e R 72 H B L RE W5 b 8T T 4w M
* Bonjour [A]1} DNA #—tE &

T aT T ARG caAVTSIFTAT VA, HAZLLE— K
c A T 360 BLOEKT 74T b 360

SAEVADRIL—Ty FLARJL

FTAB LV ALYLDOBRTEIIMZ T, TRAADAN—T > "XV ERETHIEHLTEE
T, AN—Tv b LoULE, B b SN N T T 4 v 7S & D BIEERIR A2 R E L
T, TAAL RAEEBT LSS TR (Z VT 7)) 774 v 7S NSHIBRIZS
D EHEA

|

BE Jo— LR EEICEIT 572012, 250Mbs # B2 DG 5 SN b T 7 4 v 7 L
eGaix. TERARL) (7 v 74 —AIEF) &£ HSEC 74 &2 A% CCW Ti&RT %

JZ\E7$X7) D gij—o

ZORIBRIIRA AR ENE T, 2F D, A—T"y MlR2S 250 Mbps IZERE S LTV 55
By WTIDD A THR K 250 Mbps DI SALINTZ 8T 7 4 VBT S A &L d Z &0

=N
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T&EET, & 2IE T35 ALK 250 Mbps DS EAL S b7 7 4 v 7 B ER LU
BECEET, kI TV Z7 7 4 v 7 ITHEHAINDHIRITH D EH A,

TNAADAN—T" LUy TERZR L] IZRESNTWAEGE, T3 A& @ildd 58

FHINTZ T 7 4 v 7 EEFINTHNRNWE T 7 4 v 7D ELLIZHHIRITIR SN ES
/Uo

)

G¥)

AN—" MR ETOSXE Y 7 F 7 =7 U U —R T HIRELEZRET 272012, RO SITHE
BELTLIEEN,

ESR6300, TR1800, KB L TNIR8140 7T v 7 4 — A TEITIN TS CiscolOSXE V ) — &
17.11.1a AR, 7—A b, ERZR L, BIXOEHRDO T Ao A& KR—FLTWET, =
N5 1%, platform hardwarethroughput level 2G CLI 1 f L TR E &£ 9,

ESR6300, IR1800, 35X TNIR8140 THEAITIN D4 D CiscolOSXE U U —A 17.12.1 LI T

[ES

FLCTZA4 2 ARYR—FINET2, platform hardwarethroughput level uncapped CLI

EEH L TRESNLET,

A% D CiscoIOS XE U U — A 17.12.1 LAFETiE, platform hardware throughput level 2G &
platform hardwarethroughput level uncapped CLI @i 5 T, kR L7 A4 A LR T AL—
7y PR ENET,

WOFRIZ, CiscolOSXE17.11.1a Y U —ADKFE T, 0T 7 A A THR— F I TNDHA/L—
7y MR (BEZ A2 e bEN5%) 2R LET,
75w k74— |25Mbps A |50 Mbps I | F K 200 Mbps | 250 Mbps 3 /5 7 | [2 Gbps] LRI L (BB
Ls CHEL) MAE (FEE 2)
1)
ESR 6300 B YY it A=Y KEhis KEhis 17.12.1 LABETH
Rl i
ESR-6300-LICK9 | 3% 472 L i NS LS ML xthis
IR1101 B Y PP PP KEhis A=Y 17.10.1 LABE T
A—h
IR1800 ALY XF i ML %F it PSP 17.12.1 ARECH
Rl
IR8100 e L PSS K his I I 17.12.1 LABETH
Rl i
IR8300 RIS L ESPe Wi L Wi L R

ARSI AAVE—T (4R
RDOAa<y RefflTEEd,
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license boot level <network-essentials/network-advantage>

Z—F v F LU, IR8300 < TR THDIR T AA A TRO CLIZHEHA L CHRETX E
j—o

platform hardware throughput level <limit>

IR8300 TlE, KD CLIZHEH L TAL—T v h LUV ERETE ET,
platform hardware throughput crypto <iimit>

T ZCHRESN TN D AN—Ty MR T 21213, kO CLL 2R L £,

show version | include throughput
The current crypto throughput level is: 50000 kbps

FRELSA U RDEE

CiscolOSXE17.11.1 V UV —2Ti&, [LE[R7ZaL] EMEINDIH LA L—T v b LULpiE A
ENFELFE, 2OV Y —2TIE, HrLWAL—TF > FLoULR3 T Cisco loT /L—F 1 >
T 7Ty 74— ATHESINET, RIZ, ERZ2LIA B ROEEOWEEZ R LET,

SAHEADARIL—Ty FLRIL

AN—=T"y PV, B SN T T 1y 2 I S D EERIR AR E L E T, T
NA 2@ T 55 SN THRWY (Z U7 7R) M7 4 v 7T SNDHIRIZH Y £
Ao

| &

BEE Juo— LR BB HEIL T 572510, 250Mbs B2 AR RSN T T 4 v 7 BB
AR, TERZRL) (F7 v b7+ —2I0KAF) & HSEC 714 &2 A% CCW TIEIRT 5
WVERH D 77,

ZORIBRIIR AN ENE T, 2F D, A—T"v MHIR2Y 250 Mbps IZERE S LTV 55
By WTNDD T THR K 250 Mbps DIF LI T 7 4 ZIRT S A %L d Z &0
TEET, 12EZIE T AIRK 250 Mbps DG EAL SN T 7 4 v 7 BZZEB LU
FETEET, b TWRW NI 7 4 v ZIZEA SNHHIRITH Y £ A,

TNRAADAN—T"2 FL~ULs TERZR L] ITRE SN TWAEE, T35 A& @iR4 5K
BlLENTE R T T 4 v 7 EREBAEENTWVWARWERST 7 4 v 7O ELBIZHHIRITFRINF Y
Ao

\)

GCE) AN—T7 v MIREIOSXE V7 o7 U U —R T HIRELZEET D702, ROSICHE
BLTLEE N,
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A% D Cisco I0S XE U U — & 17.12.1a ABE TiX, platform hardware throughput level 2G &
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u‘FTJX MZEENET, FT7 7R — &, VIP 7 VLAN Z#%# L. VLAN 2NELh720REE
WZHDLAEITIRY . VLAND A U N— 2725 Z LN TEET, VIPBH LWEIZ/ZR> T D
VLAN?% Bk L, ZTOVLANN T 7R —FOFF U A MIBREFESNTWAEGE, TV
7 AR— MIBEIIZZED VLAN DA N7 877 4 v 7IXZEDVLAND KT 7 R—
FETTERE SN E T, VIPA, VLAND b7 > 7 R— FOFFA[ U A MBS TR, #H
LWAZN72 VLAN 238k L7234, AR— MEIZ D VLAN O X 83— (21372 59, £ D VLAN
DT T4 v 71TFDOR— METHEESNLETA,

FEAMZ SV TCIE,  TVLAN Configuration Guide, Cisco I0S XE Gibraltar 16.10.x] [#7E] & &/ L
TN,

VLAN FS %24 7o bkajL (VIP)

VIPIZ, LA ¥2DAvy¥—Y FabhatThHy), Xy NU—27 2KIZH7-->TVLAN DB
. HIER, ARIOEFEEZEHRTHZ LICLY, VLANBRTEOEESMEZHRFLET, VIPIZX
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IEEE 802.1x 7R— b R— R DRI DR E .

V. VLAN 4 OEME. EOKWAN&4f®%ﬁ X2V T ENARE, SESEME
&I LRV HY) T ERR/NBICIZ HILET,

VLAN Z B3 2 01C, Fy hT—2 TVIPZEHT 5N EDDERETLIMLENRH Y £,
VIP T2 E. 1 BERITEEDO AL v F ETEFMICRELEE LTV, TOEF % HE)
BNy NT—27 EOMD AL v FIRETEET, VIPZMHEH L72WGA. VLANIZEET %
BFWEMD AL v FICHEETE LA, VIPIL, 1 BDOAAL v F TIHTONFHN VIP 24
LTRAASLCHNDOD AL » FITEE SNDEE TEMEST 2 Lo ITRFFSTWES, VLAN
T AR AT DEEDOEHNE— KA A VNDAA »F ECRIFFICRET HEBREDY
A, VIP 3@ L CWEH A, VLAN T — X R— 2D REENE T ET,

VTP O EDFEMIZ W TIX,  [Configure VLAN Trunk Protocol (VIP)] Z &ML TL 72& 0,

IEEE 802.1x h— FARA— X DEBEEDERTE

IEEE 802.1x R — h N—ZADFFEIL, RERTASA A (VW FV W B kD% FU—2 7
TR AEHIET DIZOICT A RATHESNE T, T3 AT, BEERHRSA VA F—L &
NTNEEY 2—UZESNT, =¥, A vTF, BLOT 7 BAKRA v N OEREEMAS
DEDLZENTEET, A v TFHEEIX, MARBAL vF R— MNETITAA v F R— Mt
ETTITAED2a—LOWNTANI LRt SN E T, ZOMREIZ, 77 EBEAR—-FE T
VI R— MO EY R — M LET, 802X A — FX—ZFEFEDFEMIZ OV TIE,  [Configuring
IEEE 802.1X Port-Based Authentication Guide] ZZ&M L T 72 &0y,

AN ) — A raILDERTE

ANR=y 7y ) —7nm hajn (STP) 1%, vy NUV—7NONL—T%[allE L 72N b2 % T E
b 210D A2V v 7EB# T harTH, LAY2A4—YFy F 3y NU—ZDEH
REMEZEHLTAHI20E, ED2O0DAT—2a B THLT 7T 47 RA%B1DICTHLERD
NFET, TURRAT—va U BICEBROT 7T 47 NARSDE, Fy NT—TIZ—T0
EUCET, CON—TNRxy NT—JIZ8AETDHE, TV FRT—va A vyE—URNEE
LCEET DRSNSV £7, £/, AAM vy TFLEBEOLA V24 F—T 2 A ADT R
AT =332 MACT RV ARAZZERTLAREMENHTE ET, 20X IR L - T, *v
N —7 BARZEILRD £9, A= 7Y —0@ELERNTHY, = RAT—va v
fIc, H— LANJzﬁ‘% Y NZERENTWDA D, HE e A BB A A »F FLAN
IR SN CWA DN ERNT 52 LIXTEEREA,

STPiX, A= TV Y —TNIY XLEFEHL, A= 7YU—0— & UTILESEST
Iy NT—=THNDAAL v FHIOBRINLET, ANR= IV —=TANIAY XML, TIT 47
FRBE Y TOR— FDOEFNZESNTER— MIEREZHIV B THZ LiIZEY, A vTF N
A¥23xy hU—2 ECHRBEOLV—T 7V — NZZH N LET,

e Jb—h A=V — MARE UICK L GEEINAERER— b
T B AL VvF RFLAN BEZ A2 Mok U TRIE SN AHEEER—

R A= TV —DN— b TV OADRERARE BT ey 7 R— b
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=Yy FRLyFR—+ |
B x<-rrvu—Torarons

Ny I T T =T Ry a7 4 Xal—ardy7ayl Rm—h

TRTOR— EPRER— NOFEIET IR 7T v TR — FOEENZTHDL LI AL v F
TV —FAAL v FTT, D EH1OOFR— MIREIDBEINTND AL v T iE, FEEA
AvFEEWRLET, TET—F RXRAFAR= 7YY =L o T, EHIZAZ g (7
oy &) AT—hIENET, A=YV —Dx%y N —7 B A R T T —0
AL EZIDNEAARFEET AR, A = /7/)~77/1/:r)7\lm:7\/\%/7/
V— FRaYEFHFHEL, AX RN, RNRET 7T 4712 LET, AL v Tk, I
Vyy 7Fabharsy—% 2=y L (BPDU) LMEINDLANR= TV — T L — 5K m
LET, AA v FIXIDOT7L—LEHEHEELEEAD, ZOT7L—2EFHLTL—771J— X
AxFEELE T, BPDUIZIE, EERAAL v TFBLRZOR— MIONWT, A vy FEBIW
MACT RVA, AL v F T34 FVT 4, K=t TT7A4 4V T 4, /XA 2R N EOREH
BEENET, A=Y )3 ZoFEFREFRA LT, A/ vF KRy hU—7HOA— b
AL v FBIONL—F R—FE2RBEL., SHIZ, FAA v F R EITAL ONL—F R—FE
JOBER—FE2®RELET,

AA S TFD2ODR— RNV —TD—ENZ o> TWBEE, AR TV ) —R—hk 774
FVT 4 ERA TR RNOREMIZEST, EHLLDOR— 2T+ T—F 47 AT — MNMIT
Hh, EbbaTnyx ol AT — MITAPBRHESNET, A=Y —R—F 7
FAF VT 4EIX, Fy hU—7 bR PICBITDER—MOMEE EHIZ, T 7 4 v Jlnk
BT AR OMNENENZTEUITHINERELET, SR I X MDEIL, AT 4 T DOH
ErRLET,

STP D% EIZRT DFEMIC AW TR, ROV 7 2B L TL 72 &,

http://www.cisco.com/c/en/us/td/docs/routers/access/interfaces/NIM/software/configuration/guide/4
8PortGENIM. html#pgfld-1079138

Bl 2AR= 7YY — Fa haLORE

RIZ, FHEY P A—HF XY h AL F—T 2 A ADANR= TV Y —R—k T4
VT 4 OREOHIZRLET, V—TMBELGE. AX=07Y U —EFR—h
TIAFVT 4 B FHLT, 74V =T 4T AT —MNITDHA X —T = Ak
WLET,

Router# configure terminal

Router (config) # interface FastEthernet 0/0/1

Router (config-if) # spanning-tree vlan 1 port-priority 64
Router (config-if) # end

EHEY N A=Y XY P AL F—T 2 ZADANN= Y —R_R— K 2R NEEHE

féﬁﬁ@m%rbifow—7ﬂﬁibt%9\Xﬂ%/ﬁ/) IX= 2 EEH
LT, 74T —=TFT AT AT = MIT A F—T = A& BIRLET,
Router#configure terminal

Router (config) # interface FastEthernet 0/0/1

Router (config-if) # spanning-tree cost 18
Router (config-if) # end

VLAN10 DTV v T4 F VT 4% 337N ITHRET DHHE L ET,

Router# configure terminal
Router (config)# spanning-tree vlan 10 priority 33792
Router (config) # end
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mac 7 kLR F—Ingnzz [

VLAN 10 @ hello % A L% TRIZERET 2%~ LET, hello # A AlF/b—k A1 >
FMar74Xalb—vary Ayvke—UEAERT LB T,
Router# configure terminal

Router (config) # spanning-tree vlan 10 hello-time 7
Router (config) # end

LR IE R M 2 BT 20 2R L3, IRBERFIT, A= 7 Y ) —F—=
T AT = FBIOV A= T AT = b7 4 V=T 47 AT — MNIBATT L%
T, A H—T = A ANFHET 5K T,

Router# configure terminal

Router (config) # spanning-tree vlan 10 forward-time 21

Router (config) # end

AR=Z TN —=DRRTE—=V 0 T A Z—NVOREDHZRLET, RKT—
VI HEANT, BREERITIAETICAS v IFNAR= TV Y — a7 X
L—=vay A=Y a2 EETICHET 5T,

Router# configure terminal

Router (config) # spanning-tree vlan 20 max-age 36

Router (config) # end

AA v FHVLANIO DV— b 7V vV LTHREL, *v NI —7 OEKEE 4 1T
ET DB 2R LET,

Router# configure terminal

Router (config) # spanning-tree vlan 10 root primary diameter 4
Router (config) # exit

MAC 7 FLR T—JILIZEDERE

MAC 7 RV A 7= WZiE, AL v TFNR— DO T 7 4 v 7ERIEHT 57 KL ARG
WRFENTNWET, ZOT7 FLA T—TIEEERINTZTXTOMACT LA, 10F
TPIFBEEOR— MRS L TWET, TRLVRA T—TMIEENDLT RV A XA 712iE, &
DHLONRHY £,
e HAFIv I T RLR AL v FRFEEL, HINW R RoRATRr y S b ik
EIEMACT RLVA, ==V 7 A4 AFREEZHEM LT, 7—7ANTHEHI LT
T RUVAEAAL v FORRFET O A ERLET,

cAZT 4w T FLZ FEyTAN S, BIRONIZZRGT, AL vFD Uty MRRZH
HEINZNZ=Xry AN T LA,

7 RUVATFT—T NI, SBHEMACT RL A, ®t&T 5 VLAN ({42 LAN) ID, 7 R L & Tkt
AT bR — b, BEXOXA T (RET 4 v 7 FREFIEAFIv 7)) DY ARTT,

X 2T MACT RLADEFME, 2AX%T 47 = MY DOERL, %27 MAC 7 RL 2
KEOBE, =— 2 T ZA LOBEOFNCHONTIE, ] : MAC T RL R F— 7 LE]
FERLTLSIEE N,

MAC 7 RV A T =7 )VOEIEOKEIZET 23 VT, kDY > 7 2B L TLEE
A
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http://www.cisco.com/c/en/us/td/docs/routers/access/interfaces/software/feature/guide/geshwic
cfg.html#wp1048223

il : MAC 7 RL A 55— 7 )LERE
WIZ, MACT RLVA T—TINIAZT 4 v =2 b B{ERT 5012~ LET,

Router# configure terminal

Router (config) # mac address-table static 0002.0003.0004 interface FastEthernet 0/0/1
vlan 3

Router (config) # end

WRIZ, ==V T FA~—%RETHHERLET,

Router#configure terminal
Router (config) # mac address-table aging-time 300
Router (config) # end

RAXT4vFEFaT7MACT FL X

ZAUZ IRII01 IZIEETHERE T 23, IOS-XE IZIZ LIESH L Fim bl EnTWE LT,

AT A4 HF—= T == T oA RX—TNT DL, FATIVvIMACT FLAZ AT 4 vF—
T 2T MACT RLRAIZEHLL CHEITa Ly 74X a2 b—r g 0BT K504 2 —
T A RAERECTEET, AV F—T A RIAT 4 vF T ==V TRA R —T VIR DA
FELELOEGD, TXTOLAFTIv7 ¥F 2T MACT RLAZAT 4 v ¥ —tFa
TMACT FLRICEBLES, T R_RTCORAT 4 vF—&F27 MACT FLRFFE T
T4 Xalb—valBEnET,

AT 4 X —TFa2T MACT RLAZ, 207 4Fa2lb—ary 7740 (AL vFNH
EESNAT-ONHEHENDIAE— T vy ar74Xal—3iay) |2, BRI S
NEFA, AT 4YF—EF2TMACT RLZAZ a7 4 Xal—3 gy 77 A VIEE
THE, AL T OHEEFIZA L —T 2 AXINOLEFHFORFEETILERNH D A,
AT 4 yF ExF 2T T RLVRZREFELZ2VGE, 7 FLATRbVET,

AAYFR—bTFSATDETE

Cisco IR1101 X H AR — KL TWDH DX, 7—H/L SPAN D&, DK 12D SPANtE v 3
VTCY, R—FZ2@lBT2%ry NU—2 bT 7 4 v 7 BT HIC1E. SPANZEH LT, &
DAL v F EORIDOR— b, F£7FFry hT—7 THIAFRLEOMDE=H T4 Z2H L
UFEFXF2 VT 4 TS AR I TWBRIDAAL vF EOFR— NI, VTF7 74 v 7 D=
E— %65 LET, SPAN |TEFeAR— b ETRAE, ¥ME, FREFEZEINLEINT 747
AR —MIavr— (I7—V 7)) LT, rLEd, SPANIFREITLHA—F EOXRy b
T—2 NI 7497 DAL v F U TR ELEE A, 580648 — ML SPAN BEHICT 5 3
& £9, SPAN £721Z RSPAN & v ¥ a NIMER N T 7 4 v 7 U, sidedR— R b
TAv I EZELEVEELED T2 81350 T8 A,

SPAN ZfEHA L CE=HX TEDHDIE, BREILXR— D E2HAVTDE VT 7 4 v 7 F2ITEE LI
HADTAERNT 7 4007770 TT, BETINN—T 4 T EINT- N T T4 7T =HTEFE
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pva i 16MP 22—~

Bh, 21X BEEN I 74 v 7 =X L TWHIGA. %@%ﬁﬁﬂ%w%?47ﬁéﬂ
TWAB NI 74 73T TEFERA, 2L, BELTZEL, MORELIINV—T 4
TEINDNT T4 v 7%, FE=HTEFET,

AA v F RR—F TFF7A4Y% (SPAN) v a VOREFIECHOWTIE, (RO Web V) 7
EBRBLTLLEE N,

http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/15-0_2 se/configuration/
guide/scg3750/swspan.html

5] : SPAN DO E

XHEY hA—V Ry NEETLA L E—T oA ADLORFTFEM N T T 4 v I =X
THEIITSPAN By v a v ERET D HEOHZRLET,

Router# configure terminal
Router (config) # monitor session 1 source FastEthernet 0/0/1
Router (config) # end

ey b A=Y Ry hA VX —T x4 A% SPANE Y v a O3t s LTHRET D
HEOHI R LET,
Router# configure terminal

Router (config) # monitor session 1 destination FastEthernet 0/0/1
Router (config) # end

SPANE > 2 1 ®DSPANKEILE LTOFXFHE Y b A —F x> F&HIBRT 2 7k
DOl R L ET,
Router# configure terminal

Router (config) # no monitor session 1 source FastEthernet 0/0/1
Router (config) # end

IPva BIGMP X X—FE 4

IGMP AX—E > 7I2E D, AL v FTIGMP /N7y hEFERRZD . 7y hORNFIZHE SN
THRIEEARE LT TEEF, IGMP £721XIGMP A X —E 7 7 =) 75D IGMP 7 =
U—%ZETH5H 7Ry hT, IGMP AX—VE U 72T 5 L9, A v FA2RETEE
'ﬁI@HXX%Eyﬁﬁ\mwvw?%kxkF?74y7%§ﬁ¢éfﬁﬁt?i%@F
T4 T ETAFTI v ZIEETELOIC, VA VP2LANAR—hEFETHI EITLD,
LAY 2 TIPVA~ILF XY AN T 747 Z8H LE9,

LAY2AL v TFIXIGMP AX—E L 7 HFEHLT, LA V24 ¥ —7 A RAEBITHEE
L. ¥VFFXY AL T T4 9 I BNIP~ILFFx AN TS REHIGAT Sz A v Z—
T2 AIDIHEEEIND LI TDHZ LWL ST, VFFXFY AN T T 407 DT7Ty
T4 EHIRTCEET, AR T LB, IGMPAX—E L 7 OYAIL, LANAA vFT
KA RNENL—HBDIGMP f5iEEZAX—E 7L, wVFFx A T A—FL AN R—h
PERTAMLENRHY ET, FFEOYLTXx A N FL—FZONT, KA NS IGMP
R— b E2ZFELIEAAL v T, FAMDOKR— I\%ﬁ%ixmi@T TNy NVIGEMLET, &
A N5 IGMP Leave Group A v E— V225 L72GA1E, 7—7 /v = FUMBHRA b AR—
%%W%Liﬁo7”?%¥XF7?47/%#%KNP%/A%V/7VT%F% L
RS TEHEITH, A v FIE= M) ZEHBICHIBR L ¥, 2 OBREOFEMIZ DWW TIL,
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[Cisco 4G LTE-Advanced Configuration | D (% [Cellular Pluggable Interface Module Configuration

Guidel] EWOBLWHN. L7 A FICEE#ZONE LT, TDHA FiZid, Cisco Cellular
PIM OERICBET 5 & 6P A RFIERPEENTWVET,

|

BEE IO NTNEVa—UTIRy hAU Y TRRETIEIH D T A, FTLWVEY 22—V ZEY 177~
Bli—4F %) a— RTH30LERHD 7,

« ESR6300 T P-5GS6-GL I H T NEY 2 —LDOHHR—F (179 =2—)
LTE 75 H 7 INEY 2 — /L TO Galileo MAR— k(179 =—7)

ESR6300 TD P-5GS6-GL 7S5 HJILED 2 — )LD Y KR— F

P-5GS6-GL 7' 7 7 /VE Y 2 —/LOHF R — MM, ESR6300 TH LD IoT L— % L [FFRIZHERE
F7, IOV TIX, [5G Sub-6 GHz Pluggable Interface Module) 33 & O¢ [Cellular Pluggable
Interface Module Configuration Guide] #ZH L T 72 &0,

ITE 7S5 A TILED 1—)LTOD Galileo 71— k

Cisco IOS XE 17.11.1a AR TIE, AR —=hFSHTVD GNSS 2 XK L—3 5 (L GPS DA T
L7, 20U U —ATIE, Galileo D R— FPEASHTWET,

\)

GE) —FElCAICTEAa AT L—3 g3 1 7T,

HLWa v AT L —2 g A R— T ADIEHTELE LWCLIA T a v Bdh o F
7,
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LS —TSHINAVE—TIA R ESa—LEEACE |

B uvess50E 02— Galileo #K—

aAvIJ4¥Xal—varavwy kR

config# controller cellular <slot/port>
(config-controller) # <no> lte gps constellation <gps | galileo | gnss >

Bl

(config-controller) #lte gps constellation ?
galileo select Galileo as active constellation
gps select GPS as active constellation
gnss select multiple GNSS as active constellation

\}

GE) T 74/ FEEIL gps T— KT,

2O CLI @3 L galileo 38 X W gnss 473 = 1%, Galileo 3 L OMEH/[RIFF GNSS (GPS +
Galileo 72 F) #ZFNEFNRETH-DIHEHEINET,

GPSFREZ NI T HHE1E, GPSE— FREL —HTHa A7 b—ra URARESIRTWY
RN L RERLTLIEEY, RICHZRLET,

config# controller Cellular 0/1/0

(config-controller)# no lte gps constellation gps

= I VA NNE S

WIZ, BUHED GNSS T A7 L— 3 U % Galileo & L CERRT D127 LET,

#show cellular 0/1/0 gps detail

GPS Feature = enabled

GPS Mode Configured = standalone

Current Constellation Configured = galileo | gps | gnss
GPS Port Selected = Dedicated GPS port

GPS Status = GPS acquiring

REZERLTZHEIE. V=X 2BESTLI0ERHY 7,

FEAMIZ DU, [Cellular Pluggable Interface Module Configuration Guidel] # &M LT 72X
AN
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P-LTE 450 O Y 7R— k

« P-LTE-450 OH¥ R — k(181 =—°)
« BftE— R TP P-LTE-450 ODHF— (182 ~<—)
« SDWAN/vManage # " L 7= P-LTE-450 ®H¥ KR — k(182 ~X—)

P-LTE-450 DY 7R—

P-LTE-450 |2 450MHz 77 = U 4 LTEPIM TH v, EIZI—1 v B L UNZ Oftho it 5o Hidek
DNHIEBINZ Ko THEFF SN OB IFE, AL, BIXOERERAN VT TANT I T ¥ &%t
G L7 LTE Do — A — 25 LET, BYa—/bid, LTE450MHz %> N T —27 D/
K31 BLOR2DHEYFR—KLET,

N

GE) 2 HF—<oaT 2K EBELT, TV — T R allB L Ch A P-LTE450 & L TEL X
NTHWET, Z0OFY2—/Uidintelliport |2 & » TFFB L OHES TR Y . IPS-701 & T
NTWET, MHFOAFIN~Y= 2T IR INET,

B D LTE €Y 2 —/L &350 [ 10S-XE 77 v b7 4 — L@ P-LTE-450MHz (2 L T <
ONDOIERDH Y £, TOERMERT, RO LBV TT,

cIP RAAN—|T, BNANT—A 2 BZ—T A ZATIIRLSFHAEY F A —Y Ry b A &—
T2 A ATETEND

e "I TNV a—T 4T av s RNiE, Y= KK X—=FT 4 —FU=2T7DWeb A F—T =
AADLDEITIND

ROV TIE,  [Cellular Pluggable Interface Module Configuration Guidel] ZZ ML T 72 &
AN

MO\ T, TLTE 450MHz Alliance] Z&MR L TL 72 &0,
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P-LTE 450 D4 K— + |
. B##E— KT P-LTE-450 DY 7R—

BiEE— KTO P-LTE-450 O H R—

TOVY—RATlE, BV a— L EDOBEIINERO VA VIERERET A2 HODF— R3E A
EINTWET, KO CLI THEATH2—9—% &/ XATU— KX, P-LTE-450 ¥ = —/VIZfHE
DAT v H—F YUK IS TV ET,

|

BE PLTEAS0 NT A—FREEZFATT HENS, 2= P —H LRV — FERETLLENDH Y £
R

=1 —]

axX
R ® Config E— N TORELBEIDO L E T,

interface GigabitEthernet 0/1/0
1te450 credential username username password password

EXEC E— F&fEHT 5556 -

hw-module subslot 0/1 1lte450 set-info username username password password [encrypt]

\}

GE) Zoavwr REF{TT% &, bootflash:lted50.info & W5 7 7 A ABERESNET, D774
JUITHIRR LW TL 72 &,

SDWAN/vManage % 4t L 7= P-LTE-450 ) H7K—

P-LTE-450 /X 450MHz %77 = U 4LTEPIM T&h ¥, EIZF—n1 v 8 L Z OO 5o sk
DAHIFEBNC K> THEFFS LD B H¥E, AL e, BIXOEERAN VT TAN T I T v &%t
Gl LIZLTE Da— R — 22k LES, £ 2—/Li, LTE450MHz % v U —27 D/
K31 BLOR2DHEYFR—KLET,

P-LTE-450 OH 7R — K&, IOSXE 17.12.1a THEAINE L7, 2DV U —ZTiX, SDWAN
/vManage % I L 7= P-LTE-450 O R — F3SEA I TOET,

FEBIELGINEIER
SDWAN/vManage % {# ] L 7= P-LTE-450 O IR FEIHITR D L 50 T,
« 7T 4=V Y7L L TODP-LTE-450 TIXPNP IV A — FSINEHA,
« P-LTE-450 /37 A — X & EIX, CLIT 7 L— hTOHAYHR— SN ET,

* vManage # 41" L7z P-LTE-450 D1 7 A U@ EIL. 20U U =X TIEHAR— STy
FH A, vManage20.16 UV U — A TH AR — ]\éﬁ’LiTo
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| P-LTE450 >4 HR—
SDWAN/vManage % 4t L 7= P-LTE-450 O+ 7K — [

Z DD E R

SDWAN/vManage DZ DD KF¥ = A 2 ME, ROY 7 b AFTEET,
» User Documentation for Cisco IOS XE Catalyst SD-WAN Release 17 [J55]
* Cisco Catalyst SD-WAN

» Cisco SD-WAN D ¥ 78— ke
« Cisco vManage £ =% — D3

» Cisco SD-WAN Manager % L7z SD /V—F 4 ' 7T /34 ADEE
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/config/ios-xe-sdwan17.html
https://www.cisco.com/site/us/en/solutions/networking/sdwan/index.html#tabs-36b1cf8e54-item-19e4430a53-tab
https://www.cisco.com/c/en/us/support/routers/sd-wan/series.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/vmanage-monitor-overview.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/managing-the-device-using-vmanage.html

P-LTE 450 D4 R— k|
Bl sowaniManage %t L 1= P-LTE-450 (047K — ~
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LoRaWAN vy FJ)—O THOOUSABIY
KT /8 ADYHR— bk

e LoRaWAN %> NU—27 TH IV T AB Y RFNL ZADOHR—F (185 =—)

LoRaWAN=R Y FT—J TDY S ABIT Y T/ L ADY
R— bk

IR1101 R°IR1800 72 KD A AN — X 21X, 7 TAB TV RTF AL A& KR— T 5
Common Packet Forwarder (CPF) 35 & U Long-Range Wide-Area Network (LoRaWAN) 7'm k=
NABE—=T oA AEY2—/L (PIM) PEHENTOET,

LoRaWAN {RERB L ONEE ¥ —72 £, LoRaWAN X v hU—27 T/ T ABE— R& ¥ KR—
BT RTFNRAL L, YA TAY VRS = Ny oA DORELR SN —a %25
ETExd, Thbob—aickv, =2 FFAS X ping A1 v b TN ZE Y 4
VRUERE, Ry NT—I R RTARAL RE T ) T =2 RETEDH LR
£7

FEAMZOWTIE. TLoRaWAN PIM Installation and Configuration] % ZHE L T 72 &0y,

)

GE) I I7ABE—RNIBTT LD, 137 7ABE— FEFIAT L2008 L a~ 2 R
HYFEEA,

£ —& LoRaWAN X v F U — 7 DB # ML 2121, IROBHESHNH - STV 5D
TEERERLET,

1. =2 FF/31 AFE7=1F LoRaWAN ® > —DEJR%Z 412 L, LoRaWAN v hU—7
H—,— (LNS) 24> HR—RKLET,

2. IR1101 3 LV IR1800 (Z LoRaWAN PIM ##f A L. LoRaWAN PIM Z & & L £,
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https://www.cisco.com/c/en/us/td/docs/routers/IIoT/lpwa-pim/b-cisco-lorawan-pluggable-interface-module/m-installing-the-pluggable-module.html
https://www.cisco.com/c/en/us/td/docs/routers/IIoT/lpwa-pim/b-cisco-lorawan-pluggable-interface-module/m-configuring-the-pluggable-module.html

LoRaWAN Ry b T—9 TDY SABIY KFNA DY R—+ |
B rrawan 2o FU—HTDHSRBI Y RTINS ROY K~
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MACsec & & U IPsec IS LD HR— k

e MACsec 1 LWV IPsec K5 bV R— b (187 ~X—2))
« V7 b T2 D MACsee (187 ~X—)

MACsec & & U IPsec lEE{LDHHR— ~

IR1101 @ Cisco I0S XE 17.14.1 7*% ., LAN 78— b T MACsec %, WAN 7R— b T IPsec Z % /&
LT, EHEOSWRN T 74 v 7 2 R#ETEET, ZONT 7 4 v 7 IXDARMNHOLBENL £
7, IR1101 /b— % X DA @8k L, LA ¥ 2 T MACsec K55t ZfEH L, LTE £721%
WAN /R— F &4 L CIPsec b v RN ZERTE DXL ICLET,

)

G¥) v A @, IR1101 @ should secure MACsec E— RO L EZ YR —KF L TWET, ZOF—RKT
I, BEX a7 RRETHERFSILENTOWARWNT 7 4 v 7 BN ENE T,

HIFREIHE :
IR1101 iZ must secure E— K&H R —F L TWEHA,

IPsec 33 L TN MACsec DREEDFEMIZOWTIL, OB A REBRBL T EEW,
« Cisco Catalyst IR1101 iSilitAMES )V =X —2 V7 N7 = TEENA R
* Security and VPN Configuration Guide, Cisco I0S XE 17.X

VI, xx7IZ& % MACsec

M=

BEAF D3 TP Cisco IOS XE N—AD)L—HF | AA v FIX, Fkie v T v — "R LT
MACsec K2t/ 2% F4T LET, 2DV 7 7 =7 MACsec IZ. QFP ® CDAL A > 7
FANT I F v AL TR EE T LET, N— R =7 ORI L 9% & &E/
AT =B AT = RADEITHEN R D20, HEEEICW L S OHIRA A U £,
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https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b-cisco-ir1101-scg.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn.html

MACsec & & U IPsec BEE{EDHR— b |
B oy 7i25% mMacse

VY —217.10.1al%, L2 A v Z—T = A A TOHMACsec ZHR~R— h LET, MACsec &"— k
BTV EAE—RNICTOMERHY £, BH{LIFHIISVIA & —T = A4 AT{ThiLb T
B, A— MIEHSNSD VLAN ZT—ETHHIVLERHY 9, 2F0, oA F—T A
AXZ DO VLAN ZfEHTE ¥ A, ZOHIRIZ. QFPIZMAC 7T —7 MERN 2N T=OIZ4AE L
TWET,

)

GE)  MACsec TV 7 b =T 2N LTEITEINDZD, RT3 —< L AT AV HE—T A AD
FTA L= RFTEHY FHA,

\}

GE) >Rz TlE. IR1101 @ should secure MACsec E— KD HZ VR — M L TWET, ZOF— KT
W, EX a7 RRETHRE LI TWRW NI 7 4 v 7 03 S NET,

HIFREIE :
IR1101 %, mustsecure E— K& PR —F L TWEHA,

o hOBE. SVIE, BEDA v Z—7 = A AT AE®RITRL< . 737 v FAVLAN
WCEEENDMENGDZ EOHREEFB L TNET, EOR—FE2HEHTE20ERET HDIX
AA v FF v TT, MACsec Z 7 DIy MEITRT, lFEBYVZETEET, ¥E
L2 37y hb, B ERET R L TH A SET,

NETA B AENATA B ADMH B GCM-AES-128 AR — N L TWET, Z OHEEIL.
EITHONPE A A=Y TIIfEHATE £H A,

MACsec 7’2 k =/L}%. IEEE802.1AE CEHZINTWVET,

HEEDHIFIEIE
*MACsec 12, 2DV Y —2ADar bo—7F— TP R—FSNTHEEA,
* MACsec 1 ' #—7 = A AIZIE—E D VLAN ID BALE T,
« ZOHAY U —ATlE, gem-aes-128 DAHNHR— I TWET,

o AMAITIE. BIAME X OYEB SRR 7 SCL O N FR— K & TWwWEF, IR1101 (T=
VRV RT ATV, BRI SCL Ny bR EEE LET,

« IR1101 13N A 7y b2V AR— ML TWHEREA,
s ZOWHIDY Y —ATIX, TZEMEOH] DY HR—FINTWHWEEA,

e gem-aes-128 DA, FL— Ny B EHER LT, B bS8y MTIiTRER KR 32 8
A4 "B ENET, 20D, MTUE Y v 7 v 7id, IELEETA720H1232 238
THLENRDY 7,

* MACsec ¥ —IZ MKA TV 2 — VX o TEHINET, TDOT /A ATlE, MKA 2
MACsec ¥—% X I T— F T D57 OICEFHNFT—NLETT,
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| MACsec # & U IPsec 5 S{EDHR— +
V7 bz 7izk s MAcsee [

*MIB O% R — KNIHD EFHA,

cIPF A AT wXLS (IPDT) 1T, A M &AL v FRID MACsee 3% E T R— b
SNFEH AL
EpER=

FIZOWTIEL, REZHL T ZE 0,
* MACsec and the MACsec Key Agreement (MKA) Protocol

=111}

* MACSEC and MKA Configuration Guide, Cisco IOS XE 17

MKA &% 5E 0 15
OBl BT IZE0,

conf t
aaa new-model
mka policy pl
key-server priority 1
macsec-cipher-suite gcm-aes-128
sak-rekey interval 3600
end
conf t
key chain cakl macsec
key 414243
cryptographic-algorithm aes-128-cmac
key-string 0 12345678901234567890123456789012
lifetime local 00:00:00 29 November 2021 infinite
end
conf t
int fa 0/0/2
switchport mode access
switchport access vlan 77
mtu 1532
mka policy pl
mka pre-shared-key key-chain cakl
macsec network-link
macsec replay-protection window-size 128
end

= I VR NNE 35S
cpp_cp WHbHEH AR R L E T,

show platform hardware cpp active feature soft-macsec server tx [dp] [item]
show platform hardware cpp active feature soft-macsec server rx [dp] [item]
show platform hardware cpp active feature soft-macsec server control [dp] [item]

ZF DD show =2~ K :

show macsec summary
show macsec status int fa 0/0/2
show macsec statistics int fa 0/0/2A

et o U7

Clear macsec statis int fa 0/0/2
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https://www.cisco.com/c/en/us/td/docs/switches/lan/cisco_ie3X00/software/17_3/b_security_17-3_iot_switch_cg/m-macsec-protocol.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/macsec/configuration/xe-17/macsec-xe-17-book.html

MACsec & & U IPsec BEE{EDHR— b |
B oy 7i25% mMacse

TR raATUR
Ty ZHIZI0MKA X7 > a2 LET,

test platform software smacsec mka-ingress
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X25 over TCP DY HR— ~

¢ X25 over TCP (XOT) OHR— K (191 ~<—3)

X25 over TCP (XOT) DY H— k

X250F, Ny NAAL v TF T OIA R TRy hU—2 (WAN) (ZE89 % ITU fZHET
T, ZHE. VIV TN U H—T 2 AN LTBEERTHEASNTOET, IP Xy b
U— 7 ICEEMWZ L TWET, X25 #ktiE, Telnet/SSH & [FlEkD PAD #5#5c 2 1 L CHENL
TEFET, IR1101 V—HZiE, X25 DHEREN Y AR — F N TWRWIERIEAT U TvA > & —
T2 AN ODOREH I TWET, 7272 L. TCPover X25 (XOT) HEBEZf#H L T X25
Ty UTNAALWET DI EEARETT, XOT 2T L, X25 v ¥F /34 A~DPAD
Pie BN T E9, . X285y hOSEISERARTA—FEERESTL LT, T
TNV NELII A A R ENTZ T T 7 ANET T ATNA—FIZEY) Y THZ LR TE
£7,

I0S-XE @ XOT OFHIZOWTIE, RESHBL T EE W,

['Wide-Area Networking Configuration Guide: X.25 and LAPB, Cisco 10S XE/]
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/wan_smxl/configuration/xe-16-10/wan_smxl_xe16_10_book/wan-x25otcp-pro.html

X25 over TCP DY K— |
B xzsoverter xon) o4R—
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USB 7 U & X HI{EID B E

Tl

*USB 7 7 B AEBEIIHNNIT D004 3 (193 =)

USB 7V EREEMNFEIFEMZTH=HDA T a3y

USB77 v aRI9A4T7F. A A=Y, a7 4FXal—ay T4, OO T7 74
IVERARET D - ORI Z 5 A L — U2t Lk, 7277 L, USBAR— MIITETE

R ExX2 T 4 VAT THDHERRENTWET, USBT Vv A& AR £ I3 ERNT T 58
EENBMENE LT,
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USB 77 Rl E®E |
B vssroexsamzEramnyso0rToa
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Cisco Network Plugand Play T—> = > k

ZOFEF, WO THMEINTHET,

« Cisco Network Plug and Play =— " = > h OEIHESMA (195 =—)

» Cisco Network Plug and Play =— " = > h OHllFIHE (196 =—)

» Cisco Network Plug and Play =— " = > MZBT 21H#H (197 <—)
PP 7T BEADEXF 2V T 4 5 (212 X—2)

PP R 7 BB AETHOEF 2 VT 4 H (220 4—2)

» Cisco Network Plug and Play =—3 = > F DFRE 1L (223 ~—2)

s NTTN Y a—T 4 T ETRyF T (234 =)

« HEEEE (235 =)

« Open Plug-n-Play =— = > h DZ DMDOEEEEL (236 2—)

Cisco Network Plugand Play T—< = > FDHEHREH

« Cisco Network Plug and Play (PnP) ODJEFGFIEIL, BEERDPLE L T ORI 2D
AL > THRRY F7,

« PnP #EET AFNC, DHCP Y — B 7 at 25, 721 RAA 2 —28%—3 (DNS)
BE7T B2 AONWTNLOBRBA T =X L RBELET,

« PnP % BB 9 D HijlZ DHCP H— 3F 721X DNS — 2R EL 7,
PPV — "R PnP=—V 2 FEHETCETAZ MR LET,

» Cisco Network PnP =— = > h 23 PnP — R L TWAH Z & 2R LE T, Cisco
Network PnP =— = & MIH—NIT ping TELMENRH Y £,

PnP=—xr ME, EOERICONWTHZ—F I LT vy VEFEET H LD PP ¥ —
NIZRDFET, Cisco TlX, HTTPSecure (HTTPS) o b /L ffHZHEE L TV E9,
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Cisco Network Plugand Play T—> = > + |

. Cisco Network Plug and Play T— > = > F D#I#E1E

A\

6=

s ZMDFH A RTiL, Cisco Network Plug and Play & PnP &5 HEEIZXBIIZR S FEHINTE

. TXTELCEKRTT,

c ZDOHA RTIE, PoaP=—y = b, ==V b, BIXOEBHz—Y2 FEWOH
RIS FERENTEY, 9 XTHRUEKRTT,

« ZDHA RTIE, PaP¥—r30 H—30 BROERS— &5 HEEEIXA R <A S

TkH., ¥XCTRLE%RTT,

Cisco Network Plugand Play T— > = > FDHIFIEIE

Cisco Network Plug and Play (PnP) ——3 = M, ¥ —/3 L ® HTTP & HTTPS h T > &
W= F_N—2DEEZRELET,

 BEAL A A— VB R— R IR TS Ty F 74— AT, HTTPS 2 H74 %

ZEIFTEERA (o, B ERHEOA A—UREH I TWLIEEL, BEXaT Y
v bl A% (SSL) 7'm k =2/LX° Transport Layer Security (TLS) 7'v ha/L&fiH L E
wTA)

FE VLAN 1 %7€ - 7 7 # /L b Tl&. Cisco Network Plug and Play /X, VLAN 1 Zf#H L CT7F
NAAZEYHR—FLET, 1O VLAN ZEAT 212, BET27 vy 72 M) — 47
WA ATHR—=FRREDOY V—=ZARNFITINTWRITIRY FHA, £, 20T v
A N U—LT A AT pnpstartup-vlanx 7' 17—/ 3L CLI 2~ > K& E LT, LA Plug
andPlay 73 AZZDCLI =7 v 2T H0ERHY T, BETHT7 v 7 A RY — A
TNAATZDaA~y REFATLIZHE, £OT v 7 A K —2A 7731 A TiX VLAN 2
U=y TOERIIITONET A, 7272 L, LARE® Plugand Play 7 /34 X EOFXTO
TITAT AV E—T A AT, MEESNTZ VLANIZERINE T, ZOHA KT
I —F EAL T OWFITHEE LET,

GE)

PNP ut AT 77— 0T T 7L —REETTHL XTI, L—F O, A —

CHEHIRL T, MiEoTA A=V N — RSN NWEIICTE2Z a0 L £,
ZEHNZ DWW TIE, CSCwd68868 #B R L TL 72 &0,
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd68868

I Cisco Network Plug and Play T—2 = > b
Cisco Network Plug and Play T— < = & M2 5154k .

Cisco Network Plugand Play T— > = > M 289 1%k

Cisco Network Plug and Play R ') 2 —> 3 >

Cisco Network PnP =— "= > ML, CiscoNetwork PlugandPlay /' U = —3/ 3 SIZEFN TV E
9, AT FED Network PlugandPlay (PnP) J&FAY U = —3 3 U TlIU 4 A Lo FOBEEN
PR—FEINTEY, PlP=—Y = b, PP V=, BLIOZOMDOa L R—xv b3 EF
NTWET, Y R2aDTF \( ZDEHFELINER T vt X%, X X7 BEEORORERM%Z

AEMEL 2T,
TR ADGEF v BT — 7 AT S
T AREERIFT D

VTR T BIOT =AU =T DA A=V ERETD

s TAR UV AEEIETD

cBARAT VTN Ty A NVERGETD

=N I LTy E TR EYa ST 5

 HABHED A XY MZOWTHOFI L AT KZEAT 5
MFMSNIREMICE Y, a2 b L BHES PRSI, BHOEE L tx =) 7 AW ELE
R

Cisco Network Plug and Play (PnP) —— = M, Cisco IOS F721% I0S-XE 7 /34 A THAT
SNTWDBY 7 =TTV r—9TY, PnP=—Y = b & PP BV — N, 555
DPPHIRVERY—EZXERUE L ET, 751 RTERMCEREZEATLHE, PnP=—T
YETREBEANT AN ALY = VIAF = T v T ar7 4 FXal—v g rRoa—F AN
LCREIL, PoP H— D7 RL2AZBHL LS E LET, PnP =— = hMEI DHCP, KA
A v F =LY AT (DNS) o FXEFHL T, PPV —OHMDIPT KL ARG L E
T P0P=—T = FBIPT RLAZEFICEGT 2 &, h— "L DRWIBOM ML A ¥ 3
e E L, Y=\ bD R v — VL ET, PAP Y —NT TV r— 3 d, T
ACEITENDERES —EREFERTHA v E—VE -T2 MIEFELET,

PnP =— = MI, BEFOY ) a—Ya v zReEs—Tcr MIEA L, BUEO Y U 2 —
Ta AR TAEZBINLET, PoP=—V 2 FOFERBMITIRD LB T,

T RTCOREY TV AT —E L= Day 1 BBV Y 2—v 3 V&5,
EFO YV a—a VERET DO OFEREZBINT 5,

*Day2 DEHT7 L — AU —2 % EIIREBLOA A—VOT v 77 L— REDOBE TR
42,
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Cisco Network Plugand Play T—> = > + |
. Cisco Network Plug and Play (D #4&&

Cisco Network Plug and Play M #%gE
IZ. Cisco Network Plug and Play =—° = > h NS5 —EROMEEE R L £97,
*Day0 7— FA T w7 HE, A A=V, TABVA, BIORZEOMDT 7 1)V

* Day 2 % B : Simple Network Management Protocol (SNMP) & syslog A v E— Y DR ER X
VA A=V DT v 77 L— Rk e=2Y 7

A =T WETE AL —BEBILON— =BT IV =g VERERT D2 LR
AlhE

e =Rl —T = MHO HTTP 241 L7z XML R_X—AD A 11— K,
e X2 UT 4 EHET Y b —U o NUEORREE LR LS L EET v kL

e T F7AT U —IVERY NT—7 T RLUAEH (NAT) OBFRIZHDT /A ADRERLE
B

161 BEO L ZO@EYAR— b

ARV = R=ZADFAYR—F (TS 20D £/idnr—a )

« —EID (—BEOT A AID (UDI) F£7-1E MAC) IZHS<EA
cCiscoNSEZERT Ty F 74 —L&BBLTOM—Y Y a—3 3> (I0SClassic 5 Tr)
c SFEISFRBAF VA LR T —ADHHR— K

AR bR Y v F | MBERbu—F v F

Cisco Network PlugandPlay T—> = > F DY —E X & #ERE

Cisco Network Plug and Play =— = > h O —E 2 LHEEIX RO L B0 TT,
1. Backoff

2.  CLI D37

3. WEDTvTIL—K

4. TAA AER

5. 77 A/VELKL

6. AA—TDALAL—)L
7. FABLADA A h—)b
8 PnPXXUT

9. RAZUTNOFELT

10. bR B UIER
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I Cisco Network Plug and Play T—2 = > b

\)

Cisco Network Plugand Play T— < = & DY —E R & 448 .

GE)  PnPH—NF, PlP=—V 2 MCEAAN A=V DA VA RN— IV EREDT v 77 L— R —
ERBSR T ESNEZ G T a v DF v 7L Z T2 LES, Fo v 7 FANERIZE
FNTWAEE, A A—TDA VA= NTaRIFOF v 7V LAEFETHOBEDAL
A=V DF =2 7P AL LUET,

Fzv IV INRRCTHLIEE. A VA M—LNELEZT v T T L —RENDIA A—=VME, T
AATIEITENTWEHEDA A=V LFRILTT, TOVFIATIE, A A—=VDA A —
7a AIMMOEEEZ ST LERA,

F 7P EARFE L TRWES, FILWA A—=URa—hT 74 )L AT MIa—S 1,
F vV ARFEHEAINT, ERkThESNEFoyrdrtkisnEd, RUHEE
I, LA A= DA LA RN—VEIIT N, ZADFH LA A—T~DT v 77 L— Kinfi
TENET, F=v 7V LNRERB5E, 7oA F2T7—TKTLET,

Backoff

PnP 7’1 k=L (HTTP k7 o AR— K &) Z¥AR— 75 CiscolOS 7731 A TIL, PnP
T—x  FS PP B NICHERRICAEE R 2R ET 2 E R H Y £7, PaP — N,
PnP = — = NINFEITT DAY Va2 — VIERETIIRLELD PP r— B AN e WA,
#5972 no operation fEEERICE > THy MU= HIRIE & 7354 2 Y Y — 2D f7 A3V
E3NET, ZTOPWP RNy 7 A T7H—ERIZLY, PnPH— NI PP =—V = MIHEESN
TR IR L, B Ta— ARy 79 H K ICBMTEET,

CLl DETT

CiscolOS X, EXECE— R Zm— L ar74¥al— gy F—RD2o0avy RE
TE— REHR—FLTWET, EXEC 2~ FDIZEALIE, show a~vr F HHfED =
T4 X2l —vay AT —HA%FR) | dear a~v R (WA EREFA L H—T oA A
BIEE) DL, —ERYDa~wr K TT, EXECa~> Rk, T34 A% Y 7 — b4
HLEXIZIIREFEENERA, 274 Fal—TaryrET—RFNTE, 2—FRFETa 7 X
L—ya b EERTEET, REZRGET L L. Znboa~wy RET A ZAOFEEI% IR
FENET,

)

GE)

show =< ROER LINEOFEM, BIOTRTO PP RE 2~ FIZoW T, [Cisco

Network Plug and Play Agent Command Reference]] # &M L T 72 &0,

REDTYITIL—F

VAADTNA A TERITTHAMEMENRH DX EDT v 77 L— NI 2 FEH Y £3, 1 DX A
H—=hrT o a4 Xal—rar~OFLWNWary 74 X2l —rar 77, LlDat’—,
HI1IDFF T T4 Fal—Yar~DF LIy 7 4 X2l —va Ty A LDat’—
T,
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Cisco Network Plugand Play T—> = > + |
. Cisco Network Plug and Play T— S = > b DH— E R L #44E

A= T TRE~NDHF LVERET 7 A NADA—  HLWIAHRET 7 A /LT copy 2~ >
REFERALTCTZ 7 AN —INET AL RZabt—&N, 77 A NVOaIMEEHEGERT 57291
TrANT = I RETEINET, 77 ANBEDREE, TDOT7 7 AIVPAZ— R T v T
EIZat—SNET, MHRRERT « X7 BN +2I2H 25 E1E. URIORET 7 1 VD
Ny 2T o TMIATINET, 7T MRAZHEIr—RT5L FILOBRENERINET,

ETar 74 F¥alb—ar~0fFLlnaryZ s XFal—varyZ7rAOabt—  HLna
Y7 4Xalb—ar 7y AME, copy 2~ KE7-1% configurereplace =~ > R&{HEA L
TI77ANY =BT AL R Zat—SET, B— Ay I RROIZETIND L, 3
VI AF 2l =gy T A DB B — NNy T STV AT ANREZERIREEDE F
WD enBbVET, LIEB-T, 774NV Ea— L CREET v 7 7L —FT5H2 L%
B LET,

TN RIEHR

PnP=— = M, BSRISE U TTANA AL R_ Y L ZDOMOEERERE PP —N
WCHIHH T ARE R IREE L, ROSFEOT S, AT a7 7y A VERBVER—FENTWE
hd‘o

L all: HHOF A ZHWHIT (UDD |, A A= A—Fo=7, BLET 7 ALV AT A
DA LN B Y T2 a5l vy R U AR L ET,

2. filesystem : 7 7 A VAT LADLAFIEZ AT, a—T A X (34 NEfLD) | ZEBEHA
A (A NHAD) | BB T T T FEERBRT T TIRE T ANT AT ADA R
MU EHZRLET,

3. hardware : RA M4, XX —LFH|, T b T FH—24, TakwyhH AT N—F
T I EVar, AL UVAEVYA X, VO AE) YA A, R—FID, R—KIJU—2»
ID. 7urty P I EVar, I RTFL—r U EVarBLOEHRRE, "—Ru=7A
PR MUEHRAERLET,

4. image : N—V 3 VLTFH|, A A—TH, T— FEEK, rommon ~DEIFEE, 7 — e —
R, ar74F¥al—ray LYURZ RET— MO 7 4 Falb—var b
VAL BROar T4 Fab—va L EHRE A A=V AU MU FHREAIKRL E
T, N—=Ta VFH, A A—T%, T — FEH. rommon ~DEIFHEMB, T—hr—%
., ar74FXalb—rary LYRAK RET— R gOar 7 4F¥alb—var LY
AH BIXOar 7 ¥ b—va VEKRY,

5. UDI: /% AUDI X L ¥,

774 ILERE

PP 7 7 A Y —NE, Xy NT—ZNOREBT NANA AL Tabt—T&E57 7 AV EKRA
FLET, 774N —NL, 77 A NVERANTBHEHY—/, F72EPnP Y — %KX b
TEHTNAAD—ERICTHZENTEET, PaP=—V = MM, BYED T 7 A Mzt 7o b
GNEFALT, VE—F 77 AN =N TNNA R T 7 ANV Ea—LET, T/ R
N EAbA A =D % FITLTWAEAIL, SFTP, SCP, HTTPS R E DX 2 772 7 7 A /Ui
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votyz7 Avsror7yIvL—F |}

w7e harPhrR—hInEzT, FEEEA A=V EFTTDHT A, ADOEE . PP T—
Y= v MZFTP, TFTP, HITP 2 X Ot F o7 ThVWabt™—7 o haizHR— s LET,

L A—SDA VR k=)L

AA=TA LA R—= Y —EREHEHATDE. PnPRIET /3A A2 PP — 30 HER % %2(5
LR TA A—VDT v 77 L — REFEITTEET,

AR R7AY TINA R

ALY RTaYyTNA A EOPIPE— 2 RRPAP Y — "B EREZZETHE, =—Vx
Y MEIXMLAAA v — REMT L, ZTOEREA A=V T 77 Lb— RERE L GRIIL £77,
WIZ, =— = M Imagelnstall 702 ZAZERLET, 20Tt R I, AZX KTV
AA=Y A A M= VEERE L CGHRBI S ET, PnP =— = M, Imagelnstall #— "X
WXk TERINT-T —#HEEE A L, £ % Imagelnstall h—E A2 L 77,

FDh, A A=Y A VAP —ERFTROBIEEZEITLT, LA A—TET /A R

WICIEEHEIZe— R LET,

L 774N =5 ua—ONT 4 AT A=V ab—1LET (774 T —EFR
1T, BERT PP — ANk o THRtERET)

2. bootsystem =~ RZFATL T, REIOY m— RIFZH LA A—TE2r— RT5X951Z
TNA A ERELET,

3. T A4 2%Y e —RL, PP —NZA v =V ZEELET,

PP X245

CiscoIOS X, T X THOLRAADTNA A% LV EUNZ 7 N—TbB L OENT 572012, 7
INA RZH TEE Y L CTHHBELZIRILET, PoP=—T = ME, T ATH IR EZ®R
7E L. CiscoDiscovery Protocol (CDP) ZfEH L Txy hT—2VNTH JIEREIBET HTDD
XMLV —bERZRMELET, ZOF—ERAOENIX, PnP=—T =2 MRZ ZIEREZ R L.
ZRIZIGE U CZ DI Z PnP — N2 Z LT,

bR O SR

FT7 4R T, F v FU—7 EDOFTRTDY A TDFT 734 A7 Cisco Discovery Protocol (CDP)
EEITLET, Xy NT—=THNOT A AL, CDPZN L CHEEORA N—%RHL, 71 bk
anNENLCERELEREG LEEYEEZ T — 2 _X—2C AN LET, ZOFRA N—1FRITT—
B AR—ANRIF S A, TS AR PNP =Nt L TCA T~ RCHERATEE3, —m
IR A N—IEFRIZIE, FANRN—TFT A RID, Y7 hUx=T "=V ay N—KRu=T7 7Ty
N7 4 —b, A FZ—TxA AP, BLOCDP A v —VNREZESNDIFR— IRNEENE
7

VIRDIT7 AVTFHFUVRTYITIL—F

VTR 2T AVTF AT 77 L—FK (SMU) 3HEDBEEDEERY V —RAFLDA
A=VICRT 58 F 2 Y T 4 OfPRE Gy 7 — 2T, SMU &, BT O MBI
HTDITHERR S0, FTLWEERRIZE EN TV ERF A, SMU I3V —ZBfEIC KX < 852 KIT
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. Cisco Network PlugandPlay T—2 = > b

ATy I

ATy T2

ATFvT3
ATy T4
ATy TH

ATvT6

FTZEEHVFEEAL, SMUDNR—=V g iE, T 7T L —FRTE R0 r—TVDAVy—, <
A F—, BIXOA T F o2 "= g CEERET,

ST RNT2T AT T AT TS TL— R Ry b=V A VA=V, T277 47T 5
WX, ROFINEEZFATLET,

install add <filename> =2~ > FEHH L TRy r— VY7 =7 77 A VEMRE L, TNEEEHT A
A (GEFILdisk0) ([Zae—LET, 77 AN YE— R —RITHDILEEIL, thpfpd T v a a2 L
TIT7ANET AL A Zar’ —LET,

Tr7ANNT AL AZabt —ENbE, N r—VHNOEREMHEHA LT, S — FEOEHEMEL | o
TIT 4TI TN 2T EOEBMERHERINET, Ny Fr—COREBNET SV r—var T rg
A HE—=T AR (APD) OHBMENHERENT-HAICRY . EBEOT 7T 4 bR EITENE T,

N —%T 7T 4 7T A1Ti%, ingall activate<filename> 2~ > REEHLET, 7277 10 T{L#E
WWEW AT = I RNFEITEN, YT NI 2T AT T AT v FTL—R N —IR A A h—
NENET, Va—KR VT =T AVTFHFURA T v 77 L— ROEEE., BEIAIZY o— RBBKB S
nEJ,

install commit 2~ > FEFEH L TEFEAaI v P LET,

Wy r—V%IET 75 4 763 5I121%. install deactivate <filename> =~ > R&dH L £,
IO r—2 %y NOFTFNBIET 7T 4 T r—2 %y AV BBEUITHD Z R bho 284
IZ. install rollback to committed =~ K& LT, LIgi7 727 4 71227280 r—2 vy VEFHOT
7T 4 TITTEET,

A UVAR=ILENTNEHENRA—T g U E2HIERT 511X, install remove<filename> =~ R&2FEHA L £ 7,

WIZ, VT RT2T AVTF VAT T T — R Ry —U%F S AN A =L L, Bl 56)
ZRLET,

install add <filename>
install activate <filename>
install commit

install rollback to committed
install remove <filename>

Cisco Network PlugandPlay T—> = > |+

Cisco Network Plug and Play =— = > hME, Y RAadxry hT—7 T34 2D H b, fliiF#E{b
NIRRT —X%7 7T v 2R — b T AH2LOTRTUCEFEENTWDMAIALY 7 hT =T 2
VIR—RY FTY, PnP =— = MR L. REET 2 X5 PP —/3DAHTY, PnP

T—Vxr MIET, WBEATEER PP b — OB 2R A E T, = D S TR i
SNENDE, =V NI —AREBEL, RE, A AV, TABVA, T A NVEH
EOREBRBEDOT 77 4 T 4 % FATLE T, £, TV AT AT ROFREEERA

B =T 2 A A EDH LT A AR E OGO X TORBBIEA N2 k& — 2@
LET,
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Cisco Network Plug and Play H-—/3 .

Cisco Network Plug and Play H-—/\

Cisco Network Plug and Play ¥ — 3%, AT 57 1 ZDRMIEHR (1 A= &E. 774
. BEORTAEBUR) OFBOEADOR Yy 7 /5T DRt — T, ZoHh—n
E. FEORMR Y e ha v a T 52T, fliF kSN BHY e RAE Y AR— 5T
A ALDT—=U 2 P EBELET,

2:\RIESNERY—N

Step 1:
Configure DHCP so devices
can reach Cisco APIC-EM

controller.
Step 2:- ¥
“N& Network admin pre- i
provisions devices in -:.;g- )
. Cisco Network Plug Admin
DHCP/DNSFile Server and Play application.
Step 3:
Installer instslls, cables, and
poOwWers on devices.
& [ B B I
E s
Installer /\
Step 4:
Mew devices contact
Cisco Metwork Plug and w4
Play application :
e Metwork admin can remotely -
to get provisioned. B
et monitor install status. =
Admin

PnPH— L, Av— KT+ EPCOEAT IV r—a i E@7 ¥y — 3 Neighbor
Assisted Provisioning Protocol (NAPP) & L CEIfET A PnP=—Y = | BLUNVPN S —
M2 A DEIREOMDEZ AT DT aFk A —NE@ELET,

PnPH— %, ==V x> hERIOREBES— NV HE A L v TEET, VFA LT FO—f%
B72BNE PP — 2K DY XA L7 N T, 77— MANT v T BELE NAPP YV — % L Tk
BELIERICEBEBRET AT AN, A2V XA L7 FLET, PnP B— NFEENFA FTEE

T ZOVYa—TarTiE, YAaRETL57 70 RR—ZAOREHY—EANEEETT,
ZOHE, T AIAAD Y T RR—ZAOREMY—EAZRHL GRE L, WIHEAL
FITLET, TD%, BEEORHEY—NZEOT AL AV XA L7 N TEET,

T R EOWBRITNA, Y= NFFE, KRR, TAT T 427 (AAA) Y AT A, 7rbE
VAU TVAT A, ZOMOERT TV r—2a i EOIEIERINT L AT L LER L
ij‘o

Cisco Network Plug and Play T—< = > F D EFH

WIZ, Y A3DT 73A A TO CiscoNetwork Plugand Play =— 3 = > s DB FIEZ R L £ 7,
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. Cisco Network PlugandPlay T—>2 x> DAy hDJ—% bRO D

1L PnP=—V =2 hEEATWVWD Y AIDT /N, AL PP —RCRWE b2 A7 2R
LET, 2FVD, PnP=—T =y MIEEDERE L HIZ, —EDOT A A5+ (UDI)
FIEELET,

2. TNRAADEAIZNHDLEEIL, PnP b— NIEEEREZXELET, 2, 4 A—
DA VA =)L, BEDT v L— R T,

3. PP =—V =2 MWMEEEREZIETDE, AT EFITL, FARATDAT—H A, K
INTT—INEBERINERET HERICET HI5E % PnP — N2 L ET,

Cisco Network PlugandPlay T— > FD ARy FTJ—5 kRO D

53: Cisco Network Plug and Play T—> = > FDERED Ry kJ—5 kRO

Ell CHCP
/-! Server
e
T rd
s L
P b
i & = | i ' '
: ) Server | PnP server sends
M k. : request for i
S g U : nb;|ghb0[|f '
e « information
networkAdmin ) ]
— Y
L Device invokes CDP |
Ll + and responds with
' neighbor
i information/Error
status

|
&

& oo
o &

Cisco Network Plug and Play T—> = > F D #)Hit

Cisco Network Plug and Play =— = > F ¥ 7 U7 = 7 XBIFET X T Cisco IOS XE 77 » b
TA—ALTHEHTE, 774V THMICRS>TVWET, PAP=—V = 2 MIRDO FIETT A
A A ETRHRBTE £,

Eﬁg? ﬁ%ﬁg

=
-

s

LY

BEEIN

AA—kr7yTarvIdqaFxalL—avilL

LW ZIDF S, AL, T/ AONVRAMDHIZAZ — T v 7 ar7 4 F¥al—s
Y77 ANDIRVIRETEERICHEAM ESIET, FLWT A ARy MU — 7 IZHHE S i,
EERNEASNIZREA CAY— Ty T ar7 4 Fal—rvarba—FANT7 7 A VRTA
A A EIZ72 WAL, Cisco Network Plug and Play =— 7 = > b S HEIFIZEE) X 41, PnP H—
NOIPT7 RLAZKBELET,
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Open Plug-n-Play T—> = > kO CLI 2% .

5: 23— +rF7y 7 aArv 74 FXaL—2a i LOPIP bY) H—DIREER

Rt l_/

s . -,
" Eactory R PnP agent /" PnPagent
I =igdain | discovery starls ,| running,
no config ' far server IP | server P
i k address 4, known /g
" >, . A &

Open Plug-n-Play T— = > @ CLI $%5€

Fv MU — 7 EHEX CLIREZEMT % & Plugn-Play (PnP) =—Y =¥ b7 aERX% D
THHBTEET, CLIZNM L TPl 70 7 7 A NVERETHZEICL ST, Rry NU—2 &
HEIITNRA ALETPWP = —V = FEBMA L0451 L= T& £9, CLI Zf£f L T PnP
TuT A NERETDHE, TAALAEIPWP—V 2 N a2 ABB L, RICED Tk
AMWPAP 77 7 A VNDIP 7 KL A &MH LT PnP — & O 2Bt L £7,

55:CLIZRTE PRP 707 7 4 JLIZ&L D PaP 1) H—DIREER

™ i

Factory N PnP agent /108 % CLl configured on /" PnP agent
| state with | discovery slarts but [ running | thedevice withthe |  running, |
| no config | failstogetserverlP ~ | withno | server |P address | serverlP |
b address \ PnPagent / \_known 3

,

Cisco Network PlugandPlay T—> x> FOEREAYV ) 22— 3 >

ZOHTIE, T ADEALEFEDT= T PnP $— 3Z/ABA &41 5 Cisco Network Plug and
Play =—> = o FOEREIZOW T LE T, PaP =—2 = OB Y YV 2 —3 3 (i3,
TV b, THAAA, 2=V b, BIOYV—FO@#EE, 25 RIPlP=—Y 2 b
=B RCL o TSN DT 2B A TR SN TWET, PnP Y U 2— 3 U220 T
L, ROBETEELMBILET,

Cisco Network PlugandPlay T—> = > FEHE T7OE X

FRAZAREERNT DL, NNRAMODRAY — T w7 a7 4 X2 b —3 g3 OWNT RN
B PP i =— 2 FMITE > TPP H—"D P 7 RLAREEENET, PP ¥ —N
DIPT FLAZTETA72H, PaP=—V = 2 MIKROBHBERED Y LD 1S5 ET LET,

1. DHCP #%— X L % PnP O#H]
2. DHCP AX—Vt° 72X % PnP Okt
DNS V> 7 7 v 728 % PnP O H

LAY 2BERLAVITNAAD PP 7'

A W

5. PnPEAT Y r— g
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. DHCP 4 —/\% 4} L 7= Cisco Network Plug and Play &

DHCP H#—/\% 4} L 1= Cisco Network Plug and Play #&

NVRAMIZA X — KT 7 a7 4 Fab—3 3 VORWT /31 AL, Cisco Network Plug and
Play =— = > b & LE) L, DHCP H—/ 30257 /31 A Z3 72 [Pv4 5% 7E % Btf$ 3% DHCP
M7 e 2%t L E T, DHCPH— N%, 3CFH [ciscopnpl D& DHT /A ApbHA T T =
V60 B2 fE LI CRUE —[EHE DA T a v 43 2 L GEINOESRAZfE AL, PnP

= NDIPv4 7 KU AETIIAR A M ZERPOT NA AL E T, T 734 A5 DHCP i
Brazfgd bl PnPo—Txcy MISENOAT > a 43 ZHH LT, PaPH—D 1P 7
RURAEZIEHAAMERELET, PnP=—Y x> M, PnP Y —REBETHZHICZD
IPvd 7 RLAEITHARA M EEALET,

56: PnPH—/ 0 DHCP#ZE T O+ R

o New device is powered on.
Device starts DHCP discovery

e DHCP server responds with PnP
server |P in Option 43 along
with device IP

G New devices establishes
connects to PnP server

ag14ag

BHREH
¢ HLWF N4 25 DHCP H— NI E#ETX 5
e BEEN K Y T —27 F N4 AD DHCP — %R ETHEENRH S

DHCP X X — E > 4’2 & % Plug-n-Play #& H

RO —[EFEOF T a v EATH LI — F8—F f BIDHCP YV — A RETH LM
TERWEA, DHCP JSZIZAX—E 7 L, PnP H— "D IP 7 F L X %> PnP [EA DA
Tva a3 AT S L 912, BEAED Cisco Open Plug-n-Play (PnP) XitnT /3 A A& FRE TE
7,

F T a A3 HFEATLHEIC, AX—E 7 2=V Mk, DHCP A vE—U 0%y
NI =DV AITNAANEDEDONE ) PR SNET, DHCPHRH 7 vt ADik D
DERFIZ. BiOEZ > aryTHALESDEE L TY,
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DNS JL v & 7 - FI= & % Cisco Network Plug and Play #5tt [J|j

57:PnP4—/\IZ&k B DHCP RX—E >

Customer Network e

New device is powered on.
Device starts DHCPdiscovery

DHCP server responds with
device IP

°
7 Upstream SW inserts PnP server
y

IP in the DHCP response
(Option 43)

New devices establishes
connects to PnP server

391500

ARG -
¢ H LT XA AP DHCP — N ZHETE D
c H LT /S, AP DNS — NZHFETE S
c BEERDRH Y NT—2 T3 AD DHCP h—NEHRHET LI E#HEL THRN

*DHCP #AX—t 7 L, PnPHV—NRIPEZHATHLHIICT v A M) —L AL vF
(SW) REEINTND

DNS )L % 7 v FI1Z & % Cisco Network Plug and Play & H

DHCP # i C Cisco Network Plug and Play #—/ XD [P 7 KL ANEE TE RN E, =—V =
M RAAL R —LT AT L (DNS) Vo7 7 v 7 HRICT7+—N "y 7 LET, KIZ, PnP
TV MIT Uy FORBAY—AEHEHLET, =—T = M, DHCPISE D H#
BORYy NI =D RAAL A E2RIG L, E2EM KA A 4 (FQDN) 2B LET, KO
FQDN /%, DHCPJSED T U & b DR — 4 & A A 2 fFH  (deployment.customer.com)

ZEALTPIP =—Yx ML o TR SNLE T, RIC, =—V = ML, m—b x—

A= _TOMBELZFEIT L, Bk FQDN @ IP 7 R L 2 Dfk ik x4,
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B L v3F0xEL1¥2554 R Cisco Network Plug and Play 701 % &4 —/

58 : deployment.customer.com @ DNS )L 5 7 7

Cuslamer Network e

DHCP
Seruer

Server

e

“ New device is powered on.
Device starts DHCP discovery

9 DHCP server responds with
device IP, domain name and
DNS server

@ Device reads domain name and
creates predefined PnP server
name (pnpserver.cisco.com) and
resolves for IP address

6 New devices establishes
connects to PnP server

amsn

AREH
« HT LUWT A 23 DHCP H— N ZRIETE 5
« [lpnpserver] &WIHOAFTTRELL R Yy U =22 PnP — %R LT-

LA 3TINARE LAY 2T/84 ZFED Cisco Network Plug and Play 7' 0 & 4 —/\
ZOT A A, BFEDOR—FTPPERBA -2 v A LET, PlPT AL AL LT
DB RIED Y AT FTNRAL AT, X T =27 UDP 70— R¥y A b A vk®—T% 30
HTEWZI0EREELET, L7z o T, T ANREEZZIE L2WEE, 77— RK¥y A
& 300 7321 I L ET,
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LA 35734 R & LA+ 25/34 A Cisco Network Plug and Play 70 % 24 —/3 ]

R59: LAV ITNARELAN2ZTINAADDNSILY YT v T

Customer Netwoark

| fu
T o @

> S~
& & &

-

@
~0o

“ New device is powered on and
PnP discovery starts.
Initial discovery mechanism fails

e New device sends UDP
broadcast to it's neighbors
looking for bootstrapping

9 Upstream device reaches out to
the server to get the bootstrap
config for this device

6 Upstream device responds back
to the new device with inlined
bootstrap config

© New device establishes
connection to PnP server

o
a
A

TaXy =N TaEADKRA N TAAAPERFET e — N Y 2 ME2ZETLH L, ERPO

N=Ta v 74—V RERIEL, "= 3 VORIENET 5 &, PnP Y — NCER AR L

9, F2, Xy = T o R L, PnP Y NCERERET DRI, HET—F T
\Z XV BERILZ T A 7 > @ Unique Device Identifier (UDI) %%+ v ¥ = {Z ANLE T,
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B rugnpay - rEBF U —v Ay

Cisco Network Plugand Play T—> = > + |

Taxy b—NE PPV —Nbar 74 Sy N T —E ST L EZETDHE, UDIFy v
CaRNOTY MY EFEH LT, BET—F 7T L0 UDI OfFFEEE EITLE T, BMEEREDT
Hi, Taxy V=R TavRIFOT X T T hE, TaXy JI7AT 2 Tak AN
T H T T AEZETHEDICTFREN TV AR EDR— FEEIZZTe— Xy A M LET,
FTDOT—HTTLEZETDHE, 70X I I7A4T L N T REEITTEHT N, AL, X—
7> NUDI 2135 0EFEET — 2 77 L% LEd, TOT—% 77 LDX—% > K UDI
BDTNRALADOUDL & —FTDHE, 7uxy 7747 7ubvRiE, 7b—I 07, =7—

Hil, BLO=ar 747 by FOREITERET,

F—R TS EADOR—4 > FUDIWNF AL ZDOUDI & —HLARAWES., 7y MIFey XX

NET,

Plug-n-Play T—> > REBET7 U S—3 Y

T/, ARAIDTFT AL A, PCERIFIAYT— M7+ TCEITINTWAERT 7Y r—3 3
VEFERAL TRy N EBRENTEICHRET A ENTEET, PCELIFAY—ITF
. USB £7-03A4—HY %y hr—7 Va2 L TF AL RS TXFE T,

60: FHTHREINIPIPT—DT

"
__/{-’
-
Ty e
gess=s e P
¢ e
{ 1
- L,
f }
( i
LY r|’
% 1
g et
- - "
e
.

o
e
g
3
8

Be
2]

|
& & & &

Plug-n-Play T—> x> FEBRZO O

1513

BRITEESER NI VAR MENLTEITTEET, ZNOHDORNT U AR— ML, A —
% v b & Transport Layer Security (TLS) ZFEH L7ZIPAEENET, LA P2 R T U AKR—
MIEH, B=—Y = e, BT ) r—va o7 ax VRV — . 720X
Xl LTI IR —Y 2 b LTHASNES, =— Yz b ET— RO b
FUAR—= NI, BEFX 2 VT 4 OIDIT TLS 24 L7z IP #fi a2 L CiThinEd, 7'r¥
VBB — N E RV — O R T U AR— M, TLS ZEHA L IP 2500 L TiThbivE T,
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Plign-Play T— x> k7 Iy s—vav soran |

Plug-n-Play T—> x> k77U r— 3> 7o rall

Cisco Open Plug-n-Play (PnP) =— = F 7V — g 7Fa bayd, Xy NI—7F
NAARZ V=TTV r—2a VCESXBIOHIEIARER A 1 = X L EEFT D XML X—
AD7a haL Ty, PaAP=—T x> ME, VAIOTNA ATETTHY T NV TE a—
ATF, PP — i, Ky hT—2 F R 2% ) = hTERET 5%y hT—7 v k=T
LLTCETTAET Y r— a3 T3, PP 70 b3 /LOERBREIIRO LB T,

1. HTTP v k=2 &P HR— kK
2. HTTP @ Transport Level Security (TLS) ~<X—ADH; B % A — b

3. TLS N> R =A ZIZHTTP % =7 (HTTPS) ZFRHEA{#

4 —H2xy b b5 2 RR— FIZ& B Plug-n-Play

Cisco Open Plug-n-Play (PnP) —=— = hE, RO 2O5DOTF VA TA —H Ry h_X—ZAD
NI UAR—=NEHERLET,

‘PCEOEBBET7 IVr—2a bt BETHIERAI—C U b ZOHA, PCIEA—T %y
Nr—T7NVEEHLTRBEIND T AL ARSI NE T, BET 7Y 77— a 03,
A=Y Xy F T UVAR—= 2V R— TRV —NELTENAHKET RRZA XL
7,

BRI —Cz U A TOXFVERAY—/NE L THEET 5. I TIZERSIATVLWS TSI R
EBELTWAIEE : ZOLA, BETLAH LT A AZiE, T CIERSNATWST
INA ANDA =Y Fy MERMED > TWET, BEEINEZT A A EORFZ—Y =
MIBHERIZINE L, BILWT A 207 ax VR — L L THERELET,

RHNTETT DL, BH=—Y =y MIA—F %y F&2 LRV — AL DEX 27 TR
XML A RV =A% LET, 207 haid, ZO7=DIT Ethertype (0xXX TBD) % T
MLET, B=—Y = bV — NF JRRRERGET 7 ha v/ TV AR—MNagtFxa
U7 4+ (EAP-TLS) ML CGREAME# L, EAP-TLS By a VO E5E T LET, &
W2, BV — NIZHTTP X =7 (HTTPS) iEIEFE 2 IXZ OO AR — S TWnHr A=
ALHEMALTT N, AZHIEL E T,

IP %4t L 7= Plug-n-Play b5 > X/R—k

Cisco Network Plug-n-Play (PnP) =— =2 hTlE, JET=—Y = FEBHY—/3~0 TCP
P aBlE . Ay E—YDXML A MY — L %R L ET, Y — % 2 ORFAT Transport Layer
Security (TLS) Oz ERKTEEd, =—V = MIEFEDO XML A U —L%HL, ¥—
NA~D TLS BEfe &2 BRAA L CAMD XML A b U — A& FERB) L E3, H— T TLS Bl L
To—Vxr MRELZERTE £ 7,

Plug-n-Play T—> x> bDtEXa) T4

9T D Cisco Open Plug-n-Play (PnP) 734 Akt T 58X =2V T 41F, FTF U AR—FL
RNET TV =y a LAV O CRESNE T, UBEOEHTIE, X274 AD=X
AZONTRELSRA L X9,
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Cisco Network Plugand Play T—> = > + |
B rugnplay FSozK—FLav3ERIYT

Plug-n-Play b5V RAR— LA X3 EFal) T4

ML F T2 IR ALIIEA A —VOBA, TLS k¥ = U7 1 AR5 2 LT Tx 24
Mo ROV E72BH D 1 ODE/NEF 2 U T (1%, F5E LIfFHTE 5 PnP — S~ %
PnP =— = v bR — b 5222 THALET 5 Z & TT

Plllg n- Play I—oxzrhk &-'j'_/\FEﬁa)nunIE&ﬁmb

Cisco Open Plug-n-Play (PnP) BRHT— =2 R PP —R"&HHT 2L, =—T = MIE
Transport Layer Security (TLS) N R =A 7 ZFTLET, —NZxfL TEOZ—T =
FEEREZRIET A72012, =—Y = MIHTTP £% =7 (HTTPS) iEAZZ# R L £7,

PnP H— "OEHF X, FFEDOERICZITIANOGND T N, ABFEA D= AL EZHELET,

BV — N, ==V R ANERETE D L 912, B=—Y = MIGEEZ IR
¥, I—VI/b#%~AE%i%%ET%éb&9ﬁ Rk, =—¥ = MITLS
BOBFERB TR —A"ZHEHLET, ZOLKWWT, =— V= NI — N2 — 3G
h—=2 L OREERLET, ZOFERIZSLCT, = NI RAanb G L7ZREGE—7 >~
EHoRLET, ==V MIGEIEN—7 v OBL ZER L9, #&FE F—72 v 2 Unique
Device Identifier (UDI) (Z[EA DA, ©=— x> MIZ O UDI BFEFE F—27 > DY A MIFF
FELTWAZ LR LET, ZOFIHEOKREZIZ, BH-—Yc MY —ANHictxaT 7
BET ¥ RADHELINET, Z0tXFaT7REBET vy ML, BREREF-—Y 2 NI
BT 572D —"BNEHALET,

PlPERETOERDEX1YY T4 AK

OB va T, PlPP—V 2 Y= NEBEEIEIER VT U A TERET LD
HT B HECOWTHALET, 20T 447> aid, BaX o FPnP b — SHRIC
PnP=—xr Mok THEHEINET,

BEERAMBAEN—ADEGL

PnP Y— 3213, — MUORFEIZ H %4 SSL it EAFH T 247 v a v b b £7°,
PnP — RPN HOBLAGEAELZEAT 285G, PP EEZFEHA L Co—Y =2 b —3
DX T 2EEE BB T 2 2 L3 TEERA, T8 ALEFEOPPRE A =X
LAZE@EL, = iEns s, =—Y = MIHTTP B CEEERZEELET,
P — N IPaPREHEA VA =AY —ERAEMEH L T — OB CBAEAEL A A F—L
L CTHTTPS 41 L TH— NICHBEICHER T2 Ko lc=—Y = M RT 20 ERH Y
3

VUa—varotkal T o 2RI I, Y0k Ra T R — RO EMMA LT,
LI D DREHEDA v % b AT A AAEUET 5 = & AHEIE L £, fboT<T o —
BT, X aT R - RN L TEETDILERDHY £7,

WOz, BOELY—NSSLIiFHELZHEA Lo RY—2 0 KO®F 2T 72 PnP V—7
Ja—%RrLET,
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EAALFAAZRA—20tF27 B4 22— [l

61: B ERAEZFEA L 1= PP DR

i
BMZ pnp server |
LAN @ I
74#. .

! 1
i I
i

1
e e e

-

4

ENAILTNARAR—ZADELFX1T7HEA R =)L

IOV a—arD—eE LT, FERXANATAAL ZAOT 7V r—ya &R LTT A
AT = FA NG T ERETEEST, EAAVT TV r—vaZ2EHLT, o7 — KA
N7 TRELE EBICET N A —FEAELZEREA A M=/ L, PAP=—T = b2
P REDEF 2T RBELZHBETEXLL5CTHIENTEET, ZOHETIE, —NZ
SEHEA VA M=V HADOEF 2T TRWER— MEBE EHA,

WO, ERXALNTNSILATT IV r—2 g E2FRTALAZ RY—2 2 ROEF 2T 7R
PnPU—27 7 —% R LET,

R 62: ENAINT TUr—2avickd X274 PP RR

DMZ prp Sepver
— s

s Internet —ﬁ“j,‘"—‘-\.‘_ g
] I
'

HTTPS Fnf work request walhidevice senal number (UDI)

CA Z2& T SEAEAN—ADFRELE

A TIE, BAKMEIC L > TEL SN EZ tar 7 7 A VA TERHAMA L, A2 DR
Ji (CA) ODEBEAZFEHL TN FVIZEALET, ZOREAE AL FUE, cisco.com TD
7 w7 Xy a— RAFIZ Cisco infoSec 12 & » TSI E T,
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B ey ro—sERLEDHP+ TL 3 v R—2 0

Z DR RVOFEREL, SSL Ny Ry = A 7 B — MO RREEA Cisco I0S 7731 A2 A
VAR=LTEET, P—NTIEX, S RATHEHAER CADWTANC L > TEA I
FEEEZEAT L D E LET,

PnP = — x> M, MAAKPKIFEEEZ M L CREAE Y RAAVZRGEL £9, N2 R
PRAADCAIZ LS TELENDTZD, =—V 2 MITAA REEAEEZ A VA F—LT 5
NS, WA SN RVERFETEET, T— V=2 MIE o TV RLVOESMED R
Shd e, T/ RAGEHERA VA M=V ENE T, GEHAERT SA AL A h—L S
He, =N BBMFNEEZEIT LR TH PnP =— = F 3 —3~0D HTTPS #t & B
WHBLET, WOAD=ZAAEPWP=—Y = bR Y v TFOEF a7 REEEZRGET 2012
TIHET,

PV FT—H %N LI=DHCP A+ T 3 UoR—XDEH

DHCP 47 v a2 43 L A7 a2 60 1%, PnP — a2 LT 272D PP =— Y =
Y NBMERT R H—EHOHAF T, BEON X —EFR— T LI, vAaD
F A AD PnP =— = > MM DHCP #a RIS F 72 3 > 60 CFH & L TRITF & /N4
XA LT leiscopnp) Z25fF LET, DHCP — NF &Ry NU—T T RA AN DRI LA
Ta 60 LFHE T HEHD I T ATRETEET, A7 3260 DLFHIN—ET
% & DHCPH— NIt B4 7 v a 43 DL TN T /34 A2k ViR L ET, RIZ, PnP
BOA T a3 5 ERTHTEDORRERLET,

option 43 ascii "5A;K5;B2;110.30.30.10;J443; Ttftp://10.30.30.10/ ios.p7b; 210.30.30.1

PnP XLFHNDT7 4 — K IT] i, *y NU—IFHRENa—INLFEZZVE— DT 7 AV
P — R TCHEARNTEBAEAENRY RVDOEHERET D00 F 7 v a v et L E7,

fEE SNTBET CREAE ANV RABER TR GG, =— Y= MIROLHEZFATL 7,
1. 77 AN —=RNET N RN RV EX Ty ra— R LET,

2. X ua—RL7ENRNY RLVOBLERHRT, EHOVATDBLNDLDLZ L 2R LE
j—o

3. TAARICHEEA VA M=V LET,

[T] &7 arPEEENTELT., NIV AR— R A= ALNA T g v 43 TFFH|T
HTTPS & L CTHRESNTWAHEE, PnP =— Y = > MIFE L —A

(http://10.30.30.10: 443/certificates/default/cert.p7b) D7 7 4 /L k7 4 /L X T XA aDEL(FE
REBAEANY RV ZRBELET,

EEAEN T 7 4L FOBFTICH AES. =—V 2 MILEROFEA F(T U CEERAEL A &
=L £,

REAEDSA A B— L&, = SRIBET T 5 &, ==V MEBIRER L TH—
L O HTTPS ##e A Bt LE 3, HITPS N> Ry = A ZHFIZ, T34 2T KA A A
F—L ENTZFFAE A LT — GEAEZMEE L £,

WIZ, CANRY RAR—ZADFHEEFEHA L, S= RY—=2 RDOEXF 2T 7 PnP V—7
7ua—0ERLET,
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IPv6 %y kT—5 &R L= DHEP + T 3 on—z ot ]

63: FS R NT—LIZ&k B X2 T PP BFA

ZO7a—X, N RAVTHERHATRRZRBEM OB AMEE O WT NN L - TEL SN EE
= SPEH L T LG AEICOHERE L £, T — 30330 RUCE I TO R GEEZ £
M 2846, HTTPS "o Ry = A ZI3RLET, T U AR— A7 v a3 & LTHTTPS
EHEALTAHT > a v 483 OLFHNEREL, N RAvOX T ra— RRKRLIZSA, h—
NRBFEARETH-TCh, ==Yz MIEF 27 TRAVWEBE e halll 7 y—A "y 7 L
FHA, FTUAR=FIFT L a N HTTP & U CANRIEAE N RAVDOEF e /37
A—=% IT] ZEH L TRESNTWLIHEEG, =— Y= MIEA 7Y 9 VHTTP & 4 —/3—
FTA KL, EXaT7 RBEZHGRTD7ZOICHTTPS ICEFE LEY, @, =—Y = MIE
FArRER A7 v a v bk b a T RdE 2B L E1,

FEAEANRY RV T 7 A VA @O H1-9IZ DHCP A7y 3 43 THRE S-S A 1 #%f URL
FI2ITHER URL OWF NN TY, R URL 2f5ETH L, =—Y = MIF T a 430
LFINTHRESNTNWDT— D IP T L AEIEHR A M E2FH L TEa7: URL 2K
L. 77 A NVE%E T hajdt LCHTTP 268 LT,

Flo, GEHEEZ A VA N—ATHEDIC, ==V MIT A, AD VAT LT v w7 INEH
INTND EHELTWET, DHCP — N ZHHNIKET D72, DHCP H— S CTHERH
EIRETHZEIITEETAL, ZOLI R FVATIE, IPT RLVAEZITIURL 247 =
VA3 DORIBNRNGA—F L LTV T 4w A (7] 23 TEETXEST, 22k, A
A AENTP h—RERA L FTEET, ==V ME, T ADT v v 7 % NTP +—
ERIL, FEAEEZA VA F— L LET,

IPv6 2y FT—2 N LI=DHCP A T2 3 U R—X DR

Cisco Network PnP (%, IPv6 DHCP il 7 2t A2 DHCP A7+ a v 16 L4 S = 17 %4l
ALET, A7 var 16 LA47 v a v 173U F—EAEO#B T4, Zhbld, Cisco
Network PnP =—3" = > [ 7 Cisco Network PnP F— "2k H L T A 7-DIEH I E
4, DHCP #— NZ_ F—[EHHDOA T a v 17 20 L CEIEREAFAT S L 9 ICRE
T&EJ, DHCP — "B FF| ciscopnp 5 deA 7> a v 16 T A AnbEEL, 7
a7 OXLTFHE =BT DA, —NFERILDOT /A AT Cisco PnP H— 3D [P 7 K
VAEFITIARA NG EZELET, T34 A0 DHCPv6 5% % 5%{59 5 & . Cisco Network PnP
TV MINENSA T v arEHH L. CiscoPnP 4 — "D IPv6 7 KL A &35 L %
F, CiscoPnP =— = MIZ D IPv6 7 KL 2% #H LT Cisco PnP #— N L BE L ET,
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Cisco Network Plugand Play T—> = > + |

SEAEZBEALTA VA =13 5I12i%, (IPvd%y NU—2 2N L7ZDHCPF 7> 3 o _—
2O OETHALE-ZOL R U a2 &2 FEHLET,

WIZ, XU —EHOF T v a &l L T7—/ (DHCPv6-pool) ZiXET DMz~ F
—é—o

ipvé dhcp pool dhcpvé6-pool

address prefix 2003::/64 lifetime infinite infinite
vendor-specific 9

suboption 16 ascii "ciscopnp"

suboption 17 ascii "5A1D;K4;B3;IFE80::2E0:81FF:FE2D:3799;J6088"

DNS R— X D& H

DNS _X—Z D TlL, DHCP Y — NI A X ~v—F v NT—T D R AL U4 EZITIRY £
4, FAA %1%, pnpserver.<domain_name> 73 & @ PnP [E A D524 &R N A A 4 (FQDN)
OYERRICHEA SN ET, ZOFHETIEH, IAX~Y—Fy hT—71ZZOURL ZH%)72 PP —
ANOIPT FURITHER L ET, EHEOGHTEZIRET DA D= A LNRND, =—T
X HTTPS 8hi 2 Bt 2 — SGEAEZ WO £, FEITONMANTILNEL D FHA,

VAT ADOEREIFFC, T A RAAL AL EBIZIP * v b U — 7 1E#H % DHCP ¥—/3)
LG LET, BEREAD FAAL 4 %M LT, CiscoPnP =— = > ME URL
pnpserver.<domain_name> Z{EA L, ¥ A aDBEL ZFEHE N Y R EZF— DT 7 40 b
7 # /L4 <domain_name>/ca/trustpool/cabundlep7b Tk L £,

FEE SNTBET CREAE AV RABEM TR G S, =— Y =2 MIROLBEEZIATL T,
1L Z7ANY—="NLT N, RN RV ad Yy m— RRLET,

2. X ua—RL7ENRNY RLVOBLEZRHRT, EHOVAaDBLNDLDZ L 2R LE
ﬁ—o

3. TAARICIAEFEE A VA M=V LET,

FBE LGP CREEAN Y FADMEM TERWGEE, PnP=— Y = MIFAER S 72 URL
pnpcertserver.<domain_name> Z i L CH— "DOFT 7 4 )L b 7 4 L4
<domain_name>/ca/trustpool/cabundlep7b T A 2 DEAfF EFEHEARY LV ERZR L 7,

BEINTHGINGEAER S 2556, =— V= MIGEAEEZ A VA =T 572012 EFEo
FMEZFATLET

FEAEFEDRA A =S, Y= "OBRHBAET T2 & REZEBMTLZ L0, =—V =
> M E URL pnpserver.<domain_name> CH— 3 & O HTTPS ##i # B4t L £ 7, HTTPS ~o K
VA JRHIT N, RFINY R DA VA M=V SPTREE LA LT — NiEE A
AELET,

T, GEHEEZA VA N—ATHIEDIC, T—V 2 MIT A ADTAT LT a7 )3EH
SINTVD EHELTWET, DHCP = "ZRYINIHRET D72, DHCP H— N THIUERH
FRETH LT TEFERA, Z0LH 72TV ATIE, =—Y = MIFANIRESI N
URL pnpntpserver.<domain_name> Z /] L £9, Z® URL (FFEHEZ A A b —/LF DHHEIIC
NTP =N~y BT LTCT A A LD 7 vy 7 LRIMISEILERH D £77,
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IPv6 =y k7—2 %4 L1 DNS A—z ottt [

72720, GEBENE B S5O URLICHIFIELRWEE, CiscoPnP =— =2 NI 7 4 —L 3y
7 L. fERK L7= FQDN pnpserver.<domain_name> % ] L CTH— 3~ HTTP ##i & f 2 L £
T, ZOU—r 77—k, === MIV—REEAES VA b= P —E A EEH LT
HOB4HELZ A VA =L, 70t Ya = FFIHEZRBGT D EBELTWET,

IPv6 =2y FTJ—29 %4 LT-DNS R—X D&t
IPv6 % v b U —7 %4 L7z DNS X— XD HE AT HI21E. WOFIREZFATLET,

ATy T IPv6 A7 a o Z i L TDNS — %2 L £ 7, CiscoNetwork PnP DNS it & HZhicd 5121, &
DOBID L HIZDNS b—NEFHELET,

ip host pnpntpserver.domain.com 2001::1
ip host pnptrustpool.domain.com 2001::2
ip host pnpserver.domain.com 2001::3
AT F2 DHCPv6 #— NiE, DHCP 7 — b A v T v 77 ak Al Lo TRtEE T, KIZ, DHCP — &3 E
ToH R L ET,

ipvé unicast routing
ipv6 cef

ipv6 dhcp pool test
dns-server 2001::4
domain-name example.com

T A%, IPv6 % b U —2 %4 L C DHCPV6 /X7 v h &% —\Zi%{E LE£9, DHCPv6 /N7 v %%
425 L. DNSYV—REHRE AL VAR ENETNA T a 234729024 & LTT A RTIKE
NET,

ATY T3 NTP P —_EZHRELET, KIZ, NTP —REHET L6 2R LET,

ntp master 1

GE) [Akklc, TN ZADONTP RETIINTPVE 7> a U Z2ERTAILERH Y 4,

AFYyTd IPv6 Xy NT—7ThITANT— NP —RERAFLET, FTAMS—/LE, DHCP A7 3T Z
TOAYR—FEINTWET, 70 ar TREREINTWEEAIEL., T AT =L CANV FLD
URL 2 ELET, 7V a V ZRRESNTWEEEIL, NTP Y — D IP 7 RLAZHEELET,

(G¥) CiscoNetworkPnP =— = > "W IPv6 47> a U2 FEHA L CHITPERE TR A N F—L X0 KL
A a—RLEYETBE, FTFTA NS — Y — L IPv6 R N U — 2 &HE O HTTP %% H—
MBAMERHY T, /2, TR N —NERETHENIZ 2 v 7 #FRTA2MLERH Y 7,

AT w8 IPv6 % kU —2Z T Cisco Network PnP — "ZHR 2 ~ LET,

P EEIPV6 vy kT—%5 %5 L1=CiscoCloud ) %A L& k

Cisco Cloud U # A L7 F¥—1t A%, CiscoNetwork PnP ¥ 1 % v FfatHi 24~ — s LT\ E
9, IPv4 B L OV IPv6 ~_X— A D Cisco Cloud i H THHR— F ENTWET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



Cisco Network Plugand Play T— = > b |
. 4G 1 > 32— = 4 X %4 L 1= Cisco Network PnP #%

\)

GE)  —ID CiscoPnP 7 /34 ATIE. T34 A2— REFAERHAAENLTWEESRH Y £,
INHDT A AT, IS HTTPS 2 L TCCOY— N E@mELET, T34 RITH A
IABFEBAEN WA IR, VU —EENRBI SN E T,

FTRAANAL = T v 7 ar7 4 Xab— g E30GREHER L ClE) L, DHCPE
L O'DNS BN L7=85E . 7734 A1 devicehel per.cisco.com @ Cisco Cloud H-— /N ¢
LESELET,

devicehelper.cisco.com (25 T & 554, Cisco Network PnP =— = > NI b T A F 7 —/LN
Y RrmEHXyra—RL, CiscoCloud UV A L7 M —ERLDEF =7 72 HTTP B¢ & fife 37
LET, T34 AN CiscoCloud i HH Z M) CTikfT79 5 &, CiscoNetwork PnP =— 7 = > b,
Z OHT (devicepooler.cisco.com/ca/trustpool) 76 hFZ A N — L& X a— KL, a—%F
NT Ty vaAEVIRIFELET, ZO%FNE. FTA NI =LA A b=V HIDOKREHF—
AVTTARNT Ty LG EINET, CiscoClond RN KL L7256, T A M —y
RME7 T v oo AF ) NI &, CiscoNetworkPnP X — LT NAL ZADT T w3 a R
E Y ANDtrustpool N KADa B —ZfERLET, a—Rr—UVT7 7y aXE ) THEH
TERWEAIL., Z O (devicehelper.cisco.comvcaltrustpool download) 7>% k7 A k7 — L
N RVOFE T a— REefFR{TLET,

CiscoNetwork PnP = —<" = > hi%, HTTPShello X v & —3 % Cisco Cloud IZi%/Z L ¥4, Cisco
Cloud Y —/ X TFEITE TV 5 Cisco Network PnP U #' A L' 7 h¥—bE A%, HTTP ZRIGE
LET, KOFNZRT L HIZ, Cisco Cloud 4— 3D PnP 7' 12 7 7 A LT /34 ZHERR E N
i—a‘o

pnp profile pnp cco profile
transport https host devicehelper.cisco.com port 443

CiscoCloud 7' &0 7 7 A WMERR S 7212, T34 AT —B O T ™A AR T1EH % & lEEE
#H A vE&—T % Cisco Cloud —NZEE L EJ, CiscoCloud U %A L2 h#—E AL, Cisco
Network PnP Hh— MEH & L B2V A L7 RNy 7 A7 PP 2RAZXE L LT, IPv4 T
VAL IPV6T R A EFRA MERETE XY, VFA LT PRRIHITLHE, ROV Z
AVI T T 7 ANNT AL RATHESIVET,

pnp profile pnp redirection profile

transport https ipv4 172.19.153.133 port 443

FEN Y I F T PP ERE T 7 4L N ORI PNICSZAE LRy o 72854 . Cisco Network PnP ki
H7 vt ATRORHA T =X L Z2HATLET,

4G 1 > A2 — 7 =4 X% 4 L 1= Cisco Network PnP #&

4G A Z—x A A% L7= Cisco Network PnP i%. 4G NIM Z## L. CiscoIOS XE Z#FE{TL
TWA7 Ty b 74— THHATEET, 777 47122 >T05 SIM b — REHBH LT
NAZANEENTEHE, AGA VX —T =2 A ANT 7T 4 71272V, Cisco Network PnP 7 7 7 K
BT e AR ENET, SIMI— KRBT 7T 4 7127 > TORWT S ZANEENT S
L RH TR RZIFAGUAND A v F—T = A APMERENET, 4GA VX —T = A AEI
L 7z Cisco Network PnP 77 7 7 KL, 4G LIS DA v 2 —T7 = A A %R TE 2056

AG U DA > B —T7 = A AT Cisco Network PnP #RHI23%Th L e WA ICRIT SN E T, T
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B4 42— A X% L1z Cisco Network PnP & H .

ARNZT 2T 4 772 SIMI — REMAT-EBDAGA v 2 —T = A4 AN 554 . CiscoNetwork
PP %, WETFNDLRRIITAHET, T _XTDAGA v EZ—T =2 A AT 57 FHEZRITLE
@—O

\}

GE)  CiscoNetwork PnP fi 2 4G A v ¥ — T = A ZAZfEHTHI121%. 4GNIM 12T 7 7 4 7L Eh
7= SIM 71— RBAMLETT,

AG A ' H —T7 = A A% L7z Cisco Network PnP 7 7 7 REaHIE, T _XCTDA4GA v H—T =
A ANT A ZARLEHFIZT 74NV N TT 7T 4 T T DL EITHEREL £, A¥— b
Ty T Ay 4 X al—arNRWES. FALATITFT I 4 FTAGA L B —T oA A%
EELEIY>EL, 77U F%E/ L TCiscoPnP 3T LET, XA ARV XA LT FEh5D
L. T34 A Cisco Network PnP Vr— S| ZHEHGE L, WA A=V EREET /XA AZHF D
yua—RLET,

)

() DNSH—NF4G x> hT—7DO—E L THATE, 777 RR—FWMIT A AE 7 nE
Va7 A0 7 Cisco Network PnP — NIZRBMT ASA A2V XA L7 T 5
ko Fu s a0Ta0ENHY £, BE, 4G A X — 7 = A A% L7T= Cisco Network
PnP OHAR— KT, IPv4 Xy NU—7 OHBMERSNET,

Cisco Network PnP #— & L CF v v a SNEREIL, 4G A ¥ —7 = A A% L7z Cisco
Network PnP #—/ 3 ~D)L— b NEENTNWELZ EEMRALET, ZHIET 74/ bL— T
HOLHRRMERDHY, TRV a = IRET LGB AGA v H—T = A A ETBET 2 X9
12, Cisco Network PnP =— ' = > k & — _OEE 2T 24BN H Y 97,

B A3 —T x4 A% LT Cisco Network PnP 1%

Cisco Network PnP Agent |%, 7 7 4/ k@ VPN /L—7 ¢ > 7 /fizik (VRF) ZfiH L, EHA
VHE—T oA A L THREATENY Ry oA 7B AR—RMLET, VREA VX —T = A
A% LU TCDHCP b7 7 4 v 7 %5253 5121%, IOSDHCP — RE2 R ETLHLENRH Y F
T, ZOMBEIL, BHEA X —T 2 A ADOBRNT 7T 4 TIRGEEIT, H LT 73 AN Cisco
Network PnP #§REIZ T 7 & 24 5 DRI B £,

TNA ANEETDHE, T 744 FD VRFEFEA VHZ—T A AZIPT KL AHDHCP 4 L
THEYYTHNET, ZDA v H—7 = A A& Cisco Network PnP H— /S~ D5t & ST L,
T34 A _ED CiscoNetworkPnP = — 3 = > I Z DIFH (VRFA L EETTA v 2 —T = A R)
ZEEkLFET, Z DONEFHRIZ Cisco Network PnP —/ Nt DA% O PP @BEICFEHINET, =
DA, T8 ATHERR E N5 CiscoPnP 7' 11 7 7 A JWZITBEMO % —U — RVRF Mt &
3

EtherChannel % 4} L 7= Cisco PnP

CiscoNetwork PlugandPlay # i L C7 7 B A XA v FEZ BT AH5E., TrEYVa=r /&
Ni=AALvF (F7 7 & LUTEIE) IZ LACP EtherChannel 23ME(ET D728, T /31 A& RIE
TE&FEHA, T7EBAT XA AN LACP A L T L2 EtherChannel Z#/r L C7rbE Y 3 =
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B rrtinexsersotraus o

TENTAA  TFRBATHERLE D &30, EntranEd, RENT 7 EAT /A X
WAFE L7228, 77 B AT /34 AL AA » F T EtherChannel # LB CX £+ A, ZHIZX
¥ . EtherChannel 78— R 23 HHWRIRAEIZ 22 0 | L2 $5e NUIKF S 4 EJ°, Cisco Network PnP =—
Y= M, EtherChannel DIFEZ M L, 7 /XA A ® EtherChannel % H#i% & L T, Day-Zero
REDO VA Y 282 BEMICIEE L E 5,

PP EHTOERAZETEDOEX2 ) T4ARK

SEBAEA VX

ZOIETIX, CiscoPnP ==V = MZ Lo TSNS, MHT o B RADRTHDO Y T4 T
v MY NRE B ARET B 7292 CiscoPnP M — ST TE A2 HIEIZOW T LET, =
T, ROWNFIZOWTHBALET,

e FFHEAL A fh— LY —E X (220 X—)

f—ILH—EX

Cisco PnP =— = > M, Cisco PnP H— NZFEEA VA b — L —bE 2244425 2 &
T, T34 A LD SSLAFAELZEIT 5 A =X LM L EJ, certificate-install ¥— £ A
I, HTTPSH&i # Bt T 2 ailc, — O H OB EEI1XT A A OERECATEFEIC
Lo TEL SN EEZ A /X h—=L B D L 77 XML 28 L F 4,
certificate-install ' — B 221X, 7 74 7> FDSSLAFHELZ A L A h—/L L, IROT /A X3
AE7 B AREIZE USSLAEE AT 5 L2027 A RFERT 247 a v bbb £7,

SUDIR—ZXD PP 7T r—2 3V LRILDEREE

SSLIBfEIZV— LTS AB TR IND T —F Xy FEFERICEE S LET08, T34
AEHIETAFZDODOV Y a— g Vi LERT A,

P —NPREBRDOTATDT A ALBEEFELTNWD I EEMRT DO, =—V =2 MITA

A ANTHAARIAF F LT D Secure Unique Device Identifier (SUDI) FEBHET R — M2 H L £

T SUDNIHIERHZ T NA ADLEReT v 7 (ACT2) I[ZEXIAEINT X509 HEHLD T /A A

FEBAE G, SUDIGEHEICIE, T4 AD VY TAEK S, /AR F—. B X O Cisco CA
DELADEFENTNET, ==V M, =BT AN ZAZEROVAIDTNNA AL L
THRAET D DIEHTEDRDA D= AL ZHRME L F T,

+ SUDI XR—AD 7 T AT v FEAEDOKGE (220 *—)
« SUDI R—AD T I 7 vFEs (221 _X—)

SUDIR—ZAMDY 547 v atBAE DR

T—V ez R — @O HTTPS B8 & BlAG T D RIIC, =— Y = ¥ MEIT /A AT AIAS:
@ SUDIGEHERH L2 E I NEHERLET, 731 RAGEHERH 25 51E, =— Y= b
IIHEED T2 D SSL Ny Ry = A 7 R smnﬁ%%%7747/%gihbi¢oz£ V2
LT, HTTPS #— N1, SSL/ > Rz A ZKFIZ SUDIGEIEZHEH L TT S A A ZMRGET 5

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



I Cisco Network Plug and Play T—2 = > b
sl ~—zn U7 LES |

L TEET, MEE%E. HITPS — NI F A AN — NI TE 5 L9 LET, 7
XA A SUDIGERHEZRFET 11T, T — 323 CiscoCA i L CTHiiE 252 T T 2 LER H
Di‘é—o

SUDIR—XD LT ILES

FNA A2 SUDLGEHENR o — FENTWAHAE, PnP=—Y = MM SUDIFGEHENS Y
TNEEG LG . F— N DT X TOWE DIEEZROAIZFE UHEHABNZ 7L LT
RLET, ThE2FERTIEDIC, ROFT T a0 IEEBRA vE—I0BMMEN
FT, JHUL TARTOEEERTT A, ADDLEFEINET, ZOT7 44—V REATva v
ToH Y, SUDIGERAZENZ2 T A RIZFRSNER A,

VX = AR NI LHARONDEEAFDO UDL A W= ALIERIHY FHA, TTA
<~ UMBIFE LTy — UDI 2(E3T5 2L T, =—Y = MIF| &t & AL &
FLET, — 3B CRE SN SUDIR—ZA DL ) T AERSZHH L TF 3 2 %2383
THETT A~V UDI 5| & fEHTE £, SUDIGEHEDRNWT A ADYAE, =—
Ty MIZOBMOSUDIR—ADY ) T AESERELEEA, LEEBn-> T, =N FR
AE & ENLIBEDIEE DT=DIZ 7T A ~ U UDI ki 3 2 M ERH D £9°,

A== T =T )5 SUDIR—AZAD LY T NFESOFAI IMHEHTE D AN =ALIT
<, AH w7 FIZIEHA 2=y FOMD A 3= 50 UDI OFAR Y FIEICAETILIH
Fth, ==V MIFIERHE, BIEEO LI ITTXTON— Ry =T 2=y )5 UDI &%
FEAELY F7,

SUDI R—ZX DT /31 REBEE

SUDI RX—ADT /A AFFAETIE, =—Y = > MIEFIRFIZT A AT AIA A D SUDI FEHA
ENDHLNE I DEMRBLET, 7340 ATSUDIGEHER B — FEN TN HHE, =—V =
VMEH LWPWP Y —E R B LET, 2Tk, =0T, 2 &I TE S LY
ROFET, ZOFLWF—EZARFHTE 50 E 9 2L SUDLFFHEDOIEEIC L » TEA D |
T—Vxr FOBREY—EADY A MIFERENET,

LEFED capability-service DE T IZLEY, =— = > M device-info 2 @ hardware-info = 7
va TR T 4=V R&ZIBINL, SUDIGEHENT AA RITHAAEN TN DN E I g
FEL TR LET,

D%, === MIY— L O HTTPS #ke 2B L, (FEERZEELET, —1F
TN ABFE—ERAZ T ¥ L U VENRNSBEIEHATE 2 MERH D 3, 7731 AFRiET—
EATIE, =" LFHNEART D010 tHb 1207 4 — )V KBRMETT, 47
va T, NI AR— MRl S b e Ny v a SOV A R ERETEES, =—
Py M, =Rk oTHESNTZ Y X ORI ROWT N2l DHEN H 5
MEIMERER L, Bt AR L T — @z B E LT, Y—_"THEESh-Wn
TNDOHEbT—V 2 FBMERTERWES, =— V2 NI T — A v —UTRELE
7

Y= SR T NS ARG —ERAERET—V = MIHET 2 &, =— V= MIKROLHE
FAITLET,

1. HEESNHS TN En~y va oW TrzEHLET,
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Cisco Network Plugand Play T—> = > + |
B svoi~x—zo7 0 2z

2. BEENIRELTFRBLONNy v 2 ROVl A2EN T —2 = MIR
WA, ==V MIZ T — A b=V TRELET,

3. PKIAPIZfEH LT, BX—2H L TH—0n DRt ENn=F v L v P XFS 25
(AP

4. ROWNEEZRLET,
1. BE5THA K
2. BRICHERAIND HIE
3. FEBAZE (SUDI £721%7 74 7> b A A b—/LEERRE)

FDH%, =TT NS A EEROINEEZETD L. WROMBEEFEITLET,
1. YARaFLEDAZ~—CAICK LT SUDL 720137 947 > MEREZHER L E7,

2. SUDI £72137 74 7 > FREMAE T ATREZR PR ¥ — 2 L THE 53078 2185 L
RS

3. BWHEEINLEXFINNILON—Va b =BT 508 et LET,
4 tyrard— CFH) ZAEKRL, MEERISE L LTT A AZEYIRLET,

TV ML By va X2 0REERICE T — "\ ZETH L, xHnT AT e
Ty ANERLENTEE g R —ICEEMNT, FNEA T =V 2 PR EET RO T
TOAYE—DON— PP EZ S arDBEMEE LTH—NICEELET,

P—E, TALZANBA v =V RETHHNICE Yy a v —2RIELET, BETEL
T, =Nty vard—0Ff~—%RFEL, A4 ~—DHRUNIC/RD EHBHAT—H
AWZBITLET, ==V FBRHIRONOE Yy a v —2 G A v — VR EET L L.
PN IT RS AFRRET BB A Z IR L, FILnvEy g U —%2 4 L THLE LT3 A
ACHERELET, TS ANy v a X —2 AT TICERERETDH L, =TT
NAABIET B AZFEITL, LWy a =24 L THLREICT A AZHELE
7

WOXIZ, SUDIGEAEZFEH L CT A RRIEEITHO OO, ==V 2 P —RHD A >
=V = RAERLET,

64: 2y t—T — R
https:ff<ip=/pnp fwork-request

Agent sends an https >
work-request,

https with chall quest string Server sends a challenge-
request in device-auth
service,

Agent encrypts the challenge

string with the SUDI private https:f/<ip>/pnp fwork-response with »
key and collects the SUDI cert. challenge-response and SUDI certificate ]
Server validates the SUDI cert
against the Cisco root, verifies
hitps response with ack and the session-key the challenge-response and

generates a session-key,
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Cisco Network Plugand Play T— = > FDERE A E .

Cisco Network PlugandPlay T—> = > FDEREFHE

Cisco Network PlugandPlay T— x> DO 7 A ILDERTE

CiscoNetwork PlugandPlay =— = > h D70 7 7 A )V EVEKT HIZIE, IROX A7 #FITL

9,
FI§
AU RFEREIT7II Y B
AT v 71 |enable ¥i#E EXEC T=— F&EADIZ L £,
B - e NRATU—KREANLET (TEREINTEHE) .

Device> enable

R 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
15“ : L/iﬁ‘o

Device# configure terminal

AT 73 |pnpprofile profile-name PnP=— x>k 7277 A LEIEHK L, PnP 71
Bl - T ANHIHEREET— FEBRBLET,
ePWP=— = N a7 A ILDOLHTIEEET
Device (config) # pnp profile test-profile-1 Eﬁ;@iﬁﬁzjtﬁzﬁuo ?ftlj77’/flbﬁéﬁ§3§%§1,7fb\
TR0 £H¥A,
ATw74|end PnP 70 7 7 A NIMIGRETE— &2 T L., it
i - EXEC £— RIZRY %7,

Device (config-pnp-init)# end

Network Plugand Play T—> = > b F/81 RDEEXE

Cisco Network Plug and Play ©=— 2 = > DT /34 R BAEKT BITIE, IROX AT ZFITLE

7,
Fig
aAv Y RFERET7IOIY Br
5w 71 |enable ¥itE EXEC E— FE Az LET,
{1 - e NRAT—REANLET (FERENEHE) .
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Cisco Network Plugand Play T—> = > + |

ARV RFERETIVa Y

B8

Device> enable

ATvT2

configureterminal

1

Device# configure terminal

Juau—) a7 4 xXal—g )y T— NELG
L/iﬁ—o

ATvT3

pnp profile profile-name

1

Device (config)# pnp profile test-profile-1

PlP=—y = k777 A VE{ERR L, PnP 7'
T AN EE— FEBBLET,

ePnP=—Y b7 a7 7 A NVOLRIEZTRTET
HWRT ST, T a7 AL REEL TH
TIERn EFHA,

ATv74

device {username username } {password {0 | 7}
password}

1

Device (config-pnp-init)# device username sjohn
password 0 Tanl23

FNRAAFIZPWP=—V 2y NEHRTELET,

o =P ENRRT — RIZESSRRES AT L%
ST LET,

« username : = —4% 1D

e password : =—HF N AT L7z/NAT— K

«0: M BAL/ AT — RELIIWEBEF— (RE
W28 D) DRI ZEEBELET,

o 7 Bi AL/ NA T — K (FEFR) ’MRICHE =
EERELET,

ATy TH

end

1

Device (config-pnp-init) # end

PnP 7’0 7 7 A NAIMIERETE— &2 T L, FitE
EXEC £— FIZEY £9°,

Cisco Network Plug and Play D B EHGER DR T

BEA L H =NV T F T GBI F T T NGBy 7 A7 ONTIhOE— R

TOv vy a AR DN, T AR AR ETA-HIC, ROX AT EETFLE
j—O
FE
avYRFERET7IOIY BRI
A5 71 |enable ke EXEC E— RE2HIIC L ET,
1 e NRATU—FRKEANLET (ERENEHE)
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Cisco Network Plug and Play O HTTP 5> 2 #K— k70771 L%z [

AU RFERETIVa Y

B8

Device> enable

AT w 72 | configureterminal rTa— ) a7 4 X2 b—3ay B— FEEG
15“ : L/iﬁ—o
Device# configure terminal
Z 5w 73 |pnp profile profile-name PP=—V = b 7077 A% /ERk L, PnP 7'
il - 7 7 A MIIRRET — R E Bk L £
. . _ _ PP —V = N BT ANVDOARTEIRET
Device (config) # pnp profile test-profile-1 5%;&?1?5”0 “na 7 7/],/1/% 75§$%§LTU\
T2 £¥ A,
R 7 4 | reconnect [pause-time [exponential-backoff-factor PlP=—V = b=y z—FTFardZr ANty
[random] ] ] Va U EZTATT 5 COMERIMAZTRE L £
1 o
bews oonoeinit) § t 100 2 rand « pause-time 1%, #HeH3 KOV TH 6 FHERT
evice (config-pnp-init)# reconnec random 5&'(?1?*%%’9‘*55%?&3 @9;&) '(“TO %ﬁﬂi 1~
2000000 T9, 7 7 4/L b X 60 TT,
« exponential-backoff-factor BT, FFHEREATT 245
BN U A—F 2ETY, ®PHIZ2~9 T
R
A7y 75| end PP 7’07 7 A AR EE— REMKT L. it
i - EXEC £— FIZRY 7%

Device (config-pnp-init)# end

Cisco Network Plugand Play ® HTTP S U AR— AT 74 ILDEE

Cisco Plug and Play =— = > RO HTTP h 7 VU AKR— T a7 7 A V%ET 34 A EIZFET

YERT 21213, RDBZ 27 2 FETLE T,

IPv47 RLALIPV6 T RLADWFEFEHTXEJ, £/, PnPH¥—
HEDOHTCHEA N EMFEHAT AL TEET,

PnP — R IP & EITIT.
NI T D729,

Eora Ty A NTH,

12ODTFTA<Y B—RE1DDNRY I T v P —ROBRENARET

T CiscoPnP =— = M, 7 T4 < U — "L DEROMRMZRA, TANKEL
EHEZIINy 7T v T Y=l LET, Ny 7T v T = TERENHELET D L, Cisco
PP =— Y = MIFOT T4 v V="~ A E T, V=05 B0 12L& OB

DL SN D ETINDBHATINET,
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B cisco Network Plug and Play » HTTP +5 > 2K— F TR 77 4 LOEE

Cisco Network Plugand Play T—> = > + |

=)

ATy T

FliE
ARV RFEEETIVa Y
enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e N2 — RE AN LET (ERENTHD) .

ATvT2

configureterminal

1

Device# configure terminal

Ta—N)L ar 74X al—ay T— NeBG
L/iﬁ‘o

ATvT3

pnp profile profile-name

1

Device (config) # pnp profile test-profile-1

PnP=—>y = h7a 77 AVE{ERR L, PnP 7'
T A NP EE— FEBBLET,

ePnP=—Y = b a7 A NVOLETERRET
DT ICTH, a7 A NVAREE LT
TIERn EFHEA,

ATv74

transport http host host-name [port port-number ]
[sour ce interface-type]

1

Device (config-pnp-init)# transport http host
hostname-1 port 1 source gigabitEthernet 0/0/0

PP =— = FOE ALY — DR R NG IZHSD
WT, PlP=—Y x> b 7077 A/LOHTTP k7
VAR— FREEFRLET,
s host DAEIZ Y — "DAKRA "4, A— b, BIO
FIETLERELET,
« port-number DfEIIfEH T 5K — M EHEL £
R
s interface-type DfEITT=— = > FDOH— "~D
PRl EIN DA v ¥ —T =AM AERELE
R

ATvT5

transport http ipv4 ipv4-address [port port-number |
[source interface-type]

1 -

Device (config-pnp-init)# transport http ipv4
10.0.1.0 port 221 source gigabitEthernet 0/0/0

PnP =— = N DE ALY — D IPv4 T KL XIT
ST, P0P=—V > s a7 7 A L@ HTTP
N7 AR—FREEERLET,

ATvT6

transport http ipv6 ipv6-address [port port-number |
[sour ce interface-type interface-number |

1 -

Device (config-pnp-init)# transport http ipvé
2001:DB8:1::1 port 331 source gigabitEthernet
0/0/1

PnP = — = N DE ALY — D IPv6 7 KL RIT
HASNT, P0P=—V x>k a7 7 A /L0 HTTP
T U AR— FREEER L ET,
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Cisco Network Plug and Play ® HTTPS 5 2 XR— +TO T 7 1 LDERTE .

ARy REEEFT7IVa Y B8
ATvJ17|end PnP 70 7 7 A NAIMIERETE— &2 T L, FitE
1 EXEC £— FIZEY £9°,

Device (config-pnp-init) # end

Cisco Network Plugand Play ® HTTPS kS VX AR— 7O 774 ILDEK

I-I-I
N
Cisco Network Plug and Play =—3 = > ~ ® HTTP Secure (HTTPS) kK7 v AR — b7 a7 7 A
NETNSA X PIZFBTERT 2121E, ROF A7 #FATLET,
FIE
ARV KRFERRETI a3 Y B

AT w1 |enable i EXEC E— REAIZ L T,

{5 e NMAT—REANLET (ERINWTEHE)
Device> enable

AT w 72 | configureterminal JTa— )L a7 4 X2 b—3ay EB— FEG
15“ : L/i‘é—o
Device# configure terminal

Z w73 |pnp profile profile-name PnP=—Y x> b 777 A %E L, PnP 7' 1
1 - 77 A MIBE T — R Rt LET,

PP —V xR T 7 AINVDOLRTEIEET
Device (config) # pnp profile test-profile-1 5%§ﬁ$j€$§ﬂ A= >4 }I/Z. ﬁ’ﬁ%ﬁ LT
T2 £¥ A,

R w 74 |transport httpshost host-name [port port-number PP = — = FDE ALY — DR A NLIZESD
][sour ce interface-type ][localcert trustpoint-name WTC, PnP=—Y x> h 77 7 A /L0 HTTPS k
J[remotecert trustpoint-name ] Sy AR— FREEER LT,

B * localcert ™ff %, Transport Layer Security (TLS)
Device (config-pnp-init)# transport https host e ]\“/:r_/j 7 Hjjec:oy 7 /r 7z ti{ﬁ”@?ﬁ?ﬁﬂq =
example.com port 231 source gigabitEthernet 0/0/0 FEATHNIANRA U MERRELET,
localcert abc remotecert xyz B B
- remotecert DX, Y —  FEREORREEIZAE
SNDFTANKRA U FERRELET,
(G¥) crypto pki trustpoint =~ > K& H L7-
trustpoint-name % &
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Cisco Network Plugand Play T—> = > + |

ARV RFERETIVa Y

B8

ATy TH

transport httpsipv4 ipvd-address [port port-number
][sour ce interface-type ][localcert trustpoint-name
J[remotecert trustpoint-name ]

1 -

Device (config-pnp-init)# transport https ipv4
10.0.1.0 port 221 source gigabitEthernet 0/0/0
localcert abc remotecert xyz

PnP=— =y FOEAL Y — XD IPvE T R LA |2
ST, PnP=—V = 727 7 A )LD HTTPS
N7V AR—NEREELIEKRLET,

ATvT6

transport httpsipv6 ipv6-address [port port-number
][sour ce interface-type interface-number ][localcert
trustpoint-name ][remotecert trustpoint-name ]

1

Device (config-pnp-init)# transport https ipvé
2001:DB8:1::1 port 331 source gigabitEthernet
0/0/1 localcert abc remotecert xyz

PnP=— = NOEALEY —ROIPv6 T KL A2
HASNT, PnP=— = 77 7 A /)LOHTTPS
N7 U AR— FREEZIERLET,

ATy T17

end

1 -

Device (config-pnp-init) # end

PnP 70 7 7 A MR EE— RAKRT L. ik
EXEC £— RIZEY £,

Cisco Network Plug and Play D/\v 9 7 v T T /N4 RDEKE

Ny 7T w7 Ia7 7 ANVEER L, 77314 A T Cisco Network Plug and Play =— " = > |k
ZFETHDEITENICT HI2IE, ROF A7 2FTLET,

E:)

ATy T

FlE
AV REEETIVa Y
enable
1 -

Device> enable

¥i#E EXEC T— F&EADIC L £,
e NRATU—KREANLET (TEREINTEHE)

ATvT2

configureterminal

1

Device# configure terminal

Ta—N )L ary 74X al—ay T— NG
L/iﬁ‘o

ATvT3

pnp profile profile-name

1

PnP— x> b 777 A %EERK L, PnP 7' 12
T ANHIHEREET— FEBBLET,
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Cisco Network Plug and Play /3w 7 7 v TEBEHER DR TE .

AU RFERETIVa Y

B8

Device (config)# pnp profile test-profile-1

ePnP=—V b a7 A NVOLAFIERTET
LR TH, T a7 A VAP EELTH
TIER D EFHEA,

R Fw 7 4 | backup device {usernameusername } {password {O| |F N4 X FIZPnP=—V = F Ru 77 v 7o
7} password} TrANEBRELET,
i - c PR L RA T NICHES RIS AT L E
ML U ET,
Device (config-pnp-init) # backup device username
sjohn password 0 Tanl23 . Username - :L"'H‘ D
e password - L —H N AT H/RAT — K
<0 MR RAY — REIIEY— BRE
WZE D) BRIk 2 EfRELET,
¢ 7T —IERRNAT— FRZICHELS T a2fE L
i‘g—(}
AFw 75 |end PnP 70 7 7 A VHIMEREE— AT L. i
i - EXEC £— FIZRY £

Device (config-pnp-init)# end

Cisco Network Plug and Play /3y & 7 v TEEHERDETE

EEA =Ny 7 F T ANy 2 AT FIET DNy 7 T OO
J7¥57C, % —/3Z Cisco Network Plug and Play (PnP) =— =2 hD/Ry 7 7 v T & iR

ETHITIE, ROZ AT B EITFLUET,

FIE
ARV RFERIETY 3 BHY
AT w1 |enable F#HE EXEC £ — REAHMZ L £
i - e NMAT— R AN LET ERINTHE) .

Device> enable

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—r )L ar7 4 Xalb— gy T— REBits
Li‘g—o
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B ciscoNetwork Plug and Play /8w 5 7 9 THTTP b5 22— b TO T 7 4 LORE

ARV RFERETIVa Y

B8

Z 5w 73 |pnp profile profile-name PnP=—Y x> b 777 A %E L, PnP 7' 12
- 7 7 A MIIRGET — RE kA L £
| | | | PuP Vx0T A DL E S
Device (config) # pnp profile test-profile-1 Eiéiikﬁijtﬁiﬁuo jfEI777’/f/V45ﬁ§E§%§1,7fU\
TIERY £ A,

R 7 4 | backup reconnect [pause-time [exponential-backoff-factor | ppp = — = b A == — X a7 7 A LNt v
[random] 1] 3 AT 5 £ TORMISI & RE L X
fA EE
bevice (contiaopnpinit) ¢ back c 100 2 « pause-time 1%, #EHeH3 KO TH 5 FHERT
random | PETIREEIT backup mecomes 5 E T 2 (R0 T, BB~

2000000 T9, 7 7 4/L b T 60 TT,

« exponential-backoff-factor 1L, FHEGEIAIT 245
BHINZ b U H—F 2T, #AIE2~9 T
R

AFw 75 |end PnP 71 7 7 A AR EE— REKT L, Ktk
i - EXEC £— FIZRY 7%

Device (config-pnp-init)# end

Cisco Network Plug and Play ®/\y &2 7w JHTTP S U R/R— k70O
774 ILDHTE

Cisco Network Plugand Play =— = > DXy 77 w7 HTTP N7 VAR — a7 7 A L%
TNA A BICFETERT 2121F, ROFIEEZFEITLET,

FIE
ARV RFEREET7TIVa Y =[]
ATy 71 |enable FitE EXEC E— FEFMCLE T,
i - e NAU— R AN LET FERENTHE)
Device> enable
25w 2 | configure terminal Jua—)ar7 4 Xal—3igy ®— NEEE

1 -

Device# configure terminal

L/\i‘g—(]
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Cisco Network Plug and Play /3 7 7 v FHTTP k5 VU RR— FTOT 7 1 LDEETE .

AU RFERET7TIV3 Y B
R 73| pnp profile profile-name PnP =—Y =z h 7a 77 A VEERL, PnP 7R
- 7 7 A MIIRGET — RE kA L £
PnP=—T x0T A NVOLARTEZIRET
Device (config)# pnp profile test-profile-1 Eiéiikﬁijtﬁiﬁuo jfEI777’/f/V45ﬁ§E§%§1,7fU\
T2 £¥ A,
R T 7 4 | backup transport http host host-name [port port-number | ppnp =— 30 = > s O ASeH— D FR 2 ML ITHEED
| [source interface-type] WT, PlP=—V =2 N BT 7 A NVDNRY T T v
i - 7 HTTP b7 v AR — hBREZEIER L ET,
bevice (cont it)4 backup t e bee * host DAEIX Y —"DHRA M, A—F, BILW
evice (config-pnp-ini ackup transpor P o S,
host hostname-1 port 1 source gigabitEthernet §§157E%E*EEEL/j£7r°
0/0/0 o R
« port-number OfEIFEH T 2R — M2 fEE L £
R
s interface-type DfEITT=— = > FDH—,3~D
B Shbs A v =T oA AEBELE
R
R T w 75 | backup transport http ipv4 ipv4-address [port PnP=— = FOEAL Y — RO IPv4 T KL X |2
port-number ] [sour ce interface-type] HASWNC, PAP=—Y x> h a7 7 A LDy
%l - 7 w7 HITP k7 v AR — haRE&IER L E7,
Device (config-pnp-init) # backup transport http
ipv4 10.0.1.0 port 221 source gigabitEthernet
0/0/0
R 76 | backup transport http ipv6 ipv6-address [port PnP=— = hOEASEY— D IPv6 7 K1 AIZ
port-number | [source interface-type interface-number | | 1-s\vc ppp=—T =L h ST A LDy S
i - 7w 7 HTTP 7 v AR— MR EEER L7,
Device (config-pnp-init)# backup transport http
ipv6é 2001:DB8:1::1 port 331 source gigabitEthernet]
0/0/1
RATwvJ1|end PnP 70 7 7 A NAIMIRREE — R & T L. Rt
i - EXEC E— FIZRY 77,
Device (config-pnp-init)# end
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Cisco Network Plugand Play T—> = > + |

B cisco Network Plug and Play /3 2 7 » T HTTPS +5 > 2K— kTR 77 4 LDE

Cisco Network Plug and Play @/ 2 7 ZHTTPS S5 > RR— k70O
774 ILDHRTE

Cisco Network Plug and Play =— 3 = > N D/ 7 7 w7 HTTPS h TV AR—h7Fr 77 A )L
BT NA R BIZFETERT HI121E, IROF AT Z#FTLET,

E]:)

ATy T

FE
AT RFEEIEFT7ZIIY
enable
1 -

Device> enable

it EXEC =— RZHI L ET,
e NRAU—KREANLET (FEREINEHE)

ATvT2

configure terminal

1

Device# configure terminal

Ja—) ar7 4 X¥al—ar T— &G
Li‘j—o

ATvT3

pnp profile profile-name

1 -

Device (config)# pnp profile test-profile-1

PlP—> = h 7a77AVE{ERRK L, PnP 7 1o
T ANFIMEBREE— RERBLET,

ePnP=—V b a7 A NVDOLARIEIRTET
LU ILTH, a7 7 A VAP ELELTH
TIER D EHEA,

ATvT4

backup transport httpshost host-name [port port-number
][sour ce interface-type ][localcert trustpoint-name
][remotecert trustpoint-name ]

1

Device (config-pnp-init)# backup transport https
host example.com port 231 source gigabitEthernet
0/0/0 localcert abc remotecert xyz

PnP =— = FDE ALY — ROKR A NGITESD
WT, PlP=—x2 0 F 0277 A NVDNRY I T
7 HTTPS b T Vv AR — FREZIER L E T,

* localcert ™{EIX, Transport Layer Security (TLS)
N RV A TRRCT T4 T 2 MUDOFERERIZ
AT R A MRS MERELET,

 remotecert DfE 1L, Y — NFEBHEOMEEIZfE
ENDRTARKRA L FERELET,

ATvTh

backup transport httpsipv4 ipv4-address [port
port-number ][sour ce interface-type ][localcert
trustpoint-name ][remotecert trustpoint-name ]

1

Device (config-pnp-init) # backup transport https
ipv4 10.0.1.0 port 221 source gigabitEthernet
0/0/0 localcert abc remotecert xyz

PnP = — T = > FDE ALY — "D IPv4 T KL RIT
HoNWT, PiP=—V = N a7 7 A LDNy
7w 7 HTTPS R J v AFR— FREEFER LET,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



I Cisco Network Plug and Play T—2 = > b

Cisco Network PlugandPlay T— x> b 2 T DR E .

ARV RFERETI Va3 B#Y

R 76 | backup transport httpsipv6 ipv6-address [port PnP=— = hOEASLEY— D IPv6 7 K1 AIZ
port-number J[sourceinterface-typeinterface-number | 1S\ ppp=—U =L h SR T A LDy S
}[Iocalcert trustpoint-name |[remotecert trustpoint-name 7w 7 HTTPS kT AH— R EAER L3,
fi
Device (config-pnp-init)# backup transport https
ipv6é 2001:DB8:1::1 port 331 source gigabitEthernet]
0/0/1 localcert abc remotecert xyz

RFwvJ1|end PnP 70 7 7 A NIMIRREE — R &4 T L. Rt
i - EXEC &— RIZR D £7°,

Device (config-pnp-init) # end

Cisco Network PlugandPlay T—> x> b 3 5 DERTE

Cisco Network Plug and Play =— " = > b DX ZHEHRAEZAERR T HITIL, IROFZ AT ZFITLE

B

FIE

AU RFERETI V3 Y

E:)

AT 71 |enable FrHE EXEC E— AT L ET,
i e NAT—REANLET ERINTHE) .
Device> enable

R 7 2 | configureterminal Ja—sr ) ar7 4 ¥al—3 a3y B— KBl
Bl - LET,
Device# configure terminal

AT 7 3 |pnp tag tag-name TN AL T HFRET HITIE, pnptag 2~ K

1 -

Device (config) # pnp tag xyz

ZEH L ET, Cisco DA /N— T34 A1 Cisco
Discovery Protocol (CDP) %1 U CZ D% 7%
ZELET,

GE) THRARABGFOX TR LGE, ¥ T4%
EHTEXDHDE, X7 HDOELDT=HITxml
AX—=<NPP P — 2K VB EINDHE
DHTY, X7 HITEEETEEEA,

*PnP =— = N X T DARTERET D IEF
LS,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



Cisco Network Plugand Play T—> = > + |
B rsonva—Fovesnvxy

ARV RFERERTI VA Y E]:3)
ATw74|end Ta—\)L ary 74X al—ay T— REKT
Bl - L. i EXEC E— FIZIRE D £,

Device (config) # end

FSONWNDaA—TaTETNNYEXLD
Cisco Network Plug and Play h— X CTF N\ 7 &2 F473 25 (h— "% iE#h4 %) 121X, PnP 7'

T7ANEPIP T UAR— RN ERELET, 72&201E, PnP=—T = & PnP — [T
DY —EADOHEEEEELBG L ET,

debugpnpservice 2~ R ETTHZ L TT N\ T aX vy 7 F vy Cx£9, MEEZHRET D
WA, HA RICfsTPIP =Yy k7T & 2 NOFRTO pnp ZIE L £

)

()  CiscoPlugand Play — D1 7 ZUNET 521X, [Cisco Application Policy Infrastructure Controller
Enterprise Module Deployment Guide] % ZM L T 72 &0y,

FRAA, Y= BEOCiscoPnlP =—2 2> FDORNTFT TN a—F 4 U T BITHITIE. K
Do REFERALET,

R18:TNAR, H—/\, BLU CiscoPlPT—S o FD RS TN a—TF4 05

av ok EnBA

dir nvram TR ZNZFEAENRFE > TR 2 L& ZHERR
TAHIZE., Zoa<wy REFERLET,

ping vrf interface-name TNRAANa hr—F % ping TEDHZ L%

<Contr0”er_|p> Eﬁ?ﬁ’;‘é ﬂ:li\ :0) o< ]\“%{%ﬁﬁ L/jETO

show auto install trace HEhf L A R—=LD L —Ral2ERT5H
Wi, Zoa~vr FEHEHLET,

show boot BOOTLDR A OB DA % Fond D121,
Zoavwry REFEHALET,

show cdp neighbor FTRTODCDP A A N—ZEKRT DL, 2D
avr REFERHLET,

Show crypto pki trustpoint PKI N 7 A FRA M ERRTDHITIE, 2O
av U REMEHLET,
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I Cisco Network Plug and Play T—2 = > b

CET S |

avy kR

B

Show crypto pki trustful

fEHHTE 5 PKI BT DI, ZDavwy
REMFHLET,

show ip interface brief

=B A H—T 2 f ADOELE K IRT BHIZ
X, 2o~y REFEHLET,

show ipv6 interface brief

IPv6 A v HZ—T 2 A A& FRTHIZIE, 2D
av s REMHLET,

show run | inc pnp

1 2OOPaP 707 7 A IVDOINA A N—)L
INTWDZ EEHET DL, Zoavy
FEFEHALET,

show pnp trace

TNRARAIAF =T v a7 4 Falb—
TaryNenWI EEERTAHICIE, Zoavw
VREFERHLET,

show pnp tech CiscoPlugandPlayIOS =— > = > h DT 7 7 4
TP FoRT AT, Toawy REl
MHLET,

show vian VLAN {2 57T 5101k, oo~y Kz

EHLET,

show ntp status

NTP A7 —F R &F-TAHIZIEL, Zoavy
KEFHLET,

show version

TR ANEFTDCCOA A—THEITL TN
HZERMERTAHIZIE., Zoavwr RefEH
LiTO

PlPI—Cxzr b BT EREHEET 272007 A A EOMBIAIBT—V = |

PWPAINR—=TF T r—q0  A~v— K 75008 —YF)ara—4% FOREBREZESIC
THET IV Ir—var, PnP~R=T T r— g ik, BEEEIIT A AZEA TIE
. FOLHIYRBRAVTIVATHHEATEET, RBoNTZT T VA THREIZRDLZIENDY

jibg«o

PhP 7O Rl ;PP —2 =2 b & PP — D72 k=, Ziik, PnP b — DY —
RAN=T AR ZAEICT DA —T 71 F 2T,

PnPH—/\: BT 57 A ADEREHR (M A=Y BE, 77 AV, BLOTA B R)
PEE L, BT D Ye—,3, Cisco Network Plug and Play h—/Ni%, EET 7'V r— 3
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Cisco Network Plugand Play T—> = > + |
. Open Plug-n-Play T—C x> FDEFDMDSEEH

W) —ANGU R A H—T oA ZAERMM L, PnP 7'u b3 L&A L TT /3 X LD PnP
TV MEBELET,

Open Plug-n-Play T—> x> FOZDMDSEEF

BEEEF
FAEIER IZaTFILEA R
CiscoIOS ==~ K ['Cisco I0S Master Command

List, All Releases]

PP 2~ R:avy Ry Xy 7 Z0EM, <~ RE— |CiscolOS PnP Command
R, a~wy RBRE, T744 b, FH EorE$EmE, Lo |Reference

Bl

Cisco Network Plug and Play Y V = —3 3 » Solution Guide for Cisco Network
Plug and Play

APIC-EM T Cisco Network Plug and Play Z{ fl L T3 2 =2» | Configuration Guide for Cisco

Fy NI —TFNRA ZARBET D HIE Network Plug and Play on Cisco
APIC-EM

APIC-EM D B H 1k Cisco Application Policy

Infrastructure Controller
Enterprise Module Deployment

Guide

APIC-EM % F-4~ 5 HiIC Cisco APIC-EM Quick Start
Guide

MIB

MIB MB®D' >y

* CISCO-BULK-FILE-MIB  [J#IR U775 v k74 —A, CiscoV 7 h7 =7 U J—2,
+ CISCO-DATA-COLLECTIONMIB | ¥ & U7  —=F % £ FOMIB &R L TH 72— R
T 561X, kD URL IZ& % Cisco MIB Locator {5 L
+ CISCO-PROCESS-MIB S

* Expression-MIB http://www.cisco.com/go/mibs
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521 =

tILS—DEBFRFEDOHRE

e BT —OREIFLE OUE (237 2—)

TILS —DEBFRFEDHRE

IOS-XE UV U —2 1791 Tlx, BATF—U 7 DT v T XA LIEL DIENIMZ HILTWE
T, LD Y V—2A T, V—ZDEE%, BATF—A L —T A ANREHLTNT T 4 >
I EETETICRN 230000 E Lz, 2OV Y =TI, BTV IDT v TFHEA
LD 20% BE S TWET,
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FN980 5G €7 L@ CLl 5 /1

« FN980 5G €5 LD CLI {tH/TDETE (239 =—)

FN9805G ET LD CLIHEHNDEE

ZDVY Y —ZTi, showcdlular O/x/Oradioband =~ > FOH B2 Y £4, £V 2—/L
X, T 7 4L b TIES5G-SAHHRIEMRAZ R R Ll 20 £4, 72720, SG-SAVHEMI/D L.
I TE RN F R EINFE T,

I0S XE 17.13.1 ZFE4T L TWA IR1101 & FN980 EF A& HEH LI~k a~w L Nx B 1L T
<&V,

IR1101#show cellular 0/1/0 radio band

LTE bands supported by modem:

- Bands 2 4 5 12 14 26 29 30 46 48 66.

LTE band Preference settings for the active sim(slot 1):
- Bands 2 4 5 12 14 26 29 30 46 48 66.

NR5G NSA bands supported by modem:

- Bands 2 5 12 66 77.

NR5G NSA band Preference settings for the active sim(slot 1):
- Bands 2 5 12 66 77.

3G bands supported by modem:

Index: <none>

3G band Preference settings for the active sim(slot 1):
Index: <none>

Band index reference list:
For LTE and 5G, indices 1-128 correspond to bands 1-128.
For 3G, indices 1-64 maps to the 3G bands mentioned against each above.

IR1101#

IR1101#show cellular 0/1/0 hard
*Nov 8 12:13:31.969: Graphit 5G RSRP/RSRQ LTE modem: [1]
Modem Firmware Version = MOH.030202

Host Firmware Version = AO0H.000302
Device Model ID = FN980
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B mowsceFLocumnozE

International Mobile Subscriber Identity

International Mobile Equipment Identity

Mobile Subscriber Integrated Services
Digital Network-Number (MSISDN) =

= Modem Online

Current Modem Temperature = 40 deg C
PRI version
OEM PRI version

Modem Status

IR1101#

= 1080-114, Carrier = Generic GCF

1080-114

IR1101#show cellular 0/1/0 radio band

LTE bands supported by modem:
- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 34 38 39 40 41 42 43 46 48

66 71.
LTE band Preference settings for the active sim(slot 0):

001010123456789
359661100035795
Integrated Circuit Card ID (ICCID) = 89860000502000180722

FN98056 E 7 LM CLI A |

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 34 38 39 40 41 42 43 46 48

66 71.

NR5G NSA bands supported by modem:

- Bands 1 2 3 5 7 8 12 20 25 28 38 40 41 48 66 71 77 78 79.
NR5G NSA band Preference settings for the active sim(slot 0):
- Bands 1 2 3 5 7 8 12 20 25 28 38 40 41 48 66 71 77 78 79.

NR5G SA bands supported by modem:
- Bands <none>

NR5G SA band Preference settings for the active sim(slot 0):

- Bands <none>

3G bands supported by modem:
Index:

23
24
26
27
50
51
61

3G band Preference settings for the active sim(slot 0):

Index:

23
24
26
27
50
51
61

UMTS
UMTS
UMTS
UMTS
UMTS
UMTS
UMTS

UMTS
UMTS
UMTS
UMTS
UMTS
UMTS
UMTS

Band
Band
Band
Band
Band
Band
Band

Band
Band
Band
Band
Band
Band
Band

2100 MHz (IMT)

1900 MHz (PCS A-F)
1700 MHz (AWS A-F)
US 850 MHz (CLR)
900 MHz (E-GSM)

9: Japan 1700 MHz

19: 800 MHz (800 Japan)

@ U N

1: 2100 MHz (IMT)

2: 1900 MHz (PCS A-F)
4: 1700 MHz (AWS A-F)
5: US 850 MHz (CLR)
8: 900 MHz (E-GSM)

9: Japan 1700 MHz

1

9: 800 MHz (800 Japan)

Band index reference list:

For LTE and 5G,

For 3G,

IR1101#
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523 =

& P BE R I 1) - [FERERTS

ZOFEF, WO THMEINTHET,

« SCADA O#ZE (241 X—)

« IR1101 DF&E (242 =—72)

« MR (242 R—7)

e 7a NI NVEBRT TV r—ay (243 X—7)

o ARSI (244 —2)

 EEFHLAKFEHE (244 X—)

« T 74N FRE (245 3—)

o 7'u FaVEMORGE (245 N—)

*TI01 7’1 h )b A& v 7 OFKE (246 ~—)
*T104 712 )b A& v 7 OFKE (249 ~—7)

« TNB ® SCADA #geifk (253 ~X—27)
IERF (253 X—Y)

SCADA (%7 % YANG T — & EF/LDHYR— K (255 2—)
DNP3 7’12 b )L A% v 7 OF%E (257 <—)
DNP3 L5k (261 ~—2)

Zu haVEer U ORI SR (262 RX—)
FREDRER (263 ~—)

edebug =~ K (263 ~X—Y)

SCADA D&

SCADA 1%, KEH, EH, BEEREOERTERAIN TOWDHIET AT A L OEH Y R
TLEEWRLET, SCADA VAT L, VAT LINDOSEIERZA TOMBNLT — 2 %
INEEL, ZOEHREa L Pa— L B Z—TEE L THOWMLET, —ic, v he—L &
VE—DYEEN, SCADAVAT LADT VT AT 4= L, HBEIGUTIHALET,

JE— kiR = h (RTU) IZ. SCADA > AT LAND TS T4 < UL AT AL U THRE
L ¥, RTUIL, SCADA ¥ A7 LANOFFEDHKEEZHIHT 5 L2 ICHESINTWVET, T
i, 2=V A H =T oA RE o THEISUTERTEXET,
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B rioors

ERE RS - e |

IR1101 TlX. FEEUIIER#IA > Z—T =4 A LR L 0/2/0 TT,

IR1101 D% E)

ERAY S

Sy NU—7 T, arvbha—1L o2 =32, IR1101 & DBEERHIIR Y hT—Z7ND~
AH—L LTHEREL £9, IR1101 /X, RTU LT o & &lcar br— v Z—D7 ¥
VAR —AT— g LTHRELE T,

IR1101 /X, REFITTH7-OIZSCADAY — bV = A & L THERET D7 1 b a VB a it L
F7,

cRTUMBT —H%ZEL, avba—)L B Z—25 RIUICKE T~ REffkd 2,

WEaAvy Rearyta— ey Z—mnb%EL, RTUT—¥ %22y hr—/Ltr¥—|C
kL £,

cRTUNRZETT7F5ALDEXF, avbo— b —n02ET TR KT 5,

IR1101 1. kO ha L LTF e ha VB2 ETLET,
« [EC 60870 T101 & IEC 60870 T104 D%EZ1E,

* DNP3 U 7 /L)% DNP3 IP ~

IR1101 TTI01 BELUTIf 7' v ha/b A ¥ v 7 BRETHHEEIT. WORGENERLET,

e Fr X KIRINOL VU T IV AR—F A H—T 2 ATF ¥ XADBRESNTEY, U
F—harbr— X —~DK P HEEICH —O RTU ~OFERH RIS ET, &
Pelx, H—D T101 (RTU) F721ETI04 (= hue—L ko ¥—) FrhalviAgyy
Zint LET,

VT T RVA TN AENEIAT—va DT RLATY,

V7 T—F (CHEES KOIREER) 7= FEk0E— N T,
CIPEBRIORRE L 1E, v AX OGS N T — A IREEA R L E T,
s VHRIORE L1X, T4~V T XY OT bRt S T — 2R
EEELET,

ek —: VE—F YA FNOE—DRTU ZFE L £7,

ckyvar i UE—FHA P OH—OBHRER LET,

IR1101 TDNP3 7’12 fa)L A ¥ v 7 2R ET HHEE. ROHGENBEBRLET,
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| Emssmm - HEme

JorarzmrIusr—va |j

e FX¥ RN RISV Y TIAR—=F A L H =T 2 ATF ¥ RARRESNTEBY, VE—
fayvbha— v Z—~O% P HEHUIZH — O RTU ~OFEf N 2t S E 7, &8kt
1%, HE—®DNP3 VU 7/ (RTU) £72IEDNP3IP (2 bu—L kv Z—) 7 hajn
AH 7 EdRik LET,

UL I T RVA TR, AELTIAT—2a DT RLATY,

ey ary i UE—FHYA P~OBE—OBHFEERLET,

JOFaLEBRT I Sr— 3>

DLFORTIE., (BHWEO _REBFFTNICA > A h—/L377) IR11011X, 702 a2 s
fFF LT, SCADAY ATF AND 2 ha—Lt L Z—L RTUMO®EF 27720y RY—x
FEEwi A4t L T,

IR1101 /&, RS232 #t % /F L CRTU (AL —7) [Z#fiLET, TV I ALV TTALT
I7Fx (BAT—7d) 2N LTEHEINTE NT 7 4 v 7 2 Ri#ET 57290, IR1101 1%, RTU
M5 SCADA 57— %, TPSec b %/V (FlexVPN YA MEFE/ZIINT T K AR—7) &=
LTSCADA VAT LD ay hu—)b v ¥ —|Cak LET, IPSec b F/liX, IR1101 &
Ny Ry K77V —=2a v—FBOTXTONT 7 4 v 7 &Ri#ELET, SCADA 7
T4y X, e ar hr— LB X —TEEIESNLDHHIIC, SCADA N T 7 4 v 7 DAL
BliE X472 IPS T34 A TR TE 9,

65:SCADA > R T LRDIL—%5

Contral Center 1 SCADA
Active

RTU

@\\ - RS232 I
T104 Master i T101 Slave

E( IPv4 [PSec LCI

Control Center 2 SCADA Router1 = '\-.l_EjGFF?S, s
Active /

IR1101

T104 Master
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ERE RS - e |

k== 353
RTU 3% v U —7 TRE S, BIEL TV DRLERS Y 7,
IR1101 (285535 RTU Z & 12, TI101/T104 [ZBE 3 2R OERNA LI Y F5,
o Ty ROV
« F v Fx4
cHEGH AT U TV
o U7 MMEFIROBGE « VY E 7o 1T F A
U IDT RVA T 4= R (A7 v hCTERINDER)
sy va U ER
sy a4

T 7Y r— g P—ERATF—F 2=y (ASDU) OHHT FLADY A X (4
7T v hTEINDEAHE)

« EEIRA (COT) OV A X (A2 7> b TERINDELHE)
« Information Object Address (I0A) DH A X (A2 7 v b TR I HEE)

« v 2 —IER
ok H—4
*ASDUT RV A (7T v hTCEENDER)

IR1101 (28554 % RTU Z &2, DNP3IZRIT 2 ROIERMSMEIZ /L 7,
o Ty ROV
« F v Fx4
cHEHA T U TV
V7 T RLA

v g UEHR

by Ta A

FIEFEEHIRNSEIA

BEF ¥ FNF1 o0y arOHEVR—FLET,
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| =mERHE - HHRRE
Forrrie B

Frvoiaiil o0 X —DHhEYR—FLET,

—

FIA4I FERTE

TIOTI04 /NS A —B | T4
~

T101 OFE| v AH—

T104 DOFE A L—7

DNP3 /X5 A —4 FI+I bk
HRAGILE (DNP3-serial) Mo TnEH

vy
RAEGBA v EB—TD%E (DNP3-IP) | A Rr—T7 /b

y 7z A —
708 FOIIEBDETE
ZOWETHEH, RO FE Y Z7IZOWTEDY EFET,

)

GE)  7m haVEHRTENMET S IRII01 OREEZEFETIHAMNI, Vv haVEBr o Ol &
Bk 262 %—Y) Ok I TvarEHERBLTIEI N,

IR1101 <) 7 )L i"— k & SCADA h 7 JLIEDEHE

IR1101 T 1 F a VEHZ AN L CRET DITIE. ZTDORHITIRIIO O ) TAAR— &2 H
L. FOFR— FTSCADA 1 7 MEEBEDNCTALERH Y 97,

1R BHEIIZ
IR1101 DU 7 i R— s O Ak 2R L £,

Fg
ARV KRFERRETI a3 Y B#J
AT w 71 | configureterminal Ja—xN) ar7 4 Xal—iay T— REBLG
L/\i‘g_()
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ARV RFEREET7TOVa Y BHY
R T 72 |interface async slot/port/interface async slot/port/interface ® 2~ > K E— R&[Ath L &
D

slot : fE 0
port : & 2

interface : & 0

Z v 7 3 |noshutdown BHER—- 2B IEET,

R T 7 4 | encapsulation scada 7 k3 )VE#E L OFE OO SCADA 71 k=L
DY TIVR— R TOH T EBNZ L ET,

15
WOBENL, VTR —=HK02/0ZFMIL, FDA L H—T =2 ATHTvMLEBNCL
TSCADA 71 ha)LxHPR— b2 HEEZRLTOET,

router# configure terminal

router (config) # interface async 0/2/0
router (config-if)# no shutdown

router (config-if)# encapsulation scada

TN HELEUTIM 7O 3L RE2 VI DETE

scadav AT ARND 2 hr—/L k% — (T104) L RTU (T101) o=y Y —=x o FiBE
EAREICT A TIOL R LTI Fa haL AX v 7 R/ ETXET,

«TI01 7’1 b AH v 7 OFE (246 X—)
«TI04 7’2 b )b AH v 7 OFRE (249 R—)

e Y ha )R D OB L EIE (262 X—)

TRCOMBERBEHFERNPIE SN TND Z EE2HERLET,
TV R— k& SCADA B 7 b E Gz LET,

TI01 7O 3L R A2 YO DERTFE

TIOl e ha)L Ay 7 DOF v x)b, BEyviary, BIOEIZ X — TG A—FEHELE
h@‘o
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IEHREIG

FIE

TN O bl RE VY DEE .

ARV RFERRTI Y

E[:)

RFwF1 |configureterminal Ja—s)var7Z 4 Falb—ay ®— REHA
LET,

RTwF2 |scada-gw protocol t101 TI0l e hatdary 7 4 Falb—i g F—R
AL ET,

AT w73 |channel channel_name TI0l 70 b3 LDF ¥ R AT 4 Fal— g
vE—RERGLET,
channel_name : IR1101 ®> VU 7L i"— K & RTU &
WWETLHTF ¥ X VERLET,
GE) A LTeTF ¥ RNADBFELRWES, v—

ZITH LT v XL ZERC L 7

Zoavwr RnoOEXEANTLHE, BIFOF ¥
FADBHIBRENET, 72720, Ty a2 HlRT 2
WZiE, T ToOR vy a VEHIRTIMLERD D %
—640

25w 74 |rolemaster <~ AHX— n—,L% TI01 71 k2L F % R LI2HE
DYECTET (T 741 10)

A7w 75 |link-mode {balanced | unbalanced} U7 ®— REVHERE 33T oW s
WCERELET,
IV . ~ A F =B ESN T T — XA AR
L FE9,
WM - A X —F A L — T ONTRNOT —
ZEREEEWRLET,

25w 76 |link-addr-size {none | one | two} V27 T RUVA YA XA 7Ty NEMTERL
iﬁ‘o

R v F1 |bind-to-interface async slot/port/interface VAT ANTION e ha)v N T T 4y 7 BRET
HIRI01 UT NV A B —T =2 ABEHRLE
j—O
slot : fE 0
port : {2
interface : fi£ 0

ATy S8 |exit FXYINVOBREEKT L, Fr R a7 4Fa

L—raryE—FEKTLET, TXTORTEE
RELET,
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ERE RS - e |

ARV FFEREETIVa Yy

S

ATvT9

SEssion session_name

toiararv a4 ¥alb—rgr ET— FEBth
L, By va  l4amizsn Y CcEd,

ATy 710

attach-to-channel channel_name

By varEFYRVCERLET,

2T v 3 TAN LD LR CF v V452 H L
i‘a‘o

channel_name : & ¥ /L Zi5 L £ 77,

ATy 7N

common-addr-size {one | two | three}

BT NV A A X477y FPRATERLE
R

AT T12

cot size {one| two | three}

HFRAE T ITKEF — & 2% — L7 EOEERRK
ATy NEMNTERLET,

ATy 713

info-obj-addr-size {one | two | three}

ATy NEFZEOT RLAYA X5 F T
FEALTEFZLET,

ATv 714

link-addr-size {one | two | three}

Vo2 7T RVAYA X %eF 7Ty PR TERL
£,

ATvT15

link-addr link_address

RTUDY 7 7 RLAZEW®WLET,

GE) ZZTAALEY Y T RLAIZ, VU7
VAR — S 3EEGE TS RTU TR E SN2 fE
L TWAMERHY F9,

link_address : 0 ~ 65535 DO#i[A,

ATv 716

tyvarary4Xal—var T—REKT
LET,

ATV T

Sector sector_name

v A—ar T 4 X2l —arET— RERBL.
RTU D& 7 # —IZ4RiZ2EI0 4 TET,

sector_name : £ 7 ¥ —%&#HI L £,

ATy 718

attach-to-session session_name

RIUEBZ ¥ —%tvi g 8 LET,

AT v FIOTAN LD LRECEy v a & a2 A
sz—éﬂo

session name : & v a AL £,

ATy 719

asdu-addr asdu_address

RTU @ ASDU #1&E7 L 22 B L £9,

ATy T2

exit

v H—ar T 4 Xal—rarE—RFEKTL
E
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AT RERIFTIa Y E]:p]
ATy T2 |exit Fuhal ary 74 Xal— gy B— REKT
LET,

1

WOHFIE, RTU 10D TIOL 72 b )L ZAZ o 7 DIRT A—H %

router# configure terminal

router (config) # scada-gw pro
router (config-t101) # channel
config-tl0l-channel) #
config-tl0l-channel) #
config-tl0l-channel) #

router
router
router
one
router (config-tl10l-channel) #
router (config-t10l-channel) #
router (config-t101) # session
router (config-tl10l-session) #
router (config-tl10l-session) #
router (config-tl10l-session) #
router (config-tl0l-session) #
router (config-tl0l-session) #

(

(

(

(

(

(

(

router (config-tl10l-session) #
router (config-t101) # sector
router (config-tl0l-sector) #
router (config-tl0l-sector) #
router (config-tl0l-sector) #
router (config-t101)# exit
router (config) #

T104 7 O k

)L A2 YT D3

BN

RET DHEEZRLTHNET,

tocol t101
rtu_channel

role master
link-mode unbalanced
link-addr-size

bind-to-interface async 0/2/0
exit
rtu_session
attach-to-channel rtu_channel
common-addr-size two
cot-size one
info-obj-addr-size two
link-addr 3
exit
rtu_sector
attach-to-session rtu_session
asdu-addr 3
exit

=JL ==
ax AE

TI04 7u ha Lz N L THERT s ar he— B2 —T01C, ROFIEEZETLET,

1R BRI
TARTOLEREBIE
=22

YT IV R— k& SCADA 1 7/ b EZFN LET,
(245 ~=2—

B 7 AL DH ML

FIE

EMANE SN TND Z LR LET,

( THi#ESM (244 3—2) )

( TIR1101 >V 7L "— | & SCADA

V) 1 BEBR)

ARV RFERRTI VA Y

El:)

AT w71 |configureterminal

a7 4 Falb—T gy E—RIAD ET,
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ERE RS - e |

ARV FFEREETIVa Yy

S

ATv T2

scada-gw protocol t104

TI04 72 haltoary7 4 Fal— gy E—R
ZEIE L F9,

ATvT3

channel channel_name

TI04 7o halOF vy a7 4 Xalb— 3
v E—FEHMBLET,

channel name: L —& Bz te—/L B X —L
WETHTF v RZHEALET,

GE) ANIL72TF ¥ RNVADPFE LR WEE, b—
AIIF LT ¥ 2V EER L E 9,

ZDavr RnoDEREANTHE, BBFOT v
FANHEERENET, 7L, Fryrrzllits
i, Ty a r2HIRTALENRHD £
‘a‘o

ATvT4

k-value value

F o RIVORMBOT SV r— gy Fa khan
F—H 2=y (APDU) O REZZEELET,

(F) APDUIZ(E., APDU &= hr—/L v
S =P AAENTNET,

value : [EDOHEIFIZ 1 ~ 32767 TF., 57+ /L ME
X 12 APDU T,

ATvTh

w-value value

F ¥ XD APDU O KREEFRE L ET,

value : fEO&IHIL 1 ~ 32767 T3, T 7 /L MA
X 8 APDU T,

ATvT6

tO-timeout value

T104 F v RV DEEREMESL O t0-timeout [H % EF L
ij—o

ATy T1

t1-timeout value

T104 F ¢ R /VDFE(E £ 721L7 A ~ APDU D
tl-timeout fE% EF L £,

ATvT8

t2-timeout value

=B BT —H A= E L WS DO

FINED =D 2-timeout [EZ2 EF L E 7,

GE) QMEICIE., WIZTI4F ¥ 2Dt fELY
HL/NSVMEEZRETHIHENH Y £,

ATvT9

t3-timeout value

T104 F % RADNEWNWT A RVIREEDEAIC, S 7
L —A%ZFEET D B-timeout fEZ T L £,

GE) GBfEIL. FITTIA F vy XDt EEY b
EVMEICHRET A LERH D £,
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T4 7O bl RE VY DEE .

ARV FFEREETIVa Yy

E:)

ATFYvT10 tcp—conr_1ection {01} local-port {port_number |default} | 7 E = fr—/L & % —NFET BT T
remote-ip {AB.C.D |AB.CD/LEN |any} [Vif WORD] | 5 ¢ - 21y hm—)L &2 ¥ —CER SN L

INZEHEY ar ha—L v X —OGEEA
BRELET,
port-number : 2000 ~ 65535 D[ D1,
57 /v ME 2404,
ABCD : H—&H A b,
AB.CD/nn: %7 x> I AB.C.D/LEN,
any : fEE®O VU E— K A A § 0.0.0.0/0,
WORD : VRF %,

ZFv TN | exit FyF ar7 4 Xal—arET—REKTL
iﬁ—o

AT 712 |session sesson_name tyvararzsXal—ar ET— N2
L., Byya cAmizHn Y TET,
session_name: A7 > 7 3 TF ¥ R/UICEI D KTz
D EFICARTEMERL £,

Z 5w 713 |attach-to-channel channel_name tyviary bTT 4T EEETDHTF ¥ RILDL
Az ERLET,

AT F14 |cotsize {one|two |three} HRME 21K R T — & 2% — A7 EOXFRIA
(cot) A7 7 v NHALTERLET,

AT v F15 |exit tyiararz s Xal—ary ET— REKT
LET,

AT w716 |sector sector_name A —ar T 4 Xal—arE— NEBIAL.
ayvha— kU E—D% s X —ICL4RTZEND Y
T\iﬁ—o

AT 711 |attach-to-session session_name ayvha— v E—D% T X —&HF ¥ R
HLET,
session_name: A7 > 7 3 TF ¥ R/UICHEI D KTz
DL CARTEMER L ET,

AT 718 |asdu-addr asdu_address ASDUMEIET FLAZEWRLET, ZZTASLE

fEIX. RTUOASDUME &~ 2 MERH Y £7,
asdu_address—asdu_address : fEi% 1 £ 7213 2,
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ARV FFEREETIVa Yy

S

X5 719 | map-to-sector sector_name oy bha— ¥ — (T104) D& Z—% RTU
(T101) B Z—lc~y 7 LET,
ATFvT0 | AT v 7 1ITEY £7, Iy NT—=TNTT 7T 4T loTnbHar b

n—)L oA =Tk, 2O a DT T
DFNAZEMEY KL FET,

1

wopit, avta—r v —1tarbto— LB F—2 (Fbob~vAX—E LTK
E) TTIA v hanl AX vy I DRI A—=HEREL, TIMdA® 7 ¥—% T101 &7 ¥ —|Z
~ v B TTHHEEERLTONET,

avhbao— k¥ —1 (cc_masterl) Z#FXET HICIL, RO~ REATLET,

router# configure terminal

router (config) # scada-gw protocol t104

router (config-t104) # channel
router (config-t104-channel) #
router (config-t104-channel) #
router (config-tl104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104) # session
router (config-tl104-session) #
router (config-t104-session) #
router (config-t104-session) #
router (config-t104) # sector
router (config-tl04-sector) #
router (config-tl04-sector) #
router (config-tl04-sector) #
router (config-t104) # exit
router (config) #

cc_masterl
k-value 12
w-value 8

t0-timeout
tl-timeout
t2-timeout
t3-timeout

30
15
10
30

tcp-connection 0 local-port 2050 remote-ip 209.165.200.225
tcp-connection 1 local-port 2051 remote-ip 209.165.201.25

exit
cc_masterl

attach-to-channel cc_masterl
cot-size two

exit

cc_masterl-sector
attach-to-session cc_masterl

asdu-adr 3

map-to-sector rtu_sector

ay hr— k¥ —2 (cc_master2) ZaxiEd HIZiL, kDa~ REATTLET,

router (config) # scada-gw protocol tl1l04

(
router (config-t104) # channel
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-tl104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104) # session
router (config-t104-session) #

cc_master2
k-value 12
w-value 8

t0-timeout
tl-timeout
t2-timeout
t3-timeout

30
15
10
30

tcp-connection 0 local-port 2060 remote-ip 209.165.201.237
tcp-connection 1 local-port 2061 remote-ip 209.165.200.27

exit
cc_master2

attach-to-channel cc_master2
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B o> scADA #seiait ]

router (config-t104-session)# cot-size two

router (config-tl104-session) # exit

router (config-t104) # sector cc_master2-sector

router (config-tl04-sector)# attach-to-session cc_master2
router (config-tl104-sector)# asdu-adr 3

router (config-t1l04-sector) # map-to-sector rtu_sector
router (config-tl04-sector) # exit
router (config-t104)# exit
router (config) #

TNB 0> SCADA #ge5R b

&% 7€ 151

ZOERERILIZ R Y . IRD K 572 TNB @ WG RTU & O ANt S E T,

« TNBRTU Ti&, Y U7 VOIEELWIIEbEZ#IZIZT 72012, VeEy R 7 A vE—
VEVVIARAT—HAA =V L EBICERTAORNERH Y T, ZOMRRIZ, L
327 4 ¥ 2 L— 3 CLI scada-gw protocol forcereset-link % fif il L CGRINJIZ A I
THZENTEET,

e 71y T INAAJL—IENI 5> TWT, W—FNDNP3-IP~VAZ =B XA DNAR T
BT S T WEEIE, V=X D= R =7 ORZIN A T A KU —2A0 RTU IZ
EEENET, DNP3-IP v AX =IO LWE A DAX T 2535 L, v—HIZ
DNP3-IP ¥~ A X =N O EEINTZH LWZ A DAK T % RTU IZEIE LG £,

« AEYIND/y 7 7 A[FEZR DNP3 A X b DD 600 H>6 10000 (ZHEM L E 9,

escada-gw 7B F3)LA VA —0Ov Y 2~ FiX, DNP3 THA— b EZhEd, LU,
T101 & T104 DAHBZHHR— K S TWE Lc, ZOH LWBERER({KIZ L Y . DNP3-IP v &
Z—NE 7 LTCWBEDBERERBE, V—2IZ VTV 7 28k LE4, Ak
W2, RTU SO Y TV I RFE 358 DNP3-IP v A X% —~0 TCP #e 23M iffx X
nET,

c HAZ LD [V 7 AN (TEREICESHCTHBMICERST DD 2D, 2—P—ix
P& RNEFFCY 7 = A PERETEET,

WOHFNE, TION HEEHDO U T L R — N A F—T A ZADFE. TI0l BLUTI04 712
g Ay ORE. BLOIRIIO TFa haVE#r D0 ZBh+ 5 iEZ2 R LTV E
ﬁéo

router# configure terminal

router (config) # interface async 0/2/0
router (config-if)# no shutdown

router (config-if)# encapsulation scada
router (config-if)# exit

router (config) # scada-gw protocol t101
router (config-t101) # channel rtu_channel
router (config-t10l-channel)# role master
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router (config-t10l-channel) #
router (config-tl10l-channel) #
router (config-tl10l-channel) #
router (config-t10l-channel) #
router (config-t101) # session
router (config-tl10l-session) #
router (config-tl0l-session) #
router (config-tl10l-session) #
router (config-tl10l-session) #
router (config-tl0l-session) #
router (config-tl10l-session) #
router (config-t101) # sector
router (config-tl0l-sector) #
router (config-tl0l-sector) #
router (config-tl0l-sector) #
router (config-t101)# exit
router (config) # scada-gw pro
router (config-t104) # channel

router (config-t104-channel) #
router (config-tl104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-tl104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104) # session
router (config-t1l04-session) #
router (config-t104-session) #
router (config-t104-session) #
router (config-t104) # sector

router (config-tl04-sector) #

router (config-tl04-sector) #

ERE RS - e |

link-mode unbalanced
link-addr-size one
bind-to-interface async 0/2/0
exit

rtu session

attach-to-channel rtu_channel
common-addr-size two

cot-size one
info-obj-addr-size two
link-addr 3

exit

rtu_sector
attach-to-session rtu_ session
asdu-addr 3
exit

tocol t104

cc_masterl

k-value 12

w-value 8

t0-timeout 30

tl-timeout 15

t2-timeout 10

t3-timeout 30

tcp-connection 0 local-port 2050 remote-ip any
tcp-connection 1 local-port 2051 remote-ip any
exit

cc_masterl

attach-to-channel cc_masterl

cot-size two

exit

cc_masterl-sector
attach-to-session cc_masterl
asdu-adr 3

router (config-tl04-sector)# map-to-sector rtu_sector

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
router (config-t104-channel) #
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

router (config-t104)# exit

router (config-t104) # session
router (config-t104-session) #
router (config-t104-session) #
router (config-tl104-session) #
router (config-t104) # sector

router (config-tl04-sector) #

cc_master2

attach-to-channel cc_master2
cot-size two

exit

cc_master2-sector
attach-to-session cc_master2
asdu-adr 3

router (config-t104-sector) # map-to-sector rtu_sector

router (config-tl04-sector) #
router (config-t104)# exit

(
(
(
(
(
router (config-tl04-sector) #
(
(
(
(
router (config) # scada-gw enal

WOFIL, DNP3 7 ha)L A4 v 7 i L CSCADA v AT ANOay ha—)L ko X —
BEAREL, IRI101 TFa a0 2bT 5

L RTUHOx Y kY —x 2 R
EERLTOWET,

router# configure terminal
router (config) # interface as
router (config-if)# no shutd
router (config-if)# encapsul
router (config-if)# exit
router (config) # scada-gw pro
router (config-dnp3s) # channe
router (config-dnp3s-channel)

. Cisco Catalyst IR1101 S AtES 1) —X JL—4

exit

ble

ync 0/2/0
own
ation scada

tocol dnp3-serial

1 rtu_channel
# bind-to-interface async 0/2/0
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scAA (=515 % YANG F—s EF Lo H—+ [

router (config-dnp3s-channel) # link-addr source 3

router (config-dnp3s-channel) # unsolicited-response enable
router (config-dnp3s-channel) # exit

router (config-dnp3s) # session rtu_session

router (config-dnp3s-session)# attach-to-channel rtu_channel
router (config-dnp3s-session) # link-addr dest 3

router (config-dnp3s-session) # exit

router (config-dnp3s) # exit

router (config) # scada-gw protocol dnp3-ip

router (config-dnp3n) # channel cc_channel

router (config-dnp3n-channel) # link-addr dest 3

router (config-dnp3n-channel) # tcp-connection local-port default remote-ip any
router (config-dnp3n-channel) # exit

router (config-dnp3n) # session cc_session

router (config-dnp3n-session) # attach-to-channel cc_channel
router (config-dnp3n-session)# link-addr source 3

router (config-dnp3n-session) # map-to-session rtu_session
router (config-dnp3n) # exit

router (config) # exit

router (config) # scada-gw enable

\}

6=

SNET,

T101 I HHFF L72 I0A 7 R L A&, SCADA 7'— F U = A2 K HZEH 72 LT T104 NZE(F

SCADA [ZXxt9 5 YANG T—X2 ETILDYHKR— k

CiscoIOS XE 17.1.1 U U —&|Zi%. Scada > AT AT @ Cisco I0S XE YANG EF /LD PR —
FEASNTWET, MOFEBRICBWTIE, LETOY U —A2TYANG 7 AR REINT
WE L7,

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/17111

SCADA YANG €7 /)L

A A 2D Cisco-I0S-XE A T 4 TET/WVIZIET D 2 DORERET Y =— /L% SCADA THEA T
xFET,

* Cisco-10S-XE-scada-gw.yang
ZDEV2—)VIIESCADA ¥ —h V= A DaLT7 4 Fal— 3 avy RO YANG E#E
DAL T aryPEENTHET,

* Cisco-10S-XE-scada-gw-oper.yang
ZDEFEY 2—/VIZIE SCADA 7' — h U = A DA T =X O YANG EFEKD AL 7 ¥ 2 VG E
NTWET,

Scada T VA EREIH DL, 8§ DDEIFET =—/b (XA D Cisco-I0S-XE %A T 4 7 E
TMIET D) A VR —FTBXERH D 9, IROIETIE, SCADA YANG ET /LD R
h, BHECLIa~> F, BEOSKEEET Y 2 — A BB LT AKGEE 2 —LERLET,
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ERE A - e |
. Cisco-10S-XE-scada-gw

Cisco-10S-XE-scada-gw
RIZ, ZOFEY 2= T D CLI a2~y FaRLEd,

config) # scada-gw protocol t101

config-t101l) # channel <channel-name>
config-t101)# bind-to-interface <interface-name>
config-t101l) # link-mode <link-mode>

config-t101l) # link-addr-size <size>
config-t101)# day-of-week <enable>

config-t101)# session <session_name>

config-t101l) # attach-to-channel <channel-name>
config-t101l) # cot-size <size>
config-t101l) # common-addr-size <size>
config-t101)# info-obj-addr-size <size>
config-t101) #

config-t101) #

config-tl01) #

config-t101) #

config-t101l) # asdu-addr <addr>

(

(

(

(

(

(

(

(

(

(

(

( link-addr <addr>
(
(
(
(
(config-tl1l01l) # request
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

)
)
)
)
)
)
)
)
)
)
) request

) # sector <sector_name>

) # attach-to-session <session-name>
)

config) # scada-gw protocol t104

config-t104)# channel <channel-name>
config-t104 tcp connection
config-t104 to-timeout <value>
config-t104 tl-timeout <value>
config-t104 t2-timeout <value>
config-t104 t3-timeout <value>
k-value <value>

#
#
#
#
config-tl104)#
# w-value <value>
#
i
#
#
#
#

) #
)
)
)
)
)
config-t104)
config-t101)
config-t101)
config-t104)
config-t104)

)

day-of-week <enable>

send-ei <enable>

session <session_name>
attach-to-channel <channel name>
config-t104 sector <sector_ name>
config-t104) attach-to-session <session-name>
config-t104) # map-to-sector <sector-name>
(config) scada-gw enable

Cisco-I0S-XE-scada-gw ¥ = —/LZIE, WRDIEFEY 22— H 0 £,
* Cisco-10S-XE-native
* Cisco-10S-XE-features
* ietf-inet-types
* Cisco-10S-XE-interfaces
* Cisco-10S-XE-ip
* Cisco-10S-XE-vlan
s ietf-yang-types @ (X CTHOY BV = V)

* cisco-semver

Cisco-10S-XE-scada-gw-oper
WIZ, ZOFEY 2—/MIHIETHCLL a2~y RanRLEd,
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DNP3 7O L)L RAYHD

# show scada statistics
# show scada tcp

onP3 7o ko 24 v o oEE

KIZ, Cisco-I0S-XE-scada-gw-oper €3 = —/VDIRFE Y =2 — /L &R LET,

* Cisco-IOS-XE-native

* Cisco-10S-XE-features

* ietf-inet-types

* Cisco-IOS-XE-interfaces
* Cisco-10S-XE-ip

¢ Cisco-IOS-XE-vlan

s ietf-yang-types @ (T XTDOU LBV 3 )

* cisco-semver

=L

=

X B

SCADA VAT LHNDay ta—/)L B X2 —L RTUMOT Y RY —x 2 Ri@E%EAHEICT S
DNP3 U 7 ABLODNPIIP 72 b2l A¥ v 7 AR ETXET,

DNP3 ') 7LD ETE

RTU D DNP > U 7/VEEHADOT ¥y 2 ABILIOEy v a sy RXRIA—HERELET,

FIE

Av U REREETIVa Y

E[:)

A5 w 71 |configureterminal Jua—r)Lary 7 4 ¥al—gy ET— REElh
L/\gz—a—o

AT w72 |scada-gw protocol dnp3-serial DNP3 U7 A Fa halrdar74Xal— g
v E—RERGLET,

R w 73 |channe channel_name DNP3 U7 7a hartdF ¥y a7 4 X

L—ya vy E—RFEBLET,
channel_name: L —X DI 7L AR — k& RTU &
DBET DT ¥ RNV EFHILET,
B AL TF X RNV BTE LR WG, V—X
LT v RV EERC L7

Zoavr RnoDERXEANTHE, BFOT v
FANHERENET, 7L, Fryrrziiit s
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ARV FFEREETIVa Yy

S

Wik, T RTOEy v s VEEIBRTAILERS Y £
TO

ATvT4

bind-to-interface async0/2/0

SATFANDNPI T b NT T 4w T BIEE
THIV—HOH R A v —T =2 AETHELE
KR

ATvTh

link-addr source source_address

~YAZ—DY T T RLATT,
source_address : 1 ~ 65535 O#FiFHDAE,

ATvT6

unsolicited-response enable

(EE) RAFGBICEZFFT LET,

Zoa<wry ROonEXEAITD L, RAGRINE
NN £,

77 v hTIRESNTT,

ATy T17

exit

FXYRINVOREEKT L, TRV a7 ¥z
L—yary T—REKTLET, TXTCOHREL
RELET,

ATvT8

$ession session_name

TyiararZ74¥Xal—arE— NE#EE
L., By va  ZamzHn Y CEd,

F: AN LIy Y a VARTEELRWEES, L—
ZiIFF Ly g U EERKRLET,

Zoavwry ROnEXEANTLE, BEFOE Y
Ta UHIBRENET,

ATvT9

attach-to-channel channel_name

tyvarEFy UV ERLET,

H ATy F3TAALED LR UF v 24 2F
ALET,

channel_name : F v RV ZF5I L £,

ATy 710

link-addr dest destination_address

AL—T DY 7 T RLVATT,
destination_address : 1 ~ 65535 D #i[H D,

ATvIN

exit

tyvvararz 4 Xal—rarET—REKT
LEJ,

ATvT12

exit

Jahanl ar7 4 Xal— gy ET— REKT
]\/\iﬁ—o

1

wOFNL, DPN3T U T 7 a hajL RE v 7 DRT A =R ERETDHITEEZRLTOET,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| EmEmsm - HHRe

router# configure terminal

DNP3 IP D% E .

router (config) # scada-gw protocol dnp3-serial

router (config-dnp3s) # channel rtu_channel

router (config-dnp3s-channel) # bind-to-interface async 0/2/0
router (config-dnp3s-channel) # link-addr source 3

router (config-dnp3s-channel) # unsolicited-response enable

router (config-dnp3s-channel) # exit

router (config-dnp3s-session) # attach-to-channel rtu_channel
router (config-dnp3s-session) # link-addr dest 3

router (config-dnp3s-session) # exit

router (config-dnp3s) # exit
router (config) #

DNP3IP D&% %E

DNP3IPZ/ L CHEiT A ar br—L o Z—1Zx LT, ROFIEEZFEITLET, ILEMEE

R T 27D, Aty a VBRE

B

FIE

(
(
(
(
(
router (config-dnp3s) # session rtu_session
(
(
(
(
(

AT LEBOERERI L vy a U FICERTE E

ARV FFEREETIVa Yy

EL:)

25w 71 |configureterminal AT 4 FXalb—rar T-RIADET,

AT w F2 |scada-gw protocol dnp3-ip DNP-IP 70 h LD 7 4 Falb— g FT—
Fa&Bsm L E7,

RF w73 |channel channel_name DNP-IP 712 /L DF v )b a7 f Fa b —
vary ' RERBLET,
channel_name: L—#3ar hu—L o X —¢
WETLHTF vy RV EHBLET,
I A LT TF ¥ RVADBIFELIRWSES, v—X
LT v RVEERR L E T,
Zoazwr Rno DR AEANTITLH L, BEEOT ¥
FADHIBRSNET, 2720, Fr 3L ailbRT 5
Wi, T ToOEy v a VEHIRTALERS Y F
j—O

2w 74 |link-addr dest destination_address 2 AZ—DY 7 T RLATT,
destination_address : 1 ~ 65535 M #i[HD1E,

RFw 75 |send-unsolicited-msg enable EE) REBA =V ZHFATLET,
T 74N NTIEAERTT,

ZFwF6 |tcp-connection local-port [default | local_port ] TCPHHcOr— N R— b FEFELVE—FIPT N

remote-ip [any | remote_ip | remote_subnet ]

VAZBRELET,
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B

axX ;&

ERE RS - e |

ARV FFEREETIVa Yy

S

« 7 7%V 1 120000

« local_port : 2000 ~ 65535 DEDFPH

eany : {EED Y ET— FAR Ak 0.0.0.0/0

e remote_ip : Hi—7AR Ak : AB.C.D

« remote_subnet : 7 %> I : AB.C.D/LEN
remote_subnet NEE SN TN DEHE, 220F ¥

JUZRICae—hL R—rRnbse, VE—K 7
Fy MIMEBEICA—=R—F v TFTEEHEA,

1 @ <local-port, remote-ip> LT X TF ¥ R /LT &|Z
—BTHDHMLENRH D F7, remote_subnet 35T
ENTVDHEAE, 2O00F v F/UZFR e —T /v
A= ndsrL, VE— M7 Ry MIFHAIZA—
NR—TF T TExEHE N,

ATy IT17

exit

F¥FRIL ar74¥al—ar T—REKTL
7.

ATvT8

SEsSion session_name

tyviarary7 4 F¥al— g F— FEELL
L. Byya  Al4RiEE Y B CTET,
F:ADLEEY Y a VADFEELWES, L—
ZiIF LWy v g UEERLET,

Zoavry ROonBEXEANTHE, BFOE Y
aryNEIREInET,

ATvT9

attach-to-channel channel_name

tyvarEF R LET,

AT v F3ITAN LD LR CF ¥ 34 afEH L
\32?—0

channel_name : & v F /L Z 55 L £ 97,

ATy 710

link-addr source source_address

AL —T DY T T RLVATT,

source_address : 1 ~ 65535 DfE,

ATvIN

map-to-session Session_name

dnp3-ip & v v 3 » ZBEAFED dnp3-serial 7 > >3 >
vy B 7 LET,

E 1250 dnp3-ipEya i, 15D dnp3 >V
Ty g NlDH~v S TEET,

AT T12

exit

tyvararz a4 Xal—rarET—REKT
LEJ,
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ARV RFERETI Y S

ATy 713

exit

Taha)larZ 4 Xal—ary ET— REKT
L%,

11

DNP3 #i 5k

=L ==

ax AE

1

OB, DNP3IP /XT A —H OFEH ZR L THOET,

router# configure terminal

router (config) # scada-gw protocol dnp3-ip

config-dnp3n) # channel cc_channel
config-dnp3n-channel) # link-addr dest 3
config-dnp3n-channel) # tcp-connection local-port default remote-ip any
config-dnp3n-channel) # exit

config-dnp3n) # session cc_session
config-dnp3n-session) # attach-to-channel cc_channel
config-dnp3n-session)# link-addr source 4
config-dnp3n-session)# map-to-session rtu_session
config-dnp3n) # exit

config) # exit

router
router
router
router
router
router
router
router
router

router

UANEHWRTU RE 7Y —E7E— R CEH IR TWeGabH Y £9, 246D RTU X,
A=V Ny X —DEy FDIR=1 ZFETHI LT, DNP3I VU T LA TFBLIRT T4~
Vou—/LEEIZAY v 7 LE LT, Cisco/L—H T &5 ASE @ SCADA A X > 7
L. BIZDNP3 VU T AT T4 <) ELTHESTHWET, ZDHA, DIR=1 DDNP3 > U 7T
APOBZE LT XTONRT y EBEHE S, RTUNLDEL DA v —UBFEEINE L
oo TNHDOTFT Y AZMMEEST 57202, LV SCADA 3% E CLI MBS vE L,

scada-gw protocol ignoredirectionZfli ] L THENIZT 5 Z LN TEET,

ZOCLL ZAHNZT H L&, DIR=1 OFETEH, L—ZIXRTU 1D OERFNT v NEZ T AN
HZENTEET, HLWCLIE, Cisco-I0S-XE-scada-gw.yang i &€ 7 /MW HiBIME N E T,

wIZ, 2R L ET,

Router# config term
Router (config) # scada-gw protocol ignore direction

T101/T104 TO scada-gw 7' 11 b = /L J5 [V AR D 3% 2 15

scada-gw protocol tl01
channel rt-chan
link-addr-size two
bind-to-interface Async0/2/0
session rt-sess
attach-to-channel rt-chan
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B ooronzzocoommerst

common-addr-size one

cot-size two

info-obj-addr-size three

link-addr 31

sector rt-sec

attach-to-session rt-sess
asdu-addr 100

scada-gw protocol tl1l04

channel mt-chan

t3-timeout 20

tcp-connection 0 local-port 8001 remote-ip 192.168.1.0/24
session mt-sess

attach-to-channel mt-chan

sector mt-sec

attach-to-session mt-sess
asdu-addr 101

map-to-sector rt-sec

scada-gw protocol ignore direction
scada-gw enable

JOFOLEBRI OO UDFB EFEL

IR1101 T80 b a VEBREEAT 520X, a2 ba LB oD 2T 5 0ERNH Y £
—g‘o

Starting : IR1101 2 U 7 /L AR— kT SCADA # 7 /L{bZ A4 L, IR1101 TTI01 BL O
TI04 72 haVERELEH%, 7o ha LBl P 2B TEET,

Stopping: 77T 4 77 a F a VAT VU 2 L CIRI0L T a ko VAR
HERELEREZATIORNC, TP 2B H0ERHY £7,
188 BRI

firsttimed®/L—% L7 v ka8 fioe v Ogartingiilc, IROEHMNET L TWH I &%
R L T2 &0,

IR1101 > U 7 /L R— ~ & SCADA I P AbLDOELE (245 ~—3)
TIOl BELONTIH Fa fai AZ v 7 OEE (246 =2—)

FIE
ARV RFERETI VI Y E]:g]
AT 71 |configureterminal Ja—rYL Ay 4 Xab— gy T— REth
LET,
AT 72 |[no] scada-gw enable IR1101 T b V25 20 % Bihh (scada-gw
enable) F7-1%f% 1k (noscada-gwenable) L £,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| EmEERHIE - 1EHIRES

1

TE DHEER

N—ZTTr bR D BT 5123, RO FEADLET,

router# configure terminal
router (config) # scada-gw enable

J—ZOT7Ta haVERT D R IET AT, ROa~ L RE AT LET,

router# configure terminal
router (config) # no scada-gw enable

avw R E]:p]

show running-config TOT 4TI L ZFOREEF LN —FDOREZRLET,

scada T—R R—RMF |SCADA F— X X— 2 DFEHI D TR

R

show scada statistics SCADAY — N U = A OFEFHEREZFR R LET, T, E%E
INTA =8, ¥A4LT UM BLORZT—nEENnNET,

scada tcp D FKR SCADA 7"— b 7 = A [ZBAEfHIT BTV D TCP #ifii & Ros L

R

R OHFIIL, show scada tep F5 & TN show scada statistics =~ RO S1Z R L TWET,

router# show scada tcp

DNP3 network channel [test]: 4 max simultaneous connections

conn: local-ip: 3.3.3.21 local-port 20000 remote-ip 3.3.3.15 data-socket
1

Total:

1 current client connections

0 total closed connections
router# show scada statistics
DNP3 network Channel [test]:

5 messages sent, 2 messages received

0 timeouts, 0 aborts, 0 rejections

2 protocol errors, 2 link errors, 0 address errors
DNP3 serial Channel [test]:

152 messages sent, 152 messages received

1 timeouts, 0 aborts, 0 rejections

0 protocol errors, 0 link errors, 0 address errors

debug I <> K

ORI arTiE, TN a—T 4 TR OWNL DD T Ry S a<w s RERLE
ﬁ‘o
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. debuga< > K

£ 19: SCADABEEL N )LD T /Ay AT R

avw vk B8

debug scada function config |Z%7¢E L — &

debug scada function control | = fm—,L h L — &

debug scada function file T4 FL—R

debug scada function freeze | 7 J— X F L —=x

debug scada function physical | #F L — &

debug scada function poll R—=J 7 FL—R

debug scada function stack |z % v 7 KL —%

debug scada function umode | Umode ~ L — %
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raw V4o vy b S URKR—F

ZOFEF, WO THMEINTHET,

eraw Y7 v b F T U AR— MIBETAER (265 2—)

s AIEESRIE (268 RX—Y)

c FEFHEELAKFEE (269 X—)

sraw V7 v MERESRIL (269 X—7)

« T 7 AN FRE (269 X—)

eraw V7w b h T U AR—FORE (269 *X—3)

sraw Y7 NX—T7T T A TEECLI (276 =—7)

eraw V7 b b7 AR FMZHT D YANG T —HETADOHHR—F (276 2—)
« REDOHER 278 X—)

REB (278 N—)

\Y — 0_ — ,‘i
raw V4o v b S URKR— MZET 31EER
raw Y7y N T UAR—RME, TATTA LTIV = arDIPFy NU—7 &2 LT,
12DV TNA L EZ—=T oA AMBHIOT ) TNA L E—T =2 A AILFEDA N — b Eig
%L\iﬂqo
ZORF2AFTIE R0 Draw V7 v b b7 U AR—= MIOWTHFEGHR L, raw V7> b
N7 AR—=F av s FCETL E2R8E7 a2 RLET,

raw Y7y M, PRy N —2 2N LTI U TIAT =R 2kt 5700 FETT, ok
BElL, VE— K ¥—IF VO (RTU) 7 LR R - FHRIUS (SCADA) T —# %
AT H2OIMEHTEEST, ZOA Yy NiZ, 7ry 27 U770 hrxb (BSTUN) 7'a b
bbb 0TY,

raw V7w N R AR—RMI, FTAKR—F 7m bzt LTTCP £7213 UDP & R —
FLET, /1 ¥ =T A 2T T OO0 baLEFEHATLE)ICHETEET, W
ZRIFHCEAT 2 Z L3 TEEHA, TCP b7 VAR — ME, T —F OWMFRIE & Bk E %
VLT HEEHT ) r—y a7 ) r—v g o iZiE L TV ET, BFRSEL U L—
R BEORELZTOTWT A r—2 g kLT, UDP b AR — METCP LV
HEHR VY TV T — ARk ARt L E T,
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raw Y7y b kS URKR—+ |
B oo rsorg—t

raw /7y b BT U RAR— BT, FERBIVY T A U F—T = f AT LT E AR — b
SNTWVET,

« FLAIAL-D HE) TCP #5 i T A I = XL ZE LI NIV AR— s e hajL b LT
@ TCP,

R DTCP v 3,
e =R I ITAT b, FRITFOWHFOMAEHOEE LTOL L H—T oA AFKTE,
RN A H =T 2 A RO, EELEEOI 74T H0,

* VRF ik, L—21L, X"—=F ¥V 7TTF7A4_X—k xv hU—2 (VPN) FfEL—F 7
BLOEYE (VRF) A v X2 —T7xA 22N L TCHEBEINTF— KA Mlraw Y47 v k
NFZUAR—=F FT7T7 4w 7 HEETEDLLICRDES,

ZOETIE, RO FE Y ZIZOWTHRY BT £,

TCP k5 RAR— bk

TCPraw Y 7 b b TV AR—=ME, 7 T4 72 MY —="ET NV EHERLES, 1 ODIHFY]
U TNVERRT, R1DDOY—=NEEHEOI T4 7 FeRETEET, 7747 FE—
RTiX, IR1101 (Zraw ¥ 7 > b H— 3 (D IR1101 b— & E72iTH— R8—F ¢ BT/ 2
NAJRE) IS L TR KR32DTCP ¥y v a v aRATE £7°,

WO, raw V7> RO TCP REDH 2R L TCWET, ZOBITiE, #Eo IR1101 L—H
EELIP Ry hU—2%2A LT, RTULTA 7 T4 VEHY AT AOMTY Y TILT—H )N
EEENTWET, 1 OO IRII0I V—% (b—Z 1) IZraw Y7 v h —_E U THEREL |

raw Y7y N 7T AT M ELTHRESNIZMO IR0 V—F (b—H2 L /—H3) NHD
TCP #f sk z= Y v A LET,

raw Y7 8 VATV MEIRTUNS VYTV T —=EZDA N —LEBZIEL, TDONNy T 7
WCZOT—25ERMLTHhL, 2—VFREO N7y MEEEIZESWTT —F 237 v MK
WMLET, aw Ty 24T ME, raw Y7y = "L D TCPHH A BtE L. IP %>
NI =2 %R LTy MeT—F%&raw V7> Fh—ZEEFELET, ik, X7y
FBS U T AT —=ERNEGESN, TRV TIA B —T oA ATEEEN, T4 7T4
VEPLY AT MIEEENET,
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I raw V& y b S URKR— b+

uop +5>zA—+ [

Callers
B e B

Tunnels
Router 2
RTL
Called i Serial
a— '
I Router 1 Router3
Utility Serial : e
Management
Syatem y
RTL
L L ]
Server Clients

N

GE) N—FD VTN VLT Ao HA—Tof AP —NE LTRETAEA. /¥ —T =1 A
DETIEITTAT U MNV—=ZDLV I TN T A B =T ZATHY ., FOHLEETI,

UDP k5 U RHKR— bk

UDP N J v AR—RiE, 7Y —ET7 EFAEMHLTCOET, FERB U 7GR ITE
¥ UDP iz ETCEET,

WDOBIL, raw Y7y PO UDP REDHFZ R LTWET, ZOFTIEL, ¥ U TAT—HIT,
raw Y47 > B UDP XA & LTHREENTWD 22D —4 (Jb—# 11X IR1101, V—# 21X

IR807) Z#GteIP Xy hU—2 %N LTRIU & T4 7 T4 VEHY AT LB TIRESN T
3

ZOBITIE, raw Y7 FUDP ®AIZRTU NS U TV T —H DA RN —L%EZEFEL, O
Ny T 7ILZDOT =25 ERBLTho, 2—WFIRED N7y MEEHEIZE SN TT —H 2N
7y MM LET, raw V7 v B UDP ¥fWNE, IP Ry hU—27 2 LTy MET—%
ZH ) — OO aw Y 7y FETICEELET, 2k, Ty b U T AT —
AMBAF S, ZRRT IV TNA VB —T oA ATEEEN, T4 774 VEBLV AT NIk
FanEd,
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raw 47y b b5 URE— |
B rs—snm

async 0/2/0 10.0.0.1 @ 10.0.0.2 asymnc 05210 1
;—MW Router 4 15030? Router 2
srver UDP Peer Hene UDP Peer

)TV TR NE

FTT7xFN IOV T AT han, FEERBEET e haMERA SN TWDAEA, raw VY
RN ZETHL YT F—F 2 " —Ai%, ROFEEZFESNT Ay MEERET,

« Packet length : IR1101 23> U 7T — X X EET 551 & @& Lo b v NEERE
TExET, IRIOI BNy 7 7RICZDEDT —F ZINET L L, BN T—% &2
7> ML Traw V7 bxFAICEEE LE T,

« Packet-timer value : /X7 v b Z A4 ~—i%, IR1101 N A s U —LHNORD L FE2ZET 5
FORET AWM AR ELET, Xy b XA ~—OHIRE T £ TICFNZE SR
A, IRII BNy 77y NTRBLET =133 v MEER., raw VY 7 v FHANCHERE
INET,

« Special character : IR1101 283y 7 7 ICEENT2T —F %"y ML Traw Y7 v b
KNZEET D5 X LD XTEBETHIENTEET, FkCT (CRLFZ2E) %
ZAETH &, RO IFEMINTET —2 %y ML Traw Y7 > b &fAICIEE L E
ﬁqo

WIRA T g VOBREIZOWTIL, 63— HS@Draw Y7y h T4 72 9 D%
Bl OFRIEEZSRLTLIEIN,

VRF xi/i&s raw V7 v k

VRF xfit~raw ¥ 7> b T AR — MEREBZMEHAT 5 &, VRFZMHHL Traw V7> R T
T4y T EGHEL, YTV T2 ERACERB L OEET 52 &N TEE T, VRF &
HELED, raw Y7y D T VAR — MHICRESNTZV Y TNV A v H—7 A A% VRF

WCBIEAHT D Z ERTEET, BEFNTHOWTIL, raw Y7~ F VRFE (280 2—) #&MRL
T<ﬁéwo

HHT DRy NT—27 FRL R L H—T =2 A EHD, Xy T —2HNTraw Y7 v b
NZ 74w I NERIEINDTTE V=2 N )TN T =2 %3y MeT 551, VRF 2{#
AT 5MmEI ERELET,
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I raw V& y b S URKR— b+
sesmennszd

TIEFHEEFINER

WEHE. UDP hT9 7 4 v 713k NI —VND 77 AT U — Ml LoTTry 7 SNET,
I RT—=JWZZ LT 7 AT 04— BB 55E81E. raw/ 7> NUDP bT 7 ¢ v 7 & 5F
WL FR— L ERELTLIIEEN,

\ L
raw ¥ v FHggETR1E
ZOMRERILIC LY, 22— TEXALY v P THATE 2R KERITREE AN TEF
T, HERITREIEROEIIZ 1 ~ 1000 B TY, T 74/ b OFRITEENL 10 BT, Z ORI
XD 72T, raw-socket top max-retries <1-1000> & V9 T LW CLI 2MER S vk Lz,
<1-1000> |3 fc R RITRIE T,

FI4I LEFE

HEHE FIAILLEFE

raw Y b T U AR— | R

k
RTy MNE Ny PRITEBRESINTWERA,
U7 Ta hajl FERPLBE7a Fan

SRy N B BT 15 2 U

RERR U B TIIRE SN TV ER A,
raw /7w F E— K Best-effort ©— KiZA4 71272 > THR Y, IR1101 TIEVHR—F X
nNTWVERA,

TCP 7 A KV ZA LT 7 b |55

raw V4o vy b FSURKR—FDERTE

ZTOHETIE., KO My ZIZHoOWTEY FiFET,
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B ovrrvs—orazxTawvsy k rSURK— R EEME

raw Y7y b kS URKR—+ |

SYUTFINAR—T A ATraw V45 vy S OREKR— ME2EHE

IR1101 —H Traw Y7 v b b TV AR— N2 GINTT BIT0E, RPNZIERBAS U T R—
FEAINC L, FOR— ML Traw Y47 v k TCP £721% UDP » 7 /AL Z AN 5 %

HRHY £,

1R BHIIZ
IR1101 DU 7 R— b DMEARENE D AR L E T,

FlE
ARV KRFERETI a3 Y BHY
R T 71 |configureterminal ya—s) ary7 4 ¥ab—vay E— REk
LET,
R T 72 |interface asyncO/slot /port asyncslot/port DA ' F—7 =z —ADaA<vy RE—NK
BB L £,
AT 73 |noipaddress A VB —T A ATIP U E TN LET,
ATy T4\ RONTNNEEITLET, YUT N AR—bFDraw Y7 v k TCP & 7B/
« encapsulation raw-tcp 723 UDP 7 72 /AL E A L £
+ encapsulation raw-udp

Bl Y7 ILR— EOEMIE

Wiz, YU TNAE—K0R0EZF ML, £DHR— FTraw V7> k TCP I 7 NAbEFH N

OB R LET,

router# configure terminal

router (config) # interface async0/2/0
router (config-if) # no ip address

router (config-if) # encapsulation raw-tcp
router (config-if)# exit

HBDraw V7Y b 540 AT a3 nDEE
EfE EOT R CoERICET 247y a v 2RECEET, L@
UDP Ol FIZEH S E T,

1R BHHIIZ

SIVTNA B —=T 2 A ATraw Y7 v b b7 AR — s HzhE
EosT, raw Y7 v F TV AR— FEAENTLET,
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Ime?th%DZﬁ—F

Bl : £EDRaw vy ~EGE T a [

FIE
AR EERRTIVa Y B
R 7w 71| configure terminal Jua—s\ar7 4 Xal—vay E— KEHh
LET,

R 72 |line0/slot /port

U7 Z2ay N/ KR—=r DI avxw K E—
RZ2BAtR L £7,

R 5w 7 3 | raw-socket packet-length length

IR1101 3V 7V 7 —Z RN iE G355 2 &
LBy NEEZELET, IR0 BNy 77
NICZDORKREDT —F2EMT H L, EEINT
F =2 &y MELTCraw V7 v MAANCHERDE L
3

length : 2 ~ 1400 /XA b,

T7 AN ETIE, Ty MR R T3 o

R T 7 4 | raw-socket packet-timer timeout

IRI101 28 A N U — 2N DIRD L FHZ(ET D F THF
BT o KFHZ I VPR THEELET, Ny
h Z A <= —OHIBRE T £ TITLFNZE SN2V
A, BRELET—21337 y MEEH., raw VY 7 v
b A RS SV E T,

timeout : 3 ~ 1000 3 U b,
F7 4 ME15 I VBT,

X 75 | raw-socket spec-char ascii_char

Ny 7 7IZEENTZT—% %% v MEL T raw
VA PRIANCEET 5 L DI IR1101 2 R Y A —
THXFERELET,

ascii_char : 0 ~ 255,

774N M T FERSCF B Y 3RS o T
WET,

RDEZRY

7 7 4V MEIZRTIZ

X, 2hboavwry Rono a2 FEHLET,

5l - H£BED Raw V4 FEIFEA T3 Y

router# configure terminal

router (config) # line
router (config-line) #
router (config-line) #
router (config-line) #

0/2/0

raw-socket packet-length 32
raw-socket packet-timer 500
raw-socket special-char 3
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B osrorcroms

raw V45 v ~ TCP DRTE

raw Y 7> F TCP B 7B /ALEZ AN LT-1%. TCPH—_EI1I7 947 v haRELET,

raw 4 v k TCP H—/ DR FE

48 HHEIIZ

raw Y7y b kS URKR—+ |

VT NAHE—T 2 A ATraw Y 7y b 8T U AR— 2L 2702—2) OFBHIZHE-
T, FOR—FDY YT R—=FBEWraw Y47 v k TCP 1 7 At 2 HENMZ L E T,

FIE

ARV RFERFTIaY

=)

R T 71 |configureterminal Ay 74 ¥al—ar E—RIAD £,

A5 v 72 |line0/slot/port SUTN ARy N R—FDFA Yy avw R E—
R&EBRME L FE T,

AT 7 3 |raw-socket tcp server port [ip_address ] JERBAEREA v X —T = A4 ADraw V7> h T

AR—FTCP H—"%EE L £7, raw V7 v b
Y— X F— KT, IR1101 idraw Y7y b 754
Ty b OEGFERERE Y vy A LET,

port : — N3 U AT DR — M EE

ip_address: (TE) H— "\EEmERkE ) v A7
LHa—HNVIP T LA,

ATv74

raw-socket tcp idle-timeout session_timeout

JEFMERRA o F—T = ADraw V7 v b b T
AR—RTCP Yy gy ZA LT MaRELE
T, ZOMBTIZ IAT > Y —ROHTT—X
PEREINRWEES, TCP Yy v a U id#kTLE
T, TDH%., 7 IAT 2 NI —EDTCP &
va v OFESLE HEIICER A E T,

DXL LT U RRET, ZOREDEFROFT T
Draw Y7 v N TV AR—KFTCP v g 12
WHINET,

session timeout : BXREINTWDHEYa sy T4 K
WEALT TN (53) o T7HNRMESHTT,

RDBERY

raw Y /7 b TCP ¥ — " Z B9 5 121%. noraw-socket tep server =~ > R&MH L £,
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I raw V& y b S URKR— b+

1 : Raw 4y k TCP H—/\—

woHE, FERI Y TAEERD raw V7> b TCP r— &R ET D HiEE R L TWHWET,
TCP ¥r— %, B—H/L AR — K 4000 8L —H/LIP 7 FLA10.00.1 CTTCP 7 747~
MR ER A DZITE T, raw Y7 F TCP H— 3L TCP 7 A4 7> hOWT DT
10 5T =2 BB ENRWES, TCPEy Y a BT L, raw Y7 v b 7 F7A4 7 M
raw Yy b =Rl Dt v g VOB EZRITLET,

router# configure terminal

router (config)# line 0/2/0

Bl : Raw v 47y kTeP5—ri— I

(
router (config-line) # raw-socket tcp server 4000 10.0.0.1
router (config-line) # raw-socket tcp idle-timeout 10
(
(

router (config-line)# exit
router (config) #

raw V45 FTCP O SA 72 FDETE

1R BRI

VITNAE—T A ATraw /7w b T U AR— FEFE Q70—) OFAICHES
T, TOR—FDO VTR —=EBLWraw Y7~ b TCP B 7 b EHNZ L £,

FIE

ARV RFERETIVa Y

=)

ZFw 71 | configureterminal a7 4Falb—varyET—FRIIAYET,

AT w7 2|line0/dot/port YUT N Ay N R—=hDTA Yy avw R E—
N&RGE L ET,

RARTFvT3 raw—so_cket tep client dest_ip_address dest_port raw 7y 8 8T UAR—KNTCPZ A4 7 &y

[local_ip_address] [local_port ] L arDORERIEELET,

dest_ip address: UV E— k raw ¥ 7 v b Y—3D%i
JEIP 7T R A,
dest_port : UE—  H—s3~0D TCPHfElZEH T2
FEoER— N EE,
local_ip_address: ({LE) 7747 MR AAL UK
TX5u—»/VIPT RL A,
local_port: ((EE) 7747 RidnAL L RT&ED
0 — b R— &5,

Z 5 4 | raw-socket tcp idle-timeout session_timeout FERIERRA X —T =2 A ADraw V7 b T

ZAR—FTCP Y ay ZBALT T NERELE
T, ZOMRTIrIAT v MY — RO/ TT—%
PERES N WEASIX. TCPE Yy a VAL N
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raw Y7y b kS URKR—+ |

B 5 rwurorterssa7or

ARV RFERFTIVaY =)

¥4, FOH%, 754 T Y MIF—_"ELDTCPE >~
Va OB A BEIICERAE T,

ZDHA LT U RNRET, ZORFEDOEFROT T
Draw Y7 b ]\7/XT~1\TCP’IZV“/5 Mg
WHINET,

session_timeout : FXESNTWNWHEY 3 TA K
W EALT TR (47) o T7AHNMESHTT,

ATy TH

raw-socket tcp keepalive interval FHEFEHARRA v X —T =2 A ADraw Y7y b T

AR—=FTCP Y a v DXF—TT 7T A H—
PNV ERELET, —FIL, FEINMRICHE
SNWTHF—TTIAT Ay e—VEEGFELET, =
LxE BT — A H—T 2 A AH LT raw
TCP F 77 4 w7 2k ETHEE, ZOMBORE
DUERBAENRH Y 7,

interval : FIERTE SN TWAXF—FT 547 A4
K — v (FPHAL) . #FEIX 1 ~ 864000 #C9,
T 7 4V MEIZ 1 T,

RDBRY

raw Y7 v N TCP 7 7 A4 7 > hZHIBRT 5121, noraw-socket tep client =~ > RZHH L %
—g—o

5l : Raw V5 FTCP Y SA 72 b+

OB, FERBIT Y TARKRD raw V7> N TCP 7 7 A T 1\75’ RET D HEERL T
FI,raw Yy NI4T M E LTHERET AIRI01 Ob—%) F, raw V7 v b H—o3E
DTCPEyvarwthL, "7y MEESN=T ) TN T —FEZOH—N\Zfik LET,
N—21E, Ny TZ7NOVITNAT—=FDARN) —AZRELET, Ny 772827314 &
Bansde, »—XF75—42%%7y ML Traw Y7 v b =Tt L ¥ 9, L—H &
raw Y 7 b = XOM T 10 5T — 2 NN SN E | raw Y7 b =32 D TCP
Ty alrPET L, v—Fidraw Y7y b =Dy a VO ERAET,

router# configure terminal

router (config) # line 0/2/0

router (config-line) # raw-socket tcp client 10.0.0.1 4000
router (config-line) # raw-socket packet-length 827

router (config-line) # raw-socket tcp idle-timeout 10
router (config-line) # exit

router (config) #
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| awvsy b FSoRKR—H
raw V5 +UDP E7y—E7iG0RE [

0 o =+ 7\ S
raw V45 vy FUDP E7Y—ET7EHEDHRTE
raw Y /7> ks UDP 1 7w bl L O@ER A 7y 3 VA AN Liz#., raw /7 > - UDP
BT Y — TR ARELET, Eo—Moa—hLR— NI, b — OO R— K
THLHVLERH Y £1°,

1R BHHIIZ

UTNA L HE—T oA ATraw Y7 b b T U AR—=M2FME 2702—2) OFAIZHE-
T, FOR—FrDOV YT R—EEBEWraw V47~ h UDP B X2/ E G LE T,

FIE
ARV RFERERT IV a Y E:5)
Z 5w 71 | configureterminal a7 4 Fal—varyE—RIALET,
A7y 7 2|line0/dot/port YUTN ARy N R—DTA v avy R E—

RaBida L £,

X 73 |raw-socket udp connection dest_ip_addressdest_port |raw V4 v k hS AR —  UDP #4545 E L E
local_port [local_ip_address | 5.

dest_ip_address : UDP £t (23256 1P 7 K L
2

dest_port : UDP ##5el 2 3~ B 58 08— R &,
local_port : UDP #f5i D 10— H L iR— &K 5,

local_ip_address : (&) UDP i 1— 7 /L IP
7 KL A,

RDIRY
raw V7 | UDP #ft & %9 %1213, noraw-socket udp connection =~ > RZ&fEH L £,

5 : Raw ¥/ 47+ b UDP #zifit

AR, v»—#% A (a—hLIP7 FLA192.168.08) ¢ /L—4 B (u—H/LIPT KL A
192.168.0.2) & O raw ¥4 > b UDP #5522 €9 5 HiEZ R L CW\WET,

IL—% A

router# configure terminal

router (config) # line 0/2/0

router (config-line) # raw-socket udp connection 192.168.0.2 5000 7000
router (config-line) # exit

router (config) #
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raw Y7y b kS URKR—+ |

. raw V7 X —JF7 54 THRECL

raw ¥ 7

IL—45B

router# configure terminal

router (config) # line 0/2/0

router (config-line) # raw-socket udp connection 192.168.0.8 7000 5000
router (config-line)# exit

router (config) #

AN —

~— :77777’rj7n2JE.CLI

JFERMA X —T oA ADraw V7 NX—TT T4 7T1E. JERDI0S 7T v k7 +— MITAE
HFELTWIMEED 1 T4, 17.10.laD—F e LT, ZOEEIL IOS-XE X—ZAD T F v k
T —DIEREINE T, RO L EFESH LW CLI 2Sraw V7 v O FIGEMENET,

Router (config-line) #raw-socket tcp keepalive interval

CLIOZE®E
17.10.1a LA D I0S-XE 7' F v b 7 #— A TiL, CLIOIEENH Y . 1B CLI /A raw Y 7 v
ro—E & LCBmEnE Lz,

{EIET, raw-socketidletimeout =< RIZR4 2L O TT, LAEIORE Tl DAz HH LT
WE LR, DERICESNWTEA LT U NERETHA T arPBashE L,

Router (config-line) # raw-socket tcp idle-timeout [0-1440] [<0-59> | cr]

BIOCLIIZX, raw Y7y RTCPZ FA T ha 7 VT THROOEDTYT, I~y ROEX
IZ clear raw-socket line[1-145|tty|x/y/Z] T3, 1 :

Router# clear raw-socket line 0/2/0

\)

() clear raw-socket line P44 3 % &, show raw-socket tcp sessions 2~ > Kb raw Y 7> b7 5

AT "Draw Y7y vy va N7 V7T INET, #EIE. TCP N Ry oA 7 %I
SEENFET, ZAUL, TCP#EEA o % — 7 = A AT shut/no shut #FEITT 52 & TERTE E
j—O

raw V4w b bSO RKR—KMIxtd 5 YANG T—2 ET
ILDHR—

U —=x172.1 TiL, BIMO YANG 5 —Z BT /KT DY HR— bR BMENTWEST, =
NEDOBMET VAL, taw Y 7y B h T U AR— IR EENTWHET,

YANG 7 —# £ 7 /LR D URL THERBTE £,
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1721
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Imwy7vFF3>Zﬁ—F

raw U4y b b5V RK— kT 5 YANG F—s EF L0 E—+ [

A A 2D Cisco-I0S-XE A 7 4 7TETIVIZET D raw V7 v BT 2 DOEREE Y = — L
HYFET, FONFITKRDOLEEY TT,

* Cisco-10S-XE-rawsocket.yang

CDEYa—)VZiZraw Ty P T UVRAR— b DT 4 Fab— g avr RO YANG
EFROaA LI aryNEENTWET,

WIZ, ZOFY 22— ke T 5 CLL 2~y RERLET,

HH o o FH S S o o 3

raw-socket
raw-socket
raw-socket
raw-socket
raw-socket
raw-socket
raw-socket
raw-socket
raw-socket
raw-socket

encapsulation raw-tcp

encapsulation raw-udp

packet-length <Iength>
packet-timer <timer>
special-char <value>

tcp server <port> <ip>

tcp idle-timeout <value>

tcp client <dest-ip> <dest-port>
tcp idle-timeout <timeout>

tcp tcp-session <value>

tcp dscp <value>

udp connection <dest-ip> <dest-port> <local port>

* Cisco-10S-XE-rawsocket-oper.yang

COFEYa—MZE, raw YT v B T U RAR—FOERT —FDYANG EFRD AL T g v
NEFEFNTVET,

I,

show
show
show
show
show
show

HH H H o H H

raw
raw
raw
raw
raw
raw

udp
tep
tcp
udp
tep
udp

ZOEY 2 —/MIHHETH CLL 2~ RERLET,

statistics
statistics
session
session
session local
session local

WIZ, IRIFEY 2a— LD A RERLET,
* Cisco-IOS-XE-native

* Cisco-IOS-XE-features

* ietf-inet-types

* Cisco-IOS-XE-interfaces

* Cisco-10S-XE-ip

* Cisco-IOS-XE-vlan

s ietf-yang-types @ (X CTHOY BV = V)

* cisco-semver
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raw Y7y b kS URKR—+ |

L =3
XJ:E@EE [F11RY
av Uk B
show running-config TIT 4 TIRE L T OB EEET IRII01 ORTEEF R LE
j‘o
show raw-socket tep detail  |raw Y7 v b T AR—FTCP 727 T 4 T 4 12T HEH
EFRALET,
show raw-socket tcp sessions |raw V7 v b F T AR — K TCP & v ¥ 3 VBT A543
/j—_\‘[/i—a_o
show raw-socket tep statistics | & eI Y 7V ERD raw Y 7 v b b T AR— k TCP #E
FdERTLET,
show raw-socket udp detail |raw ¥~ b 8T AR~ KNUDP T 7 7 4 ©F 1 IZHT 518
ERALET,
show raw-socket udp sessions|raw ¥V # ~ k k5 AR— K UDP & v 3 SICRT A IE#HEE
RLET,
show raw-socket udp statistics| - 3E[F#1S U 7L EIFRD raw Y 7> b v T AR — K UDP ##
AHEME R R LET,
clear raw-socket statistics BeEDTIY AV Z—T =2 A AFETITTRTOIERBA Y 7 L@
WOraw Y7y b FTUAR— MNEEMEREZ VT LET,
=JL ==
=5 TE 13

WDt r v arTiE raw Y7y P T U AR— FOREB EZ R LET,

raw ¥ 7 v ~ TCP

wopix, 25 IR1101 v—% (b—F 1) "% —"E L THREL . Bl IR809 (L—H 2) A
IIA T bE LTHRET Braw Y7y b F TV AR—FORELZTRLTNET,
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| awvsy b FSoRKR—H
raw v 4 +uop I

% async0/2/0 10.0.0.1 ﬁ 10.0.0.2 async(/2/0 ﬁl
) fama. ) L
10.0.0.x RTU

Router 1 Subnet Router 2

Senver Sernver

WDFEIL, ERTHEHEZTRINTNDEY— =L 75747 FRI0IDFREEZ TR L THOET,

IR1101 H—/\E& € IR807 ¥ S5 4 7 hERTE
interface async0/2/0 interface asyncO

no ip address no ip address
encapsulation raw-tcp encapsulation raw-tcp

! !

. interface asyncl

line 0/2/0 no ip address
raw-socket tcp server 5000 10.0.0.1] encapsulation raw-tcp
!

raw-socket packet-timer 3 c.
raw-socket tcp idle-timeout 5 line 1

raw-socket tcp client 10.0.0.1 5000 10.0.0.2 9000

raw-socket packet-length 32

raw-socket tcp idle-timeout 5

line 2

raw-socket tcp client 10.0.0.1 5000 10.0.0.2 9001

raw-socket packet-length 32
raw-socket tcp idle-timeout 5

raw ¥ 7  UDP

wOFNE, 2 2D IR1101 L—Z B D raw ¥ 4~ k UDP £kt DR ERFl 2R L CUWVET,
Router1 /5

interface GigabitEthernet0/1

ip address 192.168.0.8 255.255.255.0
duplex auto

speed auto

interface async0/2/0

no ip address

encapsulation raw-udp

line 0/2/0

raw-socket udp connection 192.168.0.2 2 2
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raw Vv b FSURR—F |

B syt

Router2 H 5

interface GigabitEthernet0/1

ip address 192.168.0.2 255.255.255.0
load-interval 60

duplex auto

speed auto

no keepalive

interface async0/2/0

no ip address

encapsulation raw-udp

line 0/2/0

raw-socket udp connection 192.168.0.8 2 2

raw ¥ 7 ~ VRF

WoBIX, raw Y7 b T U AR— FHIZ

Router 1

VRF routerl

JEINT- 2 BEDONL—F N VRE 24 L CHET
Hraw Y4 b VRE OEREZ R L TWET, Routerl iXraw /47 > k TCP ¥— 3¢ U THERES
% IR1101 T, Router2 iZraw Y7 >~ K TCP 7 I A4 7 & L THERET 5 IR807 T,

Router 2

Gofo

async0/2/0

Terminal Server

G0/0
asynch

E&B&&E

Terminal Server

LA, EXIZRT Routerl & Router2 DFRE T,

Router1 D& E

JL—Z 2 VRF # T3 :

vrf definition routerl
rd 100:1
route-target export 100:3
route-target import 100:3
|
address-family ipv4
exit-address-family

AV H—T = A AIZ VRF % E &
interface GigabitEthernet0/0

vrf forwarding routerl
ip address 100.100.100.2 255.255.255.0

amaT
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| awvsy b FSoRKR—H
raw v v + VRF ]

duplex auto
speed auto

UT N A E—T = A AT raw TCP Z 1 -

interface async0/2/0
vrf forwarding routerl
no ip address
encapsulation raw-tcp

[E#-1Z raw TCP Z 1 JH -

line 0/2/0
raw-socket tcp server 5000 4.4.4.4

Router2 M i&E

JL—X|Z VRF ZTE%% .

vrf definition routerl
rd 100:1
route-target export 100:3
route-target import 100:3
|
address-family ipv4
exit-address-family

A2 —T x4 AZVRFRELXEA :

interface GigabitEthernet0/0

vrf forwarding routerl

ip address 100.100.100.1 255.255.255.0
duplex auto

speed auto

VUTIN A H—T = A AT raw TCP Z i [ :
interface asyncO
vrf forwarding routerl

no ip address
encapsulation raw-tcp

[AIHR T raw-tep %

line 1
raw-socket tcp client 4.4.4.4 5000

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



raw Y7y b kS URKR—+ |
B s
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2D =
IRM-1101 #55EE> 2 —JL

Z 2T, IROWNFITHOWTEBA L E1,

« IRM-1100 JEIEE ¥ 2 — L O E (283 ~=—7)

« mSATA OZE (285 <X—)

« TUHNLI0 (289 —)

cHLWEALT— FIH TN ET2— (292 _X—)

e AL a—TF 4 MO IRM-1100 JEIEE Y 22—/ (293 ~<—3)
* SFP O KR — bk (294 —)

IRM-1100 ¥53EE S 1 — )L DHEE

IR1101 V—Z 21X, T =T J/VLTE 7T H# 7/, mSATA SSDFRU, SFP. B X5 2% /L GPIO
i EOBREREIEABINT HILEE Y 2 — AN HEBESINTWET,

PAEE Y 2 — i, IRO2ODX A THRH D F9,
« IRM-1100-SPMI
« IRM-1100-SP

A

==
=

T

~N—ZIRI1101 & FEEIC, &M (OIR) 3R EY 2 — L TRV AR— FSneWnWZ LIZEE
LTLEEN, TAALADEFENASTND EEI24G TV 22—/ (721X mSATA) #ffA
FRIEBRONTE, Ea—ARBETAIZENHY T,

DKL, IRM-1100-SPMI DORIE/ SRV &R L, T OEED &2 mgiFR L T\ ET,
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66 : IRM-1100-SPMI{:3& € ¥ 1 — L DA

i
CISCO

1$3
12 4

IRM-1100-SP i

TATL FiEA

1 4GPIO+1 U Z—>r (FYZNLT10)
(GE) HEREIT CiscoIOS-XE U U — 2 16.12.1 LI THEHATE 1,

2 SFP @7 %

3 FSHTNEY 22— )b
4 mSATA SSD A 1 v |k
5 % )L 1/0 LED

PR—=FENTWEIN=RT 2T A F—T A AL ZOMEBANL, ROFIZHEHSI L TD
F7,

N—F9z7 A3 —Tz4R maIL—IL

WEEY 22—V EOXHEyY M —H % | |gigabitethernet 0/0/5
SFP " — k

WEEY 2—1OvNLT5— A #—7 = A A |cellular 0/3/0 and 0/3/1

VEEY = — /v o GPIO alarm contact 1-4
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msata oz [l

mSATA DI E

T Ra—PNRT 7V r—3 9 &R A N TE %H10x/Guest-OS L T —3 A7 ALITiE
A= F—H B FETDHDDAGB DT A AT A ML —UNRELTWE LT,
ge o s

B

TiX, @
3 Te VAN
— 4% 7F 777 /L mSATA SSD PID T 50 GB O A A[RE/R A L — U 2B IIC X HHEREN
BIEHE L7, 100 GB mSATA SSD 2% A ¥R — MIIFKOHIERH Y 1
e showinventory =~ > RiZ#R— S THEEAL
*55GB (77U r—var bRy —
@_ S

N T B I0xE Y B TIEFEEE) . 32B (A hL—¥
kT AHI0S 7Y A—3 g iddirmsata=z~y REHEHALTCHERAERE) 2 5R"—1FL
TWET,
A
BE EMER (OIR) IV FR—FENRTWEREA, T3 ZADEJFEIS A > TV D AREE T mSATA SSD
PHEAEFIIRVATE, V22— AR BETLIZERHY £
Y
GE)

TRTDOIT 7T v b7 4+ — b L [REE
4& ]

. 10x 551X Fog Director, 2 — /L~ 3 — v, &
727V r—vary RAT 4 T CLU R LT SV r—varvs A A =L, i
EENTZHLVmMSATA 7 4 A7 AR L—VIZT7 7 ALET,
50 GBmSATA /N\—F 43 =>4

I0S-XE IZ mSATA SSD % 2 >/ 3 —F >3 VITHELET, 1o
I0x ATd, EARIKRD LB TT,
« 10S : 33.33%

IZIOS-XEHI. &9 1 D%
* [0x : 66.66%

INEDON—t TV ERFEHT DL, EROBID Y THKRDO LS
50 GB mSATA :

SEENET,
- 10S : 16.51 GB

*[0x : 31.43 GB

mSATA SSD D {&= A

MERERIIZ 1. mSATA OF T

RVIRY RSN BN
mSATA A kL —

I0S £721X10x D= R —HFZxtF 2% EE b
TINY a—T 4 Y TIENEH Y T/ A, VAT ATEBMA b L— YRR T A7 T
RS A MAER T T D CLLa~vy RV Ohdb 0 3, &z
show inventory, show platform msata 72 & T4
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Router#show inventory

++++++
INFO: Please use "show license UDI" to get serial number for licensing.
+++++++H

Router#show platform hardware msata lifetime
SSD Lifetime Remaining: 99% -> 99% of the net disk read/write lifetime is remaining

Router#show platform hardware msata status
SSD is present

Router#show platform hardware msata
SSD Lifetime remaining(%): 99

mSATAD/N—F 4 a=2 0 %RRLET,
IOS-XE TmSATA DX—F 4 v a1 #FRLET,

Router#dir msata:

Directory of msata:/

11 drwx 16384 Jun 4 2019 17:59:45 +00:00 lost+found
33820622848 bytes total (32052379648 bytes free)

mMSATA X—TF 4 v a v Lt Tary 7o Yxae—1LFET,

Router#copy bootflash: msata:

Source filename []? irllOl-uefi-rommon.SSA

Destination filename [irll0l-uefi-rommon.SSA]?

Copy in progress...CCCCCCCCCCCCCCCCCCCccceceeecececceee
2097152 bytes copied in 0.164 secs (12787512 bytes/sec)

mSATA IZ X > TIOX IZEIV Y ToHNET 4 AV HEBRAF R LET,

Routerf#show app-hosting resource
CPU:

Quota: 1000 (Units)

Available: 1000 (Units)

Memory:

Quota: 862 (MB)

Available: 862 (MB)

Storage space:

Total: 58313 (MB)

Available: 58313 (MB)

mSATASSD DUz 7 LAY UG F—RNDRE

10x Local Manager/Fog Director (%, IR1101 £® mSATASSD OV =7 L X v JF—H 2 FKiR
TEDEHITeEL

10x Local Manager T, System > Storage %i®{R 35 Z & THER TX £,
I0S 2~ R4 /b, show platform hardwaremsata =~ > RZEH LTI A4 7 ¥ A L%
E=HFTEET,

Router#show platform hardware msata lifetime
SSD Lifetime remaining(%): 98

N—2D)a—R g, ZOT—FINHEEANINDETIZES BS555) b £9,
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mSATA EE£££0) MIB 47K — k& % ]

SSD DTA T HZA LNTA T HA LFIRD 15% & 5% (K TT5 &, = F—7 syslog (ZHAE
SNIEDET,

RITH 2R L ET,

*Jan 30 19:03:00.257: $IOX-4-IOX SSD LIFETIME WARN: SSD Lifetime remaining in module:15
*Jan 30 19:02:30.157: %I0X-2-I0X SSD LIFETIME CRITICAL: SSD Lifetime remaining in module:5

mSATA EFEZE D MIB H7R— ~ &FERAE

IOx 77U —2aHOA N —U%BIT 572912, mSATA BEEES LV — X IZEBIIS N E
L7z, IRDOFIZ, OID 2 L —HX 2R LET,

%= 20: mSATA 0ID

SKU oID

IR1100-SSD-100G |1.3.6.1.4.1.9.12.3.1.9.96.176

ZOPHEO—ERE LT, —F DWD mSATA /3T A —Z %95 SNMP 78— RSB E U
F L7,

» lifetime remaining (7 =7 LU > )

« mSATA SSD @ A & U {fi &

show platform hardwaremsata =~ > Ri&, Z® MIB IZBT 2 EHZ 2t L £ 97,

https://www.cisco.com/c/en/us/support/cloud-systems-management/iox/
tsd-products-support-series-home.html

https://developer.cisco.com/docs/iox/

{5 . EFE®D 0ID & 0ID T SNMP get/walk O H /3

<OID> = STRING: "Lifetime Remaining: 99%, Usage: 30%"

L, =
#%ﬁb ai%ﬁ
JL—4 T SNMP ER %2 FITT DRI, WROFMETIZ L TWAILERDH Y 7,
« T VT 47 mSATA BV 2 — L aE L —XNIIHRETALENLY $T,

AT T L =L, PAR—=FZINTWBET T HT /)L mSATA Z X EHT AT LN H Y
F9,

s TN EMERT H121E, show platform hardwaremsata CLI #fEH L £,
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e —H DY r— K%, mSATA 7 — X WHEAT SN D E TS 000 3, SNMP
get DA OID THAISHTEY | ARV HEHE L Tv—r SnET, HERETLHZ
LIXTEER AL

« MIB EZHE4 5121k, /L—Z TSNMP Z AN T DR IENLE TT,

mSATA @ Yang E7 )L

YANG I%. NETCONF X° RESTCONF 72 & DR > U —27EFE 7 1o harz i L TEEInd
TR KT T—2ET ) U SEETT, Cisco-I0S-XE-device-hardware-oper YANG
ET UL, mSATA [HHMAZR AT DHELOICELINE Lz, mSATA ([Z1%, BT — & 2 &R
THEHD2OOCLIZAH Y £,

INH 2200 CLIIIXKRD ERBY TY,

show platform hardware msata status
« CLI (X, SSD WFIET 2 & 2 MICBT DR A #REL L E 7,
« SSD MFET HA1E. [SSDispresent] &9 A v —VRNFRENET,

« SSD MFIE L2V GATX,  [SSDisnotpresent] W9 X v E—UNERINET,

show platform hardware msata lifetime

« SSD NFAET DA, SSD DT A 7 X A L%k % CTHKIH S ( [SSD lifetime remaining (%):
99 ) BFEARINET,

« SSD WfF(E L7254 1%, [SSDisnotpresent] W ) A vE—UNERINET,
TN AA X N Y ND mSATA O )72 YANG JSEIFRD &350 TT,

<device-inventory>
<hw-type>hw-type-ssd</hw-type>
<hw-dev-index>5</hw-dev-index>
<version>V00</version>
<part-number>IR-SSD-MSATA-100G</part-number>
<serial-number>FOC21520XFV</serial-number>
<hw-description>mSATA Module</hw-description>
<dev-name>Expansion module 2 - mSATA Module</dev-name>
<field-replaceable>true</field-replaceable>
<hw-class>hw-class-virtual</hw-class>
<lifetime>99</lifetime>

</device-inventory>

Cisco IOS-XE YANG 7 —Z E 7 /VFIRD L 1 T,
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe
BV —=RAZZT L7 FIBRHY, 1751 VY =T 1751 D FIZH Y £,
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mSATA D HR—

=S 5110

mSATA 0>+ 7K — b 5 & U CM 10> IRM-1100-5PMI > 10 57— - ]

k& & U CM {8 IRM-1100-SPMI @ 10 H7K—

DT Y 7 v =7 U Y —Z2TiE, IRM-1100-SPMI @ mSATA B L O 2 Z /L /O 1%, IR1101
OYVFEEY 2 — U TCORYR—FENTWE L, 1781 T, v a—FT 40 T EY 2—
A (CM) BITHR—FEZRATEET, ROGIRRHY £,

{2 IRM-1100-SPMI % H 0 {415 72354
« ZOMABEDEIIT R —FSNTHERA,
« EM fl]225 D mSATA &7 VXV 1/0 DIHHHERE L £ 7,
s CMHlINBEDOT VXL 10 ITHEE L 8/ A,

CM {AiZ IRM-1100-SPMI Z B 0 £HiF 7554
« mSATA &5V Z L VO IZEE L £7,
e TUHNTO DA VAR ATl ~ 4 DFSIMFITENET,

IR1101 (2%, IRM-1100-SP & IRM-1100-SPMI @ 2 DD HEIe AVEEY 2 — LN H Y £7°,
IRM-1100-SPMI |Zi%. 4 >® GPIO #ife & 1 DDV ¥ — L 8 BT VXL 1/0 a7 AN
BEHInTWET, RIAM LU=y FOBGFOESZ 60V £ THR—FLTWHET,

o NI ABSIX, BERNGS %’Eéhfk@ (oFp MEFEL] ) | HRALY L—fiEs
FH (NPN 7 PR %) | @EIIA Xy haerdioicERsnEd GBI/, 79—
L2 E)

e Uy MESIZ, AEEIR (43.3V ~ +60V., HELETH I TWDERRIL 150mA F
T) ICLABET, BEIMINEZEETIOIEHEINET (VL /A K, BHRY)

TUXNI0 1L, IR800 v U —A)—F THR—KFINTWET T—LANRT 7— A
EPlCvEd, #EOE, IR800 >V — X Tk, 77— ANMIANEHT, 77— HDITEA
HNZe > TWHZ & TT, TVXNI0 Tk, ANFERITHNICRY E£3, 77 —A M
X, J—~AF—7>r (NO) Tt EiZ/ —~A2r7ue—X (NC) MiPaiEitTsU L—N2ng
EFNTVWET, TUXZLI0IITY L—IZEENTWER A,

GPIOIZIEZT 7 —2D s 7 v Fi3d Y £H A,

TUHNI0 N— R = THEBEDFEMIZ DWW TiE,  [Cisco Catalyst IR1101 Rugged Series Router
Hardware Installation Guide] [FFE] 2 L T 0,

A IJ4F¥Xal—g>avo R

77— NHEKE X critical, major, minor, FE7-iLnonellFXETEET, ZOHEKEX, TI7—
AN KNI HT—ENT XTI —2 A vE—DIZFRSINET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||


https://www.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG.html
https://www.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG.html

IRM-1101 fi3RE D2 —)L |
B - xa—vavazor

IR1101 T7 5 —L%REL, TFRTAHAIZITE, a~vr N34 A F—T x4 A (CLI) %1{#

ﬁﬁ L/\ij—o

av vk B

configure terminal Jua— ) arZ 4 Xal—yarE—RElBLET,

alarm contact TI—harH s NEFEAMZLET, contact-number DA I

contact-numberenable 0—4TY, <0-4> : TT—Lav s &R (0: 77— rf—
K 14 FYXLT10)
7? LB ROIER—RAz2=v F (B3 L4) |

I AE— Rk T0ET, 77— AO@%@@@&E
61\ severity, threshold, 35X OMtrigger 286 0 £77,
7?»«1»1‘/&7 F1—4 (E>1—4) [ZIRM-1100E5EE Y = —
LZh ., ATE—FIZH, HAE—FIZHTEET, B 51

7’ AHTYT, 77— 1—4DZOMOFEEIZIL, application,
output, severity, threshold, 35 & OVtrigger 3%V 97,

alarm contact « ET 5 contact number (0 ~4) Z AN LET,

{contact-number

{application {dry | wet} | « description SCFFIIT K 80 SLF DRI FTHE L, Ak S

description | enable| NHETRTDOY AT AA v —IICFRENET,

{output {1 for High | 0 for o N .
Low! | severity {critical | e application (2%, dry (F 7 #/V ) F72iE wet Z IR L £

major | minor | none} | T TUXNTVOR— K1 —4lZOHEHINET,
threshold {1600-2700} |

trigger {closed | open}} senablelt, 77— KR — FEHZNZLEJ, noalarm contact

contact-number x X, 77 —ALR— FEEHILET,

- output [ %, High DAL 1, Low DY &0 T, 7Y 40
/O R—h1—4icorEHAINET,

« severity (213 critical, major, minor, ¥ 72X none = AJ1L E
T, BREZRELR2WEES, 774/ Md minor & 720 F
7

e threshold 1213 1600 ~ 2700 DIEZEIR L4, 57+ /L ME
1% 1600 mv T,

- trigger (Zi% open £7ziF closed # AL E T, R U H—%ik
ELRWES., BN closed DEXIZTT—2N MY H—&

nEJ,
end F#E EXEC E— RIZRE YD £,
show alarm RELLET 7—bER e RRET,
copy running-config (EE) a7 4Fal—ar 774 VICRELXRIELET,

startup-config
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SN |

?dllll
fil

CLLZARALCTrS—bar27 NeEERLET,

Router (config) #alarm contact ?
<0-4> Alarm contact number (0: Alarm port, 1-4: Digital I/O)

s TE B

TI3—LERELFY,

irl110l#conf term
Enter configuration commands, one per line. End with CNTL/Z.
ir1101 (config) #alarm contact 1 description

Your Descriptive Text Here
ir1101 (config) #alarm contact 1 severity critical

ir1101 (config) #alarm contact 1 trigger closed

irl101#

TI3—LAT—RRERTTBICIE, ROFIEZERITLET,

irll0l#show alarm
Alarm contact O:
Enabled: Yes

Status: Not Asserted
Application: Dry
Description: test
Severity: Critical
Trigger: Open
Threshold: 2000

ERENDET I—LDOH :

irl1101# !
*Nov 27 14:54:52.573: %$IR1101 ALARM CONTACT-O0-EXTERNAL ALARM CONTACT ASSERT: External
alarm asserted, Severity: Critical

ARV MRDT SI—LAT—RRAERTT DICIE. ROFIEZEITLES.

irll10l#show alarm
ALARM CONTACT
Enabled: Yes

Status: Asserted
Application: Dry
Description: test
Severity: Critical
Trigger: Open
Threshold: 2000
Digital I/O 1:
Enabled: No

Status: Not Asserted
Application: Dry
Description: External digital I/O port 1
Severity: Minor
Trigger: Closed
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Threshold: 1600

Digital I/O 2:

Enabled: No

Status: Not Asserted

Application: Dry

Description: External digital I/O port 2
Severity: Minor

Trigger: Closed

Threshold: 1600

Digital I/0 3:

Enabled: No

Status: Not Asserted

Application: Dry

Description: External digital I/O port 3
Severity: Minor

Trigger: Closed

Threshold: 1600

Digital I/O 4:

Enabled: Yes

Status: Not Asserted

Description: External digital I/O port 4
Mode: Output

Router#

D)7 ENBTS—LDH :

1ir1101# !

*Nov 27 14:55:02.573: %IRllOl_ALARM_CONTACT—O—EXTERNAL_ALARM_CONTACT_CLEAR: External
alarm cleared

irl101#

HLWEILS—TSHIILED2—)L

U1 —2161211F. HTLWTIIHITNAEY a— ETLEYFE—FLTWET, JEEEY 2 —
NEEHE L IR0 L, T=2T7NVLTE (T2 T 471775 47) . Ta2T7/LSIM. BLW
F 2T VR R— LET,

e T aTNVITE (T OT AT 7T AT ERZT 2T 4TI 77 ) 1E, WEEY 22—
NWE2DDITE ST HITNA v Z—T = A ZA&fF 2T IRI101 THAR—FENFET, 1
IR—RAz2=y MZHY, I 1 DEHEREY 2 —NIIH D 7,

e F 2T IILSIMTIE, 20D SIMMPE—DLIE I HITNED 2a— L TT VT 4TI
Ty E—RTEELE T, 727 VERTIX, 229OLTEY I AT NVEY 2—)VinT 7
FATIT VT4 7TE—RTENEL, 250 SIM DFNEFNNT 2 7 VEBROREDE L
T —HRRIZEI D Y CHENRET,

FT LW SKU OFERIZ DWW T, IROFEZZM LTI,

SKUID FREIND |5 HiR— b I TS HEI
ETFL

P-LTE-VZ |WP7601-G | >k[E (Verizonfl:) #¢|LTE CAT4 : B4, BI3
D/ /A
SIM
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avEa—54 a0 RMM0EEES 21—

SKU ID

ERzND
ETL

Bl

HiR— b SN T ST

P-LTE-US

WP7603-G

bk (AT&T ) U
FaTIwA T
SIM

LTE CAT4 : B2, B4, B5. BI12HSPA+,
UMTS : B2, B4, BS

P-LTE-GB

WP7607-G

BRINENT T = 7 v~
4 7 a2 SIM

LTE CAT4 : B3, B5. B8, B20., B28
HSPA + : B1, B5. B8
EDGE : 900/1800

P-LTEA-LA

EM7430

APAC

LTE &1 : B1. B3, B5. B7. B8, BIS,
B19, B21, B28, B38. B39. B40. B4l

JE LTE &1 -

B87 : WCDMA (BRJH, HA, HE) 2100
Jik

B91 : WCDMA K [E 850 5k

B92 : WCDMA H 7 800 #1ak

B114 : WCDMA BRI F5 I OVA 4% 900 #3k
B115 : WCDMA H 7 1700 ##15

B125 : WCDMA H 7 850 #71

P-LTEA-EA

EM7455

KE, HFF, F—
28 FHRETK

LTE &5 : 478 B2. B4, B5, BI3
JELTE &1 -

B87 : WCDMA (BkM, HA, HI[E) 2100 &
Ik

B88 : WCDMA K[ PCS 1900 #risk

B89 : WCDMA (BJH 3 L OV [E) DCS 1800
i3

B90 : WCDMA >k[H 1700 #51k
B91 : WCDMA K[ 850 #7ia;
B114 : WCDMA Kk 38 X OVH A 900 #Hiag

AVEa—FT4 5 HO IRM- 10 H5EES 12— )L

IR1101(21%, YEIREY 22—V HD2 008G ARA » R H Y £3, —F O EEH 2 IR M & FE
NES, V—FD T Ba—T 0 THIEREFRNET,
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IOSXE U U —2x17.7.1 X0 b 1L, EEMTORYR— SN TWE LT,
1771 VU —RPIBETIE, BNOEY a—NVEar Va—F ¢ > ZANCEE X $7,

HEEER K UHIREIE
i, VU —2177.1 ® IRM-1100 (2@ H S E7,
e L a—T 4 NI EREINTWAEE., AA v FR— MIELETA,

« IRM-1100-SPMI ® mSATA t°> & GPIO B 0%, 1771 D2y Y a—F ¢ 7 (FER)
IR SN TV ABEEITVR— F &SN FEFA,

«IR1101 1%, & RK2ODLTEA v X —T7 = A ADHZHHR— s TxE9, HMHliZ IRM-1100
T O LIXTEERA, TORETERT D E, BEUOALNT 7T 4 712720 F
7,

S LTEA vV F—T 2 A AN a—T 4V THNCER SN TWDAEE, BT — 04/0 &
YT — 0/4/1 DHIIESNET,

sCATISLTE £V a—NFarv ta—T7 4 M TIEHR— I TWERA,

¢ IRM-1100-SP F 7= |Z IRM-1100-SPMI 78 = > ¥ = —F ¢ » 7B STV B84, LTE
A VB =T 2 ADIHPHEREL 9,

SFP 4 7R— k

JLREY 22— VD SFP A ' H —T = A AL, N—Rzx=y [ LTEVWER LR D £9, IR1101
R—=Z2E V2 — VD SFP A ¥ —7 =4 AL, GigabitEthernet0/0/0 D = > ARAR— k  (SFP/RJ45)
WA ENTOWET, LAY3 (T4 FREFELATV2DM 07 —T =2 AL LTH
ETEET,

YWAREY 2 — VD SFP A 2 —T 2 A4 AL SFP A V' H—T =2 ADHTY, ZiE
GigabitEthernet0/0/5 £ WO ARIDO LA Y2 A4 L X —T =4 ATT, LAY 3DOEE > hDL;
AlE. VLAN f v X —T = A AZE Y Y CTHXLENHY £,

SFP £ v % —7 = A AIZBET B3EMIL. ROFNZRT L 512 show interfaces wirelessdetail CLI
PEFEHLCERTEET,

Router#show interfaces transceiver detail
IDPROM for transceiver Gigabitethernet0/0/0:

Description

Transceiver Type:

Product Identifier (PID)

Vendor Revision

Serial Number (SN)

Vendor Name

Vendor OUI (IEEE company ID)

CLEI code

Cisco part number

SFP or SFP+ optics (type 3)
GE T (26)
ABCU-5710RZ-CS4

AGM151124J4
CISCO-AVAGO
00.17.6A (5994)

Device State Enabled.
Date code (yy/mm/dd) 11/03/21
Connector type Unknown.
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Encoding

Nominal bitrate

Minimum bit rate as
Maximum bit rate as

Socket Verification

3
g

3
g

SFP IDPROM Page 0xAOQ:

000:
010:
020:
030:
040:
050:
060:
070:
080:
090:
100:
110:
120:
130:
140:
150:
160:
170:
180:
190:
200:
210:
220:

03
00
43
4F
41
5A
41
4D
20
20
C5
64
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

SFP IDPROM Page 0xA2:

000:
010:
020:
030:
040:
050:
060:
070:
080:
090:
100:
110:
120:
130:
140:
150:
160:
170:
180:
190:
200:
210:
220:
230:
240:
250:

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

of nominal
of nominal

04
01
49
20
42
2D
0cC
31
20
20
44
EC
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

Link reach for 9u fiber

Link reach for 9u fiber

00
0D
53
20
43
43
Cl
35
20
00
22
A5
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

08
00
43
20
55
53
15
31
20
00
B7
37
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

(km)

00
00
4F
20
2D
34
00
31
31
00
DE
19
OF
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

bit rate
bit rate

00
00
2D
20
35
20
10
32
31
99
02
00
2C
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
41
01
37
20
00
34
30
00
63
00
6D
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
56
00
31
20
00
4A
33
00
OF
00
22
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
64
41
17
30
20
41
34
32
06
59
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

8B10B (1)

GE (1300 Mbits/s)
not specified
not specified

00
00
47
6A
52
20
47
20
31
17
73
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

= SX(550/270m) (0)
1xFC-MM(500/300m) (0)
2xFC-MM(300/150m) (0)
ESCON-MM (2km) (0)

= SX(550/270m) (0)

sie oyr—+ [}
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Link reach for 50u fiber (m)

Link reach for 62.5u fiber (m)

Nominal laser wavelength
DWDM wavelength fraction
Supported options

IRM-1101 53R E S a—)L |

1xFC-MM(500/300m) (0)
2xFC-MM(300/150m) (0)
ESCON-MM (2km)

= SR(2km) (0)
IR-1 (15km)
IR-2 (40km
LR-1 (40km
LR-2 (80km
LR-3 (80km
DX (40KM) (

)
)
)
)

0
HX (40km) (O
0

ZX (80km) (

(0)
(0)
(0)
(0)
(0)

)
)
)

VX (100km) (0)
1xFC, 2xFC-SM(10km) (0)
ESCON-SM (20km)

= SR(2km) (0)
IR-1 (15km)
IR-2 (40km
LR-1 (40km
LR-2 (80km
LR-3 (80km
DX (40KM) (

)
)
)
)

0
HX (40km) (O
0

ZX (80km) (

(0)
(0)
(0)
(0)
(0)

)
)
)

VX (100km) (0)
1xFC, 2xFC-SM(10km) (0)
ESCON-SM (20km)

16652 nm.
= 16652.193 nm.
= Tx disable

(0)

(0)

(0)

IP7 RLAZEEDSL3SVI ZYEEEY 2 — /L GEO0/O/5SFP A o Z— 7 = A A28V 4 T4,

IR1101#config t
IR1101 (config) #interface g0/0/5

IR1101 (config-if) #switchport access vlan 2

IR1101 (config-if) #no shut

IR1101 (config-if) #ip address 192.168.1.2 255.255.255.0

(
( )
IR1101 (config-if) #interface vlan2
( )
( )

IR1101 (config-if) #no shut

[Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide] (Zi%, ¥4 — k&4 T
WHTRTDSFP A H—7 = A ARSI N TWET,

1G SFP DY 7R— k

YUY —2177.1 TiZ. IRD SFP OHR— F R BIMEHET,

GLC-T-RGD
CWDM-SFP-1470=
CWDM-SFP-1610=
CWDM-SFP-1530=
DWDM-SFP-3033=
DWDM-SFP-3112=
GLC-BX-D-I=

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K


https://www.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG.html

| BM-1101 3R ES -0
e |

GLC-BX-U-I=
GLC-TE
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20

IRM-1100-4A2T #:5kE S 1 —JL

oL, WOBETHRSNWTVET,

« IRM-1100-4A2T OHFFE (299 ~=—3)

« FEFHE L HFEE (301 2—)

JEBT U A (302 RX—7)

e BLEIZFE S A XU b OFERE (306 ~X—)

e XHEY M A=W Ry b AAf vF H—F (307 X—7)
*«LED (308 X—7)

« FEFAAR— T (309 2—)

«GPIO HEE Y (312 %—2)

cBIMOIERBAA > 2 —T = A ZADOFERF] (313 2—)
e SCADA 71 = )LZEH#H (315 2—)

e UT Y L— (317 %—Y)

« WebUI Z ] L CIERIEAAR — M &25%E (317 ~—Y)

IRM-1100-4A2T DI E

IRM-1100-4A2T %, IRI101 IZERVY 1T D 2 D TE AYLETEY 2 —/LTF, IR1101 ~DiEN
D4ODERPIT Y TAR—= L2004 =Y Fy b A H—T oA ZAERMELFET, KOK
1Z. IRM-1100-4A2T Z# ;< L CTWET,

l ||| B WS

:.

IRM-1100-4A2T

IRM-1100-4A2T A —H% % > b A > X —7 = A AL, LA ¥ 2RI4510/100/1000 Mbps K— kT
R
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IRM-1100-4A2T 3R E 2 —L |
B rv100001 oz

IRM-1100-4A2T >V 7)LiR— b, RJ4S =R — kb (RS232/RS485/RS422) T,

IR1101(Z1E, PEIREY 2a— V20T 6o MEA 2250 9, EEITIREL, TEix=
VEa—TF 4 I EMEEINE T, BINE Y 2 — AR EEICHEE SN TV ARSI, TETE
Ya—/L (EM) filE LTERENET, BINEY 2— AN PR S TV AEAIE. =
YEa—T 47V a—b (CM) il LTI ET, iRl IEEY 2 —AnEDL
SHNCEY AT 5T D, BIOHH SN TV DIEREE Y 2 — /O LI L > TR
nET,

)

GE) ZDOBEHRIZOVTIE, https://www.cisco.com/c/en/us/td/docs/routers/access/1101/hardware/
installation/guide/b_IR1101HIG/m-IRM-1100-4A2T.html % Z& < 723\,

IRM-1100-4A2T IZ. ROV — L HEHTE F9,
* Cisco DNA Center
* WebUI

IL—R XAy FINR

TTy M7 F—ATREEIND AL v TR T, JEEEY 22—/ (EM) HlIZER SN TN D
BINEY 22— DX A FIZHESNTWNWET, ROEZSHEL T I,

EBMEYa2—I AAYFINR
T o — VR IR1101-ES-5

IRM-1100-SPMI IR1101-ES-6S
IRM-IR1100-4A2T IR1101-ES-7G

\}

() IRM-IR1100-4A2T A3 IR1101-K9 O F{ANZ#E#5E STV D IEA, FIFETX HIERMA v ¥ —7 =
A ZFFKR9 OBV £9, IR1101-K9 DA A v F /3 A X IR1101-ES-7G 1T/ V) £,

SYFTILR—FDEVEIY LT 4

U T VAR— Mi&, RS232 B L TVRS485 O FIZxt)i9 5 DCEAR— & L THEHAINET,
RS485 1%, £ HFHIFY_EE YV FR—FTEET,

RJAS DE B B TERDOKERITRLET,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K


https://www.cisco.com/c/en/us/td/docs/routers/access/1101/hardware/installation/guide/b_IR1101HIG/m-IRM-1100-4A2T.html
https://www.cisco.com/c/en/us/td/docs/routers/access/1101/hardware/installation/guide/b_IR1101HIG/m-IRM-1100-4A2T.html

| 1RM-1100-4A2T L3R E S 2 — )L
sesmennszd

67: EUEE

Male Female
8 1 1
ruas | [ L0
o
{a]
w
s
F20:20 7L R— kOt
RS232 RS485 & — & RS485 + — &
E & | E8DRHA B&#5 S0 (DTE) S1 (DCE) |{E& DIR Es A
= (Signal)
1 DCE V7 1, DSR/RI AN Hi A TX- A TX/RX+ |<->
Cisco IOS Ti% DSR
& LCHE,
2 ZAFEIHYE B Hgs | DCD AT Hi TX+ H TX/RX- |<->
3 DTE L7 ¢ DTR H oD AT RX- AN — —
4 (& FHEH COM — — COM — COM —
5 ZET—H RxD AT Hi7 — — — —
6 EET—H TxD Hi 77 AJ7 RX+ AT — —
7 S = CTS AT H — — — —
8 PRI ER RTS H AT — — — —

FIEFEEHIRNSEIA

IRM-1100-4A2T IZ1E, ROTA BT A » LHIRFEERH Y £,
«I0S-XE Y U —2% 17.7.1 CTHIH "]
4 OO T Y A E R — |
« OIR DHHR— k7L
e =Ky hFE— MIL2 AL v FHK— FDRK
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IRM-1100-4A2T $i3RE 2 —)L |
B =morur

ca ta—T 4T a— WAl (TE) [N RSN TWBEESA. AL vFHR—Fh

IHERE L EH A
IRM-1100-SPMI $L3EE ¥ = — /L & IRM-1100-4A2T $EAEE Y 2 — T, IROHA RF A &
HIFRFENH Y £,
cCATISILTE ®V a—UZa vt a—F 4 7V a— M (FE) T R—1FEhT
WEH A

e AL a—T 4T Y 2 — AN SN TV AEA, MSATA 8 X OVGPIO B 1%
A—hrENEEA,

«IR1101 1. K2 DODLIEA v Z—T = A ADHEYR—FTEET, Zik. EMH
E CM IO ST THEEY 2a— L EZ LTEA v Z—T7 oA AHE T 52 LT R— KR &
NTWARNWZ EEEWRLET, 5T EMUOAT 77 4 712720 £7,

EHEYT T

IRM-1100-4A2T %, 4 2O EFA TV A2V FR—FLTWVWET, ZO&I T a T
ZD 4 ODOREDEWIZOW T L E T,

A B—T 2 A4 ZADFEBAFTITIZ. IRM-1100-4A2T E 2 2 — )LD RBEICHE SN THIZEINE T,

SF A

ZDOYF U AT, IRM-1100-4A2T X3RN F 721 EEICER D FHiF b CnEd, ROKES
L TLIEEN,
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| 1RM-1100-4A2T L3R E S 2 — )L
v3ur2 i

SFP 1G & '
alaln =
cisco
IR1101

VRT A A

b s +4] @@O o

ZORETIH, YITAFR—FeAS =Ry bAR—FOTRTOMELZFIHATE ET,

A5DBMDIERA v Z—T 2 A ZE2O0DFXHTEY hA—V %y h A L B —T = A AN
A—FZNTNET,

ZOVFIVFTOAL U H—T 24 ADFESAHNFITRDO EBY T,
« async 0/3/0 (ki3 2 [EIFR : line 0/3/0) [V 7 /1]
« async 0/3/1 (%fI&3 2 [EIFR @ line 0/3/1) [V 7 /L]
« async 0/3/2 (%fI&3" 2 [EIFR @ line 0/3/2) [V 7 /L]
« async 0/3/3 (Gethis 3 2 [EIFR : line 0/3/3) [V 77 /1]
» gigabitetherenet 0/0/5 [ L 1 ¥ 2]

» gigabitetherenet 0/0/6 [ L 1 ¥ 2]

LR

ZOTF VA TiE, IRM-1100-4A2T X2 B a—F 40 U ZIE 1L FERICER D fH B CuvE
T, &5, 2OV Y a— 3 02iE. IRM-1100-SPMISEIEE ¥ o — /LS UEsRAI F 72 13 R 5
BYFHFenTWET, ROREZSRL TS ZEN,
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IRM-1100-4A2T $i3RE 2 —)L |
- BERERE

SFP 1G ax

alaln
cisco
IR1101

i 48V

VRT A A

ZDOFRTETHE, IRM-1100-4A2T DA —HFF v MAR— MIKELEFEAL, V) TAR— MNIES
IZHRE L 9,

4O ERMA X =T 2 A AN HR—FEINTWETN, BIMOLA T2 A0 X —T AR
Y R—FENTWEEA,

ZOVFIVFTOAL U H—T 24 ADFEFAHFITRDO EBY TT,
« async 0/4/0 (XHIS7 2 [EIFE : line 0/4/0) [V 7 /1]
« async 0/4/1 (xfIi3 2 [EIFR @ line 0/4/1) [V 7 L]
« async 0/4/2 (%fI&3 2 [BIFR : line 0/4/2) [V 7 L]
« async 0/4/3 (XfI&3 2 [BIFR @ line 0/4/3) [V 7 L]

YF A3

ZDOYF U AT, IRM-1100-4A2T 13RI E 7213 EECE D fHiF b cnEd, Ehic, 2
OFETIE, IRM-1100-SPMIFEEE Y 2 — AN a2y Va—F 4 U Z7E T IZ FEICERY i 5
NTWET, ROKEZEL T EEW,

. Cisco Catalyst IR1101 STH AL ) —X )b—2 Y I b D 7THREHA F



| IRM-1100-4A2T fE3EE a2 —)L
sruta W

< < 100
1 2

cisco 1
IR1101 A
- 3

@ oy
VRT A A

9004-0S5-001 )

ZOBRETIL. IRM-1100-4A2T I TIEIERIE /=13 BENCER Y 1 6, 52elcikELEd4, =2
o —F 4 U ZME T IXTERCE Y T S 3072 IRM-1100-SPMI @ SFP 7R — M IHERE L 8 A,

ZOVFVFTOAL L E—T 2 A ADFEFITITRDO LY T,
« Async 0/3/0 — 0/3/3 [EM {HIl CH&ft]
« Async 0/4/0 — 0/4/3 [CM 18 CHz#it]
* Gi0/0/5 3 L OV Gi0/0/6 [EM I B D LA X 2 A LV H—T = A ]

s CMID LTE A > Z—7 = A A, cellular 0/4/0 35 X OX cellular 0/4/1

ek
ZOVF I AT, HEAE a2 —T 4 RO ITIZ 2 2D IRM-1100-4A2T EIEE
Va—/REYAATENTHET, ROKESZBL T ZEN,
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IRM-1100-4A2T $i3RE 2 —)L |
B ==c2-5< o~ ryom

16

IRM-1100-4A2T

| I

alvaln

cisco

|R1101
’4_} 12

12vv-o0LL-a |

™ - |
1 :
A | S
|

501 ¢y

ZOBRETIHEH, JEEME 72T EFICEY T S 3072 IRM-1100-4A2T 233X T OREEE & if 2 T
WET, 2 a—7 0 U THIETZITTEICEY £ 53072 IRM-1100-4A2T O A —H % > bk
A— MMIEE L EH A,

8ODIERAA v =T 2 A ZAE2O0DFHE Y b A=V Ry b A F—T = A ARV HR—
ENTWVWET,

ZOVFVATOAL v E—T 2 A ADFEFHITFIIRD LBV TY,
« Async 0/3/0 — 0/3/3 [EM {8 THz#5¢]
« Async 0/4/0 — 0/4/3 [CM 18 CH&#it]

* Gi0/0/5 5 L TN Gi0/0/6 [EM IS D LA T 2 A X —T = A A]

BEICEDCA IR M) DM

showinventory =~ > ROHIIZIX, IR1101 R—Z 2=y hD EH SANZEHE STV D0
HEONWT, SEIERFMPRREINET,

Router#sh inv

L L L

INFO: Please use "show license UDI" to get serial number for licensing.
i o A o L o

NAME: "Chassis", DESCR: "IR1101 Base Chassis"
PID: IR1101-K9 , VID: VO3 , SN: FCW2452P561

. Cisco Catalyst IR1101 S AL ) —X IL—F YT LIz THREHA K



| IRM-1100-4A2T fE3EE a2 —)L
FHEY b 1—try kb 24 vF R~ |

NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: V03 , SN: FOC245126XR

NAME: "module subslot 0/0", DESCR: "IR1101-ES-7G"
PID: IR1101-ES-7G , VID: V01 , SN:

NAME: "module subslot 0/4", DESCR: "P-LTE-MNA Module"
PID: P-LTE-MNA , VID: V01 , SN: FOC24230U79

NAME: "Modem on Cellular0/4/0", DESCR: "Sierra Wireless WP7610"
PID: WP7610 , VID: 10000, SN: 356307100162618

NAME: "Module 2 - Compute Module", DESCR: "IR1100 expansion module with Pluggable slot,
SFP, mSATA SSD slot and Digital GPIO"
PID: IRM-1100-SPMI , VID: V02 , SN: FCW2502PAPO

NAME: "Module 3 - Expansion Module", DESCR: "IR1100 expansion module with 4 Async ports
and 2 copper ports"
PID: IRM-1100-4A2T , VID: V0O , SN: FOC25150ZRJ

Router# sh ip int bri

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES NVRAM administratively down down
FastEthernet0/0/1 unassigned YES unset administratively down down
FastEthernet0/0/2 unassigned YES unset administratively down down
FastEthernet0/0/3 unassigned YES unset administratively down down
FastEthernet0/0/4 unassigned YES unset down down
GigabitEthernet0/0/5 unassigned YES unset administratively down down
GigabitEthernet0/0/6 unassigned YES unset down down
Cellular0/1/0 unassigned YES NVRAM administratively down down
Cellular0/1/1 unassigned YES NVRAM administratively down down
Async0/2/0 unassigned YES unset up up

Async0/3/0 unassigned YES unset up ip

Async0/4/0 unassigned YES unset administratively down down
Async0/3/1 unassigned YES unset administratively down down
Async0/4/1 unassigned YES unset administratively down down
Async0/3/2 unassigned YES unset administratively down down
Async0/4/2 unassigned YES unset administratively down down
Async0/3/3 unassigned YES unset administratively down down
Async0/4/3 unassigned YES unset administratively down down
Vlanl unassigned YES unset up down

FHEY R A—UXRY b XS YyFR—F
A —HF v hAR— MI, LA ¥ 2RI4510/100/1000 Mbps 7~ — kT3,

N—Z)L—% (IR1101) & GE7R— k&, gigabitethernet 0/0/0 & V9 471 Cd, IRM-1100-4A2T
DMEIRM E 7213 BICED HT 5N T E5GEA, 2 2OEBIMFA— F&#HATE £,

* gigabitethernet 0/0/5
* gigabitethernet 0/0/6
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LED

IRM-1100-4A2T $i3RE 2 —)L |

BIEICIZ, 2 204 —H% Ry hAR—bF (5 & 6) IZBE#EMITONZ2OOLED BH VY 9, &
DX EZR L TLEEN,

68: 4 —4 %y b R— O LED

IRM-11 10—4A2T

LED OHEEIZ DWW TIE, IROFEZZRL T LIV,

BHKRE |8

ok A=tV o TIVT4ET 4720
PO | T I T4 ET A DBHLERRY) 7
THAT PN P

LED AT —H AL, a~ s KIA4 b bHTE £,

Router# show led

SYSTEM LED : Green

Custom LED : Off

VPN LED

: Off

ALARM LED : Off

GigabitEthernet0/0/0 LED : On

FastEthernet0/0/1 LED : On
FastEthernet0/0/2 LED : Off
FastEthernet0/0/3 LED : Off
FastEthernet0/0/4 LED : Off

GigabitEthernet0/0/5 LED : On
GigabitEthernet0/0/6 LED : Off

*Cellular 0/1%*
LTE module Enable LED : Green

LTE module SIM 0 LED : Off
LTE module SIM 1 LED : Off
LTE module GPS LED : Off

LTE module RSSI 0O LED : Off
LTE module RSSI 1 LED : Off

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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srmr—+

LTE module RSSI 2 LED : Off
LTE module RSSI 3 LED : Off

JERIFANR— bk

IOSXEVVU—R 1771 V7 h 7 =713, 4 OO RHAR—FEL2o00FHE Y b £ —H %
NV E—T 2 A ZAZEOBMEY 22—/ (IRM-1100-4A2T) Z¥R—+rLFE4, 2OV Tk
7T, N—AIR1101 DPLIEE Y = — B (T 5N THWAAEICS T T, A ¥ —T =

A AFKBGEYIELET,

NR—2)L—% (IR1101) OIEFMAR— N L async 0/2/0 TH V| HIRSMEFEAR — N X async 0/2/1
T,

IRM-1100-4A2T 23 LR FE 721X EEIZIR Y AT 6TV A6, FERBIAR— MIkD X 5 I123F
TS ET,

« async 0/3/0 (xHhta 9~ 2 [EI#2 : line 0/3/0)
e async 0/3/1 (9" 2 [E1#2 : line 0/3/1)
e async 0/3/2 (kb9 % [EIf : line 0/3/2)
« async 0/3/3 (kb9 % Bl : line 0/3/3)

IRM-1100-4A2T R > Vo —F 4 U ZIE X T EICER Y T 5TV AEE . FERIMAR—
RO L IZHFZF T SNET,

« async 0/4/0 (kbiixd™ % Bl : line 0/4/0)
« async 0/4/1 (kb9 % [EI# : line 0/4/1)
« async 0/4/2 (kb9 % [EIf : line 0/4/2)
« async 0/4/3 (xHi 9 2 B : line 0/4/3)
IRM-1100-4A2T OFEFRMIAR — MILLF AR — R LET,
« AT 4 T4 A7 RS232 (DCE) 3L TNRS485 (RS422 & RS485 1E[F Uak &z A L)
A TH/ETH

TR DEVEIY HT
FRCOYY T AK= I, KO3 SOBIFE— RIcT 52 & BT ET,
- RS232
- RS485 42 7

« RS485 - "
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IRM-1100-4A2T $i3RE 2 —)L |
B oocers—czsz0mEFE

T ARTOR— MIRS22EFHUSITHEM L | AR — FZNDHKA— L — MME115Kbps TT,
ROEKIL, 4 DOR—FDOEFNY Y TEZRLTWET,

EvE | E— |A
= N G
1 F—% %y b L7 4 |DCE |OUT
2 DCD/Y v 7 DCE |OUr
3 F—zWR1L7 ¢ |DCE |IN
4 15 75 A i
5 ZET—4 DCE | aur
6 PEF— DCE |IN
7 =) DCE |OUT
8 PE Bk DCE |IN

DCEA A —TJ x4 ADEXEFIE

VYT IEREE Y 2=V DTRTCOR— DT T ANV DA X —T = AFEIL, RS232T
T A E—T A ANAT AT HA TR ICHTESNTWDIES., T 7+ MNETITL T
HE— FTY,

« GI0/0/5 B L X Gi0/0/6 DFFEIL, IR1101 XR—Z =% D L2 A— k & [EHETT,

« FEFHIAR— ML, RS232FBLTNRS485 DA _HEY:-"HOW A2 R—FLET, &5
12, IR1101 N—RA == h®D async 0/2/0 L EE LT, JLIRET 2 — L TliX AT 4 T X
A7), [&TH] | BLO PEZE] 2 R—MIhET,

TIAILLERE
U TNALIREEY 22— DOFT _XTOR— hDTF 7 4V bR EIL, RS232 T9,

Router#sh run int Async0/3/0
Building configuration...

Current configuration : 92 bytes
interface Async0/3/0

no ip address

encapsulation scada

shutdown
media-type rs232

AT 4 T34 T RS232 DERFEHI
CLI media-type ? 13 rs232 & rs485 "FIHAIRE CH L Z L AR L TWET,
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Router (config) #int Async0/3/3

Router (config-if) #media

Router (config-if) #media-type ?
rs232 Set RS232 media type
rs485 Set RS485 media type

RS22DAF 4 THA THRELET,

Router (config-if) #media-type rs232
Router (config-if) #no shut
Router (config-if) #end

Router#sh run int Async0/3/3
Building configuration...

|

Current configuration : 82 bytes
|

interface Async0/3/3

no ip address

encapsulation scada

media-type rs232

end

AT 4 7524 7 RS485 D% E I
RS485 DAT 4 T HA THBRELET,

Router#conf t

Enter configuration commands, one per line.
Router (config) #int Asyn0/3/0

Router (config-if) #media

Router (config-if) #media-type rs485

Router (config-if) #end

Router# sh run int Async0/3/0
Building configuration...

Current configuration : 105 bytes
|

interface Async0/3/0

no ip address

encapsulation scada

shutdown

media-type rs485

full-duplex
end

AT A4 T7H 4 TRSA8S (£-F) DOEEH
ETEAEITLTCNWARMES DATF 4 T EA TEHELET,

Router (config) #int Async0/4/2
Router (config-if) #media

Router (config-if) #media-type rs485
Router (config-if) #half-duplex
Router (config-if) #end

Router#sh run int Async0/4/2
Building configuration...

Current configuration : 105 bytes
I
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GPIO

IRM-1100-4A2T $i3RE 2 —)L |

interface Async0/4/2
no ip address
encapsulation scada
shutdown

media-type rs485
half-duplex

BEEY

IRM-1100-4A2T {21, GPIO ¥ 2 L CT/N— KU = TIE B %2 EET 2 4 DO EFRBIAR—

FRBY, AT AT EATET a7 Ly 7 ZAOJ/EDKRESNET, LTI, GPIO B2

RS232 & L CERTEENTZ 16] . R485 2 "HE L TRTESINTZ T4) . BXURS485F_"FH &

LTRESNT IC) ITHRE SN TV D EHE DIERENZRE 5O TY,

Router#sh controllers Async0/3/0

Line: 0/3/0(74) Interface:Async0/3/0

State=6 encapsulation=95 speed=9600 maxmtu=1500

Duplex=0 ACCM TX=0xFFFFFFFF ACCM RX=0xFFFFFFFF

Max idle=10 frame size=100

Buffered bytes=0 tty capabilities=0x8 tty statbits=0x40 databits=8
TX packet cnt:0 Scattered: 0 Particle cnt:0 Request cnt:0

PPP in total:0

PPP Rx head:0x0 tail:0x0

GPIO read: 6666

\)

CE) EERoHIITIE. TRTOIEFRAR—F0/3/0~0331%. T 74V DAT T XA 7 RS232

THREENTWET,

Router#sh controllers Async0/4/2

Line: 0/4/2(100) Interface:Async0/4/2

State=6 encapsulation=95 speed=9600 maxmtu=1500

Duplex=0 ACCM TX=0xFFFFFFFF ACCM RX=0xFFFFFFFF

Max idle=10 frame size=100

Buffered bytes=0 tty capabilities=0x8 tty statbits=0x40 databits=8
TX packet cnt:0 Scattered: 0 Particle cnt:0 Request cnt:0

PPP in total:0

PPP Rx head:0x0 tail:0xO0

GPIO read: 6C66

\ )

GE)  ERRoHATIE, FERBAR— b 0/4/2 1ZRS485 - " H TR IE &, F8£Y OR— kD Async0/4/0,

041 BELCVABIET 74NV DAT 4 T XA 7 RS232 THREINET,

Router# sh controllers Async0/3/3

Line: 0/3/3(77) Interface:Async0/3/3

State=4 encapsulation=97 speed=9600 maxmtu=1500

Duplex=0 ACCM_TX:OXFFFFFFFF ACCM_RX:OXFFFFFFFF

Max idle=10 frame size=100

Buffered bytes=0 tty capabilities=0x8 tty statbits=0x440 databits=8
TX packet cnt:0 Scattered: 0 Particle cnt:0 Request cnt:0

PPP in total:0
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PPP Rx head:0x0 tail:O0x0
GPIO read: 4666

\}

GE)  EiEom i, FERBIFR— b 0/3/3 (X RS485 4 “H THEE S, F£0 OR— kD Asyn0/3/0,
Async0/3/1, 3 EZ N Async0/3/2 137 7 4V D AT 4T %A 7 RS232 TREINET,

debug a7 > K
GPIORKED N T TNy a—TFT 4V TIEHTELT Ny T a~vr Rby £7,

Router# debug condition interface <ASYNC INTERFACE SLOT> event

\}

GE)  Zoa~<r R, Async02/0 f > ¥ —7 = A ATEVHR— RS THEHA,

EBIMOIEREA 2 —T 24 ADEEH

FEAIIZ OV T, TIR1101 Rugged Series Router Software Configuration Guide] @ [ Raw Socket
Transport] DFEAZSHL TIZIW

Raw-TCP T )LF Ky T (T4 o—Fz—)

raw-tep O, = —W —(Traw-tep I 7B /ALEFERMA v X —T7 = A ATEREL, BET S
FGA A HE =T 2 A AP —N"—F 3 TA T FPELTRETDHLENHY £, —
N—=HT-0 D& v a DRI 32 T,

69: Raw-TCP < JLF 7y T DI

AN

130 ohms

(I p-
-~ Scada
RTU-1 & Server
-
2 N “ -e
RTU-2 ~
I 00OFI4 d -

Fin Connections with 120 (I
i g Ohm Resistors

Resistor 1: Pin 1 and Pin 2
Resistor 2: Pin 3 and Pin & Scada

Bl T-Ethemet coupler Server

Crossowver cable not more than 1 Foot

— = = = Straight through cable

PITFiZ, o2 60— 2 O ERZRLET,
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IRM-1100-4A2T #i3RE S 2 — L |

B enosrrsmrs—7 1 20%EH

IR1101 ZT0fDIL—4

(F) da<E&b220 ) TILAE—
T4 REYHR— S BHI0S-XE)L—%
FEXIOS L—F ERETEFET,

int Async0/2/0 int Async 0/2/0
encapsulation raw-tcp encapsulation raw-tcp
no shut no shut
int Async 0/3/1 int Async 0/2/1
encapsulation raw-tcp encapsulation raw-tcp
media-type rs485 no shut
full-duplex
no shut line 0/2/0
raw-socket tcp server 6000
line 0/2/0 line 0/2/1
raw-socket tcp client 10.0.0.2 6000 raw-socket tcp server 5000
10.0.0.1 6001
line 0/3/1

raw-socket tcp client 10.0.0.2 5000
10.0.0.1 5001

Raw-UDP T LF Ry T (T4 o—Fz—)
70 : Raw-UDP < JLF = T D15l

Ia110ehms VWA
----- e b ] ¢
" \ . Scada
\
RTU-1 : Async/a/1 P Server
-
L]
- - - - - - q. :
I .
1
RTU-2 " Async Q/2/0) S
" - 10.0.0.0/24 \
1 ] i -~
______ [ ] 1 -
Q Fin Connections with 120 e
i ‘Ohm Resistors
e 3
ideria Resistor 1z Pin 1 and Pin 2
A~ Resistor 2: Pin 3 and Pin 6
B0 chmy RTU-4 Bl T-ethemet cougler ot
Server

= = = = Zeraight through cable

LLTFIC, EERD2B50L—F2DEREMEZRLET,
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scaoa 7o hanzis ]

IR1101

ZDMDIL—4F

GF) ba<&b220 ) T7ILA0E—
T4 REYHR— S BHI0S-XE)L—%
FEXIOS L—F ERETEFET,

int Async0/2/0
encapsulation raw-udp
no shut

int Async 0/3/1
encapsulation raw-udp
media-type rs485
half-duplex
no shut

line 0/2/0

raw-socket udp connection 10.0.0.2 6001
6000 10.0.0.1
line 0/3/1

raw-socket udp connection 10.0.0.2 5001
5000 10.0.0.1

int Async 0/2/0
encapsulation raw-udp
no shut

int Async 0/2/1
encapsulation raw-udp
no shut

line 0/2/0

raw-socket udp connection 10.0.0.1 6000
6001 10.0.0.2
line 0/2/1

raw-socket udp connection 10.0.0.1 5000
5001 10.0.0.2

SCADA 7’ 0O0 kO JLZE

FEAMIZOUWCiE,  TIR1101 Rugged Series Router Software Configuration Guidel| ¢ [Information

About SCADA| DEAEZSRL T ZE W

T101/T104
71: T101/T104 5% 5E

100000724

RTU-2

RIZ, EREOHOREZRLET,

- — SCADA
—| SERVER

40.0.0.0724
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IRM-1100-4A2T #i3RE S 2 — L |

B scaoasoranzm

5 22: T101/T104 5% 7E !

int Async0/2/0
encapsulation scada
no shut

scada-gw protocol t101
channel rt-chan-1

link-mode balanced
bind-to-interface Async0/2/0
session rt-sess-1
attach-to-channel rt-chan-1
common-addr-size one
cot-size two
info-obj-addr-size three
link-addr 31

sector rt-sec-1
attach-to-session rt-sess-1
asdu-addr 100

Scada-gw protocol t104
channel mt-chan-1
t3-timeout 20
tcp-connection 0 local-port
5000 remote-ip any

session mt-sess-1
attach-to-channel mt-chan-1
sector mt-sec-1
attach-to-session mt-sess-1
asdu-addr 120

map-to-sector rt-sec-1

int Async0/3/0
encapsulation scada
media-type rs485
half-duplex

no shut

channel rt-chan-2

link-mode balanced
bind-to-interface Async0/3/0
session rt-sess-2
attach-to-channel rt-chan-2
common-addr-size one
cot-size two
info-obj-addr-size three
link-addr 32

sector rt-sec-2
attach-to-session rt-sess-2
asdu-addr 101

channel mt-chan-2
t3-timeout 20
tcp-connection 0 local-port
6000 remote-ip any

session mt-sess-2
attach-to-channel mt-chan-2
sector mt-sec-2
attach-to-session mt-sess-2
asdu-addr 121

map-to-sector rt-sec-2
scada-gw enable

DNP3IP/ 1) 7 )L
B 72: DNP3IP/ ') 7 JLERTE )

10.0.000/24

WIZ, ERROKOBRER 2R L ET,

SCADA
SERVER

4000024
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£ 23:DNP3IP/> ") 7 )LER TEHI

suzrur— I}

int Async0/2/0
encapsulation scada
no shut

scada-gw protocol dnp3-serial
channel dnp3_serial channel 1
link-addr source 5
request-timeout 60
link-timeout 6
unsolicited-response enable
bind-to-interface Async0/2/0
no protocol test-link
session dnp3_serial session 1
attach-to-channel
dnp3_serial channel 1
link-addr dest 1

scada-gw protocol dnp3-ip
channel dnp3 ip channel 1
link-addr dest 3
send-unsolicited-msg enable
tcp-connection local-port
5000 remote-ip any
session dnp3_ip session_ 1
attach-to-channel

dnp3_ip channel 1
link-addr source 7
map-to-session

dnp3 serial session 1

int Async0/3/0
encapsulation scada
media-type rs485
half-duplex

no shut

channel dnp3 serial channel 2
link-addr source 6
request-timeout 60
link-timeout 6
unsolicited-response enable
bind-to-interface Async0/3/0
no protocol test-link
session dnp3 serial session 2
attach-to-channel
dnp3_serial channel 2
link-addr dest 2

channel dnp3 ip channel 2
link-addr dest 5
send-unsolicited-msg enable
tcp-connection local-port
6000 remote-ip any
session dnp3 ip session 2
attach-to-channel

dnp3_ip channel 2
link-addr source 8
map-to-session
dnp3_serial session 2
scada-gw protocol ignore
direction

scada-gw enable

V)7V Lb—

U T Y =X, IRM-1100-4A2T DT X TOIERBIA— F THHR— FTEET, LEDIAF

Tv oy b/ TEET, /2 F—T (AT

7RIS v F—T A AD< BT, H:

* relay line 0/0/0 0/2/0
» relay line 0/0/1 0/3/2
» relay line 0/0/2 0/3/0
» relay line 0/0/3 0/3/1
« relay line 0/0/4 0/4/0

FEAMZ OV T,
éb\o

WebUl Z &/ L TIEREAR— k25

WOFMEZAEN LT, WebUI 241 L OERBIAR— F2BE L £,

wEShT. 7wl v—74 ) 2R L

[IR1101 Configuration Guide] ¢ [Serial Relay Service] OFExEZM L T 72
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IRM-1100-4A2T $i3RE 2 —)L |
B weou z@m L cERmA— FERE

1R BHHEIIZ

CiscolOSXE U U —A i, FERMIA v X —T 2 A4 ZADOREB L OMIEOEARAT 7L — &L
T WebUI 4R — b (Day-1) &% HR—kLET,

Monitoring > General > Ports (8 L C, "—Fh&2E=X Vo /T&E T,

K 73: =% — :R— & (Monitor Ports)

L e € -
[+]
[+]
[+]
(-]
[-]
[+]
[+]
L]
a
<]
-]
(=]
-]
(-]
-]
[+]
(]
[+]
Q
[+]
AT w71 Configuration > Interface> Serial (27 7t A L %1,
®74:21) 7L R—=k
0 luil GiscoR1101-K8 ; ilsBo e =
» Sarial
Inbadthca
] e vt =
N T Admin Sutus T Opamsonsl Stts T P Address T
S TICV 4] o
Asredi30 o ° g
. £ [+] (]
(4] +]
@ &
(4] ]
4] 4]
(1] (4]
L+ o

ATV T2 WETHA L X—T 2 A ABXT NI Y v 27 LET, EditInterface [Interface Number] 7 4 > K7 3R &
nE7,
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webul & L TERSR— FxEE [

75:4 08— 14 ADIRE

Edit Interface Async0/2/0 =
General Encapsulation

Interface Async/2/0

Description

Admin Status | ve [+ ]

Media Type RS232 (Dafault)

= Cancel

=1 Update & Apply to Device

~R—Z IR1101 ® Async0/2/0 A > Z—T7 = A XX, T 74NV NTAT 4 THATDRS2 ¥ HR—hrLZE
To ZOA =T oA AHEITONTWDAT 4 T XA THERTDHZ LT TEEEA,

AT w73 [EditInterface] 7 « > K7 @ [Encapsulation] ¥ 7% 27 U v 7 L7,

76 : [Edit Interface] ([Encapsulation])

Edit Interface AsyncO/2/0 *

General Encapsulation

Encapsulation Relay Line -

Interface Line O/2/0

Speed 9600 -

Parity None -

stophbits < -

Databits a8 -

D Cancel Bl update & Apply 1o Device

BN U T, Async02/0 A 2 —T7 2 A ABLOEHET 5T 1 A v H—T =2 A4 ZAD T T ML E AR
TExET, Fry 77Xy U R MpL, IRI01OIERBA o Z—T oA ATHR— F ST DHEZ 3R
LET,

ATwv 74 [FUFNEZEST LT [Edit Interface] 7 ¢ > R IZEE) L, IRM-1100-4A2T OIEFRMIA— M 2R E L E7,
7ol X, Async0/3/3 A VX —T7 = A A%fRELET,
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B webu AL CERBA— FERE

77:Asyncl/33 4 >3 —7J 4 ADIRE

Edit Intarface AsyncO/3/3

e facs AmyncOra/a
Descript

Al t N E3

Mo Typi RS232 -

wromoce | A upante & Apply 1o Device

IRM-1100-4A2T DR — b TlE, R v T BT UR I ANBAT AT HIA THERTE £ 4, RS485 1%
WLZEAIF, &2 EE I EE2BINCTE £,

X 78: Async0/3/3 4 32— = A4 AD#EE ([Encapsulation] 7 J)

Edit Interface Async0/3/3 =

General Encapsulation

Encapsulation Scada -

Interface Line 0/3/3

Spead SE00 -

Parity Mo -

Stophits 2 -

Databits B -

2 Cancel - 51 Update & Apply to Device

AT TS MER®RINEZ{T->7- 5, Update& ApplytoDevicez 7 U v 27 L ¥,
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521 =

Ox 7 TY45— 3> i RRATFa0 05

ZOFEE, OB THRINTWET,
TN —a AR AT 4 7T AR (321 N—)
«IRIIO1 V—Z TOT FV r—ar RAT 47 (325 2—)
T IV —ay RAT 4 U ORESHE (329 4—)
TNV — g DA A RN—ILET A A =L (335 2—)
T V=2 a Dl Y —AFRED LEX (337 =)
TSN = ar RAT 4T AT X2 b— g COMER (339 X—)
« TV HIVI0 JEBRIERE (340 R—2)
TV —ay RAT 4 T ORER] (341 ~—)
cUSBAKRL—U~DIOx 77 EA (342 2—)

T7IVr—a3 0 RRAT4UTIZEY 5158
RARNT 7V r—vasid, V=X VY Va—va b LTOY 7 Ay 7THY, a~v»

REEHALTCYE—FCETTEET, 77V r—2aORAT 4 o 712 Lo T, BHEIC
B OY — LR —T 4 VT 4 ZFHAT D07 Ty N7+ —bNE5E26NFET,

TDEY2—NVTIE, TV r—a R AT 4 0 TR L Z OHEZMED IFIEIZOW TR L
i‘ﬂ‘o

] ~ — » ~
TIVr—2a3a 0 RAT4 0T DRENE

BARBRBE~DOBATICE Y . FRAARER R —F TN R —F TN T 7V r—3 a3 %t

B AMEMENEEVE LT, 77V =g DORAT 4 o2k, BHEIIIME O

V= NR2—T 4 VT 4 EFIHTHO0T Ty T — 2B EZONET, XY NT—T T

NAATHERAT 4T ENTWBET ) r—ra i, SEIERH®AATEET, Zh

i, BEFEOY —LDOF =— XN, REFHOET=FY 7 HEICETET,

Cisco DT /NA AL Linux Y —/V F=— 2 ZHH L TR SN2 — RX—F 4 ®OTHIRT 7
Vor—variEdR—FLTWnET, 2—FF, VAaPBT Y7 v =7y b &
FHEIWCa Vv A VENTEH AR N T T r—a U EFETTEET,
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I E

I0x DHEE

0x7F7)r—vavkzx7Fevy |

I0x X Cisco DR L= RY— = R 77U Ar—3 9 JL—LT0—27THY ., Cisco
Py "I —=0 T b7 3= LOXEISERIATOT TV r—a s, 77U r—
ar IRAT 4 v TR R L 9,

IR1101 [EIT D IOX 7 —X% T 7 F v id, "ARN—=NA Y T o —F&2HHT Mo 2a 7

Ty b7 —bEFERVES, MOTT o N T 3 —ATIE, I0x MR~ & LTEMEL
*4, —FHIR1101 TiX, I0xiZ7uet AL LTEMEL TWET,

DRATFT TV —2 3 DRRATF 4 UTDBE

IR1101 TiX, =2—WF, 77V r—var RAT 47 CLZHEHALCT S r—va vk
B C&EES, 77V r—va v RAT 47 CLLIX, i W7 T v N7 4 — A TIEFIH
TEER¥A, 77V Tr—3 3 &2 ET % HETMIZ Local Manager % 7213 Fog Director % {5 /]
THHERDY £7°,

TV r—vay RAT 4 7R, ROV —ERERAE L ET,
s AT TFNOIBESNTT 7V r—ya vy EE#HT 5,
cEHAMEEZR Y Y —A (R EV, CPU, BIOA ML—Y) ZERL, TN HE2EID YT,
EHT D,
eV =)L uX OV IR— hEEET D,
«RESTAPI 2/ L CH—EZA~DT 7 v A Z#M4 5,
«CLI=Y RARA v Mt 5,

« Cisco Application Framework (CAF) &CMEINAT 7V r—2ay RAT 407 4075
ANT 7 Fx ittt 5,

+ VirtualPortGroup 35 L WE LA > 4 — 7 = 2N LI=F T v b7 5 —BEADF v b v —
X7 Oy hRR) Oy NT v TEIIRT D,

AT L RARN IR —TFT 4 T VAT AT AN T ) r—3 9 U EFETTLHE0HIC
Pt S A RAREREE & MEIEN TV ET, Cisco I0S XE ALY —E 21X, ¥ A~ 77U r—
TarvEFEITTAREOOEHM L Ry N —F U S BT VAR L ET, Bk T T A b
FZI7F il BFEHEFIIFRA N SR NEOEGEAIETET dmEEA v ¥ —T =2 AEEFET
FE9, I0xIE, WA A —T 2 A AT ARNT T = a UIMERT AR Y R U —
I A B —TxAAIJ—FR WNIC) IZv v b7 LET,

aVTHICERENAT 7V r—ya i, TARZ 7 A vE LTy r—vfkanxd, =
SOT IV —a NZEAOHKEF, TARZ 7 A NLDO—HE L TH Ay r—UbE T E
7

TNRAALEOERA X —T A RE, 7TV r—va RAT 47 F2y FU—27 %108
BHA LA —T oA A LET, 77V r—2aDbA Y3407 —7 A AL, 10S
BHA LV H—T 2 A ANMBLANY2T VY b T 7 4w 7 25 LET, BHEA VA —T oA
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| 0x7Fus5—vavkzxTavy

I0XMAN

loxvan i

2%, BEHTY) o CEFEALCa T HIT AV =Yg A U F—T o A AT LET,
IP7 RL AL, BEA L X —T 2 AIPT FLALEIUYH TRy F EICHALERHD T,

IOXMAN X, YU TN TNA ZA%xI 2 b— 5 Libvit ZfR<, FA N TV r—va v
DX TELFT =2 —EREZRMUT L NL—A A T TANT I F Y ML T DT
2EATT, IOXMAN X, AN 77V r—2arD74 79, 7 MHSNT, hL—2
P RAEAMELITECL, n¥ T T —F % 10Ssyslog IZHEFEL, PL—ATF—2%
I0x hL—A B IR FL, HEFAR T 7V r—var0l0x hb—2n JaHERELET,

I0x 7 T 77— 3~ADGPS 7O LR

PIiE, T LA TGPS AN > TWAE, NMEA A Y — AN I0x ICERE SN ERFAT
L7, ZDVU U —AT{X, NMEA A KU — A% ngiolite &Y = —/ /L5 [Ox [THZETE £,
INEENTT DT 2 DOFIENRD Y 97,

e Linux & I0x ORIC b R EERT 5,

« FTARTONMEA A v tE—T% b3Vl T IO IHRE T 2,
VAT L3 R RV OFEERREGR L AFE LR WERIET — 5 & I0x ICEE TE £
/I/O

ZOMREER YR — FT 572012, IR1101 & IR1800 D 2 >DENLTF—FEFALAHIZ 2 DDOFH LN
M ADPMERESNET, TT74LFTIE2o00 P ZABNERESN, PHLELOETALATYH
GPS/NMEA XA 72> TWIUE, IRD X D IZNMEA A b U — A NRET 5 b2z L
TEEENET,

ModemO :

[Linux] /dev/ttyTun5 335 & UV /dev/ttyTun6 [10x], /dev/ttyTun5 ~ > 7 kU > 7 L /dev/tty TunNMEAO
EWVVI AFTTIERR &AL, /dev/ttyTun6 ~D > 7 kU > 7 1% /dev/ttyNMEAO &\ 9 44 Bif THERK S
NET, Ihbid, 10x b7 7 ERATEET,

Modem1 :

[Linux] /dev/ttyTun7 and /dev/ttyTun8 [10x], /dev/ttyTun7 ~® >/ 7 kU > 7% /dev/ttyTunNMEALI
EWV O ARTTIER S, /devittyTun8 ~ Y 7 kU > 7 % /dev/ttyNMEAL & 9 44 Hii CYERR &
NET, N6, I0x 6T 7 EBATEET,

WD a2 KX, GPS DIREEAZFE R LET,

IR1101#show app-hosting list
App id State

gps RUNNING
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B o577 7ur—vaveLcorzrvzn

x> TFT7TV5r—23 ELTOFRARTIL

AN v E, AL E N7 Linux N—ADBRBETH Y | Cisco T /34 A H Bl & & B
DI=HDPython 7 7'V r—a v agEGie, BDAXALinx 7 7V r—varz2F 7758912
FEFEnCnET, YRV BT L, 2=V =3V — K X—F ¢ B Linux 77"V

r—ya DA A M=), BEL BE BIOIOSCLI~OT 7 A&7 2L TEE

R

AN ABREIT, Xy NU—F% 0 7 TlER<, Y=/, Linux2—7 4 V7 1. BLOE
A EX LD TT,

ARz E, RA R Qb—F) VAT AEI—FNERELETY, 22—V —F, FA |
D Linux V= WIZT VB AL, 2T Drootls ITHHAZ VT NBIRNY 7 b7
Nolr—VEEHTLHZENTEET, 2L, YA V=L NO2—Y— L, "A DT 7
AN VAT LABIO T o RAEZETTEHZ LT TE A,

TARzaryTHE 10x ZH L TEBRINE T, 10x (X, Cisco I0S XE 7 /34 AD 7=
ODYVAADT TV —vay RAT AT AT TANTZF ¥ TT, I0x 11X, VA=,

N hF—, BIOY— R A—=F f OFREIC LI > THEINET A r—3a B IO —
E2Z Ry NU—0 P FNRAL AT —LALVRICKRAT 4 VT HZ %, REOLEER
N=RTxT Ty T —AZBWTCAREEIZLET,

FA BN VTR, VAT A AT L EHITNN RLENTEY, CiscolOS 2+ K
guestshell enable Z#fEfH L TA A h—/AT&EE4, 7272L, ZOHETIE, A A—=—VDHA
XK TSMBEIII L £3, Zhud, HHIENER LN TWAMN, LTEZ N L TA A=V %X Y
vu— KT —EO—F =2 L > UIHETY,

INHDa—YP—EEEB LT, FAM 2 VEFHE—-Dtar 77 AL E LTHEATE S X2k
D, MOIOX T 7V r—a EREEIZE Y B — KL TV AT AIA VA M=V TEET,
FOFER, 2=_X—=P L V=R L A—=UDV A4 NI ET A,

\)

GE) HBOHOF Ry TuobePa=rJE, o7 a—F TlIsEL 8 A,

FARN 2L, T7HNMVIT, BEHA V=T 2 A RENLTT IV r—va Il k288
Xy KT =7 ~OT 72 AZFLET, IR0l DX S ICHEAEER— &R0 77 v b
7 4 — O VirtualPortGroup % I0S 5% EWN D7 A k¥ = VBT 2 Z & TE £,
TAR 2 VOFEEFNZONTIE, THHEZRLTIIZIN,

ANz VET NA ANIA VA M=V T DT, tar 77 ANV EL—ZIZaE—1L, RO
v FEFEFLET,

app-hosting install appid guestshell package <path to tar file>

AT —=H AR T DI, ROa<y PR LET,

show app-hosting list

TA Rz UNIEFIZER &5 & guestshell enable, guestshell run bash, guestshell run
python3 72 EOREHED 7 A b = b o~ ROBKERE L 97,
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| 0x7Fus5—vavkzxTavy
RO L—BTOT7 TV r—2a v RRT4 0T .

WD Y V) —ATiL, guesthell ZfffH L7z Python 227 U 7 hDFATIZHOWTHBHAL TWET,

CLI Python & = —/b

\}

GE)  17.5.1 TiX python3 DHBY AR — h S TWVET,

EE: A VRM—JLT BHIIC

THRARIT A DY =V YA D=L BHHIC, ROA~2 REFEITLT, 7734 A2 10x
AUTFHR=RT T TAINTNDZ EEHERLTIIEINY,

Router#show software authenticity keys | i Name

Product Name : SFP-VADSL2-I

Product Name : SFP-VADSL2-I

Product Name : IR1101

Product Name : IR1101

Product Name : Cisco Services Containers
Product Name : Cisco Services Containers

Holzix, 85428 [Cisco Services Containers] DITH 1 DL EEFN TWALENRDH Y £97,
AT FTR=PT AL RCT 0T T LIS TORWERIE, FA M =VEAf VA R—LTE
¥ A,

WDOXH T —NERENET,

*Aug 26 15:47:21.484: $IOSXE-3-PLATFORM: R0/0: IOx: App signature verification failed
with non-zero exit code

*Aug 26 15:47:21.588: $IM-6-INSTALL MSG: RO/0: ioxman: app-hosting: Install failed: App
package signature (package.sign)

verification failed for package manifest file package.mf. Re-sign the application and
then deploy again.

AT IR =T AL AL VAR AT HI2DDY T R 2T R=AD A=A LIH Y F
i, F—FRERHR T 02T AT OBERH Y £9, 2020 4F 1 A 1 B LARRIC HF S 7
IR1100 73 ATliX, a7 FH%—n7n 77 A3 THET,

TARY =D tar 7 7 A WVE FEDY U —ADIOS-XE A A =T & L HITRITSNET,
FEAMIZOUWNCIE, https:/developer.cisco.com/docs/iox/#!iox-resource-downloads/downloads & 22 i L

TLIEENY,

IR1101 JL—E2 TOT7 TV r— a3V RRAT425

Z T, IRUOLEEZEMITIN—XIZEBOT ) r—a VR AT 0 T ORMEIZ WL
L/iﬁ—o

\}

GE)  IRI1101 CPU X, O —F D EHITx86 T —FT 7 F v IilESWTWERA, LERST,
TV = a N ARM64 By b T =% T 7 Fp |[ZHEILL TWAXERH Y £97,
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0x7FUsr—av kT4 y |

B rmor—scorivr—vavmzzioy

TV r—vary RAT 470k, TV —a R AT 47 CLI, Local Manager 3 X
U\ Fog Director Zf#i ] L THEBLTX £,

I0xURL 7 ¥ £ R A3k

IOx URL (Z1%, 2 DDRQRHTTIETT 7B ATE X T,

1. 10x B 7 A »~ODEH URL ZfEH L £7,

2. Webz—H—A 2 Z—Tx (A (WebUI) /L TIOx B /A BB L £7,

1 & H D FiEOMESTIL, https://IR1101-IP-ADDRESS/iox/login T,

2% H DI IEORHESTIL, https//IR1101-IP-ADDRESS C, = D%, RIZART X 2 IC10x I[BB8 L
£,

79: Local Manager

Configuration

Administration

Troubleshooting

Custom Application
10x

NetFlow

Python Sandbox

=
QoS ©2018 Coco it st and Coco logo r resstred trademarks of Csco Sy, . andla s bl
St e 15 0 e ciso

1. WebUI 7> 5. [Configuration] > [Services] >[IOx] 7 V v 27 L %7,
2REREEINT2—FHERAT—REFEHL oA v LET,

3. [Cisco I0x Local Manager Reference Guide] 07 7V r— a2 T4 7% A 7 VO FNE%EE
fTLET,

10X URL 11—+ —HifR

2HEHDOFETIE, 1I0x 2= =P —F REROBRELLHTEDL LI LET, —EHOFMMK
TiE, I0x 2—P— (I —F 2EFHTLa—F— L3RR £, Z0OHE, 10x 2—F—0D
T Az —HZ D WebUl £KTIE/R <, 10x B — /b~ F— % WebUI DA HI[RT 2
ERH £,

WAE, 10X 22—V —IHER 15 =2 — VP — ¢ L THRESINTWET, I0x 21—V —Fa—Hh L~
F =T X DBRHIBT D721, koa~vr REEHTEET,

Router (conf) # no ip http server
Router (conf) # ip http secure-server
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| 0x7Fus5—vavkzxTavy
VirtualPortGroup .

Router (conf)# ip http session-module-list list2 OPENRESTY_ PKI,NG_WEBUI

Router (conf)# ip http secure-active-session-modules list2

2+ R noip http server (X, https D72\ Web r—/"—Z 472 LEF, RO~ Fiphttp
secure-server | https ©— K& 42 L £,

OPENRESTY_PKI| & NG_WEBUl ®#Z&EDHLH L 10X R—H /L v —V % £V 2 —/L DI
WAL DT, T TO2—H—(X, HEFR 15, hitps:/IR1101-IP-ADDRESS/iox/login 7% &
DFAICDIHIOK B— TNV~ F—T ¥ ICT 7 B ATEET,

BT, TRTO2—F—Zxf LT, WebUI 77 & A, https.//IR1101-IP-ADDRESS 73 #5342
0 ET,

)

GE) ZoFHEE, T XTO2—F— Tk L TAA > Web ~— https://IR1101-IP-ADDRESS % %)
IZ L. TRTHOa—HY— (2% L T https://IR1101-IP-ADDRESS/iox/login D %% H%&hZ L £7,
—HRAOIRE R L R EIC IR1101 A A 2 /b—4 WebUI i H L72WGA X, ZOFEEMHL £
R

VirtualPortGroup

VirtualPortGroup (%, Linux 7'V v Y IP 7 KL A I~ v B> 79 % CiscolOS DY 7 v =7
AR T3, £ D 7=®, VirtualPortGroup X, Linux 27 F DAL v FAREA L H—T = A
Z(SVD) ZRLET, 7V v VlE, #HEOA =T oA A2 EZHLIENTE, Th
ENRRDAT Ty B 7 ENET, a7 HE, BHOA =T 2 2230
HTEHTEET,

VirtualPortGroup -f > % — 7 = A A%, interface virtualportgroup =~ Rz H L THE L £
T INHDA L F =T oA ANEREND L IPT RLRALZDOMD Y Y —2ARNE) K TH
AET,

VirtualPortGroup { ' ¥ —7 = A A%, 7SV r—a RAT 47 Xy NU—27 % 10S
N—T 4T RAL N LET, 77V r—vardbA Y3402 —7 A A%, 108
MON—FT 4 T INTENT T 4 v 7 %2%(E LE T, VirtualPortGroup 1 > % —7 = A AL,
SVC 7V wPaNLTCarT /77 r—var A2 —7 oA RTHHLET,

IR8x9 /L—& L X H72 5 7=, IRDIXIZ VirtualPortGroup & DDA & —7 = A A DR
REBET D E RIS B £,
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0x7FYsr—savkzxravy |

B e
80:(RER— b FL—T3wELY

guest-interface 0 guest-interface 0

192.168.0.2/24 192.168.0.3/24

192.168.0.1/24 | VirtualPortGroup X

® & FastEthernet0/0/2
GigabitEthernet0/0/0
10.1.1.1/24
& FastEthernet0/0/1

vNIC

AT FTOTA T A 7 VEBRIZIE, WA 4 —T A AT LI 1 >Oary 7Yy
A= TDLAYIN—T 47 ETANMERNESNET, ZhiX, &7 7V r—T a3 kL
TRAEA —HF Ry PRTBMERENDZEEZBERLET, ZDOXTDH L vNIC &L A
VHE—T A RE, TTV = ay arTFO—EHTT, vpeX EMENSH 9 1 ODA v
H—T A AT, AN AT LAO—ETT,

NICIL, 2> T FTHNOEES —F Ry b A H—T 2 A AT, 7Ty b T —AT—H T L —
NIEHE LTy REEZELET, 10x 1%, 20T FHOK WIC IZHOWT, F—F 7=
4 (VirtualPortGroup f > ¥ —7 = A A)  IPT KL A, BIOP~EDOMACT R AE YT
EITOVET,

AT HT TV =2 a YNOWICH, DA =Ry A F—T A AL RERINT
WET,
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FIur—vavhrr4vronEsE |

TFIVr—23 V0 RRT4 VTDERERE

10x DE L

I0x Local Manager ~D 7 7 Z A & {4 T HI1Z1%, IROIVEHEAFAT L EJ, 10x Local Manager
EFHTHZLT RAS VAT LALOT T = a 2O, HIHl, £=4, FTTN
Va—T vV, BROMETLEESERT VT 4T 4 FEITTEET,

)

GE)  WOFNETIZ, IPHTTP 2~ FIZIOX 2N LEHEAN, 22—V X WebULIZT 7 AL

T 10X Local Manager I[Z#5ft T 5 X 21272 0 £,

FIED
FIE avw Uk ]3]
1. enable FEHE E
i &t
R
Device>enable IR
L F
SNt
2. configure terminal 7 —
i 7 A
var
Device#configure terminal Eﬁﬁé L
3. iox 10x %
i E3a
Device (config) #iox
4. ip http server P £ 7
i - AT L
HTTP
Device (config) #ip http server %ii%fk
5. ip http secure-server ¥ ¥ =
T (!
N
To

Device (config) #ip http secure-server
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. LA ¥ 3F—4% R— kA~ VirtualPortGroup M i%TE

FIE

avU kR

=)

username name privilege level password {0 | 7 | user-password }encrypted-password

i

Device (config) #fusername cisco privilege 15 password 0 cisco

o
A DR
bba—
MERR L~
SLLET

2 —H—
MEL~UL
WiET S
bHhET

end

i

Device (config-if) #end

A H—
= N
L—3
Raf&T
¥ EXEC
R &

L4 % 3 T7—42 ;R— bA~® VirtualPortGroup M % E

BEDOLVA Y 3T —FKR— K% 1 DL EO VirtualPortGroup £7- &= > 7 FIlZ—7 4 7T
% F£9, VirutalPortGroups & LA ¥ 3 DT —HFK— b, B2V TRy b EICHILERD

0 ET,
LAY 3T —4#KR— NCHBL—T 1 > 7 ZFFA[THI2IE, iprouting =~ > REHMZLE
—éAO
F gD ¥
ATw7 |av ok
1 enable
il
Device>enable
2. configure terminal
il
Device#configure terminal
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L4 ¥ 35T—4% R— kA~ VirtualPortGroup 5% 7E .

ATy

av Uk

ip routing

1]

Device (config) #ip routing

interface type number

Bl

Device (config) #interface gigabitethernet 0/0/0

no switchport

il

Device (config-if) #no switchport

ip addressip-address mask
i

Device (config-if) #ip address 10.1.1.1 255.255.255.0

exit
i)

Device (config-if) #exit

interface type number

)

Device (config) #interface virtualportgroup 0

ip addressip-address mask
i

Device (config-if) #ip address 192.168.0.1 255.255.255.0
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ATy [avvk

10. end
i)

Device (config-if) #end

11 configure terminal
Enter configuration commands, one per line. CNTL/Z TH& T L ¥ 7,
i

Device#configure terminal

12. app-hosting appid appl
B

Device (config) #app-hosting appid appl

13. app-vnic gatewayO virtualportgroup O guest-interface 0
il

Device (config-app-hosting) #app-vnic gateway0 virtualportgroup 0 guest-interface 0

14. guest-ipaddress 192.168.0.2 netmask 255.255.255.0
il

Device (config-app-hosting-gateway0) #guest-ipaddress 192.168.0.2 netmask 255.255.255.0

15. app-default-gateway 192.168.0.1 guest-interface 0
il

Device (config-app-hosting-gateway0) #app-default-gateway 192.168.0.1 guest-interface 0

16. end
i)

Device#end

A1 T 1 7 Docker DHHR— k
FA T 47 Docker DY AR— 281721 V)V —RIZEMENE L, ZOBREICEY, o—WF

X Docker 77V r—a & IRINOVICERCTCEET, 77U r—va oI A4 7% A0
ntAiE, 77V r—a DA A= ET A A M=)V OEOFIEL FETT,
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+4 T « 7 Docker DHR— + .

Docker 7 U r—a v OsE, TV r—a UBREO—HE LTy FURA LV FEREN
WETT, = MUKRA L FOREITONTIE, ROFIZS LT IEEN,

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #app-hosting appid app3

Router (config-app-hosting) #app-vnic gateway0 virtualportgroup 0 guest-interface 0
Router (config-app-hosting-gateway0) #guest-ipaddress 192.168.0.7 netmask 255.255.255.0
Router (config-app-hosting-gateway0) #app-default-gateway 192.168.0.1 guest-interface 0
Router (config-app-hosting) #app-resource docker

config-app-hosting-docker) #run-opts 1 "--entrypoint '/bin/sleep 10000'"
config-app-hosting-docker) #end

Router
Router
Router#

Docker 7 7V r— a O EROFENTR L ET,

Router#show app-hosting detail
App id : appl

Owner : iox
State : RUNNING
Application

Type : docker
Name : aarché64/busybox

Version : latest

Description

Path : bootflash:busybox.tar
Activated profile name : custom

Resource reservation

Memory : 431 MB

Disk : 10 MB

CPU : 577 units

VCPU : 1

Attached devices

Type Name Alias

serial/shell iox_console_shell serialO
serial/aux iox_console_aux seriall
serial/syslog iox syslog serial2
serial/trace iox_trace serial3
Network interfaces

ethO:

MAC address : 52:54:dd:e9:ab:7a
IPv4 address : 192.168.0.7

Network name : VPGO

Docker

Run-time information

Command

Entry-point : /bin/sleep 10000

Run options in use : --entrypoint '/bin/sleep 10000’
Application health information
Status : O

Last probe error

Last probe output

Router#
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B oo 5377u5—vavoFssnio

Ox a>TFT7TVr—3>DTo%2)1L10

VU —R1721TiE, 10x 2T FT7 7V r—2ar BT X NVI0ET 7EBATEBH LT
720 F L7z, alarm contact =~ > R{ZH LU CLI AN BEME L E L=,

Router (config) # alarm contact ?
<0-4> Alarm contact number (0: Alarm port, 1-4: Digital I/O)
attach-to-iox Enable Digital IO Ports access from IOX

Router (config)# alarm contact attach-to-iox

attach-to-iox =< REZETT B L. [0x ~DTRTCOF VX)L 10 R— b 5wl c
FET, R—FME, 4 LFDOT A X /dev/dio-[1-4] L LTCIOX T 7V r—a vicasnE
T, A FITEEIALOBEEEZHEH LT, TUVX V10 RN— FDEE RS EZITHRET
xFET,

ET— REEHTHHEIE. T— FMEEZXTFRT RA AT 7 A MZEZ A LN TEET,
ik, REOFRARY /EXiAH, T—FOELEHE, BIOKR— FOEOT v JELEDH A
D %479 IOCTL 2— /VIZ L > TEITSNE T, ZOHEIHES T, 7%m&t/% % IR1101
WCHH CTE ET, T XTOR— FBRRYNICATIET— NITHRE S, BEFIIVICTILT v 7
ET,

Wz, IOCTL 22— O % LET,

FOEILI0R— FDEAHEY

cat /dev/dio-1

TR0 R— hADEZAH

echo 0 > /dev/dio-1
echo 1 > /dev/dio-1

E—FEE

echo out > /dev/dio-1
echo in > /dev/dio-1

YR—FENTWLSHIOCTLD Y X +

DIO GET STATE = 0x1001

DIO SET STATE = 0x1002

DIO GET MODE = 0x1003

DIO SET MODE OUTPUT = 0x1004
DIO SET MODE INPUT = 0x1005
DIO GET THRESHOLD 0x1006

DIO SET THRESHOLD = 0x1007
DIO GET VOLTAGE = 0x1009

I0CTL Z & L - RREDFHEAH Y

import fcntl, array

file = open("/dev/dio-1","rw")

state = array.array('L', [0]
fcntl.ioctl(file, DIO GET STATE, state)
print (state[0]
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IOCTLZERAL-E—FDZEE

import fcntl
file = open("/dev/dio-1","rw")
fentl.ioctl (file, DIO SET MODE_OUTPUT, 0)

EZMAET TV r—a vy R—+

VAADBLYLSET IV r— g U IR0 THR—FENDE IR0 E LI-, B4
TV =gk A M= LT 5120, T ATELMNEREEZAENCT HXLERH Y
£, BAMERIEZADNCTHITE. ROFIEEZFEITLET,

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #

Router (config) #app-hosting signed-verification

Router (config) #

Router (config) fexit

EBAMEBREEZ AN L%, IOX T AV r—va b RAT 407 O I7 7V r—vay
DALAS=NET A A=)V DEOFNEE>TT TV r—varzf A —LL
ij‘o

TIV5r— 3 DA VAR—=ILET AR =)L

F IR D

ATyF|avwoF

1 enable
i -

Device>enable
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ATyF|avvk

2 app-hosting install appid application-name package package-path
i

Device#app-hosting install appid lxc_app package flash:my iox app.tar

3. app-hosting activate appid application-name
il

Device#app-hosting activate appid appl
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7Iur—vavoyv—z2grEores |

avw2 Kk

app-hosting start appid application-name
il

Devicef#app-hosting start appid appl

app-hosting stop appid application-name
i

Devicef#app-hosting stop appid appl

app-hosting deactivate appid application-name
il

Device#app-hosting deactivate appid appl

app-hosting uninstall appid application-name
i

Device#app-hosting uninstall appid appl

TIVr—23avd) ) —ABREDLEE

Y —ADZEFX, app-hosting activate 2~ > RN TE SNTZRICOALBENIR Y £77,
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1. enable
i)
Device>enable

2. configure terminal
i)

Device#configure terminal

3. app-hosting appid name
i

Device (config) #app-hosting appid appl

4, app-resource profile name

1)

Device (config-app-hosting) #app-resource profile custom

5. cpu unit

il

Device (config-app-resource-profile-custom)# cpu 800

. Cisco Catalyst IR1101 &AL —ZX IL—2 YT Iz T7HREHA K
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DHEER

FIUr—vavkRT4 v avIs¥aL—varokR |

ATy [avvk

6. memaory memory

1]

Device (config-app-resource-profile-custom) # memory 512

7. vcpu number

1]

Device (config-app-resource-profile-custom) # vcpu 2

8. end
i)

Device (config-app-resource-profile-custom) # end

~

arvHRAFq4F A T4 FaAL—v 3y

FIEDEHE
1. enable
it EXEC B— REANCLET, SRAU—KZ2AHLET EEREINFEHED) .

Example:

Device>enable

2. show iox-service
TRTOIOx P —EADAT—Z AR HRRLET,
Example:

Device# show iox-service
IOx Infrastructure Summary:

I0x service (CAF) 1.8.0.2 : Running

IOx service (HA) : Not Supported
I0x service (IOxman) : Running
Libvirtd 1.3.4 : Running

Device#

3. show app-hosting detail
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TV =y a ZET LFEMERE RN LET,

Example:

Device#show app-hosting detail

App id : appl
Owner : lox
State : RUNNING
Application
Type : 1xc
Name : nt08-stress
Version : 0.1
Description : Stress Testing Application
Path : usbflash0O: my iox app.tar
Activated profile name : custom
Resource reservation
Memory : 64 MB
Disk : 2 MB
CPU : 500 units
Attached devices
Type Name Alias
serial/shell iox console_shell serial0
serial/aux iox_console_aux seriall
serial/syslog iox syslog serial?2
serial/trace iox trace serial3

Network interfaces

ethO:
MAC address

: 52:54:dd:fa:25:ee

4. show app-hosting list

TNV =g EFNODAT—EADO—EEFRLET,
Example:

Device#show app-hosting list

App id

RUNNING

T %)L 10 HiaRIERE

—EOT X NLTOR— % 10Sd TEHL, thoT X LI1I0R— 2 10x 2T+ 7 77U T
BHTZXDX I AR —FIBNBMNMENE Lz, Sz CLL S BMEi, 7Y%V 10 Rk

KEEED YANG EF DN EHFEINE LT,
CLL D 1751 "= g3 UFIkD EBY T,

Router (config) # alarm contact attach-to-iox

\)

0x7FUsr—av kT4 y |

=)

IZxt L IOX CHIEITE £ LT,

U J—=% 17.5.1 Ti%. alarm contact attach-to-ioxiZ L W X TCHOF T Z /L 10 A— bk (1 —4)
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CLI D 17.6.1 X—2 g3 AIRD EBY T,

Router (config) #alarm contact 1 ?

application Set the alarm application

attach-port-to-iox Enable selected Digital IO Ports access from IOX
description Set alarm description

enable Enable the alarm/digital IO port

output Set mode as output

severity Set the severity level reported

threshold Set the digital IO threshold

trigger Set the alarm trigger

Router (config) #alarm contact 1 attach-port-to-iox

Router#show alarm
Alarm contact O:
Not enabled.
Digital I/O 1:
Attached to IOX.
Digital I/O 2:
Not enabled.
Digital I/0 3:
Not enabled.
Digital I/O 4:
Not enabled.

HEHINZCLITHE, 1 —4i3arT7F 77— a rIoxiZE N B TEHT VX LT/0R—
r DT,

)

G YU —A176.1 Tit, 7V ¥V 10K — F& IOX IZEHBNCEID ¥ CTHZ EmTEFET,

FIUr— a0 RRT 4 5 DREH

RO SR TS TES VY,

Bl - 10x DFEFIE

Device> enable

Device# configure terminal
Device (config) # iox

Device (config) # ip http server

( )
Device (config)# ip http secure-server
Device (config) # username cisco privilege 15 password 0 cisco
Device (config) # end

# : LA 3TF—4 ;R— k~® VirtualPortGroup DX E

Device> enable
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Device# configure terminal

Device (config)# ip routing

Device (config) # interface gigabitethernet 0/0/0

Device (config-if)# no switchport

Device (config-if)# ip address 10.1.1.1 255.255.255.0
Device (config-if)# exit

Device (config)# interface virtualportgroup 0

Device (config-if)# ip address 192.168.0.1 255.255.255.0
Device (config-if)# end

Bl 7T)VE—3 DA A= ILETUOAL AR M=)

Device> enable

Device# app-hosting install appid appl package flash:my iox app.tar
Device# app-hosting activate appid appl

Device# app-hosting start appid appl

Device# app-hosting stop appid appl

Device# app-hosting deactivate appid appl

Device# app-hosting uninstall appid appl

Hl: 7TVr—23 D) V—RBEDLESE

Device# configure terminal

Device (config)# app-hosting appid appl

Device (config-app-hosting) # app-resource profile custom
Device (config-app-resource-profile-custom)# cpu 800
Device (config-app-resource-profile-custom) # memory 512
Device (config-app-resource-profile-custom) # vecpu 2
Device (config-app-resource-profile-custom) # end

USBR FL—IADIOX 7V X

BEHEND, 10x TEITEN TS Docker 2T FWNIZUSB A —&~ 7 v b HHHEN
MELOEENHVFE Lz, 77— 77 v aTHmARD /EEZIALY A 7 VENRHIR I
TEY, ar7F0 eMMC IZHMICEZ AL . ==y FAEICIHABIRIINIC /255
ENHY ET, USB AEV —ZMHT 5L, Docker 22T HEI T — 7T v aDEEMNE
725 Z &7, MENICEZIARZIT) ZEMTEET,

HEEDESGHE L UHIBREIE
ZOMREICIE., ROz ENEAEINE T,

¢+ IR1101 D USB AE Y —CHHR—FEINDB T 7 ANV AT LDHZ A 71X, VFAT. EXT2,
BLOEXT3 T, 72770, 10xi%, EXT2BXWEXT3 7 7 A LV AT L% L7~ USB
AEYV =D bOHEYFR—=FLET, PRI TIE, ROFANDSEXTIZHELREL T
WET,

CEXT3 IV Y —FT V7 77 ANV AT ATY, 2E0, 777 AT —a O
BIZdH 0 = A,
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| 0x7Fus5—vavkzxTavy

usB 2 kL—s~diox 72 [

«EXT3 7 7 A V3 AT L TOFHHFEY /3 X AL D KIE 72 EsAl

* VFAT (213 4 GB DK T 7 A VYA ZHIRBH Y £4, Zhid, 20T THRRE R
7 7 A Nk E S AT BRI R e W £,

cIOXx T Y r—va VK AEXIAABIEOETHIZUSB AEY =W snD e, 2
P EICEEND TR TOT 7 A VN KRDIVET,

cIOX TV —va N USB AEY —ZfHL TS & XICIY /AT &, TOX 13517
WEEOEFIZARVFET, USBAEY —ZA ML=V L LTHERTA2T7 ) r—2 3 0l
BEIX., USB AE U —TOimAH Y OEZALN TEX WD, WA ELZ T ET,

I0x 7 F) 47— 3 TUSBAEY—%2FERATESLLSI12T 5

I0x7 7'V r—3 a3 CUSBAEY —%FH TS0 T 2013, T4 7Y a v &2RITT
HVENRHY F4, ROFIEZSBL T FE N,

Router (config-app-hosting-docker) #run-opts 1

"-v /mnt/usb0:/usbflash0"

Toa<wyRE, I0x TV = ay Ty ANVATANIZUSB AE T —T7 7 AV AT
LEwT U NTAED, I0x T AV r—arokona ZiZprnt k92, USB AEY —i%

/usbflash0 7 # V¥ CHEHACT& £7,

/ # ls -al usbflash0/
total 705424

ArwXrwxrwx 4 root root
drwxr-xr-x 1 root root
-rw-Yr—--r-- 1 65534 65534
drwx------ 2 65534 65534
#

4096

4096
720025859
16384

Nov
Nov
Nov
Nov

10
15
10

22:
17:
22:
16:

42 .

22 ..

46 irll10l-universalk9.SSA.bin
32 lost+found
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Cisco SD-WAN O HFR— ~

ZOFEF, WO THMEINTHET,

* Cisco SD-WAN OHZE (345 ~—)
¢ SD-WAN U E— 7 7k A (SD-WANRA) (346 ~<—°)
o EE R (347 =)

Cisco SD-WAN D&

CiscoSD-WAN X7 5 U R7 7 —A DT —F7 7 F ¥ T4, 7—H b —rtbariun—
7'L— %53 LT Cisco vManage = > Y — /L LEB L £7, SD-WAN A —N—1L A 7577
Uy 729 IR TE, 7280 ¥— 7730F, Fx 3R, anls—ya Ukl
L Txy NU—Z 3, X270, RN AEUHETEET,
Cisco SDWAN (27 7T RRX—2Z2D YV Y a— 3 U ZH AL TEY | vOrchestrator, vManage,
vSmart, vEdge THE SN TV E T,

* vOrchestrator (X, 7 77 FNOFTXTHar br—7 VM ZE# L E7,

* vManage |, SDWAN Y U = —3 3 U 2{EOEH T L — 2 T3, netconf/'YANG ZfffH L
T vEdge 7 /31 A L@ LET,

e vSmart (X, SDWAN Y U =—> a3 2K a> ha—/ L7 L—2T7, vEdge 7 /31 A L
WBEL A=) 7Lr8 F=U 7L 78 BLORY —x2r P L LTHREL S
o

e vEdge I£, SDWAN VYV 22— a3 VKO T —X 7L —2TF, IR1101 77 v N7 4 —A
X, SDWAN % v U —27 O—f & LT vSmart, vManage & &5 L £,

WODOKIZ, SDWAN DA LAX)LT —%T 7 F v R LET,
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Cisco SD-WAN O4HK— k|

B sowanyE—r75 €2 (SD-WANRA)

& @ vManage

X ‘ -ﬁ vOrchestrator
vSmart
@ vBond

MANAGEMENT
= . E vEdge

2 BE @tﬂ»

e

ANALYTICS ; ORCHESTRATION

= SO

CONTROL

Cloud Data Center Campus Branch Home Office

CiscoSD-WAN X7 9 U K77 —A N T —X%7 7 F ¥ TR, —HOaR—xv b4 7
LI ATREBATEET, SD-WAN OEEEDFEANIZ DUV T, Cisco SD-WAN D F T 4 > 7
R=UHEBBLTLLEEN,

IOSXE U U —A 1732 LA, TOSXE A A — V1L SD-WAN #5374+ 5a v hu—FE— K&
LCHRETE EI, CiscolOS XE SD-WAN & Cisco I0S XE #ERE D BEF 1L, H— D universalk9
A A=Y NMERENET, ZO universalk9 4 A —1E, HEE— K (Cisco 10S XE #&RED T
7)) Larbr—F%F— R (Cisco SD-WAN #BEEDH ) D2 2% AR —hLTWET,

Cisco IOS XE & Cisco I0S XE @ SD-WAN #§#EIC1X, TN ENHEBE—RNEay bue—F ET
EF—RTT77kALET, BEET— RIILV—FXDT 7 4/ hE— R T, CiscolOS XE #EREN &
FNTWET, CiscolOSXESD-WANKEREIZT 7B 23 BI121F, 2v ba—J7F— NI &
ZET, BMEDTF 7T R LA U= 7u—%2HLTTF A ADEF— FERETE X
T, ROV TIEL,  [Cisco SD-WAN Getting Started Guide] #ZMR LT 7230,

)

GE)  PnP Fut AL, G000 F-i3ELF—A ¥ —T A4 ATEELET,

SD-WAN JE— F7 27X (SD-WANRA)

SD-WANRA 1%, IOSXE 17.13.1 Z## L7~ [oT LV —F THR—FSNH Lo £ LT,
SD-WAN RA . KD 2 SOEE DA HH T,

» JOS-XE SD-WAN
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https://www.cisco.com/c/en/us/solutions/enterprise-networks/sd-wan/index.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book.html

| Cisco SD-WAN @4 K— k
mazs

¢ [OS-XE FlexVPN U E— 7 7 B X —/3—

\}

GE) T X_RTOIT T35 A%, SD-WANRA 7 947> hOZEHR—FLET,

SD-WAN VU &— h 7 7 B ZADFEMIZ OV TIEL, IROTA RESHRLTITEE W,
Cisco Catalyst SD-WAN U E— 7 7 & A

Z DD E R
SDWAN/vManage DZ DD KF 2 A > Md, DY 7B AFETEET,
» User Documentation for Cisco IOS XE Catalyst SD-WAN Release 17 [5%55]
* Cisco Catalyst SD-WAN
« Cisco SD-WAN D7 — M
« Cisco vManage & = % — D%

» Cisco SD-WAN Manager Z {1 L7z SD /V—7 ¢ > 75 /N4 ZADE L

Cisco SDWAN O~ == 7 /Uid, IROGINHOAFTTEET,

https://www.cisco.com/c/en/us/support/routers/sd-wan/tsd-products-support-series-home.html

https://sdwan-docs.cisco.com/Product Documentation/Software Features
Cisco SD-WAN (29 2 5~ TOEHERHL, KD URL O AFTEET,

https://www.cisco.com/c/en/us/support/routers/sd-wan/tsd-products-support-series-home.html
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/config/ios-xe-sdwan17.html
https://www.cisco.com/site/us/en/solutions/networking/sdwan/index.html#tabs-36b1cf8e54-item-19e4430a53-tab
https://www.cisco.com/c/en/us/support/routers/sd-wan/series.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/vmanage-monitor-overview.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/managing-the-device-using-vmanage.html
https://www.cisco.com/c/en/us/support/routers/sd-wan/tsd-products-support-series-home.html
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features
https://www.cisco.com/c/en/us/support/routers/sd-wan/tsd-products-support-series-home.html

Cisco SD-WAN 4 K— k|
B uzas
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529

)7L L—Y—EX

i

ZOFEF, WO THMEINTHET,

e UTNY L—H—EZOME (349 L—7)
o« FT—HIRA (349 RX—7)
e 7 4 Fal—Tgrav R (351 X—)

YT L——EXRDOBE

IRIIOL DY Y T L—H—ERE, [0x7 7V 7r— 2 VR U 7vR— bk (I0S-XE
Tld/devittyS1) LBETEHEOICLET, YU T AT L—H—EADOKREIL, IR800 DFXE
LEER T,

—™ O

FT—ARI\R
IR1101 TiE, IOS-XE AFEFRMI >V TR — DT —Z R Ll SR & 52 2T L E 9,
ZX, PPP, raw Y7 v L, SCADA 72 EDIEFRBIAR— F THAHR— h I TWH ol 7 & v
BT E > TUEARAIR T, I0x T 7 U r—3aid, T3 AZ%E2CHIET s 2 LixTc&x
Hh, TRTOT—H LFRTIL, IOS-XEZN L TT A AZESNET, EEOT Y TILR—
N 1Ox 77V r—ya 8T Rbvic, U700 L—H—E XX, /dev/ttyTun0 &
LTHIEIND Y7 =TIk T3 ab—bENTEV I T tty T8 ZAZER L ET
UUTEZR) |

TNA ZADT [dev/ttyTun0 & /dev/ttyTunl |£7 —# b R Z KL, T —FHEREHFIZ/ SRR
N—F—h oA & L THEEL £, /dev/ ttyTunl | I0S-XE (T L » TR, 10S 57 7
U=y g ~OFTRCOAMHT —HIET —Z RGP 2 OFT A AR LE9, [l
0/0/0 1%, /dev/ttyTunl & DBEFEIEHINET, VT AU Lb—H—E X%, 2 KOEFREH O
Bt 7r ]2 KO ICHEANIRE L TB LERH D £,
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B =—5+x

X 81: F—%/\R

7 Line O/O/[) Li;1e‘ o/i/o

: s

Data Path

———— Control Path

F—HRINR :

1 10x 77V 7r— a3 U9 MdevittyTun0 I LT A EET D& b RI A4 T HEBIIC
T — & % /dev/ttyTunl |27 > v = LET,

2. I0SIET—F&HAHl, YUV T L—Hh—ERIZPELET,

3. YUY L—H—ERIE, UL —HF—ERDHH - HOu (ZOHAIEERE0/2/0) (2B
TOEREBGL, BRRONY 7 7127 —F ZHRE L ET,

4. TAURIFANE, Ry T 7T —20nb5bHE, FEOVY TILT A A (/dev/ttyS1) I
TR ET I T 4TI v va LET,

5. U/N—Z/RAL, /dev/ttyS1 & /dev/tun0 D EI 2 A2 CTH RIBRICHEEE L £47,

i VAV SR

1. 10x 77U r—3 3 27 /dev/ttyTun0 © TCGETS ioctl =2 —/L 2 FEf74+ 5L, ho RV RT
A N /devi/cttyTun ZffEH LT, 10S TEITSNTWD CTTY N> KT — B RICHER %
EELET,

2. CTIYNVY RIY—ERED—FRNVKRTANEK, 7T7AT 2 MNP—=RT—X%7 7 F ¥ &ff
HALCHREAL 7V =7 bl LET,

3. TCGETS (ZB8¥ 5 K% /dev/cttyTun 2> 652595 & CTTY N2 R ZIXERZH], &

BT = F il T — B AT DL TA RIANTERLET,
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avTs¥aL—varvavork |

L. :f&HIIC

partl

4. T —2EEEZETDH E. CTTY 2~ R 713 /devicttyTun (252 % 241
/dev/ttyTun0 (2R Y F 37,
5. /dev/ttyTun0 (FE R EBVICIOx 77V r—y a ZHlillT — 2 29 L £,

6. [FIEED/SA% TCSETS 1Y T s &, CTTY /N> KT FHERD /devittyS1 K A /XDF%
EEFHFTDHEIICTA L RTANNCERLET,

7. [BIHR0/2/0 DT A > KT A 3E [devittyTun0 O KT A NEE, HITHAEIZFRB L T E

T, R—L— FOEHREORELFIX \mﬁ®ﬁ~ﬂ~~/b%ﬁMéﬁ¢ SA4 KR

FANIHBRMIBZESINE T, 2, AU TR — FREEOT Y T AR— RO
NRIRA—RERETEDLIRS0 V) —ADV) TN L—D{GEKELZ I =1L —FLT

I/\i—a—o

aAYvIq4¥Fal—aravwy R

IR1101l#configure terminal

IR1101 (config) #interface async 0/2/0
IR1101 (config-if) #encapsulation relay-line
IR1101 (config-if) ffexit

IR1101 (config) #relay line 0/2/0 0/0/0
IR1101 (config) #exit

IR11014
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X1

i

ROM =4

ZOFEF, WO THMEINTHET,

*ROM E=#M#E (353 X—)

*« ROM E=# E— FOFIH (354 X—)

eV T 4 X2l — gy LIAZREDER (357 4—)
« REEBORE (357 X—)

*ROM E=# E— RDOKT (358 X—)

e Y —)LDIEFBIT Y TILR—K (360 2—)

ROM £ =4 HfE

ROM E=#|%, W —ZDEREBEBAE TV n— R Lz Xlo, "— Ry =728kl T
CiscolOSXEY 7 NV =7 %27 — b 57— ANT7 v 7077 A5TY, ROME=H £—
KON —ZIZmKaEEid 5 &, ROME=4 (rommon1>) ¢ Command-Line Interface (CLI)
Tuar 7 IRERINET,

WEOHMEFIZROM £=4% E— RF&2HEHLEHA, ROME=F E— L, Y7 hU=T
Yy NEEOFHA VA N—)b, —FDNAT—= KDV ¥y b, FFEERCERT L3
TA4FXab—vary T7ANVORERED, FRRGATZTHEHEINET,

ROME=% V7 b7 = T713% < ODARICTHEINET, ROME=% ET— KO CLI 7r > 7 |k
IZH2ATROMMON EMEENDZ EHHN ET, £/2, ROME=HF V7 7 =T (X7 —h
V7 =T T—hA A=Y T— KR =LMEINDZ LB HY £F, CiscolOS XE
V7 U 2T AT 50— TR SIVET 2, ROME=41%, CiscolOSXE Y7 hU =
TEEMOT e T ATT, @EOREITIZ, ROME=X 2Kk > TLb—% 2 #H{E L, Cisco
IOSXE Y7 b = 7ICHITHNIED £97, CiscolOSXE ¥ 7 b7 =7 25| & 72%. ROM T
=HITLOEHPTHY A,

BREZHS LV T FaL—a v LURAE

220D T T A< VEFHRENROM E=4 & CiscolOSXE V7 b =7 OBICHY £, ik
ROM E= A BEBELAHEBINa Ly 7 4 X2l —2a vy LIYAXTY,
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ROME=% |
B rovz=5 = romnm

ROM = X BREEA#II, CiscolOSXE V7 b =T D2 EHREL., TNk — KI5 5k
IZOWTHBLET, ROME=F P3N —Z 20t L7256, CiscolOSXE V7 U =7 &
HL, B— R30I REEEEHERALET,

AT 4FXalb—Ta s LURAE, X OEREBIFEERET A Y 7 N =T RETT, 2
V74X a2l —ar LYREOTERFED 1Dl L—F % ROM E=4 E— N CHIET
Ly, FhE BEPEXECE— R CRMBT D20 ZHl#EdT s 2L T, HENUT, a7
XFal—ay LYRAZIROM E=% E— NELITEH EXEC E— NIZRESNET,
. ROME=% £— R&MHT H2LENHLH5E, CiscolOSXE Y 7 by =7 Frnr 7 M
FEHLCa 74 FXal—vary LYRZERELET, ROME=HX E—ROA TR
METLEDS, CiscolOSXEY 7 hU 27 TIL—ENY T — 51512, 207 4 Fal—
vary LURAEERELET,

BRIEETORIM E=4Y E— RKADTF7HI+ER

N—Z P ROM E=H E— RIZRo>TWDHEHE, — ROy —)b R— MIEEEER S L
TR BTIEIT ROME=4 V7 by = TICT 7B ATEET, CiscolOSXE V7 by =7
(EXECE—R) PEEL TV, FEEHA VX —T7 oA ZEFHATEEEA, AN
IZ1E, T _RTDCiscolOSXE V7 by =7 U Y —ARFHARATT, /N— R =T REFEEL
FITH, A= R 2T H#FATELLICTHar 74 Fal—vaiddbh EHA,

*Y NI—OEEBT7 ) EAELVRME=S E—F

ROM E=# F£— KL, CiscolOSXE Y 7 h T =7 HNDOE— K TiE<, V —HZ E—KRKThsD
TEEBHMLUTBLLIENEETYT, ROME=4 V7 7 =7 I CiscolOSXE V7
U= TIER UV —% TEMET 2 20D8HO 70 75 A THDHZ L 2R 2 THEL T L AH#ERL
9, L—HiE, VWOTH, INLDOTRTTELADI LD 1 DOIREFEITLET,

ROM &= &k;oommmXE/7bvm7%ﬁ%¢é WZIRELZ R AlEED H 5 1

OEIE, BHA—Y Ry b A F—T = ADIPEEE ?éﬁﬁf# FEALED 22—
Wﬁ\GwmﬁXEV7F?:7T®%@4%ﬁX/F%V&%7:4Z@&ﬁ WZERL T E
T, W—HFMNROME=HFE— RIZRoTWDE, LLAERD, /—H[LCiscolOSXE ¥ 7
P 2T ZFITL TV RN, BHA -V Xy h AV F—T oA AOFRELHHTEEH
oo

JL—H TCROM E=H4 F— KT/ oTW5H L XZIZTFTP U — "R P DOMDOFT A 22T 7 & A
THINE, [P T 7 BRAHFREHE > TROM T A EBHARET HDLEND Y £,

)

GE)  TFTP 7 7 B AZ¥Z, IR1101 77 v b 74— A TIFBEYR— SN TWHERA,

ROME=% E— FDFIH

ZZTlX. ROMMON E— RIZAD HFEIZOWTHHALEST, kOB Z7 v arBNaEnTnE
‘@—
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| ROME=%

H7# D ROMMON /i—= 3 v iR ]

IZ7£0 ROMMON /A—2 3 U DHEER

Jb— % THEITH O ROMmon D/3— 3 > & FoRxT 5120%, show rom-monitor =~ > R % {#
LF 9, ROMmon CHREINTWNDHTXTOEEF/RT HI21L, showromvar ZfEH L F
ﬁ—o

Router#show rom-monitor rO
System Bootstrap, Version 1.2, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby cisco Systems, Inc.

Router# show romvar
ROMMON variables:

PS1 = rommon ! >

MCP_STARTUP TRACEFLAGS = 00000000:00000000
LICENSE SUITE =

RET 2 RTS =
Diagnostic =1

THRPUT =

USER_BOOT_ PARAM = DEBUG_CONF=/bootflash/debug.conf

EULA ACCEPTED = TRUE

BOOT_WDOG = DISABLE

LICENSE BOOT LEVEL =

BOOT = bootflash:irl1101 crashkernel.bin,1;

CRASHINFO = bootflash:crashinfo RP 00 00 20180619-204307-UTC
RET 2 RCALTS =

BSI = 0

RANDOM_NUM = 1662155698

Router# reload

a7 4 X2 b— g LU AHX D hex value 0x0 F 7213 0x1820 [ZFEE SN TV DA, U
27— N{ET 25 &£ ROMmon £ — K 2~ K 727k (tommonl>) NFEREINFET, V'
v hCTset 2~y REMEOHT & (rommon 1 >set) . IOS/XE exec E— KT LG [show
romvar] &R UIERPFRINET,

rommon 1 > set

PSl=rommon ! >

MCP_STARTUP TRACEFLAGS = 00000000:00000000
LICENSE SUITE =

RET 2 RTS =

Diagnostic = 1

THRPUT =

USER_BOOT PARAM = DEBUG CONF=/bootflash/debug.conf

EULA ACCEPTED = TRUE

BOOT WDOG = DISABLE

LICENSE BOOT LEVEL =

BOOT = bootflash:irl1101 crashkernel.bin,1;

CRASHINFO = bootflash:crashinfo RP 00 00 20180619-204307-UTC
RET 2 RCALTS =

BSI = 0

RANDOM NUM = 1662155698

— SR ROM E=4% <> K

WDOFEIL, ROME=4F E— FT—RIIFEH N a2~ FOERNEZRLET, ZHDz
<2 ROMRICBET AEEMIHONWTIE, 20O~=a2 7 AO%NS T3 FIEEZ BB LT E S0,
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. Rommon 27 > KDl

ROME=% |

R2U:—3MROME=4% a7 K

ROMMON o< >

Bl

boot image

FH) A CiscolOSXE Y 7 =T A A=V R 7 — M LET,

boot image—o config-file-path

FEI TR REEHa L 7 X2 —Yary 7AW K
Y CiscolOSXE Y 7 b =T %7 —hFLFET,

confreg config-register ;X EAXLH L E7,

dev EFATRE s — L A L —U TS 2R R LET,
dir ARL—=Y FRAANDT 7 A NV EERLET,

reset J—FK&UVEy FLET,

set BUERE SN TS ROM £ =4 BREERELX KR L ET,
sync HLWVWROM E=ABREXRELRELET,

unset BEBOREEHIRLE T,

Rommon <7 > KD

ROBNL, V—=FT2a<vr N ANTLHERRINOMRERLTVET,

rommon 1 > ?

alias set and display aliases command

boot boot up an external process

confreg configuration register utility

dev list the device table

dir list files in file system

help monitor builtin command help

history monitor command history

meminfo main memory information

repeat repeat a monitor command

reset system reset

set display the monitor variables

showmon display currently selected ROM monitor
sync write monitor environment to NVRAM
token display board's unique token identifier
unalias unset an alias

unset unset a monitor variable

ROM E=42 JO>J +FDZERE

WOFNRT L HITPSI= a~ > &AL T, ROME=4% T— KO 77 " a2 EBRE T

£,

rommon 8 > PS1="IR1101 rommon ! > "

IR1101 rommon 9 >
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| ROME=%
avI F¥aL—vavLorsgrEoxs I

Tuar S NEEETAHLE . ROM E=F OEBON— % 2 RIFFICUET A5 123 s b E T,
ZofE, e kA TIR1101 rommo] T, WIZATHE R, I HIZ [>] < 2T &&E2RLT
b\\i‘é—o

A4 X aAL—a3Y LYVRAEEDRT

BUED AL T4 Fab—ay LYVRIRIELZFRT DI, RO X DITRT A —Z 2l
P2 confreg =~ REAHLET,
rommon > confreg
Configuration Summary
(Virtual Configuration Register:
enabled are:
[ 0 ] break/abort has effect
[ 1 ] console baud: 9600
boot:...... the ROM Monitor
do you wish to change the configuration? y/n [n]:

a7 A4 X2l —Tay LUPRAFEBETEICE, a7 40X 21— a3y LUYAXDOTL
NN THWET, 27 4 Fal—ay LURZBEOLEAERET AI2IE. noa~> R
EATTLFET,

=JL ==

X B

ROM £ =% BELII. ROMT=XDREMtrEE L7, BELKI. =~ Fokoic
AL, BIZEDO®RIZER (=) e Ed, BRELAHOBREIRKRLTTAIL, TORILE
J/ERITET,

Il =R L ET,

IPiADDRESS=10.0.0.2

EHZ2EMEREETIX. ZNOOEKAL TS HXEILH Y ¥ A, ROM =% OEMES L%
EERETIHIVENDDIGAETET., 7 7T EREFERELET,

COETIEH, RO PE Y ZIZOWTHY EFFET,

HRICHEASNIREER

WDOFIT, EE2ROM T=FBREAKERLET, INOOEMAEHERT 2 HIEICONT
F, 2O =a T VOBET L FIEEZSZHR L TIEE, IRI101 77—k B—Xdxy b7 —
k&R — h LT eWad, BREEZ D IP_ADDRESS, IP_SUBNET MASK,

DEFAULT GATEWAY. TFTP_SERVER. TFTP FILE 7% & O E I3 S EH A,

il
Sk
Rat
&5
S

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



ROME=% |
B =szsozzozs

R SARICHERSINS ROME_ 2 BELEH

BUZEH | B9

BOOT=pathffile| / — kD7 —F V7 b7 =7 2 LE, ZOLKITEF, V—XZDT—
NRFIC HEIICRRE SNE T,

o DIRE. Efbr*ﬂ EE% —_
IREZHDEEDRT
BEDOBRBEER O E 2R /RiT 5121, showmon =~ K& AL ET,
rommon 1 > showmon
System Bootstrap, Version 1.3 (REL), RELEASE SOFTWARE
Copyright (c) 1994-2018 by cisco Systems, Inc.

IR1101-K9 platform with 4188160 Kbytes of main memory

MCU Version - Bootloader: 4, App: 4
MCU is in application mode.

m e s st Ty S
IRIEZHDERTEDAN
BREABLOBREIIRLT-TANL, TORICEREHITET, KIZ, ROMmon £— FTHE
TEDARREEHOB ZRLET,

rommon 1 > confreg 0x0
rommon 1> BOOT_WDOG = DISABLE
rommon 1> BOOT = IR1101-K9_ image_name

REZHOHRTEDRF
BEDORBEEB OB ELRITT DT, synca~> REANLET,

rommon > sync

\}

GE)  synca~y FEMEH LU TRESNLTOWRWEREHEIZ, A7 2508V kty hahd, £37—
FENBTTEEINE T,

ROM E=4 E— FDEKT
ROME=X E— FHEETTAHIZIE, 274 X2 — gy LIREZEZERL, L—2%]1
Ty FNTAMERHD T,
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| ROME=%
rommoN 0z

FIE
ARV RFERERTIVa Y B
AT v 71 |confreg a7 4 F¥al—Tary LUREDIAL T K
B L—vay a7 NRBGLET,

rommon 1> confreg

ATy T2 fERaEN-EBVICT o 7 MUK LET, FLLIE, ZOFIEOKDOFIZZHL T 7EE 0,
AT w3 |rest N—E &'y N LTHHHEL 9,
1

rommon 2> reset

ROMMON % 7E 451

rommon 3 > confreg
Configuration Summary
(Virtual Configuration Register: 0x0)
enabled are:
[ 0 ] break/abort has effect
[ 1 ] console baud: 9600

boot: ...... the ROM Monitor

do you wish to change the configuration? y/n [n]: vy
enable "diagnostic mode"? y/n [n]:

enable "use net in IP bcast address"? y/n [n]:
enable "load rom after netboot fails"? y/n [n]:
enable "use all zero broadcast"? y/n [n]:

disable "break/abort has effect"? y/n [n]:

enable "ignore system config info"? y/n [n]:

change console baud rate? y/n [n]:
change the boot characteristics? y/n [n]:
Configuration Summary
(Virtual Configuration Register: 0x0)

enabled are:

[ 0 ] break/abort has effect

[ 1 ] console baud: 9600

boot: ...... the ROM Monitor
do you wish to change the configuration? y/n [n]:

JL—E2 BB ROMmon D7 v 745 L—F

IR1101-K9 L'—Z O ROMmon 7 v 77 L — RiZ, A A —UNEET 5 & HEICETESNE
9, ROMmon D/ 3— 3 Uid, IOSXE A A—JIZXR FLrEnTnEd, 743 XA
X, BUEDFEITHRDON=T g URAR FASHTWAONA=T 3 R0 i E S ha it L
EFT, HWEAIE. BEIICT v L — FEvET, BIEFATHONN—V 3 U RNV RS
NTVWAENR—=T g ERILEE. Ty 77— REFETESNERA, EFIZT v 77 L —RX
nNo&, —ZIIHBNICHES L THLWWAA—Ya &2 — L TIFEITLET,
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B - - roxmmyrLk—t

FIE

ROME=% |

ARV RFEEETIVa Y

=)

ATV T (EE) "— KU =7 EOROMmon DHAED U U — | EI74 25 2~ FOHAOMPFIZ OV, BIED
A F T HICIL, /L—F T showrom-monitor | ROMMON X—20 5  OfER (355 2—) &M
dot 2~ REFEITLET, LTL7ZE,

AT w7 2| config-register 0x2102 =~ > R A L TH HE)Z— |ROMmon O 7 v 77 L — KX, CiscolOSXE A A —
rABEIMZR SRS, ROMmon 7 7 T | UREBISNAE T, WTFhDNN— Ry =T7I2E -
boot filesystem: ffile-location ==~ > K% 3217 L T Cisco | TH KK L DO TIEH Y XA,

IOSXE A A—Y %7 —FLET,
filesystem:ffile-location (%, HHE/XvFr—Y 77 A
~DINATT,

ATV T3 | 2=V —F a7 T, enablea~r REETLE | 7 — BT LD, BHEEXECE— RERABL E
ﬁqc -é‘o

AT v 7 4 | show rom-monitor slot =~ > R&ZETL £, ROMmon 37 > 77 L — RIS TWEHNE D Z i

WBLET,

aVY—I)LDOIEREID Y FILHKR—

IR1101 =Y —/L7R— MIUSBAR— hTT, —#HDOA A F—/LTiX, a2 Y —/LAR— KN
RS22AF— b THLIVLENHY T, ZDOY U —ATIL, Async02/0R— h&Z a2V —/LR—
FELTHERTE D LT DEMEERB RSN TOVET,

ZOEFEIZIE, I0SXE & & 112 ROMMON 2348 C4, Mini-USB =1/ —/L & Async
020 D HZF LAR—L — k& 8N-1 TRETIHLEND D F9°,

ROMMON ¥ &L H 5121%, ROFIRZFEITLET,
1. [IR1101 Software configuration Guide] @ FNAIZHES> T, ROMMON (7 7 A L7,

2. ROMMON Tk D a2~ K& LT, ROMMON Z#%{ CONSOLE SERIAL DfE% 1 1Z5%

7E L E7 : set CONSOLE_SERIAL=1

3. sync

ROMMON (%, CONSOLE SERIAL=1 Zf&H¥ 25 &, HLWEHOMEHAZFRGL T, £/,
console=ttyS0O DRV |2, 7 — h/XT X —% & LT console=ttyS1 Z ¥ L £,

ROMMON ZE%¢ % % E L7256, CiscolOS XE 17.11.1a 4 A —Y & EE L £, #HLWEKAH
FHHLY | console=ttySO D45 ¥ |Z console=ttyS1 % 7 — k3T A —% L L CHEH L EF, Cisco
IOSXE17.11.1al%. # LWROMMON A A —2 &2 HH L £+, FDH, LEIZELTT A &
FEES L, BEEEZREL £,
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https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b_IR1101config/b_IR1101config_chapter_010.html?bookSearch=true#con_1055220

| ROME=%
avv—rokrsry7it—+ i

A\

GE)  Async0/2/0 O B |0 24 T EIA-TIA-561 DTE T3, CONSOLE_SERIAL=1 %8¢ & &AL T 5
Y. Async 02/0 l3fFELEH A, LIGHARGEREICY By LY, Y7 MU =T % 17.11
FVHIObLDIZH T T L—RL72h) LT 7EE0,
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Digital Subscriber Line : T 2 JLINA &R

ZOFEF, WO THMEINTHET,

M (363 X—)

« DSL #§REDIEE (365 ~—2)

« DSL SFP ®HL Y fFiF (368 ~—<)

« DSL Annex B O 7R —F (371 ~—Y)

« SFP @ LED &/ (372 <—72°)

*DSLSFP 7 7 — AU =T DT v 77 L—FK (373 3—2)
«DSLSFP 7 7 — A7 = 7 DEL L BXADOKRFEOY R —F (374 <X—2)
« ADSL2/2+ OFE (375 _—)

« VDSL2 ORZE (385 ~—2)

« DSL @ Yang E7 /L (388 ~X—7)

45D ADSLMIB A7V =7 h&aHYHR— (389 <—)
*ADSLMIB A7 V=7 h®O%HR—K (390 2—)
«VDSLMIB 47 Y =7 hOHF R~ (390 <—)
DSLDO T TNy a—T 47 (391 X—)

S

Jb— %4 % Small Form-Factor Pluggable (SFP) X hU—2 A U F—T =2 A A Y 2 — /L&l
ML CDSL#REAEMLET, DSL VY U 2— 3 0, KD Annex A — b LTHET,

ADSL2 (A) . ADSL2+ (A, J, JIZ 1751 VU —ATOHYHR—K) , VDSL2 iZ Annex A,
B ZY% AR —FLTWET, 93T TR100., TR105, TR114, TRI15 (ZHEHL L TWET,

IOS-XE UV —A 1751 CiL, v hra—JA4 2 —7 A AT Annex-] SRED Y HR— A
mENTWET,

N

GE)  ADSL2+J IV R—FENTWETA, ADSL2TI1Z 17.5.1 TILEFAR—FENTWVWERA,

Annex-J ZENZT H121F, ROFIEEZETLET,
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Digital Subscriber Line : 72 )LIMAZER |

router#config term

router (conf) #controller vdsl 0/0/0
router (conf-if) #capability annex-j
router# (conf-if) #exit

router#

Anmnex-J] ZHIBRT HI21X, WOFIEEZFEITLET,

router#config term

router (conf) #controller vdsl 0/0/0
router (conf-if) #no capability annex-j
router# (conf-if) fexit

router#

17.5.1 TiE, FrLvva~y Rrx-padding VBN S L TWET, ZOa~ 2 RiEk, MTU 2 64
A MRF DNy MRS IVET,

\)

(B HY—bvRATe S EPLOX T AN —ATHmuARO 7 L— AN EESINS5E. VLAN
REX vIan 96 THLHIMENH Y £, —ERATa A XNEDX 7 A Y — AT 64mtu
KO 7 L—ANEEINDHAE, H—DOPVC (0 v, Vian96) THAR— kX2 DiFH—
DVLAN 72 T, 5% DU U —ATiX, VLAN YK — hOFiPH% Vland4 — 1024, single-vlanin
single-pve IZHLHET 2 PE T,

a~x ROFNIRD L BY TT,

router#config term
routerf#controller vdsl 0/0/0
router (conf-if) #rx-padding
router (conf-if) #end
router#write mem

BEREICBET S
COWETHEH, YR—=FENTWBBEREL TR —FINTWARWVEEED Y XA &2 R LET,

* DSL SFP IZIR1101 X—RA == MIfHAINTWAEEAICOHREEL £, IRM-1100 ¥;
o=y hTIIYVR—FENTWER A, IR1101 1% GI0/0/0 T 1 2D DSL SFP DA% 4
R—hFTExET,

s VDSI2 (Z7 B 77 A 8a— 17Ta DA EHHR—F L, 30aiIVHR—FLTWHEHA,

« SFP |FHI/E, Yang Z# WA — KL TCWERHA, ZIUTHKROY UV —RA TRt s TET
j—o

* DSL = —H OFREER L UFRERFIZ, RADIUS & AAA VR — R LET,

*DSLA > ¥ —7 = A AIZIEDSL $— B RIUKTF T D i/ NEORENBLETH H7-8%, DSL
A H—7 = A ATILPlugand Play (PnP) HREZfEfH CT& 8 A,

e PuXvFER (ZTD) i%. IoT Field Network Director Z 4 L CORHYR— h INFE T,
FND Tl&, cgnawsma X—ZA®D ZTD DA ZMHH L £, DSL A > ¥ —7 = A A T|L PnP
NR—=2Z2D ZTD TV AR — P ENTWEH A, ZID Tit, I —E A7 a3 ( X —DHFIZ)S
UT, EARWRE/INREENT A= EFEH L TAT =Y 7 LET,
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| Digital Subscriber Line : 7<% LA E#
pstigsznteit

DSL # %A — F 34 5121%, IR1101 25 [OS-XE 17.4.1 IETEMEL TWALERH Y £,

« show controller vdsl 0/0/0 =~ > RiZ. clllx T v N 7+ —A L[EEEIZ. 7T DSL
(VDSL2/ADSL2/ADSL2+) =2 hua—J WA R T 57 DI S vE T, controller
a2 RiZVDSL T, ZAUTERICIIDSL &M L., ADSL & VDSLIZfFEH SN =E
@—O

¢« ADSL224+ RETIE, cllIx 7 v b7 4 —LDEITAIMA VF—T = A ATV £H
o TRTDOFEEIL DSL SFP WAN g0/0/0 A > X —T =2 A A, ZDYV T AL H—Tx AR
F7ar, BLORar bur—F vdsl0/0/0 EizH Y F£9, ATM 34 ~ b i% DSL SFP |2
LKoTHEEN, /1 —F Ry by FELTHMERINET, Amex A, L BHHR—k
INTWET,

« WebUI Z £/ L T, interface g0/0/0 Z @ % CB VX E/[E=#T&£d, VI —Z1741D
Controller vdsl 0/0/0 DE =X /FREF T a ANEAEDA T a A3H Y T8 A,

« VDSL2 ¥ L TN ADSL2+ O£ MIB 1L, 17.5.1 IED YV YV —2ATDH N U 7 L Z P R— k
LET, MIB DIERICHOWTIZ, Z0k®Z v arTHELET,

¢« ADSL22+ATM DR EIZRB W T, v F IV ATH—EATa M Enb5DH T AR Y —4
D644 FMTURECTH D LHE L TWARAIE, ROAT v 7R L T IZE,

1. rx-padding cli AN/ > TN D,
2. Vian96 DENA V' F =T 2 A A a7 4 Falb—rary TS,

3. ZOEEDIF I AT, H—PVC TO</LF VLAN $ 7R — R 237200,

DSL #45e D 1%k

5 26: DSLHRED 4%

~/LFE— K DSL (VDSL2 & « DSL SFP Z 41 L CHefit

ADSL2/2+
) *SFP X1 DD RI45 A X —T = A A

o WuEERET 2 ~ (DELT) ZWrEe— F&23R— Tk
(VDSL2 D )

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



B osusomns

Digital Subscriber Line : 72 )LIMAZER |

= 27: VDSL2 #BE D%

VDSIL2

+ VDSL2 993.2 Annex A & Annex B

¢ 997 BLN9I8 DN KT T

* G.994.1 ITU G.hs

*+VDSL2 D717 7 A )L : 8a, 8b, 8, 8d, 12a, 12b, IBL W 17a
Ry HY T

« U0 7o s (25 ~ 276 kHz)

« IEEE 802.3ah 64/65 427 7 v N h 7R MO IES L 4 —P F v h o3 v Mg
#EE—F (PTM)

* Dying Gasp

5 28: ADSL2/2+ HERED %

ADSL2/2+

« ADSL2 @ Annex A & L
* ADSL2+ @ Annex A

« ADSL2+ @ Annex J (17.5.1 Cf#i f 7T gE
« G.994.1 ITU G.hs

o BEER D OREED 16,000 7 4 — FEHB X HNL—TETONRT 4 —< U A%
At B 7= DICEIFATLIE ADSL2 (G.922.3) Annex L 2 ¥

« T1.413 ANSI ADSL2/2+ DMT Issue 2 (& L
« DSL Forum TR-067 & TR-100 |2 #EHlL

o AV A S A XEFE (INP) & HE3E INP
XA MY —LER ANy 747 (DPBO)

* Dying Gasp

Dying Gasp I, /V—F N2 7 o OERFE I O—H %2/ L T DSLAM IZHBEIS 1L A > & —

VEEET

% RERE T4, show controller vdsl 0/0/0local ==~ > R&f#ifl LT, /L — 4% 7 Dying

Gasp A v bE—VERETIHERNP TETWNWDLZ LEERTEET,

Router#show controllers vdsl 0/0/0 local

SFP Vendor
SFP Vendor

PID: SFPV5311TR
SN: Vv021932028C

Firmware embedded in IOS-XE: 1 62 8463
Running Firmware Version: 1 62 8455

Management
DSL Status:

Link: up
showtime

Dumping internal info: idle

Dying Gasp:

armed

Dumping DELT info: idle
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| Digital Subscriber Line : 7<% LA E#
EM74XX E 5 .0 Dying-Gasp SMs &40 ]

A\

(G£)  Dying Gasp BT 72 > TV DA HJJIZ1E Dying gasp: disarmed & £R SALE T,

Dying Gasp D% EILH D FH A, BEICH LY 7 by =TI2 X > THEICAEE S E T,
SFP shut/noshut 28 b U H—&n 5 &, 1 — 2 OEHEN 50 ns INIZIERE S NET,

EM74XX £ T L. Dying-Gasp SMS & 4]

ARSI

« N— U = 7 JELR | P-LTEA-EA, P-LTEA-LA

« MEIY U —2A : I0S-XE 17.5.1

» 7 A1 A : Cisco Network-Advantage
EM7430 & 7213 EM7455 €7 A % i 5~ % Pluggable Interface Module (PIM) (Zi%, TV =—/b
~DENP RO J}‘Z“C BT AMCEBNEMET HTO0BMOa T o RnH 0 F

T ZHUTEY. %TA@E BIA 7 NAREIC 2 £, BHOEEMMESD &, ®
T LT RER dylnggaspSMS%ffmﬁ—é k?ﬁ‘ BESNET,

WIZ, Eiatid5 L SMS A v tE—U 2 L T dying gasp ZiX &3 212~ LET,

#controller Cellular 0/1/0

#lte dyinggasp sms send 9119110911 “Losing Power”

Warning: Enabling Dying Gasp SMS configuration completed successfully.
Please reset Modem for the changes to take effect

REFIE
ATy [AXUF B A
i
1 configure terminal Ja—rL a7 4 Fal—vary EB— REHEL
7,
2 controller Cellular <slot> LT —FVa—ar e —T7 ZAay hOA X —

T A avwr R E— REBABLET,

3 lic dyinggasp detach cnable | (7 I EERC dying-gasp HeAEE AANC L £
4 Ite dyinggasp sms send <phone | 75« b 7 4 — AL /21T E Y 2 — L DOEFE DA 71

number> <SMS message> | 7o 57 L X, BT ANDEFTHIMSTHF X b A
T—VBLOT XA MR E—VONFERETLE
RS ERELET,

5 exit a7 4 Fal—TarETLET,

6 write mem JI—BREDOEFEZEFELET,
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Digital Subscriber Line : 72 )LIMAZER |

WOFNE, Aay k0/1/0 DELTF—FY 2—/L T dying-gasp BEREZ AN L. SMS Z32(57
LEahE T &, BREERICET ADOEEINDFED SMS 7F A M A v — V% EET
DHEERLTCOVET,

router# configure terminal

router (config) # controller cellular 0/1/0

router (config-controller)# lte dyinggasp detach enable
router (config-controller)# lte dyinggasp sms send 4081112222
IR1101-#999 EM7455 powered off!

DSL SFP M HR Y {F [+

DSL SFP O AFIEIZHOWTIE, B ONN— R = TRETA REZB LTS,

A

Z2E RUMTEEEN NSO REZHETH 2L, BLOSFPOFABLUE YA LOE LW

EIHEE LTS ZEREETT, £ 95 TRWEGAIE, SFPICHEEZ 52 2 a[RelErH v £
B

DSL SFP %R — r 4 57=H® I0S-XE Off/hY U — 2%, IR1101 TiZ 17.4.1 T4,

EARHRTE
SFP Z 0 726, EEIT 5720 DEARRENLETT, FIRIROLBY TT,

configure t
Router (conf) #interface g0/0/0
Router (conf-if) #media-type sfp
Router (conf-if) #no shut

Router (conf-if) #exit

Z DWFS T, SFPAEAD syslog A v —VRERENET,

SFP DR

SFP # %4 ZH 0 £H1F7- 5, showinventory 2~ R CEDAT — X A& TE £77,
Router#show inventory

B o o A e o L e o S e

INFO: Please use "show license UDI" to get serial number for licensing.

i ALt L L L e L

NAME: "Chassis", DESCR: "IR1101 Base Chassis"
PID: IR1101-K9 , VID: V03 , SN: FCW23500H5X

NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: V03 , SN: FOC23473SRK

NAME: "module subslot 0/0", DESCR: "IR1101-ES-5"
PID: IR1101-ES-5 , VID: V01 , SN:
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| Digital Subscriber Line : 7<% LA E#
pstsep iy 1+ ]

NAME: "subslot 0/0 transceiver 0", DESCR: "GE T"

PID: SFP-VADSL2+-I , VID: VOl , SN: MET2023000A

Ignore the description, it will always reflect GE T for all IR1101 SFPs
PID and S/N are what matter

HRIRTHA TR, e By b L— MIEGE L T ZEW, PID/T U 7 L& SE#ILSFP O
W T
Router#show interfaces transceiver detail

IDPROM for transceiver Gigabitethernet0/0/0:
Description = SFP or SFP+ optics (type 3)

Transceiver Type: = GE T (26)

Product Identifier (PID) = SFP-VADSL2+-I
Vendor Revision = V5.1

Serial Number (SN) = MET2023000A

Vendor Name = CISCO-METANOIA

Vendor OUI (IEEE company ID) = 00.00.00 (O)
CLEI code =

Cisco part number = 74-124941

Device State = Enabled.

Date code (yy/mm/dd) = 20/23/

Connector type =

Encoding = 8B10B (1)

Nominal bitrate = GE (1300 Mbits/s)

Minimum bit rate as % of nominal bit rate = not specified
Maximum bit rate as % of nominal bit rate = not specified

Socket Verification

SFP IDPROM Page 0xAOQ:

000: 03 04 22 08 00 00 00 00 00 00
010: 00 01 OD 00 00 00 00 00 FF 00
020: 43 49 53 43 4F 2D 4D 45 54 41
030: 4E 4F 49 41 20 20 00 00 00 00
040: 53 46 50 56 35 33 31 31 54 52
050: 35 31 43 53 20 20 56 35 2E 31
060: 00 00 00 3F 08 00 00 00 4D 45
070: 54 32 30 32 33 30 30 30 41 20
080: 20 20 20 20 32 30 32 33 20 20
090: 20 20 00 00 00 6D 63 00 30 60
100: FE 53 E4 C1 54 F1 F1 C1 FA 1A
110: 98 EC 6B EO 7F 00 00 00 00 00
120: 00 00 00 00 8C DO 5C F7 00 00
130: 00 00 00 00 00 00 00 00 37 34
140: 2D 31 32 34 39 34 31 20 56 30
150: 31 20 CF EC 55 00 00 00 00 D4
160: 00 00 00 00 00 00 00 00 00 00
170: 00 00 00 00 00 00 00 00 00 00
180: 00 00 00 00 00 00 00 00 00 00
190: 00 00 53 46 50 2D 56 41 44 53
200: 4C 32 2B 2D 49 20 20 20 20 20
210: 20 20 00 00 17 00 00 00 00 00
220: 00 00 00 5A

SFP IDPROM Page 0xA2:

000: 00 00 00 00 00 00 00 00 00 00
010: 00 00 00 00 00 00 00 00 00 00
020: 00 00 00 00 00 00 00 00 00 00
030: 00 00 00 00 00 00 00 00 00 00
040: 00 00 00 00 00 00 00 00 00 00
050: 00 00 00 00 00 00 00 00 00 00
060: 00 00 00 00 00 00 00 00 00 00
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070: 00 00 00 00 00 00 00 00 00 00

080: 00 00 00 00 00 00 00 00 00 00

090: 00 00 00 00 00 00 00 00 00 00

100: 00 00 00 00 00 00 00 00 00 00

110: 00 00 00 00 00 00 00 00 00 00

120: 00 00 00 00 00 00 00 00 00 00

130: 00 00 00 00 00 00 00 00 00 00

140: 00 00 00 00 00 00 00 00 00 00

150: 00 00 00 00 00 00 00 00 00 00

160: 00 00 00 00 00 00 00 00 00 00

170: 00 00 00 00 00 00 00 00 00 00

180: 00 00 00 00 00 00 00 00 00 00

190: 00 00 00 00 00 00 00 00 00 00

200: 00 00 00 00 00 00 00 00 00 0O

210: 00 00 00 00 00 00 00 00 00 0O

220: 00 00 00 00 00 00 00 00 00 0O

230: 00 00 00 00 00 00 00 00 00 0O

240: 00 00 00 00 00 00 00 00 00 0O

250: 00 00 00 00 00 0O

Link reach for 9u fiber (km) = SX(550/270m) (0)

1xFC-MM(500/300m) (0)

2xFC-MM (300/150m) (0)

ESCON-MM (2km) (0)

Link reach for 9u fiber (m) = SX(550/270m) (0)

1xFC-MM(500/300m) (0)

2xFC-MM (300/150m) (0)

ESCON-MM (2km) (0)

Link reach for 50u fiber (m) = SR(2km) (0)

IR-1 (15km)

IR-2 (40km

LR-1 (40km

LR-2 (80km

LR-3 (80km

DX (40KM) (0

HX (40km) (0
0
(

)
)
)
)

ZX (80km) (
VX (100km) )

1xFC, 2xFC-SM(10km) (0)

ESCON-SM (20km) (0)

Link reach for 62.5u fiber (m) = SR(2km) (0)
IR-1(15km)
IR-2 (40km
LR-1 (40km
LR-2 (80km
LR-3(80km
DX (40KM) (O
HX (40km) (O
ZX (80km) (O
VX (100km) (O)

1xFC, 2xFC-SM(10km) (0)

ESCON-SM (20km) (0)

Nominal laser wavelength = 0 nm.
DWDM wavelength fraction = 0.0 nm.

O — — —

)
)
)
)

No transceiver present

DSL SFP Annex J D HHR— k

IOS-XE U U —A 1751 CiE, v hra—JA4 2 —7 2 A AT Annex-] SRED Y HR— FHA
mENTWET,
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psL sFP Annex M 4K — ]

A\

GE)  ADSL2+J IV R—FENTWETN, ADSL2JI1Z 17.5.1 TIEEFVAR—FENTWWERA,

Annex-] ZHZNZT HI121F, ROFIEEZEITLET,

router#config term

router (conf) #controller vdsl 0/0/0
router (conf-if) #capability annex-j
router# (conf-if) #exit

router#

Annex-J ZHIFRT 51213, ROFIAZFEITLET,

To remove Annex-J:

router#config term

router (conf) #controller vdsl 0/0/0
router (conf-if) #no capability annex-j
router# (conf-if) fexit

router#

17.5.1 Ti&, HrLna~r Rrx-padding ZEBNS L TWET, ZOa~r Rk, MTU 2 64
A MRWOry MIERSET,

|

BE H—b R A ENEDOX T AN —ATomuEiED 7 L— ANEEINE54E. VLAN
REIX van 96 THHMLENRH D F97,

a~x ROFNIRD L BY TT,

router#config term
router#controller vdsl 0/0/0
router (conf-if) #rx-padding
router (conf-if) #end

writemem#z F/TL CRELZREL £ T,

DSL SFP Annex M O H 7R—

HAR— ~E, 17.5.1 ® Annex-] DA LR LTI,

DSL Annex B D 1H— k

17.8.1 U U — X TlX, ADSL2+ Annex B 3 AR — ~F &R £,

Amex B 137 7 4V F TIERE SN TV ERT A, Annex B ZHNZT5121%, koa~<wr K
EALET,

controller VDSL 0/0/0
capability annex-b
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SFP £ LED &7~

DSLSFP (21X 2 DD LED A v V7 — X INfHAIAENTWET, ZDLED (L, L—% D/R)L
IZ&% 5 LED &3 MEESFRICENE L £7,

)

(3F)  show platform led i% SFPLED x4 & LT\ EH A, DSL U > 7 A7 —% A|Z1%, show
controller vdsl 0/0/0local =~ > K& L £,

LED X7R
R DT SFP LED DF/RIZOW T L7,

A4 2T —4 LED LED h5— iKee Bz

LED 1 FE 2, AT CPEfl (IR /v—& Cff
M+ 258134 1T
5 EETH)

LED 1 P o, AT vy FI AT 4 A
(R — b %efg4th)

xDSL A7 —# A LED | fk 1R D S TA K

xDSL A5 —# A LED | fk B D R f—=r7

xDSL A5 —#& Z LED | k¢ T B

xDSL A5 —# A LED | fk HB = D S Ny NEE

SFPLED DY —% 70—
WKDFZ, T— 7 v PO SFP LED OFRa R LE7,

SFP 48 AH{ YT
SFP @) AEH Tk D S
HEix I o—3 9 V% TH D AT

CLIN™S R H—ENT=SFP v v MF T | 1T

CLI 5 b U H— & 7= SFP no shut FLIRBB TR D BT

SFP v T 7 4 v Fk D B
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psLskP 77— Loz 707y I L—F ||

BgrdoT—> 3>

SFP @ LED I2ES W T, HEIR I =—2 3 0 DAT—X A5 fEHRTX F4, shut/no shut B
FIFHEI R I — g T, RO =T U ANRRBENE T,

ABH Tk D S TA K
1R I TRk D FL—=
FkD SAT N Ry A YY), BIERRA

SFPLED 23 fll @ - < U S L T Lkl < SIkT 5546, BEiiE#irdy=—v 3
VE—RTHLZEEERLET, ZNNERMB < %A 13X, DSLAM ¥ X OVL—% DSL SFP
DINTG A= EBHHERTHAMLERH Y £, IROETIE, /L—% xDSLEEIZ OV TEELL
Eﬂ]\/\iﬂqo

DSLSFP 77— LSz F7DT7 v THL—K

DSLSFPIZ7 77— U xTNu—RENTW5, SFPIZu— RENTWA = g U ZiER
L. V—HF A A= THERAGERNN—V g U E T AMELRD D £3, BEREL, ISP &0
NI CLCT v 77— RERETLHILENLY £,

SFP %7 v 77 L — K9 511X SFP Of/NRENME T,

configure t
Router (conf) #interface g0/0/0
Router (conf-if) #media-type sfp
Router (conf-if) #no shut

Router (conf-if) #exit

show controller vdsl 0/0/0local =~ > RZFEITL T, 77 —L U =7 LV ZHEERLET,

Router#show controllers vdsl 0/0/0 local
SFP Vendor PID: SFPV5311TR

SFP Vendor SN: V021932028C

Firmware embedded in IOS-XE: 1_62_ 8463
Running Firmware Version: 1_62_ 8455
Management Link: up

DSL Status: showtime

Dumping internal info: idle

Dying Gasp: armed

Dumping DELT info: idle

SFP %7 v 77 L— R+ 5121, kOa~<r REFEHLET,

Router#upgrade hw-module subslot 0/0 sfp 0

Upgrade SFP firmware on interface GigabitEthernet0/0/0 from 1 62 8455 to 1 62 8463
Connection will be disrupted, Continue (Y/N)?y

Start ebm upgrade!!

firmware update success!!

Zoavwy NI LW I y—A =T Ea— RLThb, A X —7 = A AT shut/no shut %
FITLTSFPZ U Y FLET,
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B osisipor—Loz70BEEEBROBIEOY R~ b

\)

6=

Ty SFP 77y —Ah U =T BT v 7T L — KT HHERENRH Y £, RICHIEZRLET,

1751 I TIE, I0OS A A=AV RLVENRTWASSFP 77— AU = 7ICMZ T, AZ VR

Router#upgrade hw-module subslot 0/0 sfp 0 (flash|usbflashO|msata}:sfp fw image

MTU o #|FR
SFP 7 — 4 ¥ — FOfRKIZ LV . MTU OFIRIFKD & FH T,
« VDSL Ti, DSLSFP A & ¥ —7 = A A MTU il % 64 — 1800 /31 |

« ADSL2/2+ TlZ. DSLSFP A > &% —7 = A ZA® MTU §iEIX 64 — 1700 /XA k

DSLSFP O 7 — Lz 7 DERL LERADRILED Y R— +

av> kR

5

F T arDIOS Ty ANNRABBGEOT v 7 L— Ra~vy ROREBIZBENSIVE L,
7 7 A JViZ SFP-VADSL2-1 —TEX T AHALE R H Y £9°, 7 7 A /LI bootflash:/flash:,
usbflash0, F7-lImsata: DL DOBXEHTEET, VE— NI 7 A NI ATANLITEHTE X
A,

A1 2423 —T 4R

EVa—NVET v T T — KT 5700 a<v RIA4 A0 F—TxA AFTRD ELBY TY,
router# upgrade hw-module subslot 0/0 sfp 0 <10Sfilepath>
a~w ROF Ty a idko EBY T,

Router#upgrade hw-module subslot 0/0 sfp 0 ?

bootflash: Firmware filename on local driver
crashinfo: Firmware filename on local driver
flash: Firmware filename on local driver
usbflashO: Firmware filename on local driver

Wiz, a~r ROFERBZRLET,

Router#upgrade hw-module subslot 0/0 sfp 0 bootflash:sfp8455_ rel.bin

Digital signature successfully verified in file bootflash:sfp8455 rel.bin

Upgrade SFP firmware on interface GigabitEthernet0/0/0 from 1 62 8463 to 1 62 8455
Connection will be disrupted, Continue (Y/N)?y

Start ebm upgrade!!

firmware update success!!
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aosiziz: oz I

ADSL2/2+ DHEE

ZOWETIE., ADSL22+ OE AR L E9,

| o

EE NL—%SFP X—ADODSL ¥R —hix, O ISRDSL 77 v h 7 4 —ALLk_DH L FHEL b
FTINY a—T 4 VT DOETRRDFET, AIMA VX —T oA AT, A —PFFxv h&
ATM D /3% R 28 #4113 Adaption LayerS (AALS) Z4r L CNEIRJICALEE S uE 9, X To
BIEIX, 22 hr—7 vdsl 0/0/0 B LN g0/0/0 DA L H—T = A AP T AL H—T =2 A ATH
D EJ, AALS LV & UBR A ERRE STV ET,

FEMIZOWTIE, BFEOEEASHE L T ZE 0,

ADSL2/2+ [T auto ®T— R CEIEL £ (DSL = hr—F & D DSLAM HEj v = —3 g
DOFETE) , Annex A IX ADSL2+ TH AR — F X TCvWE9, Annex A & reach-extended Annex L
mode-1 {X ADSL2 THAR— F ZNTWET, ZiuiL TR-100/TR-105 {ZHERL L TWET,

s HEixr Iz — g N2 Rz A 7 FINETIL SFP (X ITU-T G.994.1 DSL TRx (ZH#EHL L C
B . WHEEHE CIXITU-T G.997.1 for DSL TRx (Z¥EHL L TV VvE 4,

* DSL SFP % AVD2 CPE £ — RO A% VAR — b9 5 ITU-T G.99x FEMEIZHERL L TWET,

*LLC/SNAPB L OVCMux f —VF* > b 7V v P RO 7vfbA 7 a 2R —s LT
WET,

« TP PPPoX 71 7 /UAkIE, PPPoE %#J1 L COAREINFE T, WEHAIZIZ 7 > b
ZEHIT ATM 2 L TR S L E T, cl1IXISRDIFAD X 9 72 PPPoA R E 1L H D £H A,

+ ADSL-PVC (X222 Fhr—5 VDSL 0/0/0 TERETXE¥, & SFP|Z8>DPVC &K — |
LCWET,

« % PVCIL, 802.1VLAN ¥ X 7t D~ v B 7P R—FLTnET,

« VPI O#iH 1 0 — 255, VCI OB % 32 — 65535 T4,

show controller vdsl 0/0/0 {25k X% mode) 1X. #IZPTM (VX7 » MREE—F) TT,
WNEBEIIZ ATM ~D X7y NEBRPLE I E T (AALS)

ADSL2/2+ DERE

N—=2%, FERRT U X NVIIAERR (ADSL) 2/2+ R —F LTWET,
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=)

ATy T

FliE
ARV RFEEETIVa Y
enable
B

router> enable

¥i#E EXEC T=— F&EADIZ L £,

ATvT2

configureterminal

1

router# configure terminal

JTu— )LBREE— REBBLET,

ATvT3

controller vdd <port>

1

router (config) # controller vdsl 0/0/0

ADSI2R2+ =2 ha—J XL Cary 7 4 F = b —
varE—RERHBLET,

ATvT4

adsl-pvc <vpi/vci>

1 -

router (config-controller) #adsl-pve 0/35

PVC ® VPl & VCI RXT A —Z R ELET, M
YT a<w s Rz oW TiL, ADSL22+PVC ¥ 7 & —
K (378 =) #ZRLTI LI,

ATvTh

bridge-dot1q <1-4094>
1 -

router (config-controller-adsl-pvc) #bridge-dotlqg
2

PVC @ bridge-dotlq /X7 A —# % E L £ 7,

ATvT6

encapsulation llcsnaplvemux

1

router (config-controller-adsl-pvc) #encapsulation
llcsnap

7 74 b TIE, #8HT3, lesnap & 72 1% vemux O
WY, ZOHliX, LLCSNAP & L CTdD PVC
DA T M ERLTHVET,

ATy T1

exit
1 -

router(config-controller-adsl-pvc)# exit

HLOWREZAMNILET,

ATvT8

end

1 -

router (config-controller) # end

a7 4 Xalb—var ET—FREKRTLET,

ADSL2/2+ o> +FA—7

HMEIOTUR

ST, 2Y b E=TREICEAD CLL 3~ FO—EIC 0 TR LET,
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ADsz2: o> ka—5gEavo k|

% (Brief) £ IRVRETIHIE | EREA fthd 10S-XE ISR & D&
LY
adsl-pvc adsl-pvc [name] L ADSL2/2+PVC %7 |VPI: 0~ 31
<vpi>/<vci> NI
tawp I TR VCI : 1~ 1023
adsl-pvc 0/35 VPI/VCI fi£ 0 ~ 255
adsl-pve PVC1 VCI f£ 32 ~ 65535
0/35
ADSL22+ %7 — K
DEHZHONTIE, &
EZBLTLTEEN,
ADSL2/2+PVC %7
E—F (378%—Y)
bitswap — T 7 4V M [F%h By h2AT v -
(Enabled) ] T,
carrier-set carrier-set [a43 a43c |a43 a43c b43 DSLSFP %+ U 71 v |cl11x IZ modem vdsl -4
b43] IS TraryTInso
f—rZEHRLET,
7o & 21, CLI ZfHE
LCva3 M T 5
%\gﬁ§f§) @ i‘a—o /1/_
AT, b= v43 1%
T 7 4V N T
fﬁ’)’(b‘ij}
77 4 b — — aw s RET 70| —
fEICERELET,
S _ _ ay bue—J@BEFOH | —
BH
exit — — ayvhp—o a7 4| —
Xal—rarE—K
ERTLET,
AU, BREEZ AT
T BZOITHETT,
help — — AVBETITT 4TI~ |—
WNT AT KO
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5% (Brief)

g

AR FI4IE

B

> 10S-XE ISR & D&
LY

mac-address

mac-address <MAC
address>

F7 4V FTlE. MAC
IEERNCRES L TWY
F9,

DSL SFP MAC 7 K L
R, 2 bu—T7%H)
YES B D701 HE%
ETHMLEIIH Y 4
oo

modem vdsl

—FIZiFwEA SN E
B, clllx 2> S k&
INFET,

clllx TOAEH X
F7,

mpls

N—Z A E N E
A, clllx 2> Bk
SNFET,

clllx TOA A X
S

no

o< REBE/HCT5
M EFRET 70
HEHRELET

shutdown

VDSL =2y hr—F %
Yyy hAUYLE
ﬁ‘o

sra

T 7 F )V M [FR
(Enabled) ] T4,

= AL AR L— N
I

ADSL2/2+ PVCH JE— K
WOFRIZ, BETHa~v RERLET,

PVC ~D~ v BT

&% (Brief) £ TI74ILE HoL:L fth@ 10S-XE ISR & D&
LY
adsl-pvc adsl-pvc vpi/vci L DSLA % —7 = A A |VPI/VCI f& 0—31
T, K8 2D PVC
. VCIfifiiZ 1 — 1023
Y R—FTEET,
VCI O#iI% 32 —
65535
VPI O#iHI% 0 ~ 255
bridge-dotlq bridge-dot1q <1-4094> | 73 |_ 802.1Q VLAN ID 76 |—
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aosiziz+pve 5 7E— 1

CBPPCR O#iHIZ 0 —
5500

% (Brief) == TIAILE A fth@ 10S-XE ISR & D3&
Ly
cbr cbr <peak cell rate> FExt e EEEY hL— |k 48 — 1408 (Kbps H

(CBR) ¥ —E RO

E

AALS £V % UBR 23t
XN TWET,

fir)

default-pvc

default-pve

BANZAERR S 7= PVC

7%/ NPVC & L
T PVC Z3RIE

adsl-pvc @ default-pvc
o< KiX. DSL SFP
THEHATELIA TV
YTV, TITA4TR
PVCA3 22U kL& 545
A2, DSL SFP 85
74V b & LUTTALEET
% PVC Z#IN L £

<sustainable cell rate>

PCR O#iHIL 0 —
5500

SCR DHiPHIL 0 —
5500

j—o
encapsulation encapsulation 2L ADSL2/2+PVC 7 | —
<llcsnap|vemux> NWALDEE
exit — — adsl-pvc 7 a~<w> K |—
DT
ubr ubr <peak cell rate> | i KRIGEE Y hL— b |48 — 1408 (Kbps H.
UBR O E'— 2 &L L— (UBR) ¥—E 2D AL)
R OHFAIL 0 — 5500 =
vbr-nrt vbr-nrt <peak cell rate> | 3%} FEV TIH A LTS |48 — 1408 (Kbps H
<sustainable cell rate> By FL— F—E R L)
PCR D#EPHIE 0 — DRE
5500 AALS5 L ¥, UBR 25
SCR DL 0 — Han<Tnxd,
5500
vbr-rt vbr-rt <peak cell rate> | JExfs UTIVEA LTAZEE > |48 — 1408 (Kbps H

kL — b —ERDFE

E

AALS £V % UBR 23t
I THET,

fiz)
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5% (Brief) =Sy

T4k

B

> 10S-XE ISR & D&
LY

vlanid-rx vlanid-rx <1-4094>

bridge-dotlq (2 U 5

DSL SFP 23%15 L 7=
A=V b7y b
@ VLAN ID 73 /L—#
WEEESNH X1
v h92% L9 DSL
SFP Zi%E L £7,

DSL SFP VLAN #h{E
vlanop-rx & FAAAHH
TEEAL, A —Vx>
~X% >y M2 B VLAN
ID ZHIBRT 50, F£7=
ITER L ET,

[oT /V— % DI

vlanid-tx vlanid-tx <1-4094>

bridge-dotlq 124 U5

Xy FU—ZITEET
HA =Xy bRTy
k@ VLAN ID % #%iE
¥ 5 X 9IZDSLSFP %
RELET,

DSL SFP VLAN &h{f
vlanop-tx & #AE DOt
THEHL, *y hU—
TRy NERET
DRENCA —HF w b3
4> R85 VLAN ID
ZHIBREITER L
SR

IoT L— 4 D

vlanop-rx vlanop-rx
<pass-through|

removelreplace>

Remove

DSL SFP 23%1{5 L 7=
A=Yy b7y b
\Z%f9 % DSL SFP @
VLANID #i{E4 /L—%
WZEETH LI ICHRE
LET,

VLAN OH|FRE 72 13
HAEh{EIL. vlanid-rx &
EblTEAEnET,

INAAN—FT g v
I, A =Py IR
r v N OBEFED VLAN
ID ZRFFLET,

[oT L — & D H
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aosi2+ ol I

5% (Brief)

g

T4k

B

> 10S-XE ISR & D&
LY

vlanop-tx

vlanop-tx
<pass-through|
remove|replace>

Replace

DSL SFP DA —H % v
hossr o MExtd %
VLANID #Ei{EZ % v
T—7IZFEETHED
WCRELET,

VLAN OHIFRE 72 13
HAEhEIL, vlanid-tx &
EblITEAENET,

INAAN—FT g
1L, A —H¥xy b
r v N OBEFED VLAN
ID ZfR$FF LET,

[oT /V— % DI

ADSL2+ D15l

&IZ, ADSL2+

N

RIEDP R LET,

GE) W OO TEAHAA v E—I0
(401 *—2) ZSH LTI,

MBIz OWTIX, avr ber—F AT —H R AybE—U

Router#show controller vdsl 0/0/0
Controller VDSL 0/0/0 is UP

Daemon Status:

9)

XTU-R (DS) XTU-C (US)

Chip Vendor ID

Chip Vendor Specific:

: '"META' 'BDCM'.
0x0000 0x0762

Chip Vendor Country: 0xB500 0xB500
Modem Vendor ID: 'META' ' '

Modem Vendor Specific: 0x0000 0x0000

Modem Vendor Country: 0xB500 0x0000

Serial Number Near: MET2023000A V5311TR 1 62 8463
Serial Number Far:

Modem Version Near: 1 62 8463 MT5311.

Modem Version Far: <value>

Modem Status: TC Sync (Showtime!)
DSL Config Mode: AUTO
Trained Mode: G.992.3 (ADSL2) Annex A

TC Mode: PTM

Selftest Result: 0x00

DELT configuration: disabled
DELT state: not running

Failed full inits: O

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



Digital Subscriber Line : 72 )LIMAZER |
Bl Aosi2 Annex A o

Short inits: O
Failed short inits: O

Modem FW Version:
Modem PHY Version:
Modem PHY Source: System

Line 0:

XTU-R (DS) XTU-C (US)

Trellis: ON ON

SRA: enabled enabled.

SRA count: 0 0.

Bit swap: enabled enabled.

Bit swap count: 0 0

Line Attenuation: 2.4 dB dB
Signal Attenuation: 5.0 dB 0.0 dB
Noise Margin: 8.2 dB 6.5 dB
Attainable Rate: 12491 kbits/s 1153 kbits/s
Actual Power: 0.0 dBm 10.2 dBm
Total FECC: 0 O

Total ES: 0 399

Total SES: 0 188

Total LOSS: 0 177

Total UAS: 103 6325

Total LPRS: 0 O

Total LOFS: 0 O

Total LOLS: 0 O

DS Channell DS Channel0 US Channell US Channel0
Speed (kbps): NA 12491 NA 1093

SRA Previous Speed: NA 0 NA O

Previous Speed: NA 12583 NA 1097

Reed-Solomon EC: NA 0 NA O

CRC Errors: NA 209 NA O

Header Errors: NA O NA O

Interleave (ms): NA 1.00 NA 1.00

Actual INP: NA 0.00 NA 0.00

ADSL2 Annex A M5
WIZ. ADSL2 Annex A iR EDHI %R LET,

)

GCE) W< ONDFELRHPIA vE—VDRBAICONWTE, 2 b —F AT —H A XA yb—
(401 ~—2) ZZBLTLEE,

show controller vdsl 0/0/0
Controller VDSL 0/0/0 is UP
Daemon Status: UP

XTU-R (DS) XTU-C (US)

Chip Vendor ID: 'META' 'BDCM'

Chip Vendor Specific: 0x0000 0x0762
Chip Vendor Country: 0xB500 0xB500
Modem Vendor ID: 'META' ' '

Modem Vendor Specific: 0x0000 0x0000
Modem Vendor Country: 0xB500 0x0000
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Serial Number
Serial Number

Modem Version
Modem Version

Near: MET2023000A V5311TR 1 62 8463
Far:

Near: 1 62 8463 MT5311
Far:

ADSL2 Annex L D451 .

Modem Status: TC Sync (Showtime!)

DSL Config Mode: AUTO

Trained Mode: G.992.5 (ADSL2+) Annex A
TC Mode: PTM

Selftest Result: 0x00

DELT configuration: disabled

DELT state: not running

Failed full inits: O
Short inits: O
Failed short inits: O

Modem FW Version:
Modem PHY Version:
Modem PHY Source: System

Line 0:
XTU-R (DS) XTU-C (US)

Trellis: ON ON

SRA: enabled enabled

SRA count: 0 0

Bit swap: enabled enabled

Bit swap count: 0 0

Line Attenuation: 1.4 dB dB

Signal Attenuation: 2.4 dB 0.0 dB

Noise Margin: 9.5 dB 6.3 dB

Attainable Rate: 23550 kbits/s 1105 kbits/s
Actual Power: 0.0 dBm 12.2 dBm

Total FECC: 1 0

Total ES: 1 396

Total SES: 0 317

Total LOSS: 0 287

Total UAS: 57 3344

Total LPRS: 0 O

Total LOFS: 0 O

Total LOLS: 0 O

DS Channell DS Channel0 US Channell US ChannelO

Speed (kbps): NA 23550 NA 1105

SRA Previous Speed: NA 0 NA O

Previous Speed: NA 23580 NA 1109
Reed-Solomon EC: NA 0 NA O

CRC Errors: NA 95 NA 4

Header Errors: NA 0 NA O

Interleave (ms): NA 1.00 NA 1.00

Actual INP: NA 0.00 NA 0.00

Training Log : Stopped

Training Log Filename : flash:vdsllog.bin

ADSL2 Annex L M5

WIZ, ADSL2 Annex L i EDOH %2~ L £,
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Digital Subscriber Line : 72 )LIMAZER |

A\

GE) W< OO FEARENIA v =B OV T,

(401 =) 2L TLEEN,

Ay hE—TF ATF—F A A ybE—

show controller vdsl 0/0/0
Controller VDSL 0/0/0 is UP
Daemon Status: UP

XTU-R (DS) XTU-C (US)

Chip Vendor ID: 'META' 'BDCM'

Chip Vendor Specific: 0x0000 0x0762

Chip Vendor Country: 0xB500 0xB500

Modem Vendor ID: 'META' ' '

Modem Vendor Specific: 0x0000 0x0000

Modem Vendor Country: 0xB500 0x0000

Serial Number Near: V0219320270 V5311TR 1 62 8463
Serial Number Far:

Modem Version Near: 1 62 8463 MT5311
Modem Version Far:
Modem Status: TC Sync
DSL Config Mode: AUTO
Trained Mode: G.992.3
TC Mode: PTM

Selftest Result: 0x00
DELT configuration: disabled
DELT state: not running
Failed full inits: O

Short inits: O

Failed short inits: O

Modem FW Version:

Modem PHY Version:

Modem PHY Source: System
Line O:

XTU-R (DS) XTU-C (US)

(Showtime!)

(ADSL2) Annex L

Trellis: ON ON

SRA: enabled enabled

SRA count: 0 O

Bit swap: enabled enabled

Bit swap count: 0 0

Line Attenuation: 2.5 dB dB

Signal Attenuation: 5.7 dB 0.0 dB

Noise Margin: 7.0 dB 6.2 dB

Attainable Rate: 10164 kbits/s 288 kbits/s
Actual Power: 0.0 dBm 8.4 dBm

Total FECC: 0

Total ES: 6
Total SES: 6 0

Total LOSS: 6 0

Total UAS: 54 31

Total LPRS: 0 O

Total LOFS: 6 0

Total LOLS: 0 O

DS Channell DS Channel(O US Channell US ChannelO

0
0

Speed (kbps): NA 10164 NA 243
SRA Previous Speed: NA 0 NA O
Previous Speed: NA 12495 NA 1089
Reed-Solomon EC: NA 0O NA O

CRC Errors: NA O NA O
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vosz oz [

Header Errors: NA O NA O

Interleave (ms): NA 1.00 NA 1.00

Actual INP: NA 0.00 NA 0.00

Training Log : Stopped

Training Log Filename : flash:vdsllog.bin

VDSL2 DHEE

ZPDIETIX., VDSL2 O AR L £9,

JL— 4 DSL SFP-VADSL2+-1 |%, ITU-T 2% G.993.2 (VDSL2) (Z#EHlL L C VDSL2 Annex A, B
DO HR— &AL EJ, 2 xDSLSFP |, TR-114 (VDSL2 Annex A 35X OXB D/X7 4 —
~ > A) & TR-115 (University of New Hampshire (2 X % VDSL2 #ERERRFET A 1) (2B UEHL L
%9, SFP X, AVD2 CPE &— RDH % VR — h79 5 ITU-T G.99x FEAEZHERL L £ 7,

 RTEFRER /N R T 2, 3072/4096 & 8 /N1 R/4 i@ HHRHIFIZHE 9 A6k D Annex A
(G.998) LK D Annex B (G.997. 998) /X KT | YHEHL

« $_TPHVDSL2 71 7 7 A/ (8ab/c/d, 12a/b, 17a, 30a) ZHHK—
cBEUX AT DT v 7T AN =L K0 (USO) ZHA— b

« DSL TRx @ ITU-T G.994.1 /~> R = A 7 FIAIC HEHL

« DSL TRx @ ITU-T G.997.1 4 & & HiL | YL

« CPE &— R ® ITU-T G.993.5 Self-FEXT & v >t /L («X7 hAk) (ZHEHL
« BRI — =~y RF ¥ FL (ROC) ZHAHR—

DILOEFELE Y NAT L ZICL B —AL AL — MNEts (SRA) 2804 T4
% & (OLR) WV HR—F

T T AN —=L/F AN — LBy 747 (UPBO/DPBO) A HaR— b
« DELT % ¥ — K

« VDSL2 THAR— F I TV DK MTU 1 X3 1,800 /31 b

o JEHEYEHLOD VDSL2 & — RIZ PTM (V3% v hMEEE— R)

« VDSL2 D7 kA Z R — |k

HEBLOFRADO <y RIZHoWTIL, UTOFMAREAZ S L L 72 &V, showcontroller
vdd 0/0/0 1 ZMEED - DA/~ KT,

VDSL2 DR TE

JL— %1% Very-High-Bit-Rate 7 ¥ # VIIAE#} (VDSL2) %W HR— kL ET,
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Digital Subscriber Line : 72 )LIMAZER |

=)

ATy T

FliE
ARV RFEEETIVa Y
enable
B

router> enable

¥i#E EXEC T=— F&EADIZ L £,

ATvT2

configureterminal

1

router# configure terminal

JTu— )LBREE— REBBLET,

ATvT3

controller vds 0/0/0
1 -

router (config-controller) # controller wvdsl 0/0/0

VDSL2 =2 he—J XL Cary 74Xl — 3
v E—RERBLET,

ATvT4

carrier-set a43 a43c b43
1 -

router (config-controller) # carrier-set
a43|a4d43c|b4d3

Xr U7y hERELET, BERNARE, 7
7 )V MiZad3, ad3c, b43 T, A3 IET 7 4+ b
TR > TWET,

ATvTh

end

1

router (config-controller)# end

ayvhar—9 ar74X¥al— gy B— RE
T L/i—é‘o

VDSL2 o >

fO—S%FEa<v> R

on

(Y
(Y

TIE, 2 br—FFEICEAD CLI 2~y RO—EIZOWTEHAL £,

&5 (Brief)

g

AR TFIAIE

Bl

bitswap — T 7 )V MI[E%D ty hRAT v

(Enabled) ] T4,
capability capability [annex-j] 2L DSL SFP #RE DR E
carrier-set carrier-set [a43 b43 a43c] a43 b43 a43c DSLSFP X+ U7k~ |
F 7 Lk — a~y R&ET 7 4/L MEICEE

ELET,

description — — a v hu—7EA OB
exit — arvhp—7 ar74¥a

L—ary EB—REKTL
S

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| Digital Subscriber Line : 7<% LA E#

VDSL 04l .
#55 (Brief) £z AR TFTI4ILE A
help — — ABETIT 4TI~
AT LD
mac-address mac-address <MAC address> | =7 + )L F ClZ. MAC /3% |DSLSFPMAC 7 KL &, =
ANCRRE SN TNET, Y he—=Z2EfESE 5720
IO RET HLETIHY F
A,
modem vdsl — ML T LDOFHRE
mpls — — loT /b —Z I3 H S E+
Ao clllx DR S ivE
ﬁ—o
no — — awy REEZHT 50, &
7207 7 40 MEZERELE
j«
shutdown — — VDSL= ter—J % v v
M LET,
sra — T 7V ME AR T— AL L AR L — NS
(Enabled) ] T3,

VDSL @151
Wiz, VDSLEREDH -~ L ET,

show controllers vdsl 0/0/0
Controller VDSL 0/0/0 is UP
Daemon Status: UP

XTU-R (DS) XTU-C (US)

Chip Vendor ID: 'META' 'IKNS'

Chip Vendor Specific: 0x0000 0x0101

Chip Vendor Country: 0xB500 0xB500

Modem Vendor ID: 'META' ' '

Modem Vendor Specific: 0x0000 Ox2ABO

Modem Vendor Country: 0xB500 0x37A0

Serial Number Near: E80462D1B001 SFP-V5311-T-R 8431
Serial Number Far: "Abu

Modem Version Near: 1 62 8431 MT5311

Modem Version Far: 6.7.0.15IK005010

Modem Status: TC Sync (Showtime!)
DSL Config Mode: AUTO
Trained Mode: G.993.2 (VDSL2) Profile 17a

TC Mode: PTM

Selftest Result: 0x00

DELT configuration: disabled
DELT state: not running
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B ostovange7

Failed full inits: O
Short inits: O
Failed short inits: O

Modem FW Version:
Modem PHY Version:
Modem PHY Source: System

Line 0:
XTU-R (DS) XTU-C (US)

Trellis: ON ON

SRA: enabled enabled

SRA count: 0 0

Bit swap: enabled enabled

Bit swap count: 0 0

Line Attenuation: 2.7 dB dB

Signal Attenuation: 3.9 dB dB

Noise Margin: 7.2 dB 24.8 dB

Attainable Rate: 113289 kbits/s 86904 kbits/s
Actual Power: 9.3 dBm 8.1 dBm

Per Band Status: D1 D2 D3 UO Ul U2 U3

Line Attenuation(dB): 0.0 1.5 2.5 N/A 0.2 0.2 0.6
Signal Attenuation(dB): 0.0 2.0 4.0 N/A 0.0 0.0 0.0
Noise Margin(dB): 0.0 7.2 7.2 0.0 24.7 24.8 24.8

Total FECC: 0 2203

Total ES: 1 2280

Total SES: 0 2199

Total LOSS: 0 2199

Total UAS: 81 2199

Total LPRS: 0 O

Total LOFS: 0 O

Total LOLS: 0 O

DS Channell DS Channel(O US Channell US ChannelO

Speed (kbps): NA 103985 NA 50219

SRA Previous Speed: NA 0 NA O

Previous Speed: NA 103985 NA 50219

Reed-Solomon EC: NA 0 NA O

CRC Errors: NA 117 NA 1

Header Errors: NA O NA O

Interleave (ms): NA 0.00 NA 0.02

Actual INP: NA 0.00 NA 0.00

Training Log : Stopped

Training Log Filename : flash:vdsllog.bin

WS OPDOEBERH A v E—VOMBAIZONTIX, 2 hrg—F AT —F A A vbE—
(401 =—) ZZRLTIIZ SN,

DSL @ Yang T /L

YANG |Z, NETCONF X° RESTCONF 72 X D% v U — 7B T 0 ha Lz L TEEsnD
TSR RN T =27 ) I ERETT

Cisco-10S-XE-controller-vdd-oper i%, =¥ b r—7 D vdsl iXEZMRET D DITEA S E
L7ze ZHIZE Y, DSL @ yang DV 7R — F k&£ 4,

dsl @2 b B —F OFXE DFRE T — M7 yang JEE D2 IRIZR LET,
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4opastMBA TSz bER—+ [

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<controller>

<VDSL xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-controller">
<name>0/0/0</name>

<adsl-pvc xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-adsl">
<vpi-vci>255/65535</vpi-vci>
<bridge-dotlg>21</bridge-dotlg>
<encapsulation>vcmux</encapsulation>

</adsl-pvc>

</VDSL>
</controller>
</native>
</nc:config></nc:edit-config></nc:rpc>

\)

(¥  =2v be—F8EX. Cisco-I0S-XE-native yang &7 /L ? get 35 L U get-config #afE & F L C
g cEEd,

Cisco IOS-XE YANG 7 —Z E 7 /UVFIRD L 1 T,
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe

BV —RZET 427 FURHY, 1751 VYV —=2F 1751 D FICH D £9°,

4 DONADSLMIBA T2y bEHR—F

IR1101 D[EIFRHEE & AT REZ L— b Z G 572012, MIBOY AR — F2NBEMEE L7z,
BLWMIB 2RISR LET,

1.3.6.1.2.1.10.94.1.1.4.1.2 ADSL-LINE MIB:adslAtucChanCurrTxRate

1.3.6.1.2.1.10.94.1.1.5.1.2 ADSL-LINE MIB:adslAturChanCurrTxRate

1.3.6.1.2.1.10.94.1.1.2.1.8 ADSL-LINE MIB:adslAtucCurrAttainableRate

1.3.6.1.2.1.10.94.1.1.3.1.8 ADSL-LINE MIB:adslAturCurrAttainableRate

AY RS A AU —T 4R

Lo OID OV R— hEfERTE £,

!configure SNMP Server

snmp-server community public RO

snmp-server manager
|

!verify MIB OIDs

snmp get-next v2c 33.33.33.102 public oid 1.3.6.1.2.1.10.94.1.1.4.1.2
|
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Digital Subscriber Line : 72 )LIMAZER |

WwDa<wy REFERLT, BIOSNMP 27 74 7 > kb (Linux 734 272 ) 776 MIBE A IV
THrZLELTEET,

$ snmpwalk -v 2c¢ -c public 33.33.33.102 1.3.6.1.2.1.10.94.1.1.4.1.2

ADSLMIBA 7> 9 FDYHR—F

IR1101 TiZ. %&® ADSLMIB OID 3% R— F SNAHTETT,

1.3.6.1.2.1.10
1.3.6.1.2.1.10

94.1.1.6.1
94.1.1.6.1

.15 ADSL-LINE-MIB adslAtucPerfCurrl5MinInits
.22 ADSL-LINE-MIB adslAtucPerfCurrlDayInits

VDSLMIBA 7> x4 FDOYR—F

IR1101 TiX. % VDSL MIB OID 3% R— F ENHFETT,

1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10
1.3.6.1.2.1.10

.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.
.251.

PP PR RPRPRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR

L e T T Y et et e S Y e e N T S Y S S Y e T Y St S N e . . T ST ST St o

PP PR RPRPRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR

B DD DD WLWWWWWWERERRPRPRPEPEPRPREPRPEPEREPEPREPEENDNNDDNDNDNDNDNDNDNDDN

o U1 W

W ~J oy U1 W

PP PR RPRPRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR

O J oy U W W o o U b

~

.11
.12
.13
.14

WHE R RFRRRRRFRRFE©
g o0 W N O

VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K

xdsl2PMLInitCurrl5MTimeElapsed
xdsl2PMLInitCurrl5MFulllInits
xdsl2PMLInitCurrl5MFailedFulllInits
xdsl2PMLInitCurrl5MShortInits
xdsl2PMLInitCurrl5MFailedShortInits
xdsl2PMLInitCurrlDayTimeElapsed
xdsl2PMLInitCurrlDayFullInits
xdsl2PMLInitCurrlDayFailedFullInits
xdsl2PMLInitCurrlDayShortInits
xdsl2PMLInitCurrlDayFailedShortInits
xdsl2PMLCurrlbMValidIntervals
xdsl2PMLCurrlbMInvalidIntervals
xdsl2PMLCurrl5MTimeElapsed
xds1l2PMLCurrl5MFecs
xds12PMLCurrl5MEs
xds12PMLCurrl5MSes
xds1l2PMLCurrl5MLoss
xds1l2PMLCurrl5MUas
xdsl2PMLCurrlDayValidIntervals
xdsl2PMLCurrlDayInvalidIntervals
xdsl2PMLCurrlDayTimeElapsed
xdsl2PMLCurrlDayFecs
xds1l2PMLCurrlDayEs
xdsl1l2PMLCurrlDaySes
xdsl2PMLCurrlDayLoss
xds1l2PMLCurrlDayUas
xdsl12PMLHist15MMonitoredTime
xdsl2PMLHist15MFecs
xdsl1l2PMLHist15MEs
xdsl1l2PMLHist15MSes
xdsl1l2PMLHist15MLoss
xdsl1l2PMLHist15MUas
xdsl2PMLHist15MValidInterval
xdsl1l2PMLHist1DMonitoredTime
xdsl1l2PMLHist1DFecs
xdsl1l2PMLHist1DEs

xdsl2PMLHist1DSes
xdsl2PMLHist1DLoss
xdsl1l2PMLHist1DUas
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DSLD S TJILoa—TF4 28

ZOHETIX. DSLEFHRST —Z S ZANBHEH L CWRVRED RS TN a—FT 4 7T Ry

ZIZHOWTHBALET,
RRE : WAN A X —T7 = A Z g0/0/0 NZ 7 LTWABES
E##%K : RERLET,

L1 D7 —TNVEAR. v N —F T &R L, B0 SFP THERT 5

psLo k5 TLva—7425 |

1.3.6.1.2.1.10.251.1.4.1.4.1.9 VDSL2-LINE-MIB xds12PMLHist1DValidInterval
1.3.6.1.2.1.10.251.1.4.2.1.1.2 VDSL2-LINE-MIB xds12PMChCurrlbMvValidIntervals
1.3.6.1.2.1.10.251.1.4.2.1.1.3 VDSL2-LINE-MIB xds12PMChCurrl5SMInvalidIntervals
1.3.6.1.2.1.10.251.1.4.2.1.1.4 VDSL2-LINE-MIB xds12PMChCurrl5SMTimeElapsed
1.3.6.1.2.1.10.251.1.4.2.1.1.5 VDSL2-LINE-MIB xds12PMChCurrl5SMCodingViolations
1.3.6.1.2.1.10.251.1.4.2.1.1.6 VDSL2-LINE-MIB xds12PMChCurrlbMCorrectedBlocks
1.3.6.1.2.1.10.251.1.4.2.1.1.7 VDSL2-LINE-MIB xds12PMChCurrlDayValidIntervals
1.3.6.1.2.1.10.251.1.4.2.1.1.8 VDSL2-LINE-MIB xds12PMChCurrlDayInvalidIntervals
1.3.6.1.2.1.10.251.1.4.2.1.1.9 VDSL2-LINE-MIB xds12PMChCurrlDayTimeElapsed
1.3.6.1.2.1.10.251.1.4.2.1.1.10 VDSL2-LINE-MIB xds12PMChCurrlDayCodingViolations
1.3.6.1.2.1.10.251.1.4.2.1.1.11 VDSL2-LINE-MIB xds12PMChCurrlDayCorrectedBlocks
1.3.6.1.2.1.10.251.1.4.2.2.1.3 VDSL2-LINE-MIB xds12PMChHist15MMonitoredTime
1.3.6.1.2.1.10.251.1.4.2.2.1.4 VDSL2-LINE-MIB xds12PMChHist15MCodingViolations
1.3.6.1.2.1.10.251.1.4.2.2.1.5 VDSL2-LINE-MIB xds12PMChHist15MCorrectedBlocks
1.3.6.1.2.1.10.251.1.4.2.2.1.6 VDSL2-LINE-MIB xds12PMChHist15MValidInterval
1.3.6.1.2.1.10.251.1.4.2.3.1.3 VDSL2-LINE-MIB xds12PMChHist1DMonitoredTime
1.3.6.1.2.1.10.251.1.4.2.3.1.4 VDSL2-LINE-MIB xds12PMChHist1DCodingViolations
1.3.6.1.2.1.10.251.1.4.2.3.1.5 VDSL2-LINE-MIB xds12PMChHist1DCorrectedBlocks
1.3.6.1.2.1.10.251.1.4.2.3.1.6 VDSL2-LINE-MIB xds12PMChHist1lDValidInterval

« show int g0/0/0, show run all, ¥ X O showverson D&% ¥ 7F ¥ 35

« 20/0/0 (2 media-typesfp HENH Y, A X —T oA ART ¥ v AT EINTNDENE
D INEHERT D

« B SFP 27 L THRH SIS 0 & 5 InE R T %

* SFP @ LED A7 — ¥ A % ti®4 %, SFP _L® LED &7~
W,

(372 %—=2) ML CLEE

RIRE : 2> b e—7 OIRIEN DOWN D54 -

RICH 2R L ET,

Router#show controllers vdsl 0/0/0
Controller VDSL 0/0/0 is DOWN

[EEEE - kERLET,
L1 7 — T NERE RS D

sRII1 AAELE RIAS ARAD ARy ZIZRIN r—7 NV EZELIAALT, (MLEDXEINE I NE
BT 5
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Digital Subscriber Line : 72 )LIMAZER |
DSLD FSTNya—Tavy

e EITHDOFW N AT LFW LRILTHDHZ L 2MRTDH, 9 TRWEAIL., SFPFW
7 w77V —RKLET, DSLSFP 77— LU =T DT v 7 7L —K (3733—2) 2%
FRLTL7ZEW,

e T RTOLI ho—=227ualOMNENET D, 7+VFNO L1 T/3y 717 Cisco
TACIZEESNDH Z &, B —E AN =~ N test vdd option 0x0 6 ® H /7 & show
controller 0/0/0local D N ZHER L ET, L1 hL—=2271/ (4023—) ZBHL T
<&,

%i%hélﬁliﬁ&% LRROv ZZ2RNE LR, V—2PHEB L TEET 201 E 5 afk
BLET, TNTHEIELRWIGEIL, SFPEHERy ) A—T7 EITHAL THE
‘/9‘«0

FERE : =2 b — T 38 L T T % show controller vdsl 0/0/0 12 DSL U > 7 7 A KL FER
EhEd,

ElER : REAL LT,
+ show controller vds 0/0/0 local /% Running FW = System FW % &/ ~9 5 Z L 2R T 5, £

) TRWEAIE, FW 27 » 77 L— R L. shut/no shut g0/0/0 #3{7 L £7, DSL SFP
Ty =L xT DT v 77—k (373 X—=) #BRLTLIEEN,

«DSLAM Tx¥ U7ty F2 (22 ha—F vdsl 0/0/0 T) —FT 22 L 2R+ 5
cRENLEHINTEEIEZ. DSLAM A v ¥ —7 = A A5 FiHT %

« DSLAMAID /R T — 27 M VEERE | A BerikGE, 7'v 7 7 A v, #fFE— K, VLAN
7p RIS 5, —% DSL 2 hr—Z I TIL, auto E— KRBT 74/ FTHY
Ty UT 2y bERE, REIILESHY A, B DSLAM 8 POTS O A% PR — K3
256, v V7t b ad3 ICRETDHZIEEHERLET, T 740 FTid, a43,
ad43c, b3 BFF A ENTWET,

« DSLAM 712 7 7 A LTI, VDSL2/ADSL22+ 2k, $R—FEnNL a7 7 AL, &
BAREOHRNEENTNDZ L 2R LET, DSLEREDOER 365X—) OEREZZR
LTL7Z&EW,

« service internal =~ > K test vddl rawcli " basic show summary 1" %@ L CEfAT25 &
AT —H AN Idle/Handshake/Training 2> 5 Idle IZFR 275>, £7213 1dle TRAX v 735 &
WY ET, ldle lZHDLYAETE, DSLAM 70 7 7 A VORELFMALET, A¥ v 7
TOHEIE, L1 7y 7n 724 LET,

* DSLAM OB ENLIFHERE L CWbDERUTHY, A1 A—YDT v 77 L— g, £
TAZH LWSFPOEFZIZay b —IR3BE@ L W ThrxIvo— g UREITINA
WAL, ROFBRE S 2 3| TR L T &,

*SFPLED A7 —# A
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I Digital Subscriber Line :

FORILMAE R

psLo k5 TLva—7425 |

* Capture show version, show running-config, show run all | sec controller, show interface
gigabitethernet 0/0/0, and show controller vdsl 0/0/0 local.

cEZDONAEMEE ATt S ERME U4, writeerase AL, L—FZ Vo —RL
9, T, ZOTAA AR ENTWS DSLAM A % —7 = A A% shut/noshut L.
SFP & 7 —7 NV ZEHERY 4L £,

ME: 2 he—J3B@HL T —ErBA 7 LTWVND,
B : AR LET,
* debug vdsl ZHNZ L TT /3y 7 L, Cisco TAC L 3H7 5,
cBERIO BB OBIEREL Y 7 MU =T A=V a VEREMET D,

e EZLNAENER Aol e AR L=, writeerase 23 L., L—HF&EJo— KL
T4, /2. ZTOTAA AR SN TWD DSLAM A » #Z—7 = A A% shut/noshut L,
SFP & r—T7 NV AERERV L ET,

« Y] 72 datak9, securityk9, I X U'network-advantage 7 4 B ANET L7 T4 T MO
FHCHMZ22TNHME I D EMRLET,

SR8 : show controller vdsl 0/0/0 T DSLAMup D707 7 A L RH Y 2> b —F [TR# L T
WA, XAV TIXIP ZHfF L TR

EIEK : kalLET,
o JL— N DR

» debug dialer DHNEZFXT, HFHR/EHE I N TODEINE I NEHRELET, ¥4 TYTD
TA RVEEERT Iy ENDIGARIE. XAXYTOTA RAZA LT T NEEFREL
FT (F7HV NI ROMT, +ofERETT) |

* PPPoE #h—/N & PPPoE 7 7 A 7> N/CPE D& J71ZSW 7 A £ A (datak9, securityk9,
B L U network-advantage) 3% 5 Z & ZMER L £,

cWIT, BERET DA A A Y IREEZRLET,

interface Dialerl

ip address negotiated

no ip redirects
encapsulation ppp

dialer pool 1
dialer-group 1

no cdp enable

ppp authentication chap callin
ppp chap hostname WORD
ppp chap password 0 WORD
ppp ipcp route default
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Digital Subscriber Line : 72 )LIMAZER |
B ossorsonva—s0y

|
ip route 0.0.0.0 0.0.0.0 Dialerl (or any route that works in user environment)

¢ PPPOE H— SDFFF 7 LT S ¥ LS PPPOE 7 54 7 h&E—BLTWAZ L 2R L

F9,
« DHCP ZfEHT B EIE. V— N2 — AT B0+ 50T7 RLVARH D Z xR L
¥,

e Ny NEZELEGAICT Ny 732512k, ~y F=¥ R/E 7 L— % T debug ppp session
& debug ip dhep server packet detail Z 202 L EF, /L— 4 T debug ppp session & H NI T
2o

s FREOFIATRIBEZ R TX 2o 2801, ERROTRXTOT Ny JEREZROESR &
& 17 Cisco TAC IZHEfIE L T &0y,

« show version, show running, show run all | sec controller, show controller vdsl 0/0/0,
¥5 £ UY show controller vdsl 0/0/0 local @77

* service internal =~ > N @ test vdd rawcli " basic show summary 1", basic show summary
1. B XU test vds option 0x0 6 D H /)

* DSLAM DR E

Ll hb—=22ulLl ho—=2 271y (402 %—) 2R T FE X0,

s EBEZ LN ABMER . ERon 7% A TIRIET D 72 OIIAFEICINEE LU=, write erase
ZRL, €7 —F%2Ur—RFLET, BEMIZIE, PPPRRETHAYIA X —T =
AAZHFRL TS ) —FEEHLET, REOFEE LTE, ZdD/N—% DSLSFP A
VH—T oA RTHHE STV D DSLAM A % —7 = A A @ shut/no shut Z73 L F 77,
S5, BEEYID 3B, Blor—% (HHAREREE) CTIZ O SFP ZHGEL £
T, BETAEAIE. WU —% THEEDSFP #MFE L £ (SFP £7213/1— % ORTED
ARV IARZET)

BB : o b —I03@ELTEBV XA Y INREEBILTWDIN, XA YITNIP ZEELTH
WA FRREIX PAP TOAMEEE L. CHAP TIdHERE L £/ A,

BRRE  ROLOIRTFTIINHHE LET,
show controller vdsl 0/0/0 7 showtime % 37~
show pppoe session 73S S 417z PPP & v 3 3 V& FRoR,

WIS, BT 7 BART A FTIINA L RENTWNDZ BN ETH, ZNTHLXA VT
EX AT DPAPHETIP ZHSLFEHATLE, LA L, PPPoE % —/S—|TlZ CHAP 28
HERE L £ A, CHAPREGRIZARII L, T34 Rack b#ERENE L=, PPPOEZ 7 A 7 b/
TNRA Z[TIP AL TOER A,
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| Digital Subscriber Line : 7<% LA E#
psLo k5 TLva—7425 |

debug ppp packet [LT X THIEF THHZ LEZRLELEDN, IPEZEFEGLTCWEFA, =
DX RGET, WO X IITHMC L TEHR L £7, debugppp authentication #H%hZ3 %
L. chap Ny Ry oA IR LT, VW—F 27 T4 b (FTIHMEEDIOS/L—%) Tchap
ICTF 74/ hDOBE—HVRA MABPEESNTODEEA, BT s 0ENH DL —F CLIT
RESNIET—=HNBRA PLIZIEDSWVTREET DT A R/ 7 TAT > MT& T, BIORIT
NHoOTZ LIZRIL ZERHY T,

config t

service internal

Int Dialerl

no ppp chap ignoreus

no shut

exit

FEAIICOWTIE, PPP CHAP RERED BB L ORED Y 7 2B ML TS IZE 0,
https://www.cisco.com/c/en/us/support/docs/wan/point-to-point-protocol-ppp/
25647-understanding-ppp-chap.html

BRE: 2 Fe—I0BBE L CWALEICA A YT IXIPZESE L E Lz, ¥ A1 Y 7 % self-ping
L7V, PPPoE — "—% ping L7V TEEHA,

%K Kz LET,

« W72 SW 7 A &2 A (datak9. securityk9, 35X U network-advantage) 7% PPPoe —/\&
I AT MOWMGFTHMMI > TWNDHZ L2 LET,

*PPPOE 7 7 A4 7 bt v arTiomp DANIR>TWENE I EMHRLET (77
AV A MNRETHENILET) .

« debug pppoe session T pap/chap 7@l & —EH L TW\W5H Z & ZiER L £,
« show pppoe session should reflect session (¥ A ¥ 7 & DT 7B AL T 4 2 7)

*PPPOEE v ¥ a v DT Ny Z DG IROETT N TOIOS 7T v b7 4 —AlI@ L %
9, https://www.cisco.com/c/en/us/td/docs/routers/ir910/software/release/1_0/configuration/guide/
ir910scg/swpppoe.pdf

g0/0/0DSL A > X —T = A AZAXT 4 v 7 IP Z#H L, DSLAM & E'7 % ping TX %
NE I D EEZR L £ 9 (DSL SFP OMEZHET H720)

WIZ, HAHY72 PPPOE H— 3 & PPPOE 7 7 A 72 b DRt 4 5 LE T, PPPoE H— 3%
CiscolIOS XA A ThHhAHZ L Z)Sﬁﬁi%fj‘o

PPPOE Server

ip dhcp excluded-address 41.41.41.1 41.41.41.9
1

ip dhcp pool 41-41-41-pool
network 41.41.41.0 255.255.255.0
default-router 41.41.41.1

lease 2

1
username dslpeer password 0 dslpeerpass
|

bba-group pppoe global
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Digital Subscriber Line : 72 )LIMAZER |
B ossorsonva—s0y

virtual-template 1

|

interface GigabitEthernet0/0/0
no ip address

media-type sfp

|

interface GigabitEthernet0/0/0.1

encapsulation dotlQ 1 native

ip address 41.41.41.1 255.255.255.0

pppoe enable group global

|

interface Virtual-Templatel

ip unnumbered GigabitEthernet0/0/0.1

peer default ip address dhcp-pool 41-41-41-pool
ppp authentication pap chap

|

>>>>>> Add routes as relevant, next hop being the IP that Router Dialer acquires
!

ip route 10.0.0.0 255.255.255.0 41.41.41.3 >> dialer ip, change as necessary

PPPoE Client:

controller VDSL 0/0/0

Carrier-set a43 >>> Can set to whichever [a43, b43, a43c, v43 depending on DSLAM
support]

interface GigabitEthernet0/0/0

no ip address

media-type sfp

|

interface GigabitEthernet0/0/0.1
encapsulation dotlQ 1 native
pppoe enable group global
pppoe-client dial-pool-number 1
|

interface Dialerl

ip address negotiated

no ip redirects

encapsulation ppp

dialer pool 1

dialer-group 1

no cdp enable

ppp authentication chap callin
ppp chap hostname dslpeer

ppp chap password 0 dslpeerpass
ppp ipcp route default

|

ip route 0.0.0.0 0.0.0.0 Dialerl

fIRE : DSL F 7 7 ¢ v 7 B LIEL K OfIdudilE L TWE Led, 209 BICHEEMES 720
£

&R - RaR LTI,

«DSLAM 7’2 77 A )LD PSD, N R7FS VOB ENMREIN TSI 2R LET
(X o84, #AEL LCld/b—4% DSLSFP L IXEBRTHD Z L TT) o

«Cisco/—H# DSLA v F—Tx A A, XAXYTA L H—TxA A Tiparp ¥A LT 7 MR
FlELEFONRTNDZ 2R LET (ZHUX. FT7 74 v 7 BER LTV L5E0MEE
RFIZHRFICRAL B ET)
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| Digital Subscriber Line : 7<% LA E#
psLo k5 TLva—7425 |

\)

GE) WoavwrRiE, NI TNva—T 4 U TITENORERH Y £77,

AE—T A ADAT—HF R :

Routert#show ip interface brief
Use this command to validate if Dialer acquired an IP address

A XN DARAT—H A
Router#show inventory

B At A A e o O o
INFO: Please use "show license UDI" to get serial number for licensing.
B At A L A e L O e e

NAME: "Chassis", DESCR: "IR1101 Base Chassis"
PID: IR1101-K9 , VID: V03 , SN: FCW23500H5X

NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: V03 , SN: FOC23473SRK

NAME: "module subslot 0/0", DESCR: "IR1101-ES-5"
PID: IR1101-ES-5 , VID: V01 , SN:

NAME: "subslot 0/0 transceiver 0", DESCR: "GE T"

PID: SFP-VADSL2+-I , VID: VOl , SN: MET2023000A

Ignore the description, it will always reflect GE T for all ISR Router SFPs
PID and S/N are what matter

FITHOY 7 Ny =T OFMEERTHa v R

Router#show running-config all
Router#dir flash:

Router#dir nvram:

Router#show version

WIZ, BRI =2 a v DAT—H AL TET Ny 7 a<wy ROW D ERLE
7,

Router#configure terminal

Router#service internal

Router#exit

The following test command will reflect auto-negotiation status:
Router#test vdsl rawcli "basic show summary 1"

Link time Rate US/DS Mode Status Annex TxPkts/RxPkts

4 1097/12491 ADSL2 Showtime AnnexA 0/0
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B - <zeonzmEm

Digital Subscriber Line : 72 )LIMAZER |

< HFEoNSHER

ZOHETIE, E<HEELNDI N OnOERICH T AEIZ AR LE T,

B : 22 ha—F THIED Annex & 71 7 7 A JLIZ VDSL2 £7-1% ADSL22+ 23 ET 51
X E D THIE VT,

[B]% : /L'—# DSL SFP [T auto E— RCOABHELET, SFP 2 v —J I TRET H4
Taiib EHA, BEIZIDSLAM I TOLRLTS Z &N TE £,

B . RETAHI fu—F ADSL AT a v RH D FH AL

[E% : Controller vdsl 0/0/0 1%, Cisco IOS-XE #fh &K CHmD4FTd, AL CLI N4 -_TD
DSL 7= k=L (VDSL2, ADSL2, ADSL2+) IZHZITY,

B RETDAIM A VX —T =2 ABRH Y FHA,

B 2—VREHDODAIM A v Z—7 =4 A LH Y £ A, Controller vdsl 0/0/0 & DSL SFP
WAN A X —T A A g0/0/0 DT XRCOREA T ar DY T H—T oA A LT
T a T, ATM 2347y MIDSLSFPIC K> TR SN, A —V %y 4y M & L THME
AN FET, Anmnex A, LBV R— XN TWET,

B : show controller vdsl 0/0/0 D kL —=" 7 1 Z)ERE L CWEH A, BRBAZEILT D4
TarnbEHi,

HE: 2047 va i, cllx 77y b7 4—LHHTHY, /L—F DSLSFP TidH D 1
o W—HETT 9 N7 —ALLIDT RNy ZIZONWTIE, RESHRLTLLESWY, LI hL—=
vra s (402 RX—)

B :DSLSFP 7 7 — AU =TI X TCHA U a— R TEE90,
E% :

1751 I TIE, AZ > R7 22 FWIXI0S O Flash:. mSATA. 3 X WNusbflash0: Z N L TT v
TV —RT&F T, DSL7 77— 0T %27 v 7L — RT3, RESRLTLLEE
VW, DSLSFP 77 —AT 7 DT v 771 —K (373 2—)

B : ADSL2 Annex L 28H{EL TWEH A,
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| Digital Subscriber Line : 7<% LA E#
s<xeonszn

Bl%Z : DSLAM 70 7 7 A LR EDE Y b L— b RFAISNZELWL— N THD I L 2 HER
LEd, W—F DSLSFPIZHEIT—RTHDH7-D, KZKbmW\WEy hL—hD7 a7 7,148
Iy —hLET (FOEH, ZHITEIC DSLAM REDOHFHEIZ L > THREY ET)

B : Annex-L Model (IR — b ENTWETHN, Mode2 1TV HR—FEINTWETA,

[A%Z : DSLAM R ETHR— FENTWRWE— /70 7 7 A VN> TN A D
LEBERELET, UR— FENTOBHEEICOW T, DSLEEREDHHRE (3653—) 2#BK
LTLIEEN,

B : ADSL22+ T, N—Z hH A X (=27 L—FEEE/LL—R) DK 5500I123%
TEINTWBEA, FAYINT7 T v 7 LETET,

BZ&: XA YTNT7 T T LTNWDIEAE, 707 v 7 AN —A%%(F LTV 5AHEMHE
NHY, @ML—F DX TUARN)I =LA NT T4 v 7 ERBTEEHATLE, XA VY TRET
ip keepalive ZMEZNZT 57, 7 7 4 /L b D keepalive Z g KIEIZH| & EIFE7,

B : PVC DFF AT
EZ: 8

B : 2 b —TORENAMIRY EFH A,

B% : REEZHMNZT DT, avbe—F ar7 4 Fal—raryE—RF2ETLET,
EERE LT, avha—J f U F—7 A A% shut/noshut ZEfT L E§, #HMEL LTI
hEar he—IREET— K0 [T LIRS Z KT 208N H Y £9, DSLAM 23
Tua T ANFEREL L TWA I EEERLET, YAR— PSR TWAWER/ e 7 74
JAINY Ry oA 7 B BESEDARENNH D720, HIBRTOLERH Y 7,

BRI : ADSL22+ 22 b —F OFKE T, KN—R b YA XOFENHII /2D /A,

E% : nrt-VBR 7213 1t-VBR 3R E T 53 v'—Z7+/L—F (PCR) LHirAlfER /L L —
F (SCR) D& ﬁ@%ﬂﬁf%héﬂfwi# F v a DRk —Z M4 X (MBS) 1%
PR—=FINTVEREA,
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Digital Subscriber Line : 72 )LIMAZER |

BRI LI TR 70l OX%y TF YR AT AN T L, R0 ORBIN» Y £97,
show 2= RiZHERE L £H A,

[E% : debugvdsl controller 0/0/0 dump internal folder name % E1T4 5 L, 1ZEAEDY AT A
Uy —2RNHBEINET, TOTHOELEsyslog b ForENET, ZHE, ar be—J00R
RIS > TUISE T T2 ETITK 10 0000 £F, 7 rE ZDOETRHTEEEIC D> Ta v
k21— 2% shut/no shut Z#: VK LET, “DOF7 27T 4 EF L TUIMALABRNWTL S0, 52
TL7/5. syslog T DONE] ZHEZR L. shut/no shut g0/0/0 D717 MINFREINDH I L&
MR LE9,

BR : B LV SNMP MIB [HBM S TWET

E% : U VU—2A1751 Tk, kO ADSL2+MIBS 2V EA I E L,
*1.3.6.1.2.1.10.94.1.1.4.1.2 ADSL-LINE MIB:adslAtucChanCurrTxRate
*1.3.6.1.2.1.10.94.1.1.5.1.2 ADSL-LINE MIB:adslAturChanCurrTxRate
*1.3.6.1.2.1.10.94.1.1.2.1.8 ADSL-LINE MIB:adslAtucCurrAttainableRate
*1.3.6.1.2.1.10.94.1.1.3.1.8 ADSL-LINE MIB:adslAturCurrAttainableRate

B : SFPNLV—HF TAZ v 7 LTWET,

BEZ : ZHUTIR1II01 OHWET IV THEAT L AHEERH Y £3, Aim 7 L— FBAEFEINE
L7,

SFP 7 v % (§XT? SFP & [RARID) EEICEY 5 121E, ROFNEIZHEVET, SFP O
Ky M) A—TEFTTHHEEFE. ROFINEEZFITLET,

Ty FEHNL DTy EHENT D) | 45— 90 BT £, MULAT0, MmEICHE L
720 LT 72 &0y,

c r—TNERVNLET,
« SFP #HL W 4 L E 7,

A

AR OSFPAATLHLEE, my s SNl 2 ETHRLET, r—7A%ELIARL, TvTF

ZHCET, O —EZ Vv 7 EMMIAET, Ty FEAEBICT LA EBIRL, L—2 D
O SFP 23372 < 720 £, FREEK E LCid, AiE 7 L— 2BV A LT SFP V4t L &
—g—O
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| Digital Subscriber Line : 7<% LA E#
avrn—35z7—42 2vt—3 ||

A O—F5 RT—2RA AytE—

Z DIATIX., show controller vdsl 0/0/0 2~ ROFEEALRH A v E—IJIZ OO0 TR

Eﬂ ]\/ij—O
ROFxEZMLTIIZE0N,

HAAYE—D

FiEA

Controller VDSL 0/0/0 is UP

oy he—7 ORkE

Daemon Status: UP

PN#B 10S DSL 5 —& o DR HE

Chip Vendor ID: 'META' 'BDCM'.

SFP Metanoia 7 > 7[5 #

Chip Vendor Specific: 0x0000 0x0762

EEPROM 7' 11 /' X > 7 C SFP Metanoia & v
THEMNEZIAEND

Chip Vendor Country: 0xB500 0xB500

SFP Metanoia 7 > 75 #

Modem Vendor ID: 'META'

SFP Metanoia F v 7 [

Modem Vendor Specific: 0x0000 0x0000

SFP Metanoia 7 > 75 #

Modem Vendor Country: 0xB500 0x0000

SFP Metanoia 7 v 7 1

Serial Number Near: MET2023000A V5311TR
1 62 8463

SFP Metanoia 7 > 75 #

Serial Number Far:

SFP Metanoia 7 7'1E#H, ZEOHE XA,
Serial Number Near 3.0 55 72 i

Modem Version Near: 1 62 8463 MT5311

EFT LT 7— LY =T

Modem Version Far: <value>

ZZDOLHEITTEHR, FFED NearN—2 3 VN E
3

Modem Status: TC Sync (Showtime!)

LISFP HEl % Y = —3 g VAT —H A%k
T~

SFP 73 shut/no shut DIH4E. IO BB T T —
arv U= UANRFRENET,

Idle, Handshake, Training, Showtime! Showtime
FHBIR T o —y g VBN T LD L &R
LET,

DSL Config Mode: AUTO

W2 AUTO =— K, ADSL2/2+, VDSL2 [l iT
RIETDHRFED CLI 72 L

Trained Mode: G.992.3 (ADSL2) Annex A

ITU & Annex # A 7 % B
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Bure—-yoy

Digital Subscriber Line : 72 )LIMAZER |

HAA Y= BL)]

TC Mode: PTM ADSL2/+ DGETH, FIZ/r v MGkE—
K, SFPIZ T TIZATMZ A —VF > h 7 L—
LZEH LTS,

SRA: enabled enabled. F 7 3V N TIEAED

Bit swap: enabled enabled. F 7 v N TIEHER)

1rL—=24504

TNA AR ET DI, ROFIEEZFETLET,

Router#configure terminal
Router#service internal
Router#logging console
Routertfexit

TNy TaRET DI, WOFIREZFEITLET,

Router#debug vdsl sfp debug | error | event | info | packet For SFP level debuging
Router#debug vdsl controller 0/0/0 dump internal {dir} For L1 debugging

LI Ty 7 X TSNS & RO KD ITRRINET,

$VDSL_SFP_MGR-5-DUMP_START: Dump internal info started on interface GigabitEthernet0/0/0

| &

BEER COBRTRTNARZERATEFRA. ETTHIETHIORFELET.

ZORFRT, RO EIITFERSNET,

$VDSL_SFP_MGR-4-DUMP_DONE: Dump internal info done, please shut/no shut on interface
GigabitEthernet0/0/0 to recover

T R @ OBEE— FIZEET 5123, KOFIEEZFETLES,

Router#configure terminal
Routerf#interface g0/0/0
Router#shut

Router#no shut
Router#exit

bootflash: IZRTFESNT=T 4 L7 N ul 2 A a2 gt L £ 7,

\)

GE)  HLvwa 737 Ny Z2BET 570N, BEFEOHFRICEMT 20 TIER<, LT »

L7 FUICRFT D LR L ET,

Metanoia SFP 7 /N v 7' < REFHZT HI21E, RO FIEEZETLET,

Router#configure terminal
Router#service internal
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| Digital Subscriber Line : 7<% LA E#
urL—=vsn7 |

Router#exit

Router#test vdsl rawcli “basic show summary 1” This command shows the L1 auto-negotiation
status

Link time Rate US/DS Mode Status Annex TxPkts/RxPkts

773 1089/23628 ADSL2+ Showtime AnnexA 470/338

Router#test vdsl option 6 0x0 If functional, State = 2 should display. This command shows
basic L1 bringup of DSL SFP and it's states. Provide to Cisco for L1 troubleshooting.
Debug flags: 0x8000

Seq 0: slot=0 slot port=0 bay=0 port=0 Name:MetaMgr0O 0 0

MetanoiaPort=0 SFP type: 1 State: 2 cnt=855

MAC:00:00:00:00:00:00 Choice:0

hw interface:GigabitEthernet0/0/0 sw interface:GigabitEthernet0/0/0

Firmware file: /etc/SFP_V5311-T-R CSP.b, size=491520, version=1_62_ 8463

SFP version: 1 62 8463

Notification Seqg: 0xl cnt: 0xB3 Stat Cycle:255

VDSL State: 5

EBM Tx: 21039 Rx: 21031

EBM Wait Timeout: 8 Rx Loss: 0

G994 vid CO: BDCM CPE: META

Serial No CO: CPE: MET2023000A V5311TR 1 62 8463

Version CO: CPE: 1 62 8463 MT5311

Capability CO: 000000000001000000 CPE: 000000000001000000

Line Attn: UP: 65535 DOWN: 13

SFP Uty hTH7HDOE b
« BIAEAYITIE, g0/0/0 shut/no shut IZIF & A EDOEEICEHEL T (e, 77—2 U=
TT v T TL—Rt&k, Ay FOIRZRE) |

SFP Z/— KU r— R4 2521, ROFIEEZFEITLET,

Router#hw-module subslot 0/0 reload

IOFTvasit, V7 MU =TEV 2 ARGy T Ay MRKEZRTIICY m— FLE
T, L7z o 7T, #EN telnet/ssh iR DIGA, 1 =207 7B ATERLARY, Ry 77X
U723 XT D messages/syslog 3 H ) L E T,
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Digital Subscriber Line : 72 )LIMAZER |
Bure—-yoy
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592 =

TORAITN FEH

ZOFEF, WO THMEINTHET,

« T NAT N REHE (O0B) OEE (405 ~2—)
«O0B FARzY (405 2—)

« FERBICEA T 2 E (406 ~—2)

+ Q0B D% E (406 ~~—)

TORATNDFEHE (00B) OME

AG IZBEENRE LG AR A CE DICILEM AR T 5720, 00BIZIZ2 5D —F & F
EHTIARDUSB 7 —7 NV THRT D2 HEMHESNTVWET, ZHUCED, L—%AD
USBAR— hZ/L—F BDUSB 2 Y —/UIZHHE L TL—F AP —ZBDa LY —)LiR—
MZIT 7 RBATEDI0, TU AT R R CE £,

Z OREREIZIOS CLI THEETIMENH Y £3, 2—FIIRD/NL—2 D USB =Y —/LIT tty
mI#R (/dev/ttyUSB) #XHH T U /N— R telnet ZFATCTX H L ERH Y 77,

11l

4

00B ~7hA Y

WORIZ, 2 5D IR1101 V—F B OR824 R LET,
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7Y RF TN FEE
| R

X 82: bAROD

Router A Router B

si @ P :‘ﬂ s _'t'"_"_ =

.[T.]!L______JL——————‘
L @ @@

FOHFEWHIT, USB20Z A7 A5 USB20 S =USBZA 7 B~DFr—7/1LTF, IROF
FEIZOWTIE, 2O FRePE2SRBL TN,

HEREICEET 2 H

BEN—F BFRET DN, WM TDON—Z DA U T LVREZHERLET,

line con O
stopbits 1
speed 9600

\)

GE)  IRIOI OEEICISEL T, T 74 FOFR—L— ML 9600 £ 7-1% 115200 (1272 0 £,

* Plug and Play (37" — F &S TWEH A,
R

+OOB [Z, USB &"— FTdH % async0/2/1 TOHKERE L £3°, Async0/2/0 (X IR1101 DU T
A B —T 2 A ATT,

ERNZ T —7 NV EWRO AT 2 0ERH Y F

e

o« ZOEREA T T 51X, TCtrl-Shift-6) . x) . [disconnect] DNEIZH L F4,

AN —
00B DX TE
=2 A L—H BOHFNZOWTIERIOREZSR L TLZ&W, L—X AnbL—X BDa
U= T 7 AT AR, kOFEEZETLET,
N—H A DEREZRAL, ROBREEZITWVET,

interface Async0/2/1
ip address 20.0.0.1 255.0.0.0
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| 7ortIny rEm

encapsulation relay-line
|

line 0/2/1

transport input all
transport output all

FR S OWENRL—FBOay Y — L ERIUTHAZ L EHERLET,

IR1101-A#show line

Tty Line Typ Tx/Rx A Modem Roty AccO AccI
* 0 0 CTY - - - -
0/0/0 2 TTY 0/0 - - - -

0/2/0 50 TTY 9600/9600 - - - -
0/2/1 51 TTY 9600/9600
74 74 VTY - - - -
75 75 VTY - - - -
76 76 VTY - - - -
77 77 VTY - - - -
78 78 VTY - - - -
79 79 VTY - - - -
80 80 VTY - - - -
81 81 VTY - - - -
82 82 VTY - - - -
83 83 VTY - - - -
84 84 VTY - - - -
85 85 VTY - - - -
86 86 VTY - - - -
87 87 VTY - - - -
88 88 VTY - - - -

Line(s) not in async mode -or- with no hardware support:

1, 3-49, 52-73, 89-735

JL—% A THEIBRE02/1 ZRELET,

IR1101-A#configure term

Uses

O OO O OO OOOOOOOF Wb b OB

Enter configuration commands, one per line. End with CNTL/Z.

IR1101-A(config) #line 0/2/1
IR1101-A(config-1line) #speed 9600
IR1101-A(config-line) #

Noise Overruns

0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O O O O OO OO0 0O0O0O0o0oooooo

=% ADIP (AR— 1 2051) %=L CT/A—H BIZ Telnet THEGE L £ 7,

IR1101-A#telnet 20.0.0.1 2051

Trying 20.0.0.1, 2051 ... Open

IR1101-B#

IR1101-B# <== to exit, press “Ctrl-shift-6”, then

IR1101-A#disconnect
Closing connection to 20.0.0.1 [confirm]

W

<

’

then

“disconnect”

oo oz [

Int
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5993 =

SCATS @ HDLC H7RK— k

ZOFEF, WO THMEINTHET,

« SCATS @ HDLC H 7R — R OMEE (409 ~—)
IOx TSV r— a3 L ORE (410 X—)
«SCATs 77V /r—3a VORER (413 <—)
s NTT NV a—T 4T (422 X—)

SCATS O HDLC H7R— F DI E

Sydney Coordinated Adaptive Traffic System (SCATS) 1%, #1552 BIT D5 S NAH OB 722

(A FATYUTNHEALD) AT eERTIEEERSBY AT LATT, DFED,
ZERIL (2 DAZFERE L OSSEMEAR) 1 U TR e ARsEs (A, REMEd Y. 4>
Ty b Y) OMHERAET, SCATS 1T, /L—FHHE0ZF DM OB K EE o —0 5
BESneT—ZIZn LT, 477U NLHBINICT T V2RO E T, SCATS X, #450H
FEOE Y —EMH LT, FEBOEFOFIEEL, v —R A N OBWiITEHDOBTE %M
MLUET, 'l h—id, —MRIC, BROMENISGRESNGFEL—T7 T, BHM1EtEr
F—FlmE, Sy aRF T, RO —E LR G, oS ESE ey A
O Y —ZEE O ERIICER CE E9, Hiljt =0 bIEINIEFRIZE Y, SCATS
TRy NT—2 NORZBEZDIA I 7 2HE L TRIGSES ZENTEET,

High-Level Data Link Control (HDLC) &, &~A > FY—&KA > b/ — REITREIT —% /7 v
NEARIETDHIZOD, T—XV 7 (LAY —2) Ya bhalOIVA—7TT, T—XiL, 7
RURAREZR 7 L— AICHE SN E T, ZOERL, o~ LF KA v by —<LF KA b
7'a kA &, RFC 1662 IZBUE S V72 HDLC 8o 7 L —3 7 e b a)vilg
B b %2 ¥ L7, HDLC %, PuifAMIKBRT et R (Ey s A%y 70 27) HEHALT,

XY 757Dy h2RZ—2N, 77 7WO7 40— FTERALRWE S IZLET, HDLC
T —ANIREPAERYD 9, 20D, suyF 7 HFRAOERMEE. 7L —20%EZEDORM
EWMAHT-OIZWERE (LAY 1) ITRFLET,

Z OF4REIE, T0S XE X— A D [oT /b—% CEH AIRE 72 BEF OB b L A ¥ — & A3 % 10x
T r—varyt LTCHEEISNTHET, YU TAr—71% L TSCATS =2 ha—7
EN—RIERRT HZEEAARNE LTWET, TV r—3a UWBIESTT S SCATs 71 k=
ST OWTIE, 4R TSI-SP-068 Tl &L T\ E 9,
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SCATS O HDLC #7R— k|
B oriur—vavore

WORIL, #RIE7e SCATS ZZ@HIEH A v NU—2 77V r— a3 ORITT,

Traffic Signal Controlier

RTA Transport Management
Centre (TMC)

Logic Module  D'SL Reyter

Traffic Signal Controller

DSL Router
Logic Module

Telecommunications backbone
network

TMC Firewall

Regional Computen

Hote:
In the typical application, the DEL Router resides inside the

Logic Module traffic signal controller housing.

LD TiE, IR1101 23 DSL /bv—# O#%E| % JL7- L, Traffic Signal Controller (TSC; A5 5l
) NV TNA L F =T oA 2% L TER SN TWET, TSCIZHRET 5 &, V—F I
Ay br—=7n6% A D ZHfF L. SCAT @BREY —/S—(Tiiik L £, SBREY —/S—(3,

IPLAR—FEELISON 77 A NVENLTIOXT 7V r—ya s, 10x 77V r—
a UIMEBRTEX DR KA 3 DOFFAT—_"—2HETEET,

POREY—N—(X, A FID ZZETHE. 2O A N IDIZ—ET 5567 5D SCATs Hulg D

I a—HZ P EAR— b EAL—ZISELET, TNLEDOTXTOMEEIL, TSC 2> 5 Ml
I 2 —F ~NFBEIITOINET,

J—HI%, 2 O50F— R (HDLC &JEHDLC) #fEHALTTSC L@fELET, 4 oD U T L
RENEAARET, a—HW—F, 77V r—a VI SN 5 2 FH D ISON 7 7 A L &4
LCREEZANELITEDCTDEZ LT, FHATIREERINTE £,

THRIOXT U r—varThohled, 77V r—varvigik, IET 7T 0 7k, 2k
TUvAVARN—NTHIET, ZOMREERSICCEES, 77V r—vavid, Elia—F
N=x—VxEEHLTCRERINET, 77U r—a oA X3 50MB, CPU X400 =
=y k., AEVIX128MB T,

I0x 7 74— a3 VDETE

10x Local Manager ~D 7 7 Z A &[T HI121%, IROIVEHEAFAT L EF, 10x Local Manager
ZEMT 2L T AAN VAT LALEOTF V) =y a Y OFR, fl#ll, E=2. F T TN
Va—T 4V, BLOEETAIEIERT VT AT 4 BFITTEET,

| B

EE SCATSIOX 77V r—3 3 0%, #5H VPN ORER L OEIM TV ER A, BfEIC VPN
DB RBEEIE, 77V r—3 a A0 IR1101 TIOS XE # /L C VPN 2R E L TL 2 &
Y,
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| SCATS & HDLC 47R— ~
x ot [

A\

GE)  WOTFIETIE, IPHTTP 2~ R I0x #HMC LEFAN, 22— — X WebUL IZT 7 & A
L C IOx Local Manager (285t C& 5 X 912720 97,

I0x DEZE

ROBEEAT o TIZS W,

Fg

ARV KRFERETI a3 Y B#J

AT w1 |enable KHE EXEC T— REAHT L £T,
fl NAT—REANLET (BERENEZER)
Device>enable

AT w 72 | configureterminal rTa— )L a7 4 X2 b—3ay B— FEEG
15“ : L/iﬁ—o
Device#configure terminal

ATy T3 iox I0x Z AN LET
1 -
Device (config) #iox

RT w7 4|ip http server IP £721X IPv6 ¥ AT L LD HTTP —/"—Z %)
15“ : /ﬂ: L\i@—o
Device (config) #ip http server

AT 75 |ip http secure-server ¥ 27 HTTP (HTTPS) H— —% A 3 —7 /L
1 - LET.
Device (config) #ip http secure-server

R T w 7 6 | username name privilege level password {0 7 | I —P = _R—=ZADFIFE AT b & a—P —DER
user-password }encrypted-password LUV B RESL LT,
1 TP =B ORFFHEL VT IS ITRET D HERH
username admin privilege 15 password 0 admin 4] jf?fo

RFwF7|end A B =Tz A AT 4 Fal—ar F—F
Bl EHT L. FrHE EXEC £— FIZRD %77,
Device (config-if) #end
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. LA ¥ 3 F—4% R— kA~ VirtualPortGroup M & E

SCATS O HDLC #7R— k|

LA % 3 T—421KR— bA~® VirtualPortGroup M % E

BEOLVA Y 3T —HK— % 1 2L E® VirtualPortGroup %7212 > 7 FIZ—TF 4 7T
¥ 9, VirutalPortGroups & L' A ¥ 3 OF —XK— NI, B2 7%y N EICHHIMERD

nET,

FIE

AT RFEREIT7ZII Y

=)

ATy 71| enable F##E EXEC T— N AT L E T,
E NAT—= R AN LET (ERSNESE) .
Device>enable

X 7 2 | configure terminal sua—s\L ar7 4 Xab— gy E— Nl

1

Device#configure terminal

L/ij‘o

ATvT3

interface type number

1

Device (config) #interface virtualportgroup 0

AR —=T 2 A RAEHREL, A HF—T A AT
T4 Fal— gy EF— RFZBLET,

ATV

ip addressip-address mask
{5

Device (config-if) #ip address 192.168.0.1
255.255.255.0

AV B =T AP T RLAZHELET,

ATvT5

end

1

Device (config-if) #end

AV H—T 2 A AT 4 Fal— gy F—F
T L. B#E EXEC £— NICEY 7,

IOx BERAD ) 7ILEKR—FD

=JL ==

ax e

VU TNR— MERETHITIE. ROFIEEZFEITLET,

FIE

ARV RFERERTI VA Y

E:)

&M

enable
1 -

Device>enable

¥i#E EXEC T— &AL £,
NRAT—REANLET FEREINZEHE)

ATvT2

configureterminal

1

Ta—N)L ary 74X al—ay T— Neth
Li‘a_o
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| SCATS & HDLC 47R— ~
seats 7 7y r—2 a2 0ER I

AU RFERET7TIV3 Y B#)
Device#configure terminal

AT 73 |interface async number FEFRMA o F—T 2 A REREL, A VX —T = A
i) : AaryZ74F¥alb—vary ET— el ET,
Device (config) #interface async 0/3/0

R T 7 4 | encapsulation relay-line FEFMA v H—T oA 2% Y L—[EfRE LCEREL
{5 ER
Device (config-if) #encapsulation relay-line

RTw 75 end Ao H—=Tx2fAaAr T 4Fal—ar T—F
i - ZAET L, FibE EXEC E— FIZER Y £,
Device (config-if) #end

R T 7 6 | relay-line slot/subslot/port for modems R A 2 —T 2 AL 10X T SV r—a M
fi DOV L—EfRERELET,
Device (config) #relay-line 0/0/1 0/3/0

RTFwF71|end A B =Tz A AT 4Fal—ar T—F
i - E#ET L. FiME EXEC £— RIZREY £,

Device (config) #end

SCATs 7 7'') r—< 3 VD RF

IR1101 {2 SCATs 77V r— a3 VERBIT A%, 2 2O FERHY £, a—h L~ Fx—
Ox (7740 UD) £72I1X10S-XE (AT /34 A CLI) Wz fEHLE9,

A—AILTR—TXIZLBSCATs 7 T Hr— a v DER

Web —"—ZFZ L T —HF =287 25 Fla%E EIT LIESEEIEL, SVIIPT KL R EfEH
L TCIRII0I Web A > #—7 = A AT 7B AT&EET, https://<sviip>/ (Fi :
https://192.168.0.30/) ZfEH L. LANZAER Lica—HF—%2H L Tr s A o LET,

ATy 71 https/i<sviip>/
WebUI 2 7' A U INETRENFE T,
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https://192.168.0.30/

SCATS O HDLC #7R— k|
B ori=x—oricezseas 77— 3 0 R

AT wF2 [Configuration] > [Services] > [I0x] 75 [IOx] _X—VIZBE L 9, ROEEEZSZL TS0,

u divain Cieco IR1101-K9

CISCO 7 yeomrmen

A

MAT

Throat Dedorme

ATy T3 [FALa—Y—uar A AFREMHEHL T, Ciscolox B—Fh~3—Y v &AL E T (BT 78275
\ZIX, D URL % L £ 9 : https:/<svi ip> /iox/login)
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| SCATS @ HDLC 4 HK—

D—ALvc—SvickbseAs 77U r—vavnEs |
For best results use a supported browser v

Cisco I0x Local Manager
p
Username admln l
Password | sesse |
' Luq In

@ 2023 Cisco Systems, Inc. Cisoo, Cisco Systems and Cisco logo are registered rademarks of Cisco Systems, Inc. andfor its wtlnann
affiiates in the U.S. and cestain other countries. Cisco

ATV T4 [AddNew] %227V w27 LT, 77V r—varZRELET, 770V 75— a3 IDICARTZEI 4T,
TV =g T —HATDSCATs T 7V r—a o r—V %3N LET,

Deploy application x

Applcation 1d: scats

Select Application Archive | Browse... | SCATS_H.._09.tar
Cancel

ATFwFE [OK]Z®EIRTHE, 77V r—var N7y 77— RER, IRII0LICA VA =L ERET,
ATy T6  [Activate] 7 U v 7 LET,

Appicatons  AppGroups  RemoteDockerWorkflow  DockerLayers  Systeminfo  SystemSettng  System Troubeshoot

scats DEPLOYED
bukdit. dockerfiend
Tvpe

14.8% ©addNew £ Refresh

ATw 1  [Network Configuration] ¥ 7 3 2 > C. _EFED VirtualPortGroup0 i E A MR TE £9, [edit) 227 VU v 7
L. [Interface Setting] &7 U v 7 L ¥,
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SCATS O HDLC #K— k|

B ori=x—oricezseas 77— 3 0 R

alilis Clsco Systems
IS Caco 105 Local Manager

pleaticns  AppGroups  RemoteDockerWollow  DeckerLayers  Sysemliio  SysemSettng  SystemTowbkshoot  scats
Resoucss | ApCowg  Apiio  ApDaaDe  Lop
~ wesources
- Resource profhe Wetuwerk Confguration
Pt [~ - ok Conty
ou [ @ O% 0
Wermory T —
™ ® IC] e

Tatal CPU (cpu-units) 1355 (169%) Aval CPU (cpu-units) 1155 (300%) Aval. Memory (WA) 862 Aval. Disk (M8) 327 D (opcena)

Yok )[ Xomal
~ Advanced settings
‘Soacky "Gackat rn” optons t bt used whie soawng the contanec Thess w Srime 3chatin FEngs 380we.
 Peripheral Configuration
,,,,, Deveca Troe arme

© At perhera

ATFYT8 A HF—TxARXZIPT RLAZHRELET,

Interface Setting

s

®

IPv4 Setting

® () Dynamic () Disable
Static
IPMask  [192,168.06 ] i [24

Default 192.168.0.1
Gateway
1P
IPvE Setting
e ) Dynamic (%) Disable
Static

El. Cancel |

ATv79
ATv710

WHEDOT 4 RUTIOK] %27 Y 27 LT, Fy hU—7

s | LogOu | Abe

o Actwate Agp

oescrpon acton

e e

BIEETT LET,

[Peripheral Configuration] Z2 3~ = > C, [Device Type] |Z [serial] Z8&R L £7°,

aliabs 3o Syatems
€li25" Caro 10w Loca Manager
AppKCAtONS. App Groups Remote Docker Workiow: Docker Layers. System Info System Settng System Troubleshoot. scats.
Resources App-Config App-nfo App-DataDi Logs
A o hctivate App.
Resourcs prote = Retwork Contguration
e = . ek contg [
o@u [400 | @ cpunts 0% athd VRGO one.
Hemy 5 ] 28 Ao ek e
o —
‘Total CPU (cpu-units) 1155 (100% ) Awall. CPU (cpurunits) 1155 (100%) Avall Memory (MB) 552 Avail. Disk (MB) 377 = Peripheral Configuration
ame s sa -

ATv7T1N
IR T VBT, [OK] 227 U v 27 LET,

[DeviceName] T, U 7V L—E#ENR~ v B 7 SRS ¥ —T7 = A4 AR E5, &

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K



| SCATS @ HDLC 4 K—

O—hLTHc—Uvick s seAls 7Ty r—>a v o ]

Device Type: | serial v
Device Mame: [async1 v]
Label: l scals i
| & OK || % Cancel |

AT T2 [Status] 1Z1F, EIFEET OV T [Present] & FoR SHET, £ EREO [Activate App] 27 U v 7 L, EE
D 73—® [Applications] Z IR L TA A L _X—IIZRD £,

Hello, sdmin | LogOut | About
wlnalie Cisco Systems
€I$€0  (isco 10x Local Manager
ps Remote Docker Workflow Docker Layers System Info System Setting System Troubleshoot scats »

Resources App-Config App-info App-DataDir Logs

R
v Resources o Activate App

* Resource Profile * Network Configuration

Profile Name Netwark Canfig Description Action
1] ® cpu-units O% ehd VPG none adt
Mamory 128 Me I © Add App Network Intarface

il il ¥ Peripheral Configuration
Total CPU 11 Avail. CPU_ 1 e . -
(cpu-units) | {epu-units) (1 (M8) Device Type  Name Labe Seatus Action

sera asyncl SCats Present ed delete
—

¥ Advanced Settings
Spacify "docker run” options to be used while spawning the container. These will 0 Add Peripheral

overnide activation settings above.

form
Docker -

ptions:

[ Auo delet= contziner instance

ATY 13 T, TV = arinT 7T 47L& ET, [Manage] 7 U v 7§25 & [Resources] ~X—IC
R ET,

aliilis Cisco Systems.
€I5€O0  Cisco 10x Lacal Manager

Appications ~ AppGroups  Remote Docker Workfiow  DockerLayers  SystemiInfo  SystemSettng  SystemTroublshoot  scats

verston PRoFILE
14.8% QaddNew O Refresh

34.6%

AT 714 [Resources] ¥ 7 C, [App-DataDir] 7 V v 7 LE7,

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )



SCATS O HDLC #K— k|

B ori=x—oricezseas 77— 3 0 R

el e | L OL |
atliailis Cisco Systems
CI860  Cigen TO% Local Manager

System Info System Setting System Troubdeshoot scats

Resources App-Canfig Appeinfo fpp-Diatabic Logs

Curent Location: . f
HMarre Typa Sizw Auctiones

Qupload | fHome

SCATs # #){E =& 5121, authserverjson & serialconfig.json D2 DD 7 7 A LPHE T, TIUT LD,
I FTREZRFRGEY — /N —& | SCAT D 4 2DV Y TARED ENEHMNT H0%T 7V r—ra i
WELET,

Example of authserver.json file (1-3 auth servers allowed)
{
"auth_servers": |
{"ip":"10.0.1.13", "port":2012},
{"ip":"10.0.1.1", "port":2012}

}

Example of serialconfig.json file
{

"serial configurations":[
{"serial config":"enabled"},
{"serial config":"disabled"},
{"serial config":"disabled"},
{"serial config":"disabled"}

}

ATw 15 [Upload] %7 V v 7 L, App-DataDir |Z7 v 70— K357 7 A VEERL LT,

GE) /XAUX. authserverjson 35 X U serialconfig.json TH HMLENH D £,

ATFY 716 ERTHITE, [OK]EZ27 Vv LET,

Upload Configuration X

Path: [ authserverjson ]

File to upload:

| Choose File | authserverison

OF, Cancel

RATYT1 25D json 7 7 A /VHFIET HZ L &8 L, [Upload] #7 U » 7 LET,
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| SCATS @ HDLC 4 K—

ATy 718

ATv 719

O—hLTHc—Uvick s seAls 7Ty r—>a v o ]

felln adws | Loy Ot

slialie Cises Systems
€15€0  Cigco IOk Locsl Manager

System Info Syshem Setting System Troubleshoot scabs
Resources App-Config App-info App-Dakalir Logs
Cuarent Location:  .f
Marr Type Sizw At
KL T S0, '}

e

[Applications] ZER LT, AA > TV r— a0 X—UICRY £,
r—a BB L ET, [running now] & FRRINET,
[Start] 27 Vw7 LT, 77V r—va&RBLET,

alual Cisco Systems
€1SCO  Cisco I0x Local Manager

Appications App Groups Remote Docker Workfiow Docker Layers System Info System Setting System Troubleshoot  scats
scats

buldkt. dockerfie.v0

Tvee verston PROFILE

ascke 1

m 14.8% QAddNew 23 Refresh
O e

[Start] 27 U v 27 LT, 77V

AT —H AL, TV =2 ar BT 7T 4 7EENTNDZERRIN, ATV & CPUDFEMAE

RENET,

ATy 720 MEEZ NI TNV a— T 5HI20%, [Managel 27 U v 7 L, [Logs] ¥ 7 %27 Vv 27 LET,

ATy T2n

aluali Cisco Systems
€I5€8  Cisco 10x Local Manager

Appications App Groups Remate Docker Workfiow Dacker Layers System Info System Setting System Troubleshoot scats
scats

oo version pmoFILE

m 14.8% QAdd New | Refresh

» Start @ Deactivate

T = a rhbOnr 7 SCATS log* IZRIFEIL, R—A N~ R —V ¥ b H U a— RTEE

—gr—O
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B osxecuzmmLESA 7T~ 3 0RE

aliilie Cisco Systems
€I5€0  Cisco 10w Lecal Manager

Log name Timastamp

SCATS O HDLC #7R— k|

e, admin | L O |

TV r—va vy EEIE U THIBRT AI2iE, [Stop]Z 2 U 7 L. [Deactivate] 33 & OV [Delete] 7 U » 7

L\ij—o

I0S-XECLI (R L1=SCATs 7 7 1) r—< 3 > D EH

WDAT v T HRFITLET,

FIE

ARV RFERRERTI VA Y

E[:)

ATw 1 |enable
i -

Device>enable

ke EXEC T— F&EAIC L £,
NRAT—REANLET (EEREINEZHE) &

ZFw 72 |configureterminal
1

Device#configure terminal

ra—\)Lar7 4 ¥al—ay T— Riith
Li‘a‘o

AT w73 |app-hosting appid app-name
5 -

Device (config) #app-hosting appid scats

SCATS T U r—va v &% EL, 77V r—v 3
varZ4¥al—ar EB—REHBELET,

A5 74 |app-vnic gateway-number virtualportgroup number | 7 7Y r—vay A LA —T = f RET T fr—

guest-interface number

151

Device (config-app-hosting) #app-vnic gateway0
virtualportgroup 0 guest-interface 0

TarDF— NI oA BRELET,

XTFw 75 |guest-ipaddressip-address netmask mask

&1

Device (config-app-hosting-gateway0) #guest-ipaddress|
192.168.0.6 netmask 255.255.255.0

TV r—varA—YVRy b A X =T A A
TIP7 RLAEZRELET,
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| SCATS & HDLC 47R— ~

10S-XECL M L7=-SCATs 7 70 r—> 3 v 0EE [

ARV FFEREETIVa Yy

E:)

25w 6 |app-default-gateway ip-addressguest-interfacenumber | 7 > 1) #—< 5 o DF 7 4L R4 — K 7 = A D [P
i T RVAZRELET,

Device (config-app-hosting-gateway0) #app-defaul t-gateway|
192.168.0.1 guest-interface 0

AT w71 |app-hosting docker docker 77> avdar7 4 ¥al— gy T—
15“ : }‘\‘%Bﬁﬁé Ljﬁjﬂo
Device (config-app-hosting) #app-hosting docker

AT w78 |run-optsoption-number “-- device FERA v F—T 2 AT A HE—T A
host-serial: container-serial 2N S ET,

I GE) YU TAE— I Y L—EEARESH

Device (config-app-hosting-docker) #run-opts 1 7= R— K& *ﬁ'ﬂ‘é%\%ﬁléﬁ) n i—j‘o )

“--device /dev/ttySeriall:/dev/ttySeriall” R async(V3K)ﬁ§asyncl@CEQ?EE§%LTT
WD T, 5ttt D 2 U 7L /devittySerial 1
<,

ATFv79 |end docker 7> g a7 4F¥alb— 3y F—F

: BT L, FFHEEXECa Y 7 4 X2l —v g T—
i T
Device (config-app-hosting-docker) #end }a¥ﬂ5%k)EEﬁf°

AT w710 |app-hostinginstall appid application-name package | {57 X iL7= 4512 SCATS 77V r—3 3 v & A
package-path VA R—LLET,

i - 77V r—3 3 0%, flash, bootflash, usbflash0 7
Devicef#app-hosting install appid scats package E‘@{{fé@gaj\yﬂ/ AN VL— O A VA
flash:SCATS HDLC signed 05 09.tar

FPLC_signed 05 h—rcx T,

AT 711 |app-hosting activate appid application-name SCATS 7 /U r—>a v &7 75 4 7L LET,
il : SCATS 77V sr—a v &7 75 4 7L LET,
Device#app-hosting activate appid scats Zoavwr RE, ITRCOT TV — g V) —

AERERFEL, T_TOY V) — 20l THE 25
BET TV r—2a BT 7T 4 720 ET, £
NLSNDGEIE. 77T 4 _X—2 3 UKL E
R

RTw 712 |app-hosting data appid application-name copy authserver.json 7 7 - /L % 10x App-Data 7 « L' 7 k

authserver.json-path

&1

Device#app-hosting data appid scats copy
flash:authserver. json

Jicavr—LET,
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B rsonva—s500y

SCATS O HDLC #7R— k|

ARV FFEREETIVa Yy E]:g]

25w 713 | app-hosting data appid application-name copy serialconfig.json 7 7 A /L% 10x App-Data 7 1 L' 7
serialconfig.json-path MUilzabv—LFET,
il -

Device# app-hosting data appid scats copy
flash:serialconfig. json

R 5w 714 |app-hosting start appid application-name SCATs 77"V r—va yai# L E7,
i - TV —arOREAL YT NN T 7T 4 Tk
Devicef#app-hosting start appid scats éSjLEEﬁfO

kSIS —TFT425

TV =y arE I TNy a— B2, ROFEEZFETLET,
0x 7 U —a ATy ya i LEST, f#:

app-hosting connect appid application-name session

For example:

Device#app-hosting connect appid scats session

1 71X, SCATS.log* @ /iox_data/logs THE/RTE E£7,

7TV r—2a vOFELES &K UHIBR

77—y a refEikB LUHIBRT 51203, ROFIEZETLET,

ATv7 avwvk

S]]

1 app-hosting stop appid application-name

Device#app-hosting stop appid scats

T — g v EREIELET,

2 app-hosting deactivate appid application-name

Device#app-hosting deactivate appid scats

T — g CED S THER TN
HIRTHOY V—AEWHZ L £,

3 app-hosting uninstall appid application-name

Device#app-hosting uninstall appid scats

TV r—varwT oA AR
Lij—o
RESNLTVETRTONRy r—T L
ARA=VET A VA=V LET,
TTV = a AT TR TOE
HEEHBHIBRSNET,
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S

.34.

Ethernet VPN Virtual Extensible LAN Over
Generic Routing Encapsulation

ZOREL, ROETHR I TWETS,

o MEEE (423 2—Y)

REH] (424 ~—2)
ETFIA (427 ~—)

s "TTNYa—T 4T (428 RX—)
B Y Y — R (430 X—7Y)

Ethernet VPN (EVPN) (%, Network Virtualization Overlay (NVO; % v kU — 7 {RAB{L. 4 — /3 —
LA) HOERESR—20D BGP = hu—L 7 L—2rThY, IP £7-13 IPIMPLS 7 >
=LA Xy NT—=27 ETLAY—2 (TP )) BEOLVAY—3 (=T 4 7) $
fiateft UE 7,

Virtual Extensible LAN (VXLAN) %, £ SN 2HBOWEA > 7T AN T 7 F ¥ ITBWT,
FMCRKIFR e~ N TTF o MREZ VR —FT5720DY ) 2—2 3T, T4+
VH— Fy NU—7 TO#E%X T m haLidIP & UDP TF,

Generic Routing Encapsulation (GRE) (%, {RABAKRA > Y —RA » ~ 7T A X— Mg & it
L. X7y b 7EMUELTIP R—AD Xy hU— 7 FH Tk LE T,

OV Y a—vait, L3IIPRy hU—J 2N L TCL27 e —RE+v AN AL UEIEET D
PEREZ B EARICIEME L E 7, GRE o x/bid, VXLAN N7y MEBRIATE 5 0BEL3 > b
TJ—7 % T3y NOERERDZLET,

Wiz, MR oflzRLET,
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ol

X EH

X 83: kRO

Host 1 Router 1 Router 2 Host 2

=JL =
=% 7€ 151
WOFRTEIL. BE 423 X—) TRt hAReYER— s LET,

RA M1

interface GigabitEthernetl/7
switchport access vlan 21
switchport mode access

|

interface Vlan2l

ip address 21.21.21.1 255.255.255.0

=451

12vpn evpn

replication-type ingress

|
12vpn evpn instance 21 vlan-based
encapsulation vxlan
replication-type ingress
default-gateway advertise enable
|

bridge-domain 21

member Vlan2l service-instance 21
member evpn-instance 21 wvni 30000

|

!

interface LoopbackO

ip address 100.100.100.1 255.255.255.255
|

interface TunnellOO

ip address 102.102.102.1 255.255.255.252
ip pim sparse-mode

mpls ip

tunnel source 192.168.5.100

tunnel destination 192.168.5.200

|

interface GigabitEthernet0/0/0

ip address 192.168.5.100 255.255.255.0
|

interface FastEthernet0/0/1

switchport access vlan 21

switchport mode access

|

interface FastEthernet0/0/2
I

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| Ethernet VPN Virtual Extensible LAN Over Generic Routing Encapsulation

interface Vlan21l
no ip address
service instance 21 ethernet

encapsulation dotlg 21
|

|
interface nvel
no ip address
source-interface Loopback0
host-reachability protocol bgp
member vni 30000 ingress-replication
|

router ospf 1

router-id 100.100.100.1
network 100.100.100.1 0.0.0.0 area O
network 102.102.102.0 0.0.0.3 area 0

|
router bgp 1
bgp router-id 100.100.100.1
bgp log-neighbor-changes
neighbor 102.102.102.2 remote-as 1
|
address-family ipv4
redistribute connected
neighbor 102.102.102.2 activate
neighbor 102.102.102.2 send-community both
exit-address-family
|
address-family vpnv4
import 12vpn evpn
neighbor 102.102.102.2 activate
neighbor 102.102.102.2 send-community extended
exit-address-family
|
address-family 12vpn evpn
neighbor 102.102.102.2 activate
neighbor 102.102.102.2 send-community both
exit-address-family
|

ip pim rp-address 100.100.100.2

IL—%2

12vpn evpn

replication-type ingress

|
12vpn evpn instance 21 vlan-based
encapsulation vxlan
replication-type ingress
default-gateway advertise enable
|

|

bridge-domain 21

member Vlan2l service-instance 21

member evpn-instance 21 vni 30000

|

!
interface LoopbackO

ip address 100.100.100.2 255.255.255.255
|

interface Tunnell0O
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REH

ip address 102.102.102.2 255.255.255.252
ip pim sparse-mode

mpls ip

tunnel source 192.168.5.200

tunnel destination 192.168.5.100

|
interface GigabitEthernet0/0/0

ip address 192.168.5.200 255.255.255.0
negotiation auto

|

interface GigabitEthernet0/1/0
switchport access vlan 21

switchport mode access

|

!

interface Vlan2l

no ip address

service instance 21 ethernet

encapsulation dotlg 21
|

interface nvel

no ip address

source-interface Loopback0
host-reachability protocol bgp
member vni 30000 ingress-replication
|

router ospf 1

router-id 100.100.100.2
network 100.100.100.2 0.0.0.0 area O
network 102.102.102.0 0.0.0.3 area 0

|
router bgp 1
bgp router-id 100.100.100.2
bgp log-neighbor-changes
neighbor 102.102.102.1 remote-as 1
|
address-family ipv4
redistribute connected
neighbor 102.102.102.1 activate
neighbor 102.102.102.1 send-community both
exit-address-family
|
address-family vpnv4
import 12vpn evpn
neighbor 102.102.102.1 activate
neighbor 102.102.102.1 send-community extended
exit-address-family
|
address-family 12vpn evpn
neighbor 102.102.102.1 activate
neighbor 102.102.102.1 send-community both
exit-address-family
|
ip forward-protocol nd
ip pim rp-address 100.100.100.2

KRR 2

interface GigabitEthernetl/7
switchport access vlan 21

switchport mode access
|
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B EFIE

zrzE |

interface Vlan21l
ip address 21.21.21.2 255.255.255.0

WOFIET, V—F 1 EZRELFET,
1. EVPNBLIOEVPN A v A X L A&AERL L £,

12vpn evpn

replication-type ingress

|

12vpn evpn instance 21 vlan-based
encapsulation vxlan
replication-type ingress
default-gateway advertise enable

2. VLAN2l |IZAR—FZEBMLET,

interface FastEthernet0/0/1
switchport access vlan 21
switchport mode access

3. VLAN21 TBDI21 #&ELET,

interface Vlan2l

no ip address

service instance 21 ethernet
encapsulation dotlg 21

4. N—T Ry 7 LA BZ—T A AZIP ZEID ¥ TET,

interface LoopbackO
ip address 100.100.100.1 255.255.255.255

5. WANA VU H—T7 A AP EZHRELET,

interface GigabitEthernet0/0/0
ip address 192.168.5.100 255.255.255.0

6. WANA X —7 A AP #EHLTGRE b RNV EFHELET,

interface Tunnell0O0

ip address 102.102.102.1 255.255.255.252
ip pim sparse-mode

mpls ip

tunnel source 192.168.5.100

tunnel destination 192.168.5.200

7. VXLAN #RTEL £,

interface nvel

no ip address

source-interface Loopback0
host-reachability protocol bgp
member vni 30000 ingress-replication

8. BDI (FUwY RAALY AL HZ—TxAA) IZEVPNBILVXLAN A A X L A %
L/i‘é—o
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bridge-domain 21
member Vlan2l service-instance 21
member evpn-instance 21 wvni 30000

9. OSPF & BGPZA—R—L A7 bhals L THRELET,

router ospf 1

router-id 100.100.100.1

network 100.100.100.1 0.
0.

network 102.102.102.0
|

area

0
area 0

w o

0.0.
0.0.

router bgp 1
bgp router-id 100.100.100.1
bgp log-neighbor-changes
neighbor 102.102.102.2 remote-as 1
|
address-family ipv4
redistribute connected
neighbor 102.102.102.2 activate
neighbor 102.102.102.2 send-community both
exit-address-family
|
address-family vpnvi4
import 1l2vpn evpn
neighbor 102.102.102.2 activate
neighbor 102.102.102.2 send-community extended
exit-address-family
|
address-family 12vpn evpn
neighbor 102.102.102.2 activate
neighbor 102.102.102.2 send-community both
exit-address-family

FIREDOFNEZFEITL, WEIRIP T RLRAEZFEH L CL—F 2 52RELET, D%k, BEF
REM A EHRTAEDICHFDRA MIIP T RLAZZELET,

— -~ N
A—T 4D
WD show a2~ RiE, By N T v 72 NI TNV a— 5720 rbET,

=451
Routerl#show 1l2vpn evpn peers vxlan

Interface VNI Peer-IP Num routes eVNI UP time

nvel 30000 100.100.100.2 1 30000 00:00:18

Routerl#show nve peers
'M' - MAC entry download flag 'A' - Adjacency download flag

'4' - Ipv4 flag '6' - IPv6 flag
Interface VNI Type Peer-IP RMAC/Num_RTs eVNI state flags UP time
nvel 30000 L2CP 100.100.100.2 1 30000 up N/A  00:00:40

Routerl#show 1l2vpn evpn mac
MAC Address EVI BD ESI Ether Tag Next Hop (s)
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rsInva—7425 |

0000.24aa.c926 21 21 0000.0000.0000.0000.0000 0 v1z21:21
0000.24aa.c927 21 21 0000.0000.0000.0000.0000 0 100.100.100.2

Routerl#show bgp 1l2vpn evpn all

BGP table version is 7, local router ID is 100.100.100.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
best-external, a additional-path, ¢ RIB-compressed,

secondary path, L long-lived-stale,

- IGP, e - EGP, ? - incomplete

codes: V valid, I invalid, N Not found

r
X
t

Origin codes: i

RPKI validation

Network Next Hop Path

Route Distinguisher: 100.100.100.1:21

*> [2][100.100.100.1:211[0]1[48][000024AAC926][0][*]1/20
0.0.0.0
[2][100.100.100.1:211[0]1[48][000024AAC927]1[0][*]1/20
100.100.100.2 0 100
Distinguisher: 100.100.100.2:21
[2]1[100.100.100.2:211[0]1[48][000024AAC927]1[0][*]1/20
100.100.100.2 0 100
100.100.100.1:21

Metric LocPrf Weight
32768
*>i

Route
*>1

Route Distinguisher:

*>
0.0.0.0
*>i

Network
Route Distinguisher:
*>i

Next Hop

Routerl#

IL—%2

[31[100.100.100.1:21][0](32][100.100.100.11/17

32768

[3]1[100.100.100.1:21][0](32][100.100.100.21/17
100.100.100.2

0 100 0

Metric LocPrf Weight Path

100.100.100.2:21
[3]1[100.100.100.2:21][0](32][100.100.100.2]/17
100.100.100.2

0 100

Router2#show 1l2vpn evpn peers vxlan

Interface VNI Peer-IP

30000 100.100.100.
Router2#show nve peers

'M' - MAC entry download flag
'4' - IPv4d flag '6'

VNI
30000

Interface
nvel

Router2#show 1l2vpn evpn mac

MAC Address EVI BD ESI

0000.0000.0000.0000.0000 O
0000.0000.0000.0000.0000 O

0000.24aa.c926 21
0000.24aa.c927 21

21
21

Router2#show bgp 12vpn evpn all

BGP table version is 23, local
Status codes: s
RIB-failure, S
best-external,
secondary path,
- IGP, e - EGP,
codes: V valid,

r
X
t
Origin codes: i
RPKI validation

Type Peer-IP
L2CP 100.100.100.1

suppressed, d damped, h history,

UP time

1 30000 00:00:17

routes eVNI

'A' - Adjacency download flag

- IPv6 flag

eVNI
30000

RMAC/Num_RTs
1

state flags UP time
UP N/A 00:00:22

Ether Tag Next Hop (s)
100.100.100.1
v1z21:21

router ID is 100.100.100.2
* valid, > best, i - internal,
Stale, m multipath, b backup-path, f RT-Filter,
a additional-path, ¢ RIB-compressed,

L long-lived-stale,

? - incomplete

I invalid, N Not found
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. gy v—2

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 100.100.100.1:21
*>1  [2][100.100.100.1:21]1([0]([48][000024AAC926][0][*]/20
100.100.100.1 0 100 07
Route Distinguisher: 100.100.100.2:21
*>1  [2][100.100.100.2:21]1([0]([48][000024AAC926][0][*]/20

100.100.100.1 0 100 02
*> [2][100.100.100.2:21][0][48][000024AAC927][0][*]/20
0.0.0.0 32768 2

Route Distinguisher: 100.100.100.1:21
*>i  [3][100.100.100.1:21]1(0]1([(32][100.100.100.11/17
100.100.100.1 0 100 02
Route Distinguisher: 100.100.100.2:21
*>i  [3][100.100.100.2:211(0]1([(32][100.100.100.11/17

100.100.100.1 0 100 02
*> [3]1[100.100.100.2:21][0]([32][100.100.100.2]/17
0.0.0.0 32768 2

Router2#

BEE!) Y —X
PLFIE, BInoE®E ¢4,
« VXLAN DT

*GRE M RIVERET D
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https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/118978-config-vxlan-00.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/Interfaces/75x/configuration/guide/b-interfaces-config-guide-cisco8k-r75x/m-configure-gre-tunnels.pdf

%99 =

Cyber Vision Center

« Cyber Vision DH AR — K (431 ~—2)
*LMGUI 2l L7= CVC B H—DA A F—/L (438 ~—2)

Cyber Vision D 7R— bk

Cisco Cyber Vision Center (CVC) X, flffixy NUV—2 LT —F %y T =7 % U T NVEA L
TE=ZTHZ LR, EEMRES 2T 5 (ICS) EEDE¥XM 0T Xy MU —27 OAH
MaEmoETd, VU —2 174 LIFEO 10T I0S-XE 77 v b 7 4— A TlX, 10X Cyber Vision &
Y —mRETHZETCVC OMENYAR—FENET, ZOE—% ToT V—FIZJER
THE, TT7y N T H—NFIOX TV r—a b0 T 7 4 w7 % Cyber Vision Center
ICHRE L CY T AA A L TE=HZ L, ¥ 7T ¥ LIZPCAP 7 7 A V& IOX T 7V r— 4
> 775 Vision Center (Z#51ETE £,

10S-XE 7’5 v k 7+ —L.TO Cyber Vision Center (CVC) D ER

ATy T ROBGEHINL, Y AapRPR— K LTWD Cyber VisionIOX 77V r—vara4vru—RKLET,
https://software.cisco.com/download/home/286325414/type/2863253 16/release/3.1.17catid=268438162
Cisco Cyber Vision Sensor 10x Application 3.1.1 for IE3400 and 1R1101 %R L £,

ATY T2 R~ U EIEREDONA R= A PFIZCVC A=V a 301 A A M=/ LET, ROGHTIE, S
FSFER/N—TVarDOCVCOF T =R 7 TT,
https://software.cisco.com/download/home/286325414/type
Cisco Cyber Vision Y V) —A 311 DY J—X /) — ]} :
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco-Cyber-Vision Release-Note-3-1-1.pdf

ATw 73 CVC &P —IZi% 2 2D VirtualPort Group > % —7 = A ANRKETT, —DEFI0x 774 v 7 HTH

D, L) —D I A L F—Tx—A_ SVI, N RAA v F—T x2—R5%PD ERSPAN V— AT 7—X
N7 740y 7T, ROKESBEL T ZE0,
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https://software.cisco.com/download/home/286325414/type
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco-Cyber-Vision_Release-Note-3-1-1.pdf
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B sses0 U eRseAN LRER— R T L—TOBES

R 84:134>3—T x4 R%EHLI=CVC

Cyber Vision Center (CVC)

ERSPAN snc’.' GIO/O/0
'
=)
10X Mirrar #

i
Traffic ',’ | 10X Traffic
e Sa—
P
b e Fa0/1/0
EthO Fthi

AT 4 CVC oY —DEHIX. LMGUI £721X CLI b A VA h—LT&E FE1,

L3 % 5E Z 91 L 7= ERSPAN & {R#EAKR— T )L— T DEREHI
PELAR— | L AR — kDR -

interface virtualportgroup O

ip address 169.254.1.1 255.255.255.252
interface virtualportgroup 1

ip nat inside

ip address 169.254.0.1 255.255.255.252
interface gi0/0/0

ip address 101.0.0.151 255.255.255.0
ip nat outside

no shut

ERSPAN X 7E :

monitor session 1 type erspan-source
source interface Gi0/0/0

no shutdown

destination

erspan-id 1

mtu 1464

ip address 169.254.1.2

origin ip address 169.254.1.1

TIEAY R NEMFH L NAT 3R E :

e

ip nat inside source list NAT ACL interface Gi0/0/0 overload
ip access-list standard NAT ACL
10 permit 169.254.0.0 0.0.0.3

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K
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CLIALDA VR b=

CLIZRH LT 7V r— g %A A =T 5I00%, CVCEV—%2 T — 7T v a,
USB, F72EmSATA (=2 —LET, K, 77V r—vaKRAT 47 CLILZ A LT
TIVr—arviEfA A R—=LL, DockerA 7> a EHRELTNLT SV r—var 7
77 4 7 LET,

I &R L ET,

Router (config-if) #iox
Router# app-hosting install app-id <app-id> package {bootflash:/|usbflashO: |msata:}
app-hosting appid <app-id>
app-vnic gatewayO virtualportgroup 0 guest-interface 0
guest-ipaddress 169.254.1.2 netmask 255.255.255.252
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 169.254.0.2 netmask 255.255.255.252
app-default-gateway 169.254.0.1 guest-interface 1
app-resource docker
run-opts 1 "--rm --tmpfs /tmp:rw,size=128m"
Router# app-hosting {activate|start|stop|deactivate|uninstall} app-id <app-id>

LMGUI o DA VR F—JL
LMGUIL IZEi#ET 51213, RERELET,

iox

ip http server

ip http secure-server

ip http authentication local

Username cisco privilege 15 password cisco
Login URL: http://<Mgmt IP>/iox/login

FOMOFEMCONTIE, RESRLTLIEEY, LMGUI 2 L7 CVC B —D A
A h—L (438 ~—3)

IL—3 D& 8k
AT 1 a4 LTCHROBATICEEI L. CVC IZ I0S-XE /L — & OFE 2 88k L £ 4,

Admin > Sensors > Install Sensor Manually
RIZ, [Cisco I0x Application] #7 U v 7 LE7, REZRL T ZIV,
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8B:tH—DA A =)L

Manual sensor installation

The manual sensor installation is provided to install Cisco 1C3000 Indu:
sensor and generate a provisioning package.

(i) This package should be placed in the root directory of USE mass storage, <

Select an hardware model: Cisco IC3000
Cisco IDx%plication
Sentryo SENSOR3
Sentryo SENSORS

Sentryo SENSOR7Y

ATFY T2 V—2DL ) TNEZEANSLET, showinventory D) & BRI —FTH0ENH Y £9, RIZ[Create
Sensor] %7 U w27 LET, RESHBLTIEIN,
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Manual sensor installation

The manual sensor installation is provided to install Cisco IC3000 Industrial Compute Gateway and sensors that are not allowed to access the Center's DHCP server for automatic configuration. Please fill the fields below to configure your
sensor and generate a provisioning packaze.

(@ This package should be placed in the root directory of USB mass s

and plugged in the IC3000 / Sensor before poweringit up.

Select an hardware model: | Cisco IOx Application

Sensor configuration

Serial number: " Center [P:

Sensor's serial number as printed on the side panel Optional, leave blank to use current Center IP address

FCW23500HDC

Gateway:
Optional

Capture mode:
Optional

@ All: analyze all the flows
O Optimal (Default): analyze the most relevant flows
(O Industrial only: analyze industrial flows

(O Custom: youset your filter using a packet filter in tcpdump-compatible syntax

Create Sensor Cancel

AT w73 [GetProvisioningFile] #7 V v 7 LT, CVC b7t ya=v 777 A VEAKRLET, RESBLT
TZEW,

87: 7OECIZUT I 7 AILDER

v FCW23500HDC N/A N/A

5/N: FCW23588HDC

Name: FCW23500HDC #
Status:

Processing status

Capture mode: All

ATFYT4 n—HLT 4Ly M) ueVa=r Ty ANEFa—RLET, 77 A MIKROE IR T 7 A
WD zip 77 A e LTREE N E S,

51

sbs-sensor-config-<s/N of Router>.zip

ZATFw 75 LMGUIZFER LT, ubela=r V77 ANEL—ZIIA R —FLET, LMGUIT XU A4 —3 3
MOROBATIZEEH LT,

Applications> CVC App (Application Name) > M anage > App-DataDir
RaeSZLTLIEIN,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



Cyber Vision Center |

B —sanzs

X88:FOESI= I ITI7A DTy TA—FK

i) Cisco Systems
CISCO (Cisco I0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

Resources App-info App-Config App-DataDir Logs

Current Location: ./
Name Type Size

ol

© Upload | M Home

t'iljl

ATw 76 [Upload] 7 U 2~ L%, [Upload Configuration] 7 1 > KU MNFRENFET, FUru—KLz7rE
Tam U TEHDT 7 ANERUARITTCVC NG T vy 7r—RFLET, KESHL TS,

89: 7y 70— K&RTE

Upload Configuration x
Path: | ensor-config-EQW23500HDG.Zid |

File to upload:

| Choose File | sbs-sensor-...3500HDC.zip
Coc JEEEN

ATv 1 CVC DFBFEEMERLET, A1 A M= SN TWDHE P —DAT—H A7) Connected & 7= 1% Waiting for
Data ICAEE SN EIDERFELE T, WESRL T 230,
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90: Sensor Status

* FCW23500HDC 169.254.0.2 3.1.0+202004150634  Connected

5/N: FCW23588HDC

Name: FCW23500HDC #

|P address: 169.254.8.2

Version: 3.1.8+202604150634
Status: Connected

Processing status: Mormally processing
Uptime: 3h 3s

Capture mode: All

® Start recording sensor

Ll Go to statistics

AT LI T4 909DXYTF¥

AT9T1 CVC ENV— 2R THIEZEMLES, 47 b7 740 v 7 %% ¥ 7 F ¥ 35H121E, L—% & CVC DRI
EfEl 7 vy 7 RN MNETT,

ATFTYT2 10X b7 74w 7%y 22— 950, FREFY 7 F XY ENTZPCAP 7 7 A VEHAELES, V—X
WA VA R—LENTWNDHCVCE Y —XDocker 7 7'V TF, 7FVDary—nlca A4 345120,
WDa<wy REFATLET,
1
app-hosting connect app-id <app-name> session

ATFY T3 LM-GUI L PCAP 7 7 A VT 7 r—y a7 vy 7u—RKLEd, ROEBVICBEILET,
Applications > CVC App (Application Name) > M anage >App-Dir
WD~ RiL, PCAP 7 7 A VOFATEEZ R L TOET,

51

Router# show app-hosting list
App id State

CVC Sensor RUNNING
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Router# app-hosting connect appid CVCSensor session

sh-5.0#

Cyber Vision Center |

*Jul 14 08:45:05.603: $SELINUX-3-MISMATCH: RO/0: audispd: type=AVC msg=audit (15! in/busybox.nosuid"
dev="overlay" ino=72930 scontext=system u:system r: polaris bexecute *
sh-5.0# flowctl read-capture-file /iox data/appdata/tl04

OK
sh-5.0#

ATYT4 CVCDO T 7 4 v 7 %T=4 LET, ROGFTICBE L E£3, Explore> Essential Data > Activity List

WHEBBL T EE N,

91: Activity List

Explore ¥

Sep 24,2020 1:17:04 PM - Sep 24, 2020 1:27:04 PM (10 mins)

4 Activities

Component Component

¥ 169.254.12 [#) Cisco 169.254.1.1
[@ 105.0.0.1 [@ 101.0.0.151

(@ 101.0.0.3 [®) 255.255.255.255
E® SIT-DC [®) 101.0.0.255

Essential data ¥

Activity list ¥

®LIVE

First activity

Sep 12,2020
3:00:29 PM

Sep 14,2020
7:44:21 AM

Jul 14,2020
12:59:47 AM

Jul 14,2020
1:07:50 AM

Last activity +

Sep 24, 2020
1:26:33 PM

Sep 24,2020
1:26:33 PM

Sep 24, 2020
1:25:51 PM

Sep 24, 2020
1:22:02 PM

v @

07 %
OIW,

[ Export to CSV
Z] 20/ page
Tags

Tunneling ,
ARP

# Unestablished ,
Ping, # Web,
ARP

Time Management

, @ Broadcast

€ Insecure,
@ Broadcast ,
Netbios, = SMB

IMGUI ZEAL=CVCE>H—DA1A 2R +—)L

ATFYT1 2—HFTH T hENRNRT—FREFEH LT A LET,
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MeUl A LE Vet y—n1 w2 h— [

2:0—-")LIF—TryDO5A Y

o For best results use a supported browser w

& 2020 Cisco Systems, Inc, Csoo, Cisco Systems and Cisco logo are registered trademarks of Cisco Systems, Inc. and/or its st]ian]ue
affiliztes in the U.S. and certzin other countries, CISCO

@ Cisco IOx Local Manager
% Version: 1.10.0.1

Username | |

Password | |

ARTFYT2 BT SV r—arhB A A RN—NALET, Bl A0 THE ROA =2 —RERINET,
93:IMGUI7 T ) 5—3 VDA VR —IL

s]ua]ie Cisco Systems
CISCO  (Cisco I0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

ATy T3 [AddNew] 227 U v 7 LEd, 77U r—3 3774/ (CiscoCyberVision-IOx-aarch64-xxx.tar 72 &) |Z
Bo#HLES, 77U r—va 04T (CCVSensor 72 &) ZBINL £,

BT SV = a v ERELET, WESHLTLTEEN,
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94:CCVSensor DTV Y T4 Tt

s ]ie Cisco Systems
CISCO Cisco 10x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot
GCVSensor DEPLOYED
Cisco Cyber Vision sensor for aarcho4

TYPE VERSION PROFILE
docker

3.1.0+202004150538 exclusive

T Delete

« Activate #» Upgrade

ATy 74 Activatez 7 ) v 7 LT, B =TV r— a0
L. [Resources] #7 V v 7 LET, RESHL T ZEW,
95t 29— LMIOXAppDisk D+ 7 v F

s Cisco Systems
CISCO  (Cisco I0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot CCVSensor
Resources App-info App-Config App-DataDir Logs

¥ Resources

¥ Resource Profile

Profile:

CPU 1155 Cpu-units
Memory B62 MB

Disk ‘ 128 | MB

Avail. CPU (cpu-units) 1155 Awvail. Memory (MB) 852 Avail. Disk (MB) 438

TAAT YA X% 128MBIZEE L ET,
GE) ZNLLEOBEAEH LN T ZE,

AT w5 Advanced Settings\Z 7 7 B A LET, FfMiA T a T,
BIML T, tmpfs ZRELE T,

--tmpfs /tmp:rw,size=128m

REZREIL £, [CCVSensor] ¥ 7 &7 VU w7

[Docker Options] DEEIZ & 5 7 % A MEIKIZR &
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ethO D/NA VT4 24 .

96 : Advanced Settings

¥ Resource Profile

Profile:

CPU 1155 Cpu-units
Memory B62 ME

Disk [128 | ve

Avail. CPU (cpu-units) 1155 Awvail. Memory (MB) 852 Avail. Disk (MB) 438

¥ Advanced Settings

Specify "docker run” options to be used while spawning the container. These will override activation settings above.

[rm —-tmnfs /tmeiw,size=128m
Docker Options:

Auto delete container instance

AT w76 Network Configuration 2 > a v IWOKRA N EDOA U H—T oA AT FTHNDOA LV HZ—T = A A%N

A RFLET,

RDERY
D& 3 (Binding eth0 & Binding ethl) (ZB#E) L £7,

ethODNNA VT4

eth0 ZERET DI12IE, ROFINEELFATLET,

AT w71 interface eth0 ZBR L, [edit] 27 U » 7 LET,

97 : eth0

¥ Network Configuration

Name Network Config Description Action
eth VPGO none edit L\,
ethl Not Configured nong edit

© Add App Network Interface

AFYT2 A F—T x4 AVPGLZBIRL £,
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98: VPG1

* Network Configuration

MName Metwork Config

eth VPGO

ethi Mot Configured

etho VPG1  VirtualPortGroup via ints ¥ | Interface Setting
VPGO  VirtualPortGroup via intsvcl

Description (optional): VPGl VirtualPortGroup vi;kiAntsvcl

[. o QK -H“!Cancel |

AT w73 [Interface Setting] #7 U v 7 LT,
H99: 42—/ ADEHE

* Network Configuration

Mame Metwork Config

eth0 VPGOD

ethl Mot Configured

ethd | VPGL  VirtualPortGroup via ints ¥ | Interface Sstting

Description {optional): | |

I' o QK || X Cancel |

ATV T8 ROBEEEALET,
o StaticA 7 v a v EBERLET,
« IP/Mask Tk % B/ 169.254.0.2/ 30
T T7HN T =T =ADIP (% 169.254.0.1

WIZ[OK1 227 U v 7 LET,

REHAF
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eth0 DA VT4 25 .

100: IPv4 Z%TE

Interface Setting x
1Pv4 Setting
(®) Static O Dynamic () Disable
P/Mask [169.254.0.2 | 1 [30 |

Default Gateway IP 166.254.0.1

ATY7T5 b9 —E[OK]| &2 Y v LET,

* Network Configuration

Nameg Network Config

eth0 VPGO

ethl Not Configured

etho | WPGD  VirtualPortGroup via ints ¥ | Interface Setting

Description {optional): | |

| JGK@“ ® Cancel |

AT 76 [Activate (SIP MWI notification mechanism) ] 7 ¢ & RURFRINET, [OK] %227V v LET,
101: 54 FODT7 T4

o App network interface "ethD" changed.

Click "Activate" to activate the app!

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )
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ethlt DINA VT 42T
ethl £ ¥ —T =2 A A&EFTETHIZIE, ROPIEEFITLET,

ATy T1 VPGO Z3&BIR L £,
102 : VPGO

* Network Configuration

MName Metwork Config

ethi VPG1

ethl Mot Configured

eth1 | VPGO  VirtualPortGroup via ints ¥ | Interface Setting

Description (optional): | |

+OK || % Cancel
ATv 72 InterfaceSetting #7 UV v 7 LC, ROBZEZWHLET,

e StaticA v a AEABIRLET,
« [P/Mask TR % 181 169.254.1.2 / 30

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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103: IPv4s%TE

Interface Setting

(®) Static

() Dynamic

7Ius—varors747t ||

IPv4 Setting

) Disable

IP/Mask

| 169.254.1.2

| / [2d

DNS |

Default Gateway IP |

T7I)5r—23>O79 71471

INT, B =T FV = a v BT 77T 471220 £,

ATy 71 [ActivateAppl #7 UV v 7 LET, kESRLTIZE0,

E104: 7TV r—23 07T 1471k

¥ Network Configuration
Name Network Config
ethd VPG1

ethl VPGD

© Add App Network Interface

w peripheral Configuration

Device Type Name Label

© Add Peripheral

ATy T2 EBRRY 4 FURFIRENET,

Description

none

none

Status

A ate App

Action
edit

edit

Action

IHRFET T2 ETICEBBDNOHENHY £,
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105: 79 T « TILDEH

NIl
CISCO

Operation in progress, this can take some time.

Please wait and do not reload the browser...

D

AT v 73 [Applications]| 227 U v 7 LTT 7V DAT—Z A% FRrLET, REBRLTLIEE N,
E106: 77V r—avm)y—2R

wfiafi. Cisco Systems
CISCO  Cisco 10x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot CCVSensor
Resources App-info App-Config App-DataDir Logs

¥ Resources

¥ Resource Profile

Profile:

cpU 1155 Cpu-units
Memory B62 MB

Disk 128 MB

Avail. CPU (cpu-units) 1155 Avail. Memory (MB) 852 Avail. Disk (MB) 319

* Advanced Settings
Specify "docker run" options to be used while spawning the contziner. These will override activation settings above.

T T
Docker Options:

| Auto delete container instance

ATYTE 7TV = a7 774 ThENTEY, BETLI24ERH D £,

T7T)r— 3 nitE

ATy T [Sart] 227 Vv 7 LET, RESHRLTIZE0,
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107:77)r—2 3 v OEE)

stiet]ne Cisco Systems
CISCO  (Cisco I0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

CCVSensor

Cisco Cyber Vision sensor for aarch64

TYPE VERSION PROFILE
exclusive

daocker 3.1.0+202004150638 chu

» Start @ Deactivate £ Manage

CCVSensor

7Iur—vavoren [

ATy T2 EHBRNY ¢ RUBRKRINET, TOUNETTLETIEDL»LH5EG13HY £,

[ 108 : [Progress] 7 1« > K™

ninlir
CI5C0
Operation in progress, this can take some time.

Please wait and do not reload the browser...

- TS

ATY T3 LIEBLT2L, THAVDAT—HANETHIIEDY £,
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B 70— a0en

B 109:7 7 r— 3 yETH

Applications Dacker Layers System Info System Setting System Troubleshoot CCVSensor

CCVSensor | RUNNING |

Cisco Cyber Vision sensor for aarch64
TYPE VERSION PROFILE

docker 3.1.0+202004150638 exclusive
M Stop ‘ ¥ Manage ‘
g
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kST a—FTa 8

ZOFEE, OB THRINTWET,
c NITN Y a—T 4 T OB (449 —3)
« ZWrET— FOWE (450 ~—2)
o (RELEISEKE T H RIS (450 =X—2)
o show interfaces N7 7V a—TFT 4 7 a<w K (451 _—)
e T 4 Xal—ar LURAXOEER (451 X—)
s Kbhle/XAT— ROEIH (455 ~X—)
e NMAT—=FRD Yty M &EEHEDORSE (455 X—)
« NRAT— R Y O L (456 ~—)
e AL T4 XAl —a L LIRZEDOY Y b (457 _—)
eV —)LIR— DT UAR—F vy TOHRE (457 ~2—)
e« 1Y —)LR— bk, SSH, B LU Telnet DILFLFREDFKIR (459 ~=—)
« factory reset =T~ > ROfEH (461 ~—2)
* Security-Enhanced Linux (SELinux) ®OH7AK— bk (461 ~=—)

— N ~ — -~ AN

kSO a—T 42 T DBE
TITIE. FITINY a—=T 4T DT Y FITOWTEHALET,
VIR 2T ICBETARBED NI TNy a—TF 4 VT EITHRNC, 2>V —F— F &l
LTPCHENL—FIZHEHR LT EEWERLEZPCEFHAL TOL—FDAT—H A X vk —
EFRRL, av U REAANLTCHBEDO N T TNV a—T 4 v T2 EITTEET,
77, Telnet ZHL T E— "MW OEZA L X —T oA AT IV BATHZ L TEET,
Telnet 77> a V&2 FERATAHAHETIE, AV F—T A ARBEHL TONDBZERFHRICAR D £
7,
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rFSILYa—F108 |
B ov=—romz

ZHETE— FOHE
N—FX, RO LD RGAEIT, BWE— RERBT L, £HEZE—RZT7T7EBALE
T

<108 7t ADEENRKROHERH Y 3, HDHWE, 10S 7 A THEENFELE L
EEWCVAT AN Y bTHZENHY T,

etransport-map =~ RZfio Ta—FREDT 7 A R v —nRESNDH L, 2—H
IXZWrE— NICHE SN ET,

= ZIZT 7 EALTWASMIZHEET L—2 5% (Ctrl-C £72iF Ctrl-Shift-6) AT S
nol, 7V—0E5a%E L= B2liT— FERRLT 2L ICRESNTVD Y
BNRHYET,

PZWrE— F T, =2 —YEXECE— FCHMERa~r Fod 7y P2 TEET, 2
Davy KX, ROXS RGEICHEHTEES,

cI0S AT —he X N—X LOIEIERAT— MeRET D,

AT 4 Fal—TarOEIHIEL TNy T,

< 10S E£72IEZ OO 7 vt ADOFRGEEZ RIS 5,

—HER EV 2V, FRFFOMDON— R 2T A R—FR L R EDN— T =
THEIVT—RLET,

« FTP, TFTP, BXO'SCP 2DV E—F 7/ v A FKEMH LT, V—ZIZxHT57 7
ANMRE, FREFAL—=F DD T 7 A NERE,

PIRTO L — % Tk, FEERFIZ ROMMON 72 & Ofi[Rff & 7 7 & 2 S5 # H L C Cisco 10S [
BEZWIL., "INy a—T 4 T E{ToTWELEN, ZWit— Fa2EHAT5E, K0 IA
#Mpa—V A LA —T 2 A AEFHLC I T TNy a—T 47 TEL LI £T, 2k
F— K a<> RiL, CiscolOS 7' B2 AN IEFIZEEL TV & X THEIERRETT, Fio,
N—EPNEFIZEEL TS E X, V=X DORFHEEXECE— R THLINbDa~y Rafff
TEET,

REEIZERI DRI

RIEOFRNR RONS 2 WA IE, RIS ZEA L2REEICERE L, Bz RO TN,
REEIEET DR, ROEREAE LT ZE0,

VX —YDHAT L) TNNEE
o AT T AR E T T IR

VT NI TDEA T e N—T g
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show interfaces kS5 )L a—F o5 a<w R .

= RU =T EXTRS AT
« MR D EEH)
o M T 2R E T 5 720147 » To FIEOH 2

show interfaces F> )L a—FT 45 a2k
N—F LOTXTOYEF— N EmEA L —T 2 A ADAT —F A% FRKAT HIZIE, show
interface =~ > R&EALET,
IR1101 [FTRDA 2 —T = A A% Y AR—FLTNET,
* GigabitEthernet 0/0/0
* Cellular 0/1/0

* FastEthernet 0/0/1 ~ 0/0/4
* Async 0/2/0

* Cellular 0/x/x

* LORAWANO/x/0

274X aLb—3 LORIDER

a7 4 FXalb—Tay LIURFEEETHRIEL RO LBV T,

ATV TN PCEL—FDaL Y —)LR— Mok LET,
ATw T2 M EXEC 7u 7k (router_name#) Tshowversion 2~ REANTHE, BEFEDOa 7 4 F a2l —
Vary LYUAZERFRINET ROBDHBIOKREDKFH 25 H)

1 -

Router# show version

Cisco I0S XE Software, Version 16.10.01

Cisco IOS Software [Gibraltar], ISR Software (ARMV8EL LINUX IOSD-UNIVERSALK9-M), Version 16.10.1,
RELEASE

SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Fri 09-Nov-18 18:08 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
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documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 14 hours, 36 minutes

Uptime for this control processor is 14 hours, 37 minutes

System returned to ROM by reload

System restarted at 08:47:04 GMT Mon Nov 12 2018

System image file is "bootflash:irll0Ol-universalk9.16.10.01.SPA.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-essentials Smart License network-essentials

Smart Licensing Status: UNREGISTERED/EVAL MODE

cisco IR1101-K9 (ARM64) processor (revision 1.2 GHz) with 711861K/6147K bytes of memory.
Processor board ID FCW222700MY

Virtual Ethernet interfaces

FastEthernet interfaces

Gigabit Ethernet interface

Serial interface

terminal line

2 Cellular interfaces

32768K bytes of non-volatile configuration memory.
4038072K bytes of physical memory.

3110864K bytes of Bootflash at bootflash:.

OK bytes of WebUI ODM Files at webui:.

B sW

Configuration register is 0x1821

Router#

AFYT3 a7 4 Xal—vary LURXOBEEETELET,
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HEJ—bDaI2T74FXaL—2a Y LCRIDETE .

ARTFYTE TL—UDRE (274 Fal—rar LYVAXOE Y h§DIETRENET) 2T BT, FF
FE EXEC & — R 5 config-register Ox01 =~ > R&E AL E7,

e T L—JH% By F8MOICRESNTWVET,
c T L — UG (FT7H/LMORE) B P8V LICHKEESNTWET,

B J—brDa274Fa2aL—23> LSRN
Y

(B av74FXal—var b VRAXOERE, BERN I TNV a—T 4 T OHRERRE LT
BO, ROV R—= O HAFZ ARG IGEICORTI LI L TLEEN,

AT 4 F a2l =g LA EFH LT, V—FOEMEAERTEX 4, TR, —
A OEBITFEOHIENEGEENET, kKoWThuroa<r Ra2#H LT, ROM TiEI{+ 5 X
FIar 74 ¥al—ary LUVRAXEOXOICHRELET,

*CiscolOS 2> 7 4 ¥ a2 L—3 3 > F— R T configreg0x0 =2~ RZEHL £,

« ROMMON 7' 12 > 7 k C confreg 0x0 ==~ > R&MH L £,

N

GE) v 74FXa2l—ay LIPZAZE ORI ICHEETHE, CiscolOSXE V7 My =7 % HE)
T—= P THEN—FREREINET,

IL—32D) Yy +

N—2%EVEy FTHFRIEILZ KROLEBY TT,

Fig
ATV RFEREETFTIOa Y BRI
ATV T T =7 BNEGNZ 2> T D51, w—&w{@(E)~%@%X?ﬁ\#~ﬁ—FKanw®
A7 (0) IZLTob SBRIZHEOAY () | FAULDfT W2 —NB 0 £, FHTD
iﬁo%mﬁm@uWK\&wﬁw%ﬁbiio X% —7R— FIZ Break F— N2 WAL, R
BERICROM E=X Fr o7 "R REINET, WM BO~=2T7VESR LT, TL—213

F@Jié{mﬁ/ﬁ%—f%wu LX< 72 & AN

ATFw T2 |break ZIM L 4, SRICKRO T 7 FRFRE
nET,

1
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ARV RFERETIVa Y

B8

rommon 2>

ATvT3

confregOx142 # AJ LT, a7 4F =2l —Tg
Y LYRZE ey NLET,

1

rommon 2> confreg 0x142

ATvT4

resst =~ K& AJ7L T,
1 -

= UL L £

rommon 2> reset
1 -

--—- System Configuration Dialog ---

I—H DEIRN—JEA T TB A TR,
AT 4 X2l —a Ly LURZR xR ITHERES
NFEF, V—HIZ7—FROM VAT L A A—T%
RLES, ORI AT LT 4 F2L—
var AL Tul TRENET,

ATvT5

WDA =V NFREINDET, a7 MIno

TIELET,
1

Press RETURN to get started!

ATvT6

Return 2L $£9°,
ﬁ—o

1

W7 a7 NRFRINE

Router>

ATy T17

enable 2~ R&EZ AN LT, £ x—T/VE— F%H
MBLET, 2374 Falb—a VEFF, A X—
TN E— RTEFITH> M TEET,

1

Router> enable

1 -

Router#

a7 NREMEEXEC a7 MIEDY £,

ATvT8

showdtartup-configm~ > REZANTHE, 27 ¢
Fal—Yar 774 /VIRFESN TN DA R —
JVISAT — RIRFRENET,

1 -

Router# show startup-config

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| F3o0va—F104

INA ) —

sontz27—rorE [

RDBERY

A X =T N RAY— REEET L5613, TEEZ2RF] O' 7 g AORTFIRIZFETL
RNTLEEN, b, Tar7 4 Xalb—Tar LYRAE] O® 7 v a Al@#HEn
TWAFIEEEITL T, /XA T— REEEEEZIT-> TIEEN,

AFX—=T N —7 Ly hXAT— REEET 556, showstartup-config =~ > RHJIZ I3«
REINFE¥A, [NRAT—=FDU Y FEERORME] B v a Al ST D FIEE FE
ITLT, mATU— FEEFEEZZ T ST ZIN,

Lhht-/1\AJ— FNDEIH

LbivizA 2—T NIRRT — RE71IA R —T N —27 by hEEET I, ROMEEETT

WET,

1. a7 4FXa2l—ary LYVRAZOER

2. V=20V

3 NRATU—FEUEy bL, BHEERFLET M Xx—T N =27 Ly h RAT— &R
NIZSE D)

4. av 74 F¥al—vary LURAEEYEY FLET,

5. writeerase# 3T L72BE, £3V Yy PR A LIS EIE. T4 B 22BN

TOMENRDHY £,

IR1101#config term
IR1101#license smart reservation

)

GE) NRRU—RZEHETELDIE, 2V — L R— 2R L OL—Z 128 L TWARAEIT T
T, Telnet By a UBRETIEIFEITTXETA,
Evhk AXx—T N —2 Ly F AU — ROEBEFED X SIZZELVMEFRIZ OV TIE, Cisco.com D

[Hot Tips] Z#ZM L T 7EE WY,

KDty FEZEEDRE

RAV=REYEy LT, EEARET HITIE, ROEEEFITLET,
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Flig
ARV RFEEETIVa Y B#

AT 71 |configureterminal =~ > K& AL T, Zr—L
Ay 7 4F¥al—var - NERBLET,

1 -

Router# configure terminal

AT v T2 enablesecret =~v 2 REAN LT, V—Z DA X—
TN —T Ly N RXRATU—KRE Uty FLET,

1

Router (config) # enable secret
password

ATV T3 exit# AL T, Fe— L ary74X¥al—3g
VE—REKRTLET,

1

Router (config) # exit

ATy T8 | RELEEEAREFELET,
1 -

Router# copy running-config startup-config

INATT— K1) AN) QOESE

No Service Password-Recovery (%, Cisco I0S 77 v k7 4 — AZKAF L 722 BERE/CLI T, Cisco

I0S-XE 7 /XA AT T& £, No Service Password-Recovery £ % = U 7 ¢ H§EEZ A0 T

HE, Ay —=NAT IR AMEFFOT X TOL—YFN, 7— K T v TR T L —T v —F R
(Control+C) {1 L T rommon # Bt T&72< 720 F9,

)

GE) ZOBREAZRDNCT LRI, 7T v 2PNITHRZ Cisco [0S A A —VNFET D Z & 2 HER
LT, Zhiaitbhine, L—F N7 —kL—FIZAY £9, ¥ AT A2 noservicepassword
recovery 372 WGA IR, N— RERY By MARZ OB ENITRY £,

DA R ML, A—Z FTEARED [0S-XE #fE L LT rommon E— RIZR2 Y £,
« config-reg A% & (X FHIELE)

o A—YPRTIHFHFHEOT 74/ AT g 02V By b5 2 L2 RIR
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2y F¥aL—vavLorsEouty k]

FEAE R & B ETFNEIC DWW T, RESM LT Z &V, https://www.cisco.com/c/en/us/td/docs/
ios-xml/ios/sec_usr_cfg/configuration/15-sy/sec-usr-cfg-15-sy-book/sec-no-svc-pw-recvry.html

Y—EXRNRRIT—FK YHNY 7y ITT—

FCOAVIATLOREDEEDRIE

P—E 22T — R B RYBNEN o TWBES, 2 T4 TV IPARBERTET,

0x01 TRZ v 7 &NET, ZOMEL,

IR1101 b—HF THROMND F L7z, FECOW T,

72 =71V 7 — I [Understand Configuration Register Usage on all Routers] Z#ZM L T 7230y,

A4 FXalL—ary LORAED) Y R

NAY—= ROEEEEIHREEZToIBEIIar 74 Fab—ar L2 2y M5

i, ROFNEZETLET,

FIE

AU RFEERETIVa Y

=)

AT 71 |configureterminal =~ > K& A LT, Zr—L
ay 74 ¥al—vary EB— REBBLET,
fAi
Router# configure terminal
AT w72 |configureregister =~ > K&, FiEkL CRBWZLD
a7 4 FXal—iar LY REEEASILET,
1
Router (config) # config-reg
value
ATy T3 |exitZ AL T, av 74Xzl —arE—Fa| GE) ENiA R2—7 L "2 U— R&[EIET 5
BrLET, WAL TW a7 4 X alb—y g VTR
5 - HITIE, a7 4 ¥ alb—a rDER AR
' FEPIC, L—FEFHEBH LT ZE0,
Router (config) # exit
ATV T4\ N—FEHREL, FE L AT —RKEASLE

R

aAVY—ILIR—FD RS URR—F Ty TDHRTE

DX AT TIL,
RET 2B ONTHIA L E T,

—F EDary ) — LR —hr A H—T 2RI NT UV AR—F = 7%
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FIE
ARV RFEEETIVa Y =)y
AT w71 |enable FiHE EXEC T— RE AL £ T,
il - WNAT—Rue AN LET (ERINEHE) .
Router> enable
R T w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
i - LET,
Router# configure terminal
R T w73 |transport-map type console transport-map-name | = — LEEG AT 5720 D b T v AR — K

1 -

Router (config) # transport-map type console
consolehandler

< v 7T EERLCARIZMT, hT U AR—F<y
TarZ4Xal—aryE—RFEREEBELET,

ATvT4

connection wait
[disconnect]]

1

[allow [interruptible] |none

Router (config-tmap) # connection wait none

oV — VR BT B HiEE, ZO TR
R—h =y 7 THEELET,

« allowinterruptible : = > — L ##¢1% Cisco10S
VTY BRI b DO L ET, F
72, =—WZ Cisco I0S VTY [RIHEAME H Al EIC
IRDDEFFEL TN D a2 — LEEGIZE D A
teZ LTk, BrE—FERHBTEET, =
NNT 7 3V FERETT,

GE) Ctrl+C F—F 7213 Ctrl+Shift+6 *— %
AT 5 & 22— ORI E
ViIATeZ EMNTEET,

snone: 22 Y — VRIS B2 E— K&
Bt L £,

ATvT5

CES=)
1

banner [diagnostic |wait] banner-message

Router (config-tmap) # banner diagnostic X
Enter TEXT message. End with the character
--Welcome to Diagnostic Mode--

X

Router (config-tmap) #

X'

(A7 av) BEre— FE2RGLTWH—H,
Frridar =N FITUAR— N vy TRED
BIZ Cisco I0S VTY [HIFR A FifE L T D = —HIoEk
IREINDBNF— Ay tE—T%EMRLET,

«diagnogtic: =Y —)v RV AR— K v
RIEDTZDIZZWT— FicFE Sz —HIC
KREINDNT— A=V 2ERLET,

GE) Ctrl+C ¥ —F 721X Ctrl+Shift+6 ¥ — %

ANT 5L, 2—FIIE T ORI E
NIATeZ EDXTEET,
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3 Y—LR—k. SSH, H&UTehetonEREORT [

AU RFERETIVa Y

B8

- wait : Cisco I0S VTY 2Mii i FTRELC 72 5 O % 4%
LTV FICRREND AT — A v —
VEAERRLET,

* banner-message : [l U7 U X &% CTRIMARE L OME
THBF— 2 vtb—,

AT 76 |exit FoUAR— vy T ar7 4 ¥al— a0 E—
Bl - REKTLTC, ZFr—r\var7 4 Xal—vay
T—FZHEALES,
Router (config-tmap) # exit
w77 |transport type console console-line-number input| NS AR — F v v S CERINEBREE IV —

transport-map-name

1

Router (config)# transport type console 0 input
consolehandler

WA E—=T A RZHEHALET,

Z D=~ RO transport-map-name X, transport-map
typeconsole =+ > R CEF S 17 trangport-map-name
E—HT HMERH Y £T,

1

I, av Y —I)LAR—=F DT 7 AR —%FREL, a3V —/LiR— | 0IZHk
TAHEZDIZN TV AR—b v T HERT BB %2R~ L E4,

Router (config) # transport-map type console
Router (config-tmap) # connection wait allow

consolehandler
interruptible

Router (config-tmap) # banner diagnostic X

Enter TEXT message.
--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X
Enter TEXT message.
Waiting for IOS vty line
X

Router (config-tmap) # exit

End with the character

End with the character

X',

Router (config) # transport type console 0 input consolehandler

O yY—J)LiR— bk, SSH. 8K U Telnet DANIBEZTFED R

Y —)LR— bk, SSH, B X W Telnet DIHRE %R RT DT, kD=~ REfHLE

D
« show transport-map

+ show platform softwar e configur ation access policy
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FZ U AR— N vy TREEFRTT HITIL, showtransport-map 2~ > REEH L ET,
show transport-map [all | name transport-map-name | type [console]]

ooy Nit, =—W EXEC £— FE 72134 EXEC £ — N CHEHAHRE T,

451
WIZ, W= THREINTZ T AR— =y 7O (22— KR —1b (consolehandler)
*RLET,

Router# show transport-map all
Transport Map:
Name: consolehandler Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type console
Transport Map:
Name: consolehandler

REVIEW DRAFT - CISCO CONFIDENTIAL
Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI Bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type persistent ssh
Transport Map:
Name: consolehandler Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI Bshell banner:
Welcome to Diagnostic Mode

FlEar Y —LA— b, SSH, 35K Telnet Bfe OALEIZ BT 5 BATRRE & 27T 5 121,
show platfor m software configuration accesspolicy =~ > F&HLEd, ZDa<wr FOHN
i, X A 7 (Telnet, SSH, BL UV Y —)L) OHEORHERY —& | BEHRTE
ENTWVAHENNF—DFRPRINET,

show transport-map ==~ > K& 3872 v | show platform software configuration access policy =
~ v RiIZWrE— FTHEMFETYT, Z07d, FTUAR— vy TRIEBHRPLETH D
22302 57 Cisco IOS CLIIZT 7 E A TERWEGAIC, Z0avy FEANTEET,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| F3o0va—F104
factory reset 1< > FODEMA .

il

&IZ. show platform software configuration access policy =~ > ROF &z~ L E7,

Router# show platform software configuration access policy
The current access-policies

Method : telnet
Rule : wait with interrupt Shell banner:

Welcome to Diagnostic Mode

Wait banner :
Waiting for IOS Process

Method : ssh Rule : wait Shell banner: Wait banner :
Method : console

Rule : wait with interrupt Shell banner:
Wait banner :

factory reset 1< > KD {FE

factory reset =~ > RiZ, BIMESNToV—F EE AL v F LOREOBET — X %9~ THI
PRy D7zl snEd, RE. v7 7y A0, T— M NER BLOaT 77 A VERAD

T A PRIGTT,
factory-reset all =~ KiX, bootflash, nvram, rommon Z#¥, 714 B A, BLUOe /7 &2HE
LET,

Router#factory-reset all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
*Enter*

*May 12 09:55:45.831: $SYS-5-RELOAD: Reload requested by Exec. Reload Reason: Factory
Reset.

***Return to ROMMON Prompt

Security-Enhanced Linux (SELinux) D4 7R— k

Security-Enhanced Linux /% Linux 7 —3 /L & —#D2—7 4 VT 4 IZKT 5 —HEO v FTh
V. RS TERIMEDOEWIRE T 7 & ZH# (MAC) 7T—%T 7 Fy 2 A —RNDTERYT
VAT AZE AL E T, SELinux ([ZIIHEBNE L AVEOBEHICE SO TERE DEET 27200
JEEEA I = XA TWET, ZHUTED, 77V r—rarDexa T 4 A=A A
D E RN NRADBFIHHL L, BEOHDLT TV r—a SRR OH DT 7Y r—
Va Nl Lo THIERIEINDAERDH IMEELE LIADDLZ ENTEET,
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SELinux (X —H 70 7 J7 ARV AT A — "% ¥V a T EFEITTHTOICMIEIT /e D /R
OMERRIZHIRR S 25 7 7 2 AR Y o—Z2@H L ES, Zhucky, REINESE (Ny
T7DAF—N—=Ta —RFEIARAREILL-T) EEAELIELINLOT BT T LT —F
YOREN BN E T ITBERR SN E T, ZOHIR A B =X AiE, HEKO Linux 7 7 & Al fH A 1
S AN E IS L TEMEL £,

SELinux #4RE 2 ML F 7213 ET 2 72 DI BB MO BELHREFIEIIH D A, V
Va—valid, PVR—=1r3NTWETT Y b 74— DHEKRIOS-XE V7 by =T O—EL
L<C. T7 4/ N THDEITEETREIC AR Y £,

RIZ, SELinux BIEOER 0 742 RKRT D12 DIZER SV PEHRE show 2~ RERLET,
show platform software audit all
show platform software audit summary

show platform software audit switch <<1-8> | active | standby> <FRU identifier from a drop-down
list>

KIZ, show software platform software audit summary =~ > ROHNfHIZ R L E T,

Device# show platform software audit summary

AUDIT LOG ON switch 1

AVC Denial count: 58

&IZ, show software platform softwareaudit all =~ > KO 2R L 5,

Device# show platform software audit all

AUDIT LOG ON switch 1

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1ls"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="id" dev="loopO" ino=6982

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

========== END ============
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Syslog A vt&— ) 77L& .

(fHRICT D DI HI XA )
Iz, show software platform software audit switch =~ > KO H /12~ L E 7,

Device# show platform software audit switch active RO

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017

comm="mcp_trace filte" name="crashinfo" dev="rootfs" ino=13667

scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=1lnk file permissive=1

type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017

comm="mcp_trace filte" path="/mnt/sdl" dev="sdal" ino=2

scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407

scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l1

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l1

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=1l

type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=1l
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l1

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=1l

END

Syslog AvtE—21)TJ7 LR

REENE=—F =7
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rFSILYa—F108 |
. Syslog A v t&—2 Y TJ7LUR

* %SELINUX-3-MISMATCH

HREDOEE
e —1 LS
A — 0O

U Y—2DT I EARY —RERSNTW Wt IcksT, U Y—AT AN
1ThhE Lz, BB 7 7B bonFE LR, HEESNEHATLE,

s BARIXIEF ICHAT S, PSS ERATLR, BIEN RS Sh 7t icks Y V—
AT 7 RAZONTORY V=RRELTND I LICHL T AT Au 7B EREhE L
7

HESEALIE

« RO BFHAF R A IRAGT 7 7 A4 /L & LT CISCO TAC 12 ZHifE < 7280,

e AV —NFEF VAT AR IIHIEND LBV DA vE—,
+ [show tech-support] OHJ] (FFA K77 A L)

s kD=~ K ( Irequestplatform software trace archive target <URL>| ) ZffifH L727K »
J AMBO Btrace 77 A NDT —HA T fi

Devicettrequest platform software trace archive target flash:selinux_btrace logs
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5 31 =
DRTLAytE—

ZOFEF, WO THMEINTHET,
e Fut REMIZHONT (465 2—7)
s LT — A v b—UOFMORE L (465 X—)

O REEIZDONT

Telnet 7’2 haLZfFoTCary Y —aica s AL, Telnet 7ua fhalzPiR— T BHEED
TP AT = aVNHBVAT A AV R—3 2 NEEHTHI LT, VAT A AvE—V%k
e TEET,

V7 by =T OB EERIL, T RAFREMEENET, L—FOTaeRAEEA LT TR
N7 F % X7 T v b7+ —DIRIFE L2020, CiscolOSXE ZSB#I 4577 v b7 4 — A
PERTCZTI— Ay E—UR—HBLTWET, 2—FR T RERICEER ST LETH Y
FHAN, T AEEREOMEERT VAT A A v —VEERTH L E2BEIDLE
7

I53— A vtE—VDFEMOBREAZE

Tot A EHRE Tsyslog T — A v B —=VICOWVWTOFMEFRT AT, =TF7— A vtE—
VT a—4 —,L (https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi) TxZT — A
=B AN LET,

7= & 21X, 3PMAN-0-PROCESS NOTIFICATION & W) A v —T %R Z DY —)VIZATTHE, ZD
TT— Ay b—VOHH EHRLEP L RSNET,

WSOPDET— Ay =PI LT, 27— Ayt -V TFa—FY— AL TRRINDHY]
EHELRALE DB 2 LR IR LE T

I5— Avyt— : $PMAN-0-PROCESS NOTIFICATION :

The process lifecycle notification
component failed because [chars]

3588 HEALE
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B -5 1 e—vommonark

TutR A4 TYA T VEM IR —R R
TREENEAL, ZNNRKTY ' 2D
W EFE IR TE £ A, ZOME
., Y7 b =T IR =T TOY T b
U =7 DARBE DR THRAET L A REENH
0DET,

SRTFL AytE—Y |

Av—VORAEEEZ LD, I—FRLTT7—
A vl—n 7 E P CRIBE O 2 B L,
TT—IMEERRENE I NEHEGEL T2 S
WV, MEE R CERWEA, £oidasn
ARATERWESIL, 2y Y —ricifihah
e — Ayt —URfKE | showtech-support
avr ROHNEFOFFar’—L, EL
TR ZE L A aDT 7 =)L FR— MR
LTL7EEN,

J:fi'— * 2/*2—‘i} . $PMAN-O-PROCFAILCRIT A critical process [chars] has failed (rc [dec])

AEA

HENE

J—Z PKERET D=0 By, BEAQR T 1
TANKRLE L,

IS—AytE—:

%$PMAN-3-PROCFAILOPT An optional process

Avb—VORANEEZ LD, 27— A vt—
T n 7 ah LT, MEOFEMIZ OV TRE
LTL7EE, MEPEHE SR WA,
V= NLVERIFIVAT A a i Enk
Ave—VEFOEFaL—LET,
http://www.cisco.com/tac THEfl XL TV %> —
NRa—7 4 U7 4 2 L CRIEZ A~
fiER LT IZEN, VY= Ra—T 4 U T ¢
DA =V K> THERTERDEF O E
T, RREHDY 7 N =T OREEZREET
512X, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) %
BRLET. &bIcKEALEREAT,
http://tools.cisco.com/ServiceRequestTool/create/
\Z7 7 2 A L T Technical Assistance Center T
TR =T D YAADT I =H
LR — MR WA DE T, LT
TRz LT 2 &V, showlogging =~ >
R 3 & O show tech-support =~ > Ko H /14
RBIOE#ET L T T7 Vv a—T 47 1
T, RETLHERIC, L= TFR R
(txt) A THEMETITEHM L TIZS N,
[chars] has failed

(rc [dec])

B

HRE
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N7 4w T DERIRIT
FEERNFALE LT,

W Tk AT,

15— rve—voumorzrss [

Ayt —VORAEEFEE LD, I—RVTT—
Av—vaZEREL T, MEOHEMZDS
WTHEL T ZEW, ZOX v E—Y0%
BHOL NI 74y 735 &t EInET
. DA yE=UNERKRTL—FD—EHD
FEREDN NI Z R D AREME N S DT, =T —
EPETLOIMLERDY 9, v/ BHAEHATIE
RN, F IR SN TV D B Z fFR T &
ROWEARIX, av Y —LERE AT LA RS
WCHAIENTEA v E—VhkFDFEFar’—L
F 9, http://www.cisco.com/tac THEfL T
HY—=NR2—T 4 VT 4 L CREE
PR, R LT ZEN, Y= ARoa—T ¢
UT 4 DA yE— I &> CTHIERITERNS
ONET, REHDY 7 Ny =T OREE
M3 % 121%, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) %
ERLET, IOICKENMLERGEI.
http://tools.cisco.com/ServiceRequestTool/create/
{27 7 2 A L T Technical Assistance Center T
TR =T DI VAADT I =T
N AR— MEEF WS DT, IWELE
AR LT 72 &0, showlogging =~ >
35 & Of show tech-support =t~ > Ko H )k
RBLOEESTDL VT TV a—T 47 1
7%, BT LHERIC, TL—rTFX R
(txt) X THEMETITEA LT 7EE 0,

Io— A vt—’) . $PMAN-3-PROCFAIL The process [chars] has failed (rc [dec])

B

HENE

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||


https://tools.cisco.com/bugsearch/search?null
https://tools.cisco.com/ServiceRequestTool/create/launch.do

SRTL A=Y |
B > 1ve—vommornst

TT=NRELEEDICTavARKKRLE | 20X vE—ViF, Tt R CBET MO
L7, Ayk—TLEbIIRRENET, oAy
TV ERHARTRIROBEEH 2B L, EIEL
EEFITTELINE I DEZHRLET, RE
P SNRWVERIE, oY — L ERiEy
AT L v I ENTRA v =V E2EDE
Far—LEJ, http://www.cisco.com/tac TH&
frEnTna Y — e —7 4 V7 ¢ & H
L CHIEZMRA, kLT 72an, V—L
R—=T 4 VT 4 DA yE—I K> THfkE
RIEWPIEONET, BREHLOY 7 R U =
7 ORI Z T 5121, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) %
FHALET, SOICKENLERGAIR,

http://tools.cisco.com/ServiceRequestTool/create/
{27 7 & A LT Technical Assistance Center C
r—RAuF =TT D, YAADT I =
Y AR— MEEFICHWEDE T, IWELT
AR LT 72 &0, showlogging =~ >
R 3 & O show tech-support =~ > K H /14
REBELOHEET D N7y a—T 7 1
7%, HTHERIC, =T FR AR

(txt) R THEMETITEA LT 7EE 0,

J:fi—— A 3/12——5} . $PMAN-3-PROCFAIL IGNORE [chars] process exits and failures are being
ignored due to debug settings. Normal router functionality will be affected. Critical

router functions like RP switchover, router reload, FRU resets, etc. may not function

properly.

599 HRILE

2—PIZRVRESNT Ny FREDTD, | ZOFERERINTZHDOTHY | 2—HFD
Tut AEETEA SN ET, REIIESNTT Ny FRREMTOA TN D

Grtr, RFAETT, ZOAXAyE—IURE
IRSNDZ ENMETH D L s b5
I, TR ITREZETLET, 20Ty
JRRETITIEE . L— X ITEFICEEL £48
Mo SSO AA v FF—r3— N—FDUr—
K. FRU UVt v M EOMRENEEZZ T £
T ZORTEIL, T T EFATTHHAIC
FZIFERL TSN, BFIX, ZORET
N—ZEEESEDLZ L EH Y A,

Is5— A 3/*2——i} . $PMAN-3-PROCHOLDDOWN The process [chars] has been helddown (rc [dec])

B HERIE

Cisco Catalyst IR1101 ST AL ) —X IL—2 YT I FHREHA K



http://www.cisco.com/cisco/web/support/index.html
https://tools.cisco.com/bugsearch/search?null
https://tools.cisco.com/ServiceRequestTool/create/launch.do

| v278 2922

BRI LREAETDHEEIC - Tz 7 1
T AFEBORENELT I D720, m—/L F
A7 RREICR D £ LT,

IS— Ayt—P:

$PMAN-3-RELOAD RP SB NOT READY :

15— rve—voumorzrss [

ZDOA =T, T ACBEET SO
Ayk—TLEbIIERRENET, oAy
TV AP TRR OB 2B L, EIEL
EEFITTELINE I DEHRLET, RE
D SRRV RIE, oY — L ERiEy
AT L v I ENTRA v =V E2EDE
Far—LEJ, http://www.cisco.com/tac TH&
ffrEnTna Y — e —7 4 V7 ¢ & H
L CHIEZMRA, kLT 72an, Y—L
R—=T 4 VT 4 DA yE—I K> THfkE
RIEWPIEONET, BREHLDOY 7 P U =
7 ORI Z /T 5121, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) %
FHALET, SOICKERLERGAIL,

http://tools.cisco.com/ServiceRequestTool/create/
\Z7 7 & A LT Technical Assistance Center C
r—RAuF =TT D, YAADT I =h
Y AR— MEEFICWEDE T, IWELT
AR LT 72 &0, showlogging =~ >
R 3 & O show tech-support =~ > Ko H 74
REBELOEET D N7y a—T 17 1
7%, T HERIC, T —r TR AR

(txt) B THEMETITEA LT 7EE 0,

Reloading: [chars]

Bl

HENE

WO TEIAL N A U RL AP
e, v—h Frty¥RUr—RFahTo
ij‘o

Yo— R, =7 —REICERTDHDOTIX
RN EEMERLTLIIESN,

I5— Avy+t— : 9PMAN-3-RELOAD RP : Reloading: [chars]
B HEWE

RPN o—FENTWET,

Uua— K, =7 —REBIZERT D HDOTIE
BN ERMERLTLSTEEN, =T —IREEIC
ERLTWDAHEE, thoe s XA vye—TT

ZEREN T DR EPE L £
IS— Ayt—o: $PMAN-3-RELOAD SYSTEM : Reloading: [chars]
B HERWNE

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||


http://www.cisco.com/cisco/web/support/index.html
https://tools.cisco.com/bugsearch/search?null
https://tools.cisco.com/ServiceRequestTool/create/launch.do

B -5 1 e—vommonark

VAT AR B—=FERTVET,

I5—Avt—

with process [chars]

i;I %PMAN-3-PROC_BAD EXECUTABLE :

SRTFL AytE—Y |

Va— R, =7 —REBICERSTHHDOTIE
RN EEMERL TS ESY, =7 —IREEI
ERLTWD5a1E, thor XA yte—o7T
FORIN TV A IHFRAZIE L F7°,

Bad executable or permission problem

B

HRENE

Tuav A THHAINDFEITAHEY 7 A /VICH
BERH DD, 2037 7B AFTICET 50
ERHY £,

IS—AytE—2

for process <process name>

%$PMAN-3-PROC_BAD COMMAND:Non-existent executable or bad library used

RENTWDHEITHREY 7 A V& IE LWFAT
AT 7 A VICES A ET,

e

Tub A THHAEINDFEITRRET 7 4 VHIF
FELTWRW, £HRITHEIET A 77 VIChH
BRH F9,

IS— Ayt—P:

$PMAN-3-PROC_EMPTY EXEC FILE

HERENE
IRESNTWDHFEITRREY 7 A VHFEL TH
V. KFET AT T VITRIEN 2 T & 2 RERR

L\ij—o

: Empty executable used for process

[chars]

E%EA HELE

TR ATHEASNDETARET 7 A AN | RENTVNDLIATARET 7 A LDV A ANE

T, BTN L AR L ET,

I%— A Vi t_:/ . $PMAN-5-EXITACTION : Process manager is exiting: [chars]

£ EA HEWE

THEA YR =T R T LET, Tt A TR —=T X DT, =T —IREEIZ
tlTé HOTIERNT }:%ﬁﬁu LEd, =

—IREBIZER LTV D EEE, thor s Ay

t—??%ﬁéﬂf“é%ﬁ%ﬂ%biﬁo

I5— AwHt— : 9PMAN-6-PROCSHUT :

The process

[chars] has shutdown

B

HRIE

TavADTL—AT)V ¥y M TN

TLEL,

$PMAN-6-PROCSTART :

The process

2—PIC L DEMEIIVNESH Y FHA, ZDA Y
t—UiF, BHARNTREINET,

[chars] has started
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B

15— rve—voumorzrss [

o3
wa

P ME

Tuv ANREFICER S, EWICESH LT
WET,

Ia_ A 2 t_:) . $PMAN-6-PROCSTATELESS :

=PI L DTN ED Y A, ZDA Y
=V, BHMENTRESNET,

The process [chars] is restarting stateless

3568 HRILE
Tt ANAT— P ABEHZERLEL |2 FICKBREILED Y T, ZDA Y
o TV, AR TRSNET,
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SRTFL Fyte—2 |
B > 1ve—vommornst
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% 30

i

IREEE—=4

EREEE=H (473 X—)
CBRBET=XBIOY R— MEFE (473 <—)
c BRELE = HRE (474 X—2)

« BREE LR — MEERE (475 ~—20)

« {8 OID @ SNMP K— VU > 7 (481 ~—)
« ZTDMDOBEEEL (482 ~—)

« AIADT I =HV P AR— K (483 X—)

N—RIE, VAT AREAERT 8B o — 2R R R BREE =X VAT AN D
DET, BET=F VAT LAOFHERERED i Z2 LI TIORLET,

« CPU B LU~ —AR— RO A

o B IR A RV N OFLER & GBI ERK

SRy U= BT 0 hal (SNMP) T v SO
« AUAR— REERF 27 (OBFL) 7 — % DAk & INEE

« Call Home A X MEEIOIEIE

c VAT A TT— Ayt —T Dk

cHBIEOBRERB L ORAT —Z 2D FR

REE=_2H XV R— e

Fo A BLOY R— MEREIC LY | BRERENE( T ARNCREABE L, T2 2R T
EXBHDT, VAT LADOEFERBEBEHEREFCTEET,

« BREEE =S HRE (474 ~—2)
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| R

Ix

BiEE=42 |

o BREE LR — MERE (475 ~X—)

IRE =3 HeE

BRIET=ZHETIE. o —2 AL T, vy —NEZHRNLAGEIZELKOBEEZEHR L F
j‘o

N— 2 DBREEIWESAFT, WA L TWAMLERDH Y £§
o« FEBVERFIREE : -40 ~ 70 °C (-40 ~ 158 °F)
o« IEEMERALEE © 5 ~ 95% MR (Ffds L7V 2 &)
o EH{EIRE -
40 ~ 60°C (-40 ~ 140°F) : =7 —7 1 —72 LOEHM NEMA ¥ ¥ £ %> b
40 ~70°C (-40 ~158°F) : =7 —71—401fm ® HABEE T vy Ex v b
40 ~ 75°C (-40 ~ 167 °F) : =7 —7 11— 200 Ifm OIRHELHF ¥ R v FH
« BIVERAIRIE © 10 ~ 95% FEAHEE (R L7222 &)

« IERED EE © =500 ~ 5,000 7 4 — k., 304.8m (1,000 7 4 — b)) Z & ITHRRNEVWEREN
1.5°C 2K F,

WDORIZ, BET =XV T VAT ATHHAIND AT —X ZAREDO L~V E R LET,

R29BEE=FIVT VATLATHERENDGRAT—ERKEOLRL

AF—H R LA i AR
e AR RO T O/RT A —H PN@E OFFRFEANICH Y 3,
g7 VAT ANBEEDO LEVEZB X TWET, AT AT L

FETMB, AR —ZREELCU AT L% ) —< /L AT — FMT
R ZEaHELEL £,

PN BEFHITEESRMDNTRMEEZBZ COVET, VAT AI5 &6
FEMELET, BTy vy MU LET, EBICAL—
ERBETAVLENRDH Y 77,

72 2B TFICRTIRENRAE LGS, BEE=X Y T AT A0 Y —LZ Ay

T—UhEESNET,

BESSLUVEENERELEIR/NLEMEEZBA TS
REEITELEORRK LS VEL B/ L EWEEZRTEEA v — V2 ROBNTTRLET,

Warnings :

For all the temperature sensors (name starting with “Temp:”) above,
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the
the
the

For
the
the

critical warning threshold is 100C (100C and higher)

warning threshold is 80C (range from 80C to 99C)

low warning threshold is 1C (range from -inf to 1C).

all voltage sensors (names starting with "v:"),
high warning threshold starts at that voltage +10%.

mLA— i ]

(voltage + 10% is warning)

low warning threshold starts at the voltage -10%. (voltage - 10% is warning)

h #HE

KDOavy REFALT, BEAT—X R LA— M RBBLOFRTEET,
» show diag all eeprom

 show environment

 show environment all

» show inventory

« show platform

« show platform diag

« show platform softwar e status control-processor

+ show diag slot RO eeprom detail

« show version

« show power

Ihboa<wy KL, BESEILRED/RT A —HX OBAE]

BET=XY LT VATAIED, ZHHDRT A —X D

Nooa~y ROBHEZeE 2 TR LET,

show diag all eeprom : {5

Router# show diag all eepromMIDPLANE EEPROM data:

Product Identifier (PID) : IR1101-K9
Version Identifier (VID) : VOO

PCB Serial Number : FOC21482ZQF

PCB Serial Number : FOC214822CK

PCB Serial Number : FOC21482SY7

Top Assy. Part Number : 68-6479-01
Top Assy. Revision : 13

Hardware Revision : 0.2

Asset ID :

CLEI Code : UNASSIGNED
Power/Fan Module PO EEPROM data is not initialized

Power/Fan Module Pl EEPROM data is not initialized

Slot RO EEPROM data:

Product Identifier (PID) : IR1101-K9

o

EFERRLET,
N0 LICHERsENET, Z
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Version Identifier (VID) : V0O

PCB Serial Number : FOC21482ZQF
PCB Serial Number : FOC214822CK
PCB Serial Number : FOC21482SY7
Top Assy. Part Number : 68-6479-01
Top Assy. Revision : 13

Hardware Revision : 0.2

CLEI Code : UNASSIGNED

Slot FO EEPROM data:

Product Identifier (PID) : IR1101-K9
Version Identifier (VID) : V0O

PCB Serial Number : FOC21482ZQF

PCB Serial Number : FOC214822CK

PCB Serial Number : FOC21482SY7

Top Assy. Part Number : 68-6479-01
Top Assy. Revision : 13

Hardware Revision : 0.2

CLEI Code : UNASSIGNED

Slot 0 EEPROM data:

Product Identifier (PID) : IR1101-K9
Version Identifier (VID) : VOO

PCB Serial Number : FOC21482ZQF

PCB Serial Number : FOC214822CK

PCB Serial Number : FOC21482SY7

Top Assy. Part Number : 68-6479-01
Top Assy. Revision : 13

Hardware Revision : 0.2

CLEI Code : UNASSIGNED

SPA EEPROM data for subslot 0/0:

Product Identifier (PID) : IR1101-ES-5

Version Identifier (VID) : V01

PCB Serial Number

Top Assy. Part Number : 68-2236-01

Top Assy. Revision : AO

Hardware Revision : 2.2

CLEI Code : CNUIAHSAAA

SPA EEPROM data for subslot 0/1 is not available

SPA EEPROM data for subslot 0/2 is not available
SPA EEPROM data for subslot 0/3 is not available
SPA EEPROM data for subslot 0/4 is not available
SPA EEPROM data for subslot 0/5 is not available

Router#

show environment : 15|

Router# show environment
Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 0

Slot Sensor Current State Reading Threshold (Minor,Major,Critical, Shutdown)
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RO Temp: LM75BXXX Normal 43 Celsius (75 ,80 ,90 ,na ) (Celsius)

Router#

show environment all : {5l

Router# show environment all

Sensor List: Environmental Monitoring
Sensor Location State Reading

Temp: LM75BXXX RO Normal 48 Celsius

show inventory : 5l

Router# show inventory

B e o B e o e o o o S
INFO: Please use "show license UDI" to get serial number for licensing.
B e o L o L o e o S
NAME: "Chassis", DESCR: "IR1101 Base Chassis"

PID: IR1101-K9 , VID: V00 , SN: FCW2132THOZ

NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: , SN:

NAME: "module subslot 0/0", DESCR: "IR1101-ES-5"
PID: IR1101-ES-5 , VID: V0Ol , SN:

NAME: "subslot 0/0 transceiver 0", DESCR: "GE SX"
PID: GLC-SX-MM-RGD , VID: VOl , SN: FNS16370HL4

NAME: "module subslot 0/1", DESCR: "P-LTE-US Module"
PID: P-LTE-US , VID: V0Ol , SN: FOC21333R92

NAME: "Modem 0 on Cellular0/1/0"™, DESCR: "Sierra Wireless WP7603"
PID: WP7603 , VID: 10000, SN: 359528080000794

show platform : 451

Router# show platform
Chassis type: IR1101-K9

0 IR1101-K9 ok 01:52:41

0/0 IR1101-ES-5 ok 01:51:35

RO IR1101-K9 ok, active 01:52:41
FO IR1101-K9 init, active 01:52:41
Router#
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show platform diag : 5!

Router# show platform diag
Chassis type: IR1101-K9

Slot: 0, IR1101-K9

Running state : ok

Internal state : online

Internal operational state : ok

Physical insert detect time : 00:00:25 (5d02h ago)
Software declared up time : 00:01:07 (5d02h ago)
CPLD version

Firmware version : 1.3

Sub-slot: 0/0, IR1101-ES-5

Operational status : ok

Internal state : inserted

Physical insert detect time : 00:02:21 (5d02h ago)
Logical insert detect time : 00:02:21 (5d02h ago)

Sub-slot: 0/1, P-LTE-US

Operational status : ok

Internal state : inserted

Physical insert detect time : 00:02:21 (5d02h ago)
Logical insert detect time : 00:02:21 (5d02h ago)

Slot: RO, IR1101-K9

Running state : ok, active

Internal state : online

Internal operational state : ok

Physical insert detect time : 00:00:25 (5d02h ago)
Software declared up time : 00:00:25 (5d02h ago)
CPLD version : 00000000

Firmware version : 1.2

Slot: FO, IR1101-K9

Running state : init, active

Internal state : online

Internal operational state : ok

Physical insert detect time : 00:00:25 (5d02h ago)
Software declared up time : 00:01:10 (5d02h ago)
Hardware ready signal time : 00:00:00 (never ago)
Packet ready signal time : 00:00:00 (never ago)
CPLD version : 00000000

Firmware version : 1.2

Router#

show platform software status control-processor : 45l

Router# show platform software status control-processor
RPO: online, statistics updated 9 seconds ago

Load Average: healthy

1-Min: 0.32, status: healthy, under 5.00

5-Min: 0.33, status: healthy, under 5.00

15-Min: 0.35, status: healthy, under 5.00

Memory (kb): healthy

Total: 3959840

Used: 2894588 (73%), status: healthy
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Free: 1065252 (27%)

Committed: 2435656 (62%), under 90%

Per-core Statistics

CPUO: CPU Utilization (percentage of time spent)
User: 0.50, System: 0.91, Nice: 0.00, Idle: 98.07
IRQ: 0.40, SIRQ: 0.10, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 0.81, System: 0.30, Nice: 0.00, Idle: 98.48
IRQ: 0.20, SIRQ: 0.20, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)
User: 0.81, System: 2.65, Nice: 0.00, Idle: 95.41
IRQ: 1.12, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 7.66, System: 17.05, Nice: 0.00, Idle: 70.58
IRQ: 4.59, SIRQ: 0.10, IOwait: 0.00

Router#

show diag slot RO eeprom detail : 5l

Router# show diag slot RO eeprom detail
Slot RO EEPROM data:

EEPROM version : 4
Compatible Type : OxFF
Controller Type : 3457

Hardware Revision : 0.2

PCB Part Number : 73-18820-03
Board Revision : 02

Deviation Number : 0

Fab Version : 02

PCB Serial Number : FOC22106KKH

Top Assy. Part Number : 68-6479-03
Top Assy. Revision : 04

Chassis Serial Number : FCW2213THO7
Deviation Number : 0

RMA Test History : 00

RMA Number : 0-0-0-0

RMA History : 00

Product Identifier (PID) : IR1101-K9
Version Identifier (VID) : V0O

CLEI Code : UNASSIGNED
Manufacturing Test Data : 00 00 00 00 00 00 00 0O
Field Diagnostics Data : 00 00 00 00 00 00 00 00
Chassis MAC Address : 682c.7b4d.7880
MAC Address block size : 128

Asset ID

Asset Alias

PCB Part Number : 73-18821-03

Board Revision : 03

Deviation Number : 0

Fab Version : 02

PCB Serial Number : FOC22106KHD

PCB Part Number : 73-19117-02

Board Revision : 02

Deviation Number : 0

Fab Version : 01

PCB Serial Number : FOC22106KJ9

miLt— rigge ]
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Asset ID :
Router#

show version : {5

Router# show version
Cisco I0S XE Software, Version 16.10.01

Cisco IOS Software [Gibraltar], ISR Software (ARMVBEL LINUX IOSD-UNIVERSALK9-M), Version

16.10.1prd7, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Wed 31-Oct-18 23:27 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 1 hour, 53 minutes

Uptime for this control processor is 1 hour, 54 minutes

System returned to ROM by reload

System image file is "usb0:1ir110l1-universalk9.16.10.01lprd7.SPA.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot

network-advantage Smart License network-advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED
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cisco IR1101-K9 (ARM64) processor (revision 1.2 GHz) with 711867K/6147K bytes of memory.

Processor board ID FCW2150THOF

Virtual Ethernet interface

FastEthernet interfaces

Gigabit Ethernet interface

Serial interface

1 terminal line

32768K bytes of non-volatile configuration memory.
4038072K bytes of physical memory.

3110864K bytes of Bootflash at bootflash:.
OK bytes of WebUI ODM Files at webui:.
30670832K bytes of USB Flash at usbflashO:.

[ S N

Configuration register is 0x0 (will be 0x2102 at next reload)

Router#

show power : 1§l

Router# show power

Main PSU

Total Power Consumed: 8.16 Watts
Router#

SNMP K—1) > 5

SNMPMIB B{REE o —n O EEZEED LT 572000 R— B E L, B

I1Z. show environment CLI ® L 912720 £,
IR1101 @ show environment ™ H /7 :

IR1101#show environment

Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 0
Slot Sensor Current State Reading

Threshold (Minor,Major,Critical, Shutdown)

RO Temp: TS1 Normal 42 Celsius

RO Temp: TS2 Normal 37 Celsius

snmpwalk 7> 5 DHIFRO L H 12720 £797,

(75 ,80 ,90 ,na ) (Celsius)

(75 ,80 ,90 ,na ) (Celsius)

[root@sg-centos-hv ~]# snmpwalk -v 2c -c public 33.33.33.204 1.3.6.1.4.1.9.9.13.1.3.1

SNMPv2-SMI: :enterprises.9.9.13.1.3.1.
SNMPv2-SMI::enterprises.9.9.13.1.3.1
SNMPv2-SMI: :enterprises.9.9.13.1.3.1.
SNMPv2-SMI::enterprises.9.9.13.1.3.1

= Gauge32: 48
= INTEGER: 93
= INTEGER: O

g W N
= e e

= STRING: "Sensor 1"
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INTEGER: 1
INTEGER: 0

SNMPv2-SMI::enterprises.9.9.13.1.3.1.6.1
SNMPv2-SMI::enterprises.9.9.13.1.3.1.7.1

ciscoEnvMonTemperatureStatusEntry oid /% 1.3.6.1.4.1.9.9.13.1.3.1 T,

* ciscoEnvMonTemperatureStatusIndex (.1)

* ciscoEnvMonTemperatureStatusDescr (.2)

* ciscoEnvMonTemperatureStatusValue (.3)

» ciscoEnvMonTemperatureThreshold (.4)

* ciscoEnvMonTemperatureLastShutdown (.5)

* ciscoEnvMonTemperatureStatus (.6)

ZTDMDSEEH
DD 7 v a T, BINREHEMEEICREE L= 2E 8RN W T L £ 77,

MIB MB®D'Y >y

CISCO-ENTTY-FRU-CONTROL-MB | #84R L 7= 7' Z v b 7 #—2A, CiscoIOS V U —A, BLW
74 —F vy MIBETEHMB EZRBELLOF Y a— R
I BHIZIE, http://www.cisco.com/go/mibs (Z & % Cisco MIB
Locator Z i/l L TS 72 &0,
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vzanss=nrgt—t [

DRAADNTY ZAILBR—Fk

B 9

A adYFR— | Web A4 FTiE, ¥ & =@ |http://www.cisco.com/cisco/web/support/index.html
G777 /) a o —IClTH T Ty a—
T A TICBELTWERETA L8912, ==
TR —NVEII LD LT HEERAE T4
VIR R L TVETS,
BHEWORGOE X 2 U 7 4 fFESCEANE H
 NFT57=HIZ. Cisco Notification Service
(Field Notice 7% 7 7 & &) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 74— Flp LAY — B XITMA
TEET,
VAADYR— Web A NDOY— VT T
24 BERIE. Cisco.com D —H ID B LW
INAY — RSB TT,
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WAN E=421)> 4

ZOFEF, WO THMEINTHET,

*« WANMon (22T (485 ~X—3)

s AitESRME (486 X—2)

c FEFHEHRFEHE (486 X—)
* WANMon DX E (487 ~—)

« WANMon #% € DS (489 ~—7)
HREF] (489 ~2—3)

WANMon [Z2DIVT

WANMon 1Z, O L AL Z—T 2 A4 2D WAN U > 7 DU J 30 BRI kST 5 Feil /e
VY a—g 2 Cd,
MRy FU—2 1 4GLTE & A —H %> b (WAN F— )
ARARY 7 FEEE~ S _N—ZAD IPSec kR (L H Y —F 21X FlexVPN) , O F
D, A2 =T AL LTHETDILED IPSec k> RIVTT,

WANMon A% LT, WANY 7 %2F=& L, Vo I@BEN) T—OZERFIZY 7 H
NRYTFT Uy a sk LET,

HAIAFHDIEIBENE

Wiz, Voo 24 TICEAEOHMBPIALY BN Tav A0 3OO L~V ERLET,

Vo054 (VAN TFTooaY

7 LARJLO0 (ENRE) LRI (PO T47) |[LRIL2 (REF
E%)
4G LTE Ao B =T 24 A% VT LT [EVa—AD)a—F [V 2545 Ja—]
7> 5 shut/no-shut
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JooB4 (VAN TF7oo3y
7 LAJLO (ENEF) LRI (PO T47) |[LRIL2 (REF
E%)

A —HYF%y (A v B2 —T=2ARZI7 VT LT |TIZaril VAT LA Yu—R
k 7> 5 shut/no-shut

ko xv Shut/no-shut VA2 30 SAFA Ym— R

B L UL, BT ENDHBIALY DR T 732 g NS 20D ER_R—2 D L& VWMl
DoV ET, RIZ, HELNVOT 74V MNREEZRLET,
sthresholdi%, V2 Z7BERY H—ZZELTHhDL, HESNTZLNLTRESNZY AN
V7 7 araBthd 5 £ CORERE T (OHAD |
emintimelX, Vo7 NZ T LIEEDGEEIC) BN T I g 2FTTH8ETT,

WIZ, MAAREE R LET,

L~ L |threshold | mintime | 55 B

Lok (1047|1047 |V 7 BE T LThBLI03RICLSV0DT 7 va vk ) H—
0 LEd, 10 0L TOME TR IRL £,

LoUL 604y (604 |V 7B F T LT 100%ICL~1DT 7y ar%d b —
1 LET, 60 7 TORIECTEYELET,

L~UL 14804 (6045 |V I NRE D L4805 %I LV 2D T 7 aa U H—1L
2 F9, 60 L FOMMRE TRV IELET,

\)

GE) LEVWVMEZOICHET S L., ZOL~YLDY BN T 7 a i3 TE8nERA, ZhafEH
THE, MO WAN UV 7 BREMEL COW D A[REMENRHHZHF T I/ EE RN H—%2ZE L= &
X2, VATFADUR— K JBSABDOLV2OY BINY T g EERBECEET,

=~

L Ek
AR
WANMon & ¥ 22— /L MERABETH D Z & 2 iR LE 3, WANMon € ¥ = —/LiE,
tm w3316anmon.tcl IR U > —7 7 A /L& L TIOS-XE A/ A —JIZEHENTWET,

FIEFHEEHRNSEIA

e WANMon |, BN T—A L F—T oA RATHERIPT NL2AF v 7 (—HHRER
L) ZHEMNCFEITLET,
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WANMon D% 5E .

DT XRTHOA L H—T 2 A ATIE, WANMon IZIP 7 RLAF v 7 Z2ETLERA,

eWANMon lx., Vo 27 Vv X7 7Ly NRE=ZXZTEHET YU r— g A Xy MEAERK
THZELIWLE-T, 22— EDT 7> a 2B N H—LET,

AT OR Y FU—27 TE, v FIZE-oTEZ S ATREMEDN H D B2 + ol L
TLIEENY,

WANMon D% FE

JL—& T WANMon Z BN L TEED A v X —7 = A A2 WAMMon H7A8— R 2E| ) 4T3
ZENTEET, BBEISL T, MABIABY AR T 72 a DA —N"—=F 4 K, HAXLY
HNRY VT DEHR. BIRN I v 74TV 27 MEERELTIP T RLAF = v 7 S
T D7D DAR PR =V XY OBRERY V—DEREFEITTCEET, 774/ N T,
WANMon [T 72 > TV ET,

FIE
ARV RFERFTIVaY =)
X 71 | event manager policy tm wanmon.tcl authorization WANMon U > 27 DU B ANYED a—LEHHL
bypass ES

ZORY =2 Lo TR &4 5 CLL OFF Al 4 [H]
WEJ 5121, authorization bypass Z i H L &9,

-

R =72 | event manager environment wanmon_if_list <instance> | WAN @A o % — 7 = 4 A{Z WANMon 3% E L. =
{interface name { ipsla <instance>} } WA B —T oA A AT (Fal—gy o

YR THLZEERLET,

G¥) 7V 7 1 v 7 A wanmon_if list Z R DEREEA
BTA U H—T A AREZMM L ET,

A VAR VABRIBETHZ LT, BEDOA L HF—
T oA ABEHTEET,

U st v —T = A 24 (cellular0/1/0 & 7=
IX cellular0/3/0) Z##EL 7,

MBS UC, IP SLA icmp-echo b U W —%FRE T
XET, AVAFURERETHI LT, HEOIP
SLA hU T — ZfEHTE £7,

(G¥) WANMon /% SLA ID D AT — & 2D I % e
AL ET, icmp-echo 23 b — RT3,
MENZJS U T, o & A 7D SLA 7'r—7
(udp-echo72 &) btV IZHEHTEET,
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B wanmon oz

ARV RFERFTIVaY =)

X 7 3 | event manager environment wanmon_if_listx {interface| (1) fHAAL L X VMEES F—1"—F5 4 KL F

name { recovery LevelO {Levell } Level2}} +,

AT v 7 4| publish-event sub-system 798type2000 argl <interface| ({-&) V> 2 Uty b7 7Ly hEEH LTI A

name> arg2 <level > ALY N T I a BRELET,

<interface> L E72 A v X —T7 = A% TT
(cellular0/1/0 < cellular0/3/0 72 &)

devd > X, BB U L Z U ARUT 7 g il—

HIHEo02, 00 1. £41F212720 £7,

R T v 75 |{stub <track-stub-id > } UEE) A X b~ =y OBRERY o —%f

LChI v A7 V=7 MEERETEET,
WANMon (X, /M7 7Ly "ISAZTH TV =
NEBRICTE DX D10, VoI REEKBT 5720
? track-stub-object fH 7% E T £,

R T w 76 | event manager environment wanmon_if_listx EBE) IPT FLAF v 7 2z LET,

{<interface name > { checkip <instance>}}

RDBRY
1

event manager policy tm wanmon.tcl authorization bypass

wIZ, BT —BIUOA =V Ry hOA B —T o2 AEBRETHIARN w3 —Vpya~vy
FoflzRLET,

event manager environment wanmon if listl {cellular0/1/0 {ipsla 1}}
event manager environment wanmon if 1list2 {GigabitEthernet0/0/0 {ipsla 2}}

ZOFITIX, BAZLY AR DO LEVEEZRELET,

event manager environment wanmon if list {cellular0/1/0 {recovery 20 {90 75} 600}

F1E DA

s LULODLEVMEIL, Vo ZREERNYT—020 0FBICRESINET, v~w0®Jﬁ
NUT7r7asx, B —A /5? T oA AZKHLTEITINET, 10 0L FORFE
(T 74/ ) CTHERERICHYIRLET,

s LUL T DO LEVEIZODICRESNET, L1 DY AN T I a i, BT —
A H =T 2 A AR LTEITENET, 75 DU TORETHERYIELET,

s LU 2 DL EVMEIE 600 4y (10 BFfE) ICRRESNET,
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WANMon

wanmon ZE0#ER

RI%, track-stub-object fE%Z 21 IZFE L £,

conf t
track 21 stub-object
event manager environment wanmon if list {cellular0/1/0 {ipsla 1} {stub 21}

EXTE DFEEE

WANMon R E Z MERT 2121%. ROFINEEZFEITLET,

FIE
ARV FERRTIVa Y =)
Z 5w 71 |show event manager policy registered WAN E=% U IR v—2FRLET,
2 5 72 | show event manager environment A B =T 2 A ADRERFITRE SNToA o F—
T a2 A ARBERERRLET,
RDBRY
1

&% 7 151

WANMon tz /L

show event manager policy registered
1 script system multiple Off Thu Jan 16 18:44:29 2014 tm wanmon.tcl

show event manager environment
1 wanmon if list {cell0/1/0 {ipsla 1}}

TR, ROFIERLET,

T—AF =T 4 ADEEH

track 1 ip sla 1
ip sla 1
icmp-echo 172.27.166.250
timeout 6000
frequency 300
ip sla schedule 1 life forever start-time now
event manager environment wanmon if list {cellular0/1/0 {ipsla 1}}
event manager policy tm wanmon.tcl authorization bypass
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BHWAN Y VODE=Z2) T4

track 1 ip sla 1
track 21 stub-object

ip sla 1

icmp-echo 172.27.166.250

timeout 6000

frequency 300

ip sla schedule 1 life forever start-time now
track 2 ip sla 2
track 22 stub-object

ip sla 2

icmp-echo 10.27.16.25

timeout 6000

frequency 300

ip sla schedule 2 life forever start-time now

event manager environment wanmon if listl {cellular0/1/0 {ipsla 1} {stub 21}}

event manager policy tm wanmon.tcl authorization bypass
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TJOFAANILR ETEZAY Y

ZOETIH, V—HOFFEa R —F 2 O EFEEZ B X O S B OV TR L
9, ZITHATLIAFIT, kO LB TT,

cear hr—)L FL—1DY Y —ZADEH (491 ~—3)
T T ALEMA LN R =7 O (497 X—)

arkO—)L TL—rD) Y —RXDER
ZZTIE, CiscolOS 7mt A b ar bu—L 7 L—2BROB SIS B2 AE U B L OCPU
DEEFIZ O T L E 9,
s EHINZRERLIC X 2 RO EGE (491 ~—)
*CiscolOS 72D U VY —2Z (492 _X—)

sy ha—/L FL—rBRDY YV —A (495 ~X—)

EHAR BRI & % A [E &

Tt 2% ELLEESEAI01E,. T ut 2D AT —& R/IEHMEAZEER L ClEnd 2860
VT, TreRIEENEAET DL syslog= T — A vE—UNRERIN, TrEADORH
EEVE/ TN —F DY 7 — EBRFETENET, TREANRZAZ v 7 LTNDENI Ty a Ll
lEE=X-DBRBRET DL, syslogm T — A vE—UREREINET, T A NEEE)R]
RS AITFREE I, TNUNAOHEITI V-2 B FHEEI S ET,

VAT LYY —=ADERIZ LT, IV GLMBEERENNHRE TE 5720, VAT LDE
IEZERECEET, £, ERRI AT AAMOEERBILINET, N—FRv=7RY 7 |
VT T T T L— RULERIC, ZOBHRELBOMRIME LTHEHAL, 7y 77 L— KR
V= ADMEHRIZEEE 5 X208 ) EHERTEET,
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Ciscol0S 7Ot AXMDYY—R

ToeRALRE=S Y |

[l Cisco Catalyst RN Ff AL U —X IL—8 VT kYT 7HEE

TUIT 47 ekt AO CPUMAERGHEREZZ L, 26D rEATHA SN TND A
FY OFBELZHRT SHIT1E. showmemory =1~ > R & showprocesscpu =1~ > RAHTx %
T, ZNHDa<r RiE, CiscolOS 7uat ZADHD AEY & CPU DMK ERLET, 7
Ty N7 4 —LBEDOY YV —ACETHERITEENET A, 4GBRAM Z##H L, 1 2D
CiscoIOS 7 AZTFATL TV D AT A Tshowmemory 2~ > REFITT5H L, IROAE
VAERRILE AR RSN ET,

Router# show memory
Tracekey 14#33e0077971693714bd2b0bc347d77489
Address Bytes Prev Next Ref PrevF NextF what Alloc PC

Head Total (b) Used(b) Free(b) Lowest (b) Largest (b)

Processor 7F68ECD010 728952276 281540188 447412088 445683380 234766720
lsmpi io 7F6852A1A8 6295128 6294304 824 824 412

Dynamic heap limit (MB) 200 Use (MB) O

Processor memory

Address Bytes Prev Next Ref PrevF NextF what Alloc PC
7TF68ECD010 0000000568 00000000 7F68ECD2A0 001
TF68ECD2A0 0000032776 7F68ECD0O10 7F68ED5300 001
:400000+60D12A8

TF68ED5300 0000000056 7F68ECD2A0 7F68ED5390 001
TF68ED5390 0000012808 7F68ED5300 7F68EDS5FO0 001
Address Bytes Prev Next Ref PrevF NextF what Alloc PC
TF68ED85F0 0000032776 7F68ED5390 7F68EE0650 001

*Init* :400000+60E37C4
———————————————— Managed Chunk Q

:400000+3B0C610
:400000+B8A5D64

*Init*
*Init*

List Elements

:400000+60A4A9C

TF68EE0650 0000032776 7F68ED8SFO 7F68EE86B0 001 —--—-—--- —-————-—--- List Headers
:400000+60A4AD8

TF68EE86B0 0000032776 7F68EE0650 7F68EF0710 001 —-------= ————-—--- IOSXE Process S
:400000+11924cCC

TF68EF0710 0000032776 7TF68EE86B0O 7F68EF8770 001 —--—--—--= —————-—--- IOSXE Queue Pro
:400000+1192510

TF68EF8770 0000065544 7F68EF0710 7F68F087D0 001 —-------= ——-—-—-—- IOSXE Queue Bal
:400000+1192554

TF68F087D0 0000000328 7F68EF8770 7F68F08970 001 —-------= ——————-—- *Init* :400000+B89E1D8
TF68F08970 0000000328 7F68F087D0 7F68F08B10 001 —-------= ——————--- *Init* :400000+B89E1DS8
TF68F08B10 0000000328 7F68F08970 7F68F08CBO 001 -------= ——=———--- *Init* :400000+B89E1D8

TF68F08CBO 0000000360 7F68F08B10 7F68F08E70 001 —-—-—--= ————-—-- Process Events
:400000+60F9CD4

TF68FO08E70 0000000056 7F68F08CBO 7F68F08F00 001 —-—-—--= ————-—-- SDB String
:400000+605981C

TF68FO08F00 0000000080 7F68FO08E70 7F68FO08FA8 001 —-—-—-—= ————-—-- Init :400000+60599E4
Address Bytes Prev Next Ref PrevF NextF what Alloc PC

TF68FO08FA8 0000036872 7F68F08F00 7F68F12008 001 —-—------= ———=———-- *Init* :400000+11891E8

7F68F12008 0000010008 7F68F08FA8 7F68F14778 001 —------= —————--- Platform VM Pag
:400000+11AD244

TF68F14778 0000002008 7F68F12008 7F68F14FA8 001 —------= —————---— *Init*

iosd crb irl1101 unix:7F8EB59000+5CC1C

TF68F14FA8 0000200712 7F68F14778 7F68F46008 001 —------= —————---— Interrupt Stack
:400000+11891E8

TF68F46008 0000003008 7F68F14FA8 7F68F46C20 001 —------= —————--- Watched Semapho
:400000+60FE448

TF68F46C20 0000000328 7F68F46008 7F68F46DCO 001 —-——-=---= ———--——- *Init* :400000+B89E1DS
TF68F46DCO 0000000096 7F68F46C20 7TF68F46E78 001 —--——--= —————---— Init :400000+60599E4
TF68F46E78 0000000216 7F68F46DCO 7F68F46FA8 001 —-—-—----= ———--——- *Init* :400000+60ED228
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TF68F46FA8 0000036872 7F68F46E78 7F68F50008 001 —————=-= —=—————— *Init* :400000+11891E8
TF68F50008 0000000896 7F68F46FA8 7F68F503E0 001 —-—-—-—= ————-—-- Watched Message
:400000+60FE4A8

TF68F503E0 0000002008 7F68F50008 7F68F50C10 001 —-—-—-—= ——————-- Watcher Message
:400000+60FE4DS8

Address Bytes Prev Next Ref PrevF NextF what Alloc PC

7TF68F50C10 0000000360 7F68F503E0 7F68F50DD0 001 --—--—-= —=—————— Process Events
:400000+60F9CD4

7F68F50DD0O 0000000184 7F68F50C10 7F68F50EEQ0 001 ———--=-= —=—————— *Init* :400000+60ED918
TF68F50EE0 0000000112 7F68F50DD0 7F68F50FA8 001 ———=--=-== ———=————- *Init* :400000+60B57CC
TF68F50FA8 0000036872 7F68F50EEO0 7F68F5A008 001 ———-——-= —=—————— *Init* :400000+11891E8
TF68F5A008 0000002336 7F68F50FA8 7F68F5A980 001 --—--—-= —=——-——— Process Array
:400000+6102A4C

TF68F5A980 0000000184 7F68F5A008 7F68F5AA90 001 ———----= —=—————— *Init* :400000+60ED918
TF68F5AA90 0000000184 7F68F5A980 7F68F5ABA0 001 ———--—== —=—————— *Init* :400000+60ED918
TF68F5ABAO 0000000184 7F68F5AA90 7F68F5ACBO 001 ————-=-= —=—————— *Init* :400000+60ED918
TF68F5ACB0O 0000000184 7F68F5ABA0 7F68F5ADCO 001 ———=-=--= ———=————- *Init* :400000+60ED918
TF68F5ADCO 0000000184 7F68F5ACB0O 7F68F5AEDO 001 ———=-==--= ———=————- *Init* :400000+60ED918

show processcpu =2~ > KX, Cisco IOS CPU DR ZRD K HIcFR L E T,

Router# show process cpu

CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1017 0 0.00% 0.00% 0.00% 0 Chunk Manager

2 552 1205 458 0.00% 0.00% 0.00% 0 Load Meter
3010 0.00% 0.00% 0.00% 0O PKI Trustpool

4 010 0.00% 0.00% 0.00% 0 Retransmission o
5010 0.00% 0.00% 0.00% 0 IPC ISSU Dispatc

6 36 13 2769 0.00% 0.00% 0.00% 0 RF Slave Main Th
7010 0.00% 0.00% 0.00% 0 EDDRI MAIN

8 01 0 0.00% 0.00% 0.00% 0 RO Notify Timers

9 4052 920 4404 0.23% 0.09% 0.06% 0 Check heaps

10 12 101 118 0.00% 0.00% 0.00% O Pool Manager
11 01 0 0.00% 0.00% 0.00% 0 DiscardQ Backgro
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

12 02 0 0.00% 0.00% 0.00% 0 Timers

13 0 163 0 0.00% 0.00% 0.00% 0 WATCH AFS

14 0 2 0 0.00% 0.00% 0.00% 0 ATM AutoVC Perio
150 2 0 0.00% 0.00% 0.00% 0 ATM VC Auto Crea

16 76 3024 25 0.00% 0.00% 0.00% O IOSXE heartbeat
17 0 13 0 0.00% 0.00% 0.00% O DB Lock Manager

18 01 0 0.00% 0.00% 0.00% 0 DB Notification
1901 0 0.00% 0.00% 0.00% 0 IPC Apps Task

2001 0 0.00% 0.00% 0.00% O ifIndex Receive

21 36 1210 29 0.00% 0.00% 0.00% 0O IPC Event Notifi

22 72 5904 12 0.00% 0.00% 0.00% 0 IPC Mcast Pendin

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
23 01 0 0.00% 0.00% 0.00% 0 Platform appsess

24 0 101 0 0.00% 0.00% 0.00% O IPC Dynamic Cach

25 16 1210 13 0.00% 0.00% 0.00% 0 IPC Service NonC

26 01 0 0.00% 0.00% 0.00% O IPC Zone Manager

27 64 5904 10 0.00% 0.00% 0.00% 0 IPC Periodic Tim

28 76 5904 12 0.00% 0.00% 0.00% 0 IPC Deferred Por

29 01 0 0.00% 0.00% 0.00% 0O IPC Process leve

30 01 0 0.00% 0.00% 0.00% 0 IPC Seat Manager

31 8 346 23 0.00% 0.00% 0.00% 0 IPC Check Queue

32 01 0 0.00% 0.00% 0.00% 0 IPC Seat RX Cont

3301 0 0.00% 0.00% 0.00% 0 IPC Seat TX Cont

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
34 48 606 79 0.00% 0.00% 0.00% 0O IPC Keep Alive M
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35 28 1210 23 0.00% 0.00% 0.00% 0 IPC Loadometer
36 01 0 0.00% 0.00% 0.00% O IPC Session Deta

37 01 0 0.00% 0.00% 0.00% 0O SENSOR-MGR event

38 4 606 6 0.00% 0.00% 0.00% O Compute SRP rate
3901 0 0.00% 0.00% 0.00% O MEMLEAK PROCESS

40 01 0 0.00% 0.00% 0.00% O ARP Input

41 112 6331 17 0.00% 0.00% 0.00% O ARP Background
42 0 2 0 0.00% 0.00% 0.00% O ATM Idle Timer

43 01 0 0.00% 0.00% 0.00% O ATM ASYNC PROC

44 0 1 0 0.00% 0.00% 0.00% O CEF MIB API
—--More--

show process cpu platfo

CPU utilization for fiv
Core 0: CPU utilization
Core 1: CPU utilization
Core 2: CPU utilization
Core 3: CPU utilization
Pid PPid 5Sec 1Min 5Min

rm sorted

e seconds: 11%, one minute: 12%, five minutes: 12%

for five seconds:
for five seconds:
for five seconds:
for five seconds:

Status Size Name

o

1%, one minute: 3%, five minutes:

%, one minute: 3%, five minutes:

= ow W
o

o

1%, one minute: 1%, five minutes:
°

42%, one minute: 42%, five minutes: 42%

18246 17700 34% 34% 34%

27122 26048 0% 0% 0% S
26048 25864 0% 0% 0% S
25928 1 0% 0% 0% S 2960
25864 1 0% 0% 0% S 3532
24212 2 0% 0% 0% S 0 kw
19648 8282 0% 0% 0% S 2
19635 10903 0% 0% 0% S
18121 17675 0% 0% 0% S
17979 1 0% 0% 0% S 1660
17863 2 0% 0% 0% S 0 kw
17859 1 0% 0% 0% S 2836
17737 17095 0% 0% 0% S
17700 13380 0% 0% 0% S
17675 12798 0% 0% 0% S
17518 16854 0% 0% 0% S
17312 1 0% 0% 0% S 2828
17095 12798 0% 0% 0% S
17085 1 0% 0% 0% S 2876
16942 2 0% 0% 0% S 0 kw
16892 14768 0% 0% 0% S
16854 13380 0% 0% 0% S
16716 1 0% 0% 0% S 2996

16664 15963 0
16477 13380 0
16326 15536 0

o

o
o O O
o
o O O
o

o

16270 1 0% 0% 0% S 2972
15963 13380 0% 0% 0%
15779 15163 0% 0% 0%
15730 1 0% 0% 0% S 1640
15536 13380 0% 0% 0%
15412 1 0% 0% 0% s 1716

15274 14681 0
15163 13380 0
15083 14361 0
15057 1 0% 0%
14891 1 0% 0%
14768 13380 0%
14722 14127 0O
14717 14108 O
14681 12798 0

o o oo
o O
e O O O
o
o O O
o

o

8

o
oo oo

o
o

S
S
S
7
S
S
4
S
1
% S
S
S
6
6
S
S
S
S

o O O o

o
o

. Cisco Catalyst IR1101 ST A —X IL—2 VI L7

S 272500 gfp-ucode-sparr
18297 16477 1% 1% 1% S 165768 fman fp image
9992 9121 1% 1% 1% S 743608 linux iosd-imag

8460 nginx
19252 nginx
rotee

pman.sh

orker/u8:0

20 sleep

212 sleep
10968 ngiolite
rotee

orker/1:0
rotee

56828 iomd
3556 pman.sh
3524 pman.sh
15024 hman
rotee

3568 pman.sh
rotee

orker/0:1
108952 cpp_cp_svr
3568 pman.sh
rotee

51096 cpp_sp_svr
3540 pman.sh

39852 cpp_ha top leve

rotee

3528 pman.sh
55208 cpp_driver
rotee

3528 pman.sh
rotee

15004 hman

3624 pman.sh
26792 cman_fp

rotee

3568 pman.sh
27536 cmcc
15220 btman
3572 pman.sh

e

ax &
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14627 1 0% 0% 0% S 2996 rotee

14361 13380 0% 0% 0% S 3596 pman.sh
14338 1 0% 0% 0% S 2984 rotee

14314 1 0% 0% 0% S 2824 rotee

14155 13577 0% 0% 0% S 15128 btman
14127 12798 0% 0% 0% S 3612 pman.sh
14108 13380 0% 0% 0% S 3572 pman.sh
13813 13380 0% 0% 0% S 252 inotifywait
—--More--

JL—r&En)v—2X

Kariro— L Faktydoar bo—L FL—r0DAE Y BLOCPU DM ARIICLY .,
ayhr— T L—B2EKDY V—REFEHTXET, arbr— LT L—2DAEY L CPU
ORI ONE A& F£v9 5 121%, show platfor m softwar e status control-processor brief ==~ >~
K (%~ U — v 2—) F721% show platform software status control-processor =~ > K (FE#
Ba—) ZEATEET,

FTRTOAY b=k Taty $OAT =4 2L LT [Healthy] AERSHDONEHTT,
MicR RS D B AT —% ADfEIL, [Warning] & [Critical] T3, [Warning] I%, /L — & DNEIE
HTHDLHDOD, BFL NV ORBNRNETHD Z & E2RLTWNET, [Critical][ 1%, /L—F T
BEEAFEAT D ATREES @V E AR LTV ET,

[Warning] % 7213 [Critical] 27 — % ANERINTC B, RO TIEZ S TS0,

« RENDERZDOEEZWS T, BRT—EADOERELHIRL T, AT LITKT L ER
BLOBRZRAMEZD LET,

o JL—H LRSS OB AR O LTV . ACLR ED/L— O EHIBLI-V . VLAN D%
Bo LY 7 ORI AEITVE T,

Z Z i, show platform software status control-processor 2~ > ROH D7 4 —/L RO
T LET,
Load Average
[Load Average] X, CPU U VY —AD Tt A Fa—F/id/ ek A arsryarzrlE
T e RE, s NarTat y B CTHRERARN T O%EIE. T oD T vt ZRELT
AIREZRREBIZ R > CNT, 2D H D 1| DOBBEFATHE WS ERTT, T a7 rar e
YoV TARMNT Lo TOWDEA, 7TOOF ut ANFATARERIREEICZR>TWT, £D )
HLO2ONBIERITH THDLZ L ERLET,
Memory Utilization
[Memory Utilization] {FIKD 7 4 —/b RTRENFE T,

s Total : Y AT L AT DOEE

 Used : fEFHHE A AEY

* Free : fEHAJREZR A £V

« Committed : 7R EAIZH U Y THNATWAHIRAEAEY
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[CPU Utilization] (% CPU Ml SN TV AR OFEIEZ2 R T LD T, IROT 4 —)L KTREN

\iﬁqo
«CPU: BV Y THALA IO Y

e User : Linux I — /LSO 7T ot 2

* System : Linux 71— R/ 7 1 ¥ A

*Nice : 7T A4V T 4 DIENT BE A

eIdle : CPUNIET 7 T 4 T2 o 1B 0 E| &

«IRQ : #HIV AH

«SIRQ : ¥ AT LDEY AT

* IOwait : CPU S A ) & FF > CW 2R 0O EIE

{5 : show platform software status control-processor 17 > K

RIZ show platform softwar e status control-processor ==~ > KD < DD ff ] 2 7~

LET,

Router# show platform software status control-processor
RPO: online, statistics updated 4 seconds ago

Load Average: healthy

1-Min: 0.29, status: healthy, under 5.00
5-Min: 0.51, status: healthy, under 5.00
15-Min: 0.54, status: healthy, under 5.00

Memory (kb): healthy

Total: 4038072

Used: 2872136 (71%), status: healthy
Free: 1165936 (29%)

Committed: 2347228 (58%), under 90%
Per-core Statistics

CPUO: CPU Utilization (percentage of time spent)

User: 1.00, System: 0.70, Nice: 0.00,
IRQ: 0.30, SIRQ: 0.10, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)

User: 0.70, System: 0.30, Nice: 0.00,
IRQ: 0.30, SIRQ: 0.20, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)

User: 0.20, System: 1.11, Nice: 0.00,
IRQ: 0.40, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 8.23, System: 24.37, Nice: 0.00,

IRQ: 9.26, SIRQ: 0.11, IOwait: 0.00

Router# show platform software status control-processor brief

Load Average
Slot Status 1-Min 5-Min 15-Min
RPO Healthy 0.28 0.46 0.52

Memory (kB)
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Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 4038072 2872672 (71%) 1165400 (29%) 2349820 (58%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
RPO 0 0.70 0.20 0.00 98.58 0.30 0.20 0.00

1 1.10 0.90 0.00 97.59 0.30 0.10 0.00

2 0.40 1.31 0.00 97.87 0.40 0.00 0.00
3 8.00 26.55 0.00 56.33 8.99 0.11 0.00

75— LEZFERALIEN—FY9TT7NDEWR

ZOHEONFE, kO EEY TT,

IW—FDERETEN—FO T T DER

RENHEEND EV—F ST T—NEHNEREENET, kY, xvy hU—2 %
ET— P CEMRTEET, show a~ > FEEHALTT A A2 EYIICHR—U > 79 2 05313
HOFHEAN, MBS U TEH YA b= T EFATTEET,

T—r,I759a TARIDER

T—h 7T 92T 4 A7, 20o0aT BT EREETE D722 & @A N T,
CORMNERESNT, 7= 7T 93 a T A RIZN200aT BT 2RFETHITIT/NE
TEDLEAITIE, ROFNTRT L 5 72 syslog 77— ADREMRINET,

Oct 6 14:10:56.292: SFLASH CHECK-3-DISK QUOTA: R0/0: flash check: Flash disk quota
exceeded
[free space is 1429020 kB] - Please clean up files on bootflash.

IN—FDxTT7 75—LDERAE

ZOHEONFIZ, WOEFEY TT,

aVY—ILE=(Esyslog TDT7 5 —L A vtE—DDHER
Fy NI —=JEBFIT, VAT LAY = VERIFVAT A AyE—Y 17 (syslog) (2%
BENDT IT—A Ave—VEHRTDHZEICLY, TIT—A Av—VEEHTEET,
logging alarm 2 < > FDE#E

TI—LAye—Vrar ) —Csyslog 7 EDOBF T T NA RNTEET HITIL, logging
alarm 2~ > 2 AT HMERH Y £4, ZOa~r NEIT 740 b TR/ > T
i‘g‘o
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BRSNS T T —LDOEREL VL EHETEE, HELLLEWHEU EOT 7 —24
MIET LI, 7T =L AyE—URERESNET, LL2E, kOa~vr RTEZ Y
TARANT T—h AyE—VREFReX 7 T, ATEEINET,

Router (config) # logging alarm critical

TI—ADBERELZIEELRNES, TXTOERREDOL DT F—AL A vE—IRnaX
T TN RGEFEESNET,

SNMP [2& 57 5—LDLKR—

TV r—varvE7a halThHSNMPIE, *y U= NOT A AR I OEH
THEHO, B INET L —AU—7 LHBOSEAERILLE T,

SNMP /%, P —ERICHELZ KIEFTAREMOH DEE, 77—, L@ L ET, Zll
IV, Xy P2 EHEIT, v OWR. T AOR—=Y T v J LiR— FOREREAT
IRPVIZ, Xy FY—ZFHL AT L (NMS) f&H TL—2ERE AFTE X7,

SNMP i L CT7 7 —2lH ST 5123, RO MIB 2 H L E T,

« ENTITY-MIB, RFC4133 (CISCO-ENTITY-ALARM-MIB, ENTITY-STATE-MIB 5 L ¢
CISCO-ENTITY-SENSOR-MIB D #f#)iZ 478)

* CISCO-ENTITY-ALARM-MIB
* ENTITY-STATE-MIB

« CISCO-ENTITY-SENSOR-MIB (kT > — BT 5 — AERH, ~ OERIX
CISCO-ENTITY-ALARM-MIB TIIiEE S EHA)

10 R— ~IZxt9 % YANG D HR—

TOMRRIZE Y, av L RS A A —T oA AL YANG BT OEBMENE ELE
9, Cisco IOS-XE YANG T — X ET /IR D EBY TT,

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe

FVIV—=RZFTA4 L7 FUBRBHY, 1731 V)V —=RFN1BIOFICHY £, TNV I0D
2 DDEY 2—/UL, Cisco-I0S-XE-digital-io-oper & Cisco-10S-XE-digitalio T97,

Wiz, B A A ARE/R IOS-XE CLI @< > R&ZRLET,

av Y FOXRTE
* show run
 show alarm

* show led

aAvIJq4¥xal—3ravrlk

« alarm contact attach-to-iox
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Foan o Ao snmpme [

* no alarm contact attach-to-iox

» alarm contact 1 enable enable

* no alarm contact <1-4> enable

» alarm contact <1-4> application <wet | dry>

* no alarm contact <1-4> application

* alarm contact <1-4> description <alarm description>

* no alarm contact <1-4> description

» alarm contact <1-4> severity <critical | major | minor | none>
* no alarm contact <1-4> severity

» alarm contact <1-4> threshold <1600-2700>

* no alarm contact <1-4> threshold

» alarm contact <1-4> trigger <closed | open>

* no alarm contact <1-4> trigger

* alarm contact <1-4> output <1 | 0>

* alarm contact <1-4> output relay temperature <critical | major | minor>
» alarm contact <1-4> output relay input-alarm <0-4>

* no alarm contact <1-4> output

T4 1/0 A SNMP MIB

TUHNTOE, O IR T AL ATHR—FINTNDET 77— ANBIOT 7 —AHIZ
RICWET, thoT /314 A TIL, ALARM IN [ZEEHD AT T, ALARM OUT [ZEEHDOH /)T
T, TUHALT0 TIE, ADELEIHAICRY £9, IRM-1100 JEEE ¥ = — /L &2 L=
IR1101 TiX, 4 >OF XV 10 AT 7,

MIB ¥R — ~id, T %L T/O D HOD show alarm H /1% e L £ 4,

CISCO-DIGITAL-IO-MIB.my (21X 4 DDF Y Z L 10 ) — FRHV £+, £FVZL10 ) —
RIZiZ, 72010 7/ — RO, Aok, ERE, 77V r—va v Hh, LEWw
B, NIT—=V—7 =R EORNET2RUENRD D 7,

show power CLI % H7R— ~39-% SNMP MIB

show power CLI @ SNMP MIB ¥4 — ~i, # LV mib 7 7 A /L
(CISCO-ENTITY-SENSOR-MIB.my) i CT& £,

Iz, show power CLI OfZ 7~ LE,

#show power
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. show power CLI 47 R— 3 % SNMP MIB

Main PSU :
Total Power Consumed: 8.77 Watts
Configured Mode : N/A
Current runtime state same : N/A
PowerSupplySource : External PS

&IZ, CISCO-ENTITY-SENSOR-MIB.my MIB O # %7~ L 7,

SensorDataType (INTEGER) watts (6)
SensorDataScale (INTEGER) milli (8)
SensorValue (INTEGER) 8770

WDa~<w REMHLTRELET,

Router#config term
Router# (config) snmp-server community public RW
Router# (config) end
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gRPC v b —2 24k

«gRPC Xy N =V HAEA 2 —T =4 ZDFEH (501 ~—2)
«GNMI 72 —% (GNMIB) OFEH (501 ~2—)

gRPC *ry F T —ViR1EA A —DT 4 ADEH

gNOI (gRPC > T —Z#fEA L X —T = A ) [, OSOA VA R—)b, TIT 4 X— 3
V. BEEE WSz Ry T =7 TN A EOBEa -~y RROFIAE FATT D729 gRPC ~—
ADwAraYh— Ay hEERLET,

gNOI %#if UC os.proto (X, OS DT VT 4 X—Ta v, AU A M—/b, FFHI72EZE, OS DN
WMa~y RREODFRL—T 4 VTV AT LAEEOZ A7 2 F(TL, S 5IZ0S BfFoE %
HAT2Z R TEET,

F 7. gNOIl os.proto ZffF ] L T, gnmib OFEMZARIELZZR L2V . gnmib OEMEHET 2 fER
Lieh, EffiraH T2 b TEET,

GNMI 7 0—7# (GNMIB) D E#r

GNMI 7' 2 —# (GNMIB) 2MEiEE 4, gRPC v b U —Z#fEA v H—T = A A (gNOI)
reset.proto F—ERAZ YR — b5 L9112V E L, ZOF—E XL, gRPCEILTT A
A % T REO PRI T D Re 2 480k L £ 97,

P—EANEITIND &, factory-resetall] =~ RERARICEEL, DK%Y a— K23 b
UA—SET, EBIT, 2OV —EREFBIERBI SN TWD A A—TVZERF L E T, reset.proto
PRI 572D, LT OBMOFIEARFEI TSN ET,

« ommon BOOT A # HIFEEFH SN TWNAHA A—VITRE L. LIHEHMIREORE~D Y & v
FMEICU B — R 2 F CENEHFLET

BT — FEAHICLT, THHMARORE~O Y &y MEICBTEEE SN TV DA A —
VTT N, A B L ET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



gRPC v F7—4 12 |
B ovwioo—» enmie) oEw

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



.42

YANG O H7R—

« YANG & —% &5/ (Call-home) OHR— T (503 ~<—)
¢ SCADA 12X} % YANG 5 — X EF /LDOHPR— K (503 <X—)
cGNMI T L A MU XA )L A kT DT VRS R— sOHHR— K (503 <—)

YANG 7—7% E7)J)L (Call-home) DHH—

call-home #$FE TH AR — K I TV D YANG EF /L%, Cisco-IOS-XE DLLETDO VU Y — R & [FlfE
THV., IR1101 DIOS-XE D 17.1 VY —ATHLH R —FEINTWET, ROSEEEHT, U
BT YANG EF VT F9,

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1651
I0S-XE @ call-home DFEANCOWTIE, RESRL T EE 0,
[Software Activation Configuration Guide, Cisco I0S XE Release 3S.J

SCADA [Zxt9 5 YANG T— X ETILDHHR—

Cisco IOS XE 17.1.1 1%, Scada 3 27 AT D Cisco I0S XE YANG BT /LD ¥R — k23800
SINTWET, ofERIzB W TIE, LETDO Y UV —ATYANGET VARSI THE L,

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1711

GNMI T L A MR AVILA VKT BETILEEREE 4
R— kDY R—

YANG E7 /L & [FIFRIZ, 10S-XE Tl Google WEFR LIoA—TF 0 Y —RAETANRYR—FEh
o

TH Y. Google Network Management Interface (GNMI) & FEEILE T, GNMIDEEIL, ¥ =
TE-RTH, FEFaT7ET—FTHLHRTEET,

etXaTE—NR

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||


https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1651
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/csa/configuration/xe-3s/csa-xe-3s-book/csa-call-home-v2.html
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1711

YANG D9 HR—+ |
B oonviF L by S LS VT T 2 EFLBBEY K— kDY K— b

X 27— NiX OpenSSLAFFAEZMEH L CTY 74 7> b &V — M = 7 Rk & ik
SMLET, A—T Y —ZAD gnmi_cli VA ZEHLTGNMI 7 L A U OEFHAIEEFELE
@—O

X TE—FN

FEX2TE— NI, A=Y —AD pygnmi V— NV EHEH LT, 7 T4 T bEY— [
TGNMIT LA MY DOEFEZEFELET,
GNMI 7 L A b U OFEMIC OV T, ROSEBERZSH L TLEI0,

CiscolOSXE 7m /' I~be Vs 4 a7 4Xalb—vary HA R

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1610/b_1610_programmability_cg/model_driven_telemetry.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



