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AT AT H—=IF—var KA b (MTP) Y7 ho =7 T /3 A%, Cisco Unified
Communications Manager (CUCM) O RKEELZRHAIZARAIKga R—x 2 FTH, THbD
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ZRETEXET, Cisco Catalyst 8000V 7314 A TEFMREALHEMNT2HBIE, Y7 ho=T
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LET,
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Cisco I0S XE 17.10.1a LA, Secure Real-time Transport Protocol (SRTP) 7 = 7 /v h— £ HE A
B (DTME) A v 2 —T—F% 7%, RAZL—F—FDOY 7 h7 =7 MTP THHR— | &
NTHWET, SMTP 3L F 27 a— LD DIMF A VX —TU—% 7 &Y R—KhLET,
7o, ZOMRBIZS BICEX 27 2—/L®D SRTPDTMF A > ¥ —TU—F%  J VKR — s LET,

Z OEEED CUCM HalR— NI, 5% DV U —ATHEREIND TETT,

SRTP-DTMF 1 > 32— —X > 5 DHIFNEIE

* SRTP-DTMF A > ¥ —U—F% L JHREIX, a—TF v 7 RAAN—FXOHZEV R —F LE
9,

* SRTP-DTMF A % — U —% 7 HREIL., R Ui e IP &R — b 2o B o RIFE[EE Y —
A (SSRC) #H¥AR—FLTWEHA,

« SRTP-DTMF A » #—U—F o Z % R_R— b+ 5a—E, FEF=27 DIMF A v ¥ —
U JTCHR—FENDZT— NV EWET DL, RT3 —< RO TeEE s 5 2
DHREFEMENH Y F9,
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Cisco IOS XE 17.10.1a LA, IRDT'Z » &7 4 — L IF SMTP & @ SRTP DTMF A & % — U —%
Y7 EYRE =L TVET,

* Cisco 4461 Y — b A GHL—% (ISR)
» Cisco Catalyst 8200 Edge > U — R 77 v N7 4 — LA
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Y7 b7 MTP DY R— FDETE
V7 R MTP DY R — FE2ENC L TRET ST, ROFIEEZFEITLET,
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enable
configure terminal
scep local interface-type interface-number [port port-number]

scep ccm {ipv4-address | ipv6-address | dns} identifier identifier-number [port port-number ]
ver sion version-number

b=
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scep
SCCp ccm group  group-number

© o N®

10. trustpoint trustpoint-label
11. codec codec

v ko z7 MPoyR—roRE |

associate ccm identifier-number priority number
associate profile profile-identifier register device-name
dspfarm profile profile-identifier {conference| mtp | transcode} [security]

12. maximum sessions {hardware | software} number

13. associate application sccp
14. noshutdown

F gD
AU RFEREETIVaY B#
RATwv 71 |enable ¥iHE EXEC E— R& A R—7 /W LET, Frr
i - T IRMERENTHRRAT— 2 AN LET,
Router> enable
R wF2 |configure terminal Jua—r )L ary 7 4 ¥al—gy E— REElh
15'] : L/jzﬁ—o
Router# configure terminal
RAFw 73 |sceplocal interface-type interface-number [port CiscoUCM IZ X% 9 5 72 HIZSCCP 7 7' ) r—3 =
port-number | v (FovRa—F 7o) MENT S,
- =N F—T = f AR ET,
routor (config) b oeni ciesbitern 0/0/0 e interfacetype: A > 4 —7 = A AT RV AE T
outer (conrig SCCp oca glgabite erne Li{}ifkﬁ/]’\‘/&—‘71/r;(7 }QI/;( (/]’»—“]j‘*\y
72 &)
« interfacenumber : Unified CM {2843 5 72812
SCCPT U r—varnMERHTHA &2 —
T A AEF,
« (f£&) port port-number : &R L7=A > & —
7z A ATHEMATHHR— bEE, AR
PHIZ 1025 ~ 65535 T, 7 7 /L ;E 2000 T
o
RTFw 74 |scep cem {ipvd-address| ipv6-address | dns} identifier | {# B A[E7/pH—/3—D 1) A T Unified CM H—/3—

identifier-number [port port-number] version
version-number

1 -

ZIBIML, RDORNTA—=ZZRELET,

« ipv4d-address : Cisco UCM #—/3—®D TP /X—
Var4T7 RLA,
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Router (config)# sccp ccm 10.1.1.1 identifier 1
version 7.0+

« ipv6-address : Cisco UCM #—/3—® TP /3—
varer7 FLA,

« dns: DNS %,

« identifier : Unified CM H— X — & #5145 %
o 1 FTHEZREF L 1 ~ 65535 T,

e port port-number (&) : TCP 7R— K&+,
1 1 ATRE 7o FiPHIE 1025 ~ 65535 T, 7 7 4 /v
K& 2000 T,

e verson verson-number : Unified CM D /N— 5
Vo BRieox—T g 0%, 3.00 3.1, 3.2, 3.3,
4.0, 4.1, 50.1, 6.0, BXW®70LLETT,

AT T5 |scep SCCPEIVE#HT 7Y r—ray (RF7RAa—
Bl - Fq v L&) AR LET,
Router (config) # sccp
25w 6 |sccpccmgroup group-number Unified CM 7 /L — 7 % {ER& L. SCCP Unified CM =
- V74 F¥al— g E— FEEBLET,
, « group-number : Cisco Unified CM 2 /L— 7 %
Router (config) # sccp ccm group 10 %'Jbiﬁﬂo @ﬁﬁﬂﬁ%iﬁ%ﬁli 1 ~ 50 VC“@—O
X w7 |associateccm identifier-number priority number | Unified CM % 2 /v — 2 BEfHT T, Z—7 W
1 DB SFNER 2 B E LET,
« identifier-number : Unified CM k5l +, & 7]
Router (config-sccp-ccm) # associate ccm 10 2 /e —~ N
priority 3 REZRHEIHIT 1 ~ 65535 T,
e priority number : Unified CM 27 /L — 7N D
Unified CM OEJENENT, 16 FTEE 72 FEPHIX 1
~4 TP, mbmEmWESEIANMIZ 1 T,
RFw 78 |associateprofile profile-identifier register FOEN T AT ae Y (DSP) 7y —AT R

device-name

1 -

Router (config-sccp-ccm) # associate profile 1
register MTP0O011

7 7 A )% Unified CM 7 /L — 7 |ZB#ERT T £,

« profile-identifier : DSP 7 7 — A7 a7 7 A /L,
i AT RE 72 #iPHIE 1 ~ 65535 T,

s register device-name : Unified CM D5 /34 A
Ko TN ALITHRK 15 LFETANTEE
7
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27w 79 |dspfarm profile profile-identifier {conference|mtp||DSP 77— A a7 7 A/ a7 4 Fal— 3
transcode} [security] v E— R&EBBL, DSP 7 7 —AV—EADT 11
1 TrANVEERLET,
ot i eco oo & dent e 1 » profile-identifier : 7' & 7 7 A L& —EIZFAI 5
outer (config-sccp-ccm) spfarm profile mtp 6%%‘0 ﬁﬁﬁﬂﬁgfﬁiﬁli 1 ~ 65535 'f“\ 5‘_
THIVRNEHY EFHA,
- conference: 2FEMDO T 7 7 A L EHT L
iﬁdo
emtp : MTPFHDO 7 101 7 7 A LV EFINZ LET,
stranscode: N7 Aa—FT 4 T HOTR T 7
AN LET,
e security ((BEE) ¥ =27 DSP 77— LA —
A0 T A VEAEMCLET, &EH]
DFAMZHOWTIE, Y7 b =T MTP $R—
FORERF] (6 ~—) OHEZHL T
S,
RTw 710 |trustpoint trustpoint-label (EE) RFARRAL L 2 DSP 77 —24b 71
R 7 7 A VBT T,
Router (config-dspfarm-profile) # trustpoint
dspfarm
AT w711 |codec codec DSP 77 —AL 777 A NLTHR—bEND a—
- Ty BRELET,
Router (config-dspfarm-profile)# codec g7llulaw * codec-type : Bhsnsa—T v 72 ELE
T, PAR—hENda—T v 7D IJ A NEFER
THIE, 2EBANLET,
PR—bhSIhda—FTyr7 2L, ZOFIEE
MUK LET,
AT w712 | maximum sessions {hardware| software} number T T rANLTHR— SN AEKEY g

51

Router (config-dspfarm-profile) # maximum sessions
software 10

et lLxd,

e hardware : MIPN— R 7 =7 ) V— AR —
r25E vy a D,

e software: MTP VY 7 b =7 U YV —ANRYKR—
c2E vy a o,

enumber : V27 7 A NLTHR—bENDEY
va o, WMARRERFEMEIX0~x T, T
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T4 MIOTT, xDOfEIX, VY —2F N
A B —THEHTTRER ) VY —20ITS U T, &
ITRFICIRE SN E T,

R w713 |associate application sccp
1 -

Router (config-dspfarm-profile)# associate
application sccp

SCCP%# DSP 77— A 71 7 7 A JVIZEERT F
KR

no shutdown

1 :

ATy 14

Router (config-dspfarm-profile)# no shutdown

A B =T 24 ADAT—H A% UPIRBEICZAFE L
ESc I

YT k7 MIP HHR— FDEEEH

WOHIE, Cisco Catalyst 8000V T /3A 2 TH Y 7 h 7 =7 MTP $ R — hREDHITI,

sccp local GigabitEthernetl

sccp ccm 9.35.46.100 identifier 1 priority 1 version 7.0

|

sccp ccm group 1

bind interface GigabitEthernetl
associate ccm 1 priority 1

associate profile 10 register SWMTPL

associate profile 1 register c8kvsmall-mtpl
associate profile 2 register c8kv-sec-swmtpl

|

|

!
dspfarm profile 1 mtp

codec g7llulaw

maximum sessions software 20000
associate application SCCP

WIZ, ¥ 2772 dspfarm 7’1 7 7 A L&A L7z SRTP-DTMF A % — U —% > JH§RE DEx

EplE R LET,

sccp local GigabitEthernet0/0/0

sccp ccm 172.18.151.125 identifier 1 version 7.0

sccp
|

sccp ccm group 1

bind interface GigabitEthernet0/0/0

associate ccm 1 priority 1

associate profile 1 register Router

|
dspfarm profile 1 mtp security
trustpoint IOSCA
codec g7llulaw
codec pass-through
tls-version v1.2
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maximum sessions software 5000
associate application SCCP

\)

6=

dspfarm 7’2 7 7 A VPN A —TFT » J /RAA)L—TF Y a =7 I TWT, TLS BL Uk
Xa U7 4 BEOBRENRNGA. SRTP N7 7 4 v 7 X SMTP V YV — A& BB TX 9,
SRTP-DTMF A » #Z —U =% JOYR— 2B ETH 8T T 4 v 7 7a—0REIE, SMTP
dspfarm 7' 7 7 A JLZid security ¥ — U — R & TLS B L N2 —F v 7V RARV—REE G O
HUMENHY £9, ZOdspfarm VY — A7 17 7 AL, SRTP-DIMF A > 4 —U—F% 7
PAR— MR, SRTP N7 7 4 v /7 @S EL 2L TEET,

Y7 b7 MTP H7R— FDFEER

Cisco Catalyst 8000V 7 /XA AT SWMTP DV 7R— M N EFIZERE SN TNDEMNE D N E RS
52X, showscep =2~ REEITLET,

Router# show sccp

SCCP Admin State: UP

Gateway IP Address: 10.13.40.157, Port Number: 2000
IP Precedence: 5

User Masked Codec list: None

Call Manager: 10.13.40.148, Port Number: 2000

Priority: N/A, Version: 6.0, Identifier: 1
Trustpoint: N/A

dspfarm 7' 7 7 A )L & FEFRT 521X, show dspfarm profile 2~ > R&EFEITL £,

Router# show dspfarm profile 1
Dspfarm Profile Configuration

Profile ID = 1, Service = MTP, Resource ID = 1
Profile Service Mode : Non Secure

Profile Admin State : UP

Profile Operation State : RESOURCE ALLOCATED
Application : SCCP Status : NOT ASSOCIATED
Resource Provider : NONE Status : NONE
Total Number of Resources Configured : 20000
Total Number of Resources Available : 20000
Total Number of Resources Out of Service : O
Total Number of Resources Active : 0
Hardware Configured Resources : 0

Hardware Resources Out of Service: 0
Software Configured Resources : 20000

Number of Hardware Resources Active : 0

Number of Software Resources Active : 0

Codec Configuration: num of codecs:1

Codec : g7l1lulaw, Maximum Packetization Period : 30

B 27 dspfarm 70 7 7 A VD AT —Z ZZFT DA MRS S 121E, showdspfarm profile
gy REFHLT, X a7 —ERXE— FRBRESN TSI L 2R LET,
Router# show dspfarm profile 2

Dspfarm Profile Configuration
Profile ID = 2, Service = MTP, Resource ID = 2
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Profile Service Mode : secure
Trustpoint : IOSCA

TLS Version : v1.2

TLS Cipher : AES128-SHA

Profile Admin State : UP

Profile Operation State : ACTIVE
Application : SCCP Status : ASSOCIATED
Resource Provider : NONE Status : NONE

Total Number of Resources Configured : 8000
Total Number of Resources Available : 8000
Total Number of Resources Out of Service : 0
Total Number of Resources Active : 0
Hardware Configured Resources : 0

Hardware Resources Out of Service: 0
Software Configured Resources : 8000

Number of Hardware Resources Active : 0O
Number of Software Resources Active : 0O
Codec Configuration: num of codecs:2

Codec : pass-through, Maximum Packetization Period : O

Codec : g7l1lulaw, Maximum Packetization Period : 30

T RARA > MO 22— VG & i3 5 I21E, show scep connection details =~ > K& 5247
LET, ZOa~vy R, D EFICHISNEZ 2R LET, ZuE, REHNOKE
DT T4 T a— L Ly T Ko URENET,

Router# show sccp connection details

bridge-info (bid, cid) - Normal bridge information (Bridge id, Calleg id)
mmbridge-info (bid, cid) - Mixed mode bridge information(Bridge id, Calleg id)
sess_id conn_id call-id codec pkt-period dtmf method type bridge-info
mmbridge-info srtp cryptosuite dscp
call ref spid conn_id tx (bid, cid)
(bid, cid)
16782237 16777254 110 g71llu 20 rfc2833 pthru rtpspi (40,0
N/A N/A 184
29751839 16777216 -
16782237 16777253 109 g71llu 20 rfc2833 report rtpspi (40,0
N/A N/A 184

29751839 16777216 -
Total number of active session(s) 1, connection(s) 2, and callegs 2

SMTP & % = 7 DTMF M54, showscep connections 2~ > Rixa—7 v 7 % A 7 (pass-th) |
SZA 7 (smtp) . BL'DIMF £ Y v F (1fc2833_pthru) (ZBT D FHMAER R L E T,

Router#sh sccp connections

sess_id conn_id stype mode codec sport rport ripaddr conn_id tx
dtmf method

16791234 16777308 s-mtp sendrecv pass_th 8006 24610 172.18.153.37
rfc2833 pthru
16791234 16777306 s-mtp sendrecv pass_th 8004 17576 172.18.154.2
rfc2833 report

Total number of active session(s) 1, and connection(s) 2

RTP ¥ lCBT D E M 2 Fon 3 2121, showrtpspicall 2~ R&EfEH L FT,

Router# show rtpspi call
RTP Service Provider info:
No. CalllId dstCallId Mode LocalRTP RmtRTP LocalIP RemotelIP SRTP
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1 22 19
2 19 22

Snd-Rcv
Snd-Rcv

v ko z7 mp4t— oz [

0x90D0814 0
0x90D08OF 0

0x90D08OF
0x90D08OF

7242
18050

17510
6900

SRTPDTMF A v Z—U—X% L TN T 7T 4 Tl > TWBHEE, SRTP 7 4 —/L RiZiiE o

LS DR T RS ET,

Router# show rtpspi call
RTP Service Provider info:

No. Callld dstCallId Mode
1 13 14 Snd-Rcv
2 14 13 Snd-Rcv

LocalRTP RmtRTP LocallIP RemotelIP SRTP
8024 18270 0xA7A5355 0xAC129A02 1
8026 24768 0xA7A5355 0xAC129925 1
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