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* Cisco 4000 >V — X $— B R FHER/L— X
« Cisco ASR 1000 7 7' U '—> g » h—E R L—X
(ASR1001-HX, ASR1001-X, ASR1002-HX,
ASR1002-X)
Cisco I0S XE Fuji 16.8.1
e Cisco 1000 >V — X H— & 2 FEHH /L —F
* Cisco ASR 1000 RP2 I8 L U'RP3 ) —X 7 /' ) /F'—
Yarh—rx —%
Cisco I0S XE Fuji 16.8.1a
* Cisco Catalyst 9500 /N1 /N7 g —< 2 A VU —X A
A vF
Cisco 10S XE Fuji 16.9.1

¢ Cisco ASR900 >V —X 77 U F— g P—E R
JL—X

*CiscoASR 920 >V —X T 7V F— g —E R
JL— 2

* Cisco ¢cBR-8 2/ N— R T m— RV R L—X

* Cisco Network Convergence System 4200 2 ) — X
Cisco 10S XE Fuji 16.9.2

» Cisco Catalyst 9200 33 L X 9200L ' — X 2 A v F

* Cisco Catalyst 9300L SKU
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Cisco IOS XE Everest 16.5.1a

* Cisco Catalyst 9300 > U —X A A » F

* Cisco Catalyst 9500 > U —X A A » F
Cisco IOS XE Everest 16.5.1b

* Cisco 4000 >V — X H— b A HAA L —H
Cisco IOS XE Everest 16.6.1

* Cisco Catalyst 3650 > U — X A A »F

* Cisco Catalyst 3850 > U —X A A v F
Cisco IOS XE Everest 16.6.2

* Cisco Catalyst 9400 > U —X A A » F
Cisco 10S XE Fuji 16.7.1

*Cisco ASR 1000 7 7' U '—v g o Hh—E R L—&

Cisco 10S XE Fuji 16.8.1a

* Cisco Catalyst 9500 /~A /N7 —< A Y —X A
A vF

OpenFlow

OpenFlow

Cisco 10S XE Fuji 16.9.1
* Catalyst 9300 > U —X A A »F
* Catalyst 9400 > U — X A A »F
* Catalyst 9500 'V — X XA v F

* Catalyst 9500 > U — X /A RT g —< 2 R XA v F
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VI ETNAHEBALELE, ZOEV 22— T, Er ¥vF Fabya = THEEEICON
Tt L $£7,

N

G e FyFrueva=rIBREETAEBNICADNIIRY, REFIAETT,

P XyF FubVag=r I onT (17 3—)
ePu Xy F Fuvrya = IO (19 2—)
e Pu ¥ouF Fub Vg = OMEEREHR 37 2—)

+tAaAyF JAESI=ZH(ZDLVT

FO4AyF JOES IV DOBE

tr ¥y FFuvva=r 7t BEREREESRY NT—VBETORY NT—2 TNNAL AT
nEYa =l EREMETS, =T T ATy A —T o AR LT,

Yo yFrueya=y 7 a2dR— b 57 A ZABREBL, AX— T v T ar74¥a
L—ya UNRONBRWES (FI#iA A M=) | TARAL RFIEe FoF Tobe g
=27 ®—RIZAY ET, 731 AL, Dynamic Host Control Protocol (DHCP) ¥ — /3% %%
L. AV F—Tx2AADIPT RVA, = UxA, RALY RX—L VAT (DNS) ¥—
NOIPT RLVAET—FA Ty 7 LT, FAR VL2 LET, RIZT A A

HTTP/TFTP % — 3D IP 7 R L A &£ 721X URL ZHifF L, HTTP/TFTP H— 3057 /34 A &4
%9 % Python A7 U b e X orm—RLET,

FA N = UE, Python 227 U 7 NEFETTLHIODOREARIELES, S AN = id,
' m— RL7 Python 27 U7 M2 FAT LT, PIINERA T /34 ZIZHH L £,

P 7o ey a = IR TLEL, FA Nz VITAEMEENZE FI12700 9, 3o
WTCIE, AN vz OFEZZHRLTIEEIN,
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CE) ®rZoF Fueya=vIRRELIESEG. 7310 ZZABA A b= 7 +— Ay
JLT, ary74¥alb—aryZ7yAza—RNLET, FHMICOVWTIL,  [Using Autolnstall

and Setup] ZZML T 7Z3 0,

TRy FITAEDIZUT DD DHCP H—/\DERTE

YrnZyF7reya=r /T, Va7 ENSH LT A ALRLR Y FU—
27 CDHCP h—RZFETTHMERHVET, Ern Xy F Treva=r i, BHAR—
MeA N RAR— RO G THR—FSNET,

BLWT AL ZREF AT B E ZTOF /31 AL, Python A7 U 7 k™ E(ET S HTTP/TFTP
P—= RO IP 7 N L A{f#H & Python 227 V7 SO 7 4 )V /X2 % DHCP — "0 L HUG L &
9, Python A7 U 7 F OFEMIZOWTIL,  [Python APl 3 X O [Python CLI € ¥ =—/L| @
KEESBRLTITZS N,

DHCP H— %, kDA 7> 3 > TDHCP HithA X MIS&E L £,

AT ar 150 ((EE) BHry hU—2 LD, FETENDHPython A7 V7 hEKRA K
LTCW5 HTTP/TFTP —_Z4ETIP 7 RL AO—ENEGENET,

« F7 267 HTTP/TFTP #— X LD Python A7 ) F v D7 7 A L NARGENET,
INHDODHCP A7 a v &a%ZETHE. 773 AiX, HTTP/TFTP % — /M ZHEE L T Python

A7 VT b yra—RLET, ZORRT, 73 AXHTTP/TFTP Y — NZEIE#ET 51—
h&Fi=72\ =, DHCP r— N Lo TIREEEN AT 740 oL — b EERA L E T,

DHCPv6 O HK— k

Cisco I0S XE Fuji 16.9.1 CiZ. Dynamic Host Control Protocol /N\—3" = > 6 (DHCPv6) DY R—

EMRErZ v F TRy a = JHEREICEMEILE Lz, DHCPV6IXT 7 4V h THMIZ /2>
TEY, AF—= Ty ar74Xalb—vayRLTT— 23T _RTOT /A XA THRE
£,

)

((3£)  DHCPv6 I Catalyst 9300 33 £ 189500 2 U — R A A v FCTOLPHE— SR ET,

DHCPv6 (X, Python A7 U 7~ ® TFTP & HTTP Ol DX 7 — RiZ L > THHR—F&h
TWEJ, Python 227 V7 h®HTTP £721Z TFTP DX 7 v — RBNKK LIZHA, T340 A
IEBAAAEE . GRER LOAREE) 2K Y 9, DHCPv4 & DHCPv6 D[fj J5 BAERE T 2 7= D121,
IELVWHTTP 7 7 A /L 7S A723 DHCP R ECTHEHTZ 20 E R H Y 7,

FIUA v E—TxARTIPV4 & IPV6 D FDT RLABHAH), 713 Ry NU—ZHIZ2
ODDEIGBDBA =T 2 A ANBDHZENEZONET, DFED, —FHIEXIPvE v T 7 4 v
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| Foega=vy

to4y7 7aeva=viotEs [

EZETE, MAFILIPV6 b T 7 4 v 7 B TE£9, BABREE CIXDHCPv4 % 7213 DHCPv6
F T arONITNOEFEHATLHIZEEBEOLET,

&IZ. DHCPv4: /etc/dhep/dhepd.conf DF % 7~ L &7,

host <hostname> {
hardware ethernet XX :xXX:XX:!XX:!XX:XX;
option dhcp-client-identifier "xXXXXXXXXXXXXXX";
option host-name "<hostname>".
option log-servers X.X.X.X;
fixed-address x.x.x.x;
if option vendor-class-identifier = "..." {

" "

option vendor-class-identifier "...";

if exists user-class and option user-class = "iPXE" ({
filename "http://x.x.x.x/../<image>";
} else {

filename "http://x.x.x.x/../<script-name>";

}
}
%Iz, ISC DHCPv6 ¥ — DR EF &~ LE T,

option dhcp6.bootfile-url "http://[2001:DB8::21]/sample day0 script.py";

TR yF TOEYa=2 T OERY

TFIP aE—ZFEAL TOEER— FZHIT5 DHCP H—/\F&RE DA

WIT, TNA ZADBEPR— MEE TR SN TWAEAIZ TETP 2 v —2{# H L T4T 9 DHCP
P NEREDOHIERLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config)# interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address

Device (config-if)# end

HTTP S E—ZFA L TOEER— MZHIT 5 DHCP H—/\EZE D1l

D/t I, TN ZAOFEHAR— MEH TEHR SN TWAEAICHTTP 2 B —% A L TfT
9 DHCP % — "G EDH &R L E T,
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Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample_python 2.py
Device (config-dhcp) # end

TFIPOE—Z2EALEA I\ KAR— FTOY > TILDHCP H—/\#E

54

HTTPOE—Z#ERALz4 2/ Y FR— FTOY > T)LDHCP H—/\18

53

KIZRT DL, T ADA N RR— MERTERSNTODHE D, TFTP 2 & — 2 fff
i L7297 /L DHCP ¥ — ik T4,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
Device (config-if)# end

WIZRT DX, T ADA 30 R AR— MR TR SN TWDHE5E50, HTTP =
v — & L7 7L DHCP Y — R T,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python 2.py
Device (config-dhcp) # end
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Linux Ubuntu /34 X L TDH > 7 JL DHCP H—/\DERK

@ DHCP % — SRR, F— BTN, ZOEBR— FERIFA N R FE—FDEL
SRS TWD Z & & Python A7 U7 KA TFTP h— "\ babt—3hb Z &R L
TWET,

root@ubuntu-server:/etc/dhcp# more dhcpd.conf

subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

WROY 7V DHCP#RKIL, Python 227 U 7 RAWHTTP — b7 34 XZabv—3hb 2
EERLTVET,

Day0 with mgmt port http
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;

host C2-3850 {

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample python 2.py";

DHCPH— SPRFEITIRREIZ A~ 726, BHR Y NI 8T A A& EELET, ik
DRERR DO OERS T BB EI TSN E T,

TFIP O E—%#{E A9 5 EER— kT DHCPv6 H—/\E5%5E D5l

WIZ, T8 ZADEHR— MEHE TR SN TWAEAIZ TFTP 2 ¥ —%#H L TfT
9 DHCPv6 H— \EREDHIZ R L ET,

Device> enable

Device# configure terminal

Device (config)# ipvé dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64

Device (config-dhcpv6) # domain-name cisco.com

Device (config-dhcpvé) # bootfile-url tftp://[2001:db8::46]/sample_day0_script.py
Device (config-dhcpv6) # exit

Device (config) # interface vlan 20

Device (config-if)# ipvé dhcp server ztp

Device (config-if)# end
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SO Python 7OES 3 =Z2H X9 )Tk

WIRT DX, HTTP — NE 721X TFTP H— "W N B T & 54 > 7 /L Python A
7 )7 hTY,

print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli command)

print "\n\n *** Executing show version *** \n\n"
cli command = "show version"
cli.executep(cli command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"
cli.configurep(["interface loop 100", "ip address 10.10.10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
cli_command = "sh ip int brief"
cli.executep(cli command)

print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—ER#HEEIL—42DEFHOY

RO ZyF Frbya=rr7O7—hk v rTiE, FA N Yz VREFRIZAEZI .,
Python A7 V7 "N F Ak =Ll T ran— K&, AN vz AnFyran—RLT-
Python A7 V7 b2 FITLTTNA AT A ERICHELTWNDZ EARINTHNET,

% failed to initialize nvram

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero work flow is
going to start.>

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

 CiscolOSXEFuji169x FOSSYEYT 4 av T4 FalL—Lav A K



| Foega=vy
Cisco 4000 > ) —X #—Ex#aEL—soeHns [

cisco ISR4451-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.
Processor board ID FJC1950D091

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

7341807K bytes of flash memory at bootflash:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

--—- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: %
!1<DO NOT TOUCH. This is Zero-Touch Provisioning>>

Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief ***

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 unassigned YES unset down down
GigabitEthernet0/0/3 192.168.1.246 YES DHCP up up
GigabitEthernetO 192.168.1.246 YES DHCP up up
Loopbackl00 10.10.10.10 YES TFTP up up

**% ZTP Day0O Python Script Execution Complete ***

Press RETURN to get started!

TA e Fueva=mr R TTLHE, 10S TR SR 7B ARRRICRD £7,
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Cisco Catalyst9000 < ') —X X 4 v FDFENO Y

WDOE7 v a TR, ¥uXyFroneya=rr7oE#n /oY 7reiorLEd, 20
Eou 7 ik, ANV ABRIEFBIZHEDNI SN, Python A7 U7 ERF A Ny = WZH D
rva— RS, FAMYzARE 7 — R L7z Python A7 U7 haFITLTT NN, A%T
ABRICEELTWVD Z LRI TWVET,

o

Checking backup nvram
No config present. Using default config

o

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>

Cisco 10S XE Everest 16.6.x A 5 Cisco 10S XE Fuji 16.8.x ~
ZOkvrvar TR py A7 VT N EFATT LHEIOEE 2 7OV I ERRLET,

Press RETURN to get started!

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*** Sample ZTP DayO Python Script ***

**x 7ZTP DayO Python Script Execution Complete ***

Ok varTiE, TAEBrT oY a = THICT AN, RERET HHEE R LET,
Initializing Hardware...

System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Compiled Thu 02/20/2020 23:47:51.50 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 0

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin

FEH A R R R
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Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

3
g
3
g

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
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11264000K bytes of Flash at flash:.
OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM
System Serial Number : FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state

Press RETURN to get started!

*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP _NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent

@ 0x1D4

*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: $LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to

down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,
ipv4 table-id 0x1l, ipv6 table-id 0x1E000001
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 1 on Switch 1 is nocable
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 2 on Switch 1 is down
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 2 on Switch 1 is nocable
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0O/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 RO/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 RO/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 R0/0: stack mgr: Switch 1
has been elected ACTIVE.
*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up
*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up
*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!
*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down
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*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

*Sep 4 20:35:34.796: $LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/2,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/3,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/4,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/1, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/2, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/3, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/4, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/5, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/6, changed state to down

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain tftp server address (opt 150) 159.14.27.2
*Sep 4 20:35:43.511: PNPA: Setting autoinstall complete to true for 159.14.27.2

*Sep 4 20:35:57.673: SPLATFORM PM-6-FRULINK INSERTED: 8x10G uplink module inserted in
the switch 1 slot 1
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*Sep 4 20:36:19.562: [IOX DEBUG] Guestshell start API is being invoked

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up guestshell to use mgmt-intf

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up chasfs for iox related activity

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up for iox pre-clean activity if needed
*Sep 4 20:36:19.562: [IOX DEBUG] Waiting for iox pre-clean setup to take affect

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s) for iox pre-clean setup to take
affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature
*Sep 4 20:36:19.563: [IOX DEBUG] Waiting for CAF and ioxman to be up, in that order

*Sep 4 20:36:20.076: $SUICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd: Server iox
has been notified to start
*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs

*Sep 4 20:36:28.564: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:33.564: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:34.564: [IOX DEBUG] Waited for 16 sec(s) for CAF and ioxman to come up

*Sep 4 20:36:34.564: [IOX DEBUG] Validating if CAF and ioxman are running

*Sep 4 20:36:34.564: [IOX DEBUG] CAF and ioxman are up and running

*Sep 4 20:36:34.564: [IOX DEBUG] Building the simple mgmt-intf enable command string

*Sep 4 20:36:34.564: [IOX DEBUG] Enable command is: request platform software iox-manager
app-hosting guestshell enable

*Sep 4 20:36:34.564: [IOX DEBUG] Issuing guestshell enable command and waiting for it
to be up

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:38.578: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:39.416: SLINK-3-UPDOWN: Interface TenGigabitEthernetl/0/48, changed state
to up

*Sep 4 20:36:40.416: SLINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl1/0/48,

changed state to upThe process for the command is not responding or is otherwise

unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:43.586: [IOX DEBUG] Waiting for another 5 secs
Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path
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*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use

*Se 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfull
P y

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
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export@cisco.com.
Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 62 C9300-48UXM 16.6.5 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset administratively down down
GigabitEthernet0/0 10.127.128.3 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
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Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco
Line 2 SUCCESS: ip domain name domain

Line 3 SUCCESS: line vty 0 15

Line 4 SUCCESS: login local

Line 5 SUCCESS: transport input all

Line 6 SUCCESS: end

*** ZTP DayO Python Script Execution Complete ***
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Cisco 10S XE Fuji 16.9.x »* 5 Cisco 108 XE Gibraltar 16.11.x ~
Ot var TR py A2 VT N EFATT HHIOEE 2 7OV I ERRLET,

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: The process for the
command is not

responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

ZOEBIZIarTiE, TAPeu e a = STHICTF AL ARBRET A HEARLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE") , AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement

(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.
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You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration

of the applicable license term

(e.g.,

90-day trial period).

Cisco reserves

the right to terminate any such Software feature electronically or by any

other means available. While Cisco may provide alerts,

it is your sole

responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the

Software feature.

Checking backup nvram
No config present.

o0 oo

FIPS:
cisco C9300-48UXM

Flash Key Check :
(X86)

Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

Key Not Found,

8388608K bytes of physical memory.
1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

Using default config

FIPS Mode Not Enabled
processor with 1419044K/6147K bytes of memory.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM
System Serial Number : FCW2144L045
SINIT: waited 0 seconds for NVRAM to be available

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?
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The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
The process for the command is not responding or is
guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No.

1 64 C9300-48UXM FCW2144L045

Switch/Stack Mac Address :

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready
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*** Executing show version ***

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2019 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.09.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
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Motherboard Revision Number : A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image

* 1 64 C9300-48UXM 16.9.4 CAT9K_IOSXE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255

Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Jaeva=vy |

Mode

BUNDLE

Any interface listed with OK? value "NO" does not have a valid configuration

Interface
Vlanl
GigabitEthernet0/0
Twl/0/1
Twl/0/2
Twl/0/3
Twl/0/4
Twl/0/5
Twl/0/6
Twl/0/7
Twl/0/8
Twl/0/9
Twl/0/10
Twl/0/11
Twl/0/12
Twl/0/13
Twl/0/14
Twl/0/15
Twl/0/16
Twl/0/17
Twl/0/18
Twl/0/19
Twl/0/20
Twl/0/21
Twl/0/22
Twl/0/23
Twl/0/24
Twl/0/25
Twl/0/26
Twl/0/27
Twl/0/28
Twl/0/29
Twl/0/30
Twl/0/31
Twl/0/32
Twl/0/33
Twl/0/34
Twl/0/35
Twl/0/36
Tel/0/37
Tel/0/38
Tel/0/39
Tel/0/40

IP-Address OK? Method Status
unassigned NO unset up
10.127.128.5 YES DHCP up
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
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up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
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Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
TwentyFiveGigEl/1/1 unassigned YES unset down down
TwentyFiveGigEl/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco
**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password
type
Line SUCCESS: ip domain name domain

2
Line 3 SUCCESS: line vty 0 15
Line 4 SUCCESS: login local
Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP DayO Python Script Execution Complete ***

Press RETURN to get started!

oAy F JAED 3= DHEEFR

WORIZ, ZOFY 2 — /LT LTZBERICET 2V Y —AN#®ERLET, ZOoRIX, V7
=7 VU—Z P A U TEHEEEOTR— MR EAINZEZOY T =T VY —RX7
FERLTWET, ZOMEEIT, FFICKo BNR20WRY , ZRLUEO—#HOY 7 by =7 U Y —
ATHYR—FEInET,
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TTv RN T —LOYR—=EIBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
FRE3 % 1Z1%, Cisco Feature Navigator Zf#i ] L £ 3, Cisco Feature Navigator (27 7 & A 5 (Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H U 2 MIMLEH D £ A,
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| Foega=vy
tosyF Foeva=vrouiEs ]

£2: €04y F TOET 3= oI OsEER

Hees J1)—= BERETE IR
Yu &#wvF Fu g = |Cisco I0S XE Everest
" 16.5.1a

Cisco IOS XE Everest

16.5.1b

Cisco IOS XE Fuji 16.7.1
Cisco IOS XE Fuji 16.8.2
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)1)—2R

HEEER

Xy NT—r FuvrVa = OiRE
s T 5770, YAz, Fu v
F et Vam BT EREALE
L7z,

Cisco I0S XE Everest 16.5.1a TiX, Z D
HEREIZIR DT T~ b7 4 — LT FELE
TWE LT,

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 +' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

Cisco IOS XE Everest 16.5.1b TiZ, Z®
REIIR DT T v N7 —AICHEES
TWE LT,

e ANz NVEYHR— T B0
O, % 8 GB ® RAM A& L 7=
Cisco 4000 2 J — R H— b 2H A
BL—2 5,

Cisco I0S XE Fuji 16.7.1 Ti&, Z O#%#E
IROT T v M7+ —HIZEEENT
1/\32 L/f\__o

* Cisco ASR 1000 7 7'V //'— 3
H—E R L—%& (ASRI1001-X,
ASR1001-HX, ASR1002-X.
ASR1002-HX)

Cisco I0S XE Fuji 16.8.2 TlE., Z DH&HE
WIRDT T b7+ —AIZFEEENT
WE LT,

e Cisco ASR 1000 > —X 771
F—rayP—ER —H
(ASR1004, ASR1006,
ASR1006-X, ASR1009-X.
ASR1013)
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tosyF Foeva=vrouiEs ]

HaE

iy

IJ IJ—X

HEEER

Yooy F Iuneyg=

YV CHTTPH D vmr— R

Cisco IOS XE Fuji 16.8.1
Cisco IOS XE Fuji 16.8.1a

Yoy F el a=7F, HTTP
BXRTFTPO 77 A4V XAy a— R
YV AR—FLET,

Cisco 10S XE Everest 16.8.1 Tl&, Z®
KRB DT T v N7+ — AICFEX
NTWE LR,

¢ Cisco 4000 >V — X H— b 2E
B —

» Cisco Catalyst 3650 ' U — X A A
?

* Cisco Catalyst 3850 > U — X A A v
a;

» Cisco Catalyst 9300 >V — X XA v
a:.

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Fuji 16.8.1a Tix, Z D
AEIX Cisco Catalyst 9500 /A /X7 4 —~
VAV =X ALy FIZFEI TN
F L7,

Yoy F o da=
> 7 D= DHCPv6 D
PR — b

Cisco 10S XE Fuji 16.9.1

Cisco I0S XE Fuji 16.9.1 Tix, Z DOF%HE
FRDT T v b7 F—AIZFEEINT
WE LTz

* Cisco Catalyst 9300 ' U — X A A v
a;

» Cisco Catalyst 9500 >V — & XA v
a:.
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5.
IPXE

iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) O¥LIERNK T1, ZDOFY =2—/LClE. iPXE e L R E T IEICHOWT
B LET,

¢ iPXE [ZDOWT (43 —)

« iPXE O EHE (53 ~—)

« iPXE OEER] (55 <X—)

s iPXED T TN a—T 47D~ (57—=)

« iPXE (2R3 2B MfEHR (59 ~—)

« iPXE OfERETF#HR (59 ~—2)

IPXE [ZDUVT

iPXE [CTDULNT

iPXEiLZ, Xy hU—0 T—T 4 T DA —T 2 AKX — K ThD Pre-boot eXecution
Environment (PXE) DOYLIEM T,

iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /3—3" 3 >4 (DHCPv4) <°DHCPv6 Zfif L7z AT —
FABIRAT— 707 FLUZAA#ERE (SLAAC) . 7 — K URL, BLVIPv6 /L—
KT RNREA XA NS U2 DHCPV6 72 3 v DRT A—H

v b I— FEH
Py b T=T 4 T OFEREMIL, RO EBY T,
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B rcom=

« JE BN R E S 4172 DHCP Hh—/3,

« FTP/HTTP/TFTP % — S T2 7 — kA A — 3,

s Ry FT—7 R=2D Y —ANLRET S & ICHESNEZT A A,
iPXE D&

Ty U= T—bra—FE, XY FT—7 R=Z2AD IV —=AN5DT — MU Z P HR— KL
¥4, 77— he—&L, HITP. FTP. F /2L TFIPH— NIZH DA A =B LET, R
rND—27 77— h V=L, iPXEDO L RV YV a—a v L CHBME S E T,

iPXEIZLVD, 75740 DTFNRXALADFRy NI —7 T—"WNA[fEIZHRVEd, 77— E—F
IR 3 EEIHY £,

«iPXE # A4 A7 D K :iPXE v hU—27 7— h& LCiEEh L 9, IPXE TIMEOUT
ROMmon Z# &AL C, iPXExRy NU—27 7T — DX A LT 7 N FHN CTHRE L E
9, iPXE ¥ A L7 U b Z&ET 5I21E boot ipxetimeout =~ > REHFERALET, ¥ A &
TN AR TS E, TAA R T = INRT I T 4 T 0 ET,

« iPXE #ifR72 L : iPXE *r > hT—2 7 — & L CilZE L £9, boot ipxeforever =2~

RBRE SN TWDEYA, 7734 AL DHCP Zk A HIfR72 L CTi¥fE LE 9, ZAULPXE
DHEEH 7T —FTT (DFY, 7—ba—FL, A2/ DHCPLE % 51T B D & TDHCP
BRAMRR L THEET DD, T4 AT —hERFa~vr R 7oy 7 MI7+—b
Ny lFTHZEEEHY EFA)

e TNRA R T REINTWVDE =BV T/NNA ADBOOT T2 HE-~TT—rLET, T34
A7 — MBRREINTZHEE, BRE I TV A IPXE_TIMEOUT ROMmon 240 X MR X 41 &
T WOLIHBELTT A AT = NeT 77 4 7L TEET,

« BOOTMODE=ipxe-forever D55 1%, = —HF DI AN/ IFAUXT SA XA 77— MR T 7
T 4 7170 £ A (ENABLE BREAK=yes DEFHIZ DB AHE)

+ BOOTMODE=ipxe-timeout ™54 1%, IPXE TIMEOUT 4% CHE L 7= ki35
ETNAR T MT 7T 4727320 F7,

*« BOOTMODE=device D&, T/ A T—="NT 77 4 720 £9, ZhidT
TNV DT T 4T ®— KT,

cTNAAT—=MICLIZMEMLTTY 774 7b T2 &b TEET,

N

G FART—=MI 774NV IEOT—F E—FTT,
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| FeEva=>y
irxe oz i

\)

GE) IO~=aT7 VT, FEIT—-FEW) HRELEDODNCWET, FHET— ML, ROMmon @
Va—REITOIMEIMDERET DT T 7 TT, T3 A5 ROMmon E— ROEEX, T
Thoot 2> REETTHLERH Y 7,

FH 7 — & YESIZHRTE L7ZHAIL. ROMmon £7213F A A a7 "R T 7T 4 7T
DEd, FEI7— h%E NOITEE L7ZHAIE. autoboot BH N EITENET, 2% V. BOOT
B CRE SHIEICE N £ T,

ZZTCliL, iPXE 7 — b e —F OEHEIZOWTEHA L £,

1:iPXEJ—rO—4Z0OT—9 70—

Wb Seaven

i

41

Here's my LID! Give me an P,
Whal imape can | boolt How
Fower ON GD o | reach fh femole server?

[HACE discoser

DHCP olles

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHGP ragues]
HCP Al
HTEP “Gel” - Denalil 6 3218 Pooe-lhac e b
| Sch downiads
1] 12 and ' i
, mm‘:ﬁ_ _‘ HTTE2040 O Haes 1 [1age.

TGP Transhes

1. 7—broe—XEDHCP A v =T EEL, V—"DBRETDHE, 77— —FX
DHCP EXR#%EL 7,

2. DHCPISZEIZIE, IPT RLREDT— b Z7 A NVENEENTHWET, 7—F 77 AL
A%, 7 — b A A—=T N TFTP H—/N (tftp://server/filename) , FTP #—/3
(ftp://userid:password@server/filename) . F£ 72X HTTP ¥— 3 (http://server/filename) 7> 5
BfEsnsZEE2RLTVET,

3. T—brr—FNRy NU—0 V—=ANbA A=V E X n— L TEHLET,

4. DHCPJEENZESNLWES, 7—ha—Z 37—k — FOREIZESWT, DHCP
FURAZMIRZ2 LT, FlidfBE SN MBOMXERGE LT ET, A4 L5707 MR AET D
L, T —HEF TR, AR—ZADT — MNIED 7, REINTZ7— bk T— KR
ipxe-forever DIGAE DI, T /34 AX DHCP ERZHfR7e L C4F L9, ipxetimeout
T—hE—Ravy RBRRESNTWDEE, DHCP ZRITHEE S VRl b 7e o Tk
fEE3. XALTURNBIRIBTDE, TARAT—KNEB—RFRBT 7T 472780 FT,
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\)

GE)  HAED iPXE £33 FHR — ~  (GigabitEthernet0/0) DA% #&H L CEIET 572, i/ %
U R—F &2 L TEE SN D DHCP EsRIZV R — b SR T EF A,

Xy U= T— MR L T#HNRR Yy N — 7 REZMEHT 554 ROMmon (XK D BEES
ERAEMERLEST (TITRHATY) .

«BOOT: EIanry (;) TRUILNEB)TLD URL,

« IP_ADDRESS : #IZEI D 4 THNZT A ZADIP 7 KL A,
« DEFAULT GATEWAY : 7N ADT 74/~ F— K 7 = A,
« IP_SUBNET MASK : IPv4 721X IPv6 7' L 7 1 v 7 A1,

IPv4d : WWW.XXXYYY.ZZZ L WO FERDT A ADH TRy b~ A7 (255.255.255.0 73
E) .

IPv6 : NNN L WO FERDT NRA ADY T3y b L7 4 v 7 ARK (64, 11272 5)

FEH 7 — FBREHI o> TV DBEE, 7 — br—& X, &E S 72 ROMmon iPXE 2 OfElz
HAONT, TNXART—= b EFTTELRY NT—F T— b aFTT50ERELET, T
7 — N BEDES b 5T, 7 — hr—Z1ZBOOTMODE £ & i L C, 7 /31
AT —=heRxy NI—7 T— b OELLEETTHNERELET, FEI7— ML, =—W
12 & o T boot manual switch =< > RRREFRATHDH I EaEWLET, FEIT— FEY)
W TVWAERIZT A A2 n— RT3 L, BB ARHERICEHBSVET,

iPXE NEZNIZ 72 > TV DAL, 735 ADERB FIEOWREIZ, BEFO BOOT ZEONEN
FRINET, BOOTEHITIX., * > b U —2 ~X— A2 Uniform Resource Identifier (URI) (7=
& ZIEL httpy//, fipi/f, thtp) WEENTODHARHY . Xy hU—2 7T— RS E
T, LML, Xy NI =27 A A=Y NZAOFAFHIDHCP I SN EH A, #Hlery hT—
7 %X, IP_ADDRESS Z%%. DEFAULT GATEWAY %, 3 X OV IP_SUBNET MASK ZE%k
NOEAESHET, BOOT ZBHIZIE, TAADT 7 A1 VAT b R—=ZADNRNANEGENT
WHEELHY ., ZOHERIE, TAAADT 7 A IV VAT AX—ADOT — MRS E T,

FLENZ M S5 DHCP — 3%, 5 ID (PID)  (DHCP A4 7' 3 > 60 THIBIFTHE) |
=DV TNES (DHCPA ' 3 v 61 THIBIAHE) . £7/21XF7 314 ADMACT KL
AEMERA LT, T3, A &25kBT& 9, showinventory 35 X 08 show switch =~ > R CTH T
NRAATINLDEEFRRLET,

iz, show inventory =t~ > RO 2R L £,

Device# show inventory

NAME:“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:VOl , SN: FOC1911V01A

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FOC1911VOlA

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V01l, SN:LIT18471460Q
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I JoE 3=y

IPv6iPXE 2y k7—2 T—+ |

Wiz, show switch =< > RO AOFIEZ R LET,

Device# show switch

Switch/Stack Mac Address : 046c¢.9d01.7d80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 046c¢c.9dle.1a00 1 Ready
2 Standby 046¢.9d01.7d80 1 Ready

*3 Active f8b7.e24e.9a00 1 P2B Ready

R ROMmon Z# 7% iPXE IZRE SN TV D BENDH D £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE TIMEOUT = seconds

IPVv6iPXE *y kD —4 J—
WO L, Cisco T /3 A LD IPV6iPXE v hU—27 77— FOEMEEFR L ET,

IPv& Baoting Supporting DHCP Server Web Server
Device Device .

= = -

FUwerGNQ(L}%
Default Router
ﬁl‘l:ddsrl;:gc Routar Solicitation . )
- Here is my DUID, give
me an IP. what image
Router Advertisement can | boot?
-
DHGPVE Solici / =
[+ DHePve
e OHGPvE Advertise Message lype: Advertise (2)
Transachon |0 OxBdac3d
DHECPYE Request ¥ Identity Association for Mon-temparary Address
b Client Idendifier
k Server Identifier
DHCPVE Reply b NS recursive name server
¥ Domain Search List _}
HTTP GET
HTTP 200 OK
-
TCP image transter E
[ 8

Wiz, FBORO 4 >OEHFEE2HHALET,
¢IPv6 7 — bk T34 A 1 iPXE 7 — MZ ko TRENIT L7 /31 A,
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B reirxeryro—s -+

s PIR—KFTNA X IPV6T RLVAT, —F T KRAFX AL XA F (RA) AvE—U%4
T D K DIZERIE S LT= Cisco T 731 A,

\}

GE)  ZOMTIE, IPv6 77—k 7L R BAR—F TAL 2 BRI

DHCP ¥— %, MUY 732y b EiZHY 9, 72720, PR —
kT34 AL DHCP — "B ERAp 5373y b LIZH D545,
Fy NT—Z NI L—x2—V 2 NERITHLERHY 3,

¢ DHCP ¥— % : {£& ® DHCP ¥ —/%,

e Web ¥— 3 {EE D Web P —3,

ZOWE T, IPV6iPXE 7 — b Yot A &Z#HB L E9,

1

T NA AL, V—H FEFETH B Internet Control Message Protocol IPv6 (ICMPv6) % 1 7133
Ny Nea— 73y b EOIPv6 73514 RTEFELET,

n—hVH T Xy N EDIPV6T/NA R F, V=X T KRAF AL XA N (RA) AvkE—Y
THDHICMPV6 ¥ A 7 134 3 v FCTIRAELET, W—FTEHEA v —TEEE LT
A AF, AT — MLV AT RLAHBEYE (SLAAC) 7 RLAZZREIE L7280, RA X
Ty NI T TN N A—R LT T v 7 ADBEREBELET,

T3 A%, DHCPv6 B A v —TV %, X CTODHCP =— = MIDOWT, w/LF
XY AN TN—7 T FLR 02012 ICEELET,

wIZ, iPXE 7 — h ®FE® DHCPv6 i N\ hD 7 4 —V ROHERLET,

DHCPv6

Message type: Solicit (1)

Transaction ID: O0x36f5fl

Client Identifier

Vendor Class

Identity Association for Non-Temporary Address
Option Request

User Class

Vendor-specific Information

DHCPv6 E5E A v —VI2iE, ROERNEETNTWET,

« DHCP [ &7#58+ (DUID) : 7 A4 7 v FZ&iAl L %9, iPXE CiZ. DUID-EN % ¥
AR—HFLTWET, EN i T B —7F A X5 (Enterprise Number) OIS TY, Z
@ DUID 1, X & —{ZE) 4T HnzlA O E S TnET,

* DHCP 33 X O DHCPv6 DAL 3

DHCPV6 " — SR HEESNTNEEE, TOV—F, 1288y FIPv6 7 KL A, 77—k
~7 7 A JL® Uniform Resource Identlﬁer (URD) . RAA Y F—L 257 A (DNS) H—N
BLORAA VBB AR, 5NN Z T4 T > &V =D ID & DHCPv6 7 R\
BARNRTy FCIRELET, 277947 FIDIZFZ 9472 F (ZOKTILIPVG 7 —
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ROMmon €—

ROMmon E— KT IPv6 7 KLZDEY 4T [

k534 Z) @ DUID 23, #— 31D I21% DHCPv6 H— 3@ DUID 23, ZNFNEEN T
b\\i‘g_c

5, #FNEZF, 794 T ME, ~VFFy AN FA—TF T KL A f02::1:2 12 DHCPv6 %
RNy FEEEL, T RIS XENTZNRTA—FEERLET,

6. —NX, 74T bV r—AL (FES0:) D IPv6 7 RL A |Za =%y A |
DHCPV6 J&5& %K L4, RIZ, DHCPV6 )& 7y hD 7 44— FOFZR L £,

DHCPV6

Message type: Reply (7)
Transaction ID: 0x790950
Identity Association for Non-Temporary Address
Client Identifier
Server Identifier
DNS recursive name server
Boot File URL
Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEEICE VA A=V abr—Sh, TS ABEELET,

> > (=] LY

FTODOIPv6 7 FLADEIY HT

DHCP 7 A 7 > M. ROBEINEN ZEH LT, ROMmon &— K TEHT 5 IPv6 7 KL &
FRELET,

1. DHCP V—RZL->TEVYTHNET KL R

2. A7 —hFL AT RLAE#HHEE (SLAAC) 7 KL &

3. Uy Zu—HhL T RLA

4. YA ba—HNV T KL A

FTNRAANI, A A=V % T — T EDICDHCP Y —NIZ L > CEID Y THNET RLUAZEFEH
L %4, DHCPv6 — 3037 KL ZADE Y YTITRMLTIZEE. T/351 A1, SLAACT R
Z0EAERITLEYT, DHCP V— N2 Lo TEY YU THN/ZT KL AL SLAACT RLAD
WAMERTERWGE, TAM2F, Vo ru—n 7 RUAEHALES, 72720, A

A=V Davr—FIEFIZIT X, UE— b FIP/HTTP/TFTIP " — "B F AL AL FE L a—2h
N T2y hECHAILENDY £,

BUID3ODT RUABNEHTERWES, T3 AL, HEIMIZEKR SN YA be—bL
T RUVAEMHLET,
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B 7+ =nzRoMmon 2%

HR— b & % ROMmon Z%§

Cisco 10S XE Fuji 16.8.1 TlZ, %&® ROMmon AN R — F I TWET,

*BAUD : F3f A0 ay Y —L Rh— L— T ZAaDERER— L— (1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200 72 &) DOWFHNNICEFE L9, ML 7EHIT
TRTEREINET, BAUD BENRE STV RWEAIE, 77 4/0 T900 12720

¥, ®hind D CLI =<2 ik

« ENABLE BREAK : ROMmon O 7 L —727 #HHZLET, 7 7 4 /L MEIZNO TH,

« MANUAL _BOOT : F#)7 — F 2 LIZRE SN TV DHEE. ROMmon £72137 /34 A 7'
YIRBT T4 TIRYET, FET— FBOICHRESNTWDOES, 731 ALY
n— RENETA, ROMmon E— RNIT7 77 1 7272 A,

« SWITCH_IGNORE STARTUP CFG : i3 1 DAL, T/AA A TRE— T v F a7 4
Fal—arNERINET, HERREINTWARWESIE, ATt dnE
T, TAUTFEAIY FEHAEETH Y, 10S @Jﬁ)ﬂfﬁfé&i%

iPXE DN HR— 3 BDHCP A T 3>

iPXE 7 — k%, ROMmon &— KT, ® DHCPv4 3 L UXDHCPv6 47 3 VR — kLT
\iﬁqo

\}

(GF)  Catalyst 9000 >V — R ZA v F L, DHCP 47+ 3 60, A7 2 77, DHCPv6 A7 =
Y1, AT a5, BEIOA T ar 16 2R —FLTWET, DHCP 47 3 > 61 I,
Catalyst 9300 33 LTV 9500 'V — R A4 v F TOILYHR—FEZNTNET,

*DHCP A7 3 60 : XU & — 7 F A#HIT, ZOF 7 3 121F, ROMmon BREEA %K
MODEL_NUM DfE3 & E SAVE T,

*DHCP 47> a6l: 7747 bk, ZDOA 7L a2k, ROMmon EREEA %L
SYSTEM_SERIAL NUM DfENFEE S E T,

\}

GE) oA 7T =3 idCatalyst9400 Y — R AA » FTIEHHR— &
NTWER A,

*DHCP A7 v arv 77 :a—V 7T A4+Fary, ZOF 7Y g%, DHCP B 7 v
MZBIMENSH DT, iPXE & W) LFINCELVWVEEEATHET, 2047 a v
1Z. DHCP — 57— b 570D A A—T %I iPXEDHCP 7 7 A 7 > b %4y Bf
THRIEHSNET,
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iPXE 549 K— k3B DHCP A T3> [

WIZ, ISC DHCP H— 35 D DHCPv4 X E T, A7 > a > 77 DA R I TV 54
PRLET, ZOFNIBITAISEMEIT. A7 a v 7T REFEELTEY ., UFSiPXE I2%
LWEBAIE, A A—VDT— K 77 ANVDURIBT RRAZ A RXINBZ LR LET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 {
filename "http://192.168.1.146/test-image.bin"

}

*DHCPv6 A7 > ar1: 7747y "Bl T4V ar, ZoOF7T aZid, RFC3315
THE STV 5 ROMmon EEEA % SYSTEM SERIAL NUM OfEAHE S £,
ROMmon Bg 522548 THELE S 11 5 220X MAC_ADDR T,

eDHCPV6 A > a 15 : a—Y I TR F 7T gy, ZOF 7 3%, DHCPv6EE:RE X v
T—VHDOIPV6 22—V 7T A 4T a0 ThY, SUFEHIPXERRESNET, KT,
ISCDHCP — NTEZINTWEA T 3 15 DB ERLET,

option dhcp6.user-class code 15 = string ;

WIZ, DHCPv6 A7 2 > 15 DMEH 4T 5 DHCP — \EREDHI 2R L E7,

#Client-specific parameters
host switchl {

fassigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcpé6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

*DHCPv6 A7 a v 16: X H— T AL Tvar, T ARG ID (PID) NEF
NUTWET, PID IE, showinventory =~ > KO /)% 721X MODEL _NUM ROMmon Z 44
MORETEET, A7 a3 161X ISCDHCP — DT 7 4 )V hOA T L a Tl
<V ROEIITERTDHIENTEET,

option dhcp6.vendor-class-data code 16 = string;
KRIZ, DHCPv6 A7 a > 16 MEM SN TV HRER 2R L £,

# Source: dhcpd6ConfigPD
host hostl-ipxe6-auto-hostl {

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:
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43:31:38:33:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:
43:33:38:35:30:2D:32:34:50:2D:4D {
option dhcp6.bootfile-url
"http://[2001:DB8::46] /platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4 —V REHALET,

RIYUOTIVHEAT 1 —ILFDEHRBA

14—k BLE
dhcpé.client-id 7747 v MRl T % DHCP EA 70+
(DUID)
dhcp6.user-class DHCPv6 47> 5 15, 22— 7 T2 47
vay,
dhcp6.vendor-class-data DHCPv6 47> a3 16, AA v F O ID
(PID) &L H— T FAFT v a,
dhcp6.bootfile-url 7 — bk 7 7 AL URI % %K 9 5 DHCPv6 %
7a 6,

DHCPv6 [& & 55l F

RFC 3315 12 L » CTEFZEIN TV 5 DHCPvG6 #%5+ (DUID) 1ZiE, RO 3 FEELH Y £,

« DUID-LLT : DUID V > 7 Jg§7 R L A L%, DHCP 7 /31 AZHEEL T DRy b T —
TAHE =T AAAD) I ET RLRZ, EREINTZBELNOH A DAX T HBIMS L
=4 DT,

« DUID-EN : ENE, =% —7"7 A X% (Enterprise Number) DOW&ETd, Z @ DUID I,
R —ZENY B THNEA D ID 2SN TV ET,

*DUID-LL : DHCP (7 A4 7 ¥ hY—23) TS RZHKABNIERINTHWD Ry b T —
T AVEBE—=T A ADY BT RLAZMH L B S5 DUID TF,

COMREE YR — R L TWH A3 T34 AL, DHCPZ 74 7~ (DHCPv6 #5537 » K
WDT A A) ZiBI7 5 DIZDUID-EN (DUID % A 7'2) %M L3, Catalyst9000 >V —
A ZA »Fi%. DUID-EN 7213 T72< DUID-LL (DUID % A 7 3) & ¥R — KL TWET,
DUID-EN (I SN ARITY, 72720, A v F NI OREERTE 241X, DUID-LL
DERR S TER S ET,
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ipxepxerE [

iPXE DEXTE A

iPXE D% E

FIEDOHE
1. enable
configureterminal
3. * boot ipxe forever [switch number]
* boot ipxe timeout seconds [switch number]
4. boot system {switch switch-number | all} {flash: | ftp: | http: | usbflashO | tftp:}
5. end
FIEDEEHM
ARV RFEEETIIa Y B8
AT 71 |enable FitE EXEC E— K2 LET,
1 - e NAT— REANLET (EERINEELE) .
Device> enable
R 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REBLG
1 LET.
Device# configure terminal
RTw 73| - bootipxeforever [switch number] BOOTMODE ROMmon ¥ % % & L £,
* boot ipxe timeout seconds [switch number] .
s forever % —U — R{Z. BOOTMODE ROMmon
il %% IPXE-FOREVER & L Ci%E L £,
Device (config) # boot ipxe forever switch 2
e timeout ¥ —7 — Ki{Z, BOOTMODE ROMmon
Ik 2% % IPXE-TIMEOUT & L Ca%E L %7,
Device (config) # boot ipxe timeout 30 switch 2
R T 7 4 |boot system {switch switch-number | all} {flash: [ftp: | |f§E L7-BFN b A A —U A REI L E T,

http: | usbflashO | tftp:}
| e U— M@ FTP/HTTP/TFTP #—/ ({23, IPv4

Bl FIXIPv6 7 KL AZATE £,

Device (config) # boot system switch 1

http://192.0.2.42/image-filename . ﬁi))’) ZHIZIPV6 T KL A %7\7‘7@—6%‘%75)3@
S D EJ (RFC27321ZH-T) o £ L7

B T ATEE L EE A

Device (config) # boot system switch 1
http://[2001:db8::1]/image-filename
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ARV RFERETIVa Y

B8

ATy TH

end
1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

FINA R T— FOBE

T 3A A 7— X, noboot ipxe F 721% default boot ipxe =2~ > KOWTFnZH L Ci%iE

T&EET,
FleDHE
1. enable
configure terminal
3. * no boot ipxe
» default boot ipxe
4. end
FE D
ARV FERET7IVa Y By
AT 71 |enable FiME EXEC E— R&EANIC L ET,
f e RAT—KREANLET (FERSNWEHE) &
Device> enable
2+ 2 | configure terminal Ju—r )L ary 74 X¥alb—gy B— RE2Blk
i - LET,
Device# configure terminal
RFwF3| +nobootipxe FNRART = ERELET, T 741 DT —h
« default boot ipxe F— RIEF A A T — T,
i - TNAATT 75V hEREEZANILET,
Device (config) # no boot ipxe
1 -
Device (config) # default boot ipxe
AT w7 4|end Ja—ar7 4 ¥al—vay T— RERT
i - L. HHE EXEC £— RIZRY £,

Device (config) # end
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ipxe ozxEh |

iPXE O 2% %E 5
{51 - iPXE #& R

TR, T8 ARA A= TlEEI§T 5 E T, DHCP ZRA MR L TEET L LD
(2 iPXE 2@ ET 202" L TWVET,
Device# configure terminal

Device (config) # boot ipxe forever switch 2
Device (config) # end

LRI, 7— b B— N % ipxe-timeout (2% iET 2 HIEDOHIZ R LET, FEINL T
DA LT T MEZ200 T, RESNTND XA LT U MRIEHZIZ IPXE 7 — h
[EENEETDHE, WESNTWDIT A AT = RT 7T 4 7RV EST, Z0
BT, BEFHDT /3A A 7 — M http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

B TILDIPXET—F 04

KITRTDOIE, ROMmon E— ROF AL ANSDY ) 7 —h a4, 22T
%, ipxetimeout =~ > REZFEH LI FE 7 — FARESNE T,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé4:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvV6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fed42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6f00 /64
Common:
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
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B iPxe mov > 7L DHCPus H—/ iR

Reading full image INTO MEMOTY otuu it e e et e e e et et s e e et et s e s et e s e s e e o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76£0/20608752

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIZRT DX, 55 D 7= 9|2 Internet Systems Consortium  (ISC) @ DHCP H— 37> 5 H
5 L7z DHCPv6 H—/SE DRI T, SEHAIC S # 230 24713, < MRk it LT
WHAAL T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}

#Client-specific parameters

host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial

number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

DHCP #— " 2= ROZEMITOW T, ISCDHCP H— X D Web 14 N2 HB LT
<TZEV,

Z OFERITIL, dhepb.client-id 47T a NFARAL v TFEHHIL, X —FTF A4 X
FA T FDUID & £9, 7747 > hDUID L, 16 #E D 00:02+00:00:00:09
+ DV X =Y VY TNEGEBERT LI TEEST, 22 T2ldn =TT
AR FAT > hDUIDZA 7, 9FL Rapx ¥ —7FF A4 XDUID DT HIF 21—
FEZFNENEBRL, 16 EERXTOL vy —3 2 U T AFESD ASCIH 21— RNk & £
To TOVTNDAAL v FDY v —3 U T IIESIL, FOCI831X1AS T,
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PED RS T a—F4vvoEk [

T— kK 77 A4V URLIZ. $EEESNT-DUD ZHEH L TOHRAAL v FITT RAAZ AL XK
nEJ,

DHCPv6 X ¥ — 7 5 A+ a2 16 H, DHCP — LD AA v F ZiHBIT57=

»

WERTEET, £ 7 v a6z a—HTERA TV a L L LTERTDHITE. KD

EOTRELET,

option dhcp6.vendor-class-data code 16 = string;

WIRT DI, A v FRIEID 26 L TR S 72 DHCPv6 RN & — 7 T A F7
v a 16 [ ZHESWTAL v T Z#HAIT 5, DHCP B — OB T,

# Source: dhcp6ConfigPID

host edi-46-ipxe6-auto-edid6

}

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:
46:4F:43:31:38:33:31:58:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:
53:2D:43:33:38:35:30:2D:32:34:50:2D:4C {

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin";

Z ORERICIE, dhep6.vendor-class-data 4" = > 1%, DHCPv6 47> = > 16 &
L ¥£79, dhepb.vendor-class-data T, 00:00:00:09 (X3 XA 2D x> ¥ —7 7 A X DUID,
OE /X PID »E X, BLU¥EY X 16 X PID T3, PID X, showinventory =~
¥ RE 721X CFG_MODEL NUMROMmon ZEH DM NN OHFETHZ b TEET, 2
DY > T AR T &5 PID 1L, WS-C3850-24P-L T,

H— R D DHCPv6 A7 3 B L O'DUID %, ISCDHCP V— XDHA KT A
I~ T, 16 R TIRETHILENDHY £9°,

iPXED RS TILSa—TF45DE Y R

COIETIE, T TNV a—T 4D MEBRPALET,

s BB ARFIZ iPXE 7 — AL IS5 & 7351 A, A2 DHCPv6 Eig A v & —
COREEFRITL, FO% T, DHCPVAMRILA v E—YOEEEZRITLET, 77— E—
K723 ipxe-forever DA, T3 AlX, 202 2E MR L CKIE L £7,

s BE)E— R IPXE ¥ A A7 U NOYH. T3 AL, PIZ DHCPv6 g A v tE—
Z. IRIZDHCPVA RN A v B — V% EE LIk, XA L7 U NGRS L, 734
AT =M MIT =N 7 LET,

¢ iPXE 7' — FZHMr+ A1, v Y —IV I T T A7 E2EELET,

UNIX Telnet 7 74 7 & F & H L TWAHGATT, Cul F—Z2 M L72RET] F—%2 7
L. TUAIREREENET, FOMDTelnet 7 A4 7> FEMEHLTWAHEEA, £7-0%
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VU TINR— MIEESEG L TV DA, 7L 7 0XED Y T—1E, Blof—R k
n— 7 F-ka~vr ROBESRHY 1,

¢ DHCP — I A A= TIET 5 H DD DNS H— 37K 2 M 2R T X R0 A
DNS 5w 72/ LE9,

\}

() ISC ® DHCP +— DOl HZBEiD LEJ, 10S @ DHCP TiLZ
OREREITEIMAES N TV ER A,

« HTTP Y — RO 27 A b4 5121%, HTTPa v —%2F/H L T, HTTP Y — 15080
P TN T ANET A A |Za—LET, 72L& 21E ROMmon 7' 7 KT, copy
http://192.168.1.1test null: (7 7 v ¥ 2Nl IER v 7 S TEY . 7 A MINull 731
AZfERT 20N H HYA) £ 7213 http://[2001:db8::99/test & A1 L £,

s FE) T — FEAERMELENTEY, 77— FEF— KRB PXEZA LT T N THIEE., T4
ADNEIRFEARFIC BEIICEE T2 2 LiddH Y £ A, ROMmon E— K Thoot =<2 K
EEITLET, 77— M o AREREARICAB CRAT 2 LT 2120k, FE7—
[ L) | Al = S

e ROMmon E— K D IPv6 7 RL ARF 7 4L f L —F B ELHULED IPv6 /3T A — X k3
KT AHIZIE, nete-show =~ > R&EFHLET,

N

GE)  Catalyst 9000 > U — R ZA »F TlE, net-show show 2> F%
EHLET,

REIZHSN T, net-dhep F 7213 net6-dhep =~ > R&MH L £, net-dhcp =~ K
/X DHCPv4 HHD7 X k =2+ R, neté-dhcp =~ > NiE DHCPv6 HHD7 A F a<w > N T

—’9‘«0

\)

GE)  Catalyst 9000 2 U — X A A » FClL, DHCPv6 IZ net-dhcp -6 =2~
YREEALET,

« BRTEMRT HI2IE, diga~> REHEHLE9,

\}

(GE)  Catalyst 9000 > U — X A A »F Tl dnslookup ==~ > K% H
L CAHTA R L £,

s Web %— 3050 HTTP & a2 — R&FR/RTHI121E, HTTP T3y 7 0 7 &2 G0
K
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ipxe (<7 pemiEs ]

¢ AT — ML AT FLZAHERE (SLAAC) 7 RLARAERKEINRVEE. IPV6RA A v
=V EREREMT IV NHY EHA, ZOYE, IPv6 TOIPXE 77— MNE, V7 m—
HNVEFITHA Fa—h DT RLUATORMEHTEX 4,

iPXE [ZR89 5 BENEHR

ESPERE]S T=aT7ILBA L
TurI=we Vs 4 av R ['Programmability Command Reference, Cisco 10S XE
Everest 16.6.1]
BES LU RFC
=4 /RFC 24 kL
RFC 3315 ['Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).J
RFC 3986 ['Uniform Resource Identifier (URI): Generic Syntax/]

SRADTY ZHI YR—F

FiEA s

CAaDYR— K WebH A FTiE, R EL5 7 2 12— | http://www.cisco.com/support
T2 N7 TNy a—T 4 U ZIZBENL T T 5 X912,
oA T ARV =L EIILDETLEERA TS Y — Rk
et L CunET,
BHEVORGLOEX 2 U T 4 FRSBAINEREAFT 52012,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco
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74— N EDOKFEY — R TIMATE LT,

VAaDPR—F Web B A FDY—)UIIT 7 AT HEIE.
Cisco.com D —HF ID BLONRA T — RBNE T,

iPXE 0D #£5E1E

RORIZ, ZOFY2—/)LTH LIZREICE T2 Y U —2 R s LET, ZoXRT, V7
Fo=7 UU—A FLA U THEEREOYR— R EASRILEDY 7 =T VY =R
FERLTWET, ZOERRIL. FHCTEr 872 0RY  ZhUEO—EDY 7 vy =27 VY —
AZATHHR—FSNET,
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NR—=ZDEEFETNE DT — NLEL A W
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V—RX, iIPXED LI RV 2— 3
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LI TWE LT,
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BRIZIRDT T v b7 +—AIZEEIN
Twibto

* Catalyst 9300 >V — & A A v F

* Catalyst 9500 ' U — X A A v F

Cisco IOS XE Everest 16.6.2

Z DOFEREIE. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 > U — X XA v
FIFEEINE LT,

Cisco IOS XE Fuji 16.9.2

Cisco IOS XE Fuji 16.9.2 TliE, Z OERE

TRDOT T b7 +—AIZFEEINT
WE LT,
» Cisco Catalyst 9200 > — X A A v
\a:-

* Cisco Catalyst 9300L SKU
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IPXE (X IPv6 7’0 h /b ¥ AR— LT
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ZOMEREIL, RDT Ty T +— AT
BEINTWELE,

s Catalyst 9300 ' U — X A A v F
* Catalyst 9400 > U — X XA v F
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e AR Tl (653—2)

s Python API (91 ~<—2°)

 CLI Python £ = —/L (97 ~X—)

* EEM Python & ¥V =.—/L (105 ~—7)






!

i

AT

FA N ¥z VB L 472 Linux _X— A DEREE T, Python 2 ED H AKX A Linux 77V r—
v a v wFEITLT Cisco 7 31 2% HEy CHIfHI LOEHRT 5 72DIC&KFF I TnET, v X
TLAOHB v a =7 (T4 €Rr) bEERET, ZOarTF v E, AANT
NAANL SN RERBREA R LEST, =2—VFF2Z T, A7V NERIFEY 7 b
T T RNy —TERA VAR L, EFTHIENTEET,
ZOEVa—ATEH, YA v ENERNTT D HIECONTHALET,

e FARN T IZHONT (65 3—)

« FAN v VEHIICT L HE (15 3—)

« FAR U VORER (82 X—)

« FAN v VAT HEOMDOSEEE (86 X—)

« FA N V=L OERERFHR (86 ~—)

XK T)LIZDNT

AT )LOBME

FA N v E, RABL S 472 Linux _X— 2 DEEETH Y . Cisco 7734 A D HENHIH & &8
DD Python 7 7V r—avkaEte, WAXALinuk 7 7V r—var2E7975591
EEFEnTTWET, FA vz EFERALC, = FK—F 4 B8 Linx 7 SV r—varEA
VA= BH BIOEMETAZ LB TEET, FAN V= VEVAT AL AV EL
HIZNY RLENTEY | CiscolOS =+ R guestshell enable #ffi i L TA A h—/LTXx &
7

ANV VREEL, Xy FU—F 7 TlER<, Y= b, Linux2—7 4 VT 4, BLOW
HEEZBEX LD TT,

AN vz, AA B (Cisco A vy FBIOVINL—F) VAT AEI—FEHHFLFET,
a—P—X, FA R =D Linux V= VIZT 7 EAL, 2T T Drootfs IZHDH AT U T |
BIOYT7 o7 Rubr—VUEFHTLENTEEST, 27L, YA vz LNO2—
P—lZ, FAMDT 7 ANV VAT ABIONT 0 A2 EHT5Z LIFTEERA,
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YINERYYTHE |

ANz a7, IOx #EA L TEBEINE T, I0xiE, CiscolOSXE 7 /31 2D 7z
OO AADT IV r—a RAT 4T AT TFTANTZF v TY, I0x1E, VA3,

N—=FF— BELOY— R =T 4t OBFICL>THBEEINZT 7V r—ra v B OY—
EAE Ry NT—7 Ty FNRA AT —ALVRIZRAT 4 T T A &%, KEOLEER

N—RT =T FTy T

F—HIZBWTHRRIZLE T,

ROFIZ, TAN V= VOSEIERBERET R — MRAROT T v b 74— LI T 215 HmE

et LET,

= 5:Cisco TR b LT )LDHERE

SRk xillite (FREMZLXC O
>TF)

TART )L (IXCaVTF)

IR =T 4 T A
7 I

Cisco IOS XE

Cisco IOS XE

PR—hENDTT >
N7 4 — LA

* Cisco Catalyst 3650 /' J — X X
A vF (BETNV)

* Cisco Catalyst 3850 /' J — X &
A vF (BEFETN)

« Cisco ISR 4000 > J — X
- AHERIN—F
X 8GB ® RAM 24T 5
EF)L)

AN vz )VEREE

Montavista CGE7

CentOS 7

Python 2.7

AR — bxt4: (Python V2.7.11)

PR — Fxtg: (Python V2.7.5)

H A K D Python T A
77

e Cisco fIAA XV b v~ —T ¥
* Cisco IOS XE CLI

* Ncclient

* Cisco fIAA X |k =% —
* Cisco IOS XE CLI

PR — kTS rootfs

Busybox, SSH. I J U Python PIP
DA VA R—)b

SSH, Yum® A > A h—/b, B
L W Python PIP DA > A f—)L

GNUC @2 /314F

PAR— S5

R R

RPM O A A h—)L

PR — SRS

PAR— P RIG

T=XT7Fx

MIPS

x86

FRAMTTILEFTR M D)L Lite

FAN vz aryTFEERTLE, 22—, VAT LALETHESODARZ VT "7 7 r—
TarEFTTEDLLEIICARVET, Intelx86 7T v F 74 —L EDF AR vz 3T )
L. CentOS 7.0 Di/INRD rootfs 2> Linux =2 > 7 (LXC) 2729 £9, 727 A LI,
CentOS 7.0 T Yum =—7 4 U7 ¢ il L T, Python /X—37 = 1 3.0 72 EDidd Python 7 A
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TIVEA A=AV THIENTEET, £72, PIPZEEA L TPython /Ny r—V % A R
M= ELFEHTHIEHTEET,

Catalyst 3650 X° Catalyst 3850 >V — X A A v Fe EDOMIPS /' v b 74— EDOF A v =
JV Lite =1 > 7 F 2%, Carrier Grade Edition (CGE) 7.0 @ rootfs 8% VD £3, 7 A k v = /b Lite
TlE, AZ VT hOA VA R—)VETXETORAEETT, ZHHDOT/SA ATHE, Yum DA
YA R=E AR — SR TOWER A,

ANz )IOEXa) T4

VAalE, FARN V2 VNOZ—FEET TV r—2a VKo THRRA b VAT ARKE
SNHZENRVED X2V T 2R LTHES, AL = mE KRS =R
MooBES L, EREa T L LTEMEL £,

FZkSTILOIN—FKYHT7EHR

COHETIX, YR—=bFROT T N7 3 —HIIBIT B — N0 = 7 BT Al A et
L %4, CiscoCSR 1000v & CiscoISRv (AT T v 7 4 —2A) 1F. TNHDEMEE Y 7
?IT?%% L/i‘j—o

% 6: Catalyst R4 Y FTDHT R b Lz )LDHYR—k

TS5y b TH—LA T 74 )L @ DRAM TRz )LOYR— b
WS-3650-xxx (_7C) 4GB PR — kit
WS-3850-xxx (4_0C) 4GB PR — bt
C9300-xx-x (J~_7C) 8 GB PR — kx5
C€9500-24Q-x (47) 16 GB PR— b5

Catalyst 3850 > U — X A A v F O/ A7 AEEIL, 4 GB @ DRAM T,

& 7:1SR4000> ') —X H—ERFEERIIL—FTOT A+ Yz LOYR—+

PR ANEE SN 574 )L k@ DRAM R bz LOYRE—
ISR 4221 4GB e — b
ISR 4321 4GB S R
8 GB P bt
ISR 4331 8 GB YE— ke
16 GB P bt
ISR 4351 8 GB YRE— ke
16 GB P bt
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T3y bI4+—L4L T 7 #JL k@ DRAM TRAK T ILOYR—
ISR 4431 8 GB PFE— f i

16 GB PR— %
ISR 4451 8 GB PFE— f i

16 GB PR — bt

ISR 4000 'V — X $—E AHERI—F DE/N AT LB, 8 GB O DRAM T,

N

CE) (REV—ERABA VAP —ILENTWET IV r— g b7 RN v x)b ars 2RI
AT LIxTEER AL

CSR 1000 v & ISRv Df/N 27 LEEIL, 4 GB O RAM T,

FAMTIILDR FL—VEH

Catalyst 3650 35 & O Catalyst3850 > U — X AA v FTliX, FAKN Tz /VE, 77032077
AN VAT DIZDIA A =)L TEET, Catalyst3850 'V —KX A v F DT — 7T v
YaTiE, AN Y VEIEFEIZA VA M= VT DX TSMB OFT f AV ZEERENVLET
T

Cisco4000 > UV — AH AT — A L—HF TlE, YA v =z/WE, Xy NI —T A H—T =
AARAEY 22—/ (NIM) OV —E R ¥y MNEEIT (SSID) (IN—FK T 1 A7) BHHLE.
FIWA VA =L ENET, "= R T4 27 RIA TPMEMARERSGES., F A Y =/LD
AVAPN—=MIT = 7Ty aZBIRT 52 LILTEEH A, Ciscod000 > ) — X H—E R
MERN—2TIE, FARN V= VB EFIZA VA M= T 5L 1100 MB DN— K 5 4 A7
(NIM SSID) 25 &K ®EMAMLE T,

Cisco 4000 'V — X ATV —E R L—HBLASR1000 L —% (AT ard—KT 4
AT WEDN—FIEMENTWDIEA) T, YA MYz VENN— KT L AT|ZA VA F—
NLTEY, ZON—RKT L AT PL—ZITHHASNTWDIHEIZOHRY VY —ADY A LR
EIATCTEXET,

)

CE) 7—1Fr7993aZRN LA ANV LESFAN VY2 VTIE, 77V —3 a2y RAT 4
VIREAT Y REERALZY Y —ADY A ZALEEILITE LA,

FARN V2 VDA VA RN—=NHFNIN—=R T 4 ATV FREPRE LGS, =7 — A vE—UN
FRENET,

WIZ, ISR4000 Y — R L—H THTT— A= OFERLET,

% Error:guestshell setup.sh returned error:255, message:
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Not enough storage for installing guestshell. Need 1100 MB free space.

T = 7T aFliIN—F T4 AT OEZIERIL. T AN V= VNBINT — X ZENT
LTINS Z ERH Y 97, Cisco Catalyst 3850 > U — X AA v FTlk, YAk v=
ABPFEHTEDA ML — FEIT18MB T9, Cisco4000 > — X H—ERHEARNL— & T
X, FAN V= VMEATE DA ML —UFRITSO0MB TY, VYA M= /WZ7—h 7T v
VAl T VAT HED, FOEXEROSEKEFHTXET,

REFTAMVIILEEIUVFTF R V) lite NMERATZES)Y—R

Jy—2=x T4 =/IME&EXR
CPU 1 % 1/100 %

GE) 1% IXFEREYE, 800
CPU = h/¥
25 5 CPU =
= hOAK

AEY 256 MB 256/256 MB

512 MB (Cisco CSR 1000v) 512/512 MB (Cisco CSR
1000v)

FINAATDHFRAL T ILADTIER

Xy hU—7EHEIL, I0Sa~v L REFHLT, YA Y2V NOT7 7 A VB L2 —T ¢
VFr 4 B ETHENTEET,

FARN 2D A A= FNZ, SSHT 7 ARF— RXR—2ADWFFTEy h T v 7EINE
T TARN Tz A~DT 7 7R, 10S Db EWEHE (15) ZFfoa—WFICHIR S ET,
ZO2—1E, sudo DFE{TH TH 5 guestshell Linux =—H & LT Linux 27 F~DT 7 & A
EEFAI &L, T RTON— MEEZFITTEET, FA M Vo ADnLEITIND 3~ NI,
Z—PRI0S RICe 74 v Lzl & LRI UEHECTIITESNE T,

AN vz e hTEL, SRR Linux 2~ 2 REFETTEET,

EBR—FENLTODTRAF ST LADT IR

FARNT U, TIFNVNT, TV =g N8Ry NT— 7 ~DT 7 A%
ALET, 22—, FAF V2 VRAMLLEF VREO R Yy N —F U IREZEFTTH L
TTEEHA,

\)

GE)  EHA—IRRWT Ty N7 4 —LDE | VirtualPortGroup % 10S FRENDZ A b &= /L
BRI 2 Z &R TEXET, FEMIC OV TIX,  VirtualPortGroup DX ER] | DIHAZZ LT
CTEE,
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B xrozncoravsoy

FAMSTILTOREYFXUY

I0x DHEE

TFARNZANA A N—=LINTWDIEE, 77 vaD7 7 ANV ATAE, T4 V7
MUDBBEIMIHER SNET, ZOT L7 MUIR, A¥ v 7 AUA—[TRIENET, Yl
DEZRHZIE, 20T 4 V7 NUONEBEORN, TRXTOARAK v 7 AU R—RTRIS N E
T, NA TRXATEVT 4 TOUYBXOBRICT — X 2RFT 512X, 207 417 RUIC
TR BN LET,

INATRAZENT 4 TOEUDEZOBRIZIZ, BiLWT 7T 0 7T 3, AX, FNENDF A
rxbAf VA R—NEER L., A2 Mz ZRREREBICECLET, TV T 7 AL 2T
MMIEREINETA, P2 RN LOREEIZ, TRTORE v 7 A L N—[ICTHERIZ [FH] X
nET,

I0x |X Cisco BPRFE LTco > R Y — U R 77U r—vay 7 —AU—27THY, Cisco
Iy NI TT5 9 N7 4 =LA EOSESERIATOT TV r—a kL, 770 r—
Ay ARAT 4 T HERERRME LU E4, Cisco X A N Y WiZEpk S a T FEBTHY . v
AT LORFEE LOEHICESN ST 7Y r—ra D1 2T,

I0x (%, WEEFLT TV r—rarz o=k, TNbEX—7F v b T84 2 EIZERA
N ARREOIEEA2 X T A —EOY— 22T A2 Licky, 7V r—arnT
ATV AT NVERL T = ZWMERIELET, I0xDT A 7 A4 7 NVEBIZIZ, 77V r—
varBrLOT—X O, B, SAT v, Bt B (BH) | BIOE=X—N0NE
FNFET, IOx—ERIZIFT 7V /4 —2 3 VORABLOERY — L S5FENTEY, 22—
PR T SV — g ERRLTIOX 7 L— AU —Z I CRBETADITEST LT,
TIVr—ay RAT 470, ROBREZ ML F97,

« X U — 7 ORBEMEO W,

e TFNRAALICHERARNENTWAET IV r—2a D747 A7 V&) E— FTEHETS

Ox 77V r—vary a3 07 402 —7=14A (AP ,

e —TLHIRT SV A —ay T4 T YA ILVEH

« 777 K _X=ADR%,

I0OxD rL—REOAXT VT DBE

I0x O hL—2 LR F U I OMELERT DL, FA L TAARTHFA T T Y r—va
EEMCEITTEET. ZAULLY, BA P~OF—FDORFL T L pPL—2& LF— D
DIZENLBET, FL—Z F—=XF10x hL—2uZIRFEN, v¥ L7 F—ZFARA b
T /34 AD 108 syslog lZPRfF SV E T,

ML—AF—=HEHRADN TS ALOBEIZA L= TRALRZVEA LT MTHE, 7
ARNT Y Ir—2arOF Ny TICESLEET,
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IOXMAN #&1& K

loxman #i&ts ]

FARNT TV Ir—ray, VAT ALXC, 720 KVM A A X 2 A X E M E O syslog
BLOrTZ 77 ANV L TRESNET, ZNHDT 7 A MERRARERT 7 A )V AT
LNIIREIES N, RA R TARA ANBIET 7B ATEEH A, 10Ssyslog ~DF —F DX
FJEHRARNEDIOX hL—RA BT ~DTF—HD hL—A%&VR— T 5720, RORIIRT

ko2, RAMCT—=FE2RETEHEDD2o0L Y TV F 314 A ([devittyS2 & /devittyS3)

WTEARN TV r— a3 THRESNLTOVET,

X 2: I0XMAN #&:& 14

KVM APP LXC APP

syslogd Logger syslogd Logger

fdev/ttyS3  y

‘ Libwirt J
socket::unix socket::unix fdeviptsly /dev/pts/x

Idev/ttyS2 v /devittyS3  y fdevittyS2

|OXMAN

Tracing data
r Y

Logging data

108

errmsg |OX Tracelog

syslog

AEGETE

IOXMAN I, "L —A A VT FANT I F ¥ &L TrX 7 h—EXFET L —X
=R (YT TNA A% T ab— T 5 Libvert <) Z#RfET 27282 TT,
IOXMAN X, AR TV r—v a4 7 A T NZESNT, FL—RA P —EREH
NEIIEHICL, vX¥ 2 T —HF % 10Ssyslog IZEf[FL, hL—RAFT—H%10x b L—A
aJIBREL, ETFANTTVr—2a0DI0x bb—Au FEHERFLE9,
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B o= ser—zovz7070-

AX> ¢ ML—RDIVRTL 78—
T IoxuxF sl P L — 2O OV T L E T,

(N (1= E-392/)

1
2.
3.

FAROSW, AN TTVr— a3 TldevittyS2 Z#HhZ LET,
FANT TV Ir—arh, devittyS2 127 —# 2 EEIABR T T,
Libvert 28, 78 A kT /dev/pts/x ~® [devittyS2 = 3 = L — F L £,

IOXMAN 28, =3 =L — hEN7/=T U T T 31 Z [devipts/x & XML 7 7 A /L) 5 Bifs
LET,

IOXMAN 28, I A[HER T — % % [deviptdx 225 U v A L CainA D, A vE—Y0OHE
KREZZREL T, AvE—U%7 g VAMBE L, T L TF 2 —ITHML £,

errmsg ZfEH L CAR A hd [devilog 7 /31 AZA v E—VEFET LA ~—NHGI
£,

7 — % 3 108 syslog \ZERIFESALE T,

KWMpBax>4

1

2.

3.

FARNOSH, FARN T 7Y r—varTldevittyS2 #HMC LET,

FANT TV =y a s, devittyS2 (127 — X 2 EEARET,

Libvert 23, 745 A kT /devipts/x ~O /devittyS2 # T 2 = L — F L £,
IOXMAN 73, == =2 L— k&2 TCP /X2 % XML 7 7 A A LEGEG L £,
IOXMAN 73, UNIX Y7 > bZBiE, VE—F Y7y ML £7,

IOXMAN 28, fEAF[EERT —F %2V ry " OFHLED , A vE—VOBREKRELZHREL
T, AvE—VBT7 4 VFAB L, TL T, F=2—ITHBMLET,

errmsg ZfEH L CAR A R [devilog 7 /31 AZA v E—VEFET DX A ~—NHBI
i‘ﬂ—o

7 — 4 M 108 syslog I[ZPRF SN E T,

LXCO FL—R

1.

2.

3.

FARNOSH, FA KT TV r— 3 TldevittyS3 ZH N LET,
A vt—U% [devittyS3 122 —9 % X 92 sydogd % E L 9,
FANT TV r—ya v, devittyS3 127 — X 2 EXIARET,
Libvert 28, 75 A kT /dev/ptsly ~® [devittyS3 # T 3 = L — ks L £,
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5 IOXMAN 28, =3 alb— b3Sz U 70 734 X [deviptsly & XML 7 7 A /L7 b Bt
LET,

6. IOXMAN 73, i A[fE/eT — % % [deviptsly 725 Y v AL L Cana D . 7 V4 QLB
L. T LT, AvE—Y%10x bL—R2a ZITRIELET,

7. I0x h L—2A B 7B OEEIE. IOXMAN 2 kL —R 1B 27 7 7 A )L % [bootflash/tr acelogs
icr—7—varLET,

KVWM® kL—X

1. ZARMOSH, FAK TV —v 3 TldevittyS3 G0 LET,

2. AvbE—U% devittyS31Z 2 v —92% K 9T syslogd Zi%E L 7,

3. FARNTTUr—ra i, devittyS31cT7 — ¥ A EZIALET,

4. Libvert 78, A A FTTCP /8 Z~®D [devittyS3 # =3 = L— h Lx 9,

5 IOXMAN A3, T =2l — RSN/ TCP /X2 % XML 7 7 A A LESG L E T,
6. IOXMAN 73, UNIX Y7 > bZBiE, UE—F Y7y MR LET,

7. IOXMAN 2, HEHARERT —X %V 7y "Bl . A vt —VOEKNEZE
T, Avke—U% 7 0 VHMEL ﬁ%ﬂ/f\ I0x hL—2a 7ML,

8. 10x b L —Au Z MDA IL. IOXMAN S h L—2 w7 7 7 A /L% [bootflash/tr acdogs
e —r—v g LET,

Ayt—oOAxrTEFL—R

Z ZTiE, I0S syslog ~D A v E—youX 7L L —2 oW THHLET,

I0Ssyslog TDO Ay E—2DAFXUY

TANT TV r—varnbZELiconX 7 Aye—UThH, IOXMAN (Z A vE—
DEKERT 7 4 /4 b TNOTICE IZFE L TH 5 108 syslog 12155 LE 9, 108d TXIE S
Ay E—ViEar Y — UZRRSI, RO A vt— AT I0S syslog (2P 177 S IVE T,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

108 syslog (ZH#EHLT 27212, IOXMAN (ZR X2 7 A v bE—VOEKELZ VAR — ML TNE
T BEREOHLIRX LT Ay —VE2WETHIE, VAN T TV r—varTAye—
VOEIHII Sy X —E BT AMLERH D 7,

[al23b234,version, severity]

al23b234 is magic number.

Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5
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INFO is 6
DEBUG 1is 7

RIZ, Avt—y rr7oflzRLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2

FARN T TV =g b I0S syslog (Za X207 F—X B fEd 51203, RO FIEEFAT

Li‘é—o
1. CTur I3 7%FHLTWAEAIE., wite)ZEH L TaeX 7 5 —X &R A MIk
fFELET,
#define SYSLOG TEST “syslog test”
int f£d;

fd = open("/dev/ttyS2", O _WRONLY) ;
write (fd, SYSLOG TEST, strlen(SYSLOG TEST));
close (£d) ;

2. vl ol —EHERALTWAESIX, echoz L TRV FT—HEHRA MZ
fELET,

echo “syslog test” > /dev/ttyS2

I0x FL—XBTADAYE—CD FL—X

FARNT TN r—2arnbIox hb—A2a I b b—2 A v —U %A 21003, RO
FlEEZFEITLET,

1. CTur I3 072 FEHLTWAEEE, write)ZHFEHLTRL—A XA vE—U2KRA B
‘—aé{ﬁ Li‘a—o

#define SYSLOG_TEST “tracelog test”
int £fd;
fd = open("/dev/ttyS3", O _WRONLY) ;
write (fd, SYSLOG_TEST, strlen(SYSLOG TEST)) ;
close (fd) ;

2. CTulTILTEHEHLCNLEAIE, sysog) ZFHLTRL—2 X vt —U% KA
MIEELET,
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

3. Y aryY—LEZERHLTWAESIE., echoZ2 AL TR RL—X F—HX 2R A MIHE
ELET,

echo “tracelog test” > /dev/ttyS3
or
logger “tracelog test”
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Bl 72k vinry ko—%vr8% [

Hl: FREDZILDORY FD—F U TEE
FAR 2 VDFRy BT =% 7Tl IROBEDMLETT,
« FAA Y F—2nh 2T 2 (DNS) OfRE
« X TORRE

s X VOREXRFHTH-5HD YUM £7213 PIP DR E

JA DT IVZBRCTBHE

I0x DEE

48O H RIS

IO IIBAAE CHRE T2 0 £4, FRA b L= /LA EFICAICT 5i121%. CAF, 10Xman,
B L Libirtd Y —EANEITLTWALERH D F9,

FlIEDHE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FED FH 4
OV FERET7IVa Y By
AT 71 |enable ¥EHE EXEC E— RE2HC LT,
1 - e NAT—REANLET (FEREINHE) .
Device> enable
R 72 |configureterminal ra—N)ary7 4 Xal—ary F— NG
1 LET.
Device# configure terminal
ATy F3|iox 0x »—EAEZRELET,
1

Device (config) # iox

Cisco I0S XEFuji169x 704 S5<vEY T4 avI24F¥aL—vav A4 K ||
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AU RFERET7TIV3 Y B#
AT v 74| exit Ju—) ar7 4 Xal—ary B— REKT
il - L. %k EXEC T— RIZRY £7°,
Device (config) # exit
R T 75| show iox-service Ox ' —EADAT—H A% E£RNLET,
fl
Device# show iox-service
R T 7 6 | show app-hosting list T3 ANZHKE L THINZ 72 > T % app-hosting H—

1

Device# show app-hosting list

EADU A MEFRRLET,

RDBERY

Iz, ISR 4000 > U — X JL—&Z TO show iox-service =~ > RO 2R~ L £,

Device# show iox-service

Virtual Service Global

State and Virtualization Limits:

Infrastructure version : 1.7

Total virtual services installed : 0

Total virtual services activated : 0

Machine types supported : KVM, LXC

Machine types disabled : none

Maximum VCPUs per virtual service : 6

Resource virtualization limits:

Name Quota Committed Available
system CPU (%) 75 0 75
memory (MB) 10240 0 10240
bootflash (MB) 1000 0 1000
harddisk (MB) 20000 0 18109
volume-group (MB) 190768 0 170288
IOx Infrastructure Summary:

I0x service (CAF) : Running

IOx service (HA) : Not Running

IOx service (IOxman) : Running

Libvirtd : Running

WIZART DX, Catalyst 3850 > U — & A A v F T show iox-service =~ > KD S iz H

NBITY,

Device# show iox-service

IOx Infrastructure Summary:
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A i |

I0Ox service (HA) : Running
I0x service (IOxman) : Running
Libvirtd : Running

WIZ. show app-hosting liss =~ > ROH Az L £,
Device# show app-hosting list

guestshell RUNNING

2K T)LOEHE

\)

FIEDEE

F IR D %

(GF)  VirtualPortGroups |13/V—7 4 > 7 77 v 74— LA TOHYR—FINTWVET,

4RO HREIIC

FARN VDT 72 ADRERET HITIE, [0x BHER SN TIEITLTWARLERL Y 7,
IOX MAERR SN TWRWEATE, 10X DR EZRD D A vE—UNFEREINFET, I0x ZHIFR
THE, FAN VNI HET 7B ATE RV ET, 72720 rootfs ITHELZZ T EH A,

FAR =z VEAHICLUTEIET 25912, 77V —va v @3Bl s v 4 —7 24 A
RETDOILENRHY ET, FAMz VDA B —T A4 AHITT 5 IFEOFEMIZ DN T
1Z. [Configuring the AppGigabitEthernet Interface for Guest Shell| ¥ X T' [Enabling Guest Shell
on the Management Interface] D27 a3 AL T &0,

enable

guestshell enable

guestshell run linux-executable
guestshell run bash

guestshell disable

guestshell destroy

o prwdA

ARV RFFERERTIVa Y =)

AT 71 |enable

e EXEC E— FEARNC L £,

fi e NAU—RZEANLET (FEREINTEHS) .
Device> enable

Z 5w 7 2 | guestshell enable AN v H—E RO,
i) :
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ARV RFERETIVa Y

B8

Device# guestshell enable

G * guestshell enable =~ > Fi%, * v
kU —% > 7|2 B Virtual Routing
and Forwarding (VRF) A A%
Az LET,

A= VA VIS SR NS V4
\Z VirtualPortGroups (VPG) % 1{#
LTWDHAIEL, 3 VPG 2 AR
TLOMENRDY 7,

e FARNIPT RLAELF—F T A
IP7 RLAIRE U7 %y FNIZH
HULERHY F9,

Z 5w 7 3 | guestshell run linux-executable
1 -

Device# guestshell run python
Et e

Device# guestshell run python3

AR 2V TLinuk 7277 L5EETLET,

(G¥) Cisco IOS XE Amsterdam 17.3.1 LLfED Y
Y —ATiX, Python/N— 3 > 3 DA
PAR—FENET,

R 7 4 |guestshell run bash
1

Device# guestshell run bash

Bash > = VZBHIEL T, A K = VIZT 7 & A
L%,

R w 75 | guestshell disable
1

Device# guestshell disable

FAN v —EREEYL L ET,

AT w 76 | guestshell destroy
fi

Device# guestshell destroy

AN 2V Y= REIET T 4 T LT, T
VAU A =L LET,

TAR T ILOEMEEET

guestshell enable =~ > RiZ, ¥ A h =& A A b=/ LET, ZDavr R, EHL
ENTWBETAN v VERT 77 4 7T 5B b S E T,

TARN V= PEIMESNIERETI AT 22V n—R95&, FA M vz /MdfAdkah

TEEFITRYET,

\}

(G£)  guestshell enable =~ > AT HAMNT, [0x ZRE L THB LERH Y 7,
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guestshell runbash =~ > Rk, Ak =D bash 77 Fa2fl&afd, Zoa~vr R
ESEDIZIE, 7 A b Yz ARFEFIICHI LS TND Z &N EETT,

\)

(B WOAvE—URary—WIFREINDIGE, IOxDEMEENTWOEH A, showiox-service
a<w RO AHEF =7 LT, 1I0x DREZHERB LT FEW,

The process for the command is not responding or is otherwise unavailable

TA N 2 )VEBENCT DIEOFMIZOWTIX,  [Configuring the AppGigabitEthernet Interface
for Guest Shell| 35 X O [Enabling Guest Shell on the Management Interface] D& 27 > 3 > & &M
LTLEENY,

FZ b2z LOEMIL & WE

guestshell disable 2~ > F&fEHT 52 LT, YA v =&k T LTEYLTEET, X
b Lz VB ENTREE T AT ARV n— R 5L SR N VS S o E
FITRD ET,

guestshell destroy =~ > KX, 77 v 2D 7 7 A )V AT LD rootfs ZHIBRL 9, 93
TOTZ7AN, T—H, A VAL ENTWALInx 77V r—rary, BIOHRAZ LD
Python ¥ —/L L a—7 4 UT 4 RHIERS ., BHETE 220 97,

FIVr—2a3 0 RRATA VT #FERLES AR ZIILDERE
A\

GE)  ZOHE, vAINVN—T 4T T Ty N7+ — LA I E T, VirtualPortGroups (X, Cisco
Catalyst A1 v F 27 7T v b7+ —ALATEHVFR— SN THERA,

FAZR VDT 7 AT I, I0Ox RSN TEITLTWALERH Y 17,
[0x MERL SN TWZRWEAIE. 10x DR EZRD D A v —UnFoREnE T, 10x 2 HIkR
TAHE TARN 2 VMZET 7 BARATERL D ET, 72721 rootfs 1T EAZITEHA,

Y

G ZoFIE OTFVr—varRAT 4 o TEMEM LIS A Ry = VOER) 24 LT, Cisco
I0S XE Fuji 16.7.1 LIBED U V—ZADFA s ¥ = )L EFH N L E T, Cisco I0S XE Everest 16.6.x
URITIE, AN Y= VOFH (77 X—) OFIEZHEHLET,

Device (config)# interface GigabitEthernetl
Device (config-if)# ip address dhcp

Device (config-if)# ip nat outside
Device (config-if)# exit

Device (config-if)# interface VirtualPortGroupO

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside
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Device (config-if)# exit

Device (config)# ip nat inside source list GS_NAT ACL interface GigabitEthernetl overload
Device (config)# ip access-list standard GS_NAT ACL
Device (config)# permit 192.168.0.0 0.0.255.255

Device (config)# app-hosting appid guestshell

Device (config-app-hosting)# app-vnic gatewayl virtualportgroup O guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

3: 7TV —2a RRATA VT EFERALEZS AL S ILOER

3 N

10S XE Guest Shell Container

ethO

Internet 192.168.35.2

192.168.35.1

Cisco device
N J

366962

BIE SRV D%y U —F% 2 7Tl GigabitEthernet f % — 7 = A A & VirtualPortGroup - >/
2 —Tx A X% LEOKNITRT EOICRET DMERH Y £7, 7 A F ¥ = /LI Virtualportgroup
ERETA L H—T A AL LTHEAL, NATZBU TR Y N —7 128 L £,

WHEE NAT OFEICIEL, kOa~vy REMHALES, AR, FRA S Y=g 2 —
Fy MTEREL, 7223 Linx Y 7 MY =T HEHF TR 7T ARG TE L L0120 £,
ip nat inside source list

ip access-list standard
permit

L DflD guestshell run == > R Python FEITHREY 7 A L& FAT L £ T, F£7-. guestshell
run 22 R LT Linux EITAREY 7 A LV EFITTHZ b TEET, =& 2.
guestshell run bash ==~ > Fid bash = /L Z @) L, guestshell disable =~ > FZ7 A F¥ =
Naerxy NI LTENZLET, B TCUAT LY —RLTH, AR V=L 3R
DEFIZRY FT,

Python 1 2 —T Y ADT7I A

Python |34 %7 77 4 ZITfEM TE LA, Python A7 V F v &7 Ak ¥ = /L TFEITT D
ZEHTEET, guestshelrunpython =2~ > K& LTS A b &= /L"CPython A > ¥ —
U % % LE) L, Python iK% Bl & £,
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Python 4 > 5 —F U 20752 [

\)

() CiscolOS XE Amsterdam 17.3.1 K W gij® U U — A CTlL, Python V237 7 4/ kT3, CiscolOS
XE Amsterdam 17.1.1 35 X OF Cisco 10S XE Amsterdam 17.2.1 Ti, Python V3 2847 — K &1 T
WE 9, Cisco I0S XE Amsterdam 17.3.1 LAFED U U — X Ci&, Python V3 237 7 # /L h CT9,

Cisco IOSXE Amsterdam 17.3.1 K YRTID Y 1) —X

guestshell run =~ > Fi%, Linux EITAE~Y 7 A /LD EITITHY TS Cisco IOS TH Y ., Cisco
10S 725 @D Python A7 U 7 s O FATRFICHERH S A ZHRE L £7, ROFIIX, =~ ROHEx N
AHIEET D HEZRLTVET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter?2

RIZ, Cisco Catalyst 3650 2 U — X AA »F E72Id Cisco Catalyst 3850 ' J — X XA v F T
Python ZH T P&~ L £

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

ROFL, CiscoISR4000 2V — X H— 1 Ak GH)L— % T Python Z G2 T D HiEx R~ LT
b\i‘j—o

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Cisco |IOS XE Amsterdam 17.3.1 LAED Y 1) —R

W OB, Cisco Catalyst 9000 > U — & A A »F LT Python ZHMNIT D HiEERLTNE
D

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
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X kST )LOEEH
Bl : AT ILOEE

ROBITIX, Catalyst3850 V) — X AL v F ETH A = VEFINTT D HEE R
LTWET,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

Python 2.7.11 (default, Feb 21 2017, 03:39:40)

[GCC 5.3.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup % & D5

)

(GE)  VirtualPortGroups 1% Cisco L—T 4 > 7 77 v N7 4 — LA TOHYHR— FINTNE
R

FA RN V2V F oy b U —% 212 VirtualPortGroup A X —7 = A A EERT HHE.
VirtualPortGroup A & % —7 = A ATITREFRHDHAIIP 7 FLANKETT, 71
YER=MA I =T 2 A AFA U H =Ry MCERENTOWDOLERHY . F v b
J—27 7 KU AZH (NAT) I3 VirtualPortGroup & 7 122 k /X% )L R— h DO THRE
SNTWDLMENRH Y £7,

WIZRT O, VirtualPortGroup D% EHI T,
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Device> enable

g:rz2rvrosm ||

Device# configure terminal
Device (config) # interface VirtualPortGroup 0

Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config-if) #

Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config) # ip
Device (config) # ip

ip address 192.168.35.1 255.255.255.0
ip nat inside

no mop enabled

no mop sysid

exit

ip address 10.0.12.19 255.255.0.0
ip nat outside

negotiation auto

exit

route 0.0.0.0 0.0.0.0 10.0.0.1
route 10.0.0.0 255.0.0.0 10.0.0.1

(
(
(
(
(
Device (config) # interface GigabitEthernet 0/0/3
(
(
(
(
(

!'Port forwarding to use ports for SSH and so on.

Device (config) # ip
extendable

Device (config) # ip
overload

Device (config) # ip

nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
nat outside source list NAT ACL interface GigabitEthernet 0/0/3

access-list standard NAT ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

Device (config-app-resource-profile-custom)# cpu 1500
Device (config-app-resource-profile-custom) # memory 512

(
(
(
Device (config-app-hosting) # app-resource profile custom
(
(
(

Device (config-app-resource-profile-custom) # end

Device# guestshell
Device# guestshell

Bl AN STILOER

enable
run python

FAN vz Far 7RG Linuk O3~y REETTEET, ROFIE, —HO
Linux =< > ROMEMEEZRLTOWET,

[guestshell@guestshell~]$ pwd

/home/guestshell

[guestshell@guestshell~]$ whoami

guestshell

[guestshell@guestshell~]$ uname -a

Linux guestshell 3

.10.101.cge-rt110 #1 SMP Sat Feb 11 00:33:02

PST 2017 mips64 GNU/Linux
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Catalyst 3650 35 & TF Catalyst 3850 2 U — X ZA » FI21%. BusyBox 2MEftd 2 EH S
72— O Linux EITRREY 7 A A& Y . Cisco 4000 > U — X H— E RS —
Z1Z1%, CentOS Linux U U —& 7.1.1503 Rgfft T3~ RAH Y 7,

WOFIL, Catalyst3850 > U — X XA v F L TH dohost =2~ FOEHEZRL TWE
—éqo

[guestshell@guestshell ~]$ dohost "show version"
Cisco IOS Software [Everest], Catalyst L3 Switch Software [CAT3K CAA-UNIVERSALK9-M),

Experimental Version 16.5.2017200014[v165 throttle-BLD-
BLD V165 THROTTLE LATEST 20170531 192849 132]

Y

()  dohost =~ RiZiL, iphttpserver 2~ RRT A A2 ETRESNTWVD Z RN
2T,

Bl : A2z ILDRY FT—F D THRE
FARN 2 VDFy NT—F 2 7 TlE, IROBEDLETT,
e RAA Y F—2 ¥ ZF 5 (DNS) DORE
« T RXTORE

s X VORELMFHT L7 YUM %7213 PIP D% E
X+ x)L®D DNS 2 5E DHI

FAZ K OV T L DNS HERRIZR D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254
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Bl TOXDRBEEHD

Bl TOXTHKRTE

Bl TOXFVREEROD

JL ==
X e

on

Fv NT—=I N7 aXxrOBERICHIHEF, Linx T/ v BREHRELET, &
EREAE, BEICINOOEHAZBNL £,

WROBNE, T ux o BBERET D HEEZRLTWET,

[guestshell@guestshell ~]S$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/

export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

FA®D Yum & & U PIP D8R

ROBNT, 70 VERBEARORE Yum 2T 5 H5EER L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com: 80/

PIPOA A h—)LTlL, 7B X UREICHH SN DEREAHENEIRINET, PIPA
VARM=VZIX-EA T a v EABE L sudo A LET, BRESHNPRESINT
WARWIEES T, OB TRT I HICPIP a2~y RTENS ZBRMIICER L ET,

sudo pip —--proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WOHITIE, Python O PIP A > A h— /L& H$ 2 HEERLET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests

zz I}
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AR VIIIVZET A ZEDMDSEER

BEEE RZaTFILEA ML
[ Programmability Command Reference, Cisco 10S
XE Everest 16.6.1]

Python & ¥ = — /L FCLI Python & ¥ = — /1]

e #yF Fueva=r7 tw 2yF Fuvva=7]

MIB

M MB®D! >y

BIRLT Ty b7 4+—24, CiscolOSV UV —2A, BLOT7 4 —F v &> MZBT 5 MIB
FEPELTHF T a— R+ 521%, RO URL IZ&H % Cisco MIB Locator Zf#H L £9°,

http://www.cisco.com/go/mibs

SRADTHZAIL YR—+

£ EA )y

VAaDYPR— K WebH A FTiE., YR EF 7 2 1 P — | http://www.cisco.com/support
T D N T TNy a—T 4 TITBENTWEET 5 L 91T,
Vo a T AR A EF LD ETLEERF L TA ) =R
L TnET,

BEWORGOE X =2 U 7 o FHERSCEMNE 2 AFT 572012,
Cisco Notification Service (Field Notice 7257 2 2 &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOKMY — R TIMATEET,

VAIDYIR—F Web VA hDYV—)UIZT 7 AT BHERIT,
Cisco.com D —H ID B LA T — RNMECTT,

FR kT )LD#EETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — A F@ME R L Ed, ZoRIT. V7
Fo=7 UU—A FLA U THEREOYR— R EAShLEDY 7 =T VY =R
FERLTWET, ZOERRIL. Rk BR0RY , ZhUEO—EDY 7 vy =7 VY —
AThbHAR—FShET,
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#z2 vz rowims [

TTv R T —LOYR—=IBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
53 % 1Z1X, Cisco Feature Navigator Zf#i ] L £ 9, Cisco Feature Navigator [Z7 7 & A 5 (Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,
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HaE
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HEEEH

FAN b

Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BEREN Y
A3 AA v F O HBEHIE X
WEBLD =D T A H I
Python 7 7'V r— a v &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
I, VAT LAOHBMEE T
Fubrla=r b8 EENnE
I, ZOarrF Uik,
RA N TARA ANLSEES R
PN/ A3 i 71y L D= S I
2—WIFZT, A7 VT b
FAXY T =T RNy r—
A A M=V L, FETT
HBILENTEET,

Cisco IOS XE Everest 16.5.1a T
X, ZOMEEIZIRD T Z v b

TA—LIEEINTWHEL

776

+ Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
A AL v F

* Cisco Catalyst 9500 > U —
AL F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
B AR —H

Cisco IOS XE Everest 16.6.2

Z O#REIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT
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Cisco 10S XE Fuji 16.7.1 Cisco I0S XE Fuji 16.7.1 T,
ZOMRRIZIRO T Z v b
T —LICEEINTHEL
776
* Cisco ASR 1000 ' J — X
VAN A I =
A J—H

« Cisco Cloud Services Router
1000V > —X

Cisco I0S XE Fuji 16.7.1 Tid,
TA N e VEREDG G, B
XL ML= PR —
k%3 Cisco ASR 1000 7 7" VU
Fea P —E R N—H |
FiEINE LR,

Cisco I0S XE Fuji 16.8.1 Cisco I0S XE Fuji 16.8.1 T,
Z OFEEEIT Cisco Catalyst 9500
A NRT e A Y =R
Ay FICFESNTHEL
7o

Cisco I0S XE Fuji 16.9.1 Cisco I0S XE Fuji 16.9.1 T,
Z OFRENE Cisco 1000 2 U —
X P = AETN—ZITFE
LI TWELE,
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Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,
* Python OfEH (91 ~—2)

Python O {& FH

Cisco Python E> 1 —)JL

VA APIEMET D Python €V = — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
ek ET, hdp() 2~ RE AT 5 &, CiscoPython &Y = — VOGN TR SIVET,
help() =~ Ki& CiscoCLI £ = — /D7 a7 4 ZFKRLET,

WOFL, Cisco Python £ ¥ 2 — /W 5 1EHR A2 R LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep

>>> help (configure)
Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and return a list of results.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure

Cisco I0S XEFuji169x 704 S5<vEY T4 avI24F¥aL—vav A4 K ||
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Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")
Args:

command (str): The exec-mode command to run.

>>> help(cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The

delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.
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output = cli("show version")

output = cli("show version ; show ip interface brief")

output = cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:

string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)

Help on function clip in module cli:

clip (command)

Execute Cisco IOS CLI command(s) and print the result.
A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

clip ("show version")

clip("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL

)

GE)

Python # FEITT HI121%, VAN V= ARFTHLUENH Y 7, FHMICONTIL,

AN v OFEEZRLTIEIN,

rr

Python 710 77 IV VEREILCLI 2~ REFATTE L6 DORAKEEHALET, b0
#E. Python CLI EY =2 —AnbRIHTEET, ZhoDEEAEMT 5I2IE, importcli =
< REFATLET, 2O OB EET DL, iphttpserver =2~ RBFHIZ/ > T
HMENH Y T,

ZH OO CLI 2~ > ROLFHITY, Python f ¥ —7 U X fRETCLI 2~

RZ2FITT DI, RO 6 OO NT O35 CFSE LTCLL a2~y REAILE
7,

e cli.clilcommand) : Z OBREHITIOS 2~ F&5[HE LTHERY, I0S/X—H—hba<w R
ZFITL, EROTHRAMERLET, Z0a<wy FOERNIELL RWEBA. Python D

FIA I FEA L Ed, W2, di.clilcommand) Ba% o H il Z 7~ LE9,

>>> import cli

>>> c¢li.clip('configure terminal; interface loopback 10; ip address
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10.10.10.10 255.255.255.255")
*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,
changed state to up
>>> cli.clip('show clock')
'\n*18:11:53.989 UTC Mon Mar 13 2017\n’'
>>> output=cli.cli ('show clock')
>>> print (output)
*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : Z ®OBI%%I cli.cli(command) B% L #EIZ E -~ 7= <R TT, 727201
FEROTFA M (BT OTIEARL) stdout (IZH 1T 28088720 9, KIiZ,
cli.clip(command) B H /1%~ LET,

>>> ¢li

>>> c¢li.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> c¢li.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : Z OBFUIH —? EXEC 2~ > REFITLTHAZKRLET, -
PLEROT XA MIHAOLERA, ZOa<wr FO—E LTI anr £2E38TE
T Z LIFFF T SN EE A, ZOBRRAERINETT 5I12IE, for-loop MEE S 172
Python U X hZfEM L £9, KIZ, cli.execute(command)

Ol R LET,

>>> cli.execute ("show clock")
"15:11:20.816 UTC Thu Jun 8 2017'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

A~

SyntaxError: invalid syntax
>>>

cli.executep(command) : Z OMEBITIHE—D A~ FEFETL T, EROTHF A & (KT
DT <) stdout IZH S L E 9, W&IZ, cli.executep(command) BI%L O HI 161l & 7k L &
¥

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)
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None

cli.configure(command) : Z OBkIE, 2~ RCHEHATEZIREICLD T AL RAEZHEL
F9, THUIKICRT LI, avr REZORENEENLARMGEHZ T VDY A N
ELET,

[Think: result = (bool (success), original command, error_ information)]

AU R RT A= ZTEEATICATIT 5 2 L3 TE . show running-config =~ > RO
TZFRENTWDEDO LRI CHERICT HZ LN TE T, KIZ, di.configure(command)
BRI E R~ L ET,

>>>cli.confiqure (["interface GigabitEthernetl/0/7", "no shutdown",

" end" ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = D EI%E cli.configure(command) B%k & HEBEIZ £~ 72 <[ L
TY, HELHEREOT XA M KT OTEARL) stdout (ZH 1T 28038720 F97, &
2., dli.configurep(command) BA& > HHilzR L £7,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",

"end" ] )
Line 1 SUCCESS: interface GigabitEthernetl/0/7
Line 2 SUCCESS: no shut
Line 3 SUCCESS: end
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CLI Python 3 2 —JL

Python 7’1 77~ U 7 ¢ Tld, CLI ZfH L TIOS &xf56CX % Python & ¥ = —/L & $fit
LCTWEd,

* Python CLI &2 = — LI DWW T (97 =X—)

« CLI Python & ¥ = —/VIZBT 5 2 DMOZEEE (101 ~—)

« CLI Python & ¥ = — /L OHERENS 8 (102 ~2—3)

Python CLI < 2 —)LIZDLNVT

Python [ZDUL\T

CiscolOSXET A AE, FA RNV AVNTA U E T T4 TBIOHRA 2777 47 (R
7 )7 N) O DE— K TPython/S— 3 227 %R — k LE 9, Python A7 U 7 MERE
WLV, TAADOCLHUC T n VT L EERLTT 7 EA LT, SESERX AT BLOE
0 ¥ vJ Fuvya =7 %7% Embedded Event Manager (EEM) 7 7 3 v &2 FI{T3 5 Z
EIWTEET,

Python X ') 7 F D E

Python %, AL SN 72 Linux X—ADEEFE TH L7 A b = /L TEITINE T, FEMIZON
T, FA2bN vz OFEEZ2Z2RLTESV, Y A2Aadg4t4 5 Python € = — /LT,
2 —H D Python A2 U7 EMWHEA K 7/314 A ETIOSCLI 2~ R&FEITT5H 2 & & A[REIC
LET,

XEERZ XD Python 7O Tk

7 /3A A [T guestshell run python =~ > NZ2E1795 &, A~ = /LINT, *EEEXD
Python 7' 7 R 3B & £ 97, Python OXf&5E— R TIX, Cisco Python CLI E ¥ = —/L b
Python #§REZ FAT L CT A RAZRETH I ENTEET,

WOFNL, *FERRD Python 71 o 7 F AT D Hika R L TWET,
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Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)
[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
Device#

Python A7 U 7 N4 % 5#& LT Python 2~ > RTHEHT 5 Z & T, Python A7 U 7~ &3
AVHETIT 47 = RTEITTEET, Python 27 V7 ME, YA v VANLT 7%
AAEETHHINENRH Y 3, F AN =05 Python A7 U7 MZT 7 ®ATHIZIE, 7
ARz VNI FENTWDE T =TTy v afizlid7 T vy allAZ U7 M ERFL
e

\)

() Python Timport cli 2SEEET 2 L 91T, iphttpserver 2~ REFRETLIMENH D 7,

WD Python A7 V7 FOflix, SF I F74 CLIBEAZMH L Tshow 2~ > REHER I OH
JILET,

Device# more flash:sample_script.py

import sys
import cli

intf= sys.argv[l:]
intf = ''.join(intf[0])

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" %intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0", "no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"
°

cmd='interface %s,logging event link-status ,end' % intf
cli.configure(cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute ('show run interface %s' %intf)
print (output)

print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"
cli.clip('show run interface %s' %intf)

To run a Python script from the Guest Shell, execute the guestshell run python
/flash/script.py command
at the device prompt.
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The following example shows how to run a Python script from the Guest Shell:

WOBNX, 7 AR =/l Python A7 V7 M &FEITT 5 HiEE R L T0ET,

Device# guestshell run python /flash/sample script.py loop55
*** Configuring interface loop55 with 'configurep' function ***
Line 1 SUCCESS: interface loopback55
Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0
Line 3 SUCCESS: no shut
Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl1/0/1 unassigned YES unset down down
GigabitEthernetl1/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
Tel/1/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

***x Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status
end

HR— k&t B Python D/N\—P 3 >

FA N VL, Python 3= 27 % T VAV A R—=LLTWET, AL =/l
AL &7z Linux X—ADEREETH Y |, Cisco 7734 A D HEfi|fH & & ELD 72 D Python 7

Cisco IOS XEFuji169x 7R S SYEUF 4 a2 74 Xalb—Ya > A4 K .



B s rshzphonnsi—oay

YINERYYTHE |

TV —varikEie, WAZLLinux 77V r—2a b EFATT LRI SN TN E
7, Montavista CGE7 281 > A h—/L I/ 7T v b 74— A% Python /N— = > 2.7.11 &
A—HRL., CentOS 7 A VA b=V SNT=T7T v b7 4 —2AE Python N— 3 > 2.7.5 &

A—hLET,

WDFEIL, Python DFEN—T 5 VEBI OV R— RO T T v b7 4 — LT HERERL

TWET,

% 10: Python 13— 3 ¥ HiR— k

Python D/\—2 3 >

TS5y b TH—L

Python /N\—" =2 2 2.7.5

Cisco Catalyst 3650 > U — R ZA v FHB LW
Cisco Catalyst 3850 ' U — X XA v F &R T
RTCOYR—MRIRT T v N T — 24,

Python /N\—7 7 > 2.7.11

» Cisco Catalyst 3650 > U — X A A » T

» Cisco Catalyst 3850 ' U — X A A v F

Python /N—" =2 > 3.6

Cisco IOS XE Amsterdam 17.1.1 LABED U J — 2
THR—bFSNTHET,

Cisco IOS XE Amsterdam 17.1.1 3 & T Cisco IOS
XE Amsterdam 17.2.1 Ci%. Python V27235 7 #
)V FT9, 7272 L. CiscolOS XE Amsterdam
17.3.1 LIFED U U — A TlE, Python V3 237
7 4V hTY,

GE) Cisco Catalyst9200 > U — X A A v
Fi&. Cisco IOS XE Amsterdam
17.1.1 I X U Cisco I0S XE
Amsterdam 17.2.1 7T Python Version
36 5 AR—FLTWERA,
Cisco Catalyst9200 3/ — X 2 A v
FiZ. Cisco I0S XE Amsterdam
17.3.1 LAFE® U U — A T Python V3
Y R—=FLTWET,

Gx) Cisco Catalyst3650 2 ) — X A A v
73 X W' Cisco Catalyst 3850 2 ) —
AAA w»FTREYPFR— I TWH
F A,

CentOS73A Y A M=V SN T Ty N7 —nlE, =7 V=R VKRY VU H 5D Redhat
Package Manager (RPM) DA > A h— /L& VAR — K LET,
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Cisco CLI Python €~ 1 — )LD EHH

Cisco CLI Python £ = — /LB L EEM & 2 — /L, T35 RZA VA h—/LFERTT, 7=
720, Yum LT FANC Ay = b ST 581 F U oW T iun a2 L T Python D73 —
VarEEHTA5EE. YAaRRET S CLIEY 2 — A b EHTALENRDH Y 7,

)

GE)  Python X—T 2 2 BN TTIZH DT /34 AT Python N—T a3 > 3 ~OFEFEITH &, T34
A B S D /8= 5 @ Python FAET 5 K 912720 £¥°, Python ZFET9 HI2IE, &K
DI0S 2~y ROWTIaEHEHALET,

« guestshell run python2 =< > KX, Python X—Y = 2 2L £7,
« guestshell run python3 =~ > Ri, Python N— =3 > 3 2 HMb L £,
+ guestshell run python =~ > Ki, Python N\— =2 > 2 Z#H ML L 7,

Python D/3— a Y EHHTHITIL, ROFEONTALEFEHLET,
« AKX K7 1 tarball DA A Fh—)L

eCLIEY 2—/LDT=DDPIP DA A ~—)b

CLI Python £ 1 —LIZEET 2 2 DHDSEEH

BEEE R

REIEE T=aT7ILEA L
FA R Vv FARN Vv

EEM Python & ¥ = — /L EEM O Python 22 U 7
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SRADTY ZHIL YR—F

A s

AADYR—kWebH A FTix, v AaDHEGET 2 7 v v — | hitpr//www.cisco.com/support
BTN TNy a—T 4 U 7B RILTWERET 5 L )12,
YA T ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGE DX 2 U T 4 FRSBINEREAFT S0,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

CLI Python £ ¥ 1 — )L D#EETHER

WORIZ, ZOFEY 22—V T LI-MEEICET 2 ) VU —2FHRERLET, ZoRIT, V7
F7 =27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U Y —X72
FERLTWET, ZOMEEITZ, BTk BNRWRY . ZRLUEO—#HOY 7 k=7 U Y —
ATHYR—FINET,

TI R T A —LOYR—FBLOV AT YT T 2T A A—VOYR— MIETHHERE
s3I, Cisco Feature Navigator {8l L £ 3", Cisco Feature Navigator |27 27 £ 2§ %2
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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HEEER

CLI Python &3 = — /b

Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v
a;

» Cisco Catalyst 3850 > U — X A A v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b Ti&, Z®
EEIIR DT T v N 7 4 —AICFEX
NTCWE LT,

¢ Cisco 4000 >V — X H— b 2E
B —

Cisco IOS XE Everest
16.6.2

Z OF%BEIL. Cisco Catalyst 9400 > U —
R AL wFIFEINE LT,

Cisco IOS XE Fuji 16.7.1

ZOEEIL, RODT T v b7+ —5IT
FEiEINTWE LA,

* Cisco ASR 1000 7 7'V //'— 3
P—tE R J—F

¢ CiscoCSR1000v > U —X 7 57 K
H—b 2 L—F
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EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python £ ¥ = —/LORFESM: (105 <—2)

« EEM Python & = —/L{ZOW T (105 ~2—2)

« EEM Python 7N U > — D% EJ7#E (108 ~—)

« EEM Python & ¥ =2 —/WZHT 2 Z DO SEEE (114 X—2)

« EEM Python & 2 = — /L OFEREIEH (114 2—2)

EEM Python €~ 1 — JLDREE M

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 1 —JLIZDWT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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YINERYYTHE |
B evpython <o r—o

EEM Python /Sy or —

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

(G})  EEMPython/Nv -7 —1%, EEMPython 27 U 7 NN TORBEHTE EF (v —IXEEM
ICEGETE, A7 V7 NOBRAYIOITIZ EEM A X MEEES TR SN ET) . EHER 72 Python
A7 U7 K (Python A7 V7 " EFEH L TEITSND) CTIHEHTEEEA,

Python /S v 77— Iix, ROT 7V r—yar7ualI3 0740 F—T7x4 A (AP) N5

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python " R— F9F HEEM 7O 2 a3 Y

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

s Syslog A v &— OHI

«SNMP k7 v 7 DEE
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| vznexvUTHiEE
eemz [

Ry ADY r—R
« ZAB UL TR A~DY) Y B
« R v —DFELT
s NI ATV NOFHIY
s "o ATV MY B
*Cisco X NT—F 7 h—EADA X DK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : FtAAH SV TNDART/NZ — 358495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
OIHEICH THiAls Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7/R!) > — DR EFH %

Python 27 U 7 " REMWETE 5 L HICT DL, T A N v o v EAMET 208N H Y £,
FEHMZOWTIE, FR vz OBEEZSBBELTIES D,

Python R!') & — D& Ek

FIEDHE
1. enable
2. configure terminal
3. event manager directory user policy path
4. event manager policy policy-filename
5. exit
6. show event manager policy registered
7. show event manager history events
FIED FEH
ARV FFEREET7IVa Y B#
AT w1 |enable KikE EXEC E— RE AR LE T,
{5 e NAU—REANLET (FERINTHH) .
Device> enable
R w 72 |configure terminal Jua—N)Lar7 4 Xal—3iay T— REBLG
15“ : L/iﬁ—o
Device# configure terminal
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| vznexvUTHiEE

Python 7K1) & — D&k .

AU RFERETIVa Y

B8

ATvT3

event manager directory user policy path

1

Device (config)# event manager directory user
policy flash:/user library

2= IA T TV Ty A NVEIF2—YEE EEM
R —ORFEERT DT L7 M) EREELE
7,

GH) FEE SIS RTR Y =TT,
7o z1E. ZTOFNETIX, eem_script.py
AU 2 —73 flash:/user_library 7 4 /L & —

FEIFIANATHATE £,

ATvT4

event manager policy policy-filename

1

Device (config) # event manager policy eem script.py]|

EEM "RV > —% EEM [Z&&k L £,

o IR —lE, T 7 A NIRRT IS W TRT &
nNEJ, 77 ANVIEEFIT py T, AU v—i%
Python 78 U 2 —& L TBERISNE T,

CEEMIE, HU L—Z0bDICEENBA AL b
HEEIC SN TR o —% AV a—
L. FITLEJ, event manager policy =2~ K
MIEOH &5 & EEMIZRY v — %8 L,
SESNTIA Ry PARAE LEBAICETSh
AHEHICEEELET,

ATvT5

exit
51 -

Device (config) # exit

Jsa—\ )L a7 4 Xal—aryE— RNEKT
L. B EXEC E— FIZREY £,

ATvT6

show event manager policy registered

1

Device# show event manager policy registered

R EEM AR Y > —%2 &R LE T,

ATy T17

show event manager history events

1 -

Device# show event manager history events

Y H—ENTZEEM A X hEERLET,

1

KIZ, show event manager policy registered =~ > FOM B EZR L E T,

Device# show event manager policy registered

No. Class Type Event Type Trap Time Registered Name
1 script user multiple Off Tue Aug 2 22:12:15 2016 multi 1.py
1: syslog: pattern {COUNTER}

2: none: policyname {multi 1l.py} sync {yes}
trigger delay 10.000

correlate event 1 or event 2

attribute tag 1 occurs 1
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nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 2.py} sync {yes}
trigger
correlate event 1 or event 2
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM 7 JLy b 7223 DO—8& LTOPython X9 1) 7 FDET

Python X% 1) 7~ : eem_script.py

T vary avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTIE, —VIIEHE Python A7 VS N & EEM 7 7 v 3 v
D—HELTHEITLEY ELTWET, 7272 L, EEMPython/\ v & — V3% #E Python
A7 V7 M TIHEHTE EE A, 10S OFEHE Python A 27 U 7 MZIX from cli import
cliclip EWHIARIDO/ N r—T 30 ZDOyr—UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

)

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')

&Iz, guestshell run python =2~ ROHIFIZ R LET,
Device# guestshell run python /flash/eem script.py loop55
This script is going to unshut interface loop55 and then print show ip interface brief

Line 1 SUCCESS: int loop55
Line 2 SUCCESS: no shut
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Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 5.30.15.37 YES NVRAM up up
GigabitEthernetl/0/1 unassigned YES unset down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset up up
GigabitEthernetl/0/5 unassigned YES unset down down
GigabitEthernetl/0/6 unassigned YES unset down down
GigabitEthernetl/0/7 unassigned YES unset down down
GigabitEthernetl/0/8 unassigned YES unset down down
GigabitEthernetl/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl1/0/11 unassigned YES unset down down
GigabitEthernetl1/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl/0/22 unassigned YES unset down down
GigabitEthernetl/0/23 unassigned YES unset up up
GigabitEthernetl/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down

Tel/1/2 unassigned YES unset down down

Tel/1/3 unassigned YES unset down down

Tel/1/4 unassigned YES unset down down

Loopback55 10.55.55.55 YES manual up up

Device#
Jun 7 12:51:20.549: $LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

changed state to up
Jun 7 12:51:20.549: SLINK-3-UPDOWN: Interface Loopbackb5, changed state to up

WITRT DX, syslog ~D A vY—VHIOY TNV A7 VT NTT, ZOART VT
ME, 77 A VICHRTEESN, TAALEDT7 7 AV VAT AZabe—Sh, A2 b
IRV YDRY = T A NVEHEH L TRESNDOBENRDH Y £T,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")

WITRTOIE, EEM BREEKEH T2V A7 YT, ZOATZ YTk
X, 77 ANV EEN, TA AL T 7 ANV AT AIZa—=8, /X b=
F—=Vx DRI — T A NVEFH L TREINDILERDD 7,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200
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EEM 7 T L v

import eem
import time

c = eem.env_reqginfo ()

print "EEM Environment Variables"
for k,v in c.iteritems () :

YINERYYTHE |

print "KEY : " + k + str(" ---> ") + v
print "Built in Variables"
for i,j in a.iteritems()

print "KEY : " + i + str(" ---> ") + j

kTO Python X ') 7 DB

FIEDHE
1. enable
2. configureterminal
3. event manager applet applet-name
4. event [tag event-tag] syslog pattern regular-expression
5. action label cli command cli-string
6. action label cli command cli-string [ pattern pattern-string |
7. end
8. show event manager policy active
9. show event manager history events
=3 k2t
ARV RFEREET7TIVa Y B#J
AT w71 |enable FiHE EXEC T— N2 AT L E T,
i) e NAU—REZANLET (FERENTZHE)

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 ¥ alb— gy ®— KNEEith
L‘ij‘o

ATvT3

event manager applet applet-name

1

Device (config) # event manager applet
interface Shutdown

Embedded Event Manager (EEM) (27 7L k%%
gL, 77y harz o ¥al—yar E—R
BB L £,

ATvT4

event [tag event-tag] syslog pattern regular-expression

1

syslog A v =V DK —0 —FEFITT 5 EHE
BEEELET,
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AU RFERETIVa Y

B8

Device (config-applet)# event syslog pattern
"Interface Loopback55,
changed state to administratively down"

A 75 |action label cli command cli-string EEMT7 7Ly hR MU H—Sni & cFIT78h5
i - 0S 2~ REFRELET,
Device (config-applet) # action 0.0 cli command "en"
R 7w 76 |action [abel cli command cli-string [ pattern pattern ¥ — 7V — R THREINDHT 7 v a VEIEEL
pattern-string | F4
I CROTHT 1T M ET D EREE Y —
Device (config-applet)# action 1.0 cli command ;/jE§2§”%f*§iE[J§£vT
"guestshell run python3 /bootflash/eem script.py °
loop55"
A7v71|end TFlUy harzZ Xalb—var ®—RaekT
Bl - L. ¥ EXEC E— FICRY £7,
Device (config-applet)# end
R v 7 8 |show event manager policy active FITLTWAEEM R Y v —42F R LET,
f
Device# show event manager policy active
R Ty 79 |show event manager history events MU= EEM A X b EFRRLET,

1

Device# show event manager history events

RDBERY

WOHITIE, X AZICERESN TS Python A7 U 7 ha b B —3 25 5EE2RLTHET,

Device (config) # interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG_I: Configured from console by console

Mar 13 10:53:24.156 EDT:
state to down
Mar 13 10:53:27.319 EDT:
administratively down
Enter configuration commands,
Mar 13 10:53:35.38 EDT:
changed state to up
*Mar 13 10:53:35.39 EDT
+++ 10:54:33 edi37 (default)
show ip interface br

exec +++

Interface IP-Address
GigabitEthernet0/0/0 unassigned
GigabitEthernet0/0/1 unassigned
GigabitEthernet0/0/2 10.1.1.31

SLINK-5-CHANGED:
SLINK-3-UPDOWN:

one per line.
SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

SLINK-3-UPDOWN:

Line protocol on Interface Loopback55, changed
Interface Loopback55, changed state to

End with CNTL/Z.

Interface Loopback55, changed state to up

OK? Method Status Protocol
YES unset down down

YES unset down down

YES DHCP up up
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GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up

EEM Python E> 2 —/LIZEAT 5 ZDMDOSEEF

EEEH

HEEE T=aT7ILAEA L

EEM #&7E ['Embedded Event Manager Configuration
Guide]

EEM =2~ R [ Embedded Event Manager Command
Reference]

FA N v VERTE N EY

SRADTIZ AL HYR—F

5 EA oy

VAAaADYR— bk WebH¥ A FTix, v AaORET 7 v v— | httpr//www.cisco.com/support
BTN T TN a—TF 4 U TITBESLTWEET 5 X D1,
oA T ARV =L EEILDETLEE R T ) YR %
Rl L CnET,
BHEWORGOEFX 2 U 7 4 FRPEAMIGEHREAFT DD,
Cisco Notification Service (Field Notice 757 2 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHIR—F Web A FDOY— T 7 AT HERIT,
Cisco.com D —HF ID BLUOVXA T — RBAMLIE T,

EEM Python € ¥ 1 — )L D EETR R

WORIZ, ZOFY 2a— /LTl LIRSV UV —AE#EZ R LET, ZORIEL, V7
o7 VU—RZ P A U TEHEEEOTR— MR EAINZEZOY T =T VY —RX72
FERLTWET, ZOMEEITL, FFICKo N2V RY , ZRUUEO—#HOY 7 by =7 U Y —
ATHYR—FEnET,
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166_programmability_cg/guest_shell.html
http://www.cisco.com/support

| vzrezsuTrie
EEM Python E ¥ 1 — JL DH4RETESR .

TT7 Yy R 7d—BOYR—FBIOV R YT by =T A A—VOPKR— MIET 2 E#E
5% 5121, Cisco Feature Navigator % {# § L £ 9", Cisco Feature Navigator |27 7 £ 2§ % |Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

5= 12: EEM Python & < 1 — )L D4 EETE R

Lo Uy—2 HEBE TR

EEM Python €3 = —/L | Cisco 10S XE Everest COBEREIL. EEM AU o—& LT
165.1a Python A7 V7 h &K — M LET,
Cisco IOS XEBverest  Ligma 4=~ Kk b £ A,

Cisco I0S XE Everest 16.5.1a Tl&Z, Z®
BERBIIR DT T v F 7+ — AICFEEX
nTWE L7,
* Cisco Catalyst 3650 > U — X A A v
.a:_

» Cisco Catalyst 3850 > U — X A A v
a’_

» Cisco Catalyst 9300 > U — & A A v
%

Cisco I0S XE Everest 16.5.1b Ti&, Z®
FEREIZIR DT T v b 7 4 — ATEEX

NTWE Lo,
e Cisco ISR 4000 > U — X ¥ — " A Hi
BRV— &
Cisco I0S XE Everest Z OKEBEIL. CiscolOS XE Everest 16.6.2
16.6.2 G, Cisco Catalyst 9400 > V) — X A A v

FIZHRESE L,

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Ti, Z O
HEIZ Cisco Catalyst 9500 /~A /X7 4 —=
VAV =R AL yFICEEI T
F L7,

Cisco IOS XEFuji169x 7R S SYEUF 4 a2 74 Xalb—Ya > A4 K .


http://www.cisco.com/go/cfn

vLERYYTHE |
B eemeython =02 — L oigsetEs

 CiscolOSXEFuji169x FOSSYEYT 4 av T4 FalL—Lav A K



]
g
=
=
=
=
.
(-
B
(+
=
it

s 1 &

ETFILEFHE TOFSTEY F 4

«NETCONF 'z h =/ (119 ~=2—)
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i

NETCONF 7O k)L

« NETCONF 7' &2 h 2V DI HFIE (119 ~<—)

« NETCONF 7' k ziL O (119 ~<—)

« NETCONF 7' & ks )V D%EFE (126 =X—)

*NETCONF 7’'u hadar 7 4 ¥ o b—a rOfgd (130 ~2—)
« NETCONF 7' k =L OB EEE (132 ~<—3)

« NETCONF 71 k =t /L OREREE (133 ~<—3)

NETCONF 'O kO /)LD #I#EIE

NETCONF #6E1Z. T a7 /VIOSdREE-ITY 7 MY = T NEEEZETTOTF A ZATEH
R—FENTWEHA,

NETCONF 7’0 FaJLDE

_\\

—RETILOBE : TO5 S5 LIZKDETEESEDIZERBIZHEHNL
Lt&i

Fy MU= TN RAEEHT HHERO L, a7 —4% GtEa~r ) BIONER
7—% (showa~> F) floa~vr R4 A2 =74 A (CLD) %EHT25Z&L T,
Fy NU—VEEOEE FICSESERR Yy NT—7 T AW CEHEERE RIS 5729
(2. Simple Network Management Protocol (SNMP) A< fEA S TWET, HBEIZHHA I
TV 5 CLI & SNMP T 28, Zhic ww<oﬁwﬁwﬁ$iw%bbi#‘CLli#% MBEMT

HY, THXRANR—ZAOMAAREZEM L, FIRT DI AR O ADBLETT, SNMP L, BE
W7 —#2 LERAT — X 2K LEEA,

INEMRT DR, FEECTREEEEITHOOTIIRL, a5 LY, KD
FEMERIFSICHEIL L TRy b T —2 T3 ZADOREE LR L E T, CiscolOSXE TEMET 5 % v
NT—2 TNRA AL, T—X FETNVEMEHT LAY VT —7 EOBEEOT A ZAOREDH
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ke AR—bLTWET, 7—F EF7 VL, ERTERSNTAEENRSFETHRES L,
Xy NI =V DREEL AT —F AEREERZTEET,

Cisco IOS XE IX. Yet Another Next Generation (YANG) 5 —# £5 U VvV EZEAVHR—FL T
WET, YANGZ# %y hU—2#&E 72 k=L (NETCONF) T+ 5L, Ak~
ns I IV RER SRy N BEOLEE LY U 2— 3 N FEB L E3, NETCONF

(RFC6241) 1Z. 2 I9A T v TV —a U INTF AL ANEDOBEREZFER L TTF A
WCRELEFEZMZ A7-DIHHTAXMLRX—Z2D 717 k2L T3, YANGIEZIEIZ, NETCONF
BIECHAINIREEAT— N T—HE2ET /LT H-OEASINET,

Cisco IOS XE TlL, ET /L RX—ADA U H—T = A AlX, BEfFOT /34 A CLI, Syslog, X
OSNMPA > =7 = ALFHEIEA L ET, BEELT, ZHHDA X —7 = A A,
Xy NT—7 FRA RN ) — AT RIZABENET, YANG IE, RFC 6020 |25 T
H7u hareeT MET LIRS NET,

\)

6=

BHFEE T4 0 RV H1E T Cisco YANG BT /UZT 7 E A+ A121%, GitHub URY MU 248
B, vendor/ciscoh 7T 4 L7 MUIZBEIL 9, ZZ Tid, IOSXE, I0S-XR, # X UINX-0S

T N T F—LbDIEIERI IV —RADET L EHFHTEET,

NETCONFIZ, R hT—27 TR ZADOFREEA A b—)L, #E, BT 27200 A =X
LT,

a7 4F¥alb—varyr—FLt7r hai A yE— T Extensible Markup Language (XML)
N=2ADT =2 oA L7,

NETCONF (Z¥ > 7NV E—h 7r i —Yy 23—/ (RPC) X—ADA I =ALZHHLT
7 IAT v R —REOBEERELET, 7 TAT Y MIFXy hT—7 v F =T ¥ D
LLTHEITENTWBERZ Y P T AU r— 3 0T, @, —Ndxy hU—27 FR
A2 (AL v FEIFA—F) T, $—=NF, Ry hT—27 TS ZA2ED kT v AHR— k
gl LTEXx=aT =/ (SSH) ZFEHLET, SSHAR— FEF830%T 74 /L hDFR— K&
LCHEALET, A— &L, REWRERL T a0 TY,

NETCONF i1, HREDRILB L OETLOF T m— Rb ¥ R— kL TWET, FF— b2
DET VL, ietf-netconf-monitoring E7 /LA L TRIHSNET, FET MITHT HHER
fHE, HREDISEITR SN TVE T, F—% TF/LE, get-schemaRPC &/l LT, 7734 =
MoATvarnFdyran—RELTAFTEET, TRHDYANGET LVEMAL T, 7—
2T NVERBEFLIZY =7 AR — b LD TE £F, NETCONF OFEAIIC OV Tid, RFC6241
ZZRLTIEEN,

Cisco I0S XE Fuji 16.8.1 L W H DY V—ZATlL, AT —4% ~ 53—V % (KR—V 72k
<) MEBNZAHNNC 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
2%, NETCONFZ#EITLTWAH 7T v 7+ —ATEMEL GEET — & OfLfA & FER) |
T 7 H NV N THEMZR>TCnET, BHT 207 ) F3A M) = It S a v
A= FOFEMIZOWTIL, GitHub YR Y b U T4 IHAID *oper 2L T X0,
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NETCONF RESTCONF IPv6 O H-7R— +

F—=H ETTIN A H =T A A (DMI) 1£IPv6 71 b 2V DfEAE YR — KL TWET,
DMIIZ LD IPV6 DY R— KL, 72747 b TFVUr—ari, IPv6 7 RLAEMATS
=R LBET LKL E T, SMTA o Z—T = A RiL, IPv4 & IPv6 Dl )7
WZOWCT 2T NVAX v 7 2 R— b LET,

DMIi%, *v hU—JHEHEDOERERH T DH DY —E AT, NETCONF<°RESTCONF
REOT TV r—varvETa balid, xy MU= %N LTCINHEODMIIZT Z7EBAL
9,

IPv6 7 RUARRESILTWRWGAE TS, AT 7T 7Y —ra idIPve V7> &Y
A UETETR, 2hbD Y7y MIBGERGEIZRY £4,

NETCONF o O—/\)L v 3>nAavy

NETCONF 7' &2 b 2L, T34 AREEZEF L., T/ ZADREFREZ TG T H7200—H
DOEAEZ R L F9, NETCONF |2/ v — L vy 7 2% 3R — kL THEY., NETCONF TII&
Bl igolzby i a kil TAMENEAINTNET,

BHEOREE Yy v a v OEKIChI> T—EWEMHE L., REDHEZT-OIC, BEyia
v DF—F—IEINETCONF & v g %1 w7 CTx%9, NETCONF lock RPC 1., =27 ¢

Xal—aryrX—H—LFIETFaLr 7 Xal—arF—E_X—Xruv 7 LET, FO
DT XTHONETCONFE v 3y (ay 7 & LTV 1E, mEREZFEITCEEE
No T2721, A BEIXEITCEET, Znbou v 7 1 3FEHE_MMENZ EE2ER LT
BY., A—F—i%. #1> NETCONF 7 74 7> . NETCONF U D 2 Z 4Tk (SNMP,
CLIAZ U pl) | BIOAMOZ—F LV 28 TICEEEZMAD I ENTEE

7

TIT 47 By vailioTREFEh WA Z7e—vay 7, BEMfTonzty s
Ukl SN E XTIV ET, vy ZIlLoT, vy 2 ERFEL VWA AEY Va v
D, BEICK L CHHM e B ZIALT 78 A 2T2A5 L9V ET, Ze— oy ik
DEREOEENMER I NTZHAIE, =7 — A v E—UI2XK > T, NETCONF 7 12—/3)L | v
7 SRR TRHEDEENEG SN2 EPRINET,

<lock> AEITUHL ST A — 4 <target> ATV 9, Zhid, oy /s LES 353074
Fal—ay F=HANTOHMTY, By ZRT 7T 477254, <edit-config> i &
<copy-config> #/FITFF AT SN EH A,

NETCONF &7 v —/3L v v 7 OFfREFH1Z clear configuration lock =2~ > RMEE SN i=5HE
1T, REDERRFEMNBRAr P a—E, BEDsyslog A vE—URAERINET, 2=
< R, A=Y —ar 74 Fal—varavs0kLE7 VT LET,

IZ, <lock> BefE% R9 RPC Dl &~ LET,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
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</target>
</lock>
</rpc>

NETCONFKill v 3>

Ty arOBaER, 37747 ML L T r— 0 my P OFRABELTEE EIT
show netconf-yang sessions =~ > K& {#H L CNETCONF & v v a v 2 E=F TX £, i
7z. clear netconf-yang session =~ > RZfH L TNE L2 RoTlck vy a vz 07795
Z &L HT& £, dear netconf-yangsession =~ > Ri%X, NETCONFu v 7 a7 ¥ a2 L—
varwyJomGEs VT LET,

<kill-session> 3R 1L, NETCONF & > v 3 » 25l T LE 9, NETCONF => 7 17 4
L, A—7"2 v a O <kill-session> ERE#ZFTH L, B EANOT X TOERELE
IEL, By va cBi#ffiFonTnsd_XTonry s LU Y —2 5@ L <, BT S5
T TR CHLET,

<kill-session> R 21T, & T+ HNETCONFE Y a Dty g IDBNKETT, Evia
YIDOERBIEDOE v a vID &R UHATR, BREsa R~ =7 =R ET, NETCONF
Ly arO TV v a RN EREEITHICNETCONF v v a UK T LIzGEE, 77—
HETNALVTTANTIIFHIZLoTr— RNy I REREIN, Xy MU — 7%*
NNy 7R ST, TXTO YANG ETAVOREIN Y A—ShET,

tovalrOkill BERL, ZFua—U oy 2 MEFINTWAEAR., =Y —LERE
vty % i f§ L T clear configurationlock =< > RZ AN LET, ZORFET, 7—4% T /L%
FEIELTHEESTLIZ N TEET,

EHavIJ4¥Xalb— 3y Hk—

iz 74 X2 —vary ViR — MRS E, VoA RaIy N AT Vv E
i LT RFC 6241 2 EET 52 LIt Lo T, EMigiEL Y R— X F7,

BT — X2 A N7, T/ AQFETary 7 4 Fab—arOa bt —a /T 5 RN E
B E R FET, EfTar 74Xl —valrET S R Cay TR, Efra s
T4 X2 —va VEERLTETRT S ENTEET, EMHEEEIZ. NETCONF F&5E
urn:ietf:params:netconf:capability:candidate: 1.0 {2 X W /R S4vE 9, 2D NETCONF F&REIX, T
AAMERT —H AR T EYR—FLTNBEZLERLET, 22—V EFETFT XA T
EHEHLT, M A0FTar 74 Xab—a VCEEBEZHER L5, T4 ADa
Y74 X2 b—a raER. GBI, HIBR, AR CTEXET, 2y MMETIE, T ADa
Y74 FXalb—arn MEM D £ oar7 o Fal—rvaillyiyrad&nE
T, MM T—Z A RNTREDICR> TS L, [EfT) OF—% A k7|21 NETCONF
TyvarENLTEZIADIENTET, I TOar 74 Fab—ra VFEMZEL T
DHaAIy hINFET, 2FV, BEFORE L BT CE % NETCONF#ERIL, i CIx
BN FH A,
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)

BT —H A M TIIET =2 A 7 THHZ LICEE L TLEEW, #H5DNETCONF & v
VaYPRARERFICEFETHABEENH Y £9, Lo T, NEEZELETHEIZT —F A
r7rZEay 7 LT, a3y hRBAELAVWEY L, icary 7 4 X2l — a9V OEFE
BRONDAREMEEE S Z ENEEIZRY 7,

T—HARNT CIIROBEEZFEITTEET,

GE)

Ay

ZOHEDOEHRITZRFC 6241 D834 ABE|IZ L TWET, 25l & EfEZ: RPCIZOW T, RFC
L TLTIZE0,

2

<lock>RPCl, # =7y hOT—=F AT %&ny 7 F5OEMLET, ZHUTky, o

1—

v

N

FiIey 7 SNETF—FARNTOaLry 7 4 FXFal—ary2EBRTERLRVES, vy
ECIMERT — & L F(TTF — 2Ol Fxn v 7 TE£4,

GE)

-
a=x

BEHIT—Z A N7 Oa v 7%, CiscolOS DAL 7 4 Fal—arday /RFEFar 74
Xal—varony 7|\ IEERE2FHA, HLREETT,

vk

<commit>RPC 1T, EMiZ L 7 4 X2l —2a 2T L ADFE[Ta L T 4 Fal— 3102

=Sl
[/_
FAT
W5

—LEd, =23y b 8ET. iz 74 FX2—2ar2EH L TCary 7 4%
arETAAL AT v 2 LTEBICETTOLERDH Y £17,

FIEROT —F A T OWTIDRFIONETCONFE v v a vtk Try 7 ST
Y&, <commit> RPC (% RPC = 7 — L& TR L £7°, <error-tag> 1% <in-use> & 72 V) |

<error-info> (212 v 7 ZRFF L CWANETCONF v a Dty a v ID B/RENET,

conf
[=3%

tlock E— FIZBATLC/ m—bmy 7 2L, 347 a7 4 Falb—a %
IJFHZEHTEETN, 2 v MEEXRPC =7 — L& TRILL ., error-tag DfE I

<in-use>, BTy a DI M0) 12220 £9,

ar

fBet
74
¥

J4XalL—aviRE

a7 4 Xal—valE, a7 4Xalb—arE2EET 57200 edit-config (=22
Xal—va R BEoZ—4Fy b LTHATEET, TA ADFEfTa 7 4
L—a B EE2 52, iz 74 X2l —va BB RETEET,
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BEE

Btfiar 7 4 Fab—a VIMx b EEZHIBRT 5121%, discard (BEHE) HAEZEITL
THEMa 74 X¥alb—rarvaFf7ar7 Fal—ra llRELET,

7ol 21X, NETCONFtE v ¥ a3 Y Al Lo TEMIT — % A N T ORNBENER SN TNDLEE,
TyiaryBMEMT—ZARNTEuny s LEoETHEuy 7 3L L£9, NETCONF
v ay B TClE#EE v 7 F 5010, tho NETCONF & v v a U bIEMT — X A N7
DORFRO 2T 4 Fab—3 3 VOEREZHIFRT 572912 <discard> #{EA L1779 H LN
HoET,

0w 9 fEkg

2y 7 editconfig (A7 4 Falb—Ta g . aIy MMz 74 FaL—
varvERELEE, vy ZiBRRPC TH—4 v b & L Ccandidate 8 ET 5 Z L2k~ T,
T—HANTERy VERTEET, T, oty v a U TOTRTOREICERMT — ¥
ANTEBEHTEXL LT £T,

AT — % A N TIZH T DRMROEFT CREENEAELZGEA, a7 4 X2l —vard
FIENREEC2Y oy v a o THBENE LSRN H Y £9, MEEZERET 5720,
KR DOZEE X, [NETCONF & v a v OEE] THERMICE v 7 BRI &, £
Ty 7 fRBRRER R U CHRMIIC e » 7 DR SN & JICEESNDILERDH D £,

AVT4X2L—Ya BB, AV T4 FXal—Y3rabE— AT 4 FXFaL— 3 UKRET
BT — 2 A R 71, get-config (227 4 XL — 3 ) | copy-config (227 4 F =
L—Yayabt—) | hidvalidate (227 4 Falb—a UHGE) OEDOERETEH, V—
AFEFF =Ty e LTHEATEET, BT — XA NTOEREEZT A A Zay T
W2, a7 44X ab—ya YORGEDHRELT 9 A1, <validate> RPC D741 discard D fE%
fFFsZETHERHTEET,

BHET—2ANTOERE

KORKNL, T —Z A NTENLTCTF AL R AL T X2 b— g B ETT A5 1L
INDHRAKN T T 4 AERLTWVWET,

4B T—ERAFTOEEFIE

Edit-config Commit ta Running

Candidate &

Running

267511

1. FE75—FANTEry 7 LET,
2. T — 2 AT ER Y LET,
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3. edit-configRPC & ¥ —7% v FOEMiEZM AL T, iz 7 4 X2l —var2EHLE
TO

4, fEffizy 74 Falb—varr, FTar74Fal—vailaliy bPLET,

5 T —H AT EFEITT—HANT Ay ViR LET,

&4 R— b DERTE

et — % A+ TH§fEIZ. netconf-yangfeaturecandidate-datastore =~ > K&l L THIC
THIENTEET, T—XARNTOREN [T 5 [ER . £RX20HIEDD
L. BREEFNCT 57291 netconf-yang F 7213 restconf O FFELEN NI TOND Z & Ao —H—
\ZHEFNT 2 EEA v B —VURERRINET, BHBEDNRoTnDH L, FATOT—F AT
IZIEINETCONFE v v a v Z N L TEEADIENTE T, 9 XThar 74 Fal—a
BEMAE L TORI Iy PESNET, DY BIBITOBE % B E T X 5 Neteonf HifE
X, BERHTITAEDCR Y £H A,

netconf-yang ¥ 72 | restconf confd 7" & & A DBHAGKFZEAM F 72 1L FEITOT — X A N7 OFRN
A7 4 X2 b=y a VTHEISNTWDEGIE, RO XS REENRFENET,
Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

netconf-yang F 721X restconf confd 7' 7 & A DB B £ 721X FAT OB TON - 5E
. RO XD ENET,

» netconf-yang feature candidate-datastore =~ > KR E SN TWAEHEEIL, =<2 RNiZ
LoT M) T— XA RNTHREDI/RY  ROBERHHINET,

“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore ==~ > RIS N8B E81E, a2~ Flick- T
MEfli) 7 — 2 2 T BB/ [FAT) T—F A NTREDIRY, ROEEDRH
NaEnEd,

netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang ¥ 72 |3 restconf 23 FHEENT 5 &, EITHO® v g LiTKbDIVET,

)

GE)  fEfiT—% A NTIET—% AT T, DF D, #HED NETCONF £ v a > THES
FRFCEE CTEET, Lenos T, NEEEET HRNC—NRT =X A NTE2r v 7 LT,
a3y FRBEASLARVESICL, a7 Xal—a vy OEERKEDbNS (OF
D, thoz—HFizckoTar74Falb—va P ERIN, 2y MBABITINT, 33
TA4Xalb—varyPNEEEIND) ARELS I ENEEIZRY £7,
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NETCONF 7O O JLDEEAE

NETCONF-YANG (X, 7/ ZAD T T A~ T AMRA L FEMEALEST, T A RKRA
¥ FDMFEIE L7205 NETCONF-YANG 3iRE SN D & BHOEA M T A MRA & RME
RENFET, FEHIZOWVWTIE,  [Public Key Infrastructure Configuration Guide, Cisco I0S XE
Gibraltar 16.10.x] # &ML T 7Z &0,

NETCONF Z{ERJ 21=-ODH#RT 7 t ADiEH

NETCONF API O i ZBi59 5121k, MRV~ 15 22— THAIVERH Y £7°,

FIEDHE
1. enable
2. configureterminal
3. username name privilege level password password
4. aaanew-model
5. aaaauthentication login default local
6. aaaauthorization exec default local
7. end
FIED ¥
OV RFERETIVa Y B
AT w71 |enable it EXEC E— RZ AT L E T
fl NAT—=REANLET (BERENTEEGH)
Device# enable
R T 72| configureterminal Jua— ) ar7 4 Xal—v gy ®— ek
fi LETS

Device# configure terminal

R Fw 73 |username name privilege level password password| - —+F4 % R— A L UTmEREE Y AT AR L E

f5l T, MOF—T— RE&ELET,
Device (config) # username example-name privilege . privilegelevel . :L**'H‘@*EBE L~YLZRELE
15 password example password @— NETCONF 7°I3 S :‘/V@j}%/ﬁ\bi 15 GZ?“Z)

WERH Y £7,

+ password password : CLI B =— |27 7t A3 %
TeDDNRAT — R E LET,

R T 7 4 | aaa new-model EE) #FFl. #BFE. THU T 47 (AAA) %
15“ : ﬁ.é‘j‘”: L/i—a—o
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AU RFERETIVa Y

B8

Device (config) # aaa new-model

aaanew-model =~ FERETHH51L. AAA R
AL & ORI AL T,

ATvTh

aaa authentication login default local

1 -
Device (config)# aaa authentication login default
local

n—h ) a—PEL T —HRXR—=A eI 5071
PRREERE L ET,

Gx) NETCONF 7' k /L Clt, 57 /L b
D AAA FREFE T 7 A VRO B YR —
FENET,

e« UE— F AAA P — DAL, local & AAA

Y NICEE B ET

default ¥ —7 — RickVy, e—hla—¥5—
B R— ZFBFENT R TOR— M S E
T

ATvT6

aaa authorization exec default local

1 -
Device (config) # aaa authorization exec default
local

Z—FD AAAFRZREL, a—H /LT —FX—
AEWR LT, TO2—VIZEXEC ¥ = /VDFETE
AL £,
e UE— h AAA V" —DFE 1L, local & AAA
P—NCEXHBZET,
sdefault ¥ —vU— Kk, o—hra—H5—
FR=AGBREDR T N TOR— MIBEH S E
‘a‘o

ATy T17

end

1 -

Device (config) # end

Ja—r ) ar7 4 Xal—gy T— REKT
L. H#E EXEC E— RIZEY 7,

NETCONF-YANG D% E

L' /3 — NETCONF 7’12 k /LR T3, A THI /2> TV H5E . RFC #EHLO NETCONF
7'v ka3 3sRE L EH A, nonetconflegacy =~ K& L CTL 4 — NETCONF 7' & |k

FIRDEE

SV EEHIC L TL &,

enable
configureterminal
netconf-yang

apwDbd-=

exit

netconf-yang feature candidate-datastore
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ARV RFEEETIVa Y

=)

AT w71 |enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NRATU—KREANLET (TEREINEHE)

R T 72 | configureterminal
{5l

Device# configure terminal

Ta—N)L ar 74X al—ay T— NeG
L/iﬁ‘o

R w 73 |netconf-yang
fl

Device (config)# netconf-yang

F v hU—27 F /84 ATNETCONFA % —7 = A

A LET,

G¥) CLLIC X D IRAIDA X —T MDD,
Xy NI =7 FRA REETIL R— R
DA VE—T A AZBLTEHETXS
XV ET, ET NV RX—ADA
B—T 2 A AT OCADEERT 75 4
N—g AT RO MIINDLZ L
B FET,

R F v 7 4 | netconf-yang feature candidate-datastore

1 -

Device (config) # netconf-yang feature
candidate-datastore

BT — 2 2 T 2HNZ LET,

R T v 75 |exit
I

Device (config)# exit

Ju—rLar 74 Xalb—gy T— REKT
L/\jzj_‘o

NETCONF #+ 7> 3 > DHTFE

SNMP D% E

NETCONF Z A%z LT, AR — FENTWD MIB 2>5 A &7z YANG EF /L Z2FF LT

SNMPMIB 5 — X 27 7 ALY,

I0S THR—FENTWS SNMP b T v 7FE /L

T, YR—=FENTWAB T v 7H 5 NETCONF @252 ET HI121%, 10S TSNMP #— 3%

N L £,
WOBNEERITHTLIEE W,

FIEDEE

1. IOS T SNMP #EEZ AN L £,
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snwp oz [

2. NETCONF-YANG 2EE#E) L7, KD RPC <edit-config> A & — "% NETCONF-YANG
A= MIEFLT, SNMP b7 v 7OV FR—FEFEDLET,

3. D RPC A vt—% NETCONF-YANG "R— MIEEFEL T, Efrar 74 F¥alb—3
VEAZ—FRT v ar7 4 Xal—a SRFELET,

2T w71 10S T SNMP HEREAZ BN LE T,

B -

configure terminal

logging
logging
logging
logging
logging
logging
logging
logging
logging
|

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

exit

history debugging

snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap

emergencies
alerts
critical
errors
warnings
notifications
informational
debugging

community public RW

trap link ietf

enable traps snmp authentication linkdown linkup
enable traps syslog

manager

AT w72 NETCONF-YANG 2 EE#) L7-t%. K ® RPC <edit-config> A v &— % NETCONF-YANG ~— MIiEE L
T, SNMP h 7 v 7OV HR—NEHMMILET,

1 -

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">

<edit-

config>

<target>
<running/>

</target>

<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">

</rpc>

<cisco-ia

xmlns="http://cisco.com/yang/cisco-ia">

<snmp-trap-control>

<trap-

list>

<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>

<trap-

list>

<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>

<trap-

list>

<trap-0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>
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ATFv T3 IRORPC A vt —% NETCONF-YANG 7R — ~ZiEE
Far7 4 Xz lb—3 g NREFELET,

1 -

<?xml version="1.0" encoding="utf-8"?>

EFLEBBEIOIS5TEY T4 |

LT, Erar74Fal—vara2A4— Ty

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>

NETCONF 70 k)LD T 4«

Fail—a DR

NETCONF 2> 7 4 X a2 L —va UV EMERT A RO a~y RefEHLET,

FIEDHE

1. show netconf-yang datastores

2. show netconf-yang sessions

3. show netconf-yang sessions detail

4. show netconf-yang statistics

5. show platform software yang-management process
FIED %

AT w71 show netconf-yang datastores

NETCONF-YANG & —# 2 b TIZRET 215 HREFH R LET,

&1

Device# show netconf-yang datastores
Device# show netconf-yang datastores
Datastore Name : running

Globally Locked By Session : 42
Globally Locked Time : 2018-01-15T14:25:14-05:00

AT w72 show netconf-yang sessions

NETCONF-YANG & v ¥ a 2T 5 HRERRLET,

1 -

Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore
Number of sessions : 10

session-id transport username source-host global-lock

40 netconf-ssh admin 10.85.70.224 None
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42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

AT w73 show netconf-yang sessions detail
NETCONF-YANG & v 3 a B 5 3@z £r LEd,
1

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs H
out-rpc-errors : 0
out-notifications H
global-lock : None

AT 74 show netconf-yang statistics
NETCONF-YANG #aHZ BT 2 A R L £,
i -
Device# show netconf-yang statistics
netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0O
out-notifications : 0
in-sessions : 10

dropped-sessions : 0
in-bad-hellos : 0

AT 75 show platform softwar e yang-management process

NETCONF-YANG D% 7R — MIMBERY 7 =27 OBV ADAT—X AR RLET,
5 -

Device# show platform software yang-management process

confd : Running
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nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running
GE) 7’1 & A nginx I%, ip http secure-server 7213 ip http server 237 /34 A THEIN TV DA

WCETESNET, 207 A) [FET) RETZA< TH NETCONF 1T EFICHEELET, 7=
72 L. RESTCONF (Z/Z nginx 7' 2 & AN METT,

5 13 : show platform software yang-management process 0 7 « — )L K D5 BA

TJ4—ILF BLl

confd a7 4 X alb—vay F—F

nesd Xy MU=V BRI afAY F—F

syncfd F—F N H ORI

ncsshd NETCONF % =7 v =/ (SSH) T —F>

dmiauthd FNA REEA L H—T 24 2 (DMI) RiET—F
v

vtyserverutild VIY =N 2—F 4 U5 4 F—F

opdatamgrd EHT =% v 32—V y T—F

nginx NGINX Web #—/3

ndbmand NETCONF 7 —# R— & ¥ 3 —

NETCONF 7 0O kO )LDOREEE$

EEEH

BEEIE B TZaTFILEA kL

IOS-XE, I0S-XR, B I ONNX-0S 7 | BHFEE T35 0 04V J75 T Cisco YANG T /L2 T 7
Ty R 7 —bOZEIERV Y — |BRATBHIZIE, GitHub VAP MY 28R L, vendor/cisco
AD YANG 7 —H# T )V V7T 4Ly PUICBEILET, 22 Clk, I0S XE,
I0S-XR, BLUNX-0S7 T v N7+ —LDXEIF R
V) —2ADEFNEHHATEET,
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| EFLBBHRITOTIS<EY T4
NETCONF 700 b T /)L D#EHEEIESR .

BRES I URFC

=4 /RFC 24 kL

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®TY TSGR

RFC 6241 Fy hT—27FES e =L (NETCONF)

RFC 6536 Fv NU—7F&EZ 1 b (NETCONF) 7 7 & A€ T
v

RFC 8040 RESTCONF 7 17 | =)L

SRADTYZAILYR—F

BTLL] )y

AaADYR— N WebH A FTIE, A apiiR5 2 2 | http://www.cisco.com/support
RY—ICET L R T TN a—T o IR TV
FT2E0, v=aT ARy —AzZ L e T 88T
YIA VY= AERMELTVET,

BEWORGDOE X 2 V7 ¢ FHROCEINERE AFT D72
®\Z, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — K72 EOFFEY—E R IZIMAT
TET,

AIDYR— K Web A hDY— T 7B AT DHES
1Z. Cisco.com D —HID B L U/IAT — RRMLE T,

NETCONF 'O k O /L D#EREEER

WDOFRIZ, ZOFY 2— /LTt LI-HEEICET Y YV —XERERLET, ZOFRIZ, V7
=7 VU= ML A U TCEEREOYFR—IREAINZEEOY 7 My =T VU —RT
JERLTWET, TOEEIX, FRCH 3720 RY . ZhBEO—#EDOY 7 by =7 VY —
ATHYR—FENET,

TT N7 F—LADOYR—FBIR A2 VT NI 2T A A—=TUDOFR— MIET B ERE
Fi3R9 % IZI%. Cisco Feature Navigator Z i ] L £ 9", Cisco Feature Navigator |27 27 & 2§ % |Z
X, www.cisco.com/go/cfn IZFE) L £9, Ciscocom DT AT MILEDHD FHA,
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B nerconr 7o ko omeetEs

= 14: NETCONF 7’00 + O )L D EETESR

EFLEHETOSS5TEY T4 |

HaE

iy

)1)—x

HEEE®

NETCONF 7 u k=21 Cisco IOS XE Denali 16.3.1

NETCONF 7' |k 2 LgElc L » T, 7
a7 T BT K DA FEOZEEI R I HEHL
L= HET, REOTLRR Xy hU—
T TNA ANEDIEMT — X DRt AL
DIMEZITID 9,
WDa<y RKNEAINELE :
netconf-yang
ZOMEBEIL. KD T T v N T — AT
FIEXNTWE LT,
« Cisco 4000 U — X H— b 2HEAS
R — %

* Cisco ASR 1000 > —X 7 7'
=g P—ER JL—H

« Cisco Cloud Services Router 1000V >/
J—x

Cisco IOS XE Everest
16.5.1a

ZOEEIX, ROT T v 7+ —AIC
EEINTWE LR,
* Cisco Catalyst 3650 ' U — X A A v
a’_

+ Cisco Catalyst 3850 /' J — & A A v
%

Cisco IOS XE Everest
16.6.2

ZOBREIL. ROT T > F 7 r— Al
FHEINTHELE,
» Cisco Catalyst 9300 > J — X A A v
?
» Cisco Catalyst 9400 >V — X 2 A v
ﬁ;

» Cisco Catalyst 9500 >V — X 2 A v
a:.

Cisco 10S XE Fuji 16.8.1a
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NETCONF 700 b T /)L D#EHEEIESR .

3
b
R

J1)y—=x HRETHRER

Cisco I0S XE Fuji 16.8.1a Tl, Z Dk
BEIXRDOT T v F 74— A2 EHESh

TWE LT,
« Cisco 1000 > U — X ¥ — b 2 HHEE
Rl — &

* CiscoASR900 >V — X 7 7' V) /F—
varyP—rvR J—XF

¢ CiscoASR920 > J — X T 7' 4 —
vay —rvR )—XF

« Cisco Catalyst 9500 /A /N7 —~
VAN —X AL vF

* CiscoCBR-8 ) —X )L—#

* Cisco Network Convergence System
4200 > U — X

Cisco IOS XE Fuji 16.9.2 | Z ORHEIX, RDT T v F 7+ — AT
FEINTWELE,

« Cisco Catalyst 9200 33 & TF 9200L
=X AA vF

* Cisco Catalyst 9300L SKU
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HEES Jy—= B EETEER
NETCONF ¥ L Ot Cisco I0S XE Fuji 16.8.1a | NETCONF 3 X IOXRESTCONF 7' 12 | =
RESTCONF IPv6 D 7R — LD IPv6 DV HR— b, Z OHEREIL, &
~ DTy N7+ —AEEINTNE
L7,
« Cisco 4000 2 U — X #— bt 2 HEAS
L — &

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary Y—ER L—H

« Cisco Catalyst 3650 > U — X XA v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x
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HERER 1)1)—2 FERETEER

NETCONF 7 & — 3L Cisco 10S XE Fuji 16.8.1a |NETCONF =& k 2)Lj%, Zu— 3L
oDy 7RIy a s 0y 7 BIOIRE LR holck vy g
@ kill U kill TAREAE AR — N LTV E

T, ZOWREIZ, WO T v b T x—
LZFEEI N TWVET,

e Cisco 1100 > U — X $—E 2 HS
Bl — A

« Cisco 4000 U — X H— b 2 HEAS
B — %

« Cisco ASR 1000 >V — X 7 7'V
F—g v —E R L—H

* CiscoASR900 > U —X 7 7' U &'—
varyPh—rRAL—H

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9400 > U — X XA v
.a:_

» Cisco Catalyst 9500 ' U — X A A v
a’_

* CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
J—x
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EFLEHETOSS5TEY T4 |

IJ IJ—X

HEEER

NETCONF : fEffi= > 7 4
Fal—vgrPR—F

Cisco IOS XE Fuji 16.9.1

fEfia 7 4 X2l — gy R— b
eI, oV aly
N A7 a EFEH L CRFC6241 %5
B2 Lk o T, EiERE A VR —
hoxEd,
ORI, ROT Ty R T F— AT
FEEINTWE L,

« Cisco 4000 2 U — X H— b R A

B — %

* Cisco ASR 1000 >V —X 771
=gy P—E R L—H

¢ CiscoASR900 > ) — X 7 7' U ' —
va v Y—ER L—H

» Cisco Catalyst 3650 ' U — X A A v
a;

» Cisco Catalyst 3850 >V — & XA v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

* Cisco Catalyst 9400 > U — & A A v
%

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#
« Cisco Cloud Services Router 1000V >/

Jy—x

RDOa~vy RPEASNELE
netconf-yang feature candidate-datastore
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RESTCONF 7O k)L

Z OETIL, HTTP ~X— A D Representational State Transfer 2> 7 4 ¥ = L — 3 > 7u k3L
(RESTCONF) Zf%Ed 5 Hik%#B LE 9, RESTCONF L, %ET —#., KT —%, 7—

2 ETVCEADOY E—F 7r—Y % a—/b (RPC) #fE, BLXOYANG ET /L CTERES
NTNWDHARY MIT 78R THIDD, YRR A = XL HSL Fa 53 70w
A U H—T oA AR LET,

« RESTCONF 7’11 k =t L DRHESAE (139 ~=—3)

« RESTCONF 7’12 h 2 L OHIFIFEIE (139 ~=—)

*RESTCONF 70 7/ I <~T ) A4 L H—T = A AZHONT (140 X—7)

«RESTCONF 71 /' T~ T )L A L H—T =4 ADORETE (143 2—)

*RESTCONF 70 /' I~ 7 )b f U X —T =4 ADOREH (148 ~X—)

« RESTCONF 71 | 2L O #EER (151 ~=—2)

« RESTCONF 7’11 k =i /L DFEFENS . (152 ~2—2)

RESTCONF 7’0 + O JLDRIESEE

« RESTCONF 2% L T Cisco IOS-HTTP #— b 2 &ZH LET, FEMHICOWVTIE,
TRESTCONF RPC O] &ML T 7Z&W,

RESTCONF 7’0 kO JLD#I#E1E

RESTCONF 7' & b 2/LiZiE, WROFFIFEIEH SN ET,
cHABIORA NN AU —L4
* YANG /3 v F
« T A VH | BHEARE, IEIERE, B4, T a Rl T a0 RTA—H

« RESTCONF#REILZ. T 2T /VIOSAdREFE 1LY 7 b =T HEHEZFEITL TWVWBET /A
ATIEYAR—FEINTHERA,
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http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/XE3-9-0E/15-25E/configuration/guide/xe-390-configuration/prgrmblty.html#62415

EFLEHETOSS5TEY T4 |
B restcone TosS5<IL A0 s—TzaRIzO0T

RESTCONF 7RSI I A B —TJ x4 RIZDUNT

RESTCONF MO #1 2

OB va TR, BRERY NU—7 TS RIIT0 7 705 AL TEXIADDL LI
TA5, 7 balBlOET ) VI EEEICOWTEHALET,

« RESTCONF : & ks —4# (XML %£721% JSON) B XL YANG #f#H LT REST 71 7
AP ML LFET, Tk S FEEERRXy N~ TARALRIZT 0T T 252 R
LTT7 7 BAT& %%, RESTCONF API |Z HTTPs * YV v R&fEH L £,

* YANG : ET MERB SO EREIZE R S DT —% 5 U 7 E5E, YANG 1%,
NETCONF 5 J O RESTCONF APL IZ & » TEIT T 2B OAh#M & EAZ R E LE
7,

Cisco IOS XE Fuji 16.8.1 £V HLTDO VU V—ATiE, #EHAT—F v 3=V % (K—VU 72 HS
<) MEBNZHNZ 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
21X, NETCONFZFEITLTCWA 7T v h 7+ —ALTEMEL GRET —¥ DA & FER) |
T 74 N THMI > TWET, EHT =207 ) 723 A M) = ke 53
R—F 2 FOFEIZ DWW T, GitHub VAR b U Ta&BHRIO *-oper 5L T 7230,

HTTPs A Vv

ZF— kLA 7a k3T b HTTPS ~— 2@ RESTCONF 7’1 k =/L (RFC 8040) 1%, &
F2T7RHTTP A Y v RZHEH LT, YANGERT — B EHENH8ET —% A b7 (NETCONF
T—HANT wEET L — N BN SH D) T CREATE, READ, UPDATE, LW
DELETE (CRUD) #{FA 2L 7,

W DFTrL. RESTCONF ##/EIZ NETCONF 7' &1 bk = )V A BEAT 1T 5 )71k R L TV ET,

73y YHR—brEIhTWEAYY K

GET LAY

PATCH R

PUT VERL F 7o 1L 2

POST TERCE 72 138E (Y m— R, T 741 1)
DELETE B —2Fy b U —ZADOHIBR

HEAD Ny B — AET—H (BRI L)
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| EFLBBHRITOTIS<EY T4
ResTCONF L— + U v—2 [

RESTCONF JL— K 1)V —X

+ RESTCONF 5734 A%, RESTCONF @& & teY) 7 HHE T 5 /.well-known/host-meta
YV —2(2k b, RESTCONF API D)L — FZHELET,

* RESTCONF 7 /31 A, Z3R URI D/ N ADHFHOFE Sy & LC RESTCONF API L— kU
V—AEFEHLET,

Bl

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html
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B restconrar -2

RESTCONF API ') ) —X

API U YV — AL, +restconflCfIET 2 FATY YV —RATT, ZHITKDAT 4 T XA T ZPR—
]\ Lib@AO

)

GE)  AF 4 71X, RESTCONF ¥ —/% (XML F 721X JSON) [ZEE SN D YANGEXRPC DX A 7
<7,

« application/yang-data+xml ¥ 7213 application/yang-data+json

« API U YV —Z{Zi%, RESTCONF DATASTORE ¥ J U) OPERATION V Y —Z ® RESTCONF
N—hF VY =ARGENET, RIHZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

ERC OV TIL, RFC3986 # B L T 7Z& W

=113

AYw R

AV Rix, #—# v b U J—RTIITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG J& RPC i%, RESTCONF ¥ — X
WCAFET D2 —5 > F YANG BT /VICBEHETAHED Y Y —AZK LT, FFEDA Y v R%&
FEONH U £ 97, Uniform Resource Identifier (URI) (I¥gE SNV Y —ADua/lr—r 31D &
L CHRET D728, 7 7472 F®RESTCONF 2 Vv RiL, TOREDY V) —AZHEL T,
HTTPS ® A Y > REFIIT 0T 4 THESNTZT 72 a v &aFTTHZ N TEET,

FEAMZ OV T, [RFC 8040 : RESTCONF 7' kL] 2ZML TS EE 0,
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RESTCONF 7045 ST JIL A3 —DJ x4 ADETFAHE

AAA % {E A L = NETCONF/RESTCONF o zZEE

1R BRI

NETCONF #2§¢ & RESTCONF #5#ii%. #8GE. #Frl. BILOT U7 4 7 (AAA) %A
LCRIFTAMERND Y £, ZORE, HRL~L 15 DT 7 v XA TERSN RADIUS £
721X TACACS + = —H|Z, VAT A~DT 7B ADRHFR SN ET,

FIEDHE
1. enable
2. configureterminal
3. aaa new-model
4. aaa group server radius server-name
5. server-private ip-address key key-name
6. ip vrf forwarding vrf-name
7 exit
8. aaa authentication login default group group-namelocal
9. aaa authentication login list-name none
10. aaaauthorization exec default group group-namelocal
1. aaasession-id common
12. line console number
13. login authentication authentication-list
14. end
FIED F¥HH
OV RFERIETOYa Y B#
ATy 71 |enable FitE EXEC E— Fa A r—7 /M LET
i - e MAT—REANLET FERENTHE)
Device> enable
R wF2 |configureterminal Ja—N\)aryZ 4 Fal—varE— Nehth
15'] : L/jz—g—o
Device# configure terminal
RTw 73 |aaanew-model AAA A =TT LET,
{1
Device (config) # aaa new-model
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B Ann %4 L 7= NETCONF/RESTCONF 00 325E

EFLEHETOSS5TEY T4 |

ARV RFERETI3Y EL:Y

AT 74 |aaagroup server radius server-name RADIUS #— 3 Z38/ L, #—/3 71— RADIUS
i - Ay 74 Fal—varE—RERBLET,
Device (config)# aaa group server radius ISE e server-name %[@’( IZ. RADIUS #— 7 —

THERELET,

RTw S5 |server-privateip-address key key-name 7°F A4 ~_X— | RADIUS #—/"D 1P 7 KL & L5
. FERELET,
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

A7 v 76 |ipvrfforwarding vrf-name AAARADIUS #7213 TACACS+ H—/\ Z )L —7' D
Bl - Virtual Route Forwarding (VRF) ZMBIEMEZRTE L
Device (config-sg-radius)# ip vrf forwarding ES
Mgmt-intf

ATy 1 |exit P— N F)—FRADIUS 2> 7 4 Fa b — 3
i - T—FREKTL, ZJe— a7 4Xal—v3
Device (config-sg-radius) # exit e P&:Eﬁ>b ji?fc

25w 78 |aaaauthentication login default group group-namelocal | o /"1 L HRIZ . f8E SN N—T L %5 T 7 41 k
45 - DOr—HI)L AAARIEE L CE Ebijﬂ
Device (config)# aaa authentication login default]
group ISE local

X w79 |aaaauthentication login list-name none VAT IADA T A NI IENAETHB I LA
15“ : ?Eﬁzbiﬁ—o
Device (config)# aaa authentication login NOAUTH
none

X w710 |aaaauthorization exec default group group-namelocal | 3 7] %5247 L C. EXEC 3 = VD FETN—FIZFH
B - ENTVS )Y I PR LET
Device (config) # aaa authorization exec default
group ISE local

A7 v 711 |aaasession-id common BEDa— I L THEHESNTE Yy a IDE
- WAECIZRD LI LET,
Device (config) # aaa session-id common

25w F 12 |lineconsole number WETHHEOBEBA L, T 207 4 Fa
B L—vay B— RERHLET,
Device (config)# line console 0

2w 713 |login authentication authentication-list a7 A KT D AAA FBEFE A 2 — 7 VI L E

1 -

j—o
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV FFEREETIVa Yy

E:)

Device (config-line)# login authentication NOAUTH]

ATv 714

end

1 :

Device (config-line)# end

A 7 4 X2l —arB— e TLET,
BT, BHE EXEC T— RIZED £,

RESTCONF ) Cisco 10S HTTP —E XD E 1L

RESTCONF A v % —7 = A A& T HI121F, ROEEEZITWET,

FIEDHE
1. enable
2. configureterminal
3. restconf
4. ip http secure-server
5. end
FIED %
ARV RFERRETI Y B
AT w71 |enable it EXEC E— RZ AL ET,
i) : e NMAT—REANLET (FERINTHE) .
Device> enable
2w 2 | configure terminal Jua—\)y a7 4 Xal—vay E— NeBllg
{5 LETS
Device# configure terminal
R T 7 3 |restconf v hU—2 F /34 A TRESTCONF A ' 4 —7 =
f5l A AEH{LET,
Device (config)# restconf
T 74 |ip http secure-server % =7 HTTP (HTTPS) — %A X—7LIZL
fi E3
Device (config) # ip http secure-server
AFw 75 |end Ja—)ar 7 4 X¥al—3gr ET— REKT
Bl L. #5HE EXEC B— FE B LET,
Device (config) # end
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RESTCONF 0 5% % D 1R IE

AB—=KT T ar7 4 Xalb—ralrZlHLTT A, AREETS &, ngink 7220
FATHRICe D 9, 7277, DMI 7 rt® RTETIT 0 8 A,

& @ show platform softwar e yang-management process monitor =~ > RO H /14li%, nginx 7
REANEITHTHLZ AR LTVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS %CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX (&, 7= % Web #—/3& L THERET 5 PNER Web $—~/3C. Transport Layer Security

(TLS) “~X—ADHTTPS Z#fk L 9, HTTPS ZJ L Ti{3 S 4172 RESTCONF Z:R (%, 4
WIINGINX 72 F 2 Web P —E R L > TREIN, SHICERME BT v 7 TF =y
7 D721 confd Web r— N ZHst SN E T,

& ® show platform software yang-management process =~ > RO #liZ, AX—+ 7 v
AT A4 X2 b—va Y EHEA LTINS AREB SN/ L EDTXTOTREADAT —4
AR LTNET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running

resteconf =~ > RARE SN TWDHHE, ngink 7 1 AN FEE) S 71, DMI 7 11 & Z 352 B
EhEd,

& @ show platform softwar e yang-management process =2~ > KO /1fillE, nginx 7 m& A &
DMI 7 u & 28 EE L CTEITH TH LI L AR L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running
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R @ show platform software yang-management process monitor =~ > KO HHITix, 3 ToH
7k AT LEEMIE R AR RSN TVWET,

Device#show platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 S 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 S 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 S 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA &£ RESTCONF A ¥ —7 = A APFKIE 4L, nginx 7' 1& X LEE 25 DMI 7' 12 & A0
FATHIC IR o 7214, T /31 A1Z RESTCONF %K 2 %[5 T& DIRREIC /2 0 £9,

NETCONF/RESTCONF & v ¥ 3 > D AT —H A% KT HIZIE, show netconf-yang sessions
avr RaefHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id transport username source-host global-lock
19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF & v > = I3 235G A4 &7 2 12I%. show netconf-yang sessions
detail =~ > RZEHL £,

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors H
out-notifications H
global-lock : None
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B restcone oo ST A0 8—Ta 2OEES

RESTCONF R 45 ST JIL A 23 —T x4 ADHEEH

5| - RESTCONF 70 F O JLDERTE

RESTCONF 23k (HTTPS Verh)

I, Z—H v U Y—ATHFAEN TS HTTPS Verb %2779 RESTCONF Bk D27~ L
F9°, ZDOFITIE logging monitor 1~ RZEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SE>5>>>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-datat+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST #ETIX, #—7 v K TA RAMFELRN I T 4 F o b— 3 UIMERK S
nEd,

\)

GE)  Ffr7ar 7 4F¥ =2 b— 3 Tloggingmonitor =2~ > REEHTERW2 L 2R L
TLIEENY,

@ POST Z3R D4 Tl logging monitor alerts =~ > K& H L Tu\E4,

Device:~# curl -i -k =X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT
Content-Type: text/html
Content-Length: 0
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Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (ERLZEF=(FEH) EXR -

BESNT-a~y R TF A ZTHFE LR WAL, POST BRI L » TIEf &SN E
T, L, FETar 74 F¥ab— g VT TICEET A5A81E. ZoFERIZL >
Tavwy KRBEEHBZONET,

o PUT ERDFITIE logging monitor warnings =~ > Rz L T\ £9,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
> "severity": "warnings"
>

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#

PATCH : (FE#7) EXK

D PATCH %R D Cl% logging monitor informational =~ > K& L CTWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational”

> }

> }

> }

> 1!

HTTP/1.1 204 No Content
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Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET Z3k (GtAHELY)

KD GET ZsR D] ClX logging monitor informational =~ > KZ&f#EH L CW\E9,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

"Cisco-IOS-XE-native:severity": "informational"

}
Device:~#

DELETEZEXK (2> 714 FaLl— 3 v DHIR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux host:~#
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RESTCONF 70 ~ )L (DESEE .

RESTCONF 7’00 O JLDEREEH

EEEH

BEEIEE TZaTFILBA kI

I0S-XE, I0S-XR, 35X UNNX-0S |BAFEE 125D K79 7L T Cisco YANG €7 /W2 T 7
T M7 F—bDIEIERY [ BATBHITIE, GitHub VAT MU 2L, vendor/cisco
Y —AD YANG T —# ET )V V7T L7 FNUICBEILES, 22Tl 10S XE,
I0S-XR, BXUNX-0OS 7T v 74— DI FEE A
VI —Z2DEFNAEHEHTEET,

BEE KU RFC

ZXERFC | % 1 ML

RFC 6020 | YANG : Network Configuration Protocol (NETCONF) i} 7 —# €7 U v /5

=h
A

RFC 8040 Representational State Transfer Configuration Protocol (RESTCONF)

D2AMTY AL YR—F

FiEA o

A ADYIR— N WebH A FTiE, > =2 =iy |https://www.cisco.com/c/en/us/support/index.html
T 7 /Y=l T L NI T a—T
YTIWBELTWERTL KoL, ~==27 v
RV =N L LT 8ERA T )
V=R L TnE T,

BHEWORGOE X 2 U 7 ¢ fHERSCEAN G H A
AT9 572812, CiscoNotification Service (Field
Notice 7>5 7 7 & A) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOREF—ERITIMATEET,

YAaADYR— Kk WebHA DY =T 7k
24 HBEIE. Cisco.com D —H ID B LR A
U— ROBRETT,
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ETFLBHEIOSS5IEY T4 |
B restconr 7o ko oeetEs

RESTCONF 'O + O JL D EEIEER

WORIZ, ZOFY 2 — /LT LI-BEREICET 2V Y —AE#®RERLET, ZORIL, V7
F7=7 JYU—A FLA U TEHEEOYR— R EAINTLEEDOY 7 2T VY —RT2
FERLTOET, ZOMRERIZ, FHIB 232 0RY . ZhUBEO—EOY 7 vy =7 U U —
ATHYR—MENET,

Ty R T — LDV R—FBLN A YT T 2T A A=V OV R— MIET 2 EHRE B
&9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,
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RESTCONF 700 k o /L (D#EEEIEER .

£ 15: RESTCONF 7’0 ~ 0 )L D ETESR

HEER Jy—= B EETEER

RESTCONF | Cisco IOS XE  |RESTCONF (%, YANG EF /L TCEZEIN TWAHRET—F ., K
7'm b |Bverest16.6.1 e & P £ LMEAG O RPC OEIER L O =y Ni@kn
b

WZT 7B ATAEOD, EHEA =X NIHES T arS5<Fy
I A BE—T oA AL ET,

COMBENKD T Ty N7 F— L TBMENE LT,
« Cisco 4000 >V — R Y —E A HEAR L — &
*Cisco ASR 1000 7 7' ) F'—v g v r—E R L—X

» Cisco Cloud Services Router 1000V + U — X

WO~y RPEANELIFEEINELE @ iphttpserver B LW
restconf

Cisco IOSXE | CiscoIOS XEFuji 16.8.1a Tlx, Z OHEEEIZRD T T v b7 4 — A4
Fuji 16.8.1a ICFEESNTOE LA,
« Cisco 1000 & U — X #—E Afp L —#
« Cisco ASR900 >V —X 7 7Y F—g v h—E X L—&
*CiscoASR20 > U —X T 7V =gy —E X L—X
* Cisco Catalyst 3650 > J — & A A v
» Cisco Catalyst 3850 > J — X A A »F
» Cisco Catalyst 9300 > U — & A A » T
s Cisco Catalyst 9400 3 U — X A A
* Cisco Catalyst 9500 3 LT 9500 /A NT f—v 2 A v —
R AL v F
¢ Cisco cBR-8 T /N—Y R T m— RNV R b—X
» Cisco Network Convergence System 4200 3/ U — X
Cisco IOSXE | Cisco IOS XE Fuji 16.9.2 TiX, Z OHEERIZIRDO T T v b 7 4 — A
Fuji 16.9.2 ICEFEENTVE L,

» Cisco Catalyst 9200 33 XX 9200L 'V — & A A » F
* Cisco Catalyst 9300L SKU
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gNMI 70 ko)L

Z OREBETIX, gNMICAPABILITIES, GET 3 X OVSET RPC %M L 7€ 7 /VEREN R DO HERL &
EHT =X OOV THALET, gNMIA—2 32 04.0 3R —FERTnET,

« gNMI 7' &2 [ =)L OfiFIFHE (155 <X—2)

«gNMI 712 b 2L OREEE (156 ~<—3)

« gNMI 7' b 2V ZFINTT 55 (162 2—2)

« gNMI 7’12 b 2V EFHNZT B2 D% ERF] (168 ~=—)
« gNMI 7' 2 b 2L OBEE R (168 ~<—2)

« gNMI 7' 12 b 2L OEENE | (169 ~—2)

gNMI 7’0 k O)LD%I$9EIE

¢ SRR A E—TO0rigin 7 4 —/ ROFEHITHR— I THERFA, ETRVEZIEE
ToE, ZT—BIRINET,

e RPC —E X &2 BET 5
« JSON, BYTES. PROTO. BIWASCI= > a—F 4 I F T g

JSON F—(Ti%, ROFEHREDARTZEMMRH L ITERRD YANG 'L 7 4 v 7 AREENTH
HVENRHY FF, =& ZIE. openconfig-vlan.yang DILIESD 5 IRAE L 7= routed-vlan |3, Bl
J— ROAFIZEM EITEZ 720 B/ — I v 74y 7 X oc-if ZFbET) |
oc-vlan:routed-vlan & AJ) T 5 MERH Y 77,

* GetRequest :
L — 5

fEHET IV

* GetResponse 1%
o [=A4 VT A (Alias) ]

e Delete
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* SetRequest TlX, VA /N KA — FEFTRTOF—FVR—FENTWERHA, ZRITHE
SNTNADIRBYR—FINET,

gNMI 70 k3 )LDIEE

gNMI [ZD U\ T

gNMIZ, Google (Z > TR EIN/-gRPC Ry U —7EH T v ha/LTd, gNMIiZ, *v
N —2 TR ADRREEA A bk, HlE, BIRT 2 A= XA BT — 4 & Fort
HAN=RREREELET, gNMI A5l U CTREES NS 27 2 Y IZ YANG 26l L CTEF L
== D

gRPCIZ, 770U R —NEWETLENANT TAT b &AM L TRIEEIE THRR FIEE 72 Bl
iz RHT 572012 Google IZL > TSN E—F TRy —Y% 23—/ TY, gRPCIT
eNMI Zf5ik L, 7 —& LEIFERZARIL L THET L FRERE L ET,

P —ERADOREENEA LIZHA, eNMI 7 e —75 (GNMIB) (2L 5T, up 25 down ~DEE
WO REN, T — X _X—ANEE) L TETEND E THETTD RPC A —E 2F]
AREDOA =V %R LET, VAN, GNMIB IZ X > T down 2> 5 up ~DOEEIR
REDZALH /R S, RPC OifE OMBLN T S E T,

RFC 7951 D12

RFC7951 Tlt. YANGF—% Y U — L2 ZOH 7Y U —0 JavaScript 7 ¥ = 7 h#i (JSON)
T a—F 4 VIBNREEINTWET,

YANG 7—% /—FK (V=7 av7F, U—=7URXF, URAL, anydata /— F, BLO

anyxml / — F) OA VAZ AL, JISONAT V7 hEFIFARTEEONT OA L R—L L
Txra—REhET, = a—F 47 A—E, B/ETFT—X, KEET—% | RPC #/ED
RGRA—HF Tray, @MkE, $_XTOEATOF—% V) —THUTT,

T—H )= R A VAZ L RTTRCLREEORT ELCra— RS, TOLAFNEIT —
X ) — Rl I ET, EiX, 7—% J— KO T7 IV I Lo THERY F7,

My—21 7=%/—F

V—7 /7 —FRiX, 72 VIV —RNIERH Y ETHHEHD EHA, V=T A AX LRI,
AHTEEONT L LTz ra— FahEd, HidiX, V—7D% A1 75T T, XTI,
i, U7 7/ Ttrue) F720% MMalse) . E72IXF8k7emdd] Mnull]) 2EATEET, HEIH
TemRADT—FZHANY —7 /) — K Tohd (377, BEEMIT Nl ERTZ720) SHa.
ZOV—7OfEIFEHEEa— REhET, 2%, X7 EREESIET (JSON A7
Y/ MIMATIEARLS, XT O ISONENEENET),

wiz, V—7 J— REZDHZRLET,
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gNMI GET Request [J|j

leaf foo {
type uint8;
}

KIZ, JSON T a— RENTE/AN A LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGETRPC (X, 7—% Y U —inbh, 1 DL EoRERME, RERME, IRAEKEBREME, £
T AR — FINTWDHE— RIZEEMT SN T X TORMEEZIIET 2 HEEZEELET,
T—4 ) —InLEERET 572D, GetRequest237 7 A 72 b X —7 v MIEEIN
7, GetRequest ~D & & LT GetResponse 23165 S E 7,

WOFNE, JISONHEIED Get U 7 = A hZ /R L TWET,

Creating a path object for xpath: /oc-if:interfaces/interface[name=Loopbacklll]
++++++++ Sending get request: ++++++++

path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
encoding: JSON_IETF
++++++++ Recevied get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"Loopbacklll\""

}
}
val {
json_ietf val: "{\n\t\"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\
"openconfig-interfaces:config\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t}, \n\t\
"openconfig-interfaces:state\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\
"openconfig-interfaces:ifindex\":\t52,\n\t\t\
"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\",\n\t\t\
"openconfig-interfaces:last-change\":\t2018,\n\t\t\
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"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

ETFLBHEIOSS5IEY T4 |

scounters\":\t{\n\t\t\t\
tin-octets\":\t0, \n\t\t\t\
rin-unicast-pkts\":\t0, \n\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\
rin-discards\":\t0, \n\t\t\t\
tin-errors\":\t0, \n\t\t\t\
:in-unknown-protos\":\t0, \n\t\t\t\
rout-octets\":\t0, \n\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\
rout-discards\":\t0, \n\t\t\t\
rout-errors\":\t0, \n\t\t\t\
:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\"Loopbacklll\"\n\t}, \n\t\

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

:subinterfaces\":\t{\n\t\t\
rindex\":\t0, \n\t\t\
cconfig\":\t{\n\t\t\t\

rindex\":\t0, \n\t\t\t\
:name\":\t\"Loopbacklll\",\n\t\t\t\
:enabled\":\t\"true\"\n\t\t}, \n\t\t\
sstate\":\t{\n\t\t\t\

rindex\":\t0, \n\t\t\t\
:name\":\t\"Loopbackl111.0\",\n\t\t\t\
:enabled\":\t\"true\",\n\t\t\t\
radmin-status\":\t\"UP\", \n\t\t\t\
roper-status\":\t\"UP\", \n\t\t\t\
:last-change\":\t2018, \n\t\t\t\
:counters\":\t{\n\t\t\t\t\
rin-octets\":\t0, \n\t\t\t\t\
tin-unicast-pkts\":\t0, \n\t\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\t\
tin-discards\":\t0, \n\t\t\t\t\
rin-errors\":\t0, \n\t\t\t\t\
rout-octets\":\t0, \n\t\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\t\
rout-discards\":\t0, \n\t\t\t\t\
rout-errors\":\t0, \n\t\t\t\t\
:last-clear\":\t2018\n\t\t\t}\n\t\t}, \n\t\t\

"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

WOHL, JSON #i&ED Y — 7 TP GetRequest 27~ L TWET,

Creating a path object for xpath:
/oc-if:interfaces/interface[name=Loopbacklll]/state/oper-status

++++++++ Sending get request:
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {

key: "name"

ottt
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gNMI SetRequest .

value: "Loopbacklll"
}
}

elem {
name: "state"
}
elem {
name: "oper-status"

}
}
encoding: JSON_IETF
++++++++ Recevied get response: ++++++++
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"Loopbacklll\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val |

json_ietf wval: "\"UP\""
}
}
}

gNMI SetRequest

Set RPC |&, ¥R — h STV D ET /MZEEMT b/ 1 DLl EOREWRER BRI AR ET
LHEERELET, 7—2 YV —NOEZHEHT 572012, SetRequest 737 7147 M b
Z—iy MIEEENET,

SetRequest Tld, ZERIFEES N (VAN RI—F, BEIOTRXTOXF—IBED/SAITH R —
FERTWERA) 2SA B "json ietf val" F 721X "json_val" TypedValue D #4723 7R — h S
NET, ISONF—IZIZYANG T LT 4 v Z ARG ENTWDOIRENDH D £, ZOT V7 1>
I ATIEIROBEFZDOLRIZEM BB E (X872 0 £, openconfig-vlan.yang DILIED HIRA L7
"routed-vlan" I%. Bl / — FOARIZER & I1XRR 5720 (Bl — ROT V7 4 v 7 A%

oc-if) | "oc-vlan:routed-vlan" & ASJ T HMENH D F£5,

1 D SetRequest (25 £ HHIER, B, BLXOEHL, ®2ATIODO T T rvar vy
FeLTHbhET, R0 P77 a0 TERTHERENRAELZEAE, bT
VI a VEERPES SN TR — Ny 7 Z3LET, SetRequest (Zxf L T SetResponse 23K
Y CE
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ETFLBHEIOSS5IEY T4 |

WOHFIE, JSON #§i&E D SetRequest 7~ L TV ET,

Creating UPDATE update for /oc-if:interfaces/interface[name=Loopbacklll]/config/
Creating a path object for xpath: /oc-if:interfaces/interface[name=Loopbacklll]/config/

++++++++ Sending set request: ++++++++

update {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
elem {
name: "config"
}
}
val |
json_ietf val: "{\"openconfig-interfaces:enabled\":\"false\"}"

}
}

++++++++ Recevied set response: ++++++++

response {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
elem {
name: "config"
}
}
op: UPDATE

}
timestamp: 1521699342123890045

WORFNL, JSON D Y — 7 @ SetRequest &7~ L TV E T,

Creating UPDATE update for /oc-if:interfaces/interface[name=Loopbacklll]/config/description

Creating a path object for xpath:
/oc-if:interfaces/interface[name=Loopbacklll]/config/description

++++++++ Sending set request: ++++++++

update {
path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"
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}
}

elem {
name: "config"
}
elem {
name: "description"
}
}
val |

json_ietf val: "\"UPDATE DESCRIPTION\""
}
}
++++++++ Recevied set response: ++++++++
response {

path {
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"
}
}

elem {
name: "config"
}
elem {
name: "description"
}
}
op: UPDATE

}
timestamp: 1521699342123890045

gNMI JSON_ietf_val

gNMI JSON_ietf_val ]

JSON % A 71%, fEARFC 7159 THE SN TWAHISON L& LT ra— RERTWS =
LERLET, BMOZ A7 (JSON_IETF 72 &) X, JSON T —H D= a— ROFE DB
Btz r LET (BRIC, YANG £7 /U bLT —2 D> U T OUICBEET 5355) .

RIZ, JSON ietf val A v tE—YOFIZRLET,

val {
json_ietf val:"{
"oc-if:config": {
"oc-if:description":
"UPDATE DESCRIPTION"
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gNMIDITS— A vt—

T —NRETDHE, gNMILIFIAN= 7 — A v e—VZRELES, ROEZ > a TliE
eNMI =7 — X vt —T %N DOvR LET,

WIZ, RANED R GRICRREINDI T T — A= OFZ2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIZ, FREET —PRELLEGBICFERINLGET— Ay —VORlERLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—AERNEOLGEIIERINLITT— Ayt —VOflaRLET,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaJLEZBICT H5E

Linux T® OpenSSL Z {3 L /=3ERAZE D 1ERL

REE L R T A RARA U ME, BEFXF 27 gNMI — 2O HMETT,
KRIZ, Linux v 1T OpenSSL Z i H U CREMAE A 1ERCT D&~ L £ T,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -req -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -req -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256
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TINA ANDEERRAEDA VX F—)L
WL, T3 AZFEHEEZ A VA M=V F B FHEEZRLTONET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

4=

Receive:
Enter PEM-formatted CA certificate.
End with a blank line or "quit" on a line by itself.

oo oo

# Send:
# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
Enter PEM-formatted General Purpose certificate.
End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
°

% PEM files import succeeded.
Device (config) #

# Send:

Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none
Device (ca-trustpoint) # end

Device#

X7 E— FTOgNMI OEZE
A\

GE) DX AL, CiscolOS XE Fuji 16.8.1 — Amsterdam 17.2.x (23 S v E T,
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F IR D FH

EFLEHETOSS5TEY T4 |

[Day Zero setup] C. HINIT A A& F 2T T— R THDIZLTHE, T3 A &85
WL, BF a7 T— Rz LET, HrFaT £— FTgNMI 2513 5121F. no

gnmi-yang server =~ > R&2fEH L £,

N

GE)

eNMI FEEF 27 =Nt FX a7 — N IRFICFITTE ET,

enable

configureterminal
gnmi-yang

gnmi-yang server
gnmi-yang port port-number
end

show gnmi-yang state

NoahsMwN-=

ARV RFERERTI VA Y

=)

AT w1 |enable ¥ EXEC E— RE A LET,
il - e NMAT—REANLET (FERINTHA) .
Device> enable

AT 72 |configureterminal sua—s ) ar7 4 Xalb— gy ®— Faelh
15“ . L/i—g—o
Device# configure terminal

A5 73| gnmi-yang gNMI 7t 2% BMk L ET,
fl
Device (config) # gnmi-yang

AT 7 4 | gnmi-yang server eNMI — "zt F 2T E— RTHAMMLET,
fi
Device (config) # gnmi-yang server

AT 75 | gnmi-yang port port-number Uy RA325gNMIAR— hERELET,
il - « T 74 FDOH X 2T gNMIK— F9339 T
(Optional) Device (config)# gnmi-yang port 50000 Tfo

RTwv 76 |end Ja— L ar7 4 Xal—vary ®— REKT
Bl - L. % EXEC E— FIZRY £7,

Device (config) # end
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ARV RFEREET7TOVa Y Be

R T 77 |show gnmi-yang state eNMI Y — "D AT —H A FKRLET,
f5l -
Device# show gnmi-yang state

i
iz, show gnmi-yang state =~ > RO H Al E R L £,

Device# show gnmi-yang state

State Status

Enabled Up

X217 E—FTOgNMI OEZIE
A\

(X))  ZOHAZ7X, CiscolOS XE Fuji 16.8.1 — Amsterdam 17.2.x (Zi#fH S E 4,

X 2T E— R TgNMI Z{51E3 %21, nognmi-yangsecure-server =~ > R&afH L 7,

\}

GE)  gNMIFEEF 27 #— btk aT $— TRABCFFTE £,

FIEDEE

enable

configure terminal

gnmi-yang

gnmi-yang secur e-server

gnmi-yang secure-trustpoint trustpoint-name
gnmi-yang secure-client-auth

gnmi-yang secure-port

end

show gnmi-yang state

NGO RAEWN=

Cisco IOS XEFuji169x 7R S SYEUF 4 a2 74 Xalb—Ya > A4 K .



B tx27=—rcommornt

F IR D

EFLEBBEIOIS5TEY T4 |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e N2 — RE AN LET (ERENTHD) .

ATy T2

configureterminal

1

Device# configure terminal

sa—\ L ary7 X al—3ay E— Ntk
L‘ij‘o

ATvT3

gnmi-yang

1

Device (config) # gnmi-yang

eNMI 7' A& BtE L £,

ATvT4

gnmi-yang secur e-server

1

Device (config) # gnmi-yang secure-server

eNMI Y — %2t X a7 T— R THICLET,

ATy Th

gnmi-yang secure-trustpoint trustpoint-name

1 -

Device (config) # gnmi-yang secure-trustpoint

trustpointl

eNMI 23SGRREICHE 95 b7 2 MARA > b LRERE
Ty FEBEELET,

ATvT6

gnmi-yang secure-client-auth

1

Device (config) # gnmi-yang secure-client-auth

(EE) gNMI 7t A1, L— FFEELHRAEL
T I7A47 Y MEAEETIEL £7,

ATy T1

gnmi-yang secure-port

1

Device (config) # gnmi-yang secure-port

EE) Vv AT 25 gNMIA— FERELET,

« T 74NV hOFHEX 2T gNMIFR— ~ L9339 T
R

ATvT8

end

1

Device (config) # end

Juau—n)aryZ7 4 FXal—arET— RRERKT
L. M EXEC E— FIZRY £,

ATvT9

show gnmi-yang state

1 -

Device# show gnmi-yang state

eNMI Y — DA T —H A% FR LET,

1

IZ, show gnmi-yang state =~ > ROl 2R L £,
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Device# show gnmi-yang state

State Status

Enabled Up

gNMI & S5 4 7 > kD&

VRNZRRE LTz A4 7 » FiEHFE LV — FREHEZME A L TegNML 7 74 7 & MR S h
ij‘o

WIZ, Python ZfEH LT gNML 7 T4 7 > N &8 T 562~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys

>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc

>>> import gnmi pb2

>>> import gnmi pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/"'

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem', 'rb') as f:
>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client _key = f.read()

# Create credentials object
>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 50052, can be changed on ios device with 'gnmi-yang secure-port ####'
>>> port = 50052

>>> host = <HOSTNAME FQDN>

>>> secure channel = grpc.secure channel ("$s:%d" % (host, port), credentials)

# Create secure stub:
>>> secure stub = gnmi pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure stub.Capabilities(gnmi pb2.CapabilityRequest ())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"
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gNMI 7’0 2 LZEEBMITT 51=-DDEEH

5l : gNMI 70 k3 J)LDEZNE
A

GE)  ZDflE, Cisco I0S XE Fuji 16.8.1 — Amsterdam 17.2.x |2 H S v E 7,

5l : EEF 27 E— FTOgNMI DEZHIE
WIZ, gNMI H—RZIEF a7 E— RCTHDNZT D02 R LET,

Device# configure terminal

Device (config) # gnmi-yang

Device (config) # gnmi-yang server

Device (config) # gnmi-yang port 50000 <The default port is 9339.>
Device (config) # end

Device#

Bl X217 E—FTOgNMI DEZE
WIZ, gNMI =& F 2T T— N THEMCTEHE2RLET,

Device# configure terminal
Device (config) # gnmi-yang server
Device (config) # gnmi-yang secure-server

( )
Device (config) # gnmi-yang secure-trustpoint trustpointl
Device (config) # gnmi-yang secure-client-auth
Device (config) # gnmi-yang secure-port 50001 <The default port is 9339.>
Device (config) # end
Device#

gNMI 70 F O JLOBEEEH

BERE YZaTFIL AL ML
DevNet https://developer.cisco.com/site/ios-xe/
gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /32 = | https:/github.com/openconfig/reference/blob/master/rpc/gnmi/
v =—35 ¢ |gnmi-path-conventions.md

7
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gNMI 70 + 0L DH#EETER .

ZEESKXURFC
=4 /RFC 24 kL
RFC 7951 YANG CETFMELENTZT—ZDISON = a—F ¢ 7

SRADTHZAIL YER—+

B 9

YARAADHR— K Web¥ A hTiE, v AaB LT 7 /7 1Y — | hitp//www.cisco.com/support
WHETD NI TNy a—T 4 B HRILTWEET 5 K912,
Vo2 T AR =L EIILOETHEERLS L TA ) Y — R
BEL TV ET,

BEWORGOEF 2 U7 4 HFROEMEHRE AFT 572012,
Cisco Notification Service (Field Notice 2257 7 & Z) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHR— K Web A FDOY— T 7 AT DT,
Cisco.com D —HF ID BLUOVXRA T — RABAMLETT,

gNMI 700 k 0 )L DH%REEER

ROFNZ, ZOFY 22— /LTt LIHEEICET2 ) U —AF@ME L3, ZoRIiT, V7
Fo=7 UU—R bbA U THEREOYR— FREASNZEEDOY 7 by =T VY =72
FERLTWEY, TOERIT. W 3720 RY . 2O —EDY 7 by =7 U —
ATHHR—FSNET,

TT7 Yy R T A=AV R—IBLOV AT YT hU =T A A—VOHR— MIET L EHREY
FREZT 5 1Z1%, Cisco Feature Navigator il L 9, Cisco Feature Navigator (27 7 & A 52
X, www.cisco.com/go/ctn IZFEE) L £ 7, Ciscocom DT 7Y MILEDH Y EH A,
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ETFLBHEIOSS5IEY T4 |
B ovwvisoranomess

£ 16:gNMI 70 kO )L DRI ER

tRER 1)) —= HREEHR
gNMI 7’12 k =21 Cisco IOS XE Fuji 16.8.1a | = OEEE TIX, gNMI OHERE L GET 3

L OVSET RPC %1 L7=F 7 L EREN
DFIE LT — 2 DRIFIZ OV TR
E)q L/\iﬁqo

ZOMEEIZ, ROT T > N7+ — AT
HIEINTWE L,

» Cisco Catalyst 9300 ' U — X A A
a:

» Cisco Catalyst 9400 >V — X 2 A v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco IOS XE Gibraltar gNMIZ EIZEf] & gNMIL U A )L R — R
16.10.1 OHHR— NI, KOT T v KT+ — LA
WZBmEiE Lz,

« Cisco Catalyst 9300 'V — X A A v
.a:.

* Cisco Catalyst 9400 >V — X A A v
.a:_

» Cisco Catalyst 9500 ' U — X A A v
a’_
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ETILR—X D AAA

NETCONF A > # —7 = A A& RESTCONFA > &% —7 = A AlZ. NETCONF 7 7 & A #l{#HE
7L (NACM) #FEEEL TWET, NACM (X, RFC6536 THESN/T-m—/_X—X T 7 tEX
2> he—/L (RBAC) DFEHXD 1 >TT,

e T LR—ZM AAA (171 =—)

¢ BT INR—AD AAA IZBET D52 DMOBEEE (177 X—)

s ETANR—AD AAA BT D REST# (178 =—2)

ETILR—X D AAA

—

ETILR—X D AAA DFETIREH

ETNR—AD AAA EEZ T 21213, WONFIZOWTEHEANIHEM L TBLERH Y
F7,

* NETCONF-YANG
* NETCONF-YANG kill v g &~

*RFC 6536 : v hU—Z7&EZ 1 b=l (NETCONF) 7 7 & AHli#Hl€7 /v

EARE

NETCONF #— & AR RESTCONF Y —EABEFNZ /D &, macm V7 U — 0N FHFNIRE S
NTWRWNWT A R T, BEL L 15 D2 —TLANADOT R TOEMEE T —F ~Din 0L /&
XA FEFTT 7 BAZESE LE T, ZICONWTIE, macm ¥ 7Y U —DOROREITEER I
TWET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<rule-list>
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<name>admin</name>

<group>PRIV15</group>

<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

BIN—T AonN—y T

=P DITN—T A N—=2 oy FIF2 DD Y —ANLERETEET, 1 DHIX, RARCHEHT
D AAA I — R TRESNTNDH2—FOMHERL~LTF, 2-DHIE, /nacm/groups 7> U —
TRESNTWAHER L~V T, BHHER L~ ST 5 7V —F D4 ENIRDO L B0 T

R
HERLAIL NACM 7' )L— T4
0 PRIV00
1 PRIVO1
2 PRIV02
3 PRIV03
4 PRIV04
5 PRIV05
6 PRIV06
7 PRIV07
8 PRIV08
9 PRIV09
10 PRIV10
11 PRIV1I
12 PRIV12
13 PRIV13
14 PRIV 14
15 PRIV15
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\)

e Ol |

6=

\)

PEED 108 o~ R FERR L~ HES< D72 L) 1X, NETCONF %7213 RESTCONF
WA S EE AL

GE)

FEBR L~ S WD T NACM 7 v — I 5. 8727 7 & AT, HER L ~ULE VW NACM 7
N—AIIAGER SN EY A, 728 21F. PRIVIOIZHEH &b /1—/LiL, PRIVIL, PRIVI2,
PRIV13, PRIVI4, BLXOPRIVISIZH HEMICHEA SN DD TlEdH 0 TH A,

NACM #E[R L N L DR TFE R

AAA FEN no aaanew-model TRHE SN TWAEHEAEIE, =2—FIZx L Ter—I VZRE S
T-HERR LU M SHUET, AAA RED aaanew-model TRE SN TV HHA . HERLX
MiE, A Y w K U A b aaaauthorization exec default (2 BEfT T STV 5D AAA — 2 L -
TkE F9,

NACM DEXE D EHE & RSP

NACM i%7€lX. NETCONF F 72X RESTCONF # i H L CTEE CT&x £9, =—F N NCAMFKE
T 7 BATELLICT AT, ZO0DOBHRRMERZE-EALERHY £, OF

D\

NACM L— V& LET, maecm V7Y U —D FOREL. copy running-config

startup-config EXEC =1~ o R3FITS 5 & &, F7-id cisco-iazsave-configRPC 23517 S D
L EIHRRELET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<save-config xmlns="http://cisco.com/yang/cisco-ia"/>

</rpc>

\}

GE)

NETCONF & v < = M & A NACM L —/UiE, & v g v O nacm 7Y U —
THEINTWDLHOTT, macm %7 U —IZZEFE A TH, NETCONF & v = iEd
TICHENL ST WD T OB % 51 £ A, <kill-session> RPC & 7= |3 clear netconf-yang session
EXEC =2~ > K& LT, R¥E7 NETCONF © v ¥ 3 »VZEINCK T D2 N TEE
9, NETCONFKill v ayv (1223—2) 28BRLTLEE,

6=

REEDT —HZ~DT 78 ABEET HV—VEERT D561, A U7 —% B3 EHD YANG
EFEVa— Ve T—% )= RONRZAZN L TARESNDAREMENH D720, FEESILETT, -
ERIE. A VHF—T A A 2T 4 F 2 b—1 3 F Cisco-lOS-XE-native & ietf-interface @
WHZEZNLTARENET, RULT—Z D1 oOFRBUCTHEHA SN D TEEMERH D L—ViT,
ZOT—FZDMORBUITEH SN WEERH Y £,
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NACMEZZED Y v +
macm 7YV —OREXZHFREIZ) By bTAHITE, koa<wr FaeERALET ( THH
R 2381 |

Router#request platform software yang-management nacm reset-config

NACM &% 7€ 1
A\

G¥) ZIZITEITTCWAENTHAOAREZEE TS5 L O T,

RIS, IN—TREDHIZRLET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<groups>
<group>
<name>administrators</name>
<user-name>admin</user-name>
<user-name>root</user—-name>
</group>

<group>
<name>limited-permission</name>
<user-name>alice</user-name>
<user-name>bob</user-name>
</group>
</groups>
</nacm>

RI17: T —TREDHE/NT A —2 D5

IRTA—% &
<name>administrators</name> TI—T4
<user-name>admin</user-name> Z—W4
<user-name>root</user-name> a—4

KIZ, BV a— —LEERTAH 2= LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>

<name>only-ietf-interfaces</name>

<group>limited-permission</group>

<rule>
<name>deny-native</name>
<module-name>Cisco-I0S-XE-native</module-name>
<access-operations>*</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-ietf-interfaces</name>
<module-name>ietf-interfaces</module-name>
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<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

R18:ED1—IIL—IVEERT H-HODHE/ S A — 2 DFHA

NG A—4 & EA
<name>only-ietf-interfaces</name> EAHDNL—LY R N

< group > permission </group > = A NBEHIND T —T
<name>deny-native</name> [EA DN —V4

<module-name>Cisco-IOS-XE-native</module-name> | YANG & 3 = — /L D4 Hij

<access-operations>*</access-operations> CRUDx OEIEX A 7
<action>deny</action> SRR /EAS

wIZ, 7a b I B EA— VBT DR LT,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>only-get</name>
<group>limited-permission</group>

<rule>
<name>deny-edit-config</name>
<module-name>ietf-netconf</module-name>
<rpc-name>edit-config</rpc-name>
<access-operations>exec</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-get</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

£19: 70 FVBEL—LEERT BT=ODHRE/NT A —2 DA

INTG A=A s EA

<name>only-get</name> BAHDONL—LY R N

< group > permission </group > = A NP SND T —T
<name>deny-edit-config</name> EA DL — V4
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NS A—4 A A
<module-name>ietf-netconf</module-name> RPC &€ Y 2 — /L D4 |
<rpc-name>edit-config</rpc-name> RPC D4 i
<access-operations>exec</access-operations> RPC D EFTHER
<action>deny</action> el FE A

Wiz, T—4% ) — R V—nVEERT 02" LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>hide-enable-passwords</name>
<group>limited-permission</group>

<rule>
<name>deny-enable-passwords</name>
<path xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native>/ios:native/enable

</path>
<access-operations>*</access-operations>
<action>deny</action>
</rule>
</rule-list>
</nacm>

RW:T—% /— K L—LEERT B=ODRE/T A —2 DA

NS A—H Bz

<name>hide-enable-passwords</name> BAHDONL—LY A N

= U A NREHIND T V—T

< group > permission </group >

<name>deny-enable-passwords</name> HDL— V4

<path FFAEITHESE SN T —4 /) — R~D/RA
s oIS NEpivesefiotrebet

<access-operations>*</access-operations> CRUDx OEMEH A 7

<action>deny</action> ST E

WIZ, T_XRTOZIN—TTHk LT, #EAED NETCONF RPC <get> 3 L TN <get-config> D [
A ¥ — K 71— K RPC <get-schema>, 35X OVE ¥ = — )L ietf-interfaces |28 57 — & ~D
FEAER Y HHT 7 & 2275 NACM REDHI 2R LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>readonly-protocol</name>
<group>*</group>
<rule>
<name>get-permit</name>
<module-name>ietf-netconf</module-name>
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<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-config-permit</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get-config</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-schema-permit</name>
<module-name>ietf-netconf-monitoring</module-name>
<rpc-name>get-schema</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>readonly-data</name>
<group>*</group>
<rule>
<name>ietf-interfaces-permit</name>
<module-name>ietf-interfaces</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

ETILA—ZAD AAA [CEAT 5 EDMDSEER

EEEH

BEEIEE TZ=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub UARY U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T L7 NUICEEILET, Z 2 TiE, 10S XE,
I0S-XR, BLUNX-0S7 T v 7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
Z#4£/RFC 24 R
RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®T Y T ERE
RFC 6241 Fy NU—rEESe a3 (NETCONF)
RFC 6536 Fy NU—27F&ET 1 b3 (NETCONF) 7 7 & A€ T
v
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SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

9

vAaADYHR— bk Web¥A K TIE, vAIORLST T )
O —IZlT B NI TN a—T 4 I RBEN. TN
565X, ~=a2T7 Y — L EEUD T8 TR A
YIA ) = RAERME LT ET,

BHEWORGL O X 2 U T 1 HERCHAMEREZ AFT L
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7/g ¥ D&Y — X |TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

http://www.cisco.com/support

R—Z D AAA [ZBH9 B HEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — X FmE R LEd, ZoRIT. V7
P27 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, ORI, FICHD 23720 RY . ZRUEO—EDOY 7 by =7 VY —

ATHYR—FENET,

TIy b7 =D R— FBEO AT VT b2 T A A=V OV AR— MIET L EWE
FREE4 % 1Z1%, Cisco Feature Navigator Zffi ] L 9, Cisco Feature Navigator |27 27 & 2§ 5 (Z
X, www.cisco.com/go/ctn IZFEE) L £9, Cisco.com DT B 7 MIMLEH Y £ A,
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£21: 70553 EY T4 DIEERER : T—% ETIL

EFNLA—20 AMA BT piactEn ]

HaE

iy

)1)—x

HEEER

FFL_N— 2D AAA

Cisco IOS XE Fuji 16.8.1

COREREIX. IRDTT v BT +— A
FILINTWE L,

* CiscoASRO00 > U — X T 7' U /' —
vary P—ERX L—H

* CiscoASR920 > UV —X 7 7Y Af—
vary —ERX )—H

* Cisco ASR 1000 >V —X 77
J—vary P—ERA N—H

« Cisco CSR 1000v A1 v F

* CiscoISR 1100 2 U — & H#— "R
B —4

* Cisco ISR 4000 2V — X #— B2
AR —H

* Cisco NCS 4200 ') — X

Cisco 10S XE Fuji 16.8.1a

ZOBREIZ, DT T > b7 x— AT
FHEINTWELE,
« Cisco Catalyst 3650 > U — X A A v
%
« Cisco Catalyst 3850 > U — X A A v
.a:.
* Cisco Catalyst 9300 > U — X A A v
.a:_
» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 3V — & A A v
%
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ETILERER T LA LY

c ETVEREIT LA R Y (181 =)

ETILEEBRTLA LY

ETNABRERT LA RYTIE, Ry M= TARAL ZINEH T AT T4, VT NVEA LD
i HRBE DO TE M A AN A P — AT H 2 &N TEET,

77V r—3 9 X NETCONF-YANG {2 L D fEHER— 2D YANG T —# ET /L&A LT,
VEETAREDT —X¥ERBEYV T A7 747 LET,

W LT — 21X, YT RV T a VLT A THESE, EREIN X TE
TPIIEHRRZ R T ) v a2 & ET,

ETILEREIR T L A M) ORMHEEHE
« NETCONF-YANG D%k & = O ik, ZAUII TR & EhE T,
* NETCONF & v ¥ = > OFfT,
shello A v B —V LHREA v — T DOF[EL LURAE,
« fENL S HU72 NETCONF £ v v 2 12k % YANGXML U E—k 7y —Yy a—L
(RPC) DIEZAZFAMIZ OV TIL, [NETCONF-YANG D% ERF] #5H L T 72X
Y,
NETCONF-YANG DOFEfiZOWTiE, [F—#F7 0] OBEZZRL T30,
« XML, XML 4 AiZE[H, # & T XML XPath O Hlifl,
«IETF 7 L A b VAR TER ST D AEHRERS KOV HI O F5k,

« NETCONF-YANG 737 /3 2 ECREFHATH VBB L T DHLERH Y £7, show
platform software yang-management process =~ > R&FEH L T, RO 7 & A B3ETH
ThHdHZLEMRLET,

Device# show platform software yang-management process
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B =7mm270 4 00T

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running
pubd : Running

Y

GE)  7rEApubd  TETAVHWEUT LA RN oA THY, i
WET L TOVRWEEITITET VBRI T L A bV I3HRE L £¢
A/o

« urn:ietf: params: netconf: capability: notification: 1.1 #§#81%, hello A »E—TYU A M 9§ 548
WY ET, ZOMREIEL, IETF 7 LA M) 2V R— 5713, ZATORT RAZ A X
INFET,

ETILERERIT LA RYIZDULVT

ETIEBBRT LA M) OBE

FTLARIE, HEO@BEZ oA T, Zhicky ., BiEBIRZEOMOT—2RY £— b
RA Y NEIET 7 BARGRRAA P TRESN, =4 —HAOZEHEITEEINET,
EFMEBT LA PR, ETABEBT LA B USRHET S AP DR T— 2 & R
N —AFBAN =R ANERAE L FT,

T LA RN T, HROEBITERFREEHBINT DD T ATV T g 2T ARMERS
NEF, EFTAREAT LA R TiE, *y b7 BEROEYRR—D T RREZRY
9., TORDVIZ, Xy VT —ZHERIZLY, HT R T A NITEUE SN DGR ORI 72
BRSNS, SN ET, 0%, EHIC, ATV VOEFEOLDY, YT A7 T4 T
SNTWAYANG A7 V=7 OBy NRYFEDOY T AT FANZA N —I T ENET,
ARN) =T ENDEZT—HIE, PTRZ VT gl loTHEhEnEdT, 727 0T
aZk, TV v a VIEYANG T —F A ST B EE (BB E I3k e BT
EYVTRAIFGATTHZIENTEDLLIT DD, BITEILZ. TNOOERFET v a L,
FEANCA R =752 ENRTEET,

A\

GE) BATFI w7 TRV T arOBRBDFR—FINTWET,
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gz y7vavonzs |

IRV )T a0 DBE

VTRV Taid, TVA MY v— L EOBEEMITEERTIEETHY, u—/LHE Tk
BEnsTF—2%EHLET,

BRI, Y7227V Fvauid, VA RNV TF—=20—E LTERENL —HEDOT —X
HEZRTLHEOIEMSNET, &2 T =2 P0ORED T —Z OFEXREDTT kA,
ELRERNTRWEGTH (E0%EE) DT —FeXEFTo0E2ERLET,

PR—=FENTWDEYFTRZ YT a b OREKREILIT 7y F 7+ =LKoo TRRY £,
BAEZI00EOV T A7 )V Ty a B R— RSN TWET, 727U 7y a0f, REHF
HIEIONTNMNCT DI ENTE, hT U AR— k7 v haLOEEOMAE Y EMHH
TEET, AT RTCOBREFALAT T A2 ) T2 arZT 7T 4 7T 52O RFHCSHK
DY TAZ VT aPNEELTWDEGE, VT A7 VT a  OBNRETEHE, 777+«
TV TRAI VT varwllRLIZE X, T 7T 4T THLIDENREFHY T A7
TarOlonREITINET, EMIC NI - T A2 VS ary (F74VED
B/AMEIZ100 2 TF8) &, BFHFICN) =SSNV T A7 YTy a rBnR— &
£7,

YT RN T g OFETIE, NETCONF R0Z DM /) — ANy R FarlI<7 N A4
4 —7 x A A (RESTCONF, gNMI 72 &) MNP HR—F I TWET,

CiscolOSXE VAT ADT L A N TiE, AT Iv I BT RAI VT v ar EEREFHATT A
7Y aro2BEOY TR g MR ERET,

BV T AT VT v a it AT Dy xRt 57 74Tk (BT A7 T A8 Lo
TEREIND T2, XA Y NVA v ERREINET, BREEAY T A7 U7 arTiE, T
Uy oy 3IZEE~OBEREZRB L, ZOMELAYLT U NERRINET,

<establish-subscription> RPC M5

YANG-push

RIZ, <establish-subscription> RPC Oz 7x L £9, RPC T, stream, xpath-filter, 3 KX
period D& 7  — /L RABMHATT,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>

</establish-subscription>

</rpc>

RFC6020:YANG : X NU—ZHipk7'a haLvos—2E5 ) 7 Z5 (NETCONF) LW
RFC 6241: %~ FU— 7k ~7 1 k2 (NETCONF) &, YANG 57— HZ_X—Z2DH%T A7 1
TLarBIOT v a2 AN=ALTHD YANG 7 v v 220 Tt L %9, YANG-push
YBTAZ VT aiF, T—F BT AEFEALTCERINE T, YANG-push ZEH LT,
TR TANRT TV Ir—3 3 UL YANG T — X = A0 5 FH OGN 72 A X~ A4 X A K
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ETFLBHEIOSS5IEY T4 |

U — A ZERTE £, YANG-push (3734 2 EIZA A =L EL TV D YANG EF /L2
KV SN DR T —F _XR—ANEEHT = RXR—=ANDT X TOT =X EXRIZLETT
RCOT—FDOYVT AT VT a PR — SN TWEDITTIERVWDOT, 7—2HD7 ¢
NEEEZDLENRDH Y £7,

\}

() YANG-push A b U — L ZFRETIHILERH Y £7,

XPath 7 1 LR DY R—

BTV r—ay

YT A T A THOD  "yang-push" A kU —LNOT—X ¥ > ML, XPath 7 4 V¥ ZiH L T
ELFET, 72720, XPathlL, "yang-push" A h U —ADT — X Z#{ETH & TN E LD X
D BT D MICERBN D EN D, XPath RUTITROHIRA RSN E T,

1. B—0AT7 V27 " eBEETHIMLENLDET, 204 TV MiFk, 277, U—
7. V=Y A, FEFVAMFEHTEET,

2. VANERE YT THOR—OT U N ZHBETH I —DNEENLLAR’HY £, W
A= FSNTVDLF—IEER I "{F—4={F—H]"TT, BExF—%2FEHT 512
BHOX—BELFEHLET, X—DOARIEEITEETHLILERH Y £3, #HASLT A
)V R — FEIZV R — SN TWERA,

3. H—DH 7RIV FarTEROA TV Y R—FTEHL91C, AHET
() ZEHCTEES, =4 HFE 1L NETCONF k7 AR — %T@&% L. gRPC
TIIHREE L EHE A,

EM YT A7 Y T arTid, Y7 R7 T4 THEBIERIC L DB OT v > = TR
IR EESNET, tﬁLT/\/I’XZJ!I:/‘—«U( ECHoT=D Ry NT—TNRHEL TV T3
CIIET A2 ENH Y T, WITHEHIX, BREINTEY L A ~—O% THRHIIEE SN ET,
ol X, WM E 105 L% ET D L, %7%7)7/3/@¢ﬁﬁ& A D FEH N E(E S
., FO®HIZI0 B EICEEINET,

WM &3, BTy v a BEHE O FR (17100 %) BAZOER T, HF2 1000 TH
UL, YT R7 A4 TRHRIEROERNTI0H T L1070 7, K/hOWMEREIZ100 (DFY
1) TF, 7740 MEIEH Y £ A, Z DT <establish subscription> RPC (ZHI/RAGIZ G E
TOHOMENDY £,

BEFELRWT —ZOY T A7 U F v a VEFFr s, @BEOY 7 A7) Fova vk LTE
TEINET, BOT—FERGTBHE, BERINZHRITEOFEIBRMNEE I NET,
EHIH R EICL, YT R T TRHBEDOT A EBRE I T—T V07 v ar—RNaEnE
ﬂ—o

F LA k1O RPC H7K—

7 L A K U T <establish-subscription> RPC & <delete-subscription> RPC 23 % 78— N S LTV E
j—o
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<establish-subscription> RPC 23355 & D & /N7 U » &% )b D RPC SR ITIE <rpe-reply>
Avt—U b BERAX MY T % ETe <subscription-result> RN E ENFE T,

WDOFRIL, <tpe-reply> A v E—T TOIRE L, IGEOHBERLTWET,

R F RPC EES|
ok <establish-subscription> 522

<delete-subscription>

error-no-such-subscription

<delete-subscription>

fEEInNET o L— MIFE
ELERA,

error-no-such-option

<establish-subscription>

gk T A7) g
NIV AR—FINTWER
oo

error-insufficient-resources

<establish-subscription>

YT 27 T g RO
HIZE W IERTE A,

TRV TTa s
TED,

C TR &N T — X DR
KRETEDHLRASH
5.

« TR YT A7 U
varoEnETE
2o

error-other

<establish-subscription>

DD S NDE T —T
j—o

TLAKI)TONETCONFEY 3>

TLARNIOHT AT YT a rBIXOHEHIL, NETCONF v v a a2 LRk S E
To TVANIDOY TR YT a r ZMHENLT DO 4025 NETCONF & v o 3 i,
TL AN OEHEZITERY £9, NETCONF ¥ v ¥ a U AEESNZY . B kS hn/-
e, BEEfT o7 LA N TR T a b S RET,

FTRTOEY T a A NETCONF By g ThhAED, TXTHOE YT g OFKIL.,
NETCONF DOFEIEIZE Cib D L7 F9,

FLARYIZBIFTBINAA PFRLASEY T4

BAFIv 7 TULARN)IOEERIZ, 77274 TRAAL v F L LLIFAAL vF RAHF v T ND A
VN—=~D SSH, 23 A T TV T AN —FIBTDET VT 4 77—k 7n
T v~ SSHIZ LD NETCONF v g TSN ET, Y10 EZKIZ. TLA IO
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EFLEBBEIOIS5TEY T4 |
B » o roz7rmmmsL 4y Ree

YT AT T arEBRiETHNETCONF Yy v a v a2ED, BEE2ERATITXToty
VarEWEL, BT AOIMNERDY £T, UV EBEXRIT. TRTOYTRZ7 Y Fvary
HER T HDMENH Y 9,

SO TILDOETIVEREIRIT L A F1) RPC
HITRY YT 3 DR

YT A2 YT a o, ML S 72 NETCONF & v o2 %A LT, XML RPC Zf#iH L C1E
% S AUE T, <establish-subscription>RPC 3 IETF 7 L A U D7 F A4 7 > MEIZa Lo i
bRy NU—27 T RZEEFEESNET, RPC TlE, stream, xpath-filter, 35 X ¥ period D%
T A=V RRRZATY,

Wz, BHF—Z_X—2ADY TR YT a9y T —TA~DYE TR Fo g OfERLE
KR

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

HEI—FDZIE

YT R7 V)T a UPRIEFIERIND &, T8 REVT R Y 7 g iR notif-bis:ok 18
FOV 727 V7o aryIDTRELET, KIT, YT VRERPC A vE—Y O 2R L E
7,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:
ok</subscription-result>

<subscription-id
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>
</rpc-reply>

IR YT DTy 1BHDOZE

TNRAANE T a8 NDH T A7 Y 7 a VEBFIEXMLRPCIEXTH Y, 216 MERK
SR UNETCONFt v v a MC RV RESNET, HT A7 T4 TRHBIEROBER L7213
U —I|Z datastore-contents-xml % 7N TR IV E T, KICRTDIL, V7 A7 T A 75 RAEH
it 59 7L RPC A v E—UTT,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
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47251y 7vavoimons [

<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT 27 YTy arMTbNAERERNETHIHA. TN EE &EitET 7 &
A YRRRE) THYFELZLZWGSA, EMEINIZEIC/A20, B, datastore-contents-xml
2T HFOZ LT T, WITRT O, EMEHNETHL TV RPC Ay E—UT
h@‘o

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.747Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483649</subscription-id>
<datastore-contents-xml />
</push-update>
</notification>

T DOFHDOERE
BHEOYT A7 VT arO—EERET 5I21%, <get>RPC % Cisco-I0S-XE-mdt-oper &7 /L

WCEFELET, BUEOY T A7 ) 7y a v o—E42FRT 51213, showtdemetryietf subscription
avr RoEHTEET,

WIZ, <get>RPC A v E—T OB EZRLET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

Iz, RPC InEflZ 1~ LE1,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>

<subscription-1d>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
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<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<updates-in>0</updates-in>
<updates-dampened>0</updates-dampened>
<updates-dropped>0</updates-dropped>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

KIZ. show telemetry ietf subscription dynamic brief =~ > FOHA#HIEZ R L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief

ID Type State Filter type
2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

&IZ. show telemetry ietf subscription subscription-IDdetail =2~ > KO B %2R L E T,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

L OHIR

TULARNY B TRZ YT a 0%, 2 OoOFETHIFRTEE9, 1 DHIL, subscription-id % 7
WZH T A7 V73 v ID % & T <delete-subscription> RPC Z 5595 Z & CT7, Ziux, 47
ALY TANDIHNFEITTCEES, Y7 A7 VT a0k, BINETCONF & v v 3 U BARFHEE /-
TEIr Sz L ZICHEIBRSNLET, 1y MU= RSP SL725E 1% SSH/NETCONF
Ty alrBEA LT U NLTEORICYHT A7 )T v a UREIBREND T, £ ORHEMN
MWD ENHY T,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
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xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>

ETILEEBE T LA RN ICET L ZOMDSEEN

BEEE RZaTFILEA L
YANG =7 A7 a—% https://github.com/CiscoDevNet/yang-explorer
BESL K URFC
2 /RFC B4R
AR NBHDOHARZN YT AT Y T g https://tools.ietf.org/id/
draft-ietf-netconf-subscribed-notifications-03 draft-ietf-netconf-subscribed-notifications-03.txt
A X2 FEED NETCONF H4A— k draft-ietf-netconf-netconf-event-notifications-01
RFC 5277 NETCONF A~ | i A
RFC 6241 Xy MU= RET 1 AL
(NETCONF)
RFC 7950 YANG 1.1 7—2% €7V 7 5k
RFC 8040 RESTCONF 7'& |k =2 /L
A~ R REN DA draft-ietf-netconf-rfc5277bis-01
YANG 5— X A N7 T a®P T AY 547 |draft-ietf-netconf-yang-push-04
YANG & — X A N7 v aBHDOY 7 27 54 |https://tools.ietf.org/id/
~' draft-ietf-netconf-yang-push-07 draft-ietf-netconf-yang-push-07.txt

Cisco IOS XEFuji169x 7R S SYEUF 4 a2 74 Xalb—Ya > A4 K .


https://github.com/CiscoDevNet/yang-explorer
https://tools.ietf.org/id/draft-ietf-netconf-subscribed-notifications-03.txt
https://tools.ietf.org/id/draft-ietf-netconf-subscribed-notifications-03.txt
https://tools.ietf.org/html/draft-ietf-netconf-netconf-event-notifications-01
https://tools.ietf.org/html/rfc5277
https://tools.ietf.org/html/rfc6241
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https://tools.ietf.org/html/rfc7950
https://tools.ietf.org/html/rfc8040
https://tools.ietf.org/html/draft-ietf-netconf-rfc5277bis-01
https://tools.ietf.org/html/draft-ietf-netconf-yang-push-04
https://tools.ietf.org/id/draft-ietf-netconf-yang-push-07.txt
https://tools.ietf.org/id/draft-ietf-netconf-yang-push-07.txt

EFLEHETOSS5TEY T4 |
B =7 smm70 2 1y omeeEs

SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T D201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)

T 4= R LB —ERITIMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

—

ETIVEREIEI T L A k) OHEBEIFR

ROFNZ, ZOFY2a— /LTt LIEHEEICET 2 ) UV — A FME R L Ed, ZoRiT. V7
Fo=7 UU—A FLA U THEEREOYR— R EASRILEDY 7 =T VY =R
FZERLTWET, ZOERRIL. Rk B20RY  ZhUEO—EDY 7 vy =7 VY —
AThbHR—FShET,

TIy b7 A= LD R PRI AT VT b 2T A A=V OV R— MIBT L EwRE
R HIZIE, Cisco Feature Navigator Z{# f] L £, Cisco Feature Navigator |27 7 £ 2§ %2
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 72 MIMEDH Y £H A,
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R2:ETLEHET LA MY OBEEER

=7 ERRT LA b omiEs ]

HaE

iy

)1)—2x

HEEEH

ETVEERIT LA R
NETCONF % A ¥ /L A

Cisco IOS XE Everest 16.6.1

ETFVEERT LA YT
X, X T =2 T4 A
YT AT F A4, VT
ZA L ORBECTE M RAE D1
ARG A B — AT 5
TEMTEET,
* Cisco Catalyst 3650 > U —
A AL v F

Cisco Catalyst 3850 > —
A AL v F

Cisco Catalyst 9300 >V —
R AA v F

Cisco Catalyst 9500 > U —
RAAL v F

Cisco IOS XE Everest 16.6.2

Cisco Catalyst 9400 >V —
XA v F

Cisco 10S XE Fuji 16.7.1

Cisco 4000 >V — X H—
EARAERL—F

Cisco ASR 1000 2 U — X
T F—v gy —E
2 J—H

(ASR1001-HX,
ASR1001-X,
ASR1002-HX,
ASR1002-X)

Cisco 10S XE Fuji 16.8.1

Cisco 1000 > U — X H—
A RER L — &

Cisco ASR 1000 RP2 5 &
XRP3 V=X T 7Y
=g P—E R )L—
i

Cisco 10S XE Fuji 16.8.1a

Cisco Catalyst 9500 />
TH—~< ALY —X A
A vF
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HEEA Jiy—=x B EETEER
Cisco 10S XE Fuji 16.9.1 * CiscoASR900 > U — X 7T
TV =g —E R
JL—H

* CiscoASR920 > ) — X 7
TV — g —E R
JL—%

* CiscocBR-8 1./ R—U K
Tua— KAV R )L—H

* Cisco Network Convergence
System 4200 U — X

Cisco 10S XE Gibraltar 16.9.2 + Cisco Catalyst 9200 33 L ¥
9200L ¥ U —X AA v F
* Cisco Catalyst 9300L SKU
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In-Service Model Update

ZDE Y a—)LTlE, In-Service Model Update (Z & ¥ 7 /34 2 D YANG 7 — 4 €T /L% T
T hEEHHLET,

+ In-Service Model Update O #lI#J4IH (193 ~=X—)

« In-Service Model Update (Z-DVT (193 ~—2)

« In-Service Model Update D& FL 575 (196 ~=—3)

* In-Service Model Update D% EH] (198 ~—37)

+ In-Service Model Update DFERET H (202 ~=X—7)

In-Service Model Update D #9518

oA T A ZE YT 4 F£721% In-Service Software Upgrade (ISSU) (%A — h & T\E
Hhy A vFF—N—0h, 2—FFAZ LN, FARL RV T NI =T AVTF v
AT v 7T—hk (SMU) A VA M—LTHRLERHY £,

In-Service Model Update [C DLV T

In-Service Model Update D3

Y=L ANEFVEH T 0 ST ML BEOT — 2T IH LT —F 7V E IR
BEZBMLET, yY—EAPETAVERT 07T Mid, VY —R ¥ A 71450 YANG E7 /1
OYEEEEZ It L E4, FFH 7 u /I L X0 —J 3T X COEEFEOET LD ity T
T, ZHICIE, BB SN YANGET LA IED LT 5T R COBFEETFANREENTVET,

F—=H BT AT T AT FvE, Cisco I0S XE 7734 2D YANG &5 /L& 8 A
VH—T 2 A AEFTHELFET, T—H ET N AT T AT F xiL, CiscolOS XE T /31
ANE ) —ANNT  RIZNETCONF A » Z —T7 2 A AN LET, FR—FENRTWVETF—
X ETWAZIE, IETF 72 EOFEFAEREE T L L | Cisco I0S XE 7 /31 RA[EFDET VR E £
3
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. In-Service Model Update /X 7 — O D B #2t%

In-Service Model Update (2 & » TRt S U 5 HREIZ. £ D% D CiscolOSXE V7 U =7 A
TFAV Y —RIMESINET, T—F ETAEH T T LRy r—VF, YA Y7
fy=2T7 Aoyra—RKterZ—nbHyra—RTaEd,

In-Service Model Update /Xy 5 — S M H #atk

BNy =20k, VY =R TERIS, 77y F 73— AZEAFICRVET, L&k
IX. CiscoASR1000 > ) —RX T 7 ) F—2 g P—E R )L—FDEHF /Xy r— % Cisco CSR
1000V V=X 77 R —ERAN—FIIA VA= NTHIEIITETETA, FERIC,
Cisco I0S XE Fuji 16.7.1 HIIC/ER S L7 8 H /3> r— % | CiscoIOS XE Everest 16.5.2 /83— =
VEFITLTNDT AL AZEHATHZ LIETEERE A,

W TR T T ARy r =T RCOar TV, FROAL T VU —RAEEA
YTF ARV Y= ADA A=Y DRIV ES, A A—VET Ty N T F—LDNN=Ta
E, Ny =Y 0BNEB LT 7T 4 7{EDOFEIZ, In-Service Model Update 2~ > FIZ L - T
Tzl ENET, AA—VELEFT Ty N7+ —LOR—EDNBETHE, Ny FT—TVDA
VAN ABNKRBLET,

B0 S LNy r—2nama A

In-Service Model Update i&, .bin 7 7 A /L& L TNy o —IfLSNTWET, ZO7 7 A /Z
L FHEDV ) —ABLVOT Ty M7+ — DT XTOEFH 7w T hE | Readme 7 7 A /b
MEENTVWET, ZNHDOT7 7 A MIIXY U —AHBH Y, BIMETLVOEFHZ & b5 T
EMAICER SN ET,

TS XTNOEFT 0T T LNy r=VOmABANE, ROBRHE->TWET, 7Ty
N7 —LOFHE-FA LA L-UL ) Y —2 X—V 3 DDTSID-7 7 A /b, RIZ, T—%
ETNEH T 7 ANOHIERLET,

* isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
* asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Readme 7 7 A /ViE, IROEFHRZRMAL L F7,

T —H BT NDT VT 4 TALETZIIIET 7T 4 TePicEREINS Y= Ay E—
VBT — A ybE—v

T —H BT NDA ANV LD
« BWER &% 2 L5 [EIEER
« In-Service Model Update (Z & » THEEZZ T H /Ny r—

cJRZ—=FDZAT
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| EFLEBBRITOsSTEY T+
FHIns56Kvr—sos vz =1L ]

B ITOTSLNYT—ODA4 VR =)L

7 734 A|Z In-Service Model Update /X > 7r— % A A b —/L§ % |21%, ingtall add, ingtall
activate, ¥ L Wingtall commit =1~ > K& K54 EXEC =— R CHEA L £,

ingall add =~ N, EH v r—V %V E— OGN LT NA A Za—LET, Ny
Tk abt—3 5O FEBHEHATEETR, Z05A0L, A VA=A LT R T T
LEEESE LoDl ingal add =2~ > FE2 AT 2083 H Y £§, ingtall activate 2+
Y REEMESEDIZIE, Ny —VETANAADT — 7T v v 2 THEMAAMRRICT 208N H
0 ET, ingtall commit =~ RZHMLL T, BH7Im 7T 5% ) v— RREKRIZH - T
ELET,

FHTn T LA A R—VT DL LENCA VA M=V ENTZT =X TT ARG DHGA.
FTHNTEEHRZ ONET, T RUIXFIC, 1 DOFEFRT 0T T ADOBNBA A b—LER
FF, T—F BTN RNy =1L, TRTOEHRINT YANG EF /L L LLETIZT 31 2
A VA M=V ENTZTRTOEEE YANG EF ARG EFNTWET,

WD7a—F v —FTlE, ETAEH I T L r—VOEMEZHAL E7,
S:ETILEHIATSLNAYvS—SOazy b

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboite
Copies new Installs model Commits the .
model update ~| update package recently installed rgg;ﬁ? L:ﬁgfa:;%
package to the copied in the model package e}’r e | &
device previous step so it persists P 9 E
o

WRolr—2 %777 4 7163 B BRI NETCONE-YANG A M S CTuvb & . NETCONF 7' 1
ANV AZ— b EINET, T_XTOT 77 4 7RNETCONFE v v aif, o r—vo7
7T 4 bR ES N E T, Ny =V OBGETIC = T =R ETHE T T 4 Tk e
AT T LET,

B IO LN TrT—CDETI T 1471k

Wy r—%IET 7T 4 AT AI2iE. install deactivate i~ REFH L4, ZHE A
e+ 5L, install commit =~ > 2L L £,

R2B:ETIVEHIOTS LRy r—SOET I T4 T4k

B1E ERa<F

28— DI

install remove =~ > R&ZFH L E 3,

GE) R lr—V ZHIBRT 2 RICHET 7
T4 7L LET,
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. BH IO LRyr—ona—iLivy

12R1E FRa<TUFR
R lr— DT 75 4 7k install deactivate =~ > RZ L, ZDEIC
install commit =~ > R&HH L E 3,
GEx) install commit =~ > RO R4

EWaDlE, BTN Ry r—V DIk
77T 4 7bE ) u— REEIZH
o CHET DO TY, ETZ
T4 7RIy FER TR
L ORIy —UEHIRL
EoLLTHRIRLET,

BT w2 T LEmIET 7T 4 TET DR, 2O EDOETAEF T 0 I T ARy =R A
VAR—=LAEINTWAEAE, Iy FENEETAERN T 0T T ARy r—URNT R, R
WCE o THEAENDET NNy r—VI272 0 £9, LN a vy hENEZOMOET LRy
=N NEA, BEERRA A=V L BICEEFNTWVDER—=ZA R=V g DT —H 5
APERHSND L S22 0 797,

B O L NNyr—o00—)L/Ny Y

0=l Ry 71X, T A WHATOMEREBICRT A D =X L2 LEST, m—n v
#l1T, BENFREND X 91272 HH1IZ NETCONF-YANG 7' 12 & Z 2348 L 17,

EHrx, ingallrollback =2~ REMH LT, EAR—TVar EKaIy b=V ar &F
IOy FID F T — ANy 7 TEFET,

In-Service Model Update O & 2 5%

B TASLNYSF—DEE

install rollback to {base | committed | id commit-ID}
install remove {file bootflash: filename| inactive}
show install summary

FIRDHE
1. enable
2. ingtall add filetftp: filename
3. install activate file bootflash: filename
4. install commit
5. install deactivate file bootflash: filename
6. install commit
7
8.
9.
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F gD FEH
ARV KRFERRETI a3 Y B#J

AT w71 |enable it EXEC E— RZAMIC L ET,
fi e NMAT—REANLET (ERINTEHE) .
Device> enable

R w72 |install add file tftp: filename JE—h o —3 3 rm5 (FTP. TFTP &HT)
I - FNRAL ANCRTNVEFR T 0T T DNy r—T %2
Device# install add file v L/‘ 77 b 7i:A CE AA=TONR=Ta s
tftp://172.16.0.1//tftpboot/folderl/ DHEHNET = v 7 B FITLET,
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . B .
Device# install add file ’ ﬂﬁ@ji{f%{%)zﬁ LcyE— ]\ 0)1}2—]3):[75)%%/\/]’
tftp://172.16.0.1//tftpboot/folderl/ ANCHEFNNy =V abt =352 TEE
asrl000-universalk9.2017-08-23 17.48.0.CSCxuxxxxxx. SSA. dmp.bin) T, L. FOREEL RS =TT IT 4

72T AENC ingtall add =2~ > K& EfT79 54
b £7,

R 7 3 |install activate file bootflash: filename FH/ v A Ar—UNingal add =2~ > Rz Xk vBEms
il - NTN5HZ & &g L. NETCONF 7 1 A % Fi
Device# install activate file bootflash: L/Ekjfo
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . E%ﬁ/\o /’7*“7%77 > 4 757‘3—5%@7 install
Device# install activate file bootflash: o =
asr1000-universalk9.2017-08-23 17.48.0.CSCxonoax. SSA. dmp.bin| add H{FEFATL T

AT 74 |install commit Ur— R0 ESNTHERT 2ER 21TV E
f5l o
Device# install commit « NETCONF Yt X 3B\ I FEFH A,

R 7w 75 |install deactivate file bootflash: filename BEISNFEFH Tl T A r—U%ET 757 4
Bl - 712 LT, NETCONF 7' mt 2 &L ET,
Device# install deactivate file bootflash:
1sr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device# install deactivate file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxoooa. SSA. dmp.bin|

R 7w 76 |install commit Jur— P IRESNTHRET 2EEA2ITVE
f EE
Device# install commit * NETCONF 72+ 2 IHEE SN FET A,

R Fw 77 |install rollback to {base| committed | id commit-ID} | EAHANN— g0 BB I v R LEAA—

1 -

Device# install rollback to base

var, FLEEROaIy FIDICr— Ny
L. NETCONF ut& X% EiH) LF 3,

« commit-id 51 DOFZh 72 EIL 1 ~ 4294967295 T
KR
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ARV RFERFTIVaY =)
« T—H BT VEHOE VST 3 UHMEH ATHE
<
X 7 8 |install remove {file bootflash: filename | inactive} BESNTF-EH Il S h X r—V 77— 7
% - Ty vanbHllRLET,
Device# install remove file bootflash: e Ny —IFHIBRT ARNCIET 7T 4 72T 5
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin UEERE ) E1

Device# install remove file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxonaakx. SSA. dmp . bin|

AT 79 |show install summary TIT 4T Ry =V ET R E R R LET,
i s 2Oy FOHAF, RESNTVD ingall
Device# show install summary o< NI L“ngé'ﬂﬁ LZE9,

In-Service Model Update M % € 5

Bl EFHTOT S LNy T—DDER

WOFTHEHA L TWAB DL, Cisco4000 > ) — X b —ERHEETRIN—F DY T L A
A =TT,

WOBEITIE, TETNVEH T T T LNy r— 77 A NVOEBNMAFEEZRLTWHVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxxX.dmp.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxxX.dmp.bin
to bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

SUCCESS: install add /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WOEITHEH L TWAHDDIL, CiscoASRIVN0 S Y —A T 7Y HF— g —E R )L—
DOV T A A= TT,

WOBITIE, TETNVEB T T T AR r— 77 A NVOBMNGFEEZRLTWET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
Finished downloading file
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tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
to bootflash: asrl000-universalk9.2017-08-23_17.48.0.CSCxxxxxxx.SSA.dmp.bin

SUCCESS: install add

/bootflash/asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WIZ, BH N r—2 77 A VT 3 AZBM L72% O show install summary =~
v RO ERLET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

bootflash: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

WOBTIE, BINMSNFEEFT T ST AR r— T A NET 7T 4 TCT 5 HiE
ZRLTWET,

Device# install activate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped

SUCCESS: install activate /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:58:58 UTC 2017*Feb 26 05:58:47.655: $DMI-4-CONTROL_SOCKET_ CLOSED:
SIPO: nesd: Confd control socket closed Lost connection to ConfD (45): EOF on socket to
ConfD.

*Feb 26 05:58:47.661: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

WIZRT O, showinstall summary 2~ RBRET IV Ry =V DAT—H A% T
JT 47 THY Ay PRET LFERT DGO IFITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

No packages

Uncommitted Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device#
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wOEITIE, ingall commit 2~ ROFEITHEEZ R LTOVET,
Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017
Device#

WIRT DX, showingtall summary 2~ > R8s, BFH v r—VnaIy h&hTY
a— R IERINTHRRET 5 2 L2 E£rnT 2550 FITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

WOHNE, BH 0T T LRy =V EARRy r—lin— Ry 7§ 5 FikEmR
LTWET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017

7 install rollback: Restarting impacted processes to take effect

7 install rollback: restarting confd

*Feb 26 06:50:34.957: $DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.962: %DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.963: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017

*Feb 26 06:51:28.901: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

&Iz, showingtall package =~ > RO B 2R L ET,

Device# show install package bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Name: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Version: 16.5.1.0.199.1484082952. .Everest

Platform: ISR4300

Package Type: dmp

Defect ID: CSCxXXXXXXX

Package State: Added

Supersedes List: {}

Smu ID: 1
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Device#

K@ NETCONF hello A v B—OFITiE, BT —% €570 0 r—U0O/N"—T g
VEMEER L ET,

Getting Capabilities: (admin @ 172.16.0.1:830)

PROTOCOL netconf

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=
explicit&also-supported=report-all-tagged</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?
revision=2011-06-01l&module=ietf-netconf-with-defaults</capability>
<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-aaa?module=
Cisco-I0S-XE-aaa&revision=2017-02-07</capability>
<<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-native?module=
Cisco-I0S-XE-native&revision=2017-01-07&features=virtual-

template, punt-num,multilink,eth-evc,esmc,efp,dotlx</capability>

Device#

Wiz, showinstall log =~ > RO Sl &R L £,

Device# show install log

[Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017

[Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
[4]install add]: START Sun Feb 26 05:57:04 UTC 2017

[4|install add]: END SUCCESS /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:57:22 UTC 2017

[5linstall activate]: START Sun Feb 26 05:58:41 UTC 2017

Device#

WOFITHF L TWDDIE, Cisco Catalyst 3000 >V — R AA v F DY T )b A A—

ROFITIX, ETANEHT 0T T LNy = T 7 A NOBMTEZ R L THVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

install add: START Sat Jul 29 05:57:04 UTC 2017

Downloading file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

Finished downloading file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.SPA.smu.bin
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to bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

SUCCESS: install_add /bootflash/cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Sat Jul 29 05:57:22 UTC 2017

Device#

WIZRT DX, showingtall summary =2~ > R28, BFH v 7r—Vnaly h&nh TV
0— RIS THRRET 5 2 L 2F£rT 28550 NhFITT,

Device# show install summary

Active Packages:

bootflash:cat3k _caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

In-Service Model Update M #4%8E 15 %R

ROFNZ, ZOFY2— /LT LIHEEICET L) VA F@ErmLEd, ZoRIT, V7
Fo=7 UU =R bbA TEHEBEOYR— FREASNEEDY 7 hy=2T VY =72
FTERLTOET, TOREIZ, FHTH 232 0RY . ZhUBEO—EDY 7 by =7 U U —
ATHIR—FENET,

TT7 N7 F—ADOYR— P FBIR A2 VT NI 2T A A=V DOVR— MIET B E#RE
3R 9 % IZI%. Cisco Feature Navigator Z i ] L £ 9", Cisco Feature Navigator |27 27 & 2§ % |Z
X, www.cisco.com/go/cfn IZFEE) L £9, Ciscocom DT AT MILEDHD FHA,
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% 24 : In-Service Model Update 014 EE 15 %R

HEES == HEETHRR

In-Service Model Update | Cisco 10S XE Everest ZOFY 2—/L L. In-Service Model
16.3.1a Update T YANG 7— % 5 L % HHi+
Cisco I0S XE Everest LHEEHH LET,
16.5.1b

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Everest 16.5.1b Tix, Z D
FEREIZIR DT T v b7+ — AT HREX

NTWE LT,
e Cisco 4000 > V) — X H— 2 S
B — %

*Cisco 7 77U R H—E R 1—X%

1000v
* Cisco V— B A fE &R AR L — %
(ISRv)

2= K ingtall (Programmability).
show install (Programmability) 733 A %
xBTS E LR,

Cisco 10S XE Everest Cisco I0S XE Everest 16.5.1b Ti%, Z D
16.6.1 HREIZRD 75 v b 7 4 — AT HEES
NTWE LTz,
« Cisco Catalyst 3650 >V — X A A v
\a:-
* Cisco Catalyst 3850 > U — X A A v
.a:_

Cisco IOS XE Fuji 16.7.x | Cisco IOS XE Fuji 16.7.x Tl&, Z OE&fE
WIRDOT T v b7 —AIZEEINT
WE L7z,
* Cisco1000 > U —X 7 7 ) F— 3
Y —bER =X
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3
b
R

=2 HEEER

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Tit, Z O
HElE Cisco Catalyst 9500 /~A /N7 4 —~
VAV =R AL yFICEEI TN
F L7
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.14

OpenFlow

ZDEY 22—V Tl 7T/3 AT OpenFlow ZH 41t L TRET D HIEZHOWTHHLET,

« OpenFlow ORISR (207 ~—)

s OpenFlow OHFIHIE (207 =X—3)

s OpenFlow (22T (208 ~—7)

* OpenFlow D% EJ{E (213 ~—)

* OpenFlow D% ER] (218 ~—)

* OpenFlow OffERE (219 ~—37)

* OpenFlow (2R3 5 ZDMDOSZEEE (221 <X—)
* OpenFlow OFERENGH (222 ~—2)

OpenFlow D AETESH

773 A% OpenFlow E— N CEENITHLENRH Y £7,

OpenFlow “E— KX, AA > J T boot modeopenflow =2~ > REFEET D EHMI2Y 9,
TRTOR—=ENIDE—FIZRY . AA v FIFEF D CiscolOSXE#aEZ R — b L7e< 72
D i‘g—O

OpenFlow D #9518

« 7/3A 2T OpenFlow E— FEHMNIT H5G1E. DHIORELTXTHEL, 77 via
T 7 ANY AT LD vlandat 7 7 A /L & stby-vlandat 7 7 A L EHIBR L 7,

T3 AN Openflow E— RDOYA | 735 ANEHFE— FO L X (2T 2o =2 b
n—) FL—rFubhal (R—F—4 —KrvxA 7o bhai (BGP) . A= 7Y
U—7nm hajb (STP) . A"— hF ¥ /b, StackWiseZe ED 7' 12 h2L) ZHHZ L7z
TLIZEY,
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OpenFlow [2DLVT

OpenFlow D=

OpenFlow & Open Networking Foundation (ONF) OfEART, 7 m—~_X—2Diik A 7 F A |k
T F vl LSRN ET TV r—vary Tual I h A v E—T o4 AEEHRLET,
OpenFlow TiX, X a7 2F ¥ XV EN LT, T AD T+ T —TF 4 THRER AT
THZENTEET,

OpenFlow (X, 2> bn—F (arbo—L FL—2) EA—H Xy N RS vF (F—%) 7
L—>) OMo7a harcd, AL vF/T84 AL, AT T4 VIRESI N7 e —
FT—TNARHVET, 7a—Eid, ZNODOT—TIIEGET Dy hEFRD -0 —
VT,

AA v F D OpenFlow =—3 = > hiL, OpenFlow 7' v ha/L &AL Tar hue—F LiEfE
LEd, =— = ME, OpenFlow 1.0 (F#~7' = k=/L0x1) & OpenFlow 1.3 (F#E~7'= K

AL 0x4) O FEHR—FLTHNET, ==V = MIRKSHDDa v bu—J k4O
TENTEET, TNDLDERIIAAL v TFA—_"—RiITHFR NS, 2t —F 32—V
v MR 20ERH Y 7,

Cisco Catalyst 9400 3/ U — X A A FTOD OpenFlow DEHEFAT— NV ATT, /Ay
T 74T —FT 47 (NSF) [TV R—FrInNTWEHA, AX NN DRA—R=A WL, 7
o0— 5 —H2_X—2LEHLEEA,

Openflow 2> ~rO—5

Openflow =t > b 7 —F %, Openflow 77 k =L Zffi [l L T Openflow A A v F &LV HY 5
TUT 4T 4 TT, IFEAEDEAE, 22 b e —F 3% D Openflow i B A A~ F & EH T
HY7 N7 T, aryba—7TiERry NI —2 %t FRTE, FHE T E6E
HALT, X2y NY—27 NI 7 4 v 7 OB HIRIZOWTIHMELE R DV AT LA (A v TFEBLW
N—&) IR EHT N TEET, B, 2 br—7d Linux — N TETSN,
OpenFlow xfJis A A » FITIP #f CE HLENRH Y £,

ayvhe—JFASL v T EEHL, A vTF LETT7e—2@ARBIOHIRLET, ZNHD7
72—, OpenFlow 1.3 BL 1.0 RG] & 77 vary) oo 72y & HR—F
LTWET,

AL v FiE, FEA—FE2FEHL Ty be—J 8k L ET, FEHA— MNIEEH O Virtual
Routing and Forwarding (VRF) A V' AX L ADQOHIZHY | FO-Hary ha—F3~DkxaT
AR LET, 2 b —T R AL v FITERET DT, 2 br— T ~OBEN AR
RIPT RLAER—MESEHRELET,
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DOfa, XTFry b I E BEORS, R Ao angEncngEd, £, 77—t
A LTI ON—REALA LT NERBIET 77407 #4570 ) LEEMTONTE
D, 7a—oABHIERICEHA S VET,

Cisco Catalyst 9000 > U — X AA v FII KOO 70— F—T7 V& HR—FLTWVET,
# 7 —TROEREZRAE L 5,

o BESENANL : EERNBAL OBV 7 B —3 IR A SNET, 7 —OBH TIX, HEINE
FMENIC AN T, TR TO 7 o —ITEBEIEN 2T A HNERH Y 97,

BET 4=y FERET IOV —x2 N O—E, BAET 4 —/ RiX, &
FEERRT Y b AT =T 4=V RERETEET, 74—V NIZRAEFEHRDIEE S
NTWARWEAIZ, YAV R — FBMERAESNET,

s T U vay Ny MR L TIER T B #AE,

OpenFlow /XA TS5 4 >

OpenFlow /XA 774 %, Vo7 &nizr7n—7—7 /10O v kT, OpenFlow A1 v FTD
BE, Bk, BNy PEEZREELES, A—NMI. Ty FRASA T T4 ITHAY
T H%ATTY,

Ny MEIATIAR— FTRE S, AR — MIEE S 415 OpenFlow /31 77 A 28 5T
WMEINET, 7y MADR—= NI, AT T4 BIRTRry MKk -> THiA S, ]
Ty RBRAAL vy FICZEFEINTEAR—FERLET, ANMF— NI, 7e—0—HK7 11— /L K&
LTHEHTEET,

Ta—=T7rvarEERTLE. Xy NESRL T T UNOEBEDOT — 7 T ELE LT
L7e, 7= NETHERESCVERY L2352 ¢mTcEEd, —HI27r—= U
BT G T 72 a UBRIROT — T NVERE LWEE, A 774 EIIEIE L E
T, ZORRT, Ny MIEHEEIN, BEInET, Ny NI Rry 7945284 T
xFET,

OpenFlow A A v F D7 v —7—7 21X, 0MBIEICE BT bR Ed, 1 7T
TEIL, 7a—7—7r007a—x MIIZH LTy hERAETHZENLIHED E
T, DT —TNDO—FHET 7 aryOfRISUT, thorve—F7—7 NV EEHTEE
T, ZTORER, RO T—7 D 7a—x ) Xy NR—HT D AREERH D £,

HR—bkEhBdMatch 724 —ILKETH O a Y

Match 7 1 —/V RiE, Ty by X =L ANR—a2ET, Ty FRREEND 7 1 —L
RT9, Match 7 4 —/L FiZ, VAV FAU—F (EEOMHEIZ—F) IZTHTENTE, 71—
NRDBRSNTZE Yy MZ—ET D8y h~ A7 ZfETE £,
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Ny MiE—HE

DT 7 a s (set, pop. E7ciFoutput) ZFFOZ LA TE X T, Cisco Catalyst 9000 2 J — X
A2A v FiE, I N—7 %A 7 dl B L Windirect AR — K~ LET,

w2, YR—FEN D match 74—V RET 7 aro—EERrLET,

=R 25: 9 R—

kEN B match 7 4« —JL K

ANYyHF—T4—)LFK

AR &M

TRUEEERITV MY

fEnH!

P RNV HD 01:80:¢2:00:00:00/
MAC 7 KL & ff:£f:£:00:00:00 (= A
7H0)
de:f3:50:¢7:e2:b2 (= A
J71L)
A =2y FOFEET ol 0e:00:00:00:00:019 (=~
MAC 7 FL & 277 L)
A —H v b OFEE ARP (0x0806) . IPv4
(0x0800) ., IPv6
(0x86dd) 7 &
VLAN ID 0x13f
ARP#—47 v b 7na A=Yy hE AT |HY
= gl NP 0x0806 |ZFR BT DB
NHYET
IP 7 u k=L A=Yy bZA L ICMP (0x01) . TCP
0x0800 =F 7= 1% 0x86dd (0x06) . UDP
WCRETDHILENHY (0x11) 72 &
F9
IPv4 RIETLT KLV A | A=Yy " EAT1E|HY 10.0.0.024 (v A7 %
0x0800 | ZF% ET 2 W5 D)
NHHFET
IPv4 565C7 R LA 4~%*/b&4f HD 10.0.0.254 (= A7 72
0x0800 (ZF%ET D M HE L)
NhHDET
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gHR—rEhdMatch 7 —LEEFooay |

AYE—DJ4—ILF |BIREH YRUEEELZIT Y MY [{EDH

IPv6 E[ETCT LA | A=V %y hEA 7L HY 2001:DB8:1 (= A7 72
0x08dd | _aﬁﬁéa“éz\% L)
NHYET

IPv6 5857 R LA A —H %y NEATIEL| B 2001:DB8:0:ABCD::1/48
0x08dd | ZF% ET 2 B (=27 H0)
NHYET

RAN—RRZ =T v | A=y b2 AT ND % —7%"» b

K

0x08dd IZF%E L. IP
7v k203 0x01 (2
RETHLENRH Y F
j«

ICMPv6 % A 7

4~#*/F&47
0x08dd 2% & L .
7[1F:UViOﬂH(;
WRETHVLENDHY F
‘j—

UDP/TCP &5t —
k

A —%xy A TIE
0x0800 % 721 0x86dd
ICRREL, 7u han
1% 0x06 £ 721% 0x11 I
RETHLENHY F
.d—

UDP/TCP %5 TR —
k

A —%xy AT IE
0x0800 & 7= 1% 0x86dd
ICRREL, 7u han
1% 0x06 £ 7213 0x11 |
WRETHMLENDHY F
ﬁ—

BEALVHE—T oA A

—IXRD5EI I

e bu—7

YR—brEhd703
Ny heEETEET,

AL O FDOEBEDA L H—T 2 A A (BEAVE—T A AET)

ROy 7T FTRHOEED 7 e —F—7 ) (F—T7 L0 D)

o« J)—T
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B oo—oix

20—k

OpenFlow T—

OpenFlow |

Tua—X, Ty FORD~Ny X —T 4 — /L RHEEHETEET,
o f—HF v FDFEIMAC T K LA
e A=Y Ry FOFEILMACT RLA
« VLAN ID

71 —(ZX > TVLAN ¥ 7 %3800 (push) F7213HIER (pop) TEXET, X7y FRIP T
NOEEIE, 7 u—IC L o TR ATRERFR] (TTL) ~v X —7 4 — /L ROEZK LT Z &N T
xFET,

ZZ T, 7u—» OpenFlow 7 /3 A TF a7 7 Lh3INbEHcar he—InbEEIR
5HEEICFATINDBAEICOW T L E T,

TR 2K, A T I ICERE SN — T —T AN 9, A T A BRI R
. AT OEEERIEELE T, LI TR T =V, HEAT—UNE
1ITCEDH6E BEIT v ay) | KT —TNDV A R ERBY £7,

ayvhe—I087u—EREKXETDHE, OpenFlow =—V =2 MM, N"—RKou=T7R7a—
U TX L0 EI)nEMBLET, =— Y= MI, A v TFOERBFICERZEINSN—FK
V7 OfREE T n— LA LET, Tr—0GThIVUL. %N T r—T =Tl
07T AINET,

FLWARAL T4 UPBGRES N6 ON— R =T B T T, B R— R TE5H0EH
D) EDONRATTAUNE, TR—"A VAR ATELNEIDOT =y ZITHEHINDH
LWEREE » MTRe b £,

AT TA VDA AZ AT, Ta—RnA VA M= LENDE, Ty RIRAAL T
LIS INET, BEIEMNOKRLEV, —HTL57e—xr NUBRRONHET, Airy
FRET7a—FT—T7NLVNO7a—LtRESNET, Xy hOBRAIR, Be2—HKoHEbHi
X (TF—TNVOFTRCOT 4 —)LV RBIEMIZ—ET D) | Hr—HoHabdb0 75 (—HF
T D 7 4 — NV RIi—&% L, vy h~RATEZRDO7 4 — /)L ORI —ET 2550 H
%) o BESNEZT 72 a i30T, X7y MREBEININEEINDLILERH D F
T TI7vaid, AT ITANTHOTHHEATEET, 727 aritdkoT, ROEE
KHED7a—F—7, Ny hOHAR—FrDty b, BXOARYy hEar e —F(C
N—TFT 4 T T LMEIPRREDLGERH Y £T,

TILILTS4 >

OpenFlow 7 — 7 /VHEREZR A v & — P &4 % & . OpenFlow = & b v — 77235 OpenFlow
WEIT DT A AZONWTHGFEO 7 a— T —7 VOMREZ RS L2 0 | f/E LI E & —3K
THEICINEDT—TNVERELIZY TEET,

T=TMITRT, BAEBLOT 7 v a VO 7y AL TCRETEET, 7—7
NDY A RZFATRHCELETHZ b TEET, LW T7 e — 7 =7 RENEFICET S
&, Hnwrer—T7—7r07n—xr M) REMRHIBRINE T, BIRICRES AT
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OpenFlow DEXEFE .

n—7—7 /T, BERIBITEEINLEYAL, TS AREBRTLET 72NV DAL T T A
UONEEEN L FE T,

OpenFlow 2> b B —Z b DERIZESNTH LW T v — T —T L ZFE L TWDHIH, BEfF
D7 —ERNAEITHO NTF 7 4 v 71 TTXT Ry FINET,

OpenFlow D& E A%

T /31 X TO OpenFlow E— FDOFXIE

AA v FREHFET— FTEEL TWAEAEIT. DEIORELZHIFRT 5 L 9 i writeerase 2~ >
RERETHZ Ea2BEID LET,

FlEDHE
1. enable
2. configureterminal
3. boot mode openflow
4. exit
5. writeerase
6. - delete flash:vlan.dat
» delete flash: stby-vlan.dat
7. reload
8. enable
9. show boot mode
FIED M
AT RFEERETIVa Y Br
AT 71 |enable FibE EXEC E— FE AT L £,
1 - e NMAT—=RZANLET (ERkENTEZHE) .
Device> enable
R T 72 |configureterminal ra—x)L a4 Xl — gy F— NE2Bts
1 - LET,
Device# configure terminal
AT 7 3 | boot mode openflow OpenFlow #51%5E— & A X—7 /2 LET,
1 -
Device (config) # boot mode openflow
2Ty 74 |exit Ja—s\)arZ4¥al—var - REKT
i - L. #5H EXEC E— F&BAA L £,

Cisco I0S XEFuji169x 704 S5<vEY T4 avI24F¥aL—vav A4 K ||



B 5/ x< openfiow T— FoAIE

OpenFlow |

ARV RFERETIVa Y

B8

Device (config) # exit

ATy 75 |writeerase NVRAM NDOFT_RTHT 7 A LEHELET,
i - « ZOBMEIE. T AL EE — R TH
Device# write erase EL CWEEAICBEID LET,

RTwv 6| - deleteflash:vian.dat VLAN 12 RA77 5 vlandat 7 7 A /L ZHIBR L &

« delete flash: stby-vlan.dat 9,

U o AR UNATNA ANH HYEIE, stby-vlan.dat
Device# delete flash:vlan.dat T ANEHIERLET,
Device# delete flash:stby-vlan.dat

AT v J1|reload AA v FZVua—RL, AA »F D OpenFlow 7 =
fi T—T 47 FE—READILET,
Device# reload

AT 78 |enable K#HE EXEC E— REAHMZ L E7
fi ¢ NMAT—RKE AN LET (ERINTEHE) .
Device> enable

AT 79| show boot mode TNAADT 4T —F 4 7 F— RICHT H1E#E

1 -

Device# show boot mode

FRLET,

1

X ® show boot mode =~ > KO J1filiX, 7 /31 A3 OpenFlow £— R Th b Z &%

RLTWET,

Device# show boot mode

System initialized in openflow forwarding mode
System configured to boot in openflow forwarding mode

RDERY

B E— FIZKE 521, noboot modeopenflow=~> RZREL T, 734 A% VUn—RLE

B
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OpenFlow DX E

OpenFlow D% E .

FIEDHE
1. enable
2. configureterminal
3. featureopenflow
4. openflow
5. switch 1 pipelinel
6. controller ipv4 ip-address port port-number vrf vrf-name security {none| tls}
7. datapath-id ID
8. tlstrustpoint local name remote name
9. end
F gD FEH
ARV KRFERETI a3 Y B#J
RT w71 |enable Rt EXEC £ — R& A 1r—7 LIZLET,
i - s T IREREINTZL, NAT—REANT)
Device> enable LET,
Z 5w 7 2 | configureterminal Ju—r L a7 4 ¥al— g E— N R
fi LET
Device# configure terminal
AT 7 3 |feature openflow OpenFlow H§RE%Z A *—7 VI L E T,
f
Device (config)# feature openflow
AT 7 4 |openflow OpenFlow 3% &% A F—7 /LZ L, OpenFlow 21> 7 ¢
i - Falb—arE—RFEALET,
Device (config) # openflow
AT 75 |switch 1 pipeline 1 FMELA A v F LA T T A L HFRIE L, OpenFlow
B - DAL wyF a7 4 Xalb—Tay E— Rellh
Device (config-openflow)# switch 1 pipeline 1 L/jiifo
Z 5w 76 |controller ipv4ip-addressport port-number vrfvif-name| = > ~ e — S 12865 L £ 9,

security {none| tls}

1

Device (config-openflow-switch)# controller ipv4
10.2.2.2 port 6633 vrf Mgmt-vrf security tls

« OpenFlow =1 e —J DOt X2V 7T 4 &
7va b LTTLS &% E L TV D 5A 1T, ts
trustpoint =~ > RAFRIET HMENH Y 5,
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. OpenFlow E— FTDA 4 —T =4 ADHE

OpenFlow |

ARV RFERETIVa Y

B8

*OpenFlow 2> ha—5DEFa VT 4 A7 =
VEBRE L TWRWEEIE, tistrustpoint =2+
YV RERETDHMLETHY EHA,

R 77 |datapath-id ID
51 -

Device (config-openflow-switch)# datapath-id
0x12345678

(fI=&) OpenFlow D@L AA »F ID 3% E L %
R

«ID BIICIZAA v FID HHRELET, i
16 #EE T,

R 7 8 |tIstrustpoint local name remote name

1

Device (config-openflow-switch)# tls trustpoint
local trustpointl remote trustpointl

(fE:%E) OpenFlow A - F @ Transport Layer Security
(TLS) BT A MKRA v PEFRELET,

ATy 79 |end
1

Device (config-openflow-switch) # end

OpenFlow A4 v FDar7 4 Fal— g T—
RZ#T L, $HE EXEC £— RIZEY £,

OpenFlow E— R TODA V3 —TJ x4 RDEERE

OpenFlow E— RCIL, LA Y2 FEIILAYIA L F—T oA AZRETEET, LA1Y3
AU B—T oA AEHEHTLHHERIE, AV E—T2A X a7 4 Fal— g F—RFTno
switchport 2~ > REBRELET, LA V2 A 0¥ —T oA AEEATIEAIE. ROEEE

FATLET,
FIEDHE
1. enable
2. configureterminal
3. feature openflow
4. interface type number
5. switchport modetrunk
6. switchport nonnegotiate
7. nokeepalive
8. spanning-tree bpdufilter enable
9. end
FIED F¥H

ARV RFERERTI VA Y

=)

AT v 71 |enable
1 -

¥i#E EXEC T— F& A 32— M LFET,
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OpenFlow E— FTDA V2 —J =4 ADEE .

AU RFERETIVa Y

B8

Device> enable

TR T INFTRINIED, NAT— RE AT
Liﬁ—o

ATy T2

configureterminal

1

Device# configure terminal

ra—r\Lar 74X a lb—3iay T— NiEth
L‘ij‘o

ATvT3

feature openflow

1

Device (config) # feature openflow

OpenFlow #EREZ A R —7 /WIT L E T,

ATvT4

interface type number

1

Device (config)# interface gigabitethernet 1/0/3

AH—T oA AEREL, A/ F—T A
TA4Xal—varEw—RERBLET,

ATy Th

switchport modetrunk

1 -

Device (config-if)# switchport mode trunk

VAY2AAL v TF AL H—T =2 ADFNT L F
TE—RE NG ICHRELET,

ATvT6

switchport nonnegotiate

1 -

Device (config-if)# switchport nonnegotiate

WENZDOfA L BZ—T oA AD I —2 g0
o ha VIR LAEWE Y ICHEELE T,

ATy T17

no keepalive
1 -

Device (config-if)# no keepalive

=TT IA TRy vEeT 4 =T NI LET,

ATvT8

spanning-tree bpdufilter enable
fl

Device (config-if) # spanning-tree bpdufilter enable|

A VBE =T 2 A ATT )y I balsy—4%
=v ks (BPDU) ZA4NVE Y T2 X—T L
=

ATvT9

end

1

Device (config-if) # end

AV H—T 2 A A7 4 X2l — gy F—F
T L. B#E EXEC E— FNICEY 7,
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. OpenFlow % E 5l

OpenFlow |

OpenFlow 0 % € 5

5 : T/314 AT OpenFlow DEZH1E

{5 : OpenFlow

{5 : OpenFlow

Device> enable

Device# configure terminal

Device (config) # boot mode openflow
Device (config) # exit

Device# write erase

Device# delete flash:vlan.dat
Device# reload

Device> enable

Device# show boot mode

Device# configure terminal

Device (config) # feature openflow

Device (config) # openflow

Device (config-openflow) # switch 1 pipeline 1

Device (config-openflow-switch) # controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf security
tls

Device (config-openflow-switch) # datapath-id 0x12345678

Device (config-openflow-switch)# tls trustpoint local trustpointl remote trustpointl
Device (config-openflow-switch)# end

E—FTDA U3 —T 24 ADETFE

OpenFlow E— R ClL, LA Y2 E7FI LA VIS L F—T oA AERETCEET, L
AX3IA L E—T oA AMEHTH5H/IE, AV F—T A X arsT74Falb—Ta
v E&— K Tnoswitchport =2~ > RZRELET, LA VY24 ¥ —T oA AT
L%alE. WOEEEZFITLET,

Device> enable

Device# configure terminal

Device (config) # feature openflow

Device (config) # interface gigabitethernet 1/0/3
Device (config-if)# switchport mode trunk

Device (config-if) # switchport nonnegotiate

Device (config-if)# no keepalive

Device (config-if)# spanning-tree bpdufilter enable
Device (config-if)# end
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OpenFlow D &R

FIEOHE

F IR D

enable

show openflow hardware capabilities
show openflow switch 1 controller
show openflow switch 1 ports

show openflow switch 1 flows list

apwDn=

AT v 71 enable

ATy T2

it EXEC E— FE A LET,

 NATU—=REAALET ERSNZHER) .

Device> enable

show openflow har dwar e capabilities
OpenFlow 7 /3 A/ — Ry = 7HREZ R R L E T,
1

Device# show openflow hardware capabilities

Max Interfaces: 1000
Aggregated Statistics: YES

Pipeline ID: 1
Pipeline Max Flows: 2322
Max Flow Batch Size: 100
Statistics Max Polling Rate (flows/sec): 10000
Pipeline Default Statistics Collect Interval: 5

Flow table ID: 0

Max Flow Batch Size: 100

Max Flows: 1022

Bind Subintfs: FALSE

Primary Table: TRUE

Table Programmable: TRUE

Miss Programmable: TRUE
Number of goto tables: 1

Goto table id: 1

Number of miss goto tables: 1
Miss Goto table id: 1

Stats collection time for full table (sec): 1

OpenFlow DR .
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. OpenFlow D FE:E

AT w73 show openflow switch 1 controller
ALy FICHERRIN TV Dy hr—Z IZBET 2 HEREFR T LET,
i

Device# show openflow switch 1 controller

Logical Switch Id: 1

Total Controllers: 1

Controller: 1

10.10.23.200:6633

Protocol: tcp

VRF: Mgmt-vrf

Connected: Yes

Role: Equal

Negotiated Protocol Version: OpenFlow 1.3
Last Alive Ping: 2018-06-04 17:59:20 PDT
state: ACTIVE

sec_since connect: 50

AT 74 show openflow switch 1 ports
OpenFlow A A v FOAR— MIETLERAR I LET,
1

Device# show openflow switch 1 ports
Logical Switch Id: 1

Port Interface Name Config-State Link-State Features
1 Gil/0/1 PORT_UP LINK UP 1GB-FD
2 Gil/0/2 PORT_UP LINK UP 1GB-FD
3 Gil/0/3 PORT_UP LINK UP 1GB-FD
4 Gil/0/4 PORT_UP LINK UP 1GB-FD
5 Gil/0/5 PORT_UP LINK _DOWN 1GB-HD
6 Gil/0/6 PORT_UP LINK DOWN 1GB-HD
7 Gil/0/7 PORT_UP LINK _DOWN 1GB-HD
8 Gil/0/8 PORT_UP LINK DOWN 1GB-HD
9 Gil1/0/9 PORT_UP LINK UP 1GB-FD

10 Gil1/0/10 PORT_UP LINK UP 1GB-FD
11 Gil/0/11 PORT_UP LINK UP 1GB-FD
12 Gil/0/12 PORT_UP LINK UP 1GB-FD
13 Gil/0/13 PORT_UP LINK DOWN 1GB-HD
14 Gil/0/14 PORT_UP LINK DOWN 1GB-HD
15 Gil/0/15 PORT_UP LINK _DOWN 1GB-HD
16 Gil/0/16 PORT_UP LINK DOWN 1GB-HD
17 Gil/0/17 PORT_UP LINK _DOWN 1GB-HD
18 Gil/0/18 PORT_UP LINK _DOWN 1GB-HD
19 Gil/0/19 PORT_UP LINK UP 1GB-FD
20 Gil1/0/20 PORT_UP LINK UP 1GB-FD
21 Gil/0/21 PORT_UP LINK UP 1GB-FD
22 Gil/0/22 PORT_UP LINK UP 1GB-FD
23 Gil/0/23 PORT_UP LINK _DOWN 1GB-HD
24 Gil/0/24 PORT_UP LINK DOWN 1GB-HD
25 Gil/1/1 PORT_UP LINK _DOWN 1GB-HD
26 Gil/1/2 PORT_UP LINK _DOWN 1GB-HD
27 Gil/1/3 PORT_UP LINK DOWN 1GB-HD
28 Gil/1/4 PORT_UP LINK DOWN 1GB-HD
29 Tel/1/1 PORT_UP LINK _DOWN 10GB-FD
30 Tel/1/2 PORT_UP LINK _DOWN 10GB-FD
31 Tel/1/3 PORT_UP LINK _DOWN 10GB-FD
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32
33
34
35
36
37
38
39
40

Tel/1/4 PORT_UP
Tel/1/5 PORT_UP
Tel/1l/6 PORT_UP
Tel/1/7 PORT_UP
Tel/1/8 PORT_UP
Fol/1/1 PORT_UP
Fol/1/2 PORT_UP
Twel/1/1 PORT_UP
Twel/1/2 PORT_UP

AT 75 show openflow switch 1 flowslist
OpenFlow O U ZFRKRLET,

WOWIENE, T—T N0 VA =L INTNDH 7 —%RLTWET, matchany (37 —7 /L 112
#HLET ( Imatchany] &iX, TXTONRT Yy ERT =7 1IBEITLHEWVWSIEKRTT) ., 7—7 11
TIE, %6858 MAC 7 F L A 00:00:01:00:00:01 28BA& S, HAR— 236 ICEESNET,

1 -

Device# show openflow switch 1 flows list

Logical Switch Id: 1
Total flows: 8

LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN

Openflow 1<B85 2 2D s xR [

10GB-FD
10GB-FD
10GB-FD
10GB-FD
10GB-FD
40GB-FD
40GB-FD
10GB-FD
10GB-FD

Flow: 1 Match: any Actions: goto table:1, Priority: 9000, Table: 0, Cookie: 0x1,
Duration: 2382.117s, Packets: 34443, Bytes: 3359315

Flow: 2 Match: any Actions: drop, Priority: 0, Table: 0, Cookie: 0xO0,

Duration: 2382.118s, Packets: 294137, Bytes: 28806211

Flow: 3 Match: any Actions: drop, Priority: 0, Table: 1, Cookie: 0xO0,

Duration: 2382.118s, Packets: 34443, Bytes: 3359315

Flow: 4 Match: dl dst=00:00:01:00:00:01 Actions: output:36, Priority: 9000,
Table: 1, Cookie: 0x1l, Duration: 2382.116s, Packets: 0, Bytes: 0

OpenFlow IZEAT 5 Z DD SEEF

ESPEREYS

X=—aT7ILAZA LI

OpenFlow ® 2~ > K

a5~V r s av R U 77 LR

Open Network Foundation

https://www.opennetworking.org/

Faucet OpenFlow = > h©—5

* https://faucet.nz/

* https://docs.faucet.nz/en/latest/

Cisco IOS XEFuji169x 7R S SYEUF 4 a2 74 Xalb—Ya > A4 K .


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/command/169/b_169_programmability_cr.html
https://www.opennetworking.org/
https://faucet.nz/
https://docs.faucet.nz/en/latest/

OpenFlow |
. OpenFlow O #EEE(ESR

MIB MB®DY %

BIRL7ZT T v b7+ —24, CiscolOSV V—2, BIO 7 4 —F ¥ k> MiZ
B9 5 MIB 2L TH¥ v ra— K352k, RO URL IZH % Cisco MIB
Locator ZfffH L £79,

http://www.cisco.com/go/mibs

SRADTHYZAIIL YER—+

FiEA o

TZ2adYR— N Web A FTlE, v Z2apffhes 7 | http//www.cisco.com/support
A=l TDH NI TITN Y a—T 4 I BENL TN
LFHE900, ~=aT7 AV —LE2 Il 58857
FooA4 ) =R xR L TWET,

BEWORGOEF 2 U7 1 FRSOBEINEREAFTT O
®IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 ¢ — R7g EOEFEY —EXIZIAT
TET

VAaADYR— K Web VA FDY—UIZT 7 AT HEE
1%, Cisco.com D —HF DB LUV IR T — RBMLETT,

OpenFlow D HEEIHER

ROFNZ, ZOFY 22— /LT LIEHEEICET 2 ) U —AF@MEr L3, ZoRiT, V7
Fo=7 JU—R bbA U THEEOY R — FREASNZEEDOY 7 by =T VY =72
FERLTWEY, TOERIT. W 23720 RY . 2 UEO—HEDY 7 by =7 VY —
ATHHR—FSNET,

TTy N7 A= LD R BRIV AT VT b 2T A A=V OVR— MIET L ERE
587 5121, Cisco Feature Navigator Z{# f] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 77 MILEDH Y EH A,
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| OpenFlow

% 26 : OpenFlow O HE &R

OpenFlow D AEIEER .

HaE

iy

)1)—=x

HAETEEHR

OpenFlow

Cisco 10S XE Fuji 16.9.1

OpenFlow (L Software Defined Networking

(SDN) OFEHERISTH Y . SDN B
TO@ETa FalrEHRELET, =
kv, SDNav ba—Ji%, AA v
FRN—FIREDR Yy NT—7 T A
ADT F T =T 47 T —r L HPE
ROWY TCEDHEITHRDET,

ZOMRRIX. RO Ty R T F— AT
HEINTWELE,

s Catalyst 9300 ' U — X A A v F
* Catalyst 9400 >V — X A A v F
s Catalyst 9500 >V — X A A v F

* Catalyst9500 > U — X /A /N7 F—
RUARA T

Cisco I0OS XE Gibraltar 16.10.1

Catalyst 9500 > U — X /A /N7 4 —=<
YAAAL v FTOT—TIAEREA v —
POV R— FPEASIE LT,

OpenFlow Power over | Cisco IOS XE Gibraltar 16.12.1

Ethernet

PoE |Z OpenFlow " — h TH AR — h i
£7

ZOMBEIX. ROTT v P T F—AIC
FEIHTWE LT,

s Catalyst 9300 ~'J — X A A v F

s Catalyst 9400 ' U — X A A v F
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