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switch (config) # telemetry
switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr

switch (conf-tm-telemetry)# destination-group 100
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switch (conf-tm-dest) # destination-group 1
switch (conf-tm-dest)# ipv6é address 1:1::1:1 port 50009 protocol gRPC encoding GPB-compact

switch (config-dest)# sensor-group 100

switch (conf-tm-sensor)# path show_stats_fc3/1

switch (conf-tm-sensor)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 30000
switch (conf-tm-sub)# dst-grp 100

switch (config-dest)# sensor-group 1

switch (conf-tm-sensor)# path show_stats_fc4/1

switch (conf-tm-sensor) # subscription 1

switch (conf-tm-sub) # snsr-grp 1 sample-interval 30000
switch (conf-tm-sub)# dst-grp 1

ZOFITIE, 30T EICshow 2~ R T —=FZ L L, L r—s31234 & LInLLISEET
L EME IR IR DR T 1% R LT,

switch# configure terminal
switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 60001 protocol gRPC encoding GPB

switch (conf-tm-sensor) # destination-group 1
switch (conf-tm-dest)# ipv6é address 1:1::1:1 port 60009 protocol gRPC encoding GPB-compact

switch (config-dest)# sensor-group 100

switch (conf-tm-sensor)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 30000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-dest) # sensor-group 1

switch (conf-tm-sensor)# subscription 1

switch (conf-tm-dest)# snsr-grp 1 sample-interval 30000
switch (conf-tm-sub)# dst-grp 1

WIZ, B — T N—TNCEEDORAEED, 5B N—TIEBEDEETa 7 7 A VEE
O, YT A7V TFoa a8 B0 — I —7 bt SN —F12) 7 TExDHEERLE
7,

switch# configure terminal
switch (config) # telemetry

switch (config-telemetry) # sensor-group 100
switch (conf-tm-sensor)# path analytics:init
switch (conf-tm-sensor)# path analytics:initit

switch (config-telemetry)# sensor-group 200
switch (conf-tm-sensor)# path analytics:inititl

switch (conf-tm-sensor)# destination-group 100
switch(conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ipv6é address 5:6::7:8 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001
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switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub)# snsr-grp 100 sample-interval 30000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 30000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest) # subscription 900
switch (conf-tm-sub)# snsr-grp 200 sample-interval 30000
switch (conf-tm-sub) # dst-grp 100

\}

GE)  sensor_path (X, A MU=V T SNDEFEDA ¥ —T = A4 ADMFHERE T v 2 72
PRESNDHATTT, 1208 — N —F 2@ KEOE P — 2 E2FHETEET, T
AU AU =T DY — /XX path analytics: query name TH Y, 4 > H—T = A
ADFEHERA NV — 7 OYA . 'Y — /XZ (X path show_stats fc slot/port T4, &
Y= NATHESINTWSLZ U4 Tinit) | Tinitit) . 33X O Tinititl] (X, SAN Analytics £
RE T SN TCWVET, FHMICOWTIE, Py va 72 OREEZZRLTIIZEN,

WOFNZ, FTr—N AN = OV T NAKERERLET,

switch# configure terminal
switch (config) # telemetry

switch (config-telemetry)# sensor-group 200
switch (conf-tm-sensor)# path transceiver:fcl/1l
switch (conf-tm-sensor) # path transceiver:fcl3/1-48

switch (conf-tm-sensor)# show telemetry data collector details

Row ID Successful Failed Skipped Sensor Path (GroupId)

1 398 14 0 show _stats fc3/1-48(100)

2 30488 0 1 analytics:dcnmtgtITL (2)

3 395 0 0 show _stats fc5/1-48(100)

4 0 0 0 transceiver:£fcl/1(200)

5 0 0 0 transceiver:£fcl13/1-48(200)
6 0 0 0 analytics:dcnmtgtITN (1)

ZOFNE, BT R E . SAN Telemetry Streaming ##5% & #2325 HiEZ R L TWET,
SAN Telemetry Streaming % % 783 5 7212, show telemetry data collector details ¥5 & Y
show telemetry transport session_id stats 2~ > RO Z2HERTHZ & b TE 9, Mo
WTIE, SANT LA RY A MU= 7 ORGELHEHERORT (14°—2) 2L T
7EEW,

switch# configure terminal
switch(config)# telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

switch (config-telemetry) # destination-group 1
switch (conf-tm-dest)# ipv6é address 1:1::1:1 port 50008 protocol gRPC encoding GPB-compact
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switch (conf-tm-dest)# ipv6é address 1:2::3:4 port 50009 protocol gRPC encoding GPB-compact
switch (conf-tm-dest) # end

switch# show running-config telemetry
!Command: show running-config telemetry
'Running configuration last done at: Thu Jun 14 08:14:24 2018
!Time: Thu Jun 14 08:14:40 2018
version 8.3(1)
feature telemetry
telemetry
destination-group 1
ipvé address 1:2::3:4 port 50008 protocol gRPC encoding GPB-compact
ipvé address 1:1::1:1 port 50009 protocol gRPC encoding GPB-compact
destination-group 100
ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

\)

GE) NPUDOETX, 72774 7RITL LIET 7T 4 7R ITL O &G, T XTHOITL IZESN
TWET, L7zno T, NPUDAMEZMHRTDHINC, 72V &7 VT F3—U752 L%
BEoLES,

SANT LA RYRFMY—ZI2DHDETEEHTFRORT

R Cisco NX-OS CLI show =~ > FZfif L T, SAN Telemetry Streaming A%, #t7HE .
TI—, By va U EREFRLET,

Z OfliX, SAN Telemetry Streaming DR Z KM L TWANET —# X— 2 &R L E T,

switch# show telemetry control database

Subscription Database size = 1
Subscription 1D Data Collector Type
o s8
Sensor Group Database size = 1

Row ID Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
SubID

1 100 Timer /SDB 30000 /Running 1

100

Collection Time in ms (Cur/Min/Max): 53/9/81

Encoding Time in ms (Cur/Min/Max): 21/6/33

Transport Time in ms (Cur/Min/Max): 10470/1349/11036

Streaming Time in ms (Cur/Min/Max): 10546/9/11112

Collection Statistics:

collection id dropped =0
last collection_id dropped = 0
drop_count =0
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Sensor Path Database size = 4
Row ID Subscribed Linked Sec Retrieve Path Query Filter
Groups Groups level (GroupId) :
1 No 1 0 Self analytics:inititl (100): NA NA
GPB Encoded Data size in bytes (Cur/Min/Max): 162310/162014/162320
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
2 No 1 0 Self show stats fcl/3(100): NA NA
GPB Encoded Data size in bytes (Cur/Min/Max): 2390/2390/2390
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
3 No 1 0 Self analytics:initit (100): NA NA
GPB Encoded Data size in bytes (Cur/Min/Max): 158070/157444/158082
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
4 No 1 0 Self analytics:init (100): NA NA
GPB Encoded Data size in bytes (Cur/Min/Max): 159200/158905/159212
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Destination Group Database size = 1
> use-vrf default
Destination Group ID Refcount
100 1
Destination Database size = 3
Dst IP Addr Dst Port Encoding Transport Count
10.30.217.80 50009 GPB gRPC 1
2001:420:301:2005:3::11
60003 GPB gRPC 1
2001:420:54ff:a4::230:e5
50013 GPB gRPC 1

switch (conf-tm-dest)# show telemetry control database sensor-groups

Sensor Group Database size =

1

Row ID Sensor Group ID Sensor Group type

Sampling interval (ms) Linked subscriptions

SubID

1 100 Timer /SDB 30000 /Running 1
100

Collection Time in ms (Cur/Min/Max): 53/9/81

Encoding Time in ms (Cur/Min/Max): 21/21/33

Transport Time in ms (Cur/Min/Max): 10304/461/15643

Streaming Time in ms (Cur/Min/Max): 10380/9/15720

Collection Statistics:
collection id dropped
last collection_id dropped
drop_count
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GE) a2 RN ® spB 1%, SAN 7 —

B av A —DFATTT, TV ANIIE O KR—

M5 > N7+ — L0 DME, NX-APIL. 3L} YANG & —

R

g2 J—=ZAHPR—FLTWNE

Z OfIL. SAN Telemetry Streaming DIEFL O NI T — & X— 2 D#FH 2R LE T,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures

Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures

Sensor path Database creation failures

Sensor Group Database creation failures

Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Sensor Group Subscriptions unsupported data-source failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
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Failed to delete Sensor Group from Subscription 0

Failed to delete Sensor path from Sensor Group 0

Failed to get encode callback 0

Failed to get transport callback 0

WIZ, T2 WERICE T 2l B fEHE OB 2~ L E 5,

switch# show telemetry data collector brief

Row ID Collector Type Successful Failed Skipped
1 NX-APT 0 0 0

2 SDB 1513 902 0

ZOBITE, TRTORY— "ADEME ST, 7 — X WEICET 23 E®REZ R~ L
9,

switch# show telemetry data collector details

Row ID Successful Failed Skipped Sensor Path (GroupId)
1 496 305 0 analytics:inititl (100)
2 16 0 0 showfstatsifcl/B(loo)
3 507 294 0 analytics:initit (100)
4 498 303 0 analytics:init (100)

GB)  HAhTAFy I, EeESpLa—FRT7 oy FENEEERLET,

Z OHITIX. SAN Telemetry Streaming /31 77 A > OffitiE#®AZ &K~ LE T, SAN Telemetry
Streaming /N 77 A MBI, IWNEF 2 — LEEEF 2 —OFGEHER (Fa— VA X Fa—
O Ray 7R E) "ELIET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:

Node Create Fail = 0

Event Collector:

Errors:
Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0
Memory:
Allowed Memory Limit = 838860800 bytes

Occupied Memory 53399552 bytes

Queue Statistics:
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Request Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Data Queue:
High Priority Queue:
Info:

Actual Size = 160000 Current Size = 0

Max Size = 0 Full Count = 0
Errors:

Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:

Info:

Actual Size = 2 Current Size = 0

Max Size = 0 Full Count = 0
Errors:

Enqueue Error = 0 Dequeue Error = 0

ZOBNE, HRENTWETRTolirEE Yy v a A RLET,

switch# show telemetry transport

Session Id IP Address Port Encoding Transport Status
2 10.30.217.80 50009 GPB gRPC Connected
0 2001:420:301:2005:3::11

60003 GPB gRPC Connected
1 2001:420:54ff:a4::230:e5

50013 GPB gRPC Transmit Error
Retry buffer Size: 10485760
Event Retry Messages (Bytes): O
Timer Retry Messages (Bytes): 10272300
Total Retries sent: 0
Total Retries Dropped: 5377

WRIZ, FFEDHREE v v a VOt y v a U IEROBIERLET,

switch# show telemetry transport 0

Session Id: 2

IP Address:Port 10.30.217.80:50009
Transport: GRPC

Status: Connected
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Last Connected: Fri Jun 22 07:07:12.735 UTC
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

Event Retry Queue Bytes:
Event Retry Queue Size:
Timer Retry Queue Bytes:
Timer Retry Queue Size:
Sent Retry Messages:

Dropped Retry Messages:

O O O O o o

WIT, BEDEXEYE v a v OEMOEE R LET,

switch# show telemetry transport 2 stats

Session Id: 2
Connection Stats
Connection Count 2
Last Connected: Fri Jun 22 07:07:12.735 UTC
Disconnect Count 0
Last Disconnected: Never
Transmission Stats
Compression: disabled
Source Interface: not set ()
Transmit Count: 44
Last TX time: Fri Jun 22 07:14:16.533 UTC
Min Tx Time: 227 ms
Max Tx Time: 3511 ms
Avg Tx Time: 1664 ms
Cur Tx Time: 227 ms

WROaA~ 2 RTIE, FFEDEEY v v a VOFEMRT T —ORGHERBFERINET,

switch# show telemetry transport 2 errors

Session Id: 1
Connection Errors
Connection Error Count: 0
Transmission Errors
Tx Error Count: 1746
Last Tx Error: Fri Jun 22 07:15:07.970 UTC
Last Tx Return Code: UNAVAILABLE

)

GE)  LLFIX. showtelemetry transport errors =~ RHADRY 22— RO T,
cOK: =7 — I EEATL,

« UNAVAILABLE : fRESIINTZIP 7 RV AE IR — MIBEETE EFHA, REEZT = v
LT, ELWIP T RLAFFIER—FRBREINTWDHZ L E2HERLET,

* DEADLINE_EXCEEDED : L 3 — 3205 DISED 30 BPLL EZp i, Ry U — 27 OFIE
MWREALTHET,
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SANTLARYRFM)—Z2DHDFS TNV —TFTa Y

Z

showtech-supporttdemetry =~ > F&EH LT, N 770 a—TFT 4 0 THOT LA MY F—
ZENELET, =7 —2FKRLESEAIL, SANT LA M) AR —I 7 ORE (8 <—
V) EF v LCHEREREGELE T,

TLARN) AT —=HAD NI TNy a—T 4 720, ROEREZHEHLE T,

show analyticssystem-load =~ > RZ{EH LT, NPU DA 2R L E9, NPU DETMAH
WAL, —EOR— R TOSHZENT L ET,

switch# show analytics system-load
n/a - not applicable

Analytics System Load Info
| Module | NPU Load (in %) | ITLs ITNs Both | Hosts | Targets
SCSI NVMe Total | SCSI NVMe Total | SCSI NVMe Total | SCSI NVMe Total

| 1 | 0 0 0 | 0 0 | 0 0 0 | 0 0 0

| 4 | 64 0 64 | 20743 0 20743 | © 0 0 | 346 0 346
| 5 | 0 0 0 | 0 0 0 | 0 0 0 | 0 0 0

| 8 | 0 0 0 | 0 0 0 | 0 0 0 | 0 0 0

| 12 | 0 12 12 | 0 300 300 | 0 0 0 | 0 40 40
| 13 | 0 0 0 | 0 0 0 | 0 0 0 | 0 0 0

| 18 | 0 13 13 |1 1 2 |1 1 2 | 0 0 0

| Total | n/a n/a n/a | 20744 301 21045 | 1 1 2 | 346 40 386

As of Mon Apr 1 05:31:10 2019

show telemetry control databasesensor-groups 2~ > K& L, a~r NHEATH T
A= B —=PEELTWENE I DEMHRLET, ZA4~v—DEEL TR
TalE, A~—DPELSRESNTNDEINE I hEMERLET,

switch# show telemetry control database sensor-groups
Sensor Group Database size = 3

Row ID Sensor Group ID Sensor Group type Sampling interval (ms) Linked
subscriptions SubID

1 100 Timer /SDB 5000 /Running 1
100

Collection Time in ms (Cur/Min/Max): 0/0/1

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1/1/4753

Collection Statistics:

collection id dropped =0
last collection id dropped = 0
drop_count =0
2 1 Timer /SDB 30000 /Running 1
1

Collection Time in ms (Cur/Min/Max): 5/4/16
Encoding Time in ms (Cur/Min/Max): 2/2/11
Transport Time in ms (Cur/Min/Max): 644/635/1589
Streaming Time in ms (Cur/Min/Max): 3223/3168/4964

Collection Statistics:
collection id dropped =0
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last_collection_ id dropped
drop_count

show telemetry datacollector details 2~ > FEM L, 2~ FHE/JTTF—Z OIEIZ =T —
WHLNEIDPEHRLET, =7 —%%A L2551, SAN Telemetry Streaming DA%
B ICFEE L 7= sensor_path 2358 > TWA 7= OIEET A2 MENH Y £,

switch# show telemetry data collector details

Row ID Successful Failed Skipped Sensor Path (GroupId)

1 0 analytics:panup (1)
2 0 show_stats fc2/2(1)
3 0 2994 0 analytics:port (1)

4 0 show_stats fc2/6(1)
5 0 show_stats fc2/1(1)

show logging logfile| grep -i telemetry ==~ > RZ ] L T, Syslog A v E—YNOZTF—%
B LET,

switch# show logging logfile | grep -i telemetry
2018 Jun 28 16:26:17 switch $TELEMETRY-4-TRANSPORT SEND ERROR: GRPC send to
172.20.30.129:60002 failed. (DEADLINE EXCEEDED (len:2876013))

AT, AT v 72, BEORAT v 7 3 TCHEHLTRHED RO LR oiga, B
BITRE 72 haicdh b 2 ENRFEZXHLIVET, show telemetry transport Oerrors =< >
RERLT, a~vy FHATEXET e ha o7 =R 5089 hEfd LET,

ROBHAPFKTIHET 1 F )b 27 —RBRAETLZENH Y £,

ST T ANEITIY TR T g T, WiESTFIPT RLAERIIA— 2
RELTWD, 587077 ANERIIT TRV T2 a0 DIPT L RAEZITAR—
FAEELET,

L= AREEN LTV, LY—ART I F 4 T2/ 5 TWT, gRPCAHE—F2 T >
AL TWLZ L xR LET,

L= NFEEI LTV DR, Ay =2 LTy, Ly —A"T 7Y r— g
YOET TR LET,

EHLIP ORIENH B, tenet 2= REFEH LT, IPT7 KR LR — MIBERTHED
EomETARNLET,

switch# show telemetry transport 1 errors

Session Id: 1
Connection Errors

Connection Error Count: 0
Transmission Errors

Tx Error Count: 0

Last Tx Error: None
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Last Tx Return Code: OK
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