Configuracién de EVPN de capa 3 sobre SR
MPLS [eBGP] en Nexus 9300
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Introduccién

Este documento describe como implementar L3 Ethernet VPN (EVPN) sobre Segment Routing
(SR) Multiprotocol Label Switching en Nexus 9300 con BGP externo.

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

- Border Gateway Protocol (BGP)
- L3VPN

- EVPN

- SR

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Hardware de columna - 9336C-FX que ejecuta la version 10.2(2)
- LEAF Hardware - 93240YC-FX2 que ejecuta la versidon 10.2(2)
- CLIENTE - 92160YC-X (Host-1), Catalyst-3850 (Host-2)
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. Si tiene una red
en vivo, asegurese de entender el posible impacto de cualquier comando.



Antecedentes

Resumen de MPLS L3VPN
Una VPN es:

- Red basada en IP que ofrece servicios de red privada en una infraestructura publica.
- Conjunto de sitios que pueden comunicarse entre si de forma privada a través de Internet u
otras redes publicas o privadas.
Las VPN convencionales se crean mediante la configuracion de una malla completa de tuneles o
circuitos virtuales permanentes (PVC) para todos los sitios de una VPN. Este tipo de VPN no es
facil de mantener o ampliar, ya que la adicidon de un nuevo sitio requiere un cambio en cada
dispositivo periférico de la VPN.

Las VPN basadas en MPLS se crean en la capa 3 y se basan en el modelo de peer. El modelo de
peer permite al proveedor de servicios y al CE intercambiar informacion de routing de capa 3. El
proveedor de servicios transmite los datos entre los sitios CE sin la intervencion del CE.

Las VPN MPLS son mas faciles de gestionar y ampliar que las VPN convencionales. Cuando se
agrega un nuevo sitio a una VPN MPLS, solo es necesario actualizar el router de extremo del
proveedor de servicios que proporciona servicios al sitio del cliente.

Estos son los componentes de MPLS VPN:

- Router del proveedor (P): router en el nucleo de la red del proveedor. Los routers PE ejecutan
switching MPLS y no adjuntan etiquetas VPN a los paquetes enrutados. Las etiquetas VPN
se utilizan para dirigir paquetes de datos a la red privada o al router de borde CE correcto.

- Router de extremo del proveedor (PE): Router que conecta la etiqueta VPN a los paquetes
entrantes en funcién de la interfaz o subinterfaz en la que se reciben y que también conecta
las etiquetas de nucleo MPLS. Un router PE se conecta directamente a un router.

- Router del cliente (C): router del proveedor de servicios de Internet (ISP) o red de la empresa.

- Router de extremo del cliente (CE): router de extremo en la red del ISP que se conecta al
router PE de la red. Un router CE debe interactuar con un router PE.

Descripcion General de EVPN con L3VPN (MPLS SR)

Las implementaciones de Data Center (DC) han adoptado EVPN de LAN extensible virtual
(VXLAN) o EVPN MPLS por sus ventajas, como el aprendizaje del plano de control de EVPN, la
capacidad de varios arrendatarios, la movilidad sin problemas, la redundancia y las adiciones de
POD mas sencillas. De manera similar, CORE es una red MPLS L3VPN basada en el protocolo
de distribucion de etiquetas (LDP) o una transicion de la tradicional capa subyacente basada en
MPLS L3VPN LDP a una solucién mas sofisticada como SR.

SR se adopta por sus ventajas como:



- Planos de control de MPLS y protocolo de gateway interior unificado (IGP)
- Métodos de ingenieria de trafico mas sencillos

- Configuracion mas sencilla

- Adopcidn de redes definidas por software (SDN)

EVPN (RFC 7432) es una solucion basada en MPLS BGP que se ha utilizado para los servicios
Ethernet de ultima generacidn en una red de Data Center virtualizada. Utiliza varios bloques como
Route.

Distinguidor (RD), destino de ruta (RT) y routing y reenvio virtuales (VRF) de las tecnologias
MPLS existentes.

La EVPN de nivel 3 sobre SR que se introdujo en la version NXOS 7.0(3)16(1) utiliza la ruta EVPN

de tipo 5 con encapsulacion MPLS. Ofrece varios arrendatarios, escalabilidad y alto rendimiento
para servicios evolucionados de Data Center.

Nota: En DC, el plano de datos puede ser VXLAN o MPLS.

VPN L3 MPLS tradicional MPLS L3 VPN sobre SR
Bloques de creacidn principales: RD, RT y VRF Bloques de creacidn principales: RD, RT y VRF
Capa subyacente para transporte: IGP, LDP y RSVP-TE Capa subyacente para transporte: IGP/BGP-LU
Capa superpuesta para servicio: VPNv4 y VPNv6 Capa superpuesta para servicio: EVPN

Diagrama de la red
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Configuracion de alto nivel

1. Instalar caracteristicas

2. Configurar direccion IP - Subyacente

3. Configuracion de IGP/MP - BGP

4. Configuracion de VLAN y EVPN Overlay
5. Configurar e-BGP entre hosts y hojas

install feature-set mpls

featureset mals

feature bgp

feature mpls segment.routing

Feature mals svpn

Feature interfaoeian

feature lacp

feature mols oam

Feature mpls segment-routing traffic-engineering

wvian 1,301-310

SEETEN-Tuting

mets

ghobal-block 16000 24000
qonnected-prefiz-sid-map
address-famdy ipvd

1722500132 absolute 16001
ip prefix-fist node-sid-loopback seq 10 permit 172.35.0.1/33
ip as-path sceess-lst LOCALLY-ORIGINATE seq 1 permit **65534"
ip as-path access-lst LOCALLY-ORIGINATE seq 2 pormit "5
route-map NODE-SI0-MED permit 10

match ip address prefic-list node-sid-loopbad

sat etric 100
raute-map NODE-SID-MED parmit 20
route-map SET_NH permit §

match camminity MATCH.65534:6553,
set ip next-hop unchamged
route-map SET_NH permit 10

match as-path LOCALLY-DRIGINATE
st ip net-hop 172.25.0.1

wrf context WPN-A
e ey
address-damily igvd unicast
route-target import 301:301
rowte-target import 301:301 evpn
rowte-target export 301301
routearget expent 301300 evEn
wrf context VPN-8
rd auto
address-family igvd unicast
reutE-Target impor 302:302
route-target impart 302:302 evpn
route target export 102:302
foute-tar get expodt 302:302 &pa

Enabling Features

install feature-set mpls.
feature-set mpls

Feature bgp

Feature mpls segment-routing
Feature mpls evpn

Feature interfaee-vian

Peature kcp

feature mpls cam

"

pls segr
vian 1,301-310
segment-routing
mpls
plobal-block 16000 24000
cannested-prefix-sid-map
address-family ipvd
172.25.0.2(32 absalute 16002
ip prefin-list node-sid-loopback seq 10 permit 172.25.0.2/32
Ip as-path access-ist LOCALLY-ORIGINATE seq 1 permit "*65534"
ip as-path acoess-dist LOCALLY-ORIGINATE seq 2 permit **5”
route-map NODE-SID-MED per mit 10
match i address preficlist node-sid-loopback
5ot meteic 100
route-map NODE-SID-MED per mit 20
raute-map SET_NH permits

match cammunity MATCH-65534:65534
setip next-hop unchanged
route-map SET_NH permit 10
match as-path LOCALLY-DRIGINATE
et ip next-hap 172.25.002
wrf cantext VPN-A
rdl aute
addris-Family ipvd unicist
rautetarget import 301:301
raute-targat import 301301 &R
Faibe-target ixpart 301:301
raute-target expart 301:301 evpn
wrif context VPN-8
rd At
address-Family ipvd unicast
raute-target import 302:302
rowbe-target import 302:302 evpn
route-target export 302302
raute-target export 302:302 cvpn

Leat-1
Interface Configuration

interface Wan301

D BeSi-BOUD deny-1e-core_th iR
il M VPN A

ne ip redirects

i sddress 10.1.12.124

i directed-broadeast ip-dir-beast
o arp timeout 710

interface Wian302

0 decess-grouR deny-te-oore_ra in
il matmer VPN-B

ne ip redirects

i address 10.1.13.1/24

i directed-Droadeast ip-dir-bast
@ arp timeout 720

interface Ethermeti /31

deseription connected to spimel - 1/53 - 192.168.1.10
iy 3216

logging event port link-status.

ne ip redirects

W sddieds 192.168.1.9/30

D arp tmesut 14400

mpls ip foraarding

interface Dthernet] /32

diseription eonnectid 1o spined - 1/53 - 192.168.1.14
mu 9216

bogging event port link-status.

noip redirects

o scddress 192.168.1.13/30

i arp timeout L4400

mpls Ip forwarding

no shutdown

interface Ethernetd/35

switchport

switchport mode trunk.

switchport trunk allowed vien 301-310
A shutdown

interface lacabackt
o addvess 172.25.0.1/32
ey Shist

Leaf-2

Interface Configuration
interface Vian301

o shutdown

ip sceess-group deny-to-cofe_fain
vrf member VPN-A

o Ip redirects

ip address 10.2.12.1/24

ip directed-biosd cast ip-dir-beadt
Iparp timeout 720

interface Vian302

o shutdown

Ip access-group deny-to-core_rain
wrl msmber VPN-B

o ip redirects

Ipaddress 10.2.13.1/24

ip directed-broad cast ig-dir-beast
iparp imeout 720

Interface Ethernetl/3

wwitchport

switchpart mode trunk

switchpart trunk allawed vian 301-310
o shutdewn

Interface Ethernetl/31

deseription connected to spinel - 1/54 - 192.168.2.10

ity 9216
Iogging eventt port link-status
o Ip redirects
ip address 192.168.2 930
ip arp timeout 14400
mpls ip forwarding

interface Ethermet]/32

deseription connected to Spine2 - 1/52 - 192.168.2.14

mitu 9216
legging event port link-status
o ip redirects
ipaddress 192.168.2.13/30
Ip arp timeout 14400
mipls ip forwarding
interface Bthernetlf36
switchpart mode trunk
switchpart trunk allawed vian 301-310
interface boapbackd
Ipaddress 172.25.0.2/32

BGPSEVPN Configaration

router bigp 65534
Feuter-id 172.25.001
disabip-paloy-batching
bestpath as-path multipath-relax
betspath med missing-ai-worst
log-neighbar-changes.
werit-history detad size large
nexthop suppress-default-resolution
addiress-family ipvd unicast
netwerk 172,250,132
maximum-gaths 4
maximum:paths (bgn 4
allogate-lbd route-map node-sid-label
address-tamily fgred labeled-unicas
prafic-pricrity high
address-family Evpn evpn
template peer EBGE-SPRE
remote-as GA0ET
description EBGP-PEERINGto-AGG
address family [pvd unicast
allowas-in 1
send-Lanininity
sen-coammunity sctendid
route-map NODE-SID-MED out

o advertise local-labeled route
saft-reconfiguration inbound
ddres-Pamily ipvd libeled-unicast
Allcrasas-in 1
send-community
send-community extended
route-rmg NODE-SID-MED out
softrconfiguration inbound abways
address:family I2vpn evpr
allowas-in 1
send-coenminity
send-community extended
filter-list LOCALLY-QRIGINATE out
route-map SET_NH out
encapiulation mpls
neighbor 192.168.1,10
inherit peer EBGR.SPINE
neighbor 192 168.1.14
inherit péer EBGP-SPINE

BGP/EVPN Configuration

router bgp 65534

router-id 172.25.0.2
disable-policy-batching

bestpath as-path mulipath-relax
bestpath med missing-as-warst
log-reighnor -changes
event-histary detail size large
nexthep suppress-default reschution
address-family ipvd unicast

network 172.25.0.2/32

masimumepaths 4

maimum-paths lbgp 4
allocate-label route-map node-sid-label
address-family ipvd labeled-unicast

prefic-prierity high
address-lamily [2vpn evpn
template peer EBGP-SPINE
remote-as BA0BT

description EBGP-PEERING-10-AGG
addres-faemily iped unicast

allowas-in 1

semd-community

send-cammunity sxtended

route-map NODE-SID-MED sut

no advertise local-labeled-route
soft-reconfiguration inbaund
address-family ipv4 labeled-unicast
Allowas-in 1
send-cammunity
send-community extended
reute-mag NODE-SID-MED cut
soft-reconfiguration inbaund always
address-family [2vpr evpn
allowas-in |
send-community
send-cammunity extended
fikter-list LOCALLY-ORISINATE out
route-map SET_NH out
encapsulation mpls
neighbor 192.168.2.10
inherit peer EBGP-SPINE
neighbor 192.168.2.14
inkierit peer EBGR-SPINE

wrf VEN-A
bestpath aa-path muhtipath-relas
Allgate-index 2001
address-family ipvd unicast
metwork 10.1.12.0/24
advertise Bvpn evpn
maximum-paths 4
el VPN-B
Bestpath as-path multipath-rela
allocate-index 2002
A rieda-Fasniby ipd unicidt
metwark 10.1.13.0/24
advertise [Bvpn evpn
maximum-paths 4

wrf WP
bestpath as-path multipatherela
allocate-index 2001
address-family igvd unicast
netwark 10.2.12.0/24
acvertise IZvpn evpn
raximurn-paths 4
wrf VPN-B
bestpath as-path mu tipath-rela
alloeate-inde: 2002
address-familly ipvd unicast
notwork 10.2.13.0/24
acvortise 12vpn evpn
maximurn-paths 4



Enabling Features

install feature-set mpls

feature-set mpls

feature bgp
feature mpls segment-routing
feature mpls evpn
feature interface-vlan
feature lacp
feature mpls oam
feature mpls segment-routing traffic-engineering
vlan 1
segment-routing

mipls

global-block 16000 24000
oonnected-prefix-sid-map
address-family ipvd
172.25.0.21/32 absolute 16021

ip prefin-list NH-RESTRICT s6q 5 permit 0.0.0.0/0
ip prefix-list node-sid-loopback seq 5 permit 172.25.0.21/32
route-map NH-RESTRICT deny 10

match ip address prefiz-list NH-RESTRICT
route-map NH-RESTRICT permit 20
route-map NH_UNCHG permit 10

set ip next-hop unchanged

Enabling Feature

install feature-set mpls

feature-set mpls

feature bgp

feature mpls segment-routing

feature mpls evpn

feature interface-vlan
feature lacp
feature mpls oam
feature mpls segment-routing traffic-engineering
vian 1
segment-routing

mipls

global-block 16000 24000
connected-prefix-sid-map
address-family ipvd
172.25.0.22/32 absolute 16021

ip prefic-list NH-RESTRICT seq 5 permit 0.0.0.0/0
ip prefix-list node-sid-loopback seq 5 permit 172.25.0.22/32
route-map NH-RESTRICT deny 10

match ip address prefic-list NH-RESTRICT
route-map NH-RESTRICT permit 20
route-map NH_UNCHG permit 10

set ip next-hop unchanged

Spine-1
Interface Configuration

interface Ethernetl/53
description connested to Leafl - 1/31 - 192.168.1.8
miu 3216
logging event port link-status
no ip redirects
ip address 192.168.1,10/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface Ethernetd/54
description connected to Leaf2- 1/31 - 192.168.29
miu 9216
logging event port link-status
no ip redirects
ip address 192.168.2,10/30
ip arp timeout 14400
mpls ip farwarding
no shutdown

Interface loopbadk0

ip address 172.25.0.21/32

no shutdown

Spine-2
Interface Configuration

interface Ethernetl/52
description connected to Leaf2 - 131 - 192.168.2.13
mtu 9216
logging event port link-status
na ip redirects
ip address 192.168.2.14/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface Ethernetl/53
description connected to Leaf2- 1/32 - 192.168.1.13
mitu 9216
logging event port link-status
no ip redirects
ip address 192.168.1.14/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface loopbackd
ip address 172.25.0.22/32
no shut

BGP/EVPN Configuration

router bgp 64087
router-id 172.25.0.21
bestpath as-path multipath-refax
bestpath med missing-as-worst
log-nelghbar-changes
nexthop suppress-default-resolution
address-family ipvd unicast
network 172.25.0.21/32
maximurm-paths 4
nexthop route-map NH-RESTRICT
allocate-label route-map node-sid-label
ddress-family ipvd labebed-uni
prefix-priority high
sddress-family [2vpn evpn
retain route-target all
template peer EBGP-ACCESS
remote-as 65534
description EBGP-PEERING-to-ACCESS
address-family ipwd unicast
disable-peer-as-chedk
send-community
send-community extended
default-originate
no advertise local-labeled-route

seft-reconfiguration inbound
address-family ipwd labeled-unicast
disable-pear-as-ched:
send-community
send-community extended
soft-reconfiguration inbound
address-family 12vpn evpn
disable-peer-as-ched
send-community
send-community extended
route-map NH_UNCHG out
encapsulatien mpls
neighbor 192.168.1.9
inherit pedr EBGP-ACCESS
neighbor 192 168.2.9
inherit peer EBGP-ACCESS

BGP/EVPN Configuration

router bgp 64087
router-id 172.25.0.22
bestpath as-path multipath-relax
bestpath med missing-as-worst
log-neighbor-changes
nexthop suppress-default-resalution
address-family ipvd unicast
network 172.25.0.22/32
maximum-paths 4
nexthop reute-map NH-RESTRICT
allocate-label route-map node-sid-label
address-family ipvd labeled-unicast
prefix-priority high
address-family I2vpn evpn
retain route-target all
template peer EBGP-ACCESS
remate-as 65534
description EBGP-PEERING-to-ACCESS
address-family ipvd unicast
disable-peer-as-chedk
send-community
send-community extended
default-originate
no advertise local-labeled-route

soft-reconfiguration inbound

address-family ipvd labeled-unicast
disable-peer-as-check
send-community
send-community extended
soft-reconfiguration inbound

address-family [2vpn evpn
disable-peer-as-check
send-community
send-community extended
route-map NH_UNCHG out
encapsulation mpls

neighbor 192.168.1.13
inherit peer EBGP-ACCESS
neighbor 192.168.2.13
inherit peer EBGP-ACCESS



Host-1 Configuration

install feature-set mpls

feature mpls

interface Ethernet1/53

switchport

switchport mode trunk

switchport trunk allowed vlan 301-310
no shut

interface vlan 301

no shutdown

no ip redirects

ip address 10.1.12.100/24

ip directed-broadcast ip-dir-bcast
ip arp timeout 720

Verificacion

Host-2 Configuration

install feature-set mpls

feature mpls

interface Ethernetl/54

switchport

switchport mode trunk

switchport trunk allowed vlan 301-310
no shut

interface vian 301

no shutdown

no ip redirects

ip address 10.2.12.100/24

ip directed-broadcast ip-dir-bcast
ip arp timeout 720

Utilize esta seccion para confirmar que su configuracion funcione correctamente.

H1(config)# show ip int brief

IP Interface Status for VRF "default"(1)
Interface IP Address  Interface Status
Vlan301 10.1.12.100 protocol-up/link-up/admin-up

H1(config)# ping 10.2.12.100

PING 10.2.12.100 (10.2.12.100): 56 data bytes

64 bytes from 10.2.12.100: icmp_seq=0 ttl=251 time=0.994 ms
64 bytes from 10.2.12.100: icmp_seq=1 ttl=251 time=0.586 ms
64 bytes from 10.2.12.100: icmp_seq=2 ttl=251 time=0.677 ms
64 bytes from 10.2.12.100: icmp_seq=3 ttl=251 time=0.615 ms
64 bytes from 10.2.12.100: icmp_seq=4 ttl=251 time=0.597 ms

---10.2.12.100 ping statistics -—-

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip minfavg/max = 0.586/0.693/0.994 ms

Troubleshoot

H2(config)# show ip int brief

IP Interface Status for VRF "default"(1)
Interface IP Address  Interface Status
Vian301 10.2.12.100 protocol-up/link-up/admin-up

H2(config)# ping 10.1.12.100

PING 10.1.12.100 (10.1.12.100}): 56 data bytes

64 bytes from 10.1.12.100: icmp_seq=0 ttl=251 time=1.043 ms
64 bytes from 10.1.12.100: icmp_seq=1 ttl=251 time=1.933 ms
64 bytes from 10.1.12.100: icmp_seq=2 ttl=251 time=0.865 ms
64 bytes from 10.1.12.100: icmp_seq=3 ttl=251 time=0.668 ms
64 bytes from 10.1.12.100: icmp_seq=4 ttl=251 time=0.713 ms

---10.1.12.100 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.668/1.044/1.933 ms

En esta seccidon encontrara informacion que puede utilizar para solucionar problemas de

configuracion.

spinel{config-router-af}# show mpls switching

Legend:
(P)=Protected, (F}=FRR active, (*)=more labels in stack.

IPV4:

In-Label Out-label FEC name Out-Interface  MNext-Hop
VRF default

16001 Pop Label 172.25.0.1/32  Eth1/53 10.1.1.9
16002 Pop Label 172.25.0.2/32 Eth1/54 10.2.19
In-Label VRF

492287 default

Block  Label-Range
i 16000 - 24000

spinel(config-router-af)# show bgp |12vpn evpn
BGP routing table information for VRF default, address family L2ZVPN EVPN
BGP table version is 17, Local Router ID is 172.25.0.21

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 172.25.0.1:3
*>e[5):[0):(0]:[24][12.1.12.0]/224

172.25.0.1 4294567295 065534
Route Distinguisher: 172.25.0.1:4
*>¢[5]:[0]:[0]:[24]):[12.1.13.0]/224

172.250.1 4294967295 065534 i
Route Distinguisher: 172.25.0.2:3
*>¢[5]:[0]:[0]:[24]):[10.2.12.0]/224

172.25.0.2 4294967295 065534 i
Route Distinguisher: 172.25.0.2:4
*>e[5):[0]:(0]:[24]:[10.2.13.0]/224

172.25.0.2 42945967285 065534
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Legend:
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Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



