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Introduction to Cisco ISE
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Cisco Identity Services Engine (ISE) is an identity-based network access control and policy enforcement
system. It functions as a common policy engine that enables endpoint access control and network device
administration for enterprises.

You can leverage Cisco ISE to ensure compliance, enhance infrastructure security, and streamline service
operations.
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. Cisco ISE Features

Overview of Cisco ISE |

A Cisco ISE administrator can gather real-time contextual data for a network, including users and user groups
(who?), device type (what?), access time (when?), access location (where?), access type (wired, wireless, or
VPN) (how?), and network threats and vulnerabilities.

As a Cisco ISE administrator, you can use this information to make network governance decisions. You can
also tie identity data to various network elements to create policies that govern network access and usage.

Cisco ISE Features

Cisco ISE software must be installed as is. You cannot install any other third-party applications at the underlying
operating system level.

Cisco ISE empowers you with the following capabilities:

* Device Administration: Cisco ISE uses the TACACS+ security protocol to control and audit the
configuration of network devices. It facilitates granular control of who can access which network device
and change the associated network settings. Network devices can be configured to query Cisco ISE for
authentication and authorization of device administrator actions. These devices also send accounting
messages to Cisco ISE to log such actions.

 Guest and Secure Wireless: Cisco ISE enables you to provide secure network access to visitors,
contractors, consultants, and customers. You can use web-based and mobile portals to on-board guests
to your company’s network and internal resources. You can define access privileges for different types
of guests, and assign sponsors to create and manage guest accounts.

* Bring Your Own Device (BYOD): Cisco ISE allows your employees and guests to securely use their
personal devices on your enterprise network. BYOD feature end users can use configured pathways to
add their devices, and provision predefined authentications and levels of network access.

» Asset Visibility: Cisco ISE gives you visibility and control over who and what is on your network
consistently, across wireless, wired, and VPN connections. Cisco ISE uses probes and device sensors to
listen to the way devices connect to the network. The Cisco ISE profile database, which is extensive,
then classifies the device. This gives the visibility and context you need to grant the right level of network
access.

* Secure Access: Cisco ISE uses a wide range of authentication protocols to provide network devices and
endpoints with a secure network access. These include, but are not limited to, 802.1X, RADIUS, MAB,
web-based, EasyConnect, and external agent-enabled authentication methods.

 Segmentation: Cisco ISE uses contextual data about network devices and endpoints to facilitate network
segmentation. Security group tags, access control lists, network access protocols, and policy sets that
define authorization, access, and authentication, are some ways in which Cisco ISE enables secure
network segmentation.

» Posture or Compliance: Cisco ISE allows you to check for compliance, also known as posture, of
endpoints, before allowing them to connect to your network. You can ensure that endpoints receive the
appropriate posture agents for posturing services.

« Threat Containment: If Cisco ISE detects threat or vulnerability attributes from an endpoint, adaptive
network control policies are sent to dynamically change the access levels of the endpoint. After the threat
or vulnerability is evaluated and addressed, the endpoint is given back its original access policy.
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« Security Ecosystem Integrations: The pxGrid feature allows Cisco ISE to securely share context-sensitive
information, policy and configuration data, and so on, with connected network devices, third-party
vendors, or Cisco partner systems.

Introduction to Cisco ISE
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Cisco Identity Services Engine (ISE) is an identity-based network access control and policy enforcement
system. It functions as a common policy engine that enables endpoint access control and network device
administration for enterprises.

You can leverage Cisco ISE to ensure compliance, enhance infrastructure security, and streamline service
operations.

A Cisco ISE administrator can gather real-time contextual data for a network, including users and user groups
(who?), device type (what?), access time (when?), access location (where?), access type (wired, wireless, or
VPN) (how?), and network threats and vulnerabilities.

As a Cisco ISE administrator, you can use this information to make network governance decisions. You can
also tie identity data to various network elements to create policies that govern network access and usage.

Cisco ISE Features

Cisco ISE software must be installed as is. You cannot install any other third-party applications at the underlying
operating system level.

Cisco ISE empowers you with the following capabilities:

* Device Administration: Cisco ISE uses the TACACS+ security protocol to control and audit the
configuration of network devices. It facilitates granular control of who can access which network device
and change the associated network settings. Network devices can be configured to query Cisco ISE for
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authentication and authorization of device administrator actions. These devices also send accounting
messages to Cisco ISE to log such actions.

Guest and Secure Wireless: Cisco ISE enables you to provide secure network access to visitors,
contractors, consultants, and customers. You can use web-based and mobile portals to on-board guests
to your company’s network and internal resources. You can define access privileges for different types
of guests, and assign sponsors to create and manage guest accounts.

Bring Your Own Device (BYOD): Cisco ISE allows your employees and guests to securely use their
personal devices on your enterprise network. BYOD feature end users can use configured pathways to
add their devices, and provision predefined authentications and levels of network access.

Asset Visibility: Cisco ISE gives you visibility and control over who and what is on your network
consistently, across wireless, wired, and VPN connections. Cisco ISE uses probes and device sensors to
listen to the way devices connect to the network. The Cisco ISE profile database, which is extensive,
then classifies the device. This gives the visibility and context you need to grant the right level of network
access.

Secure Access: Cisco ISE uses a wide range of authentication protocols to provide network devices and
endpoints with a secure network access. These include, but are not limited to, 802.1X, RADIUS, MAB,
web-based, EasyConnect, and external agent-enabled authentication methods.

Segmentation: Cisco ISE uses contextual data about network devices and endpoints to facilitate network
segmentation. Security group tags, access control lists, network access protocols, and policy sets that
define authorization, access, and authentication, are some ways in which Cisco ISE enables secure
network segmentation.

Posture or Compliance: Cisco ISE allows you to check for compliance, also known as posture, of
endpoints, before allowing them to connect to your network. You can ensure that endpoints receive the
appropriate posture agents for posturing services.

Threat Containment: If Cisco ISE detects threat or vulnerability attributes from an endpoint, adaptive
network control policies are sent to dynamically change the access levels of the endpoint. After the threat
or vulnerability is evaluated and addressed, the endpoint is given back its original access policy.

Security Ecosystem Integrations: The pxGrid feature allows Cisco ISE to securely share context-sensitive
information, policy and configuration data, and so on, with connected network devices, third-party
vendors, or Cisco partner systems.

Cisco ISE Administrators

Administrators can use the admin portal to:

Manage deployments, help desk operations, and network devices, and node monitoring and
troubleshooting.

Manage Cisco ISE services, policies, administrator accounts, and system configuration and operations.

Change administrator and user passwords.

A CLI administrator can start and stop the Cisco ISE application, apply software patches and upgrades, reload
or shut down the Cisco ISE appliance, and view all the system and application logs. Because of the special
privileges that are granted to a CLI administrator, we recommend that you protect the CLI administrator
credentials and create web-based administrators for configuring and managing Cisco ISE deployments.
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The username and password that you configure during setup is intended only for administrative access to the
CLI. This role is considered to be the CLI admin user, also known as CLI administrator. By default, the
username for a CLI admin user is admin, and the password is defined during setup. There is no default
password. This CLI admin user is the default admin user, and this user account cannot be deleted. However,
other administrators can edit it, including options to enable, disable, or change password for the corresponding
account.

You can either create an administrator, or promote an existing user to an administrator role. Administrators
can also be demoted to simple network user status by disabling the corresponding administrative privileges.

Administrators are users who have local privileges to configure and operate the Cisco ISE system.

Administrators are assigned to one or more admin groups.

\)

Note

From Cisco ISE Release 2.7, use alphanumeric values while creating user accounts in Cisco ISE.

Related Topics

Cisco ISE Administrator Groups, on page 7

Force CLI Administrator to Use External Identity Store

Authentication with an external identity source is more secure than using the internal database. Role-based
access control (RBAC) for CLI administrators supports an external identity store.

)

Note

You must have defined Admin users, and added them to an Administrator group. The Admin must be a Super
Admin.

Define a User's Attributes in the Active Directory User Directory

Using the Windows server running Active Directory, modify the attributes for each user that you plan to
configure as a CLI Administrator.

1.

From the Server Manager window, choose Server Manager > Roles > Active Directory Domain
Services > Active Directory Users and Computers > [ ad.adserver ] <ad_server>.local.

Enable Advanced Features under the View menu so that you can edit a user’s attributes.
Navigate to the Active Directory group that contains a list of all the admin users and select a user.
Double-click the corresponding user ID.

The Properties window is displayed.

Click the Attribute Editor.

Click any attribute and start entering gid to locate the gidNumber. If you don't find the gidNumber attribute,
click the Filter button and uncheck the Show only attributes that have values check box.

Double-click an attribute name to edit each attribute. For each user:

* Assign a uidNumber greater than 60000, and make sure that the number is unique. Do not change
the uidNumber after assignment.
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* Assign gidNumber as 110 or 111. While 110 denotes an admin user, whereas 111 denotes a read-only
user. If you modify the gidNumber, wait for at least five minutes before making an SSH connection.

Join the Admin CLI User to the Active Directory Domain

Connect to the Cisco ISE CLI, run the identity-store command, and assign the Admin user to the ID store.
For example, to map the CLI admin user to the Active Directory defined in ISE as adpooll, run the
identity-store active-directory domain-name adpooll user admincliuser command.

After the join is complete, connect to the Cisco ISE CLI and log in as the Admin CLI user to verify your
configuration.

If the domain you use in this command was previously joined to the ISE node, you must rejoin the domain
in the Administrators console.

1. Navigate to Administration > Identity Management > External Identity Sources.

2. In the left-hand pane, click Active Directory and select your Active Directory name.

\}

Note If you test the connection, with the test user using either MS-RPC or Kerberos, the status for your Active
Directory connection might show Operational, but error messages are displayed.

3. Verify that you can still log in to the Cisco ISE CLI as the Admin CLI user.

Create a New Administrator

Cisco ISE administrators need accounts with specific roles assigned to them in order to perform specific
administrative tasks. You can create multiple administrator accounts and assign one or more roles to these
admins based on the administrative tasks that these admins have to perform.

Use the Admin Users window to view, create, modify, delete, change the status, duplicate, or search for
attributes of Cisco ISE administrators.

)

Note We recommend that you configure Active Directory access in the CLI before you join it in the GUI if the
admin user's domain is the same in both the CLI and the GUI. Else, you must rejoin the domain from the GUI
to avoid authentication failures to that domain.

Step 1 Choose Administration > System > Admin Access > Administrators > Admin Users > Add.
Step 2 From the Add drop-down list, choose one of the following options:

* Create an Admin User

If you choose Create an Admin User, a New Administrator window appears, from where you can configure
account information for the new admin user.

« Select from Network Access Users
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Cisco ISE Administrator Groups .

If you choose Select from Network Access Users, a list of current users appears, from which you can choose a
user. Subsequently, the Admin User window corresponding to this user appears.

Step 3 Enter values in the fields. The characters supported for the Name fieldare #$° () *+-./ @ _.

The admin user name must be unique. If you have entered an existing user name, an error pop-up window displays the
following message:

User can't be created. A User with that name already exists.

Step 4 Click Submit to create a new administrator in the Cisco ISE internal database.

Related Topics
Read-Only Admin Policy, on page 21
Customize Menu Access for the Read-Only Administrator, on page 21

Cisco ISE Administrator Groups

Administrator groups are role-based access control (RBAC) groups in Cisco ISE. All the administrators who
belong to the same group share a common identity and have the same privileges. An administrator’s identity
as a member of a specific administrative group can be used as a condition in authorization policies. An
administrator can belong to more than one administrator group.

Cisco ISE supports multiple external identity stores for enhanced user access management by admins.

An administrator account with any level of access can be used to modify or delete the objects for which it has
permission, on any window it has access to.

The Cisco ISE security model limits administrators to create administrative groups that contain the same set
of privileges that the administrator has. The privileges given are based on the administrative role of the user,
as defined in the Cisco ISE database. Thus, administrative groups form the basis for defining privileges to
access the Cisco ISE systems.

The following table lists the admin groups that are predefined in Cisco ISE, and the tasks that members from
these groups can perform.

Table 1: Cisco ISE Admin Groups, Access Levels, Permissions, and Restrictions

Admin Group Role |Access Level Permissions Restrictions

Customization Manage sponsor, * Configure guest and sponsor + Cannot perform any

Admin guest, and personal access. policy management,
device portals. identity management,

» Manage guest access settings. or system-level

+ Customize end-user web configuration tasks in
portals. Cisco ISE.

+ Cannot view any
reports.
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Admin Group Role

Access Level

Permissions

Restrictions

Helpdesk Admin Query monitoring * Run all reports. Cannot create, update, or
and troubleshooting . delete reports,
operations * Runall troubleshooting flows. troubleshooting flows, live
« View the Cisco ISE authentications, or alarms.
dashboard and live logs.
* View alarms.

Identity Admin * Manage user * Add, edit, and delete user Cannot perform any policy
accounts and accounts and endpoints. management or system-level
endpoints. ) ) . | configuration tasks in Cisco

* Add, edit, and delete identity | ¢
* Manage sources.
identity . lete i .
SOUTCES. * Add, edit, and delete identity
source sequences.
* Configure general settings for
user accounts (attributes and
password policy).
* View the Cisco ISE
dashboard, live logs, alarms,
and reports.
* Run all troubleshooting flows.
MnT Admin Perform all the * Manage all the reports (run, |Cannot perform any policy

monitoring and

create, and delete).

management, identity

troubleshooting . management, or
operations. * Run all the troubleshooting system-level configuration
flows. tasks in Cisco ISE.
* View the Cisco ISE
dashboard and live logs.
* Manage alarms (create,
update, view, and delete).
Network Device Manage Cisco ISE * Read and write permissions | Cannot perform any policy

Admin

network devices and
network device
repository.

on network devices

* Read and write permissions
on Network Device Groups
and all network resource
object types.

* View the Cisco ISE
dashboard, live logs, alarms,
and reports.

* Run all the troubleshooting
flows.

management, identity
management, or
system-level configuration
tasks in Cisco ISE.
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Admin Group Role

Access Level

Permissions

Restrictions

Policy Admin

Create and manage
policies for all the
Cisco ISE services
across the network,
which are related to
authentication,
authorization,
posture, profiler,
client provisioning,
and work centers.

* Read and write permissions
on all the elements that are
used in policies, such as
authorization profiles,
Network Device Groups
(NDGs), and conditions.

Read and write permissions
on identities, endpoints, and
identity groups (user identity
groups and endpoint identity
groups).

Read and write permissions
on services policies and
settings.

View the Cisco ISE
dashboard, live logs, alarms,
and reports.

Run all the troubleshooting
flows.

Device Administration:
Access to device
administration work centers.
Permission for TACACS
policy conditions and results.
Network device permissions
for TACACS proxy and proxy
sequences.

Cannot perform any identity
management or system-level
configuration tasks in Cisco
ISE.

Device Administration:
Access to the work center
does not guarantee access to
the subordinate links.
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Admin Group Role

Access Level

Permissions

Restrictions

RBAC Admin

All the tasks under
the Operations
menu, except for
Endpoint Protection
Services Adaptive
Network Control,
and partial access to
some menu items
under
Administration.

 View the authentication
details.

* Enable or disable Endpoint
Protection Services Adaptive
Network Control

* Create, edit, and delete
alarms; generate and view
reports; and use Cisco ISE to
troubleshoot problems in your
network.

* Read permissions on
administrator account settings
and admin group settings

* View permissions on admin
access and data access
permissions in the RBAC
Policy window.

* View the Cisco ISE
dashboard, live logs, alarms,
and reports.

* Run all the troubleshooting
flows.

Cannot perform any identity
management or system-level
configuration tasks in Cisco
ISE.
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Admin Group Role

Access Level

Permissions

Restrictions

Read-Only Admin

Read-only access to
the ISE GUL

* View and use the functions of

the dashboard, reports, and
live logs or sessions, such as
filtering data, querying,
saving options, printing, and
exporting data.

* Change passwords of their
own accounts.

* Query ISE using global
search, reports, and live logs
or sessions.

« Filter and save data based on
the attributes.

» Export data pertaining to
authentication policies, profile
policies, users, endpoints,
network devices, network
device groups, identities
(including groups), and other
configurations.

+ Customize report queries,
save, print, and export them.

* Generate custom report
queries, save, print, or export
the results.

* Save GUI settings for future
reference.

* Download logs, such as
ise-psc-log from the
Operations >
Troubleshoot > Download
Logs window.
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Admin Group Role

Access Level

Permissions

Restrictions

Perform any
configuration changes
such as create, update,
delete, import,
quarantine, and Mobile
Device Management
(MDM) actions of
objects, such as
authorization policies,
authentication policies,
posture policies,
profiler policies,
endpoints, and users.

Perform system
operations, such as
backup and restore,
registration or
deregistration of nodes,
synchronization of
nodes, creating,
editing, and deleting
node groups, or
upgrade and
installation of patches.

Import data pertaining
to policies, network
devices, network
device groups,
identities (including
groups), and other
configurations.

Perform operations,
such as CoA, endpoint
debugging, modifying
collection filters,
bypassing suppression
on live sessions data,
modifying the
PAN-HA failover
settings, and editing the
personas or services of
Cisco ISE nodes.

Run commands that
might have a heavy
impact on performance.
For example, access to
the TCP Dump in the
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Admin Group Role

Access Level

Permissions

Restrictions

Operations >
Troubleshoot >
Diagnostic Tools >
General Tools window
is restricted.

Generate support
bundles.

Super Admin

All Cisco ISE
administrative
functions. The
default administrator
account belongs to
this group.

Create, read, update, delete, and
eXecute (CRUDX) permissions on
all Cisco ISE resources.

A super admin can modify the
credentials of any Cisco ISE local
user at any time.

Note The super admin user
cannot modify the
default
system-generated
RBAC policies and
permissions. To do
this, you must create
new RBAC policies
with the necessary
permissions based on
your needs, and map
these policies to an
admin group.

Device Administration: Access to
device administration work centers.
Permission for TACACS policy
conditions and results. Network
device permissions for TACACS
proxy and proxy sequences. In
addition, permission to enable
TACACS global protocol settings.

Device Administration:
Access to the work
center does not
guarantee access to the
subordinate links.

Only an admin user
from the default Super
Admin Group can
modify or delete other
admin users. Even an
externally mapped user
who is part of an
Admin Group cloned
with the Menu and
Data Access privileges
of the Super Admin
Group cannot modify
or delete an admin
user.
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Admin Group Role

Access Level

Permissions

Restrictions

System Admin

All Cisco ISE
configuration and
maintenance tasks.

Full access (read and write
permissions) to perform all the
activities under the Operations tab
and partial access to some menu
items under the Administration
tab:

* Read permissions on
administrator account settings
and administrator group
settings.

* Read permissions on admin
access and data access
permissions along with the
RBAC policy window.

* Read and write permissions
for all options under
Administration > System.

 View authentication details.

* Enable or disable Endpoint
Protection Services Adaptive
Network Control

* Create, edit, and delete
alarms; generate and view
reports; and use Cisco ISE to
troubleshoot problems in your
network.

* Device Administration:
Permission to enable
TACACS global protocol
settings.

Cannot perform any policy
management or system-level
configuration tasks in Cisco
ISE.

Elevated System
Admin (available in
Cisco ISE, Release
2.6, Patch 2 and
above )

All Cisco ISE
configuration and
maintenance tasks.

In addition to all the privileges of
the System Admin, an Elevated
System Admin can create Admin
users.

« Cannot create or delete
Super Admin users.

+ Cannot manage the
Super Admin groups.

External RESTful
Services (ERS)
Admin

Full access to all the
ERS API requests
such as GET, POST,
DELETE, PUT

* Create, read, update, and
delete ERS API requests.

The role is meant only for
ERS authorization
supporting internal users,
identity groups, endpoints,
endpoint groups, and SGT .
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Admin Group Role |Access Level Permissions Restrictions

External RESTful |Read-only access to * Can only read ERS API The role is meant only for
Services (ERS) ERS API, only GET requests ERS authorization
Operator supporting internal users,

identity groups, endpoints,
endpoint groups, and SGT.

TACACS+ Admin |Full access Access to: —

* Device Administration Work
Center.

* Deployment: To enable
TACACS+ services.

» External ID stores.

* Operations>TACACS Live
Logs window.

Related Topics
Cisco ISE Administrators, on page 4

Create an Admin Group

Step 1
Step 2

Step 3

The Admin Groups window allows you to view, create, modify, delete, duplicate, or filter Cisco ISE network
admin groups.

Before you begin

To configure an external administrator group type, you must have already specified one or more external
identity stores.

Choose Administration > System > Admin Access > Administrators > Admin Groups.

Click Add, and enter a name and description.

The supported special characters for the Name field are: space, #$ & “ () *+-./ @ _.

Check the corresponding check box to specify the Type of administrator group you are configuring:

* Internal: Administrators assigned to this group type authenticate against the credentials that are stored in the Cisco
ISE internal database.

+ External: Administrators assigned to this group authenticate against the credentials stored in the external identity
store that you select in the Administration > System > Admin Access > Authentication > Authentication Method
window. You can specify the external groups, if required.

Note If an internal user is configured with an external identity store for authentication, while logging in to the ISE

Admin portal, the internal user must select the external identity store as the Identity Source. Authentication
will fail if Internal Identity Source is selected.
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Step 4 Click Add in the Member Users area to add users to this admin group. To delete users from the admin group, check the
check box corresponding to the user that you want to delete, and click Remove.

Step 5 Click Submit.

Administrative Access to Cisco ISE

Cisco ISE administrators can perform various administrative tasks based on the administrative group to which
they belong. These administrative tasks are critical. Grant administrative access only to users who are authorized
to administer Cisco ISE in your network.

)

Note

When a Cisco ISE server is added to a network, it is marked to be in Running state after its web interface

comes up. However, it might take some more time for all the services to be fully operational because some

advanced services, such as posture services, might take longer to be available.

Administrative Access Methods

You can connect to the Cisco ISE servers in several ways. The policy administration node (PAN) runs the
Administrators portal. An admin password is required to log in. Other ISE persona servers are accessible
through SSH or the console, from where you run the CLI. This section describes the process and password
options available for each connection type:

Admin password: The Cisco ISE Admin user that you created during installation, times out in 45 days
by default. You can prevent that by turning off Password Lifetime from Administration > System >
Admin Settings. Click the Password Policy tab, and uncheck theAdministrative passwords expire
check box under Password Lifetime.

If you do not do this, and the password expires, you can reset the admin password in the CLI by running
the application reset-passwd command. You can reset the admin password by connecting to the console
to access the CLI, or by rebooting the ISE image file to access the boot options menu.

CLI password: You must enter a CLI password during installation. If you have a problem logging in to
the CLI because of an invalid password, you can reset the CLI password. Connect to the console and run
the password CLI command to rest the password. See the Cisco Identity Services Engine CLI Reference
Guide for more information.

SSH access to the CLI: You can enable SSH access either during installation or after, using the service
sshd command. You can also force SSH connections to use a key. Note that when you do this, SSH
connections to all the network devices also use that key. For more information, see SSH Key Validation,
on page 925. You can force the SSH key to use the Diffie-Hellman algorithm. Note that ECDSA keys
are not supported for SSH keys.

Role-Based Admin Access Control in Cisco ISE

Cisco ISE provides role-based access control (RBAC) policies that ensure security by restricting administrative
privileges. RBAC policies are associated with default admin groups to define roles and permissions. A standard
set of permissions (for menu as well as data access) is paired with each of the predefined admin groups, and
is thereby aligned with the associated role and job function.
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Some features in the user interface require certain permissions for their use. If a feature is unavailable, or you
are not allowed to perform a specific task, your admin group may not have the necessary permissions to
perform the task that utilizes the feature.

Regardless of the level of access, any administrator account can modify or delete objects for which it has
permission, on any window that it can access.

\)

Note  Only system-defined admin users with Super Admin or Read Only Admin permissions can see the identity-based

users who are not a part of a user group. Admins you create without these permissions cannot see these users.

Role-Based Permissions

RBAC Policies

Cisco ISE allows you to configure permissions at the menu and data levels. These are called menu access and
data access permissions.

The menu access permissions allow you to show or hide the menu and submenu items of the Cisco ISE
administrative interface. This feature lets you create permissions so that you can restrict or enable access at
the menu level.

The data access permissions allow you to grant read and write, read only, or no access to the Admin Groups,
User Identity Groups, Endpoint Identity Groups, Locations, and Device Types data in the Cisco ISE interface.

RBAC policies determine if an administrator can be granted a specific type of access to a menu item or other
identity group data elements. You can grant or deny access to a menu item or identity group data element to
an administrator based on the admin group, by using RBAC policies. When administrators log in to the Admin
portal, they can access menus and data that are based on the policies and permissions defined for the admin

groups with which they are associated.

RBAC policies map admin groups to menu access and data access permissions. For example, you can prevent
a network administrator from viewing the Admin Access operations menu and the policy data elements. This
can be achieved by creating a custom RBAC policy for the admin group with which that network administrator
is associated.

)

Note If you are using customized RBAC policies for admin access, ensure that you provide all the relevant menu

access for a given data access. For example, to add or delete endpoints with data access of Identity or Policy
Admin, you must provide menu access to Work Center > Network Access and Administration > Identity
Management.

Default Menu Access Permissions

Cisco ISE provides an out-of-the-box set of permissions that are associated with a set of predefined admin

groups. Having predefined admin group permissions allow you to set permissions so that a member of any

admin group can have full or limited access to the menu items within the administrative interface (known as
menu access) and to delegate an admin group to use the data access elements of other admin groups (known
as data access). These permissions are reusable entities that can be further used to formulate RBAC policies
for various admin groups. Cisco ISE provides a set of system-defined menu access permissions that are already
used in the default RBAC policies. Apart from the predefined menu access permissions, Cisco ISE also allows
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you to create custom menu access permissions that you can use in RBAC policies. The key icon represents
menu access privileges for the menus and submenus, and the key with a close icon represents no access for
different RBAC groups.

\)

Note For a Super Admin user, all the menu items are available. For other admin users, all the menu items in the
Menu Access Privileges column are available for standalone deployment, and primary node in a distributed
deployment. For secondary nodes in a distributed deployment, the menu items under the Administration tab
are not available.

Configure Menu Access Permissions

Cisco ISE allows you to create custom menu access permissions that you can map to an RBAC policy.
Depending on the role of the administrators, you can allow them to access only specific menu options.

Step 1 Choose Administration > System > Admin Access > Authorization > Permissions > Menu Access.
Step 2 Click Add, and enter values for the Name and Description fields.
a) Expand the ISE Navigation Structure menu to the required level, and click the options for which you want to create
permissions.
b) In the Permissions for Menu Access pane, click Show.

Step 3 Click Submit.

Prerequisites for Granting Data Access Permissions

When an RBAC admin has Full Access permission to an object (for example, Employee in the User Identity
Groups data type), the admin can view, add, update, and delete users who belong to that group. Ensure that
the admin has menu access permission granted for the Users window (Administration > Identity Management
> ldentities > Users). This is applicable for network devices and endpoint objects (based on the permissions
granted to the Network Device Groups and Endpoint Identity Groups data types).

You cannot enable or restrict data access for network devices that belong to the default network device group
objects—All Device Types and All Locations. All the network devices are displayed if Full Access data
permission is granted to an object created under these default network device group objects. Therefore, we
recommend that you create a separate hierarchy for the Network Device Groups data type, which is
independent of the default network device group objects. You should assign the network device objects to
the newly created network devices groups to create restricted access.

)

Note You can enable or restrict data access permissions only for the User Identity Groups, Network Device Groups,
and Endpoint Identity Groups, but not to Admin Groups.

Default Data Access Permissions

Cisco ISE comes with a set of predefined data access permissions. These permissions enable multiple
administrators to have the data access permissions within the same user population. You can enable or restrict
the use of data access permissions to one or more admin groups. This process allows autonomous delegated
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control to administrators of one admin group to reuse data access permissions of the chosen admin groups
through selective association. Data access permissions range from full access to no access for viewing selected
admin groups or network device groups. RBAC policies are defined based on the administrator (RBAC) group,
menu access, and data access permissions. You should first create menu access and data access permissions
and then create an RBAC policy that associates an admin group with the corresponding menu access and data
access permissions. The RBAC policy takes the form: If admin_group=Super Admin then assign SuperAdmin
Menu Access permission + SuperAdmin Data Access permission. Apart from the predefined data access
permissions, Cisco ISE also allows you to create custom data access permissions that you can associate with
an RBAC policy.

There are three data access permissions, namely, Full Access, No Access, and Read Only access that can be
granted to admin groups.

The Read Only permission can be granted to the following admin groups:

» Administration > Admin Access > Administrators > Admin Groups

« Administration > Groups > User Identity Group

» Administration > Groups > Endpoint Identity Groups

* Network Visibility > Endpoints

« Administration > Network Resources > Network Device Groups

» Administration > Network Resources > Network Devices

» Administration > Identity Management > ldentities

« Administration > Identity Management > Groups > User Identity Groups

« Administration > Identity Management > Groups > Endpoint Identity Groups
If you have read-only permission for a data type (for example, Endpoint Identity Groups), you will not be

able to perform CRUD operations on that data type. If you have read-only permission for an object (for
example, GuestEndpoints), you cannot perform edit or delete operations on that object.

The following image shows how data access privileges are applied at the second-level or third-level menu
that contains additional submenus or options for different RBAC groups.
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Figure 1: Data Access Privileges
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Denotes full access for the User Identity Groups data type.

Denotes that Endpoint Identity Groups derive the maximum permission (full access)
that is granted to its child (Asia, in the example shown in the figure).

Denotes that there is no access for the object (blocked list).

Denotes that the parent (Continents) derives the maximum access permission granted
to its child (Asia).

Denotes read-only access for the object (Australia).

Denotes that when full access is granted to the parent (Network Device Groups), it
results in the children automatically inheriting permissions.

Denotes that when full access is granted to the parent (Asia), it results in the objects
inheriting the Full Access permission, unless permissions are explicitly granted to the
objects.
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Configure Data Access Permissions

Cisco ISE allows you to create custom data access permissions that you can map to an RBAC policy. Based
on the role of the administrator, you can choose to provide access to only select data.

Step 1 Choose Administration > System > Admin Access > Authorization > Permissions.
Step 2 Choose Permissions > Data Access.
Step 3 Click Add, and enter values for the Name and Description fields.

a) Click to expand the admin group and select the corresponding admin group.

b) Click Full Access, Read Only Access, or No Access.

Step 4 Click Save.

Read-Only Admin Policy

The default Read-Only Admin policy is available in the Administration > System > Admin Access >
Authorization > Policy window. This policy is available for both new installations and upgraded deployments.
The Read-Only Admin policy is applicable to the Read-Only Admin group. By default, Super Admin Menu
Access and Read-Only Data Access permissions are granted to Read-Only administrators. This policy cannot
be duplicated and the associated Data Access permission cannot be edited.

)

Note * The default read-only policy is mapped to the Read Only Admin group. You cannot create custom RBAC
policy using the Read Only Admin group.

* Cisco ISE supports the read-only functionality based on the static check of Read-Only Admin Group
only.

Customize Menu Access for the Read-Only Administrator

By default, Read-Only Administrators are given Super Admin Menu Access and Read Only Admin Data
Access. However, if the Super Admin requires that the Read-Only Administrator view only the Home and
Administration tabs, the Super Admin can create a custom menu access or customize the default Permissions
to, for example, MnT Admin Menu Access or Policy Admin Menu Access. The Super Admin cannot modify
the Read Only Data Access mapped to the Read Only Admin Policy.

Step 1 Log in to the Admin portal as a Super Admin.
Step 2 Navigate to the Administration > System > Admin Access > Authorization > Permissions > Menu Access page.
Step 3 Click Add and enter a Name (for example, MyMenu) and Description.

Step 4 In the Menu Access Privileges section, you can enable the Show or Hide option to choose the required options (for
example, Home and Administration tabs) that should be displayed for the Read-Only Administrator.

Step 5 Click Submit.
The custom menu access permission is displayed in the Permissions drop-down list corresponding to the Read-Only
Admin Policy displayed in the Administration > System > Admin Access > Authorization > Policy window.

Step 6 Choose Administration > System > Admin Access > Authorization > Policy window.
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Step 7 Click the Permissions drop-down list corresponding to the Read-Only Admin Policy and choose a default (MnT Admin
Menu Access) or custom menu access permission (MyMenu) that you have created in the Administration > System >
Admin Access > Authorization > Permissions > Menu Access window.

Step 8 Click Save.
Note * You will encounter an error if you choose Data Access permissions for the Read-Only Admin policy.

* When you log in to the Read-Only Admin portal, a Read-Only icon appears at the top of the window,
and you can view only the specified menu options without data access.
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* Cisco ISE Licenses, on page 23
* Cisco ISE Smart Licensing, on page 24
» Manage Traditional License Files, on page 29

Cisco ISE Licenses

Cisco ISE licensing offers two options to manage your licenses:

» Smart Licensing: Monitor Cisco ISE software licenses and endpoint license consumption easily and
efficiently with a single token registration. The licenses that you purchase are maintained in a centralized
database called the Cisco Smart Software Manager (CSSM). For more information about Smart Licensing,
see Cisco ISE Smart Licensing, on page 24.

* Traditional Licensing: Purchase and import individual licenses based on your needs and manage the
application features and access, such as the number of concurrent endpoints that can use Cisco ISE
network resources. For more information about Traditional Licensing, see Manage Traditional License
Files, on page 29.

To maximize economy for customers, licensing in Cisco ISE is supplied in different packages as Base, Plus,
Apex, and Device Administration for both Traditional and Smart Licensing options. For more information
about the Traditional Cisco licensing model, see Cisco ISE Licensing Model, on page 29.

Once you have installed or upgraded your Cisco ISE box, Traditional Licensing is in use by default, and all
license components are activated for a 90-day trial period. Once you switch to Smart Licensing, and before
you register your token, this evaluation period remains active for the Smart Licensing, and the evaluation
period includes all ISE licenses as part of that evaluation period. During the evaluation period, consumption
is not reported to the CSSM.

You should update your installed licenses (for Traditional licensing) or license agreements (for Smart licensing)
if:

* The trial period ends and you have not yet installed or registered your license.
* Your license has expired.

* If endpoint consumption exceeds your licensing agreement.

Cisco ISE will notify you of license expiration or consumption problems 90, 60, and 30 days in advance. You
can view and track licensing details from the License Warning icon at the top of the screen.
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When upgrading from one licensing package to another more complex package, Cisco ISE will continue to
offer all features that were available in the earlier package prior to upgrade and you will not need to re-configure
any settings that you had already configured.

ISE Community Resource
Cisco Identity Services Engine Ordering Guide

For information on how to obtain evaluation licenses, see How to Get ISE Evaluation Licenses.

Cisco ISE Smart Licensing

Cisco offers Smart Licensing, which enables you to monitor Cisco ISE software licenses and endpoint license
consumption. You can monitor license usage easily and efficiently with a single registration token, rather than
individually importing separate licenses. View and manage the details of all the Cisco products and licenses
that you have purchased in a centralized database, the Cisco Smart Software Manager (CSSM). Log in to the
CSSM portal to easily track the endpoint licenses that are available to you, and consumption statistics.

When a smart license token is active and registered in the Cisco ISE administration portal, the CSSM monitors
the consumption of licenses by each endpoint session per product license. Smart Licensing notifies the
administrator about license consumption by endpoint sessions with a simple table layout in Cisco ISE. Smart
Licensing reports the peak usage of each enabled license to the centralized database daily. When licenses are
available and not consumed, the administrator is notified of available licenses and can continue to monitor
usage. When consumption exceeds the number of licenses available, an alarm is activated and the administrator
is notified through alarms and notifications.

With Smart Licensing, you can also manage the different license entitlements included through your Cisco
Smart Account, such as Base, Plus, Apex, or TACACS. From Cisco ISE, you can monitor basic consumption
statistics per license entitlement. From your CSSM account, you can view additional information, statistics,
and notifications, as well as make changes to your account and entitlements.

\}

Note CSSM satellite is not supported.

Cisco ISE takes internal samples of license consumption every 30 minutes. License compliancy and
consumption is updated accordingly. To view this information in the Licenses table in Cisco ISE, from the
main menu, choose Administration > System > Licensing, and click Refresh.

From the time you register your Cisco ISE Primary Administration node (PAN) with the CSSM, Cisco ISE
reports peak counts of license consumption to the CSSM server every six hours. The peak count reports help
ensure that license consumption in Cisco ISE is in compliance with the licenses purchased and registered.
Cisco ISE communicates with the CSSM server by storing a local copy of the CSSM certificate. The CSSM
certificate is automatically reauthorized during the daily synchronization, and when you refresh the Licenses
table. Typically, CSSM certificates are valid for six months.

If there is a change in the compliance status when Cisco ISE synchronizes with the CSSM server, the Last
Authorization column of the Licenses table is updated accordingly. In addition, when entitlements are no
longer compliant, the number of days for which they are out of compliancy appears in the Days Out of
Compliancy column. Noncompliancy is also indicated in the notifications displayed at the top of the Licensing
area, and on the Cisco ISE toolbar next to the License Warning link. In addition to notifications, you can
view alarms.
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\)

Note TACACS licenses are authorized when Cisco ISE communicates with the CSSM server, but they are not
session-based, and therefore, no consumption count is associated with them in the Licenses table.

The compliance column of the Licenses table displays one of the following values:
* In Compliance: The use of this license is in compliance.

* Released Entitlement: The licenses have been purchased and released for use, but none have been
consumed so far in this Cisco ISE deployment. In such a scenario, the Consumption Count for the
license is 0.

« Evaluation: Evaluation licenses are available for use.
Figure 2: License Usage Table
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Activate and Register Smart Licensing in Cisco ISE

Before you begin

Activate Smart Licensing and then register from Cisco ISE using the token issued to you by your Cisco
representative through your CSSM account.

Ensure you have the necessary ISE permissions in your Cisco Smart Software Manager (CSSM) account. For
more information, see https://software.cisco.com/ or contact your Cisco representative.

If you are upgrading from ISE-PIC, then prior to activating Smart Licensing with this procedure, you must
first install the ISE Upgrade license and then:

» Install the Cisco ISE Base license.
* Or, move your PIC installation to an existing ISE deployment:
1. From the existing Cisco ISE deployment, add another ISE node.

2. Enable session profiling and pxGrid services from an existing Cisco ISE Administration node.

Step 1 Choose Administration > System > Licensing to access the Licensing arca of ISE.

After you install or upgrade Cisco ISE, traditional licensing is in use by default. The licensing mode appears at the top
of the screen in the Licensing Method area of ISE:
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Figure 3: Traditional Licensing

Licensing Method
Traditional Licensing is currently in use.

) Click below to switch to Cisco Smart Licensing
P Cisco Smart Licensing

Step 2 Click the Cisco Smart Licensing link from the Licensing Method area to switch to Smart Licensing.

The Cisco Smart Licensing area expands with connection method fields.

Figure 4: Smart Licensing Connection Method Details
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Step 3 From the Cisco Smart Licensing area, in the Secondary UDI field, if at least one additional ISE box is configured in
your network, enter the secondary node you to be used if the Primary node is not available. Select a connection method
by which to connect from your ISE box to the CSSM from the Connection Method dropdown list and click Enable. For
Connection Method, choose:

a) Direct HTTPS if you have a direct connection configured to reach the Internet.
b) HTTPS Proxy if you do not have a direct connection and need to connect by proxy.
¢) Transport Gateway is the recommended connection method.

When you use Smart Licensing, Smart Call Home (SCH) services are automatically activated as well, enabling you
to configure a Transport Gateway. To configure Transport Gateway as your connection method, first configure it
from the Smart Call Home settings in the Administration work center. To do this, and for additional information
about SCH and Transport Gateway, see the Smart Call Home section in the Cisco |SE Admin Guide.

d) SSM On-Prem Server to connect to the configured SSM on-prem server. This option is available in Cisco ISE
Release 2.6 Patch 10 and later. See Configure Smart Software Manager On-Prem for Smart Licensing, on page 27.

Note After activating Smart Licensing, you have a 90-day evaluation period. During this time, all licenses are
active. During this time, you can explore Smart Licensing and all the Cisco ISE features. If you don't register
Smart Licensing with a valid token before the evaluation period expires, you cannot use Cisco ISE.

The fields in this area are dynamic. After you enter the connection details and click Enable, the area collapses.
When you expand the area again, is now called Cisco Smart Licensing Registration, and you can enter
smart licensing token details.
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From the Cisco Smart Licensing Registration area in ISE, enter the Registration Token you received when you
purchased the smart licensing token, and click Register. To retrieve the token at any time, go to the ISE area of your
CSSM account and click Copy.

You can disable any of the licenses in your smart licensing token by unchecking the checkboxes. When you disable the
licenses, Smart Licensing no longer automatically validates those licenses.

Smart Licensing for Air-Gapped Networks

An air-gapped network does not allow any communication between a secured network and an external network.
Cisco ISE Smart Licensing requires Cisco ISE to communicate with the CSSM. If your network is air-gapped,
Cisco ISE is unable to report license usage to CSSM, and this lack of reporting results in the loss of
administrative access to Cisco ISE and restrictions in Cisco ISE features.

To avoid licensing issues in air-gapped networks and enable full Cisco ISE functionality, you can configure
a Smart Software Manager (SSM) On-Premises server. This licensing method is available in Cisco ISE Release
2.6 Patch 10 and later releases.

You must configure an SSM On-Prem server and ensure that Cisco ISE can reach this server. This server
takes over the role of CSSM in your air-gapped network, releasing license entitlements, as needed, and tracking
usage metrics. The SSM On-Prem server also sends notifications, alarms, and warning messages that are
related to licensing consumption and validity.

Configure Smart Software Manager On-Prem for Smart Licensing

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Before you begin

Configure an SSM On-Prem server and ensure that Cisco ISE can reach this server. For more information,
see Smart Software Manager On-Prem Resources.

If you buy more licenses or modify your license purchases, you must connect the SSM On-Prem server to
CSSM for the changes to be available in your local server.

)

Note ISE-PIC 2.7 and earlier do not support Smart Licensing.

Choose Administration > System > Licensing.
Click Cisco Smart Licensing.
From the Connection Method drop-down list, choose SSM On-Prem server .

The Certificate window in the SSM On-Prem portal displays either the IP address or the hostname (or FQDN) of the
connected SSM On-Prem server.

In the SSM On-Prem server Host field, enter the configured IP address or the hostname (or FQDN).

In the Tier and Virtual Appliance areas, check the check boxes for all the licenses you want to enable. The chosen
licenses are activated and their consumption is tracked by CSSM.

Click Register.
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Note Ensure that port 443 and the port used for ICMP communication are open while registering Cisco ISE with
the SSM On-Prem server.

Manage Smart Licensing in Cisco ISE

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

After you activate and register your Smart Licensing token, you can manage license entitlements from Cisco
ISE by:

* Enabling, disabling, and refreshing license entitlement certificates.
* Updating Smart Licensing registration.

* Identifying compliant and noncompliant licensing issues.

Before you begin

Ensure that you have activated and registered your Smart Licensing token.

(Optional) When you first activate Smart Licensing, all the license entitlements are enabled automatically as part of the
Evaluation mode. After you register your license token, if your CSSM account does not include certain entitlements and
you did not disable them during registration, noncompliant notifications are displayed in Cisco ISE. Add those entitlements
to your CSSM account (contact your CSSM account representative for assistance), and then, in the Licenses table, click
Refresh to remove noncompliant notifications and continue to use the related features. After you refresh the authorization,
log out and then log back in to Cisco ISE for the relevant noncompliancy messages to be removed.

(Optional) If the daily automatic authorization does not succeed for any reason, noncompliancy messages may appear.
Click Refresh to reauthorize your entitlements. After you refresh the authorization, log out and then log back in to Cisco
ISE for the relevant noncompliancy messages to be removed.

(Optional) When you first activate Smart Licensing, all license entitlements are enabled automatically as part of the
evaluation period. After you register your token, if your CSSM account does not include certain entitlements and you
did not disable them during registration, you can still disable those entitlements from Smart Licensing in ISE in order to
avoid unnecessary noncompliant notifications. From the Licenses table, check the check boxes for the license entitlements
that are not included in your token, and click Disable from the toolbar. After you have disabled license entitlements, log
out and then log back in to Cisco ISE for the relevant features to be removed from the menus and for the noncompliancy
messages to be removed.

(Optional) After you add entitlements to your account, enable those entitlements. From the Licenses table, check the
check boxes for the required disabled licenses, and click Enable from the toolbar.

(Optional) If you initially set-up Smart Licensing with only one UDI and do not enter a Secondary UDI, you can later
update your information. Click the Cisco Smart Licensing Registration Details link to open the area. Re-enter the token,
enter the new Secondary UDI and click Update.

(Optional) The registration certificate is automatically refreshed every six months. To manually refresh your Smart
Licensing certificate registration, click Renew Registration at the top of the Licensing window.

(Optional) To remove your Cisco ISE registration (indicated by UDIs) from your Smart Account, but continue to use
Smart Licensing till the end of the evaluation period, click Deregister at the top of the Cisco Smart Licensing area. You
can do this, for example, if you need to change the UDIs you have indicated as part of the registration process. If you
still have time remaining in your evaluation period, Cisco ISE remains in Smart Licensing. If your evaluation period is
at an end, a notification appears when the browser is refreshed. After you deregister your smart license, you can follow
the registration process again in order to register with the same or different UDIs.
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Step 8 (Optional) To remove your Cisco ISE registration (indicated by UDIs) from your Smart Account entirely, and to revert
to traditional licensing, click Disable at the top of the Cisco Smart Licensing area. You can do this, for example, if you
need to change the UDIs you have indicated as part of the registration process. After you disable the smart license, follow
the registration process again in order to activate and register with the same or different UDIs.

Manage Traditional License Files

To continue to use Cisco ISE services after the 90-day Evaluation license expires, and to support more than
100 concurrent endpoints on the network, you must obtain and register Base licenses for the number of
concurrent users on your system. If you require additional functionality, you will need Plus and/or Apex
licenses to enable that functionality.

Licenses are uploaded to the Primary Policy Administration Node and propagated to the other Cisco ISE
nodes in the cluster. Licenses are centrally managed by the Administration node, the other nodes do not require
separate licenses. If you have two Administration nodes deployed in a high-availability pair, you must ensure
that each of them have the same license capabilities. Generate the license with both the UDIs of the Primary
and the Secondary Policy Administration Nodes and then add the license to the Primary Policy Administration
Node.

After you install the Cisco ISE software and initially configure the appliance as the PAN, you must obtain a
license for Cisco ISE and then register that license. You register all licenses to the PAN via the Primary and
Secondary Administration Node hardware UDI. The PAN then centrally manages all the licenses that are
registered for your deployment.

)

Note When a node is deregistered from the PAN, it becomes a standalone node and its license is reset to Evaluation.

This section explains how to register, re-host, renew, migrate, upgrade, and remove Traditional ISE licenses.

* Register Licenses, on page 36

* Re-Host Licenses, on page 37

* Renew Licenses, on page 37

» Migrate and Upgrade Licenses, on page 37

* Remove Licenses, on page 38

Cisco ISE Licensing Model

Cisco ISE licensing model allows you to purchase licenses based on your enterprise's needs. When using
Traditional Licensing, you import all individual licenses and continue to manage them individually from ISE.
When using Smart Licensing, you manage a centralized Cisco account, which contains all information about
the different endpoint licenses you have purchased.

Valid license options include:

* ISE Base only
* ISE Base and Plus
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* ISE Base and Apex
* ISE Base and Device Administration
* ISE Base, Plus, Apex, and Device Administration

* ISE Base, Plus, Apex and AnyConnect Apex

Device Administration Licenses

There are two types of device administration licenses: cluster and node. A cluster license allows you to use
device administration on all policy service nodes in a Cisco ISE cluster. A node license allows you to use
device administration on a single policy service node. In a high-availability standalone deployment, a node
license permits you to use device administration on a single node in the high availability pair.

The device administration license key is registered against the primary and secondary policy administration
nodes. All policy service nodes in the cluster consume device administration licenses, as required, until the
license count is reached.

Cluster licenses were introduced with the release of device administration in Cisco ISE 2.0, and is enforced
in Cisco ISE 2.0 and later releases. Node licenses were released later, and are only partially enforced in releases
2.0 to 2.3. Starting with Cisco ISE 2.4, node licenses are completely enforced on a per-node basis.

Cluster licenses have been discontinued, and now only node Licenses are available for sale.

However, if you are upgrading to this release with a valid cluster license, you can continue to use your existing
license upon upgrade.

The number of Plus license sessions can be up to the number of Base license sessions on the deployment. The
same stands for Apex license sessions. Apex and Plus licenses can be installed independently without any
restriction on the number of Apex versus Plus licenses. Cisco ISE licenses are based on the number of concurrent
endpoints with active network connections whereas AnyConnect Apex licenses are on a per user basis.
AnyConnect Apex license count can exceed Cisco ISE Base license count.

\)

Note The services contained within the Plus license, most notably profiling, are frequently used across the entire
deployment. When you add Plus licenses to the deployment, we recommend that the Plus license count be
equal to the Base license count. However, you might have a situation where the Plus license services might
not be needed across the entire deployment, which is why Cisco ISE allows the Plus license count to be less
than the Base license count.

Cisco recommends installing (for Traditional Licensing), or purchasing (for Smart Licensing) Base, Plus, and
Apex licenses at the same time.

* Base licenses are required to use the services enabled by Plus and/or Apex licenses. However, you do
not need a Plus license in order to have an Apex license or vice versa, since there is no overlap in their
functionality.

* If the Plus and Apex licenses are not compliant, you cannot configure or edit Plus and Apex features.
These features are displayed in read-only mode.

* When you install a Base or Mobility Upgrade license, Cisco ISE continues to use the default Evaluation
license as a separate license for the remainder of its duration.

» When you install a Mobility Upgrade license, Cisco ISE enables all Wired, Wireless, and VPN services.

» A Base or Mobility license is required to install the Device Administration license.
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* You cannot upgrade the Evaluation license to a Plus license without first installing the Base license.

Licenses for VM nodes

Cisco ISE is also sold as a virtual appliance. For Release 2.4, it is recommended that you install appropriate
VM licenses for the VM nodes in your deployment. You must install the VM licenses based on the number
of VM nodes and each VM node's resources such as CPU and memory. Otherwise, you will receive warnings
and notifications to procure and install the VM license keys in Release 2.4, however, the services are not
interrupted.

VM licenses are offered under three categories, Small, Medium, and Large. For instance, if you are using
3595 equivalent VM node with 16 CPUs and 64 GB RAM, you need a Medium category VM license, if you
want to replicate the same capabilities on the VM.

If you only have VM Small licenses, but your VM node has the resources mapped to a VM Medium license,
Cisco ISE will register the consumption of a VM Medium license. You will receive notifications of
out-of-compliance license consumption. You must procure and install the appropriate license to stop receiving
these notifications.

You can install multiple VM licenses based on the number of VMs and their resources as per your deployment
requirements.

VM licenses are Infrastructure licenses, therefore, you can install VM licenses irrespective of the endpoint
licenses available in your deployment. You can install a VM license even if you have not installed any
Evaluation, Base, Plus, or Apex license in your deployment. However, in order to use the features enabled
by the Base, Plus, or Apex licenses, you must install the appropriate licenses.

After installing or upgrading to Release 2.4, if there is any mismatch between the number of deployed VM
nodes and installed VM licenses, alarms are displayed in the Alarms dashlet for every 14 days. Alarms are

also displayed if there are any changes in the VM node’s resources or whenever a VM node is registered or
deregistered.

VM licenses are perpetual licenses. VM licensing changes are displayed every time you log in to the Cisco
ISE GUI, until you check the "Do not show this message again" check box in the notification popup.

If you have not purchased a Cisco ISE VM license before, refer to the ISE Ordering Guide to choose the
appropriate VM license. If you have Cisco ISE VM licenses with no associated Product Authorization Keys
(PAK), contact the Cisco licensing team with the Sales Order numbers of your Cisco ISE VM purchases.
Your request will be processed to provide one medium VM license key for each ISE VM purchase made.

For assistance with licensing issues of lower severity levels, open a case online through the Support Case
Manager, at http://cs.co/scmswl.

For Cisco TAC assistance with critical issues, refer to the contact information provided at http://cs.co/
TAC-worldwide.

The following table shows the minimum VM resources by category:

VM Category RAM Range Number of CPUs
Small 16 GB 12 CPUs
Medium 64GB 16 CPUs
Large 256GB 16 CPUs
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Table 2: Cisco ISE License Packages

ISE License Perpetual/Subscription | ISE Functionality Covered | Notes
Packages (Terms Available)
Base Perpetual * Basic network access | Passive identity services

(AAA, IEEE-802.1X) |available as part of the upgrade
from ISE-PIC to a Base license

* Guest services include limited pxGrid features

« Link encryption available to Cisco subscribers
(MACSec) only.
* TrustSec

* ISE Application

Programming Interfaces
Plus Subscription (1, 3, or * Bring Your Own Does not include Base services;
5 years) Device a Base license is required to
(BYOD)—when install the Plus license.

consuming either a
built-in or an external
certificate authority

When onboarding an endpoint
with the BYOD flow, the Plus
services are consumed on the

+ MSE integration for active session even when related

location services BYOD attributes are not in use.
« Profiling and Feed Plus licenses are supposed to be
Services consumed when
profiling-related authorization
. Adaptive Network po]icies contain
Control (ANC) IdentityGroup:Name.

* Cisco pxGrid

Apex Subscription (1, 3, or * Third Party Mobile Does not include Base services;
5 years) Device Management | a Base license is required to
(MDM) integration install the Apex license.

* Posture Compliance | Note When you use
Cisco AnyConnect
* TCNAC as unified posture

agent across
wired, wireless,
and VPN
deployments, you
need Cisco
AnyConnect Apex
user licenses in
addition to Cisco
ISE Apex licenses.
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Traditional License Consumption .

Mobility

Subscription (1, 3, or
5 years)

Combination of Base, Plus,
and Apex for wireless and
VPN endpoints

Cannot coexist on a Cisco
Administration node with Base,
Plus, and/or Apex licenses.

Mobility Upgrade

Subscription (1, 3, or
5 years)

Provides wired support to
Mobility license

You can only install a Mobility
Upgrade license on top of an
existing Mobility license.

Device
Administration

Perpetual

TACACS+

A Base or Mobility license is
required to install the Device
Administration license.

The number of Device
Administration licenses must be
equal to the number of Policy
Service Nodes with TACACS+
persona enabled on them.

ISE-PIC

Perpetual

Passive identity services

One license per node. Each
license supports up to 3,000
parallel sessions.

ISE-PIC upgrade

Perpetual

This license allows these
options:

* Enable additional (up to
300,000) parallel
sessions.

» Upgrade to full ISE
instance

One license per node. Each
license supports up to 300,000
parallel sessions.

After installing this license, the
upgraded node can join an
existing ISE deployment or
alternatively, base licenses can
be installed on the node to
function as the PAN.

Passive identity services
available as part of the upgrade
to a Base license include limited
pxGrid features available to
Cisco subscribers only.

Evaluation

Temporary (90 days)

Full Cisco ISE functionality
is provided for 100
endpoints.

All Cisco ISE appliances are
supplied with an Evaluation
license.

Traditional License Consumption

You purchase licenses for the number of concurrent users on the system with Traditional Licensing. A Cisco
ISE user consumes a license during an active session (always a Base; and a Plus and an Apex license, if you
use the functionality covered by these licenses). Once the session ends, the license is released for reuse by

other users.
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|

Restriction  Cisco ISE license architecture consumption logic relies on authorization policy constructs. Cisco ISE uses
the dictionaries and attributes within authorization rules to determine the license to use.

The Cisco ISE license is counted as follows:

* A Base license is consumed for every active session. The same endpoint also consumes Plus and Apex
licenses depending on the features that it is using.

\}

Note TACACS+ sessions do not consume a base license, but RADIUS sessions consume
a base license.

* The endpoint consumes the Base license before it consumes a Plus and Apex license.
* The endpoint consumes the Plus license before it consumes an Apex license.

* One Plus license is consumed per endpoint for any assortment of the license's features. Likewise, one
Apex license is consumed per endpoint for any assortment of its features.

* Licenses are counted against concurrent, active sessions.
* Licenses are released for all features when the endpoint's session ends.

* pxGrid is used to share context collected by ISE with other products. A Plus license is required to enable
pxGrid functionality. There is no session count decrement when context for session is shared. However,
to use pxGrid, the number of Plus sessions licensed must be equal to the number of Base sessions licensed.
For more information, see Cisco ISE Licenses and Services section in Cisco Identity Services Engine
Ordering Guide.

* One AnyConnect Apex user license is consumed by each user who uses AnyConnect regardless of the
number of devices that the user owns and whether or not the user has an active connection to the network.

* You can enable the TACACS+ service by adding a Device Administration license on top of an existing
Base or Mobility license.

To avoid service disruption, Cisco ISE continues to provide services to endpoints that exceed license entitlement.
Cisco ISE instead relies on RADIUS accounting functions to track concurrent endpoints on the network and
generates an alarm when the endpoint count of the previous day exceeded the amount of licenses. You can
view license consumption clearly from the License Usage area in the Licensing screen, where licenses that
are consumed beyond the permitted quantity appear in red in the line graph.

In addition, you can view and track detailed information per license package from the License Warning icon
at the top of the screen.

View License Consumption

You can view your system's current license consumption from the Licensing dashboard at: Administration >
System > Licensing. Consumption is portrayed as in the following image:
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Figure 5: Traditional License Consumption

Uktereiing Method
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The License Consumption graph, in the License Usage area, is updated every 30 minutes. This window also
displays the type of licenses purchased, the total number of concurrent users permitted on the system, and the
expiry date of subscription services.

If you want to see your system's license consumption over multiple weeks, click Usage Over Time. Each bar
in the graph shows the maximum number of licenses used during a period of one week.

Troubleshooting: Unregistered License Usage

Issue

Endpoint license consumption relies on the attributes that are used in the authorization policy with which an
endpoint is matched.

Consider a scenario where you only have a Cisco ISE Base license registered in your system, because you
deleted the 90-day Evaluation license. You will be able to see and configure the corresponding Cisco ISE
Base menu items and features.

If you configure an authorization policy to use a feature, for example, if you use the Session:PostureStatus
attribute that requires an Apex license, and an endpoint matches this authorization policy, then:

* The endpoint consumes a Cisco ISE Apex license despite the fact that a Cisco Apex license has not been
registered in the system.

* You see notifications of noncompliant license consumption whenever you log in.

* Cisco ISE displays notifications and alarms with the message Exceeded license usage than allowed.
This is because there are no Cisco ISE Apex licenses that are registered in CSSM for your Cisco ISE,
but an endpoint is consuming one.

\)

Note The licensing alarm is displayed for about 60 days from the first occurrence of noncompliant license use even
if you fix the licensing issue by registering the necessary licenses.

If the use of Base, Plus, and Apex licenses is out of compliance for 45 days in a 60-day period, administrative
control of Cisco ISE is lost until you register the correct licenses. You will be able to access only the Licensing
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window in the Cisco ISE administration portal until the correct licenses are registered. However, Cisco ISE
continues to handle authentications.
Possible Causes

Because of the configuration of an authorization policy, the Licensing table reports that Cisco ISE has used
a license that you have not purchased and registered. Before you purchase a Plus or an Apex license, the Cisco
ISE administration portal does not display the features covered by these licenses. However, after you purchase
these licenses, the GUI continues to display the features that the licenses enable even after the license has
expired or endpoint consumption of the license has exceeded a set limit. Thus, you can configure the features
even if you do not currently have a valid license for them.

Solution

In the Cisco ISE administration portal, click the Menu icon (=) and choose Policy > Policy Sets, identify
the authorization rule that is using the feature for which you do not have a registered license, and reconfigure
that rule.

Manage License Files
This section explains how to register, re-host, renew, migrate, upgrade, and remove ISE licenses:
* Register Licenses, on page 36
* Re-Host Licenses, on page 37
» Renew Licenses, on page 37
* Migrate and Upgrade Licenses, on page 37

* Remove Licenses, on page 38

Register Licenses

Before you begin

Consult your Cisco partner/account team about the types of licenses and number of concurrent users you
require for your installation, together with the various packages you can purchase to maximize economy.

Step 1 From the ordering system (Cisco Commerce Workspace - CCW) on Cisco's website www.cisco.com, order the required
licenses.

After about an hour, an email confirmation containing the Product Authorization Key (PAK) is sent.

Step 2 From the Cisco ISE Administration portal, choose AdministrationSystemL.icensing. Make a note of the node information
in the Licensing Details section: Product Identifier (PID), Version Identifier (VID), and Serial Number (SN).
Step 3 Go to www.cisco.com/go/licensing, and where prompted, enter the PAK of the license you received, the node information,

and some details about your company.

The PAK number can be obtained from the sticker located on the software's CD sleeve or on a License Claim Certificate
that was physically mailed to you. Post license registration, the permanent license will be sent to your provided email
address. Licenses are sent from licensing@cisco.com, add this address to your safe senders list to receive emails from
this mailer.

. Cisco Identity Services Engine Administrator Guide, Release 2.6


http://www.cisco.com
https://slexui.cloudapps.cisco.com/SWIFT/LicensingUI/Quickstart
mailto:licensing@cisco.com

| Licensing

Step 4
Step 5

Step 6
Step 7

Re-Host Licenses .

Save this license file to a known location on your system.

From the Cisco ISE Administration portal, choose Administration > System > Licensing. In the License Files section,
click the Import License button.

Click Choose File and select the license file you previously stored on your system.

Click Import.

The new license is now installed on your system.

What to do next

Choose the licensing dashboard, Administration > System > Licensing, and verify that the newly-entered
license appears with the correct details.

Re-Host Licenses

Re-hosting means moving a license from one Cisco ISE node to another. From the licensing portal, you select
the PAK of the license you want to move and follow the instructions for re-hosting. After one day, you are
sent an email with a new PAK. You then register this new PAK for the new node, and remove the old license
from the original Cisco ISE node.

Renew Licenses

Subscription licenses, such as Plus and Apex licenses, are issued for 1, 3 or 5 years. Cisco ISE sends an alarm
when licenses are near their expiration date and again when the licenses expire.

Licenses must be renewed after they expire. This process is carried out by your Cisco partner or account team
only.

Migrate and Upgrade Licenses

Cisco licensing policy supports migration from previous Cisco ISE versions, upgrading from wireless and
VPN only to include wired deployments, and adding concurrent users and functionality. You can also purchase
bundles of licenses to minimize your ongoing expenses. These scenarios are all covered in the licensing site,
or for more information contact your Cisco partner/account team.

\)

Note If you have migrated from Cisco ISE version 1.2, your Advanced license covers all the features in both Plus

and Apex licenses.

)

Note  After upgrading from Cisco ISE version 1.3 or 1.4, the system will show the default Evaluation license only

if it existed on the system prior to upgrade.

\}

Note Mobility/Mobility Upgrade license is always displayed as Base/Plus/Apex in the user interface with its
corresponding number of end points.
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If your Cisco ISE node needs to support:

* A larger number of concurrent users than the number for which you have licenses

» Wired (LAN) access, and your system has only the Mobility license

You will need to upgrade your license(s) for that node. This process is carried out by your Cisco partner or
account team only.

Remove Licenses

Before you begin
Keep the following in mind before attempting to remove a license:

* If you have installed a Mobility Upgrade license after a Mobility license, you must remove the Mobility
Upgrade license before you can remove the underlying Mobility license.

* If you install a combined license, all related installations in the Base, Plus, and Apex packages are also

removed.
Step 1 Choose Administration > System > Licensing
Step 2 In the License Files section, click the check next to the relevant file name, and click Delete License.

Step 3 Click OK.
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Deployment of Cisco ISE

* Cisco ISE Deployment Terminology, on page 39

* Personas in Distributed Cisco ISE Deployments, on page 40

* Configure a Cisco ISE Node, on page 40

* Support for Multiple Deployment Scenarios, on page 43

* Cisco ISE Distributed Deployment, on page 43

* Deployment and Node Settings, on page 46

» Logging Settings, on page 54

* Admin Access Settings, on page 56

* Administration Node, on page 59

* Support for Automatic Failover for the Administration Node, on page 67
* Policy Service Node, on page 67

* Monitoring Node, on page 69

* Monitoring Database, on page 73

* Configure MnT Nodes for Automatic Failover, on page 75

* Cisco pxGrid Node, on page 76

*» View Nodes in a Deployment, on page 83

» Download Endpoint Statistical Data from MnT Nodes, on page 83
* Database Crash or File Corruption Issues , on page 84

* Device Configuration for Monitoring, on page 84

* Synchronize Primary and Secondary Cisco ISE Nodes, on page 84
* Change Node Personas and Services, on page 85

* Effects of Modifying Nodes in Cisco ISE , on page 85

* Create a Policy Service Node Group, on page 86

* Remove a Node from Deployment, on page 86

* Shut Down a Cisco ISE Node, on page 87

* Scenarios In Which Need to Reregister a Node, on page 88

* Change the Hostname or IP Address of a Standalone Cisco ISE Node, on page 89

Cisco ISE Deployment Terminology

The following terms are commonly used when discussing Cisco ISE deployment scenarios:
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* Service: A service is a specific feature that a persona provides, such as network access, profiler, posture,
security group access, monitoring and troubleshooting, and so on.

* Node: A node is an individual instance that runs the Cisco ISE software. Cisco ISE is available as an
appliance and also as a software that can be run on VMware. Each instance (appliance or VMware) that
runs the Cisco ISE software is called a node.

* Persona: The persona of a node determines the services provided by the node. A Cisco ISE node can
assume any of the following personas: Administration, Policy Service, Monitoring, and pxGrid. The
menu options that are available through the Admin portal are dependent on the role and personas that a
Cisco ISE node assumes.

* Deployment Model: Determines if your deployment is distributed, standalone, or high availability in
standalone, which is a basic two-node deployment.

Personas in Distributed Cisco ISE Deployments

A Cisco ISE node can assume the Administration, Policy Service, or Monitoring personas.

A Cisco ISE node can provide various services based on the persona that it assumes. Each node in a deployment
can assume the Administration, Policy Service, and Monitoring personas. In a distributed deployment, you
can have the following combination of nodes in your network:

* Primary Policy Administration Node (primary PAN) and secondary Policy Administration Node (secondary
PAN) for high availability

* Primary Monitoring Node (primary MnT node) and Secondary Monitoring Node (secondary MnT node)
for high availability

* A pair of health check nodes or a single health check node for the primary PAN automatic failover

* One or more Policy Service Nodes (PSN5) for the session failover

Configure a Cisco ISE Node

After you install a Cisco ISE node, all the default services provided by the Administration, Policy Service,
and Monitoring personas run on it. This node is in a standalone state. You must log in to the Admin portal of
the Cisco ISE node to configure it. You cannot edit the personas or services of a standalone Cisco ISE node.
You can, however, edit the personas and services of the primary and secondary Cisco ISE nodes. You must
first configure a primary ISE node and then register secondary ISE nodes to the primary ISE node.

If you are logging in to the node for the first time, you must change the default administrator password and
install a valid license.

We recommend that you do not change the host name and the domain name configured on Cisco ISE in
production. If required, reimage the appliance, make changes, and configure the details during the initial
deployment.

Before you begin

You should have a basic understanding of how distributed deployments are set up in Cisco ISE. See Guidelines
for Setting Up a Distributed Deployment.
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Step 1
Step 2
Step 3

Configure a Primary Policy Administration Node .

Choose Administration > System > Deployment.
Check the check box next to the Cisco ISE node that you want to configure, and click Edit.
Enter the values, as required, and click Save.

Configure a Primary Policy Administration Node

Step 1

Step 2
Step 3
Step 4

To set up a distributed deployment, you must first configure a Cisco ISE node as your primary PAN.

Choose Administration > System > Deployment.

The Register button is disabled initially. To enable this button, you must configure a primary PAN.

Check the check box next to the current node, and click Edit.
Click Make Primary to configure your primary PAN.

Click Save to save the node configuration.

What to do next

1. Add secondary nodes to your deployment.

2. Enable the profiler service and configure the probes, if required.

Register a Secondary Cisco ISE Node

You can register Cisco ISE nodes to the primary PAN to form a multinode deployment. Nodes in a deployment
other than the primary PAN are referred to as secondary nodes. While registering a node, you can select the

personas and services that must be enabled on the node. Registered nodes can be managed from the primary
PAN (for example, managing the node personas, services, certificates, licenses, applying patches, and so on).

When a node is registered, the primary PAN pushes the configuration data to the secondary node, and the
application server on the secondary node restarts. After the complete data replication, further configuration
changes done on the primary PAN are replicated to the secondary node. The time taken for the changes to be
replicated on the secondary node depends on various factors, such as network latency, load on the system,
and so on.

Before you begin

Ensure that the primary PAN and the node being registered are DNS resolvable to each other. If the node that
is being registered uses an untrusted self-signed certificate, you are prompted with a certificate warning along
with details of the certificate. If you accept the certificate, it is added to the trusted certificate store of the
primary PAN to enable TLS communication with the node.

If the node uses a certificate that is not self-signed (for example, signed by an external CA), you must manually
import the relevant certificate chain of that node to the trusted certificate store of the primary PAN. When
you import the secondary node's certificate to the trusted certificate store, check the Trust for Authentication
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Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

within ISE check box in the Trusted Certificates window for the PAN to validate the secondary node's
certificate.

While registering a node with session services enabled (such as Network Access, Guest, Posture, and so on),
you can add it to a node group. See Create a Policy Service Node Group, on page 86 for more details.

Log in to the primary PAN.

Choose Administration > System > Deployment.

Click Register to initiate registration of a secondary node.

Enter the DNS-resolvable fully qualified domain name (FQDN) of the standalone node that you are going to register (in
the format hostname.domain-name, for example, abc.xyz.com). The FQDN of the primary PAN and the node being
registered must be resolvable from each other.

Enter the GUI-based administrator credentials for the secondary node in the Username and Password fields.

Click Next.

The primary PAN tries to establish TLS communication (for the first time) after the node is registered.

» If the node uses a certificate that is trusted, you can proceed to Step 7.

» If the node uses a self-signed certificate that is not trusted, a certificate warning message is displayed with details
about the certificate (such as, Issued-to, Issued-by, Serial number, and so on), which can be verified against the
actual certificate on the node. Click the Import Certificate and Proceed option to trust this certificate and proceed
with registration. Cisco ISE imports the default self-signed certificate of that node to the trusted certificate store of
the primary PAN. If you do not want to use the default self-signed certificate, click Cancel Registration and manually
import the relevant certificate chain of that node to the trusted certificate store of the primary PAN. When you import
the secondary node's certificate to the trusted certificate store, check the Trust for Authentication within ISE check
box adjacent to the corresponding PAN to validate the secondary node's certificate.

» If the node uses a CA-signed certificate, an error message is displayed, stating that the registration cannot proceed
until certificate trust is set up.

Check the check boxes to select the personas and services to be enabled on the node, and then click Save.

When a node is registered, an alarm (which confirms that a node has been added to the deployment) is generated on the
primary PAN. You can view this alarm in the Alarms dashlet in the Cisco ISE GUI Dashboard. After the registered
node is synchronized and restarted, you can log in to the secondary node GUI using the same credentials used on the
primary PAN.

What to do next

* For time-sensitive tasks such as guest user access and authorization, logging, and so on, ensure that the
system time on your nodes is synchronized.

* If you registered a secondary PAN, and are using the internal Cisco ISE CA service, you must back up
the Cisco ISE CA certificates and keys from the primary PAN and restore them on the secondary PAN.
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Support for Multiple Deployment Scenarios

Cisco ISE can be deployed across an enterprise infrastructure, supporting 802.1X wired, wireless, and Virtual
Private Networks (VPNs).

The Cisco ISE architecture supports both standalone and distributed (also known as high availability or
redundancy) deployments, where one machine assumes the primary role, and another backup machine assumes
the secondary role. Cisco ISE features distinct configurable personas, services, and roles, which allow you to
create and apply Cisco ISE services where needed in the network. The result is a comprehensive Cisco ISE
deployment that operates as a fully functional and integrated system.

Cisco ISE nodes can be deployed with one or more of the Administration, Monitoring, and Policy Service
personas. Each persona performs a different, but vital, part in your overall network policy management
topology. Installing Cisco ISE with an administration persona allows you to configure and manage your
network from a centralized portal to promote efficiency and ease of use.

Cisco ISE Distributed Deployment

A deployment that has more than one Cisco ISE node is called a distributed deployment. To support failover
and to improve performance, you can set up your deployment with multiple Cisco ISE nodes in a distributed
fashion. In a Cisco ISE distributed deployment, the administration and monitoring activities are centralized,
and processing is distributed across the PSNs. Depending on your performance needs, you can scale your
deployment. Each Cisco ISE node in a deployment can assume any of these personas-Administration, Policy
Service, and Monitoring.

Cisco ISE Deployment Setup

After you install Cisco ISE on all your nodes, as described in the Cisco Identity Services Engine Hardware
Installation Guide, the nodes come up in a standalone state. You must then define one node as your primary
PAN. While defining your primary PAN, you must enable the administration and monitoring personas on that
node. You can optionally enable the policy service persona on the primary PAN. After you complete the task
of defining personas on the primary PAN, you can register other secondary nodes to the primary PAN and
define personas for the secondary nodes.

All Cisco ISE system and functionality-related configurations should be done only on the primary PAN. The
configuration changes that you perform on the primary PAN are replicated to all the secondary nodes in your
deployment.

There must be at least one MnT in a distributed deployment. At the time of configuring your primary PAN,
you must enable the Monitoring persona. After you register an MnT node in your deployment, you can edit
the primary PAN and disable the Monitoring persona, if required.

Data Replication from Primary to Secondary Cisco ISE Nodes

When you register a Cisco ISE node as a secondary node, Cisco ISE immediately creates a data replication
channel from the primary to the secondary node and begins the process of replication. Replication is the
process of sharing Cisco ISE configuration data from the primary to the secondary nodes. Replication ensures
consistency among the configuration data available in all the Cisco ISE nodes that are part of your deployment.
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, click the corresponding radio button to enable or disable the replication of the dynamically discovered
endpoints across all the nodes in your Cisco ISE deployment:

A full replication typically occurs when you first register a Cisco ISE node as a secondary node. Incremental
replication occurs after a full replication and ensures that any new changes, such as additions, modifications,
or deletions to the configuration data in the PAN are reflected in the secondary nodes. The process of replication
ensures that all the Cisco ISE nodes in a deployment are in sync. You can view the status of replication in the
Node Status column in the Deployment window of the Cisco ISE Admin portal. When you register a Cisco
ISE node as a secondary node or perform a manual synchronization with the PAN, the node status shows an
orange icon, indicating that the requested action is in progress. After the synchronization is complete, the
node status turns green, indicating that the secondary node is synchronized with the PAN.

Cisco ISE Node Deregistration

To remove a node from a deployment, you must deregister it. When you deregister a secondary node from
the primary PAN, the status of the deregistered node changes to standalone, and the connection between the
primary and the secondary node is lost. Replication updates are no longer sent to the deregistered standalone
node.

When a PSN is deregistered, the endpoint data is lost. If you want the PSN to retain the endpoint data after it
becomes a standalone node, you can do one of the following:

* Obtain a backup from the primary PAN, and when the PSN becomes a standalone node, restore this data
backup on it.

* Change the persona of the PSN to administration (secondary PAN), synchronize the data from the
Deployment window of the Admin portal, and then deregister the node. This node will now have all the
data. You can then add a secondary PAN to the existing deployment.

\)

Note  You cannot deregister a primary PAN.

Guidelines for Setting Up a Distributed Deployment

Read the following statements carefully before you set up Cisco ISE in a distributed environment:

* Choose a node type for the Cisco ISE server. You must choose a Cisco ISE node for administration,
policy service, and monitoring capabilities.

* Choose the same Network Time Protocol (NTP) server for all the nodes. To avoid timezone issues among
the nodes, you must provide the same NTP server name when setting up each node. This setting ensures
that the reports and logs from the various nodes in your deployment are always synchronized with
timestamps.

* Configure the Cisco ISE administrator password when you install Cisco ISE. The previous Cisco ISE
administrator default login credentials (admin/cisco) are no longer valid. Use the username and password
that was created during the initial setup, or the current password if it was changed later.

* Configure the DNS server. Enter the IP addresses and fully qualified domain names (FQDNs) of all the
Cisco ISE nodes that are part of your distributed deployment in the DNS server. Otherwise, node
registration fails.
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* Configure the forward and the reverse DNS lookup for all the Cisco ISE nodes in your distributed
deployment in the DNS server. Otherwise, you may run into deployment-related issues when registering
and restarting Cisco ISE nodes. Performance might be degraded if reverse DNS lookup is not configured
for all the nodes.

* (Optional) Deregister a secondary Cisco ISE node from the primary PAN to uninstall Cisco ISE from it.

* Back up the primary MnT, and restore the data to the new secondary MnT. This ensures that the history
of the primary MnT is in sync with the new MnT because the new changes are replicated.

* Ensure that the primary PAN and the standalone node that you are about to register as a secondary node
are running the same version of Cisco ISE.

* Enable Internal CA Settings on your Cisco ISE primary PAN before you add another node to your
deployment to ensure that the Cisco ISE certificate services function as expected. To enable Internal CA
Settings, choose Administration > System > Certificates > Certificate Authority > Internal CA
Settings.

» While adding a new node to the deployment, make sure that the issuer certificate chain of wildcard
certificates is part of the trusted certificates of the new node. When the new node is added to the
deployment, the wildcard certificates are replicated to the new node.

» When configuring your Cisco ISE deployment to support Cisco TrustSec, or when Cisco ISE is integrated
with Cisco Catalyst Center, do not configure a PSN as SXP-only. SXP is an interface between Cisco
TrustSec and non-Cisco TrustSec devices. SXP does not communicate with the Cisco TrustSec-enabled
network devices.

Menu Options Available on Primary and Secondary Nodes

The menu options that are available in Cisco ISE nodes that are a part of a distributed deployment depend on
the personas that are enabled on them. You must perform all administration and monitoring activities through
the primary PAN. For other tasks, you must use the secondary nodes. Therefore, the user interface of the
secondary nodes provides limited menu options based on the persona that is enabled on them.

If a node assumes more than one persona, for example, the Policy Service persona, and a Monitoring persona
with a primary role, the menu options listed for the PSNs and the primary MnT are available on that node.

The following table lists the menu options that are available on the Cisco ISE nodes that assume different
personas.

Table 3: Cisco ISE Nodes and Available Menu Options

Cisco ISE Node Available Menu Options

All Nodes * View and configure the system time and the NTP server settings.

* Install the server certificate and manage certificate signing request. You can
perform server certificate operations for all the nodes in the deployment through
the primary PAN that centrally manages all the server certificates.

Note The private keys are not stored in the local database and are not
copied from the relevant node. The private keys are stored in the
local file system.
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Cisco ISE Node Available Menu Options

Primary Policy All menus and submenus.

Administration node

(primary PAN)

Primary Monitoring * Provides access to monitoring data.

Eggz)(prlmary MnT Note The Operations menu can be viewed only from the primary PAN.

The Operations menu does not appear in the monitoring nodes.

PSNs (Policy Options to join, leave, and test the Active Directory connection are available. Each
Service nodes) PSN must be separately joined to the Active Directory domain. You must first define
the domain information and join the PAN to the Active Directory domain. Then, join
the other PSNs to the Active Directory domain individually.

Secondary Policy | Option to promote the secondary PAN to primary PAN.
Administration node

(secondary PAN) Note After you have registered the secondary nodes to the primary PAN, while

logging in to the Admin portal of any of the secondary nodes, you must
use the login credentials of the primary PAN.

Deployment and Node Settings

The Deployment Nodes window enables you to configure the Cisco ISE (PAN, PSN, and MnT) nodes and
to set up a deployment.

Deployment Nodes List Window

Table 4: Deployment Nodes List

Field Name Usage Guidelines
Hostname Displays the hostname of the node.
Node Type Displays the node type.

It can be one of the following:

* Cisco ISE (PAN, PSN, Mnt) nodes

Personas (Only appears if the node type is Cisco ISE) Lists the personas that a Cisco ISE node
has assumed, for example, Administration, Policy Service, Monitoring, or pxGrid.

For example, Administration, Policy Service, Monitoring, or pxGrid.
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Field Name

Usage Guidelines

Role

Indicates the role (primary, secondary, or standalone) that the Administration and
Monitoring personas have assumed, if these personas are enabled on this node. The
role can be any one or more of the following:

* PRI(A): Refers to the primary PAN.
* SEC(A): Refers to the secondary PAN.
* PRI(M): Refers to the primary MnT.
* SEC(M): Refers to the secondary MnT.

Services

(Only appears if the Policy Service persona is enabled) Lists the services that run on
this Cisco ISE node. Services can include any one of the following:

* Identity Mapping
+ Session

* Profiling

< All

Node Status

Indicates the status of each Cisco ISE node in a deployment for data replication:

* Green (Connected): Indicates that a Cisco ISE node, which is already registered
in the deployment, is in sync with the primary PAN.

* Red (Disconnected): Indicates that a Cisco ISE node is not reachable, is down,
or data replication is not happening.

* Orange (In Progress): Indicates that a Cisco ISE node is newly registered with
the primary PAN, you have performed a manual sync operation, or the Cisco ISE
node is not in sync (out of sync) with the primary PAN.

For more information, click the quick view icon for each Cisco ISE node in the Node
Status column.

Related Topics

Cisco ISE Distributed Deployment, on page 43

Cisco ISE Deployment Terminology, on page 39

Configure a Cisco ISE Node, on page 40

Register a Secondary Cisco ISE Node, on page 41

General Node Settings

The following table describes the fields on the General Settings window of a Cisco ISE node. In this window,
you can assign a persona to a node and configure the services to be run on it. The navigation path for this
window is: Administration > System > Deployment > Deployment Node > Edit > General Settings.
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Table 5: General Node Settings

Field Name

Usage Guidelines

Hostname

Displays the hostname of the Cisco ISE node.

FQDN

Displays the fully qualified domain name of the Cisco ISE node, for example,
isel.cisco.com.

IP Address

Displays the IP address of the Cisco ISE node.

Node Type

Displays the node type.

Personas

Administration

Check this check box if you want a Cisco ISE node to assume the Administration
persona. You can enable the Administration persona only on nodes that are licensed
to provide the administrative services.

Role: Displays the role that the Administration persona has assumed in the deployment.
The persona can take one of these values—Standalone, Primary, or Secondary.

Make Primary: Click this to make this node your primary Cisco ISE node. You can
have only one primary Cisco ISE node in a deployment. The other options in this
window will become active only after you make this node primary. You can have only
two Administration nodes in a deployment. If the node has a Standalone role, the
Make Primary button appears next to it. If the node has a Secondary role, the Promote
to Primary button appears next to it. If the node has a Primary role, and there are no
other nodes registered with it, the Make Standalone button appears next to it. Click
the Make Standalone button to make your primary node a standalone node.
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Field Name

Usage Guidelines

Monitoring

Check this check box if you want a Cisco ISE node to assume the Monitoring persona
and function as your log collector. There must be at least one Monitoring node in a
distributed deployment. At the time of configuring your primary PAN, you must enable
the Monitoring persona. After you register a secondary Monitoring node in your
deployment, you can edit the primary PAN and disable the Monitoring persona, if
required.

To configure a Cisco ISE node on a VMware platform as your log collector, use the
following guidelines to determine the minimum amount of disk space that you need:
180 KB per endpoint in your network per day and 2.5 MB per Cisco ISE node in your
network per day.

You can calculate the maximum disk space that you need based on how many months
of data you want to have in your Monitoring node. If there is only one Monitoring
node in your deployment, it assumes the standalone role. If you have two Monitoring
nodes in your deployment, Cisco ISE displays the name of the other Monitoring node
too for you to configure the primary-secondary roles. To configure these roles, choose
one of the following:

* Primary: For the current node to be the primary Monitoring node.
« Secondary: For the current node to be the secondary Monitoring node.

» None: If you do not want the Monitoring nodes to assume the primary-secondary
roles.

If you configure one of your Monitoring nodes as primary or secondary, the other
Monitoring node automatically becomes the secondary or primary node, respectively.
Both the primary and secondary Monitoring nodes receive Administration and Policy
Service logs. If you change the role for one Monitoring node to None, the role of the
other Monitoring node also becomes None, thereby cancelling the high availability
pair after you designate a node as a Monitoring node. You will find this node listed as
a syslog target in the Remote Logging Targets window: Administration > System >
Logging > Remote Logging Targets.
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Field Name

Usage Guidelines

Policy Service

. Cisco Identity Services Engine Administrator Guide, Release 2.6



| Deployment of Cisco ISE

General Node Settings .

Field Name

Usage Guidelines

Check this check box to enable any one or all of the following services:

 Enable Session Services: Check this check box to enable network access, posture,
guest, and client-provisioning services. From the Include Node in Node Group
drop-down list, choose the group to which this Policy Service node belongs. Note
that Certificate Authority (CA) and Enrollment over Secure Transport (EST)
services can only run on a Policy Service node that has session services enabled
on it.

For Include Node in Node Group, choose None if you do not want this Policy
Service node to be a part of a group.

All the nodes within the same node group should be configured on the network
access device (NAD) as RADIUS clients and authorized for CoA, because any
one of them can issue a CoA request for the sessions that are established through
any node in the node group. If you are not using a load balancer, the nodes in a
node group should be the same as, or a subset of the RADIUS servers and clients
configured on the NAD. These nodes would also be configured as RADIUS
servers.

While a single NAD can be configured with many Cisco ISE nodes as RADIUS
servers and dynamic-authorization clients, it is not necessary for all the nodes to
be in the same node group.

The members of a node group should be connected to each other using high-speed
LAN connection such as Gigabit Ethernet. The node group members need not be
L2 adjacent, but L2 adjacency is highly recommended to ensure sufficient
bandwidth and reachability. See the Create a Policy Service Node Group, on page
86 for more details.

Enable Profiling Service: Check this check box to enable the Profiling service.
If you enable the Profiling service, you must click the Profiling Configuration
tab and enter the details, as required. When you enable or disable any of the
services that run on the Policy Service node or make any changes to this node,
you will be restarting the application server processes on which these services
run. Expect a delay while these services restart. You can determine when the
application server has restarted on a node by using the show application status
ise command from the CLL

Enable Threat-Centric NAC Service: Check this check box to enable the
Threat-Centric Network Access Control (TC-NAC) feature. This feature allows
you to create authorization policies based on the threat and vulnerability attributes
received from the threat and vulnerability adapters. Threat severity levels and
vulnerability assessment results can be used to dynamically control the access
level of an endpoint or a user.

Enable SXP Service: Check this check box to enable SXP service on the node.
You must also specify the interface to be used for SXP service.

If you have configured NIC bonding or teaming, the bonded interfaces are also
listed along with the physical interfaces in the Use Interface drop-down list.

 Enable Device Admin Service: Check this check box to create TACACS policy
sets, policy results, and so on, to control and audit the configuration of network
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Field Name

Usage Guidelines

devices.

+ Enable Passive Identity Service: Check this check box to enable the Identity
Mapping feature. This feature enables you to monitor users who are authenticated
by a Domain Controller and not by Cisco ISE. In networks where Cisco ISE does
not actively authenticate users for network access, you can use the Identity
Mapping feature to collect user authentication information from the Active
Directory Domain Controller.

pxGrid

Check this check box to enable the pxGrid persona. Cisco pxGrid is used to share the
context-sensitive information from the Cisco ISE session directory to other policy
network systems such as Cisco Adaptive Security Appliance (ASA). The pxGrid
framework can also be used to exchange policy and configuration data between nodes,
for example, sharing tags and policy objects between Cisco ISE and third-party vendors,
and for non-Cisco ISE-related information exchanges such as threat information.

Related Topics

Personas in Distributed Cisco ISE Deployments, on page 40

Administration Node, on page 59

Policy Service Node, on page 67

Monitoring Node, on page 69

Cisco pxGrid Node, on page 76

Synchronize Primary and Secondary Cisco ISE Nodes, on page 84

Create a Policy Service Node Group, on page 86

Deploy Cisco pxGrid Node, on page 79

Change Node Personas and Services, on page 85

Configure MnT Nodes for Automatic Failover, on page 75

Profiling Node Settings

The following table describes the fields in the Profiling Configuration window, that you can use to configure
the probes for the profiler service. The navigation path for this window is: Administration > System >
Deployment > ISE Node > Edit > Profiling Configuration.

Table 6: Profiling Node Settings

Field Name

Usage Guidelines

NetFlow

Check this check box to enable NetFlow for each Cisco ISE node that has assumed
the Policy Service persona to receive NetFlow packets sent from the routers. Enter the
required values for the following options:

* Interface: Choose the interface on the Cisco ISE node.

* Port: Enter the NetFlow listener port number on which NetFlow exports are
received from the routers. The default port is 9996.
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Field Name

Usage Guidelines

DHCP

Check this check box to enable DHCP for each Cisco ISE node that has assumed the
Policy Service persona to listen for DHCP packets from the IP helper. Provide values
for the following options:

* Interface: Choose the interface on the Cisco ISE node.

* Port: Enter the DHCP server UDP port number. The default port is 67.

DHCP SPAN

Check this check box to enable DHCP SPAN for each Cisco ISE node that has assumed
the Policy Service persona to collect DHCP packets.

« Interface: Choose the interface on the Cisco ISE node.

HTTP

Check this check box to enable HTTP per Cisco ISE node that has assumed the Policy
Service persona to receive and parse HTTP packets.

« Interface: Choose the interface on the Cisco ISE node.

RADIUS

Check this check box to enable the RADIUS server for each Cisco ISE node that has
assumed the Policy Service persona to collect RADIUS session attributes as well as
Cisco Device Protocol (CDP) and Link Layer Discovery Protocol (LLDP) attributes
from the Cisco IOS Sensor-enabled devices.

Network Scan
(NMAP)

Check this check box to enable the NMAP probe.

DNS

Check this check box to enable DNS for each Cisco ISE node that has assumed the
Policy Service persona to perform a DNS lookup for the FQDN. Enter the Timeout
period in seconds.

Note For the DNS probe to work on a particular Cisco ISE node in a distributed
deployment, you must enable one of these probes—DHCP, DHCP SPAN,
HTTP, RADIUS, or SNMP. For DNS lookup, one of these probes must
be started along with the DNS probe.

SNMP Query

Check this check box to enable SNMP query for each Cisco ISE node that has assumed
the Policy Service persona to poll network devices at specified intervals. Enter values
in Retries, Timeout, Event Timeout (mandatory), and Description (optional) fields.

Note In addition to configuring the SNMP Query probe, you must also
configure other SNMP settings in Administration > Network
Resources > Network Devices. When you configure SNMP settings on
the network devices, ensure that you enable CDP and LLDP globally on
your network devices.
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Field Name

Usage Guidelines

SNMP Trap

Check this check box to enable an SNMP Trap probe for each Cisco ISE node that has
assumed the Policy Service Persona to receive linkUp, linkDown, and MAC notification
traps from the network devices. Provide or enable the following information:

* Link Trap Query: Check this check box to receive and interpret the notifications
received through the SNMP trap.

* MAC Trap Query: Check this check box to receive and interpret the MAC
notifications received through the SNMP trap.

* Interface: Choose an interface on the Cisco ISE node.

« Port: Enter the UDP port of the host to use. The default port is 162.

Active Directory

Check this check box to scan the defined Active Directory servers for information
about Windows users.

« Days before rescan: Choose the days after which you want the scan to run again.

pxGrid

Check this check box to allow Cisco ISE to collect (profile) endpoint attributes over
pxGrid.

Related Topics

Cisco ISE Profiling Service, on page 606
Network Probes Used by Profiling Service, on page 608
Configure Profiling Service in Cisco ISE Nodes, on page 608

Logging Settings

The following sections explain how to configure the severity of debug logs, create an external log target, and
enable Cisco ISE to send log messages to these external log targets.

Remote Logging Target Settings

The following table describes the fields in the Remote Logging Targets window that you can use to create

external locations (syslog servers) to store logging messages. The navigation path for this window is
Administration > System > Logging > Remote Logging Targets. click Add.

Table 7: Remote Logging Target Settings

Field Name

Usage Guidelines

Name

Enter a name for the new syslog target.

Target Type

Select the target type from the drop-down list. The default value is UDP Syslog.

Description

Enter a brief description of the new target.
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Field Name Usage Guidelines

IP Address Enter the IP address or hostname of the destination machine that will store the logs.
Cisco ISE supports IPv4 and IPv6 formats for logging.

Port Enter the port number of the destination machine.

Facility Code Choose the syslog facility code that must be used for logging, from the drop-down list.

Valid options are Local0 through Local7.

Maximum Length

Enter the maximum length of the remote log target messages. Valid values are from
200 through 1024 bytes.

Include Alarms
For this Target

When you check this check box, alarm messages are sent to the remote server as well.

Comply to RFC
3164

When you check this check box, the delimiters (, ; { } \\) in the syslog messages sent
to the remote servers are not escaped even if a backslash (V) is used.

Buffer Message
When Server Down

This check box is displayed when you choose TCP Syslog or Secure Syslog from the
Target Type drop-down list. Check this check box to allow Cisco ISE to buffer the
syslog messages when a TCP syslog target or secure syslog target is unavailable. Cisco
ISE retries sending messages to the target when the connection to the target resumes.
After the connection resumes, messages are sent sequentially, starting with the oldest,
and proceeding to the newest. Buffered messages are always sent before new messages.
If the buffer is full, old messages are discarded.

Buffer Size (MB)

Set the buffer size for each target. By default, it is set to 100 MB. Changing the buffer
size clears the buffer, and all the existing buffered messages for the specific target are
lost.

Reconnect Timeout
(Sec)

Enter the time (in seconds) to configure how long the TCP and secure syslogs are
stored for before being discarded when the server is down.

Select CA
Certificate

This drop-down list is displayed when you choose Secure Syslog from the Target
Type drop-down list. Choose a client certificate from the drop-down list.

Ignore Server
Certificate
Validation

This check box is displayed when you choose Secure Syslog from the Target Type
drop-down list. Check this check box for Cisco ISE to ignore server certificate
authentication and accept any syslog server. By default, this option is set to Off unless
the system is in FIPS mode when this is disabled.

Related Topics

Cisco ISE Logging Mechanism, on page 253

Cisco ISE System Logs, on page 254

Cisco ISE Message Catalogs, on page 257

Collection Filters, on page 259

Event Suppression Bypass Filter, on page 260

Configure Remote Syslog Collection Locations, on page 255

Configure Collection Filters, on page 259
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Configure Logging Categories

The following table describes the fields that you can use to configure a logging category. Set a log severity
level and choose the logging targets for the logs of a logging category. The navigation path for this window
is Administration > System > Logging > Logging Categories.

Click the radio button next to the logging category that you want to view, and click Edit. The following table
describes the fields that are displayed in the edit window of the logging categories.

Table 8: Logging Category Settings

Field Name

Usage Guidelines

Name

Displays the name of the logging category.

Log Severity Level

For some logging categories, this value is set by default, and you cannot edit it. For
some logging categories, you can choose one of the following severity levels from a
drop-down list:

* FATAL: Emergency level. This level means that you cannot use Cisco ISE and
you must immediately take the necessary action.

« ERROR: This level indicates a critical error condition.

* WARN: This level indicates a normal but significant condition. This is the default
level set for many logging categories.

* INFO: This level indicates an informational message.

+ DEBUG: This level indicates a diagnostic bug message.

Local Logging

Check this check box to enable logging events for a category on the local node.

Targets

This area allows you to choose the targets for a logging category by transferring the
targets between the Available and the Selected areas using the left and right arrow
icons.

The Available area contains the existing logging targets, both local (predefined) and
external (user-defined).

The Selected area, which is initially empty, then displays the targets that have been
chosen for the category.

Related Topics

Cisco ISE Message Codes, on page 256

Configure Remote Syslog Collection Locations, on page 255

Set Severity Levels for Message Codes, on page 256

Admin Access Settings

These sections enable you to configure access settings for administrators.
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Administrator Password Policy Settings

The following table describes the fields in the Password Policy tab that you can use to define a criteria that
administrator passwords should meet. The navigation path for this window is: Administration > System >
Admin Access > Authentication > Password Policy.

Table 9: Administrator Password Policy Settings

Field Name

Usage Guidelines

Minimum Length

Specify the minimum length of the password (in characters). The default is six
characters.

Password must not
contain

Admin name or its characters in reverse order: Check this check box to restrict the
use of the administrator username or its characters in reverse order as the password.

Cisco or its characters in reverse order: Check this check box to restrict the use of
the word "Cisco" or its characters in the reverse order as the password.

This word or its characters in reverse order: Check this check box to restrict the
use of any word that you define or its characters in the reverse order as the password.

Repeated characters four or more times consecutively: Check this check box to
restrict the use of repeated characters four or more times consecutively as the password.

Dictionary words, their characters in reverse order, or their letters replaced with
other characters: Check this check box to restrict the use of dictionary words, their
characters in reverse order, or their letters replaced with other characters, as the
password.

Substitution of $ for s, @ for a, 0 for o, 1 for 1, ! for i, 3 for e, and so on, is not permitted.
For example, Pa§$wO0rd is not permitted.

+ Default Dictionary: Choose this option to use the default Linux dictionary in
Cisco ISE. The default dictionary contains approximately 480,000 English words.

This option is selected by default.

+ Custom Dictionary: Choose this option to use your customized dictionary. Click
Choose File to select a custom dictionary file. The text file must comprise
newline-delimited (JSON format) words, .dic extension, and a size less than 20
MB.

Password must
contain at least one
character of each
of the selected

types

Check the check box for the type of characters an administrator's password must
contain. Choose one or more of the following options:

* Lowercase alphabetic characters
« Uppercase alphabetic characters
* Numeric characters

» Non-alphanumeric characters
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Field Name Usage Guidelines

Password History | Specify the number of previous passwords from which the new password must be
different, to prevent the repeated use of the same password. Check the Password must
be different from the previous nversions check box, and enter the number in the
corresponding field.

Enter the number of days before which you cannot reuse a password. Check the Cannot

reuse password within n days check box, and enter the number in the corresponding
field.

Password Lifetime | Check the check boxes for the following options to force users to change passwords
after a specified time period:

« Administrator passwords expire n days after creation or last change: Time
(in days) before the administrator account is disabled if the password is not
changed. The valid range is 1 to 3650 days.

« Send an email reminder to administrators n days prior to password
expiration: Time (in days) before which administrators are reminded that their
password will expire. The valid range is 1 to 3650 days.

Display Network Device-Sensitive Data

Require Admin Check this check box if you want the admin user to enter the login password to view
Password network device-sensitive data such as shared secrets and passwords.

Password cached | The password that is entered by the admin user is cached for this time period. The
for n Minutes admin user will not be prompted to enter the password again during this period to view
the network device-sensitive data. The valid range is from 1 to 60 minutes.

Related Topics
Cisco ISE Administrators, on page 4
Create a New Administrator, on page 6

Session Timeout and Session Information Settings

The following table describes the fields in the Session window that you can use to define session timeout and
terminate an active administrative session. The navigation path for this window is:Administration > System >
Admin Access > Settings > Session.

Table 10: Session Timeout and Session Information Settings

Field Name Usage Guidelines

Session Timeout

Session Idle Enter the time, in minutes, that you want Cisco ISE to wait for, before it logs out the
Timeout administrator if there is no activity. The default value is 60 minutes. The valid range
is from 6 to 100 minutes.

Session Info
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Field Name Usage Guidelines
Invalidate Check the check box adjacent to the session ID that you want to terminate and click
Invalidate.

Related Topics
Administrator Access Settings, on page 215
Configure Session Timeout for Administrators, on page 219
Terminate an Active Administrative Session, on page 220

Administration Node

A Cisco ISE node with the Administration persona allows you to perform all administrative operations on
Cisco ISE. It handles all the system-related configurations that are related to functionalities such as
authentication, authorization, auditing, and so on. In a distributed environment, you can have a maximum of
two nodes running the Administration persona. The Administration persona can take on of these following
roles—Standalone, Primary, or Secondary.

High Availability for Administrative Node

In a high-availability configuration, the primary Policy Administration Node (PAN) is in the Active state.
The secondary PAN is in the Standby state, which means it receives all configuration updates from the primary
PAN, but is not active in the Cisco ISE network.

Cisco ISE supports manual and automatic failover. With automatic failover, when the primary PAN goes
down, an automatic promotion of the secondary PAN is initiated. Automatic failover requires a
nonadministration secondary node, which is called a health check node. The health check node checks the
health of the primary PAN. If the health check node detects that the primary PAN is down or unreachable, it
initiates the promotion of the secondary PAN to take over the primary role.

To deploy the Automatic Failover feature, you must have at least three nodes, with two of them assuming the
Administration persona, and one acting as the health check node. A health check node is a nonadministration
node and can be a PSN, MnT, or pxGrid node, or a combination of these. If the primary and secondary PANs
are in different data centers, you must have a health check node for each PAN.

The following table lists the features that are affected when the primary PAN goes down and the secondary
PAN is yet to take over.

Table 11: Availability of Features

Feature Name Available When Primary PAN is Down? (Yes/No)
Existing internal Yes

user RADIUS

authentication

Existing or new AD | Yes
user RADIUS
authentication
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Feature Name Available When Primary PAN is Down? (Yes/No)

Existing endpoint | Yes
with no profile
change

Existing endpoint | No
with profile change

New endpoint No
learned through
profiling.

Existing guest: Yes
Local Web
Authentication
(LWA)

Existing guest: Yes (apart from flows enabled for device registration, such as Hotspot, BYOD, and
Central Web CWA with automatic device registration)

Authentication
(CWA)

Guest change No
password

Guest: AUP No

Guest: Max Failed |No
Login Enforcement

New Guest No
(Sponsored or
Self-registered)

Posture Yes

BYOD with Internal | No
CA

Existing Registered | Yes
Devices

MDM on-boarding | No

pxGrid Service No

Loginto GUI of | Yes (The login process is delayed because a blocking call to the PAN is attempted to
secondary nodes update the last login details. Login proceeds after this call times out.)
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Note

To support certificate provisioning with the internal CA, you must to import the root certificate of the original
primary PAN and its key into the new primary node, after promotion. Certificate provisioning does not work
after automatic failover for the PSN nodes that are added after the promotion of the secondary node to primary
PAN.

High-Availability Health Check Nodes

The health check node for Primary PAN is called the active health check node. The health check node for
Secondary PAN is called the passive health check node. The active health check node is responsible for
checking the status of the Primary PAN, and managing the automatic failover of Administration nodes. We
recommended that you use two nonadministrative ISE nodes as health check nodes, one for the Primary PAN
and one for the Secondary PAN. If you use only one health check node, and that node goes down, automatic
failover will not happen.

When both the PANs are in the same data center, you can use a single nonadministrative ISE node as the
health check node for both the Primary PAN and the Secondary PAN. When a single health check node checks
the health of both the Primary PAN and the Secondary PAN, it assumes both the active and passive roles.

A health check node is a nonadministration node, which means it can be a Policy Service, Monitoring, or
pxGrid node, or a combination of these. We recommend that you designate PSN nodes as health check nodes
in the same data center as the Administration nodes. However, in a small or a centralized deployment, where
the two Administration nodes are not in the same location (LAN or data center), any node (PSN, pxGrid, or
MnT) not having the Administration persona can be used as health check node.

\)

Note
primary PAN fails, you do not need any check nodes.

If you chose to not enable automatic failover, and rely on manually promoting the secondary node when the

Health Check Node for the Secondary PAN

The health check node for the Secondary PAN is a passive monitor. It does not take any action until the
Secondary PAN has been promoted as the Primary PAN. When the Secondary PAN takes over the primary
role, its associated health check node takes the active role for managing automatic failover of Administration
nodes. The health check node of the previous Primary PAN becomes the health check node for the Secondary
PAN now and monitors it passively.

Disabling and Restarting Health Check

When a node is removed from the health check role or auto failover configuration is disabled, the health check
service is stopped on that node. When the auto failover configuration is enabled on the designated
high-availability health check node, the node starts checking the health of Administration nodes again.
Designating or removing the high-availability health check role of a node does not involve any application
restart on that node; only the health check activities are started or stopped.

If the high-availability health check node is restarted, it ignores the previous downtimes of the Primary PAN
and starts checking the health status afresh.
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Health Check Nodes

The active health check node checks the health status of the primary PAN at a configured polling interval. It
sends a request to the primary PAN, and if the response that it receives matches the configuration, the health
check node considers the primary PAN to be in good health. If the health of the primary PAN is continuously
poor for more than the configured failover period, the health check node initiates failover to the secondary
PAN.

If, at any time during a health check, the health status is found to be good after being reported as poor previously
within the failover period, the health check node marks the primary PAN status as good, and resets the health
check cycle.

The response from the health check of the primary PAN is validated against the configuration values available
on its health check node. If the response does not match, it raises an alarm. However, a promotion request is
made to the secondary PAN.

Changing Health Nodes
You can change the Cisco ISE node that you are using for a health check, but there are some things to consider.

For example, assume that the health check node (H1) goes out-of-sync, and another node (H2) is made the
health check node of the primary PAN. In such a case, after the primary PAN goes down, there is no way for
HI to know that another node (H2) is checking the same primary PAN. Later, if H2 goes down or goes out
of the network, an actual failover is required. The secondary PAN, however, retains the right to reject the
promotion request. So, after the secondary PAN is promoted to the primary role, a promotion request from
H2 is rejected with an error. Even if a health check node for the primary PAN is out of sync, it continues to
check the health of the primary PAN.

Automatic Failover to the Secondary PAN

You can configure Cisco ISE to automatically promote the Secondary PAN when the Primary PAN becomes
unavailable. The configuration is done on the Primary PAN in the Deployment window. The navigation path
for this window is Administration > System > Deployment. The failover period is defined as the number
of times configured in Number of Failure Polls Before Failover times the number of seconds configured in
Polling Interval. In the default configuration, that time is 10 minutes. Promotion of the Secondary PAN to
Primary PAN takes another 10 minutes. So, by default, the total time from Primary PAN failure to secondary
PAN working is 20 minutes.

When the Secondary PAN receives the failover call, it carries out the following validations before proceeding
with the actual failover:

* The Primary PAN is not available in the network.
* The failover request came from a valid health check node.

* The failover request is for the Secondary PAN.

If all the validations pass, the Secondary PAN promotes itself to the primary role.

The following are some sample (but not limited to) scenarios where automatic failover of the Secondary PAN
can be attempted:

* Health of the Primary PAN is consistently not good for the Number of failure polls before failover
value during the polling period.
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* Cisco ISE services on the Primary PAN are manually stopped, and remain stopped for the failover period.

* The Primary PAN is shut down using soft halt or reboot option, and remains shut down for the configured
failover period.

* The Primary PAN goes down abruptly (power down), and remains down for the failover period.

* The network interface of the Primary PAN is down (network port shut or network service down), or it
is not reachable by the health check node for any other reason, and remains down for the configured
failover period.

Health Check Node Restarts

Upon restart, the high-availability health check node ignores the previous downtimes of the Primary PAN
and checks the health status afresh.

Bring Your Own Device in Case of Automatic Failover to Secondary PAN

When the Primary PAN is down, authentication is not interrupted for the endpoints that already have certificates
issued by the Primary PAN root CA chain. This is because all the nodes in the deployment have the entire
certificate chain for trust and validation purposes.

However, until the Secondary PAN is promoted to Primary, new BYOD devices will not be onboarded. BYOD
onboarding requires an active Primary PAN.

After the original primary PAN is brought back up or the Secondary PAN is promoted, new BYOD endpoints
are onboarded without any issues.

If the Primary PAN that failed can not be rejoined as the Primary PAN, regenerate the root CA certificate on
the newly promoted Primary PAN (the original secondary PAN).

For existing certificate chains, triggering a new root CA certificate results in the automatic generation of the
subordinate CA certificates. Even when new subordinate certificates are generated, endpoint certificates that
were generated by the previous chain continue to be valid.

Sample Scenarios when Automatic Failover is Avoided

The following are some sample scenarios that depict cases where automatic failover by the health check node
might be avoided or a promotion request to the secondary node rejected:

* The node receiving the promotion request is not the secondary node.

* The promotion request received by the Secondary PAN does not have the correct Primary PAN
information.

* The promotion request is received from an incorrect health check node.
* The promotion request is received, but the Primary PAN is up and in good health.

* The node receiving the promotion request goes out-of-sync.

Functionalities Affected by the PAN Automatic Failover Feature

The following table lists the functionalities that are blocked or require additional configuration changes if the
PAN automatic failover configuration is enabled in your deployment.
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Functionality Affected Details

Operations that are Blocked

Upgrade Upgrade through the CLI is blocked.
By default, this feature is disabled.

To deploy the Automatic Failover feature, you must have at least three nodes, where
two of the nodes assume the Administration persona, and one node acts as the health
check node. (A health check node is a nonadministration node and can be a PSN, MnT,
or pxGrid node, or a combination of these). If the PANSs are in different data centers,
you must have a health check node for each PAN.

Restore of Backup | Restore action through the CLI and user interface is blocked.

If the PAN automatic failover configuration was enabled prior to restore, you must
reconfigure it after a successful restore.

Change Node Change of the following node personas through the GUI is blocked:
Persona * Administration persona in both the Primary and Secondary PANs
* Persona of the PAN

* Deregistration of health check node after enabling the PAN Automatic Failover

feature

Other CLI The following admin operations through the CLI is blocked:
Operations * Patch installation and rollback

* DNS server change

* [P address change of ethl, eth2, and eth3 interfaces

* Host alias change of ethl, eth2, and eth3 interfaces

* Time zone change
Other The following administrative operations through the GUI is blocked:
Administration

Portal Operations « Patch installation and rollback

* Change of HTTPS certificate

* Change of admin authentication type from password-based authentication to
certificate-based authentication and vice versa

Users with Some session data is stored on the failed PAN, and cannot be updated by the PSN.
maximum connected
devices cannot
connect.

Operations that Require PAN Automatic Failover to be Disabled
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Functionality Affected Details

CLI Operations The following administrative operations through the CLI display a warning message
if the PAN automatic failover configuration is enabled. These operations may trigger
automatic failover if a service or system is not restarted within the failover window.
Hence, while performing the following operations, we recommend that you to disable
the PAN automatic failover configuration:

* Manually stopping the Cisco ISE service
* Soft reload (reboot) of Cisco ISE using the admin CLI

Configure Primary PAN for Automatic Failover

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

Before you begin

To deploy the Automatic Failover feature, you must have at least three nodes, of which two nodes assume
the Administration persona, and one node acts as the health check node. A health check node is a
nonadministration node and can be a PSN, MnT, or pxGrid node, or a combination of these. If the PANs are
in different data centers, you must have a health check node for each PAN.

Log in to the Primary PAN GUIL
Choose Administration > System > Deployment > PAN Failover.
Check the Enable PAN Auto Failover check box to enable automatic failover of the primary PAN.

Note You can only promote a Secondary PAN to become the Primary PAN. Cisco ISE nodes that assume only
the PSN, MnT, or pxGrid node, or a combination of these, cannot be promoted to become the Primary PAN.

Choose the health check node for the primary PAN from the Primary Health Check Node drop-down list containing
all the available secondary nodes.

We recommend that you have this node in the same location or data center as the primary PAN.

Choose the health check node for the secondary PAN, from the Secondary Health Check Node drop-down list containing
all the available secondary nodes.

We recommend that you have this node in the same location or data center as the secondary PAN.

Provide the Polling Interval time after which the PAN status is checked. The valid range is 30 to 300 seconds.
Provide the count for Number of Failure Polls before Failover.

Failover occurs if the status of the PAN is not good for the specified number of failure polls. The valid range is 2 to 60
counts.

Click Save.

What to do next
After the promotion of the Secondary PAN to the Primary PAN, do the following:
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. Manually Promote Secondary PAN to Primary

* Manually sync the old Primary PAN to bring it back into the deployment.

* Manually sync any other secondary node that is outof sync, to bring it back into the deployment.

Manually Promote Secondary PAN to Primary

Step 1
Step 2
Step 3

Step 4

If the Primary PAN fails and you have not configured PAN automatic failover, you must manually promote
the Secondary PAN to become the new Primary PAN.

Before you begin

Ensure that you have a second Cisco ISE node configured with the Administration persona to promote as your
Primary PAN.

Log in to the Secondary PAN GUI.

In the Edit Node window, click Promote to Primary.
Note You can only promote a secondary PAN to become the primary PAN. Cisco ISE nodes that assume only the

Policy Service or Monitoring persona, or both, cannot be promoted to become the primary PAN.

If the node that was originally the Primary PAN, comes back up, it will be demoted automatically and become the
Secondary PAN. You must perform a manual synchronization on this node (that was originally the Primary PAN) to
bring it back into the deployment.

In the Edit Node window of a secondary node, you cannot modify the personas or services because the options are
disabled. You have to log in to the Admin portal to make changes.

Click Save.

Reusing a Node of an Existing Cisco ISE Deployment as a Primary PAN for a
New Cisco ISE Deployment

Step 1

Step 2
Step 3

If you want to repurpose a node of an existing Cisco ISE deployment to the primary PAN of a new Cisco ISE
deployment you must, perform these steps:

Run the Cisco ISE Perform System Erase utility, as described in the Cisco | SE Installation Guide for your version of
Cisco ISE. This document is available at: https://www.cisco.com/c/en/us/support/security/identity-services-engine/
products-installation-guides-list.html

Perform a fresh install of Cisco ISE, as described in the Cisco | SE Installation Guide.

Configure the standalone node as a primary Policy Administration node, as described in Configure a Primary Policy
Administration Node, on page 41.
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Restoring Service to the Primary PAN

Cisco ISE does not support automatic fallback to the original primary PAN. After the automatic failover to
the secondary PAN is initiated, if you bring the original primary PAN back into the network, you should
configure it as the secondary PAN.

Support for Automatic Failover for the Administration Node

Cisco ISE supports automatic failover for the Administration persona. To enable the Automatic Failover
feature, at least two nodes in your distributed setup should assume the Administration persona and one node
should assume the nonadministration persona. If the Primary PAN goes down, an automatic promotion of the
Secondary PAN is initiated. For this, a nonadministration secondary node is designated as the health check
node for each of the PANs. The health check node checks the health of the primary PAN at configured intervals.
If the health check response received for the primary PAN is not good for reasons, such as the device being
down or unreachable, the health check node initiates the promotion of the secondary PAN to take over the
primary role after waiting for the configured threshold value. Some features are unavailable after automatic
failover of the secondary PAN. Cisco ISE does not support fallback to the original primary PAN. See High
Auvailability for Administrative Node.

Policy Service Node

A Policy Service node (PSN) is a Cisco ISE node with the Policy Service persona, and provides network
access, posture, guest access, client provisioning, and profiling services.

At least one node in your distributed setup should assume the Policy Service persona. This persona evaluates
the policies and makes all the decisions. Typically, there is more than one PSN in a distributed deployment.

All the PSNs that reside in the same high-speed Local Area Network (LAN) or behind a load balancer can be
grouped together to form a node group. If one of the nodes in a node group fails, the other nodes detect the
failure and reset URL-redirected sessions, if any.

High Availability in Policy Service Nodes

To detect node failure and to reset all URL-redirected sessions on the failed node, two or more PSNs can be
placed in the same node group. When a node that belongs to a node group fails, another node in the same
node group issues a Change of Authorization (CoA) for all URL-redirected sessions on the failed node.

All the nodes within the same node group should be configured on the network access device (NAD) as
RADIUS clients and authorized for CoA, because any one of them can issue a CoA request for the sessions
that are established through any node in the node group. If you are not using a load balancer, the nodes in a
node group should be the same as, or a subset of, the RADIUS servers and clients configured on the NAD.
These nodes should also be configured as RADIUS servers.

)

Note While a single NAD can be configured with many Cisco ISE nodes as RADIUS servers and
dynamicauthorization clients, it is not necessary for all the nodes to be in the same node group.
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The members of a node group should be connected to each other using high-speed LAN connection such as
Gigabit Ethernet. The node group members need not be L2 adjacent, but L2 adjacency is highly recommended
to ensure sufficient bandwidth and reachability. See Create a Policy Service Node Group, on page 86 for
more details.

Load Balancer to Distribute Requests Evenly Among PSNs

When you have multiple PSNs in the deployment, you can use a load balancer to distribute the requests evenly.
The load balancer distributes the requests to the functional nodes behind it. See Cisco and F5 Deployment
Guide: ISE Load Balancing using BIG-IP for more information, and to know about best practices when
deploying PSNs behind a load balancer.

Session Failover in Policy Service Nodes

PSNs in a node group share session information. The nodes exchange heartbeat messages to detect node
failures. If a node fails, one of its peers from the node group knows which sessions were on the failed PSN,
and issues a CoA to disconnect those sessions. Most clients automatically reconnect, and establish a new
session.

Some clients don’t automatically reconnect. For example, if a client connects through a VPN, then that client
may not see the CoA. Clients that are IP phones, multihost 802.1X ports, or virtual machines may also not
see or be able to respond to a CoA. URL-redirected clients (webauth) also can’t connect automatically. Those
clients must manually reconnect.

Timing issues can also prevent reconnection, for example, if the posture state is pending at the time of PSN
failover.

Number of Nodes in a Policy Service Node Group

The number of nodes that you can have in a node group depends on your deployment requirements. Node
groups ensure that node failures are detected and that a peer issues a CoA for sessions that are authorized, but
not yet postured. The size of the node group does not have to be very large.

If the size of the node group increases, the number of messages and heartbeats that are exchanged between
the nodes increases significantly. As a result, traffic also increases. Having fewer nodes in a node group helps
reduce the traffic and at the same time provides sufficient redundancy to detect PSN failures.

There is no hard limit on the number of PSNs that you can have in a node group cluster.

Light Session Directory

Light Session Directory is used to store the user session information and replicate it across the PSNs in a
deployment, thereby eliminating the need to be totally dependent on PAN or MnT nodes for user session
details. The Light Session Directory stores only the session attributes that are required for CoA.

To enable this feature, choose Administration > Settings > Light Session Directory and check the Enable
Light Session Directory check box. When this option is enabled, Light Session Directory instance in each
PSN receives the session updates, such as successful authentication, accounting start, or accounting stop, from
the other PSNs and session cache to maintain consistent session records. You can configure the following
options under Advanced Settings:
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Monitoring Node .

« Batch Size—The session updates can be sent in batches. This value specifies the number of records sent
in each batch from a Light Data Distribution instance to the other PSNs in the deployment. If this field
is set to 1, the session updates are not sent in batches. The default value is 10.

» TTL—This value specifies the maximum time a session will wait for the batch to complete before
updating the Light Data Distribution. The default value is 1000 milliseconds.

In case of connectivity issues between PSNs (for example, when a PSN is down), the session details are
retrieved from the MnT session directory and stored for future use.

Large deployments can hold up to 2,000,000 session records. Small deployments can store 1,000,000 session
records. When an accounting stop request is received for a session, the corresponding session data is deleted
from all Light Data Distribution instances. When the number of stored records exceeds the maximum limit,
oldest sessions are deleted based on the timestamp.

\}

Note

« If the IPv6 prefix length of a session is less than 128 bits and the interface ID is not specified, the IPv6
prefix is rejected, thereby preventing multiple sessions from having the same key.

* Light Data Distribution uses ISE Messaging Services for inter-node communication. ISE messaging
service uses different certificate (signed by internal-CA chain). In case you are facing issues with ISE

messaging service, you will have to regenerate ISE messaging service certificate. Choose Administration
> system > Certificates > Certificate management >Certificate Signing request. Select ISE Messaging
service in the Certificate(s) will be used for section. Click generate ISE messaging service certificate.

Monitoring Node

A Cisco ISE node with the Monitoring persona functions as the log collector and stores log messages from
the PANs and PSNs in your network. This persona provides advanced monitoring and troubleshooting tools
that you can use to effectively manage your network and resources. A node with this persona aggregates and
correlates the data that it collects to provide you with meaningful information in the form of reports.

Cisco ISE allows you to have a maximum of two nodes with this persona that can take on primary or secondary
roles for high availability. Both the primary and secondary MnT nodes collect log messages. If the primary
MnT goes down, the primary PAN points to the secondary node to gather monitoring data. But the secondary
node will not be promoted to primary automatically. This should be done by following the procedure described
in Manually Modify the MnT Role.

At least one node in your distributed setup should assume the Monitoring persona. We recommend that you
do not have the Monitoring and Policy Service personas enabled on the same Cisco ISE node, and that the
node be dedicated solely to monitoring, for optimum performance.

You can access the Monitoring menu from the PAN in your deployment.

N

Note If you have enabled pxGrid, you must create a new certificate for the pxGrid node. Create the certificate

template with digital signature usage and generate a new PxGrid certificate.
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Manually Modify the MnT Role

You can manually modify MnT roles (both from primary to secondary and from secondary to primary) from
the primary PAN.

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Log in to the primary PAN GUI.
Choose Administration > System > Deployment.

From the list of nodes, check the check box next to the MnT node for which you want to change the role.

Click Edit.

In the Monitoring section, change the role to Primary or Secondary.

You can enable the option if you want to disable all the other personas and services enabled on that node. When this
option is enabled, the configuration data replication process is stopped on that node. This helps to improve the performance
of the MnT node. When you disable this option, manual synchronization is triggered.

Click Save.

Syslog over Cisco ISE Messaging Service

Cisco ISE, Release 2.6, offers MnT WAN survivability for the default, built-in UDP syslog collection targets,
LogCollector and LogCollector2. This survivability can be enabled by the option Use ""ISE Messaging
Service' for UDP Syslogs delivery to MnT (In the Cisco ISE GUI, click the Menu icon (=) and choose
Administration > System > Logging > Log Settings). After you enable this option, the UDP syslogs are
protected by Transport Layer Security (TLS).

The Use "ISE Messaging Service' for UDP Syslogs delivery to MnT option is disabled by default in Cisco
ISE, Release 2.6, First Customer Ship (FCS). This option is enabled by default in Cisco ISE, Release 2.6,
Cumulative Patch 2 and later releases.

Using the Cisco ISE messaging service for UDP syslogs retains the operational data for a finite duration even
when the MnT node is unreachable. The MnT WAN survivability period is approximately 2 hours and 30
mins.

This service uses TCP port 8671. Please configure your network accordingly and allow the connections to
TCP port 8671 on each Cisco ISE node from all other Cisco ISE nodes in the deployment.

)

Note

If your deployment uses TCP or secure syslogs for Cisco ISE deployment, the functionality remains same as
the earlier releases.

Queue Link Alarm

The Cisco ISE messaging service uses a different certificate, signed by the internal CA chain. You will get a
queue-link alarmmessage inthe Alarms dashlet in the Cisco ISE GUI dashboard. Ensure that the following
are in place to resolve the alarm:

* All the nodes are connected and synced.

+ All the nodes and Cisco ISE messaging services are functional.
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* The Cisco ISE messaging services ports are not blocked by external entities such as firewalls.

* The Cisco ISE messaging certificate chain on each node is not broken, and the state of the certificate is
good.

If the prerequisites listed above are met, the queue-link alarm might be triggered due to the upgrade process.

To resolve the queue link alarm, regenerate the Cisco ISE root CA chain:

1. Inthe Cisco ISE GUI, click the Menu icon (=) and choose Administration > System > Certificates >
Certificate Management > Certificate Signing Requests.

2. Click Generate Certificate Signing Request (CSR) and then select the ISE Root CA in the Certificate(s)
will be used for drop-down list.

3. Click Replace ISE root CA Certificate Chain.

A Queue Link Error alarm is generated in the following scenarios:

e Timeout: A Queue Link Error alarm with the cause as Timeout occurs when there is a network issue
between two nodes in the Cisco ISE deployment. Check the connectivity on port 8671 to troubleshoot
this error.

» Unknown CA: A Queue Link Error alarm with the cause as Unknown CA occurs when when there is
a broken Cisco ISE Messaging Certificate present in the System Certificates window (To view this
window, click the Menu icon (=) and choose Administration > System > Certificates > System
Certificates.) This issue can be resolved by regenerating the Cisco ISE Messaging Certificate by choosing
Administration > System > Certificates > Certificate Management > Certificate Signing Requests
and then clicking on Generate Certificate Signing Request (CSR) on the Cisco ISE GUI.

\}

Note Regeneration is not required if you have already replaced the Cisco ISE root CA
certificate chain.

When you replace the Cisco ISE Root CA chain, the Cisco ISE Messaging Service certificate is also replaced.
This is followed by the restart of the Cisco ISE Messaging service with a downtime of about two minutes.
The syslogs are lost during this downtime. To avoid losing the syslogs during the downtime, the Cisco ISE
Messaging Service can be disabled for a short period.

To enable or disable the Cisco ISE messaging service for UDP syslogs delivery to MnT, perform this procedure:

Step 1 Choose Administration > System > Logging > Log SettingsISE root CA .

Step 2 Check or uncheck the Use “ISE Messaging Service” for UDP Syslogs delivery to MnT check box to enable or disable
the use of the Cisco ISE Messaging Service.

Step 3 Click Save.

Cisco ISE Community Resource

For more information about the Queue Link alarm, see Queue Link Error.
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Automatic Failover in MnT Nodes

MnT nodes do not offer high availablity, but do offer active standby. The PSN copies operational audit data
to both the primary and secondary MnT nodes.

Automatic Failover Process

When a primary MnT node goes down, the secondary MnT node takes over all the monitoring and
troubleshooting information.

To manually convert the secondary node to a primary node, see Manually Modify the MnT Role. If the primary
node comes up again after the secondary node is promoted, the primary node takes on the secondary role. If
the secondary node is not promoted, the primary MnT node resumes the primary role after it comes up again.

A

Caution

the primary node.

When the primary node comes back up after a failover, back up of the secondary and restore the data to update

Guidelines for Setting Up an Active Standby Pair of MnT Nodes

You can specify two MnT nodes on a Cisco ISE network, and configure them to be an active standby pair.
We recommend that you back up the primary MnT node, and restore the data to the new secondary MnT node.
This ensures that the history of the primary MnT node is synchronized with the new secondary node because
the primary replicates new data. The following rules apply to an active standby pair:

* All changes are logged to the primary MnT node. The secondary node is read-only.
*» Changes made to the primary node are automatically replicated on the secondary node
* Both the primary and secondary nodes are listed as log collectors, to which all other nodes send logs.

* The Cisco ISE dashboard is the main entry point for monitoring and troubleshooting. Monitoring
information is displayed on the dashboard from the PAN . If the primary node goes down, monitoring
information is available on the secondary node.

* Backing up and purging MnT data is not a part of a standard Cisco ISE node backup process. You must
configure repositories for backup and data purging on both the primary and secondary MnT nodes, and
use the same repositories for each.

MnT Node Failover Scenarios

The following scenarios apply to the active-standby or single-node configurations corresponding to the MnT
nodes:

* In an active-standby configuration of the MnT nodes, the primary PAN always points to the primary
MnT node to collect the monitoring data. After the primary MnT node fails, the PAN points to the standby
MnT node. The failover from the primary node to the secondary node takes place after it is down for
more than five minutes.

However, after the primary node fails, the secondary node does not become the primary node. If the
primary node comes up, the PAN starts collecting the monitoring data again from the resumed primary
node.
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* [f the primary MnT node is down, and you want to promote the standby MnT node to active status, you
can do so by following the procedure provided in Manually Modify the MnT Role or by deregistering
the existing primary MnT node. When you deregister the existing primary MnT node, the standby node
becomes the primary MnT node, and the PAN automatically points to the newly promoted primary node.

* In an active-standby pair, if you deregister the secondary MnT node, or if the secondary MnT node goes
down, the existing primary MnT node remains the current primary node.

* If there is only one MnT node in the Cisco ISE deployment, then that node acts as the primary MnT
node, and provides monitoring data to the PAN. However, when you register a new MnT node, and make
it the primary node in the deployment, the existing primary MnT node automatically becomes the standby
node. The PAN points to the newly registered primary MnT node to collect monitoring data.

Monitoring Database

The rate and amount of data that is utilized by the monitoring functions requires a separate database on a
dedicated node that is used for these purposes.

Like PSN, the MnT node has a dedicated database that requires you to perform maintenance tasks, as described
in the topics covered in this section.

Back Up and Restore the Monitoring Database

The Monitoring database handles large volumes of data. Over time, the performance and efficiency of the
MnT node depends on how well you manage that data. To increase efficiency, we recommend that you back
up the data and transfer it to a remote repository on a regular basis. You can automate this task by scheduling
automatic backups.

\ )

Note
operation, the purge operation stops or fails.

You should not perform a backup when a purge operation is in progress. If you start a backup during a purge

If you register a secondary MnT node, we recommend that you first back up the primary MnT node and then
restore the data to the new secondary MnT node. This ensures that the history of the primary MnT node is in
sync with the new secondary node when the new changes are replicated.

Monitoring Database Purge

The purging process allows you to manage the size of the Monitoring database by specifying the number of
months to retain the data during a purge. The default is three months. This value is utilized when the disk
space usage threshold for purging (80 percentage of the total disk space) is met. For this option, each month
consists of 30 days. A default of three months equals 90 days.

Guidelines for Purging the Monitoring Database

Follow these guidelines for optimal Monitoring database disk usage:
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« [fthe Monitoring database disk usage is greater than 80 percent of the threshold setting, that is 60 percent
of total disk space, a critical alarm is generated, indicating that the database size is about to exceed the
maximum amount of allocated disk size. If the disk usage is greater than 90 percent of the threshold
setting, that is 70 percent of total disk space, another alarm is generated, indicating that the database size
has exceeded the maximum amount of allocated disk size.

A purge process runs, creating a status history report that you can view in the Data Purging Audit
window. The navigation path to this window is Operations > Reports > Reports > Audit > Data
Purging Audit. An information (INFO) alarm is generated after the purge is completed.

* Purging is also based on the percentage of consumed disk space for the database. When the consumed
disk space for the Monitoring database is equal to or exceeds the threshold (the default is 80 percentage
of'the total disk space), the purge process starts. This process deletes only the oldest seven days' monitoring
data, irrespective of what is configured in the Admin portal. It continues this process in a loop until the
disk space is below 80 percent. Purging always checks the Monitoring database disk space limit before
proceeding.

Operational Data Purging

Cisco ISE Monitoring Operational database contains information that is generated as Cisco ISE reports. Recent
Cisco ISE (Cisco ISE Release 2.4 and above) releases have options to purge the monitoring operational data
and reset the monitoring database when the application configure ise command is run.

The purge option is used to clean up the data and prompts you to enter the number of days for which to retain
the data. The reset option is used to reset the database to the factory default, so that all the data that is backed
up is permanently deleted. Specify the database if the files are consuming too much file system space.

)

Note The reset option causes Cisco ISE services to be temporarily unavailable.

The Operational Data Purging window contains the Database Utilization and Purge Data Now areas. The
navigation path for this window is Administration > System > Maintenance > Operational Data Purging.
You can view the total available database space and the RADIUS and TACACS data stored in the Database
Utilization area. Hover the mouse over the status bar to display the available disk space and the number of
days the existing data is stored for in the database. Specify the period for which the RADIUS and TACACS
data is supposed to be retained in the Data Retention Period area. Data is purged at 4 a.m. every day, and
you can configure the export of data to a repository before it is purged, by specifying the number of retention
days. Check the Enable Export Repository check box to select and create a repository, and specify an
Encryption Key.

In the Purge Data Now area, you can purge all the RADIUS and TACACS data or specify the number of
days beyond which data is supposed to be purged.

N

Note  You must export RADIUS authentication and accounting, TACACS authorization and accounting, RADIUS
errors, and misconfigured supplicants tables to a repository before purging.

Related Topics
Purge Older Operational Data, on page 75
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Purge Older Operational Data

The operational data is collected in the server over a period of time. It can be purged either instantly or
periodically. You can verify the success of the data purge by viewing the Data Purging Audit report.
Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 Choose Administration > System > Maintenance > Operational Data Purging.
Step 2 Do one of the following:

« In the Data Retention Period area:

a. Specify the time period, in days, for which RADIUS and TACACS data should be retained. All the data prior
to the specified time period is exported to a repository.

b. Inthe Repository area, check the Enable Export Repository check box to choose the repository to save data.
c. Inthe Encryption Key field, enter the required password.
d. Click Save.

Note If the configured retention period is less than the existing retention thresholds corresponding to the
diagnostics data, the configured value overrides the existing threshold values. For example, if you
configure the retention period as three day,s and this value is less than the existing thresholds in the
diagnostics tables (for example, a default of five days), the data is purged according to the value
that you configure (three days) in this window.

* In the Purge Data Now area:

a. Choose to purge all the data or to purge the data that is older than the specified number of days. Data is not saved
in any repository.

b. Click Purge.

Configure MnT Nodes for Automatic Failover

If you have two MnT nodes in a deployment, you can configure a primary-secondary pair for automatic
failover to avoid downtime in the Cisco ISE Monitoring service. A primary-secondary pair ensures that a
secondary MnT node automatically provides monitoring if the primary node fails.

Before you begin

* Before you configure MnT nodes for automatic failover, they must be registered as Cisco ISE nodes.

* Configure monitoring roles and services on both the nodes and name them for their primary and secondary
roles, as appropriate.
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* Configure repositories for backup and data purging on both the primary and secondary MnT nodes. For
the backup and purging features to work properly, use the same repositories for both the nodes. Purging
takes place on both the primary and secondary nodes of a redundant pair. For example, if the primary
MnT node uses two repositories for backup and purging, you must specify the same repositories for the
secondary node.

Configure a data repository for a MnT node using the repository command in the system CLI.

N

Note For scheduled backup and purge to work properly on the nodes of a monitoring redundant pair, configure the
same repository, or repositories, on both the primary and secondary nodes using the CLI. The repositories are

not automatically synced between the two nodes.

From the Cisco ISE dashboard, verify that the MnT nodes are ready. The System Summary dashlet shows
the MnT nodes with a green check mark to the left when their services are ready.

Step 1 Choose Administration > System > Deployment.
Step 2 In the Deployment Nodes window, check the check box next to the MnT node that you want to specify as primary, and
click Edit.

Step 3 Click the General Settings tab and choose Primary from the Role drop-down list.

When you choose an MnT node as primary, the other MnT node automatically becomes secondary. In the case of a
standalone deployment, primary and secondary role configuration is disabled.

Step 4 Click Save. Both the primary and secondary nodes restart.

Cisco pxGrid Node

You can use Cisco pxGrid to share the context-sensitive information from Cisco ISE session directory with
other network systems such as Cisco ISE ecosystem, partner systems, and other Cisco platforms. The pxGrid
framework can also be used to exchange policy and configuration data between nodes, such as sharing tags
and policy objects between Cisco ISE and third-party vendors, and for other information exchanges. Cisco
pxGrid also allows third-party systems to invoke adaptive network control actions (ANC) to quarantine users
or devices or both in response to a network or security event. Cisco TrustSec information, such as tag definition,
value, and description can be passed from Cisco ISE through the Cisco TrustSec topic to other networks. The
endpoint profiles with Fully Qualified Names (FQN5s) can be passed from Cisco ISE to other networks through
an endpoint profile meta topic. Cisco pxGrid also supports bulk download of tags and endpoint profiles.

You can publish and subscribe to SXP bindings (IP-SGT mappings) through Cisco pxGrid. For more
information about SXP bindings, see Security Group Tag Exchange Protocol .

In a high-availability configuration, Cisco pxGrid servers replicate information between the nodes through
the PAN. When the PAN goes down, the Cisco pxGrid server stops handling the client registration and
subscription. You need to manually promote the PAN for the Cisco pxGrid server to become active. You can
check the Cisco pxGrid services window (Administration > pxGrid Services) to verify whether a Cisco
pxGrid node is currently in active or standby state.
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On the active Cisco node that has the pxGrid persona, these processes are displayed as Running. On the
standby Cisco pxGrid node, they are displayed as Standby. If the active pxGrid node goes down, the standby
pxGrid node detects this, and starts the four pxGrid processes. Within a few minutes, these processes show
as Running, and the standby node becomes the active node. You can verify whether the Cisco pxGrid service
is in standby on that node by running the CLI command show logging application pxgrid/pxgrid.state.

For Extensible Messaging and Presence Protocol clients, Cisco pxGrid nodes work in active-standby high
availability mode which means that the Cisco pxGrid Service is in Running state on the active node and in
Disabled state on the standby node.

\}

Note In a High Availability Cisco ISE deployment, the pxGrid persona nodes that work in an active-standby setup
show that the pxGrid Service is in running state on the active node and in standby state on the standby node.

To verify the status of pxGrid services on a Cisco ISE node, use the following CLI command:

show logging application pxgrid/pxgrid.state

After the automatic failover to the secondary Cisco pxGrid node is initiated, if the original primary Cisco
pxGrid node is brought back into the network, the original primary Cisco pxGrid node continues to have the
secondary role and is not promoted back to the primary role unless the current primary node goes down.

)

Note At times, the original primary Cisco pxGrid node might be automatically promoted back to the primary role.

In a high-availability deployment, when the primary Cisco pxGrid node goes down, it might take around three
to five minutes to switchover to the secondary Cisco pxGrid node. We recommend that the client waits for
the switchover to complete, before clearing the cache data just in case the primary Cisco pxGrid node fails.

The following logs are available for the Cisco pxGrid node:

* pxgrid.log: Provides state change notifications.

* pxgrid-cm.log: Displays updates on publisher or subscriber or both and data exchange activity between
the client and the server.

* pxgrid-controller.log: Displays the details of client capabilities, groups, and client authorization.
* pxgrid-jabberd.log: Displays all the logs related to system state and authentication.

» pxgrid-pubsub.log: Displays all the information related to publisher and subscriber events.

)

Note « If Cisco pxGrid service is disabled on a node, port 5222 is down, but port 8910 (used by web clients) is

functional and continues to respond to the requests.

\)

Note  You can enable Cisco pxGrid with Base license, but you must have a Plus license to enable the Cisco pxGrid
persona. In addition, certain extended Cisco pxGrid services may be available in your Base installation if you

have recently installed an upgrade license for .
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\)

Note * Cisco pxGrid should be defined in order to work with the Passive ID Work Center. For more information,
see PassivelD Work Center , on page 518

Cisco pxGrid Client and Capability Management

Clients connecting to Cisco ISE must register and receive account approval before using Cisco pxGrid services.
Cisco pxGrid clients use the Cisco pxGrid client library available in the Cisco pxGrid SDK to become the
clients. Cisco ISE supports both auto and manual approvals. A client can log in to Cisco pxGrid using a unique
name and certificate-based mutual authentication. Similar to the AAA setting on a switch, clients can connect
to either a configured Cisco pxGrid server hostname or an IP address.

Cisco pxGrid capabilities are information topics or channels on Cisco pxGrid for clients to publish and
subscribe. In Cisco ISE, only capabilities such as Identity, Adaptive Network Control (ANC) , and Security
Group Access (SGA) are supported. When a client creates a new capability, it appears in the View by
Capabilities window. The navigation path for this window is Administration > pxGrid Services > View
by Capabilities. You can enable or disable capabilities individually. Capability information is available from
the publisher through publish, directed query, or bulk download query.

When a web client publisher uses REST APIs or WebSocket protocols, the topics added in the web client
publisher are not immediately listed in the Administration > pxGrid Services > Web Clients tab in Cisco
ISE. Such a web client topic appears in the Web Clients tab only after its first instance of publishing.

)

Note  Users that are assigned to Endpoint Protection service (EPS) user group can perform actions in session group,
because Cisco pxGrid session group is part of EPS group. If a user is assigned to EPS group, the user will be
able to subscribe to the session group on the Cisco pxGrid client.

Related Topics
Generate Cisco pxGrid Certificate, on page 80

Enable pxGrid Service

Step 1
Step 2
Step 3
Step 4
Step 5

Before you begin

* Enable the pxGrid persona on at least one node to view the requests from the Cisco pxGrid clients.

Choose Administration > pxGrid Services.

Check the checkbox next to the client and click Approve.
Click Refresh to view the latest status.

Select the capability you want to enable and click Enable.
Click Refresh to view the latest status.
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Enable pxGrid Capabilities

Before you begin
* Enable the pxGrid persona on at least one node to view the requests from the Cisco pxGrid clients.

* Enable a pxGrid client.

Step 1 Choose Administration > pxGrid Services.

Step 2 Click View by Capabilities at the top-right.

Step 3 Select the capability you want to enable and click Enable.
Step 4 Click Refresh to view the latest status.

Deploy Cisco pxGrid Node

You can enable Cisco pxGrid persona both on a standalone node and distributed deployment node.

Before you begin

* You can enable the pxGrid with Base license, but you must have a Plus license to enable pxGrid persona.
In addition, certain extended pxGrid services may be available in your Base installation if you have
recently installed an upgrade license .

+ All nodes use the CA certificate for Cisco pxGrid service usage. If you used the default certificate for

Cisco pxGrid service before the upgrade, the upgrade replaces that certificate with the internal CA
certificate.

* You must have port 8910 open for Websockets (pxGrid 2.0), and port 5222 open for XMPP (pxGrid
V1.0). If the Cisco pxGrid service is disabled on a node, port 5222 goes down, but port 8910 remains
functional, and continues to respond to the requests.

Step 1 Choose Administration > System > Deployment.

Step 2 In the Deployment Nodes window, check the check box next to the node for which you want to enable the Cisco pxGrid
services, and click Edit.

Step 3 Click the General Settings tab and check the pxGrid check box.
Step 4 Click Save.
Note When you upgrade from the previous version, the Save option might be disabled. This happens when the

browser cache refers to the old files from the previous version of Cisco ISE. Clear the browser cache to
enable the Save option.

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



. Cisco pxGrid Live Logs

Deployment of Cisco ISE |

Cisco pxGrid Live Logs

The Live Logs window displays all the pxGrid management events. Event info includes the client and capability
names along with the event type and timestamp.

The navigation path for this window is Administration > pxGrid Services > Live Log. You can also clear
the logs and resynchronize or refresh the list.

Configure Cisco pxGrid Settings

Step 1
Step 2

Step 3

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Choose Administration > pxGrid Services > Settings.

Check one of the following check boxes based on your requirements:

 Automatically approve new certificate-based accounts: Check this check box to automatically approve the
connection requests from new Cisco pxGrid clients.

« Allow password-based account creation: Check this check box to enable username or password-based authentication
for Cisco pxGrid clients. When this option is enabled, Cisco pxGrid clients cannot be automatically approved.

Click Save.

Use the Test option in the Cisco pxGrid Settings window to run a health check on the Cisco pxGrid node. View the
details in the pxgrid or pxgrid-test.log file.

https://<ISE-Admin-Node>:9060/ers/sdk

Generate Cisco pxGrid Certificate

Before you begin

* You must not use the same certificate for Cisco ISE pxGrid server and pxGrid clients. You must use
client certificates for the pxGrid clients. To generate client certificates, choose Administration > System
> Certificates.

* Some versions of Cisco ISE have a certificate for Cisco pxGrid that uses NetscapeCertType. We
recommend that you generate a new certificate.

* To perform the following task, you must be a Super Admin or System Admin.
* A Cisco pxGrid certificate must be generated from the primary PAN.

» If the Cisco pxGrid certificate uses the subject alternative name (SAN) extension, be sure to include the
FQDN of the subject identity as a DNS name entry.

* Create a certificate template with digital signature usage and use that to generate a new Cisco pxGrid
certificate.
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Step 1 Choose Administration > pxGrid Services > Certificates.
Step 2 From the | want to drop-down list, choose one of the following options:

+ Generate a single certificate (without a certificate signing request): You must enter the Common Name (CN) if
you select this option.

 Generate a single certificate (with a certificate signing request): You must enter the Certificate Signing Request
details if you select this option.

* Generate bulk certificates: You can upload a CSV file that contains the required details.

» Download Root Certificate Chain: You can download the root certificates and add them to the trusted certificate
store. You must specify the host name and the certificate download format.

Step 3 (Optional) Enter a description for this certificate.
Step 4 Click the pxGrid_Certificate_Template link to download and edit the certificate template based on your requirements.
Step 5 Enter the Subject Alternative Name (SAN). You can add multiple SANs. The following options are available:

« IP address: Enter the IP address of the Cisco pxGrid client to be associated with the certificate.

* FQDN: Enter the FQDN of the pxGrid client.

Note This field is not displayed if you select the Generate Bulk Certificate option.

Step 6 From the Certificate Download Format drop-down list, choose one of the following options:

- Certificate in Private Enhanced Electronic Mail (PEM) format, key in PKCS8 PEM format (including
certificate chain): The root certificate, the intermediate CA certificates, and the end entity certificate are represented
in the PEM format. PEM-formatted certificates are BASE64-encoded ASCII files. Each certificate starts with the

Mo BEGIN CERTIFICATE----- " tag and ends with the "—---—-- END CERTIFICATE----"
tag. The end entity’s private key is stored using PKCS* PEM. It starts with the "----- BEGIN ENCRYPTED
PRIVATE KEY----" tag and ends with the "---—- END ENCRYPTED PRIVATE KEY----" tag.

« PKCS12 format (including certificate chain; one file for both the certificate chain and key): A binary format
to store the root CA certificate, the intermediate CA certificate, and the end entity's certificate and private key in
one encrypted file.

Step 7 Enter the password for the certificate.
Step 8 Click Create.

You can view the certificate that you created in the Issued Certificates window. The navigation path for this window is
Administration > System > Certificates > Certificate Authority > Issued Certificates.

You can view the certificate that you created in the Issued Certificates window. To view this window, click the Menu
icon (=) and choose Administration > System > Certificates > Certificate Authority > Issued Certificates.

Note From Cisco ISE 2.4 patch 13 onwards, the certificate requirements have become stricter for the pxGrid
service. If you are using the Cisco ISE default self-signed certificate as the pxGrid certificate, Cisco ISE
might reject that certificate after applying Cisco ISE 2.4 patch 13 or later. This is because the earlier versions
of that certificate have the Netscape Cert Type extension specified as SSL Server, which now fails (a client
certificate is also required now).
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Any client with a noncompliant certificate fails to integrate with Cisco ISE. Use a certificate issued by the internal CA,
or generate a new certificate with proper usage extensions:

* The Key Usage extension in the certificate must contain the Digital Signature and Key Encipherment fields.

* The Extended Key Usage extension in the certificate must contain the Client Authentication and Server
Authentication fields.

» The Netscape Certificate Type extension is not required. If you want to include that extension, add both SSL Client
and SSL Server in the extension.

» If you are using a self-signed certificate, the Basic Constraints CA field must be set to True, and the Key Usage
extension must contain the Key Cert Sign field.

Control Permissions for Cisco pxGrid Clients

You can create Cisco pxGrid authorization rules for controlling the permissions for the Cisco pxGrid clients.
Use these rules to control the services that are provided to the Cisco pxGrid clients.

You can create different types of groups and map the services provided to the Cisco pxGrid clients to these
groups. Use the Manage Groups option in the Permissions window to add new groups. You can view the

example authorization rules in the Client Management > Policies window. Note that you can update only
the Operations field for the predefined rules.

To create an authorization rule for pxGrid clients:

Step 1 Choose Administration > pxGrid Services > Permissions.
Step 2 From the Service drop-down list, choose one of the following options:

* com.cisco.ise.pubsub
 com.cisco.ise.config.anc

» com.cisco.ise.config.profiler
* com.cisco.ise.config.trustsec
* com.cisco.ise.service

* COM.CISCO.ise.system

* com.cisco.ise.radius

* COM.CISCO.iSe.sxp

* com.cisco.ise.trustsec

e com.cisco.ise.mdm

Step 3 From the Operation drop-down list, choose one of the following options:
* <ANY>

* publish
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« publish /topic/com.cisco.ise.session
* publish /topic/com.cisco.ise.session.group
« publish /topic/com.cisco.ise.anc

* <CUSTOM?>: You can specify a custom operation if you select this option.

Step 4 From the Groups drop-down list, choose the groups that you want to map to this service.
ANC and manually added groups are listed in this drop-down list.

Note Only the clients that belong to the groups included in the policy can subscribe to the service specified in that
policy. For example, if you define a pxGrid policy for com.cisco.ise.pubsub service and assign the ANC
group to this policy, only the clients that belong to the ANC group can subscribe to the com.cisco.ise.pubsub
service.

View Nodes in a Deployment

In the Deployment Nodes window, you can view all the Cisco ISE nodes, primary and secondary, that are a
part of your deployment.

Step 1 Log in to the primary Cisco ISE Admin portal.
Step 2 Choose Administration > System > Deployment.
Step 3 Click Deployment in the navigation pane on the left.

All the Cisco ISE nodes that are a part of your deployment are listed.

Download Endpoint Statistical Data from MnT Nodes

You can download statistical data about the endpoints that connect to your network from the MnT nodes. Key
Performance Metrics (KPM), which include the load, CPU usage, and authentication traffic data are available.
You can use this data to monitor and troubleshoot issues in your network. From the Cisco ISE CLI, run the
application configure ise command and choose Option 12 or Option 13 to download the daily KPM statistics
or the KPM statistics for the last eight weeks.

The output of this command provides the following data about endpoints:

» Total endpoints in your network

* Number of endpoints that established a successful connection
* Number of endpoints that failed authentication

* Total number of new endpoints that have connected each day

* Total number of endpoints onboarded each day
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The output also includes time stamp details, the total number of endpoints that connected through each of the
Policy Service nodes (PSNs) in the deployment, total number of endpoints, active endpoints, load, and
authentication traffic details.

See the Cisco Identity Services Engine CLI Reference Guide for more information on this command.

Database Crash or File Corruption Issues

Cisco ISE may crash if the Oracle database files are corrupted because of a power outage or other reasons,
resulting in data loss. Based on the incident, follow the instructions below to recover from data loss:

* In case of PAN corruption in the deployment, you should promote the Secondary PAN to Primary PAN.
If the secondary PAN's promotion is not possible because the deployment is small or any other reason,
restore the most recent available backup as described in Cisco Identity Services Engine CLI Reference
Guide.

* In case of PSN corruption, follow the steps to de-register, reset config, and register, as described in the
Cisco Identity Services Engine CLI Reference Guide.

* In case of a standalone device, restore the most recent backup that is available, as described in the Cisco
Identity Services Engine CLI Reference Guide.

\}

Note  Obtain the backup from the standalone device regularly to avoid loss in the latest
configuration changes.

Device Configuration for Monitoring

The MnT node receives and uses data from the devices on a network to populate the dashboard display. To
enable communication between the MnT node and the network devices, the switches and NADs must be
configured properly.

Synchronize Primary and Secondary Cisco ISE Nodes

You can make configuration changes to Cisco ISE only through the primary PAN. The configuration changes
get replicated to all the secondary nodes. If, for some reason, this replication does not occur properly, you
can manually synchronize the secondary PAN with the primary PAN.

Step 1 Log in to the primary PAN.
Step 2 Choose Administration > System > Deployment.

Step 3 Check the check box next to the node that you want to synchronize with the primary PAN, and click Syncup to force a
full database replication.
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Change Node Personas and Services

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

\)

Note When you enable or disable any of the services that run on a PSN or make any changes to a PSN, you will
be restarting the application server processes on which these services run. Expect a delay while these services
restart. Because this delay in restarting services, automatic failover, if enabled in your deployment, might get
initiated. To avoid this, make sure that the automatic failover configuration is turned off.

You can edit the Cisco ISE node configuration to change the personas and services that run on the node.

Log in to the primary PAN.

Choose Administration > System > Deployment.

Check the check box next to the node whose personas or services you want to change, and then click Edit.
Choose the personas and services that you want to modify.

Click Save.

Verify the receipt of an alarm on your primary PAN to confirm the persona or service change. If the persona or service
change is not saved successfully, an alarm is not generated.

Effects of Modifying Nodes in Cisco ISE

When you make any of the following changes to a node in a Cisco ISE, that node restarts, which causes a
delay:

* Register a node (Standalone to Secondary)

* Deregister a node (Secondary to Standalone)

* Change a primary node to Standalone (if no other nodes are registered with it; Primary to Standalone)
* Promote an Administration node (Secondary to Primary)

* Change the personas (when you assign or remove the Policy Service or Monitoring persona from a node)
* Modify the services in the Policy Service node (enable or disable the session and profiler services)

* Restore a backup on the primary and a sync up operation is triggered to replicate data from primary to
secondary nodes

\}

Note When you promote the secondary Administration node to the primary PAN position, the primary node will
assume a secondary role. This causes both the primary and secondary nodes to restart, causing a delay.
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Create a Policy Service Node Group

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

When two or more Policy Service nodes (PSNs) are connected to the same high-speed Local Area Network
(LAN), we recommend that you place them in the same node group. This design optimizes the replication of
endpoint profiling data by retaining less significant attributes that are local to the group and reducing the
information that is replicated to the remote nodes in the network. Node group members also check on the
availability of peer group members. If the group detects that a member has failed, it attempts to reset and
recover all URL-redirected sessions on the failed node.

The node groups are used for the PSN failover in the sessions on which URL redirect (posture services, guest
services, and MDM) is imposed.

\)

Note We recommend that you put all the PSNs in the same local network and as a part of the same node group.
PSNs need not be a part of a load-balanced cluster to join the same node group. However, each local PSN in
a load-balanced cluster should typically be part of the same node group.

Node group members can communicate over TCP/7800.

Before you add PSNs as members to a node group, you must create the node group. You can create, edit, and
delete PSN groups from the Deployment window of the Admin portal.

Choose Administration > System > Deployment.

Click the Settings icon at the top of the left navigation pane.
Click Create Node Group.

Enter a unique name for your node group.

Note We recommend that you do not configure a node group with the name None, because it may cause issues
during node registration.

(Optional) Enter a description for your node group.

(Optional) Check the Enable MAR Cache Distribution check box and fill in the other options. Ensure that the MAR is
enabled in the Active Directory window before checking this check box.

Click Submit to save the node group.

After you save the node group, it should appear in the left navigation pane. If you do not see the node group in the left
pane, it may be hidden. Click the Expand button on the navigation pane to view the hidden objects.

Add a node to a node group, or edit a node by choosing the corresponding node group from the Include node in node
group drop-down list in the Policy Service area.

Remove a Node from Deployment

To remove a node from a deployment, you must deregister it. The deregistered node becomes a standalone
Cisco ISE node.
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It retains the last configuration that it received from the primary PAN and assumes the default personas of a
standalone node, that is, Administration, Policy Service, or Monitoring. If you deregister an MnT node, this
node will no longer be a syslog target.

When a Primary PSN is deregistered, the endpoint data is lost. If you want the PSN to retain the endpoint data
after it becomes a standalone node, do one of the following:

* Obtain a backup from the primary PAN, and when the PSN becomes a standalone node, restore this data
backup on it.

* Change the persona of the PSN to Administration (secondary PAN), synchronize the data in the
Deployment window of the Admin portal, and then deregister the node. This node will now have all the
data. You can then add a secondary PAN to the existing deployment.

You can view these changes in the Deployment window of the primary PAN. However, expect a delay of
five minutes for the changes to take effect and appear in the Deployment window.
Before you begin

Before you remove a secondary node from a deployment, perform a backup of Cisco ISE configuration, which
you can then restore later, if needed.

Step 1 Choose Administration > System > Deployment.

Step 2 Check the check box next to the secondary node that you want to remove, and click Deregister.

Step 3 Click OK.

Step 4 Verify the receipt of an alarm on your primary PAN to confirm that the secondary node is deregistered successfully. If
the secondary node fails to deregister from the primary PAN, it means the alarm is not generated.

Shut Down a Cisco ISE Node

Before you run the halt command from the Cisco ISE CLI, we recommend that you stop the Cisco ISE
application service and ensure that it is not performing a backup, restore, installation, upgrade, or remove
operation. If you run the halt command while the Cisco ISE is performing any of these operations, you will
get one of the following warning messages:

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

If no processes are running when you use the halt command, or if you enter ves in response to the warning
message displayed, then you must respond to the following question:

Do you want to save the current configuration?
If you enter ves to save the existing Cisco ISE configuration, the following message is displayed:

Saved the running configuration to startup successfully.

)

Note We recommend that you stop the application process before rebooting the appliance.
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We also recommend that you stop the application process before rebooting Cisco ISE. For more information,
see the Cisco Identity Services Engine CLI Reference Guide.

Scenarios In Which Need to Reregister a Node

The following table summarizes some of the scenarios where you need to reregister a node when it is corrupted:

is corrupted

Scenarios What needs to be done
If any of the nodes |1. Deregister the failed node from the deployment.
other than the ) ) )
Primary PAN is 2. Reinstall Cisco ISE on the failed node.
corrupted 3. Reregister the node in the existing deployment.
Note You must import the old certificates to the node before or after the
registration.
If the Primary PAN |If, for example, there are two nodes, N1 (Primary PAN) and N2 (Secondary PAN):

1
2
3
4.
5
6

Promote secondary PAN (N2) to Primary PAN.

Remove the failed node (N1) from the deployment.

Reinstall Cisco ISE on the failed node (N1).

Register the node (N1) as Secondary PAN to deployment.

Import the old certificates to the node (N1) after the registration is completed.

Promote the node (N1) back to Primary PAN to have similar deployment as earlier.

If both Primary PAN
and Secondary PAN
are corrupted

If, for example, there are two nodes, N1 (Primary PAN) and N2 (Secondary PAN):
1
2
3
4.
5
6

Note If the Primary PAN and Secondary PANs are VMs, reinstalling Cisco

Reinstall Cisco ISE on Primary PAN node (N1) and Secondary PAN node (N2).
Restore configuration backup in Primary PAN node (N1).

Import old certificates in Primary PAN node (N1).

Register the other node (N2) as Secondary PAN in the deployment.

Perform reset-config on other nodes and register the nodes in the deployment.

Import certificates to all the nodes.

ISE might change the UDI. Hence, you must reinstall the licenses with
the new UDIs.

. Cisco Identity Services Engine Administrator Guide, Release 2.6
88


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html

| Deployment of Cisco ISE

Change the Hostname or IP Address of a Standalone Cisco ISE Node .

Change the Hostname or IP Address of a Standalone Cisco ISE

Node

Step 1
Step 2

Step 3

You can change the hostname, IP address, or domain name of standalone Cisco ISE nodes. However, you
cannot use localhost as the hostname for a node.

Before you begin

If a Cisco ISE node is a part of a distributed deployment, you must first remove it from the deployment and
ensure that it is a standalone node.

Change the hostname or IP address of the Cisco ISE node using the hostname, ip address, or ip domain-name command
from the Cisco ISE CLI.

Reset the Cisco ISE application configuration using the application stop ise command from the Cisco ISE CLI to restart
all the services.

Register the Cisco ISE node to the primary PAN if it is a part of a distributed deployment.
Note If you are using the hostname while registering the Cisco ISE node, the fully qualified domain name (FQDN)
of the standalone node that you are going to register, for example, abc.xyz.com, must be DNS-resolvable

from the primary PAN. Otherwise, node registration fails. You must enter the IP addresses and FQDNs of
the Cisco ISE nodes that are a part of your distributed deployment in the DNS server.

After you register the Cisco ISE node as a secondary node, the primary PAN replicates the change in the IP address,
hostname, or domain name to the other Cisco ISE nodes in your deployment.
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* Administration Portal, on page 91

* Cisco ISE Internationalization and Localization, on page 111

* MAC Address Normalization, on page 117

* Cisco ISE Deployment Upgrade, on page 117

» Administrator Access Console, on page 118

* Configure Proxy Settings in Cisco ISE, on page 119

* Ports Used by the Administration Portal, on page 119

* Enable External RESTful Services Application Programming Interface, on page 120
* External RESTful Services Software Development Kit , on page 122

* Specify System Time and Network Time Protocol Server Settings, on page 122
* Change the System Time Zone, on page 123

* Configure SMTP Server to Support Notifications, on page 124

* Federal Information Processing Standards Mode Support, on page 125

* Secure SSH Key Exchange Using Diffie-Hellman Algorithm, on page 129
* Configure Cisco ISE to Send Secure Syslog, on page 129

* Default Secure Syslog Collector, on page 133

* Offline Maintenance, on page 134

* Changing the Host Name in Cisco ISE, on page 135

* Certificate Management in Cisco ISE, on page 135

* Cisco ISE CA Service, on page 181

* OCSP Services, on page 208

* Configure Admin Access Policies, on page 215

» Administrator Access Settings, on page 215

Administration Portal

The administration portal provides access to Cisco ISE configuration and reporting. The following figure
shows the main elements of the menu bar of the administration portal.
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Administration Portal

Figure 6: Cisco ISE Administration Portal
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Table 12: Components of the Cisco ISE Administration Portal

1 Menu Drop-downs

The menu options on the left pane are:

+ Context Visibility: The context visibility windows display information
about endpoints, users, and network access devices (NAD). The context
visibility information is grouped by features, applications, Bring Your
Own Device (BYOD), and other categories, depending on the licenses
you have registered. The context visibility windows use a central
database and gather information from database tables, caches, and
buffers. As a result, the content in the context visibility dashlets and
lists gets updated quickly. The context visibility windows consist of
dashlets at the top, and a list of information at the bottom. When you
filter data by modifying the column attributes in the list, the dashlets
get refreshed and display the modified content.

+ Operations: Operations windows include tools to view RADIUS,
TACACS+, and TC-NAC Live Logs, the Adaptive Network Control
(ANC) policy, and troubleshooting options to diagnose and debug
issues related to Cisco ISE deployments.

* Policy: Policy windows include tools for managing network security
in the areas of authentication, authorization, profiling, posture, and
client provisioning.

» Administration: Administration windows include tools for managing
Cisco ISE nodes, licenses, certificates, network devices, users,
endpoints, and guest services.

» Work Centers: Work Centers list the following expandable submenus.
These submenus act as a single starting point for Cisco ISE
administrators, to configure relevant features within a Cisco ISE
deployment.

* Network Access

» Guest Access

* TrustSec

*« BYOD

* Profiler

* Posture

* Device Administration

* PassivelD
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2 Top-Right Menu
Icons

. Cisco Identity Services Engine Administrator Guide, Release 2.6



| Basic Setup

Use this icon to search for endpoints and display their distribution by
profiles, failures, identity stores, location, device type, and so on.

§ o

Click this icon for a drop-down list that allows you to access the online
help for the currently displayed page, and links to the Cisco ISE
Community, Portal Builder, and more.

* Click this icon to access the following options:

Administration Portal .

« PassivelD Setup: The PassivelD Setup option launches the
PassivelD Setup wizard to set up passive identity using Active
Directory. Configure the server to gather user identities and IP
addresses from external authentication servers and deliver the
authenticated IP addresses to the corresponding subscriber.

Visibility Setup: Visibility Setup is a Proof of Value (PoV)
service that collects endpoint data such as applications, hardware
inventory, USB status, firewall status, and the overall compliance
state of Windows endpoints. The collected data is then sent to
Cisco ISE. When you launch the ISE Visibility Setup wizard, it
allows you to specify an IP address range to run endpoint
discovery for a preferred segment of the network or a group of
endpoints.

The PoV service uses the Cisco Stealth Temporal agent to collect
endpoint posture data. Cisco ISE pushes the Cisco Stealth
Temporal agent to computers running Windows with an
Administrator account type, which automatically runs a temporary
executable file to collect context. The agent then removes itself.
To experience the optional debug capabilities of Cisco Stealth
Temporal agent, check the Endpoint Logging check box
(Visibility Setup > Posture) to save the debug logs in an endpoint
or multiple endpoints. You can view the logs in either of the
following locations:

o C:\WINDOW S S\syswow64\config\systemprofile\ (64-bit

operating system)

* C:\WINDOW S\system32\config\systemprofile\ (32-bit
operating system)

Wireless Setup (BETA): The Wireless Setup (BETA) option
provides an easy way to set up wireless flows for 802.1X, Guest
services, and BYOD. This option also provides workflows to
configure and customize each portal for Guest services and
BYOD.
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Click this icon for a menu of system activities, including launching
online help, and configuring account settings.

Cisco ISE Home Dashboards

The Cisco ISE Home dashboard displays live consolidated and correlated statistical data that is essential for
effective monitoring and troubleshooting. Dashboard elements typically display activity over 24 hours. The
following figure is an example of the information available in a Cisco ISE dashboard. You can view the Cisco
ISE dashboard data only in the primary Policy Administration node (PAN) portal.

Figure 7: Cisco ISE Home Dashboard
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The home page has five default dashboards that display your Cisco ISE data. Each of these dashboards has
several predefined dashlets.

* Summary: This dashboard contains a linear metrics dashlet, pie chart dashlets, and list dashlets. The
metrics dashlet is not configurable. By default this dashboard contains the dashlets Status Endpoints,
Endpoint Categories, and Network Devices.

» Endpoints: By default, this dashboard contains the dashlets Status, Endpoints, Endpoint Categories,
and Network Devices.

* Guests: This dashboard contains dashlets that provide information on guest user type, log in failures,
and location of acitivity.

* Vulnerability: This dashboard displays the information that vulnerability servers report to Cisco ISE.

* Threat: This dashboard displays information from the threat servers reports sent to Cisco ISE.
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Configuring Home Dashboards

You can customize a home page dashboard by clicking the Gear icon in the top right corner of the window:

Figure 8: Customize A Dashboard
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The following options are displayed in the drop-down list:

» Add New Dashboard allows you to add a new dashboard. Enter a value in the field that is displayed
and click Apply.

 Add Dashlet(s) displays a dialog box with a list of dashlets available. Click Add or Remove next to the
dashlet name to add or remove a dashlet from the dashboard.

» Export saves the selected home page view to a PDF.
+ Layout Template configures the number of columns that are displayed in this view.
» Manage Dashboards contains two options:

» Mark As Default Dashboard: Choose this option to make the current dashboard the default view
when you choose Home.

* Reset All Dashboards: Use this option to also reset all the dashboards and remove your
configurations on all the Home dashboards.

Context Visibility Views

The structure of a Context Visibility window is similar to the home page, except that the Context Visibility
windows:

* Retain your current context (browser window) when you filter the displayed data
* Are more customizable

* Focus on endpoint data

You can view the context visibility data only from the primary PAN.
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Dashlets on the Context Visibility windows show information about endpoints, and endpoint connections to
NADs. The information currently displayed is based on the content in the list of data below the dashlets on
each window. Each window displays endpoint data, based on the name of the tab. As you filter the data, both
the list and dashlets update. You can filter the data by clicking on parts of one or more of the circular graphs,
by filtering rows on the table, or any combination those actions. As you select filters, the effects are additive,
also referred to as cascading filter, which allows you to drill down to find the particular data you are looking
for. You can also click an endpoint in the list, and get a detailed view of that endpoint.

We recommend that you enable the accounting settings on the network access devices (NADs) to ensure that
the accounting start and update information is sent to Cisco ISE.

Cisco ISE can collect accounting information, such as the latest IP address, status of the session (Connected,
Disconnected, or Rejected), the number of days an endpoint has been inactive, only if accounting is enabled.
This information is displayed in the Live Logs, Live Sessions and Context Visibility windows in the Cisco
ISE administration portal. When accounting is disabled on a NAD, there might be a missing, incorrect, or

mismatched accounting information between the Live Sessions, Live Logs and Context Visibility windows.

There are four main views under Context Visibility:

 Endpoints: Filter the endpoints you want to view based on types of devices, compliance status,
authentication type, hardware inventory, and more. See The Hardware Dashboard, on page 102 for
additional information.

N

Note The Visibility Setup workflow that is available on the Cisco ISE administration
portal home page allows you to add a list of IP address ranges for endpoints
discovery. After this workflow is configured, Cisco ISE authenticates the
endpoints, but the endpoints that are not included in the configured IP address
ranges are not displayed in the Context Visibility > Endpoints window and the
Endpoints listing page (Work Centers > Network Access > Identities >
Endpoints).

* Users: Displays user-based information from user identity sources.

If there is a change in the username or password attribute, it reflects in the Users window when there is
a change in the authentication status.

If the username is changed in the Microsoft Active Directory, the updated change is displayed in the
Users window immediately after re-authentication.

If any other attributes such as Email, Phone, Department, etc are changed in the Microsoft Active
Directory, the updated attributes are displayed in the Users window 24 hours after re-authentication.

\)

Note Updating User Attributes from AD depends on the interval configured under
Active Directory Probe. For more information, see Active Directory Probe.

* Network Devices: This window displays the list of NADs that have endpoints connected to them. For
any NAD, click the number of endpoints that is displayed in the corresponding # of endpoints column.
A window that lists all the devices filtered by that NAD is displayed.
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Note Ifyou have configured your network device with SNMPv3 parameters, you cannot
generate the Network Device Session Status Summary report that is provided
by the Cisco ISE monitoring service (Operations > Reports > Catalog >
Network Device > Session Status Summary). You can generate this report
successfully if your network device is configured with SNMPv1 or SNMPv2c
parameters.

» Application: Use this window to identify the number of endpoints that have a specific application
installed. The results are displayed in graphical and table formats. The graphical representation helps
you make a comparative analysis. For example, you can find out the number of endpoints with the Google
Chrome software along with their Version, Vendor, and Category (Anti-phishing, Browser, and so on)
in a table as well as a bar chart. For more information, see The Application Dashboard.

You can create a new tab in the Context Visibility windows and create a custom list for additional filtering.
Dashlets are not supported in custom views.

Click a section of a circular graph in a dashlet to view a new window with filtered data from that dashlet in.
From this new window, you can continue to filter the displayed data, as described in Filtering Displayed Data
in a View, on page 105.

For more information about using Context Visibility windows to find endpoint data, see the following Cisco
YouTube video https://www.youtube.com/watch?v=HvonGhrydfg.

Related Topics
The Hardware Dashboard, on page 102

Attributes in Context Visibility

The systems and services that provide attributes for Context Visibility sometimes have different values for
the same attribute name. The following are a few examples:

For Operating System
» OperatingSystem: Posture operating system.
* operating-system: NMAP operating system.

* operating-system-result: Profiler consolidated operating system.

\)

Note There might be some discrepancies in the endpoint operating system data that is displayed in the Context
Visibility window when you enable multiple probes in Cisco ISE for an endpoint.

For Portal Name
+ Portal.Name: Guest portal name when device registration is turned on.

« PortalName: Guest portal name when device registration is not turned on.

For Portal User

» User-Name: Username from RADIUS authentication.
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» GuestUserName: Guest username.

 PortalUser: Portal username.

The Application Dashboard
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Table 13: Description of the Application Dashboard

Label

Description

1

The Summary tab is displayed by default on the home page. It displays the Application Categories
dashlet, which contains a bar chart. Applications are classified into 13 categories. Applications
that do not fall into any of these categories are grouped as Unclassified.

The available categories are Anti-Malware, Antiphishing, Backup, Browser, Data Loss Prevention,
Data Storage, Encryption, Firewall, Messenger, Patch Management, Public File Sharing, Virtual
Machine, and VPN Client.

Each bar corresponds to a classified category. Hover over each bar to view the total number of
applications and endpoints that correspond to the selected application category.

The applications and endpoints that fall under the Classified category are displayed in blue.
Unclassified applications and endpoints are displayed in gray. Hover over the classified or
unclassified category bars to view the total number of applications and endpoints that belong to
that category. You can click Classified and view the results in the bar chart and table in the window.
When you click Unclassified, the bar chart is disabled and the results are displayed in the table
in the window.
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Label |Description
4 The applications and endpoints are displayed based on the selected filter. You can view the
breadcrumb trail as you click different filters. You can click Deselect All to remove all the applied
filters.
"asco ldENtily Services Engine ~ Context Visibility
Endpoints sers Metwork Devices Application
Filters: | = FireWWall Browser
Summary
APPLICATION CATEGORIES ©
Deselect All
= Cisco Context Visibility - Application Evaluation Mode 65 Days A Q 0 B8 @
Fiters:  windows
5 When you click multiple bars, the corresponding classified applications and endpoints are displayed
in the table. For example, if you select the Antimalware and Patch Management categories, the
following results are displayed:
Application \ersion Vendor Category Application | Endpoints
Name (ON] With This
Software
Gatekeeper 9.9.5 Apple Inc. Antimalware |windows 7 5
64-bit,mac osx
10.10,mac osx
8,mac osx 9
Gatekeeper 10.9.5 Apple Inc. Antimalware | Windows 8 3
64-bit, mac osx
10.10
Software Update |2.3 Apple Inc. Patch Windows 7 64 |5
Management | bit, mac osx
10.10,mac osx
8,mac osx 9
6 Click an endpoint in the Endpoints With This Software column in the table to view the endpoint
details, such as Mac address, NAD IP address, NAD port ID/SSID, IPv4 address, and so on.
7 You can select an application name and choose the Create App Compliance option from the

Policy Actions drop-down list to create application compliance condition and remediation.
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The Hardware Dashboard

The endpoint hardware tab under context visibility helps you collect, analyze, and report endpoint hardware
inventory information within a short time. You can gather information, such as finding endpoints with low
memory capacity or finding the BIOS model/version in an endpoint. You can increase the memory capacity
or upgrade the BIOS version based on these findings. You can assess the requirements before you plan the
purchase of an asset. You can ensure timely replacement of resources. You can collect this information without
installing any modules or interacting with the endpoint. In summary, you can effectively manage the asset
lifecycle.

)

Note The hardware inventory data takes 120 seconds to be displayed in the ISE GUI. The hardware inventory data
is collected for posture compliant and non-compliant states.

The Context Visibility > Endpoints > Hardware page displays the Manufacturers and Endpoint
Utilizations dashlets. These dashlets reflect the changes based on the selected filter. The Manufacturers
dashlet displays hardware inventory details for endpoints with Windows and Mac OS. The Endpoint
Utilizations dashlet displays the CPU, Memory, and Disk utilization for endpoints. You can select any of the
three options to view the utilization in percentage.

* Devices With Over n% CPU Usage.
* Devices With Over n% Memory Usage.
* Devices With Over n% Disk Usage.

)

Note * The Quick Filters in the Hardware Visibility Page need at least 3 characters to take effect. Another way
to make the Quick Filter work efficiently is to click on the filters of other column attributes after entering
the characters.

* Some of the column attributes are greyed out as this table is only used to filter based on attributes related
to hardware.

* The Operating System filter applies only to the Manufacturers Chart. It is not relevant to the table below
it.

The hardware attributes of an endpoint and their connected external devices are displayed in a table format.
The following hardware attributes are displayed:

* MAC Address

* BIOS Manufacturer
* BIOS Serial Number
* BIOS Model

» Attached Devices

* CPU Name

* CPU Speed (GHz)
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* CPU Usage (%)

* Number of Cores

» Number of Processors

* Memory Size (GB)

* Memory Usage (%)

* Total Internal Disk(s) Size (GB)
* Total Internal Disk(s) Free Size (GB)
* Total Internal Disk(s) Usage (%)
* Number of Internal Disks

* NAD Port ID

* Status

* Network Device Name

* Location

« UDID

* [Pv4 Address

» Username

* Hostname

* OS Types

» Anomalous Behavior

* Endpoint Profile

* Description

* Endpoint Type

* Identity Group

* Registration Date

* Identity Store

 Authorization Profile

You can click the number in the Attached Devices column that corresponds to an endpoint to view the Name,
Category, Manufacturer, Type, Product ID, and Vendor ID of the USB devices that are currently attached to
the endpoint.

)

Note Cisco ISE profiles the hardware attributes of a client’s system, however, there may be a few hardware attributes
Cisco ISE does not profile. These hardware attributes may not appear in the Hardware Context Visibility

page.
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The hardware inventory data collection interval can be controlled in the Administration > System > Settings >
Posture > General Settings page. The default interval is 5 minutes.

Dashlets

The following image is an example of a dashlet:
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1. The stacked window symbol “detaches”,Open New Window icon opens this dashlet in a new browser
window. The pie chart refreshes. Click the X to delete this dashlet. This option is only available on the
home page. You delete dashlets in Context Visibility windows using the gear symbol in the top-right
corner of the screen.

2. Some dashlets have different categories of data. Click the category to see a pie chart with that set of data.
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3. The pie chart shows the data that you have selected. Click one of the pie segments to open a new tab in
with the filtered data, based on that pie segment.

Click a section of the pie chart in a home page dashboard to open the chart in a new browser window. The
new window displays data that is filtered by the section of the pie chart that you clicked on.

When you click a section of the pie chart in a Context Visibility window, the displayed data is filtered but
context does not change. You view the filtered data in the same browser window.

Filtering Displayed Data in a View

When you click a dashlet in a Context Visibility window, the corresponding data is filtered by the item you
click and displayed. For example, when you click a section of a pie chart, the data for the chosen section is
filtered and displayed.

ENDPOINTS @ B O X

Type Profile

enter.. vices: [0.02%]

medic_. vices: [0.05%] '

printers: [0.89%] __

mobil._vices: [51.83%]

_misc: [18.34%]

infra_. vices: [2.78%] ‘
: workstations: [15.88%]

ip-phones: [10.19%]
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** NETWORK DEVICES O

Device Name Type

Q]
Q
X

® defau...evice: [85.13%]
® tc-nac: [12.59%]
nad: [1.99%]

other: [<1%]
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If you click mobil...vices in the Endpoints dashlet, the window refreshes to disaplay two Endpoints dashlets,
a Network Devices dashlet, and a list of data. The dashlets and list show data for mobile devices, as shown
in the following examplea new window displays the data, as shown in the following image:
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You can continue to filter data by clicking more sections of the pie charts, or by using the controls on the list

of data.
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1. The gear icon filters the displayed columns. From the drop-down list, choose the columns that you want
to view in this dashboard’s list.

2. The Quick Filter is displayed by default. Enter characters into the box (label number 3) to filter the list
based on the result. The Custom Filter provides a more granular filter, as shown in the following image:

T Refresh  dAsd M Trash - G Edit AN = Changs Authorizaton =  Cless Thesats & Vulnembilizies Expori~= Import = RO Acticns
_I WAL Address Usamama Endgoint Protila Authantcation Falure FReason Authorizaton Policy Authorization Profie
x Matdh & E| of the following rules, Go Sawg | Mams —_

MAC Addres -'—l Containg Tl valua - +*
—l 0004 EBFF.FATD CO0abaMaTd Cipc-Dharni oa - Wieed LIAB Dalault

Save your custom filters.

Create Custom Filters

Create and save user-specific custom filters that are accessible only to you. Other users logging in to Cisco
ISE cannot view the custom filters that you create. These custom filters are saved in the Cisco ISE database.
You can access them from any computer or browser with which you log in to Cisco ISE.

Step 1 Click Filter and choose Advanced Filter from the drop-down list.

Step 2 Specify the search attributes, such as fields, operators, and values from the Filter menus.
Step 3 Click + to add more conditions.

Step 4 Click Go to display the entries that match the specified attributes.

Step 5 Click Save to save the filter.

Step 6 Enter a name and click Save. The filter now appears in the Filter drop-down list.

Filter Data by Conditions Using the Advanced Filter

The Advanced Filter allows you to filter information based on specified conditions, such as, First Name =
Mike and User Group = Employee. You can specify more than one condition.
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Step 1 Click Filter and choose Advanced Filter drop-down list.

Step 2 Specify search the search attributes, such as fields, operators, and values from the filter menus.
Step 3 Click + to add more conditions.
Step 4 Click Go to view the entries that match the specified attributes.

Filter Data by Field Attributes Using the Quick Filter

The Quick Filter allows you to enter a value for any of the field attributes displayed in the listing page, refreshes
the page, and lists only those records that match your filter criteria.

Step 1 Click Filter and choose Quick Filter from the drop-down list.

Step 2 Enter search criteria in one or more of the attribute fields, and the entries that match the specified attributes display
automatically.

Endpoint Actions in Dashlet Views

The toolbar at the top of the list allows you to act on endpoints in the list that you select. Not all actions are
enabled for every list. Some actions depend on the feature that is enabled for use. The following list shows
two endpoint actions that must be enabled in Cisco ISE before you can use them.

« Adaptive Network Control Actions

If you enable the Adaptive Network Control service, you can select endpoints in the list and assign or
revoke network access. You can also issue a change of authorization.

Enable the Adaptive Network Services or Endpoint Protection Services in Cisco ISE in the Adaptive
Network Service window. In the Cisco ISE GUI, click the Menu icon (=) and chooseAdministration >
System > Settings > Endpoint Protection Service > Adaptive Network Control. For more information,
see Enable Adaptive Network Control in Cisco ISE, on page 225.

When you click the pie chart on a home page dashlet, the new window that is displayed contains the
options ANC and Change Authorization. Check the check box for the endpoint you want to perform
an action on, and choose the necessary action from the drop-down lists of ANC and Change Authorization.
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Figure 9: Endpoint Actions in Dashlet Views
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« MDM Actions

If you connect an MDM server to Cisco ISE, you can perform MDM actions on selected endpoints.
Choose the necessary action from the MDM Actions drop-down list.

Cisco ISE Dashhoard

The Cisco ISE dashboard or home page (Home > Summary) is the landing page that you view after you log
in to the Cisco ISE administration portal. The dashboard is a centralized management console consisting of
metric meters along the top of the window, with dashlets below. The default dashboards are Summary,
Endpoints, Guests, Vulnerability, and Threat. See Cisco ISE Home Dashboards, on page 96.

\)

Note  You can view this dashboard data only in the Cisco ISE primary PAN portal.

The dashboard’s real-time data provides an at-a-glance status of the devices and users accessing your network,
and an overview of the system's health.

Click the gear icon in the second level menu bar for a drop-down list of dashboard settings. The following
table contains descriptions for the dashboard settings options available in the drop-down list:

Drop-Down List Option

Description

Add New Dashboard

You can have a maximum of 20 dashboards, including
the five default dashboards.

Rename Dashboard

(This option is available only for custom dashboards)
To rename a dashboard:

1. Click Rename Dashboard.
2. Specify a new name.

3. Click Apply.
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Drop-Down List Option

Description

Add Dashlet To add a dashlet to the home page dashboard:
1. Click Add Dashlet(s).
2. Inthe Add Dashlets window, click Add next to
the dashlets that you want to add.
3. Click Save.
Note You can add a maximum of nine
dashlets per dashboard.
Export You can export the dashboard data as a PDF or a CSV

file.
1. Click Export.

2. Inthe Export dialog box, click the radio button
next to one of the following file formats:

» PDF: Choose the PDF format for a snapshot
view of the selected dashlets.

» CSV: Choose the CSV format to download
the selected dashboard data as a zip file.

3. Inthe Export dialog box, check the check boxes
next to the dashlets you want to export.

4. Click Export.

The zip file contains individual dashlet CSV files
for the selected dashboard. Data related to each
tab in a dashlet is displayed as separate sections
in the corresponding dashlet CSV file.

When you export a custom dashboard, the zip file is
exported with the same name. For example, if you
export a custom dashboard that is named
MyDashboard, then the exported file's name is
MyDashboard.zip.

Layout Template

You can change the layout of the template in which
the dashlets are displayed.

To change the layout:
1. Click Layout Template.

2. Select the required layout from the options
available.
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Drop-Down List Option Description

Manage Dashboards Click Manage Dashboards and choose one of the
following options:

» Mark as Default Dashboard: Use this option
to set a dashboard as your default dashboard (the
home page).

* Reset all Dashboards: Use this option to reset
all the dashboards to their original settings.

You can delete a dashboard that you have created by clicking the close (X) icon next to the corresponding
custom dashboard.

\}

Note You cannot rename or delete a default dashboard.

Each dashlet has a toolbar at the top-right corner where you can perform the following operations:

* Detach: To view a dashlet in a separate window.
* Refresh: To refresh a dashlet.

* Remove: To remove a dashlet from the dashboard.

You can drag and drop the dashlet using the gripper icon that is present at the top-left corner of the dashlet.

The Alarms dashlet contains a quick filter for the Severity column. You can filter alarms by their severity by
choosing Critical, Warning, or Info from the Severity drop-down list.

Cisco ISE Internationalization and Localization

Cisco ISE internationalization adapts the user interface to the supported languages. Localization of the user
interface incorporates location-specific components and translated text. In Windows, MAC OSX, and Android
devices, the native supplicant provisioning wizard can be used in any of the following supported languages.

In Cisco ISE, internalization and localization support focuses on support for non-English text in UTF-8
encoding to the end user-facing portals and on selective fields in the administration portal.

Supported Languages

Cisco ISE provides localization and internalization support for the following languages and browser locales.

Table 14: Supported Languages and Locales

Language Browser Locale
Chinese traditional zh-tw
Chinese simplified zh-cn
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Language Browser Locale
Czech cs-cz
Dutch nl-nl
English en
French fr-fr
German de-de
Hungarian hu-hu
Italian it-it
Japanese Ja-jp
Korean ko-kr
Polish pl-pl
Portuguese (Brazil) pt-br
Russian ru-ru
Spanish es-es

End-User Web Portal Localization

The Guest, Sponsor, My Devices, and Client Provisioning portals are localized into all the supported languages
and locales. This includes text, labels, messages, field names, and button labels. If a client browser requests
a locale that is not mapped to a template in Cisco ISE, the portal displays content using the English template.

Using the administration portal, you can modify the fields that are used in the Guest, Sponsor, and My Devices
portals for each language. You can also add other languages. Currently, you cannot customize these fields for
the Client Provisioning portal.

You can further customize the Guest portal by uploading HTML pages to Cisco ISE. When you upload
customized pages, you are responsible for the appropriate localization support for your deployment. Cisco
ISE provides a localization support example with sample HTML pages, which you can use as a guide. Cisco
ISE allows you to upload, store, and render custom internationalized HTML pages.

\}

Note NAC and MAC agent installers, and WebAgent pages are not localized.

Support for UTF-8 Character Data Entry

Cisco ISE fields that are exposed to the end user (through the Cisco client agent or supplicants, or the Sponsor,
Guest, My Devices, and Client Provisioning portals) support UTF-8 character sets for all languages. UTF-8
is a multibyte character encoding for the Unicode character set, which includes many different language
character sets including Hebrew, Sanskrit, and Arabic.
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Character values are stored in UTF-8 in the administration configuration database, and the UTF-8 characters
display correctly in reports and user interface components.

UTF-8 Credential Authentication

Network access authentication supports UTF-8 username and password credentials. This includes RADIUS,
Extensible Authentication Protocol (EAP), RADIUS proxy, RADIUS token, and web authentication from the
Guest and administration portal login authentications. UTF-8 support for username and password applies to
authentication against the local identity store and external identity stores.

UTF-8 authentication depends on the client supplicant that is used for network login. Some Windows native
supplicants do not support UTF-8 credentials.

)

Note

UTF-8 authentication with RSA is not supported as RSA does not support UTF-8 users. RSA servers, which
are compatible with Cisco ISE, also do not support UTF-8.

UTF-8 Policies and Posture Assessment

Policy rules in Cisco ISE that are conditioned on attribute values may include UTF-8 text. Rule evaluation
supports UTF-8 attribute values. You can also configure conditions with UTF-8 values through the
administration portal.

Posture requirements are modified as File, Application, and Service conditions based on a UTF-8 character
set.

UTF-8 Support for Messages Sent to Supplicant

RSA prompts and messages are forwarded to the supplicant using a RADIUS attribute REPLY-MESSAGE,
or within EAP data. If the text contains UTF-8 data, it is displayed by the supplicant, based on the client’s
local operating system language support. Some Windows-native supplicants do not support UTF-8 credentials.

Cisco ISE prompts and messages may not be in synchrony with the locale of the client operating system on
which the supplicant is running. You must align the end-user supplicant locale with the languages that are
supported by Cisco ISE.

Reports and Alerts UTF-8 Support

Monitoring and troubleshooting reports and alerts support UTF-8 values for relevant attributes for the languages
that are supported in Cisco ISE. The following activities are supported:

* Viewing live authentications.

* Viewing detailed pages of report records.
* Exporting and saving reports.

* Viewing the Cisco ISE dashboard.

* Viewing alert information.

* Viewing tcpdump data.
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UTF-8 Character Support in the Portals

More character sets are supported in Cisco ISE fields (UTF-8) than are currently supported for localizations
in portals and end-user messages. For example, Cisco ISE does not support right-to-left languages, such as
Hebrew or Arabic, although the character sets themselves are supported.

The following table lists the fields in the Admin and end-user portals that support UTF-8 characters for data
entry and viewing, with the following limitations:

* Cisco ISE does not support guest usernames and passwords with UTF-8 characters.

* Cisco ISE does not support UTF-8 characters in certificates.

Table 15: Administration Portal UTF-8 Character Fields

Administration UTF-8 Fields
Portal Element
Network access user » Username
configuration The usernames can contain any combination of upper and lowercase letters,
numbers, space, and special characters (except *, %, ~, 5, L L, L, LS S 4S=<,
>, ?, 1, and control characters). You cannot submit usernames with only spaces.
* First Name
 Last Name
* Email
User list « All filter fields.
* Values displayed in the User List window.
* Values displayed in the left navigation quick view.
User password The passwords can contain any combination of upper and lowercase letters, numbers,
policy and special characters (including !, @, #, $, *, &, *, (, and ). The password field accepts

any characters including UTF-8 characters, but it does not accept control characters.

Some languages do not have uppercase or lowercase alphabets. If your user password
policy requires the user to enter a password with uppercase or lowercase characters
and the user’s language does not support these characters, the user cannot set a
password. For the user password field to support UTF-8 characters, uncheck the
following check boxes in the user password policy page (Administration > ldentity
Management > Settings > User Authentication Settings > Password Policy):

* Lowercase alphabetic characters

« Uppercase alphabetic characters

You cannot use dictionary words, their characters in reverse order, or their letters
replaced with other characters.
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Administration
Portal Element

UTF-8 Fields

Administrator list

« All filter fields.
* Values that aredisplayed in the administrator list window.

* Values that are displayed in the left navigation quick view.

Admin login page » Username
RSA » Messages
* Prompts
RADIUS token * Authentication tab > Prompt
Posture Requirement * Name

* Remediation action > Message shown to Agent User

* Requirement list display

Posture conditions

The following fields in the Policy > Policy Elements > Conditions > Posture windows:

« File Condition > Add > File Path.
 Application Condition > Add > Process Name.
« Service Condition > Add > Service Name.

* Conditions list displays.

Guest and My
Devices settings

* Sponsor > Language Template: all supported languages, all fields.
* Guest > Language Template: all supported languages, all fields.

* My Devices >Language Template: all supported languages, all fields.

System settings

* SMTP Server > Default email address

Operations > Alarms
> Rule

e Criteria > User

« Notification > email notification user list

Operations >
Reports

* Operations > Live Authentications > Filter fields

* Operations > Reports > Catalog > Report filter fields

Operations >
Troubleshoot

* General Tools > RADIUS Authentication Troubleshooting > Username
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Administration
Portal Element

UTF-8 Fields

Policies

* Authentication > value for the antivirus expression within policy conditions

* Authorization or posture or client provisioning > other conditions > value for the
antivirus expression within policy conditions

Attribute value in
policy library
conditions

+ Authentication > simple condition or compound condition > value for the antivirus
expression

+ Authentication > simple condition list display
* Authentication > simple condition list > left navigation quick view display

* Authorization > simple condition or compound condition > value for the antivirus
expression

* Authorization > simple condition list > left navigation quick view display

* Posture > Dictionary simple condition or dictionary compound condition > value
for the antivirus expression

* Guest > simple condition or compound condition > value for the antivirus
expression

UTF-8 Support Outside the Cisco |

SE User Interface

This section contains the areas outside the Cisco ISE user interface that provide UTF-8 support.

Debug Log and CLI-Re

lated UTF-8 Support

Attribute values and posture condition details appear in some debug logs. All debug logs accept UTF-8 values.
You can download debug logs containing raw UTF-8 data that can be viewed with a UTF-8-supported viewer.

Cisco Secure ACS Migration UTF-8 Support

Cisco ISE allows the migration of Cisco Secure Access Control Server (ACS) UTF-8 configuration objects

and values. Migration

of some UTF-8 objects may not be supported by Cisco ISE UTF-8 languages, which

might render some of the UTF-8 data that is provided during migration unreadable using the administration
portal or report methods. Convert the unreadable UTF-8 values (that are migrated from Cisco Secure ACS)
into ASCII text. For more information about migrating from Cisco Secure ACS to Cisco ISE, see the Cisco
Secure ACS to Cisco ISE Migration Tool for your version of Cisco ISE.

Support for Importing and Exporting UTF-8 Values

The administration and Sponsor portals support plaintext and CSV files with the UTF-8 values to use when
importing user account details. Exported files are provided as CSV files.

UTF-8 Support on REST

External Representational State Transfer (REST) communication supports UTF-8 values. This applies to
configurable items that have UTF-8 support in the Cisco ISE user interface, except for administrator
authentication. Administrator authentication in REST requires ASCII text credentials for login.
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UTF-8 Support for Identity Stores Authorization Data

Cisco ISE allows Microsoft Active Directory and Lightweight Directory Access Protocol (LDAP) to use UTF-
8 data in authorization policies for policy processing.

MAC Address Normalization

Cisco ISE supports normalization of the MAC address that you enter in any of the following formats:
* 00-11-22-33-44-55
* 0011.2233.4455
* 00:11:22:33:44:55
* 001122334455
* 001122-334455

Provide full or partial MAC addresses in the following Cisco ISE windows:
* Policy > Policy Sets
* Policy > Policy Elements > Conditions > Authorization
* Authentications > Filters (Endpoint and Identity columns)
* Global search
« Operations > Reports > Report Filters

* Operations > Troubleshoot > Diagnostic Tools > General Tools > Endpoint Debug

b}

Provide full MAC addresses (six octets separated by “:” or *-” or “.”) in the following Cisco ISE windows:

* Operations > Endpoint Protection Services Adaptive Network Control

* Operations > Troubleshoot > Diagnostic Tools > General Tools > RADIUS Authentication
Troubleshooting

« Operations > Troubleshooting > Diagnostic Tools > General Tools > Posture Troubleshooting
* Administration > Identities > Endpoints
» Administration > System > Deployment

» Administration > Logging > Collection Filters

REST APIs also support normalization of full MAC address.

The valid ranges for an octet are 0 to 9, a to f, or A to F.

Cisco ISE Deployment Upgrade

Cisco ISE offers a GUI-based centralized upgrade from the administration portal. The progress of the upgrade
and the status of the nodes are displayed in the Cisco ISE GUI. For information on the preupgrade and
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. Administrator Access Console

postupgrade tasks you must carry out, see the Cisco Identity Services Engine Upgrade Guide for the Cisco
ISE release that you want to upgrade to.

The upgrade Overview window (Administration > System > Upgrade > Overview lists all the nodes in
your deployment, the personas that are enabled on them, the Cisco ISE version that is currently in use, and
the status (whether a node is active or inactive) of each node. You can begin upgrade only if all the nodes are
in the Active state.

Administrator Access Console

Step 1
Step 2
Step 3

The following steps describe how to log in to the administrative portal.

Enter the Cisco ISE URL in the address bar of your browser (for example, https://<ise hostname or ip address>/admin/).
Enter the username and case-sensitive password that were specified and configured during the initial Cisco ISE setup.
Click Login or press Enter.

If your login is unsuccessful, click the Problem logging in? link in the log in window and follow the instructions that
are displayed.

Administrator Login Browser Support

The Cisco ISE administration portal supports the following HTTPS-enabled browsers:

* Mozilla Firefox 107 and earlier versions from version 82
» Mozilla Firefox ESR 102.4 and earlier versions
* Google Chrome 107 and earlier versions from version 86

* Microsoft Edge, the latest version and one version earlier than the latest version

ISE Community Resource
ISE Pages Fail to Fully Load When Adblock Plus is Used

Administrator Lockout Because of Login Attempts

If you enter an incorrect password for an administrator user ID enough times, the account is either suspended
for a specified time or locked out (as configured). If Cisco ISE is configured to lock you out, the administration
portal locks you out of the system. Cisco ISE adds a log entry in the Server Administrator Logins report and
suspends the credentials for that administrator ID. Reset the password for that administrator ID as described
in the Section "Reset a Disabled Password Due to Administrator Lockout" in the Cisco Identity Services
Engine Installation Guide. The number of failed login attempts allowed before an administrator account is
disabled is configured as described in the Section of the Cisco Identity Services Engine Administrator Guide.
After an administrator user account is locked out, Cisco ISE sends an email to the associated user, if this
information is configured.
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Only an administrator with the role of Super Admin (including Microsoft Active Directory users) can configure
the disable administrator access option.

Configure Proxy Settings in Cisco ISE

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

If your existing network topology requires you to use a proxy server to enable Cisco ISE to access external
resources (such as the remote download site where you can find client provisioning and posture-related
resources), use the administration portal to configure the proxy settings.

The proxy settings impact the following Cisco ISE functions:
* Partner Mobile Management
* Endpoint Profiler Feed Service Update
* Endpoint Posture Update
* Endpoint Posture Agent Resources Download
* Certificate Revocation List (CRL) Download
* Guest Notifications
* SMS Message Transmission
* Social Login
* Microsoft Entra ID
* pxGrid Cloud

The Cisco ISE proxy configuration supports basic authentication for proxy servers. NT LAN Manager (NTLM)
authentication is not supported.

Choose Administration > System > Settings > Proxy.

Enter the proxy IP address or DNS-resolvable hostname, and specify the port through which proxy traffic travels to and
from Cisco ISE in the Proxy host server : port field.

Check the Password required check box, if necessary.

Enter the username and password that are used to authenticate to the proxy servers in the User Name and Password
fields. Reenter the password in the Confirm Password field.

Enter the IP address or the address range of hosts or domains that must be bypassed in the Bypass proxy for these hosts
and domain text box.

Click Save.

Ports Used by the Administration Portal

The administration portal uses HTTP port 80 and HTTPS port 443 and you cannot change these settings. You
cannot configure any of the end user portals to use these ports, to reduce the risk to the administration portal.
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Enable External RESTful Services Application Programming
Interface

The External RESTful Services application programming interfaces (API) are based on HTTPS protocols and
REST methodology and use port 9060.

The External RESTful Services APIs support basic authentication. The authentication credentials are encrypted
and are part of the request header.

You can use any REST client like JAVA, cURL Linux command, Python, or any other client to invoke External
RESTful Services API calls.

\ )

Note The ERS APIs support TLS 1.1 and TLS 1.2. ERS APIs do not support TLS 1.0 regardless of enabling TLS
1.0 in the Security Settings window (Administration > System > Settings > Security Settings). Enabling
TLS 1.0 in the Security Settings window is related to the EAP protocol only and does not impact ERS APIs.

You must assign special privileges to a user for the user to perform operations using the External RESTful
Services APIs. In Cisco ISE Release 2.6 and later, External RESTful Services users can be either internal
users or belong to an external Microsoft Active Directory group. The Active Directory group to which the
external users belong must be mapped to either ERS Admin or ERS Operator groups:

* ERS Admin: This user can create, read, update, and delete External RESTful Services API requests.
They have full access to all External RESTful Services APIs (GET, POST, DELETE, PUT).

* ERS Operator: This user has read-only access (GET requests only).

\)

Note A user with the role Super Admin can access all External RESTful Services APIs.

ERS session idle timeout is 60 sec. If several requests are sent during this period, the same session is used
with the same Cross-Site Request Forgery (CSRF) token. If the session has been idle for more than 60 sec,
the session is reset and a new CSRF token is used.

The External RESTful Services APIs are disabled by default. If you evoke the External RESTful Services
API calls before enabling them, you will receive an error response. Enable the Cisco ISE REST API feature
for the applications developed for a Cisco ISE REST API to be able to access Cisco ISE. The Cisco REST
APIs uses HTTPS port 9060, which is closed by default. If the Cisco ISE REST APIs are not enabled on the
Cisco ISE administration server, the client application receives a timeout error from the server for any Guest
REST API requests.

Step 1 Choose Administration > System > Settings > ERS Settings.

Step 2 Click the Enable ERS for Read/Write radio button to enable External RESTful Services on the Primary Administration
node (PAN).

Step 3 Click the Enable ERS for Read for All Other Nodes radio button if there are any secondary nodes in your deployment.

External RESTful Service requests of all types are valid only for primary Cisco ISE nodes. Secondary nodes have
read-access (GET requests).
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Step 4 In the CSRF Check area, click the radio button for one of the following options:

» Use CSRF Check for Enhanced Security: If this option is enabled, the External RESTful Services client must
send a GET request to fetch the CSRF token from Cisco ISE and include the CSRF token in the requests that are
sent to Cisco ISE. Cisco ISE will validate a CSRF token when a request is received from the External RESTful
Services client. Cisco ISE processes the request only if the token is valid. This option is not applicable for External
RESTful Services clients earlier than Cisco ISE Release 2.3.

+ Disable CSRF for ERS Request: If this option is enabled, CSRF validation is not performed. This option can be
used for External RESTful Services clients earlier than Cisco ISE 2.3.

Step 5 Click Save.

All REST operations are audited and the logs are logged in the system logs. External RESTful Services APIs
have a debug logging category, which you can enable from the debug logging window in the Cisco ISE GUI

When you disable External RESTful Services in Cisco ISE, port 9060 remains open but no communication
is allowed through the port.

Related Topics
External RESTful Services Software Development Kit , on page 122

Enable External AD Access for External RESTful Services Application
Programming Interface

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

Choose Administration > Identity Management > External Identity Sources > Active Directory.

Add the Active Directory groups that the external user belongs to as an external identity source.

See Active Directory as an External Identity Source, on page 483

Add user groups from the Active Directory.

See To Add Users, on page 470

Choose Administration > Admin Access > Authentication > Authentication Method.

Choose AD: <Join Point Name> from the Identity Source drop-down list.

Choose either Password Based or Client Certificate Based authentication by clicking the corresponding radio button.
Choose Administration > System > Admin Access > Administrators > Admin Groups.

Click ERS Admin group or ERS Operator from the list of administration groups,

Click Add and add the external group to the administrator group as a member user.

Click Save.

The Cisco ISE administrator must assign special privileges to a user to allow the user to perform operations
using the External RESTful Services APIs. In Cisco ISE Release 2.6 and later, External RESTful Services
users can be either internal users or belong to an external Active Directory. The Active Directory group to
which the external users belong must be mapped to either ERS Admin or ERS Operator groups:
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* ERS Admin: This user can create, read, update, and delete External RESTful Services API requests.
They have full access to all External RESTful Services APIs (GET, POST, DELETE, PUT).

» ERS Operator: This user has read-only access (GET requests only).

)

Note A user with the role Super Admin can access all External RESTful Services APIs.

External RESTful Services Software Development Kit

Use the External RESTful Services (ERS) software development kit (SDK) to build your own tools. You can
access the External RESTful Services SDK with the URL https://<ISE-ADMIN-NODE>:9060/ers/sdk. Only
users with the role ERS Admin can access the External RESTful Services SDK.

The SDK consists of the following components:

* Quick reference API documentation.

* A complete list of all available API operations.

* Schema files available for download.

 Sample application in Java available for download.
* Use cases in cURL script format.

* Use cases in Python script format.

* Instructions on using Chrome Postman.

Specify System Time and Network Time Protocol Server Settings

Cisco ISE allows you to configure up to three NTP servers. Use the NTP servers to maintain accurate time
and synchronize time across different timezones. You can also specify whether Cisco ISE must use only
authenticated NTP servers and enter one or more authentication keys for that purpose.

We recommend that you set all the Cisco ISE nodes to the Coordinated Universal Time (UTC) timezone,
especially if your Cisco ISE nodes are installed in a distributed deployment. This procedure ensures that the
timestamps of the reports and logs from the various nodes in your deployment are always synchronized.

Cisco ISE supports public key authentication for NTP servers. NTP Version 4 uses symmetric key cryptography
and also provides a new Autokey security model that is based on public key cryptography. Public-key
cryptography is considered to be more secure than symmetric key cryptography. This is because the security
is based on a private value that is generated by each server and never revealed. With the Autokey security
model, all the key distribution and management functions involve only public values, which simplify key
distribution and storage considerably.

You can configure the Autokey security model for the NTP server from the Cisco ISE CLI in configuration
mode. We recommend that you use the identification friend or foe (IFF) system because this system is most
widely used.
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Before you begin
You must have either the Super Admin or System Admin administrator role assigned to you.

If you have both primary and secondary Cisco ISE nodes in your deployment, log in to the user interface of
each node and configure the system time and Network Time Protocol (NTP) server settings.

Step 1 Choose Administration > System > Settings > System Time.

Step 2 In the NTP Server Configuration area, enter the unique IP addresses (IPv4 or IPv6 or fully qualified domain name
[FQDN] value) for your NTP servers.
Step 3 Check the Only allow authenticated NTP servers check box to restrict Cisco ISE to use only authenticated NTP servers

to keep system and network time.

Step 4 (Optional) To authenticate the NTP server using private keys, click the NTP Authentication Keys tab and specify one
or more authentication keys if any of the servers that you specify require authentication through an authentication key.

Carry out the following steps:

a) Click Add.

b) Enter the necessary values in the Key ID and Key Value fields. Specify whether the key in question is trusted by
checking or unchecking the Trusted Key check box, and click OK. The Key ID field supports numeric values
between 1 to 65535 and the Key Value field supports up to 15 alphanumeric characters.

¢) Click OK.

d) Return to the NTP Server Configuration tab.

Step 5 (Optional) To authenticate the NTP server using public key authentication, configure the Autokey security model on
Cisco ISE from the CLI. See the ntp server and crypto commands in the Cisco Identity Services Engine CLI Reference
Guide for your Cisco ISE release.

Step 6 Click Save.

Change the System Time Zone

Once set, you cannot edit the time zone from the administration portal. To change the time zone setting, enter
the following command in the Cisco ISE CLI:

clock timezone timezone

For more information about the clock timezone command, see Cisco Identity Services Engine CLI Reference
Guide.

\)

Note Cisco ISE uses Portable Operating System Interface (POSIX)-style signs in the time zone names and the
output abbreviations. Therefore, zones west of Greenwich have a positive sign and zones east of Greenwich
have a negative sign. For example, TZ="Etc/GMT+4' corresponds to 4 hours behind Universal Time (UT).

Cisco Identity Services Engine Administrator Guide, Release 2.6 .


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html

Basic Setup |

. Configure SMTP Server to Support Notifications

A

Caution When you change the time zone on a Cisco ISE appliance after installation, Cisco ISE services restart on that
particular node. We recommend that you perform such changes within a maintenance window. Also, it is
important to have all the nodes in a single Cisco ISE deployment that is configured to the same time zone. If
you have Cisco ISE nodes located in different geographical locations or time zones, you should use a global
time zone such as UTC on all the Cisco ISE nodes.

Configure SMTP Server to Support Notifications

Step 1
Step 2
Step 3

Step 4

Step 5

Configure a Simple Mail Transfer Protocol (SMTP) server to send email notifications for alarms, to enable
sponsors to send email notification to guests with their login credentials and password reset instructions, and
to enable guests to automatically receive their login credentials after they successfully register themselves
and with actions to take before their guest accounts expire.

Which ISE Nodes Send Email

The following list shows which node in a distributed ISE environment sends email.

Email Purpose Node That Sends the Email

guest expiration Primary PAN

alarms Active MnT

sponsor and guest | PSN
notifications from
guest and sponsor
portals

password Primary PAN
expirations

Choose Administration > System > Settings > SMTP Server.
Choose Settings > SMTP Server.

Enter the hostname of the outbound SMTP server in the SMTP server field. This SMTP host server must be accessible
from the Cisco ISE server. The maximum length for this field is 60 characters.

Choose one of these options:

* Use email address from Sponsor to send guest notification email from the email address of the sponsor and choose
Enable Notifications.

* Use the default email address to specify a specific email address from which to send all guest notifications and enter
it in the Default email addressfield.

Click Save.

The recipient of alarm notifications can be any internal admin users with the Include system alarms in emails
option enabled. The sender’s email address for sending alarm notifications is hardcoded as ise@<hostname>.
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Federal Information Processing Standards Mode Support

Cisco ISE uses embedded Federal Information Processing Standards (FIPS) 140-2 validated cryptographic
modules Cisco Common Cryptographic Module (Certificate #1643 and Certificate #2100). For details of the
FIPS compliance claims, see FIPS Compliance Letter.

When the FIPS mode is enabled, the Cisco ISE administrator interface displays a FIPS mode icon at the left
of the node name in the top-right corner of the window.

If Cisco ISE detects the use of a protocol or certificate that is not supported by the FIPS 140-2 standard, it
displays a warning with the name of the protocol or certificate that is noncompliant, and the FIPS mode is
not enabled. Ensure that you choose only FIPS-compliant protocols and replace non-FIPS compliant certificates
before you enable the FIPS mode.

The certificates that are installed in Cisco ISE must be re-issued if the cryptographic algorithms or their
parameters that are used in the certificates are not supported by FIPS.

When you enable the FIPS mode, the following functions are affected:
* Lightweight Directory Access Protocol (LDAP) over SSL

Cisco ISE enables FIPS 140-2 compliance via RADIUS shared secret and key management measures. When
the FIPS mode is enabled, any function that uses a non-FIPS-compliant algorithm fails.

When you enable the FIPS mode:

* All non-FIPS compliant cipher suites are disabled for EAP-TLS, PEAP, TEAP, EAP-TTLS, and
EAP-FAST.

* All non-FIPS compliant cipher suites are disabled in SSH.
* Certificates and private keys must use only FIPS-compliant hash and crytographic algorithms.
* RSA private keys must be 2048 bits or greater.
* ECDSA private keys must be 224 bits or greater.
* ECDSA server certificate works with only TLS 1.2.
» DHE ciphers work with DH parameters of 2048 bits or greater for all ISE TLS clients.
* 3DES ciphers are not allowed for Cisco ISE as a server
* SHA-1 is not allowed for generating certificates.
» SHA-1 is not allowed in client certificates.
* The anonymous PAC provisioning option in EAP-FAST is disabled.
* Local SSH server operates in FIPS mode.
* The following protocols are not supported for RADIUS:
* EAP-MD5
* PAP
* CHAP
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* MS-CHAPv1
* MS-CHAPv2
* LEAP

Once the FIPS Mode is enabled, all the nodes in the deployment are rebooted automatically. Cisco ISE performs
a rolling restart by first restarting the primary PAN and then restarting each secondary node, one at a time.
Hence, it is recommended that you plan for the downtime before changing the configuration.

Je

Tip We recommend that you do not enable FIPS mode before completing the database migration process.

Enable Federal Information Processing Standards Mode in Cisco ISE

To enable the FIPS mode in Cisco ISE:

Step 1 Choose Administration > System > Settings > FIPS Mode.
Step 2 Choose Enabled from the FIPS Mode drop-down list.
Step 3 Click Save and restart your machine.

What to do next

After you enable FIPS mode, enable and configure the following FIPS 140 compliant functions:
* Generate a Self-Signed Certificate, on page 149.
* Create a Certificate-Signing Request and Submit it to a Certificate Authority, on page 167.

* Configure RADIUS authentication settings as mentioned under Network Device Definition Settings, on
page 733.

You may want to enable administrator account authorization using a Common Access Card function. Although
using Common Access Card functions for authorization is not strictly a FIPS 140 requirement, it is a well-known
secure-access measure that is used in several environments to bolster FIPS 140 compliance.

Configure Cisco ISE for Administrator Common Access Card Authentication

Before you begin

* (Optional) Enable the FIPS mode in Cisco ISE. FIPS mode is not required for certificate-based
authentication, but the two security measures often go hand-in-hand. If you plan to deploy Cisco ISE in
a FIPS 140 compliant deployment and use Common Access Card certificate-based authorization, enable
the FIPS mode and specify the appropriate private keys and encryption/decryption settings first.

* Ensure that the domain name server (DNS) in Cisco ISE is set for Active Directory.

* Ensure that Active Directory user and user group memberships have been defined for each administrator
certificate.
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Configure Cisco ISE for Administrator Common Access Card Authentication .

To ensure that Cisco ISE can authenticate and authorize an administrator based on the Common Access
Card-based client certificate that is submitted from the browser, configure the following:

* The external identity source (Active Directory in the following example).

* The Active Directory user groups to which the administrator belongs.

* How to find the user's identity in the certificate.

* Active Directory user groups to Cisco ISE RBAC permissions mapping.

* The Certificate Authority (trust) certificates that sign the client certificates.

* A method to determine if a client certificate has been revoked by the certificate authority.

You can use a Common Access Card to authenticate credentials when logging in to Cisco ISE.

When you enable FIPS mode, you are prompted to restart your system. You can defer the restart if you are going to import
certificate authority certificates as well.

Configure an Active Directory identity source in Cisco ISE and join all Cisco ISE nodes to Active Directory.

Configure a certificate authentication profile according to the guidelines.

Be sure to select the attribute in the certificate that contains the administrator username in the Principal Name X.509
Attribute field. For Common Access Cards, the Signature Certificate on the card is normally used to look up the user in
Active Directory. The Principal Name is found in this certificate in the Subject Alternative Name extension, specifically
in the Other Name area of the extension. So the attribute selection here should be Subject Alternative Name - Other
Name.

If the Active Directory record for the user contains the user's certificate, and you want to compare the certificate that is
received from the browser against the certificate in Active Directory, check the Binary Certificate Comparison check
box, and select the Active Directory instance name that was specified earlier.

Enable Active Directory for password-based administrator authentication. Choose the Active Directory instance name
that you connected and joined to Cisco ISE earlier.

Note You must use password-based authentication until you complete other configurations. Then, you can change
the authentication type to client certificate based at the end of this procedure.

Create an external administrator group and map it to an Active Directory group. Choose Administration > System >
Admin Access > Administrators > Admin Groups. Create an external system administrator group.

Configure an administrator authorization policy to assign RBAC permissions to the external administrator groups.

Caution We strongly recommend that you create an external Super Admin group, map it to an Active Directory group,
and configure an administrator authorization policy with Super Admin permissions (menu access and data
access), and create at least one user in that Active Directory Group. This mapping ensures that at least one
external administrator has Super Admin permissions once Client Certificate-Based Authentication is
enabled. Failure to do this may lead to situations where the Cisco ISE administrator is locked out of critical
functionality in the administration portal.

Choose Administration > System > Certificates > Certificate Store > Trusted Certificates to import certificate
authority certificates into the Cisco ISE trusted certificates store.

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



Basic Setup |

. Supported Common Access Card Standards

Step 8

Step 9

Cisco ISE does not accept a client certificate unless the certificate authority certificates in the client certificate’s trust
chain are placed in the Cisco ISE Certificates store. You must import the appropriate certificate authority certificates in
to the Cisco ISE Certificates store.

a)
b)

<)

Click Import and click Choose File in the Certificate File area.
Check the Trust for client authentication and Syslog check box.
Click Submit.

Cisco ISE prompts you to restart all the nodes in the deployment after you import a certificate. You can defer the
restart until you import all the certificates. However, after importing all the certificates, you must restart Cisco ISE
before you proceed.

Configure the certificate authority certificates for revocation status verification.

a)
b)
<)
d)
e)

Choose Administration > System > Certificates > OSCP Client Profile.

Click Add.

Enter the name of an OSCP server, an optional description, and the URL of the server in the corresponding fields.
Choose Administration > System > Certificates > Certificate Store.

For each certificate authority certificate that can sign a client certificate, specify how to do the revocation status check
for that certificate authority. Choose a certificate authority certificate from the list and click Edit. On the edit page,
choose OCSP or certificate revocation list (CRL) validation, or both. If you choose OCSP, choose an OCSP service
to use for that certificate authority. If you choose CRL, specify the CRL Distribution URL and other configuration
parameters.

Enable client certificate-based authentication. Choose Administration > System > Admin Access > Authentication.

a)
b)

¢)
d)

In the Authentication Method tab, click the Client Certificate Based radio button.

Choose the certificate authentication profile that you configured earlier from the Certificate Authentication Profile
drop-down list.

Select the Active Directory instance name from the Identity Source drop-down list.

Click Save.

Here, you switch from password-based authentication to client certificate-based authentication. The certificate
authentication profile that you configured earlier determines how the administrator’s certificate is authenticated. The
administrator is authorized using the external identity source, which in this example is Active Directory.

The Principal Name attribute from the certificate authentication profile is used to look up the administrator in Active
Directory.

Supported Common Access Card Standards

Cisco ISE supports U.S. government users who authenticate themselves using Common Access Card
authentication devices. A Common Access Card is an identification badge with an electronic chip containing
a set of X.509 client certificates that identify a particular employee. Access via the Common Access Card
requires a card reader into which you insert the card and enter a PIN. The certificates from the card are then
transferred into the Windows certificate store, where they are available to applications such as the local browser
running Cisco ISE.

Common Access Card Operation in Cisco ISE

You can configure the administration portal so that Cisco ISE authentications occur only through a client
certificate. Credentials-based authentication that requires user IDs or passwords is not permitted. In client
certificate-based authentication, you insert a Common Access Card card, enter a PIN, and then enter the Cisco
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ISE administration portal URL into the browser address field. The browser forwards the certificate to Cisco
ISE, and Cisco ISE authenticates and authorizes your login session, based on the contents of the certificate.

If this process is successful, the Cisco ISE Monitoring and Troubleshooting home page is displayed and you
are given the appropriate RBAC permissions.

Secure SSH Key Exchange Using Diffie-Hellman Algorithm

Configure Cisco ISE to only allow Diffie-Hellman-Group14-SHA1 Secure Shell (SSH) key exchanges. Enter
the following commands from the Cisco ISE CLI Configuration Mode:

service sshd key-exchange-algorithm diffie-hellman-group14-shal
Here is an example:
ise/admin#conft

ise/admin (config) #service sshd key-exchange-algorithm diffie-hellman-groupl4-shal

Configure Cisco ISE to Send Secure Syslog

Before you begin

To configure Cisco ISE to send only TLS-protected secure syslog between the Cisco ISE nodes and to the
monitoring nodes, perform the following tasks:

* Ensure that all the Cisco ISE nodes in your deployment are configured with appropriate server certificates.
For your setup to be FIPS 140 compliant, the certificate keys must have a key size of 2048 bits or greater.

* Enable the FIPS mode in the administration portal.

* Ensure that the default network access authentication policy does not allow any version of the SSL
protocol. Use the TLS protocol in the FIPS mode along with FIPS-approved algorithms.

* Ensure that all the nodes in your deployment are registered with the primary PAN. Also ensure that at
least one node in your deployment has the Monitoring persona enabled on it to function as the secure
syslog receiver (TLS server).

* Check the supported RFC standards for syslogs. See Cisco Identity Services Engine Network Component
Compatibility guide for your Cisco ISE release.

Step 1 Configure a secure syslog remote logging target.
Step 2 Enable logging categories to send auditable events to the secure syslog remote logging target.

Step 3 Disable TCP Syslog and UDP syslog collectors. Only TLS-protected syslog collectors must be enabled.

Note Cisco ISE Release 2.6 and later releases include TLS-protected UDP syslogs if you enable the use of Cisco
ISE Messaging Service for delivering UDP syslogs to MnT nodes.
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Configure Secure Syslog Remote Logging Target

Cisco ISE system logs are collected and stored by log collectors for various purposes. To configure a secure
syslog target, choose a Cisco ISE node with the Monitoring persona enabled on it as your log collector.

Step 1 Log in to the Cisco ISE administration portal.

Step 2 Choose Administration > System > Logging > Remote Logging Targets.

Step 3 Click Add.

Step 4 Enter a name for the secure syslog server.

Step 5 Choose Secure Syslog from the Target Type drop-down list.

Step 6 Choose Enabled from the Status drop-down list.

Step 7 Enter the hostname or IP address of the Cisco ISE monitoring node in your deployment, in the Host / IP Address field.
Step 8 Enter 6514 as the port number in the Port field. The secure syslog receiver listens on TCP port 6514.

Step 9 Choose the syslog facility code from the Facility Code drop-down list. The default value is LOCALSG.

Step 10 Check the following check boxes to enable the corresponding configurations:

a) Include Alarms For This Target
b) Comply to RFC 3164
¢) Enable Server Identity Check

Step 11 Check the Buffer Messages When Server Down check box. If this option is checked, Cisco ISE stores the logs if the
secure syslog receiver is unreachable, periodically checks the secure syslog receiver, and forwards the logs when the
secure syslog receiver comes up.

a) Enter the buffer size in the Buffer Size (MB) field.

b) For Cisco ISE to periodically check the secure syslog receiver, enter the reconnect timeout value in the Reconnect
Time (Sec) field. The timeout value is configured in seconds.

Step 12 Choose the CA certificate that Cisco ISE must present to the secure syslog server from the Select CA Certificate
drop-down list.
Step 13 Ensure that the Ignore Server Certificate validation check box is not checked when configuring a Secure Syslog.

Step 14 Click Submit.

Remote Logging Target Settings

The following table describes the fields in the Remote Logging Targets window that you can use to create
external locations (syslog servers) to store logging messages. The navigation path for this window is
Administration > System > Logging > Remote Logging Targets. click Add.

Table 16: Remote Logging Target Settings

Field Name Usage Guidelines

Name Enter a name for the new syslog target.

Target Type Select the target type from the drop-down list. The default value is UDP Syslog.
Description Enter a brief description of the new target.
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Field Name Usage Guidelines

IP Address Enter the IP address or hostname of the destination machine that will store the logs.
Cisco ISE supports IPv4 and IPv6 formats for logging.

Port Enter the port number of the destination machine.

Facility Code Choose the syslog facility code that must be used for logging, from the drop-down list.

Valid options are Local0 through Local7.

Maximum Length

Enter the maximum length of the remote log target messages. Valid values are from
200 through 1024 bytes.

Include Alarms
For this Target

When you check this check box, alarm messages are sent to the remote server as well.

Comply to RFC
3164

When you check this check box, the delimiters (, ; { } \\) in the syslog messages sent
to the remote servers are not escaped even if a backslash (V) is used.

Buffer Message
When Server Down

This check box is displayed when you choose TCP Syslog or Secure Syslog from the
Target Type drop-down list. Check this check box to allow Cisco ISE to buffer the
syslog messages when a TCP syslog target or secure syslog target is unavailable. Cisco
ISE retries sending messages to the target when the connection to the target resumes.
After the connection resumes, messages are sent sequentially, starting with the oldest,
and proceeding to the newest. Buffered messages are always sent before new messages.
If the buffer is full, old messages are discarded.

Buffer Size (MB)

Set the buffer size for each target. By default, it is set to 100 MB. Changing the buffer
size clears the buffer, and all the existing buffered messages for the specific target are
lost.

Reconnect Timeout
(Sec)

Enter the time (in seconds) to configure how long the TCP and secure syslogs are
stored for before being discarded when the server is down.

Select CA
Certificate

This drop-down list is displayed when you choose Secure Syslog from the Target
Type drop-down list. Choose a client certificate from the drop-down list.

Ignore Server
Certificate
Validation

This check box is displayed when you choose Secure Syslog from the Target Type
drop-down list. Check this check box for Cisco ISE to ignore server certificate
authentication and accept any syslog server. By default, this option is set to Off unless
the system is in FIPS mode when this is disabled.

Related Topics

Cisco ISE Logging Mechanism, on page 253

Cisco ISE System Logs, on page 254

Cisco ISE Message Catalogs, on page 257

Collection Filters, on page 259

Event Suppression Bypass Filter, on page 260

Configure Remote Syslog Collection Locations, on page 255

Configure Collection Filters, on page 259

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



Basic Setup |
. Enable Logging Categories to Send Auditable Events to the Secure Syslog Target

Enable Logging Categories to Send Auditable Events to the Secure Syslog
Target

Enable logging categories for Cisco ISE to send auditable events to the secure syslog target.

Step 1 Choose Administration > System > Logging > Logging Categories.
Step 2 Click the radio button next to the Administrative and Operational Audit logging category, then click Edit.
Step 3 Choose WARN from the Log Severity Level drop-down list.

Step 4 In the Targets area, move the secure syslog remote logging target that you created earlier to the Selected area.
Step 5 Click Save.

Step 6 Repeat this task to enable the following logging categories. Both these logging categories have INFO as the default log
severity level and you cannot edit it.

« AAA Audit.

« Posture and Client Provisioning Audit.

Configure Logging Categories

The following table describes the fields that you can use to configure a logging category. Set a log severity
level and choose the logging targets for the logs of a logging category. The navigation path for this window
is Administration > System > Logging > Logging Categories.

Click the radio button next to the logging category that you want to view, and click Edit. The following table
describes the fields that are displayed in the edit window of the logging categories.

Table 17: Logging Category Settings

Field Name Usage Guidelines

Name Displays the name of the logging category.

Log Severity Level | For some logging categories, this value is set by default, and you cannot edit it. For
some logging categories, you can choose one of the following severity levels from a
drop-down list:

* FATAL: Emergency level. This level means that you cannot use Cisco ISE and
you must immediately take the necessary action.

« ERROR: This level indicates a critical error condition.

* WARN: This level indicates a normal but significant condition. This is the default
level set for many logging categories.

* INFO: This level indicates an informational message.

+ DEBUG: This level indicates a diagnostic bug message.

Local Logging Check this check box to enable logging events for a category on the local node.
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Field Name Usage Guidelines

Targets This area allows you to choose the targets for a logging category by transferring the
targets between the Available and the Selected areas using the left and right arrow
icons.

The Available area contains the existing logging targets, both local (predefined) and
external (user-defined).

The Selected area, which is initially empty, then displays the targets that have been
chosen for the category.

Related Topics
Cisco ISE Message Codes, on page 256
Configure Remote Syslog Collection Locations, on page 255
Set Severity Levels for Message Codes, on page 256

Disable TCP Syslog and UDP Syslog Collectors

For Cisco ISE to send only secure syslog between the nodes, you must disable the TCP and UDP syslog
collectors, and enable only Secure Syslog collectors.

\)

Note Cisco ISE Release 2.6 and later releases include TLS-protected UDP syslogs if you enable the use of Cisco
ISE Messaging Service for delivering UDP syslogs to MnT nodes.

Step 1 Choose Administration > System > Logging > Remote Logging Targets.
Step 2 Click the radio button next to a TCP or UDP syslog collector.

Step 3 Click Edit.

Step 4 Choose Disabled from the Status drop-down list.

Step 5 Click Save.

Step 6 Repeat this process until you disable all the TCP or UDP syslog collectors.

Default Secure Syslog Collector

Cisco ISE provides default secure syslog collectors for the MnT nodes. By default, no logging categories are
mapped to these default secure syslog collectors. The default secure syslog collectors are named as follows:

* Primary MnT node: SecureSyslogCollector
* Secondary MnT node: SecureSyslogCollector2

You can view this information on the Remote Logging Targets window (click the Menu icon (=) and choose

Administration > System > Logging > Remote Logging Targets). You cannot delete the default syslog
collectors and cannot update the following fields for the default syslog collectors:
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* Name

*» Target Type

* IP/Host address

* Port
During a fresh Cisco ISE installation, a certificate that is named Default Self-signed Server Certificate is
added to the Trusted Certificates store. This certificate is marked for Trust for Client authentication and

Syslog usage, making it available for secure syslog usage. While configuring your deployment or updating
the certificates, you must assign relevant certificates to the secure syslog targets.

During a Cisco ISE upgrade, if there are any existing secure syslog targets pointing to MnT nodes on port
6514, the names and configurations of the target are retained. After the upgrade, you cannot delete these syslog
targets and you cannot edit the following fields:

* Name

*» Target Type

* IP/Host address
* Port

If no such targets exist at the time of upgrade, default secure syslog targets are created similar to the fresh
installation scenario, without any certificate mapping. You can assign the relevant certificates to these syslog

targets. If you try to map a secure syslog target that is not mapped to any certificate to a logging category,
Cisco ISE displays the following message:

Please configure the certificate for log target name

)

Note

Each logging target must have a unique hostname or IP address and port.

You cannot create a new logging target using the hostname or IP address and port of an already existing target.

Offline Maintenance

If the maintenance time period is less than an hour, take the Cisco ISE node offline and perform the maintenance
task. When you bring the node back online, the PAN node will automatically synchronize all the changes that
happened during maintenance time period. If the changes are not synchronized automatically, you can manually
synchronize it with the PAN.

If the maintenance time period is more than an hour, deregister the node at the time of maintenance and
reregister the node when you add the node back to deployment.

We recommend that you schedule the maintenance at a time period during which the activity is low.
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\)

Note 1. Datareplication issues may occur if the queue contains more than 1,000,000 messages or if the Cisco ISE
node is offline for more than six hours.

2. Ifyou are performing maintenance on the primary MnT node, we recommend that you take an operational
backup of the MnT node before performing maintenance activities.

Changing the Host Name in Cisco ISE

In Cisco ISE, you can change the host name only through the CLI. For information on this, see the Cisco
I dentity Services Engine CLI Reference Guide for your version.

Considerations to keep in mind before changing the host name:

* All Cisco ISE services will undergo an automatic restart at the standalone node level if the host name is
changed.

* If CA-signed certificates were used on this node, you must import them again with the correct host name.

» Ifthis node will be joining a new Active Directory domain, you must leave your current Active Directory
domain before changing the host name. If this node is already joined to an existing Active Directory
domain, then it is strongly recommended that you rejoin all currently joined join-points to avoid possible
mismatch between the current and previous host names and joined machine account name.

» If Internal-CA signed certificates are being used, you must regenerate the ISE root CA certificate.

* Changing the host name will cause any certificate using the old host name to become invalid. Therefore,
anew self-signed certificate using the new host name will be generated now for use with HTTPs or EAP.

\}

Note  All the above considerations are applicable for any change in the domain name as well.

Certificate Management in Cisco ISE

A certificate is an electronic document that identifies an individual, a server, a company, or another entity,
and associates that entity with a public key. A self-signed certificate is signed by its creator. Certificates can
be self-signed or digitally signed by an external CA. A CA-signed digital certificate is considered an industry
standard and more secure than a self-signed certificate.

Certificates are used in a network to provide secure access. Certificates identify a Cisco ISE node to an endpoint
and secure the communication between that endpoint and the Cisco ISE node.

Cisco ISE uses certificates for:

» Communication between Cisco ISE nodes.
» Communication between Cisco ISE and external servers such as the syslog and feed servers.

» Communication between Cisco ISE and end user portals such as guest, sponsor and BYOD portals.

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



Basic Setup |
. Configure Certificates in Cisco ISE to Enable Secure Access

Manage certificates for all the nodes in your deployment through the Cisco ISE administration portal.

Configure Certificates in Cisco ISE to Enable Secure Access

Cisco ISE relies on public key infrastructure (PKI) to provide secure communication with both endpoints and
administrators and between Cisco ISE nodes in a multinode deployment. PKI relies on X.509 digital certificates
to transfer public keys for encryption and decryption of messages, and to verify the authenticity of other
certificates representing users and devices. Through the Cisco ISE administration portal, you can manage two
categories of X.509 certificates:

* System Certificates: These are server certificates that identify a Cisco ISE node to client applications.
Every Cisco ISE node has its own system certificates that are stored on the node along with the
corresponding private keys.

\}

Note Cisco ISE cannot import more than one certificate with the same private key. If
the certificate is renewed and imported without changing the private key, then
the existing certificate is replaced with the imported certificate.

* Trusted Certificates: These are CA certificates that are used to establish trust for the public keys that are
received from users and devices. The Trusted Certificates store also contains certificates that are distributed
by the Simple Certificate Enrollment Protocol (SCEP), which enables the registration of mobile devices
into the enterprise network. Trusted certificates are managed on the primary PAN, and are automatically
replicated to all the other nodes in a Cisco ISE deployment.

In a distributed deployment, you must import the certificate only into the Certificate Trust List (CTL) of the
PAN. The certificate gets replicated to the secondary nodes.

To ensure certificate authentication in Cisco ISE is not impacted by minor differences in certificate-driven
verification functions, use lowercase hostnames for all Cisco ISE nodes that are deployed in a network.

Certificate Usage

When you import a certificate into Cisco ISE, specify the purpose for which the certificate is to be used.
Choose Administration > System > Certificates > System Certificates, and click Import.

Choose one or more of the following uses:

» Admin: For internode communication and authenticating the administration portal.
» EAP Authentication: For TLS-based EAP authentication.
* RADIUS DTLS: For RADIUS DTLS server authentication.
* Portal: For communicating with all Cisco ISE end-user portals.
* SAML.: For verifying that the SAML responses are being received from the correct identity provider.
* pxGrid: For communicating with the pxGrid controller.
Associate different certificates from each node for communicating with the administration portal (Admin

usage), the pxGrid controller (pxGrid usage), and for TLS-based EAP authentication (EAP Authentication
usage). However, you can associate only one certificate from each node for each of these purposes.
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You must always use a new private key for each certificate that you import into Cisco ISE. When you reuse
private keys across certificates, application initialization errors may occur due to a Red Hat NSS database
limitation.

When a new certificate is imported into the Red Hat NSS database, any existing certificate that has the same
private key is overridden. Cisco ISE application initialization is impacted if an admin certificate's private key
is overridden.

With multiple PSNs in a deployment that can service a web portal request, Cisco ISE needs a unique identifier
to identify the certificate that must be used for portal communication. When you add or import certificates
that are designated for portal use, define a certificate group tag and associate it with the corresponding certificate
on each node in your deployment. Associate this certificate group tag to the corresponding end-user portals
(guest, sponsor, and personal devices portals). This certificate group tag is the unique identifier that helps
Cisco ISE identify the certificate that must be used when communicating with each of these portals. You can
only designate one certificate from each node for each of the portals.
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Note An EAP-TLS client certificate should have KeyUsage=Key Agreement and ExtendedKeyUsage=Client
Authentication for the following ciphers:

*« ECDHE-ECDSA-AES128-GCM-SHA256

* ECDHE-ECDSA-AES256-GCM-SHA384
* ECDHE-ECDSA-AES128-SHA256
* ECDHE-ECDSA-AES256-SHA384

An EAP-TLS client certificate should have KeyUsage=Key Encipherment and ExtendedKeyUsage=Client
Authentication for the following ciphers:

* AES256-SHA256

* AES128-SHA256

* AES256-SHA

* AES128-SHA

* DHE-RSA-AES128-SHA

* DHE-RSA-AES256-SHA

* DHE-RSA-AES128-SHA256

* DHE-RSA-AES256-SHA256

* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES128-GCM-SHA256
* ECDHE-RSA-AES256-SHA384

* ECDHE-RSA-AES128-SHA256

* ECDHE-RSA-AES256-SHA

« ECDHE-RSA-AES128-SHA

* EDH-RSA-DES-CBC3-SHA

* DES-CBC3-SHA

* RC4-SHA

* RC4-MD5

To bypass this requirement, choose Administration > System > Settings > Security Settings and check the
Accept certificates without validating purpose checkbox.
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Certificate Matching in Cisco ISE

When you set up Cisco ISE nodes in a deployment, the nodes communicate with each other. The system
checks the FQDN of each Cisco ISE node to ensure that they match (for example isel.cisco.com and
ise2.cisco.com or if you use wildcard certificates then *.cisco.com). In addition, when an external machine
presents a certificate to a Cisco ISE server, the external certificate that is presented for authentication is checked
(or matched) against the certificate in the Cisco ISE server. If the two certificates match, the authentication
succeeds.

For Cisco , matching is performed between the nodes (if there are two), and between Cisco and pxGrid.
Cisco ISE checks for a matching subject name as follows:

1. Cisco ISE looks at the subject alternative name extension of the certificate. If the subject alternative name
contains one or more DNS names, then one of the DNS names must match the FQDN of the Cisco ISE
node. If a wildcard certificate is used, then the wildcard domain name must match the domain in the Cisco
ISE node’s FQDN.

2. Ifthere are no DNS names in the subject alternative name, or if the subject alternative name is missing
entirely, then the common name in the Subject field of the certificate or the wildcard domain in the
Subiject field of the certificate must match the FQDN of the node.

3. Ifno match is found, the certificate is rejected.

)

Note  X.509 certificates that are imported into Cisco ISE must be in privacy-enhanced mail (PEM) or distinguished
encoding rule format. Files containing a certificate chain (a system certificate along with the sequence of trust
certificates that sign it) can be imported, subject to certain restrictions.

Validity of X.509 Certificates

X.509 certificates are valid until a specific date. When a system certificate expires, the Cisco ISE functionality
that depends on the certificate is impacted. Cisco ISE notifies you about the pending expiration of a system
certificate when the expiration date is within 90 days. This notification appears in several ways:

» Colored expiration status icons appear in the System Certificates window. The navigation path is
Administration > System > Certificate Management > System Certificates.

* Expiration messages appear in the Cisco ISE System Diagnostic report. The navigation path
isOperations > Reports > Reports > Diagnostics > System Diagnostic.

* Expiration alarms are generated 90 days, 60 days, and 30 days before expiration. Expiration alarms are
generated every day in the final 30 days before expiration.

If the expiring certificate is a self-signed certificate, you can extend its expiration date by editing the certificate.

For a certificate authority-signed certificate, you must allow sufficient time to acquire the replacement certificate
from your certificate authority.

Enable Public Key Infrastructure in Cisco ISE

PKI is a cryptographic technique that enables secure communication and verifies the identity of a user using
digital signatures.
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Step 1

Step 2

Configure system certificates on each node in your deployment for the following:
» TLS-enabled authentication protocols such as EAP-TLS.
* Administration portal authentication.
* Allow browser and REST clients to access Cisco ISE web portals.

* Allow access to pxGrid controller.

By default, a Cisco ISE node is preinstalled with a self-signed certificate that is used for EAP authentication, and for
access to administration portal, end user portals, and pxGrid controller. In a typical enterprise environment, this self-signed
certificate is replaced with server certificates that are signed by a trusted CA.

Populate the Trusted Certificates store with the CA-signed certificates that are used to establish trust with the user, and
device certificates that will be presented to Cisco ISE.

To validate the authenticity of a user or device certificate with a certificate chain that consists of a root CA certificate
and one or more intermediate CA certificates:

* Enable the relevant trust option for the root CA.

In the Cisco ISE GUI, choose Administration > System >Certificates > Certificate Management > Trusted
Certificates. In this window, check the check box for the root CA certificate and click Edit. In the Usage area,
check the necessary check boxes in the Trusted For area.

* If you do not want to enable the trust option for the root CA, import the entire CA-signed certificate chain into the
Trusted Certificates store.

For inter-node communications, you must populate the Trusted Certificates store with the trust certificates that validate
the Admin system certificate of each node in the Cisco ISE deployment. To use the default self-signed certificate for
internode communication, export this certificate from the System Certificates window of each Cisco ISE node and import
it into the Trusted Certificates store. If you replace the self-signed certificates with CA-signed certificates, it is only
necessary to populate the Trusted Certificates store with the appropriate root CA and intermediate CA certificates. You
cannot register a node in a Cisco ISE deployment until you complete this step.

If you use self-signed certificates to secure communication between a client and a PSN in a deployment, when BYOD
users move from one location to another, EAP-TLS user authentication fails. For such authentication requests that have
to be serviced between a few PSNs, you must secure communication between the client and the PSN with an
externally-signed CA certificate or use wildcard certificates that are signed by an external CA.

If you intend to get a publicly signed certificate or if the Cisco ISE deployment is to be operated in FIPS mode, you must
ensure that all system and trusted certificates are FIPS-compliant. This means that each certificate must have a minimum
key size of 2048 bytes, and use SHA-1 or SHA-256 encryption.

Note After you obtain a backup from a standalone Cisco ISE node or the PAN, if you change the certificate
configuration on one or more nodes in your deployment, you must obtain another backup to restore data.
Otherwise, if you try to restore data using the older backup, communication between the nodes might fail.
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Wildcard Certificates

A wildcard certificate uses a wildcard notation (an asterisk and period before the domain name) and the
certificate can be shared across multiple hosts in an organization. For example, the CN value for the certificate
subject would be a generic hostname such as aaa.ise.local and the SAN field would include the same generic
hostname and a wildcard notation such as DNS.1=aaa.ise.local and DNS.2=* ise.local.

If you configure a wildcard certificate to use *.ise.local, you can use the same certificate to secure any other
host whose DNS name ends with “.ise.local,” such as :

* aaa.ise.local
* psn.ise.local
» mydevices.ise.local

* sponsor.ise.local

Wildcard certificates secure communication in the same way as a regular certificate, and requests are processed
using the same validation methods.

The following figure is an example of a wildcard certificate that is used to secure a website.

Figure 10: Example of Wildcard Certificate

Certificate

Certificate

| General | Details |Cerﬁﬁah’on Path

| General | Details |Certiﬁmh'on Path

Show: [<AII> v] Show: [<;\II> v]
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B\u‘alid from Thursday, April 11, 2013 4:54... B‘Jalid from Thursday, April 11, 2013 4:54...

B\n'alid to Saturday, April 11, 2015 4 - B'«'alid to Saturday, April 11, 2015 4:54:... —
Subject admin @ise local, aaa.ise.local, = BSubject admin@ise.local, aaa.ise.local,... |=

=] Public key RSA (2043 Bits) LN [=]Public key RSA (2048 Bits)

@Enhanced Key Usage Server Authentication (1.3.6.... @Enhanced Key Usage Server Authentication (1.3.6....

Subject Alternative Name DMS Name=aaa.ise.local, DNS...

Subject Key Identifier 6802 3d 6f 93990782 06 04... IEISUbjECt Key Identifier 68 02 3d 6f 9399 07 82 06 04...

Kol ity ke Tdantifier KeuTN=04 20 40 TN 1S hf H A =, ol a1 thority Ko Tdentifier KewTN=04 20 40 7N 15 hf A &

DNS Name=aaa.ise.local

E = admin@ise. local
DNS Name=".ise.local

CN = aza.ise.local
OU = ISE

0 = Cisco Systems, Inc,
L =RTP

S = Morth Carolina

C =U5

Edit Properties. .. Copy to File...

Learn more about certificate details Learn more about o

—OK —OK

a60173

Wildcard Certificate Support in Cisco ISE

Cisco ISE supports wildcard certificates. In earlier releases, Cisco ISE verified any certificate enabled for
HTTPS to ensure the common name field matches the FQDN of the host exactly. If the fields did not match,
the certificate could not be used for HTTPS communication.
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In earlier releases, Cisco ISE used that common name value to replace the variable in the url-redirect A-V
pair string. For all centralized web authentication, onboarding, posture redirection, and so on, the common
name value was used.

Cisco ISE uses the hostname of the ISE node as the common name.

Wildcard Certificates for HTTPS and Extensible Authentication Protocol Communication

You can use wildcard server certificates in Cisco ISE for administration (web-based services) and EAP
protocols that use SSL or TLS tunneling. When you use wildcard certificates, you do not need to generate a
unique certificate for each Cisco ISE node. Also, you no longer have to populate the SAN field with multiple
FQDN values to prevent certificate warnings. Use an asterisk (*) in the SAN field to share a single certificate
across multiple nodes in a deployment and prevent certificate name mismatch warnings. However, the use of
wildcard certificates is considered less secure than assigning a unique server certificate to each Cisco ISE
node.

When assigning public wildcard certificates to the guest portal and importing sub-CA with root-CA certificates,
the certificate chain is not sent until Cisco ISE services are restarted.

)

Note If you use wildcard certificates, we recommend that you partition your domain space for greater security. For
example, instead of *.example.com, you can partition it as *.amer.example.com. If you do not partition your
domain, it could lead to serious security issues.

Wildcard certificates use an asterisk (*) and a period before the domain name. For example, the common
name value for a certificate’s Subject Name would be a generic hostname such as aaa.ise.local and the SAN
field would have the wildcard character such as *.ise.local. Cisco ISE supports wildcard certifications in which
the wildcard character (*) is the left-most character in the presented identifier. For example, *.example.com
or *.ind.example.com. Cisco ISE does not support certificates in which the presented identifier contains other
characters along with the wildcard character. For example, abc*.example.com, or a*b.example.com, or
*abc.example.com.

\}

Note When generating a CSR on a node using the wildcard character (*) in the CN or SAN, the certificate will be
considered as a wildcard. Cisco ISE adds it to the PAN and replicates it to all other nodes.

Fully Qualified Domain Name in URL Redirection

Authorization profile redirects are carried out for central web authentication, device registration web
authentication, native supplicant provisioning, mobile device management, client provisioning, and posture
services. When Cisco ISE builds an authorization profile redirect, the resulting cisco-av-pair includes a string
similar to the following:

url-redirect=https://ip:port/guestportal/gateway?sessionld=Sessionld Value&action=cwa

When processing this request, Cisco ISE substitutes actual values for some keywords in this string. For
example, SessionldValue is replaced with the actual session ID of the request. For an ethO interface, Cisco
ISE replaces the IP in the URL with the FQDN of the Cisco ISE node. For non-eth0 interfaces, Cisco ISE
uses the IP address in the URL. You can assign a host alias (name) for interfaces ethl through eth3, which
Cisco ISE can then substitute in place of IP address during URL redirection.
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To do this, use the ip host command in the configuration mode from the Cisco ISE CLI ISE /admin(config)#
prompt:
ip host IP_address host-alias FQDN-string

Where IP_addressis the IP address of the network interface (ethl or eth2 or eth3) and host-aliasis the name
that you assign to the network interface. FQDN-string is the fully qualified domain name of the network
interface. Using this command, you can assign a host-alias or an FQDN-string or both to a network interface.

Here is an example using the ip host command: ip host a.b.c.d sales sales.amerxyz.com

After you assign a host alias to the non-eth0 interface, restart the application services on Cisco ISE using the
application start ise command.

Use the no form of this command to remove the association of the host alias with the network interface.

no ip host IP_address host-alias FQDN-string
Use the show running-config command to view the host alias definitions.

If you provide the FQDN-string, Cisco ISE replaces the IP address in the URL with the FQDN. If you provide
only the host alias, Cisco ISE combines the host alias with the configured IP domain name to form a complete
FQDN and replaces the IP address in the URL with the FQDN. If you do not map a network interface to a
host alias, then Cisco ISE uses the IP address of the network interface in the URL.

When you use non-eth0 interfaces for client provisioning or native supplicant or guest flows, ensure that the
IP address or host alias for non-eth0 interfaces are configured appropriately in the PSN certificate's SAN
fields.

Advantages of Using Wildcard Certificates

* Cost savings: Certificates that are signed by third-party CAs are expensive, especially as the number of
servers increases. Wildcard certificates can be used on multiple nodes in the Cisco ISE deployment.

* Operational efficiency: Wildcard certificates allow all PSNs to share the same certificate for EAP and
web services. In addition to significant cost savings, certificate administration is also simplified by
creating the certificate once and applying it on all the PSNs.

* Reduced authentication errors: Wildcard certificates address issues seen with Apple iOS devices when
the client stores trusted certificates within the profile and does not follow the i0OS keychain where the
signing root is trusted. When an i0OS client first communicates with a PSN, it does not explicitly trust
the PSN certificate, although a trusted CA has signed the certificate. Using a wildcard certificate, the
certificate is the same across all PSNs, so the user only has to accept the certificate once and successive
authentications to different PSNs proceed without errors or prompts.

» Simplified supplicant configuration: For example, a Microsoft Windows supplicant with
PEAP-MSCHAPvV2 and a trusted server certificate requires that you specify each of the server certificate
to trust, or the user may be prompted to trust each PSN certificate when the client connects using a
different PSN. With wildcard certificates, a single server certificate can be trusted rather than individual
certificates from each PSN.

» Wildcard certificates result in an improved user experience with less prompting and more seamless
connectivity.

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



Basic Setup |
. Disadvantages of Using Wildcard Certificates

Disadvantages of Using Wildcard Certificates

The following are some of the security considerations that are related to the use of wildcard certificates:

* Loss of auditability and nonrepudiation.
* Increased exposure of the private key.

* Not common or understood by administrators.
Wildcard certificates are considered less secure than using a unique server certificate in each Cisco ISE node.
But cost and other operational factors outweigh the security risk.
Security devices such as Cisco Adaptive Security Appliance also support wildcard certificates.

You must be careful when deploying wildcard certificates. For example, if you create a certificate with

* company.local and an attacker is able to recover the private key, that attacker can spoof any server in the
company.local domain. Therefore, it is considered a best practice to partition the domain space to avoid this
type of compromise.

To address this possible issue and to limit the scope of use, wildcard certificates may also be used to secure
a specific subdomain of your organization. Add an asterisk (*) in the subdomain area of the common name
where you want to specify the wildcard.

For example, if you configure a wildcard certificate for *.ise.company.local, that certificate may be used to
secure any host whose DNS name ends in “.ise.company.local”, such as:

* psn.ise.company.local
» mydevices.ise.company.local

* sponsor.ise.company.local

Wildcard Certificate Compatibility

Wildcard certificates are usually created with the wildcard listed as the common name of the certificate subject.
Cisco ISE supports this type of construction. However, not all endpoint supplicants support the wildcard
character in the certificate subject.

All the Microsoft native supplicants that were tested (including Windows Mobile which is now discontinued)
do not support wildcard character in the certificate subject.

You can use another supplicant, such as Network Access Manager that might allow the use of wildcard
characters in the Subject field.

You can also use special wildcard certificates such as DigiCert's Wildcard Plus that is designed to work with
incompatible devices by including specific subdomains in the Subject Alternative Name of the certificate.

Although the Microsoft supplicant limitation appears to be a deterrent to using wildcard certificates, there are
alternative ways to create the wildcard certificate that allow it to work with all the devices tested for secure
access, including the Microsoft native supplicants.

To do this, instead of using the wildcard character in the Subject, you must use the wildcard character in the
Subject Alternative Name field instead. The Subject Alternative Name field maintains an extension that is
designed for checking the domain name (DNS name). See RFC 6125 and RFC 2128 for more information.
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Certificate Hierarchy

In the administration portal, view the certificate hierarchy or the certificate trust chain of all endpoint, system,
and trusted certificates. The certificate hierarchy includes the certificate, all the intermediate CA certificates,
and the root certificate. For example, when you choose to view a system certificate from the the administration
portal, the details of the corresponding system certificate are displayed. The certificate hierarchy is displayed
at the top of the certificate. Click a certificate in the hierarchy to view its details. The self-signed certificate
does not have any hierarchy or trust chain.

In the certificate listing windows, you will see one of the following icons in the Status column:
* Green icon: Indicates a valid certificate (valid trust chain).
* Red icon: Indicates an error (for example, trust certificate missing or expired).

* Yellow icon: Warns that a certificate is about to expire and prompts renewal.

System Certificates

Cisco ISE system certificates are server certificates that identify a Cisco ISE node to other nodes in the
deployment and to client applications. System certificates are:

* Used for inter-node communication in a Cisco ISE deployment. Check the Admin check box in the
Usage area of these certificates.

* Used by browser and REST clients who connect to Cisco ISE web portals. Check the Portal check box
in the Usage area of these certificates.

* Used to form the outer TLS tunnel with PEAP and EAP-FAST. Check the EAP Authentication check
box in the Usage area for mutual authentication with EAP-TLS, PEAP, and EAP-FAST.

* Used for RADIUS DTLS server authentication.

* Used to communicate with SAML identity providers. Check the SAML check box in the Usage area of
this certificate. If you choose the SAML option, you cannot use this certificate for any other service.

A SAML certificate is used by multiple Cisco ISE services such as Posture services and licensing
communication between Cisco ISE and the Cisco Smart Software Manager. If you delete the SAML
certificate from your Cisco ISE, the associated services are disrupted.

* Used to communicate with the pxGrid controller. Check the pxGrid check box in the Usage area of these
certificates.

Install valid system certificates on each node in your Cisco ISE deployment. By default, two self-signed
certificates and one signed by the internal Cisco ISE CA are created on a Cisco ISE node during installation
time:

* A self-signed server certificate designated for EAP, Admin, Portal, and RADIUS DTLS (it has a key
size of 2048 and is valid for one year).

* A self-signed SAML server certificate that can be used to secure communication with a SAML identity
provider (it has a key size of 2048 and is valid for one year).

* An internal Cisco ISE CA-signed server certificate that can be used to secure communication with pxGrid
clients (it has a key size of 4096 and is valid for one year).
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When you set up a deployment and register a secondary node, the certificate that is designated for pxGrid
controller is automatically replaced with a certificate that is signed by the primary node's CA. Thus, all pxGrid
certificates become part of the same PKI trust hierarchy.

\)

Note * When you export a wildcard system certificate to be imported into the other nodes (for inter-node
communication), ensure that you export the certificate and the private key, and specify an encryption
password. During import, you will need the certificate, private key, and encryption password.

* Cisco ISE supports the use of RSASSA-PSS algorithm only for trusted certificates and endpoint certificates
for EAP-TLS authentication. When you view the certificate, the signature algorithm is listed as
1.2.840.113549.1.1.10 instead of the algorithm name.

Cisco ISE does not support system certificates that use RSASSA-PSS as the signature algorithm. This
is applicable for the server certificate, root certificate, and intermediate CA certificate.

For supported key and cipher information for your release, see the appropriate version of the Cisco Identity
Services Engine Network Component Compatibility guide.

We recommend that you replace the self-signed certificate with a CA-signed certificate for greater security.
To obtain a CA-signed certificate, you must:

1. Create a Certificate-Signing Request and Submit it to a Certificate Authority, on page 167
2. Import a Root Certificate into the Trusted Certificate Store, on page 161

3. Bind a CA-Signed Certificate to a Certificate Signing Request, on page 167

ISE Community Resource

How To: Implement ISE Server-Side Certificates

Certificate Renewal on Cisco Identity Services Engine Configuration Guide

View System Certificates

The System Certificate window lists all the system certificates added to Cisco ISE.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 Choose Administration > System > Certificates > System Certificates.
Step 2 The following columns are displayed in the System Certificates window:

* Friendly Name: Name of the certificate.
» Usage: The services for which this certificate is used.

» Portal group tag: Applicable only for certificates that are designated for portal use. This field specifies which
certificate has to be used for portals.

* Issued To: Common Name of the certificate subject.
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Import a System Certificate .

* Issued By: Common Name of the certificate issuer
» Valid From: Date on which the certificate was created, also known as the "Not Before" certificate attribute.

» Valid To (Expiration): Expiration date of the certificate, also known as the "Not After" certificate attribute. The
following icons are displayed next to the expiration date:

* Green icon: Expiring in more than 90 days.
* Blue icon: Expiring in 90 days or less.

* Yellow icon: Expiring in 60 days or less.

* Orange icon: Expiring in 30 days or less.

* Red icon: Expired.

Import a System Certificate

Step 1
Step 2

Step 3
Step 4

You can import a system certificate for any Cisco ISE node from the administration portal.

\)

Note Changing the certificate of the admin role certificate on a primary PAN node restarts services on all other
nodes. The system restarts one node at a time, after the primary PAN restart is complete.

Before you begin

* Ensure that you have the system certificate and the private key file on the system that is running on the
client browser.

» If the system certificate that you import is signed by an external CA, import the relevant root CA and
intermediate CA certificates into the Trusted Certificates store (Administration > System > Certificates >
Trusted Certificates).

» [f the system certificate that you import contains basic constraints extension with the CA flag set to true,

ensure that the key usage extension is present, and the keyEncipherment bit or the keyAgreement bit or
both are set.

* To perform the following task, you must be a Super Admin or System Admin.

Choose Administration > System > Certificates > System Certificates.

Click Import.
The Import Server Certificate window is displayed.

Enter the values for the certificate that you are going to import.
Click Submit.

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



. System Certificate Import Settings

Basic Setup |

System Certificate Import Settings

Table 18: System Certificate Import Settings

Field Name

Description

Select Node

(Required) Choose the Cisco ISE node on which you want to import the system
certificate from the drop-down list.

Certificate File

(Required) Click Choose File and choose the certificate file from your local system.

Private Key File

(Required) Click Choose File and choose the private key file from your local system.

Password

(Required) Enter the password to decrypt the private key file.

Friendly Name

Enter a friendly name for the certificate. If you do not specify a name, Cisco ISE
automatically creates a name in the following format:

<common name> # <issuer> # <nnnnn> where <nnnnn> is a unique five-digit number.

Allow Wildcard
Certificates

Check this check box if you want to import a wildcard certificate. A wildcard certificate
uses a wildcard notation (an asterisk and period before the domain name). Wildcard
certificates are shared across multiple hosts in an organization.

If you check this check box, Cisco ISE imports this certificate to all the other nodes
in the deployment.

Validate Certificate
Extensions

Check this check box if you want Cisco ISE to validate the certificate extensions. If
you check this check box and the certificate that you import contains a basic constraints
extension with the CA flag set to true, ensure that the key usage extension is present.
The keyEncipherment bit or the keyAgreement bit, or both, must also be set.
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Field Name

Description

Usage

Choose the service for which this system certificate must be used:

« Admin: Server certificate used to secure communication with the administration
portal and between the Cisco ISE nodes in a deployment.

Note Changing the certificate of the admin role certificate on the primary
PAN restarts services on all other Cisco ISE nodes.

« EAP Authentication: Server certificate used for authentications that use the EAP
protocol for SSL or TLS tunneling.

« RADIUS DTLS: Server certificate used for RADIUS DTLS authentication.

* pxGrid: Client and server certificate to secure communication between the pxGrid
client and the server.

* ISE Messaging Service: Used by Syslog Over Cisco ISE Messaging feature,
which enables MnT WAN survivability for built-in UDP syslog collection targets
(LogCollector and LogCollector2).

* SAML.: Server certificate used to secure communication with the SAML identity
provider. A certificate that is designated for SAML use cannot be used for any
other service such as Admin, EAP authentication, and so on.

« Portal: Server certificate used to secure communication with all Cisco ISE web
portals

\}

Note If the certificate is generated by other third-party tools and not Cisco ISE, you cannot import the certificate

or its private key into Cisco ISE.

Related Topics

System Certificates, on page 145

View System Certificates, on page 146

Import a System Certificate, on page 147

Generate a Self-Signed Certificate

Add a new local certificate by generating a self-signed certificate. Cisco recommends that you only employ
self-signed certificates for your internal testing and evaluation needs. If you plan to deploy Cisco ISE in a
production environment, use CA-signed certificates whenever possible to ensure more uniform acceptance
around a production network.

)

Note Ifyou use a self-signed certificate and you want to change the hostname of your Cisco ISE node, log in to the
administration portal of the Cisco ISE node, delete the self-signed certificate that has the old hostname, and
generate a new self-signed certificate. Otherwise, Cisco ISE continues to use the self-signed certificate with

the old hostname.
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Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Self-Signed Certificate Settings

Table 19: Self-Signed Certificate Settings

Field Name Usage Guidelines

Select Node (Required) Choose the node for which you want to generate the system certificate from
the drop-down list.

Common Name (Required if you do not specify a SAN) By default, the common name is the FQDN

(CN) of the Cisco ISE node for which you are generating the self-signed certificate.
Organizational Organizational Unit name. For example, Engineering.
Unit (OU)

Organization (O) |Organization name. For example, Cisco.

City (L) (Do not abbreviate) City name. For example, San Jose.
State (ST) (Do not abbreviate) State name. For example, California.
Country (C) Country name. Enter the two-letter ISO country code. For example, US.

Subject Alternative | An IP address, DNS name, or Uniform Resource Identifier (URI) that is associated
Name (SAN) with the certificate.

Key Type The algorithm to be used for creating the public key, either RSA or ECDSA.

Key Length The bit size for the public key. Choose one of the following options from the drop-down
list for RSA:

* 512

* 1024
* 2048
* 4096

Choose one of the following options from the drop-down list for ECDSA:
* 256
* 384

Note RSA and ECDSA public keys might have different key lengths for the
same security level.

Choose 2048 if you plan to get a public CA-signed certificate or deploy Cisco ISE as
a FIPS-compliant policy management system.

. Cisco Identity Services Engine Administrator Guide, Release 2.6



| Basic Setup

Edit a System Certificate .

Field Name

Usage Guidelines

Digest to Sign With

Choose one of the following hashing algorithms from the drop-down list:
* SHA-1
* SHA-256

Certificate Policies

Enter the certificate policy OID or list of OIDs that the certificate should conform to.
Use a comma or space to separate the OIDs.

Expiration TTL

Specify the number of days after which the certificate expires. Choose the value from
the drop-down lists.

Friendly Name

Enter a friendly name for the certificate. If you do not specify a name, Cisco ISE
automatically creates a name in the format <common name> # <issuer> # <nnnnn>
where <nnnnn> is a unique five-digit number.

Allow Wildcard
Certificates

Check this check box if you want to generate a self-signed wildcard certificate. A
wildcard certificate uses a wildcard notation (an asterisk and period before the domain
name) and allows the certificate to be shared across multiple hosts in an organization.

Usage

Choose the service for which this system certificate must be used:

» Admin: Server certificate used to secure communication with the administration
portal and between the Cisco ISE nodes in a deployment.

« EAP Authentication: Server certificate used for authentications that use the EAP
protocol for SSL or TLS tunneling.

* RADIUS DTLS: Server certificate used for RADIUS DTLS authentication.

* pxGrid: Client and server certificate to secure communication between the pxGrid
client and the server.

* SAML: Server certificate used to secure communication with the SAML identity
provider. A certificate that is designated for SAML use cannot be used for any
other service such as Admin, EAP authentication, and so on.

« Portal: Server certificate used to secure communication with all Cisco ISE web
portals.

Related Topics

System Certificates, on page 145

View System Certificates, on page 146

Generate a Self-Signed Certificate, on page 149

Edit a System Certificate

Use this window to edit a system certificate and to renew a self-signed certificate. When you edit a wildcard
certificate, the changes are replicated to all the nodes in the deployment. If you delete a wildcard certificate,
that wildcard certificate is removed from all the nodes in the deployment.
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. Launching a BYOD Portal using Google Chrome 65

Step 1
Step 2
Step 3

Step 4

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Choose Administration > System > Certificates > System Certificates.
Check the check box next to the certificate that you want to edit, and click Edit.

To renew a self-signed certificate, check the Renewal Period check box and enter the expiration Time to Live (TTL) in
days, weeks, months, or years. Choose the required value from the drop-down lists.

Click Save.
If the Admin check box is checked, then the application server on the Cisco ISE node restarts. In addition, if the Cisco

ISE node is the PAN in a deployment, then the application server on all the other nodes in the deployment also restart.
The system restarts one node at a time, after the primary PAN restart has completed.

For information on troubleshooting, see Launching a BYOD Portal using Google Chrome 65, on page 152Configuring
Wireless BYOD setup using Mozilla Firefox 64, on page 152.

Launching a BYOD Portal using Google Chrome 65

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

When using Chrome 65 and above to launch Cisco ISE, it can cause BYOD portal or Guest portal to fail to
launch in the browser although the URL is redirected successfully. This is because of a new security feature
introduced by Google that requires all certificates to have a Subject Alternative Name field. For Cisco ISE
Release 2.4 and later, you must fill the Subject Alternative Name field.

To launch BYOD portal with Chrome 65 and above, follow the steps below:

Generate a new self-signed certificate from the Cisco ISE GUI by filling the Subject Alternative Name field. Both DNS
and IP Address must be filled.

Cisco ISE services restart.

Redirect the portal in Chrome browser.

From browser, View Certificate > Details > Copy the certificate by selecting base-64 encoded
Install the certificate in Trusted path.

Close the Chrome browser and try to redirect the portal.

Configuring Wireless BYOD setup using Mozilla Firefox 64

Step 1
Step 2
Step 3
Step 4

When configuring wireless BYOD setup for the browser Firefox 64 and later releases, with operating systems
Win RS4 or RS5, you may not be able to add Certificate Exception. This behaviour is expected in case of
fresh installs of Firefox 64 and later releases, and does not occur in case of upgrading to Firefox 64 and above
from a previous version. The following steps allow you to add certificate exception in this case:

Configure for BYOD flow single or dual PEAP or TLS.

Configure CP Policy with Windows ALL option.

Connect Dotl.x or MAB SSID in end client Windows RS4 or Windows RS5.
Type any URL in FF64 browser for redirection to Guest or BYOD portal.
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Step 5

Delete a System Certificate .

Click Add Exception > Unable to add certificate, and proceed with flow.

As a workaround, add the certificate manually for Firefox 64. In the Firefox 64 browser, choose Options > Privacy &
Settings > View Certificates > Servers > Add Exception.

Delete a System Certificate

Step 1
Step 2

Step 3

It is safe to delete system certificates that are tagged as Not in use in Administration > System >
Certificates > System Certificates.

Although you can delete multiple certificates from the System Certificates store at a time, you must have at
least one certificate to use for Admin and EAP authentication. Also, you cannot delete any certificate that is
in use for Admin, EAP Authentication, Portals, or pxGrid controller. However, you can delete the pxGrid
certificate when the service is disabled.

If you choose to delete a wildcard certificate, the certificate is removed from all the Cisco ISE nodes in the
deployment.

Administration > System > Certificates > System Certificates.

Check the check boxes next to the certificates that you want to delete, and click Delete.

A warning message is displayed.

Click Yes to delete the certificate.

Export a System Certificate

Step 1
Step 2
Step 3

Step 4
Step 5

You can export a system certificate or a certificate and its associated private key. If you export a certificate
and its private key for backup purposes, you can reimport them later if needed.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Administration > System > Certificates > System Certificates.

Check the check box next to the certificate that you want to export and click Export.

Choose whether to export only the certificate, or the certificate and its associated private key.

Tip

We do not recommend exporting the private key that is associated with a certificate because its value may
be exposed. If you must export a private key (for example, when you export a wildcard system certificate to
be imported into the other Cisco ISE nodes for inter-node communication), specify an encryption password
for the private key. You must specify this password while importing this certificate into another Cisco ISE
node to decrypt the private key.

Enter the password if you have chosen to export the private key. The password should be at least eight characters long.

Click Export to save the certificate to the file system that is running your client browser.
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If you export only the certificate, the certificate is stored in the PEM format. If you export both the certificate and private
key, the certificate is exported as a .zip file that contains the certificate in the PEM format and the encrypted private key
file.

Trusted Certificates Store

The Trusted Certificates store contains X.509 certificates that are used for trust and for Simple Certificate
Enrollment Protocol (SCEP).

X.509 certificates imported to Cisco ISE must be in PEM or Distinguished Encoding Rule format. Files
containing a certificate chain, a system certificate along with the sequence of trust certificates that sign it, are
imported, subject to certain restrictions.

When assigning public wildcard certificates to the guest portal and importing sub-CA with root-CA certificates,
the certificate chain is not sent until the Cisco ISE services restart.

The certificates in the Trusted Certificate store are managed on the primary PAN, and are replicated to every
node in the Cisco ISE deployment. Cisco ISE supports wildcard certificates.

Cisco ISE uses the trusted certificates for the following purposes:

* To verify client certificates used for authentication by endpoints, and by Cisco ISE administrators
accessing ISE-PICthe administration portal using certificate-based administrator authentication.

* To enable secure communication between Cisco ISE nodes in a deployment. The Trusted Certificates
store must contain the chain of CA certificates needed to establish trust with the system certificate on
each node in a deployment.

« If a self-signed certificate is used for the system certificate, the self-signed certificate from each
node must be placed in the Trusted Certificates store of the PAN.

* If a CA-signed certificate is used for the system certificate, the CA root certificate, and any
intermediate certificates in the trust chain, must be placed in the Trusted Certificates store of the
PAN.

* To enable Secure LDAP authentication, a certificate from the certificate store must be selected when
defining an LDAP identity source that will be accessed over SSL.

» To distribute to personal devices preparing to register in the network using the personal devices portals.
Cisco ISE implements the SCEP on PSNs to support personal device registration. A registering device
uses the SCEP protocol to request a client certificate from a PSN. The PSN contains a registration authority
(RA) that acts as an intermediary. The RA receives and validates the request from the registering device
and then forwards the request to an external CA or the internal Cisco ISE CA, which issues the client
certificate. The CA sends the certificate back to the RA, which returns it to the device.

Each SCEP CA used by Cisco ISE is defined by a SCEP RA profile. When a SCEP RA profile is created,
two certificates are automatically added to the Trusted Certificates store:

* A CA certificate (a self-signed certificate)

» An RA certificate (a Certificate Request Agent certificate), which is signed by the CA.
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Certificates in Trusted Certificates Store .

The SCEP protocol requires that these two certificates be provided by the RA to a registering device. By
placing these two certificates in the Trusted Certificates store, they are replicated to all PSN nodes for
use by the RA on those nodes.

\}

Note When a SCEP RA profile is removed, the associated CA chain is also removed
from the Trusted Certificates store. However, if the same certificates are referenced
by secure syslog, LDAP, system, or trust certificates, only the SCEP profile is

deleted.

ISE Community Resource
Install a Third-Party CA Certificate in ISE

Certificates in Trusted Certificates Store

The Trusted Certificate store is prepopulated with trusted certificates: manufacturing certificate, root certificate,
and other trusted certificates. The Root certificate (Cisco Root CA) signs the Manufacturing (Cisco CA
Manufacturing) certificate. These certificates are disabled by default. If you have Cisco IP phones as endpoints
in your deployment, enable the root and manufacturing certificates so the Cisco-signed client certificates for
the phones are authenticated.

List of Trusted Certificates

Table 20: Trusted Certificates Window Columns

Field Name

Usage Guidelines

Friendly Name

Displays the name of the certificate.

Status

This column displays Enabled or Disabled. If the certificate is disabled, Cisco ISE
will not use the certificate for establishing trust.

Trusted for

Displays one or more of the following services for which the certificate is used.

* Infrastructure
« Cisco Services

» Endpoints

Issued To

Displays the common name of the certificate subject.

Issued By

Displays the common name of the certificate issuer.

Valid From

Displays the date and time when the certificate was issued. This value is also known
as the “Not Before” certificate attribute.

Expiration Date

Displays the date and time when the certificate expires. This value is also known as
the “Not After” certificate attribute.
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. Trusted Certificate Naming Constraints

Field Name Usage Guidelines

Expiration Status | Provides information about the status of the certificate expiration. There are five icons
and categories of informational message that are displayed in this column:

» Green: Expiring in more than 90 days
* Blue: Expiring in 90 days or less

* Yellow: Expiring in 60 days or less

» Orange: Expiring in 30 days or less

* Red: Expired

Related Topics
Trusted Certificates Store, on page 154
View Trusted Certificates, on page 157
Change the Status of a Certificate in Trusted Certificates Store, on page 157
Add a Certificate to Trusted Certificates Store, on page 157

Trusted Certificate Naming Constraints

A trusted certificate in CTL may contain a name constraint extension. This extension defines a namespace
for values of all subject name and subject alternative name fields of subsequent certificates in a certificate
chain. Cisco ISE does not check constraints that are specified in a root certificate.

Cisco ISE supports the following name constraints:
* Directory name

The directory name constraint should be a prefix of the directory name in the subject or subject alternative
name field. For example:

* Correct subject prefix:
CA certificate name constraint: Permitted: O=Cisco

Client certificate subject: O=Cisco,CN=Salomon

* Incorrect subject prefix:
CA certificate name constraint: Permitted: O=Cisco

Client certificate subject: CN=Salomon,O=Cisco

* DNS

* Email

* URI (The URI constraint must start with a URI prefix such as http://, https://, ftp://, or 1dap://).
Cisco ISE does not support the following name constraints:

* [P Address

* OtherName
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When a trusted certificate contains a constraint that is not supported and the certificate that is being verified
does not contain the appropriate field, Cisco ISE rejects the certificate because it cannot verify unsupported
constraints.

The following is an example of the name constraints definition within the trusted certificate:

X509v3 Name Constraints: critical
Permitted:

othername:<unsupported>
email:.abcde.at
email:.abcde.be
email:.abcde.bg
email:.abcde.by
DNS:.dir
DirName: DC = dir, DC = emea

DirName: C = AT, ST = EMEA, L = AT, O = ABCDE Group, OU = Domestic
DirName: C = BG, ST = EMEA, L = BG, O = ABCDE Group, OU = Domestic
DirName: C = BE, ST = EMEA, L BN, O = ABCDE Group, OU = Domestic
DirName: C = CH, ST = EMEA, L = CH, O = ABCDE Group, OU = Service Z100
URI:.dir
IP:172.23.0.171/255.255.255.255

Excluded:
DNS:.dir
URI:.dir

An acceptable client certificate subject that matches the above definition is as follows:

Subject: DC=dir, DC=emea, OU=+DE, OU=0U-Administration, OU=Users, OU=X1,
CN=cwinwell

View Trusted Certificates

The Trusted Certificates window lists all the trusted certificates that are available in Cisco ISE. To view the
trusted certificates, you must be a Super Admin or System Admin.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 To view all the certificates, choose Administration > System > Certificates > Trusted Certificates. The Trusted
Certificates window displayed, listing all the trusted certificates.

Step 2 Check the check box of the trusted certificate and click Edit, View, Export, or Delete to perform the required task.

Change the Status of a Certificate in Trusted Certificates Store

The status of a certificate must be enabled so that Cisco ISE can use the certificate for establishing trust. When
a certificate is imported into the Trusted Certificates store, it is automatically enabled.

Add a Certificate to Trusted Certificates Store

The Trusted Certificate store window allows you to add CA certificates to Cisco ISE.
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. Edit a Trusted Certificate

Before you begin
* To perform the following task, you must be a Super Admin or System Admin.

* The certificate that you want to add must be in the file system of the computer where your browser is
running. The certificate must be in PEM or DER format.

* To use the certificate for Admin or EAP authentication, define the basic constraints in the certificate and
set the CA flag to true.

Edit a Trusted Certificate

After you add a certificate to the Trusted Certificates store, you can further edit it by using the Edit options.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 Administration > System > Certificates > Trusted Certificates.
Step 2 Check the check box next to the certificate that you want to edit, and click Edit.

Step 3 (Optional) Enter a name for the certificate in the Friendly Name field. If you do not specify a friendly name, a default
name is generated in the following format:

common-name#i ssuer#nnnnn
Step 4 Define the usage of the certificate by checking the necessary check boxes in the Trusted For area.

Step 5 (Optional) Enter a description for the certificate in the Description field.
Step 6 Click Save.

Trusted Certificate Settings

The following table describes the fields in the Edit window of a Trusted Certificate. Edit the CA certificate
attributes in this window. The navigation path for this page is Administration > System > Certificates >
Trusted Certificates. Check the check box for the Trusted Certificate you want to edit, and click Edit.

Table 21: Trusted Certificate Edit Settings

Field Name Usage Guidelines

Certificate Issuer

Friendly Name Enter a friendly name for the certificate. This is an optional field. If you do not enter
a friendly name, a default name is generated in the following format:

common-name#i ssuer#nnnnn

Status Choose Enabled or Disabled from the drop-down list. If the certificate is disabled,
Cisco ISE will not use the certificate for establishing trust.

Description (Optional) Enter a description.

Usage
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Trusted Certificate Settings .

Field Name Usage Guidelines

Trust for Check this check box if you want this certificate to verify server certificates (from
authentication other Cisco ISE nodes or LDAP servers).

within ISE

Trust for client
authentication and
Syslog

(Applicable only if you check the Trust for authentication within ISE check box)
Check the check box if you want this certificate to be used to:

* Authenticate endpoints that connect to Cisco ISE using the EAP protocol.

* Trust a Syslog server.

Trust for
certificate based
admin
authentication

You can check this check box only when Trust for client authentication and Syslog
is selected.

Check this check box to enable usage for certificate-based authentications for admin
access. Import the required certificate chains into the Trusted Certificate store.

Trust for
authentication of
Cisco Services

Check this check box if you want this certificate to be used to trust external Cisco
services such as the Feed Service.

Certificate Status
Validation

Cisco ISE supports two ways of checking the revocation status of a client or server
certificate that is issued by a particular CA. The first way is to validate the certificate
using the Online Certificate Status Protocol (OCSP), which makes a request to an
OCSP service maintained by the CA. The second way is to validate the certificate
against a CRL which is downloaded from the CA into Cisco ISE. Both of these methods
can be enabled, in which case OCSP is used first and only if a status determination
cannot be made then the CRL is used.

Validate Against
OCSP Service

Check the check box to validate the certificate against OCSP services. You must first
create an OCSP Service to be able to check this box.

Reject the request
if OCSP returns
UNKNOWN status

Check the check box to reject the request if certificate status is not determined by the
OCSP service. If you check this check box, an unknown status value that is returned
by the OCSP service causes Cisco ISE to reject the client or server certificate currently
being evaluated.

Reject the request
if OCSP Responder
is unreachable

Check the check box for Cisco ISE to reject the request if the OCSP Responder is not
reachable.

Download CRL

Check the check box for the Cisco ISE to download a CRL.

CRL Distribution
URL

Enter the URL to download the CRL from a CA. This field is automatically populated
if it is specified in the certificate authority certificate. The URL must begin with “http”,
“https”, or “ldap.”

Retrieve CRL

The CRL can be downloaded automatically or periodically. Configure the time interval
between downloads.

If download failed,
wait

Configure the time interval that Cisco ISE must wait Cisco ISE tries to download the
CRL again.
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Field Name Usage Guidelines

Bypass CRL Check this check box, for the client requests to be accepted before the CRL is received.
Verification if CRL | If you uncheck this check box, all client requests that use certificates signed by the
is not Received selected CA will be rejected until Cisco ISE receives the CRL file.

Ignore that CRL is | Check this check box if you want Cisco ISE to ignore the start date and expiration date
not yet valid or and continue to use the not yet active or expired CRL and permit or reject the EAP-TLS
expired authentications based on the contents of the CRL.

Uncheck this check box if you want Cisco ISE to check the CRL file for the start date
in the Effective Date field and the expiration date in the Next Update field. If the CRL
is not yet active or has expired, all authentications that use certificates signed by this
CA are rejected.

Related Topics
Trusted Certificates Store, on page 154
Edit a Trusted Certificate, on page 158

Delete a Trusted Certificate

You can delete trusted certificates that you no longer need. However, you must not delete Cisco ISE internal
CA certificates. Cisco ISE internal CA certificates can be deleted only when you replace the Cisco ISE root
certificate chain for the entire deployment.

Step 1 Choose Administration > System > Certificates > Trusted Certificates.
Step 2 Check the check boxes next to the certificates that you want to delete, and click Delete.

A warning message is displayed. To delete the Cisco ISE Internal CA certificates, click one of the following options:

* Delete: To delete the Cisco ISE internal CA certificates. All endpoint certificates that are signed by the Cisco ISE
internal CA become invalid and the endpoints cannot join the network. To allow the endpoints on the network again,
import the same Cisco ISE internal CA certificates into the Trusted Certificates store.

* Delete & Revoke: Deletes and revokes the Cisco ISE internal CA certificates. All endpoint certificates that are
signed by the Cisco ISE internal CA become invalid and the endpoints cannot get on to the network. This operation
cannot be undone. You must replace the Cisco ISE root certificate chain for the entire deployment.

Step 3 Click Yes to delete the certificate.

Export a Certificate from Trusted Certificates Store

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

\}

Note Ifyou export certificates from the internal CA and plan to use the exported certificates to restore from backup,
use the CLI command application configure ise. See Export Cisco ISE CA Certificates and Keys, on page
189.
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Step 1 Choose Administration > System > Certificates > Trusted Certificates.

Step 2 Check the check box next to the certificate that you want to export, and click Export. You can export only one certificate
at a time.

Step 3 The chosen certificate downloads in the PEM format into the file system that is running your client browser.

Import a Root Certificate into the Trusted Certificate Store

When you import the root CA and intermediate CA certificates, specify the services for which the trusted CA
certificates are to be used.

When you import an external root CA certificate, enable the Trust for certificate based admin authentication
usage option in Step 5 of the following task.

Before you begin

You must have the root certificate and other intermediate certificates from the CA that signed your certificate
signing requests and returned the digitally signed CA certificates.

Step 1 Choose Administration > System > Certificates > Trusted Certificates.
Step 2 Click Import.
Step 3 In the Import a new Certificate into the Certificate Store window, click Choose File to select the root CA certificate

that is signed and returned by your CA.
Step 4 Enter a Friendly Name.

If you do not enter a Friendly Name, Cisco ISE autopopulates this field with a name of the format
common-nameti ssuer#nnnnn, where NNNNN is a unique number. You can also edit the certificate later to change the
Friendly Name.

Step 5 Check the check boxes next to the services for which you want to use this trusted certificate.
Step 6 (Optional) In the Description field, enter a description for your certificate.
Step 7 Click Submit.

What to do next

Import the intermediate CA certificates into the Trusted Certificates store (if applicable).

Trusted Certificate Import Settings

Table 22: Trusted Certificate Import Settings

Field Name Description
Certificate File Click Browse to choose the certificate file from the computer that is running the
browser.
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Field Name Description

Friendly Name Enter a friendly name for the certificate. If you do not specify a name, Cisco ISE
automatically creates a name in the format <common name>#<issuer>#<nnnnn>,
where <nnnnn> is a unique five-digit number.

Trust for Check the check box if you want this certificate to be used to verify server certificates
authentication (from other ISE nodes or LDAP servers).
within ISE

Trust for client (Applicable only if you check the Trust for authentication within ISE check box) Check
authentication and | the check box if you want this certificate to be used to:

Syslog + Authenticate endpoints that connect to ISE using the EAP protocol
* Trust a Syslog server
Trust for Check this check box if you want this certificate to be used to trust external Cisco

authentication of |services such as the feed service.
Cisco Services

Validate Certificate | (Only if you check both the Trust for client authentication and Enable Validation of
Extensions Certificate Extensions options) Ensure that the “keyUsage” extension is present and
the “keyCertSign” bit is set, and that the basic constraints extension is present with
the CA flag set to true.

Description Enter an optional description.

Related Topics
Trusted Certificates Store, on page 154
Certificate Chain Import, on page 162
Import a Root Certificate into the Trusted Certificate Store, on page 161

Certificate Chain Import

You can import multiple certificates from a single file that contains a certificate chain received from a Certificate
store. All certificates in the file must be in the PEM format, and the certificates must be arranged in the
following order:

* The last certificate in the file must be the client or server certificate issued by the CA.

* All preceding certificates must be the root CA certificate plus any intermediate CA certificates in the
signing chain for the issued certificate.

Importing a certificate chain is a two-step process:

1. Import the certificate chain file into the Trusted Certificate store in the Cisco ISE administration portal.
This operation imports all certificates from the file except the last one into the Trusted Certificates store.

2. Import the certificate chain file using the Bind a CA-Signed Certificate operation. This operation imports
the last certificate from the file as a local certificate.

. Cisco Identity Services Engine Administrator Guide, Release 2.6



| Basic Setup
Install Trusted Certificates for Cisco ISE Inter Node Communication .

Install Trusted Certificates for Cisco ISE Inter Node Communication

When you set up the deployment, before you register a secondary node, you must populate the PAN's CTL
with appropriate CA certificates that are used to validate the Admin certificate of the secondary node. The
procedure to populate the CTL of the PAN is different for different scenarios:

» [f the secondary node is using a CA-signed certificate to communicate with the Cisco ISE administration
portal, you must import the CA-signed certificate of the secondary node, the relevant intermediate
certificates (if any), and the root CA certificate (of the CA that signed the secondary node's certificate)
into the CTL of the PAN.

* [fthe secondary node is using a self-signed certificate to communicate with the Cisco ISE administration
portal, you can import the self-signed certificate of the secondary node into the CTL of the PAN.

\}

Note * If you change the Admin certificate on a registered secondary node, you
must obtain appropriate CA certificates that can be used to validate the
secondary node’s Admin certificate and import it into the CTL of the PAN.

* If you use self-signed certificates to secure communication between a client
and PSN in a deployment, when BYOD users move from one location to
another, EAP-TLS user authentication fails. For such authentication requests
that have to be serviced between a few PSNs, you must secure
communication between the client and the PSN with an externally-signed
CA certificate or use wildcard certificates signed by an external CA.

Ensure that the certificate issued by the external CA has basic constraints defined and the CA flag is set to
true. To install CA-signed certificates for inter-node communication:

Step 1 Create a Certificate-Signing Request and Submit it to a Certificate Authority, on page 167
Step 2 Import a Root Certificate into the Trusted Certificate Store, on page 161
Step 3 Bind a CA-Signed Certificate to a Certificate Signing Request, on page 167

Default Trusted Certificates in Cisco ISE

The Trusted Certificates store (Administration > System > Certificates > Trusted Certificates) in Cisco
ISE includes some certificates that are available by default. These certificates are automatically imported into
the store to meet security requirements. However, it is not mandatory for you to use all of them. Unless
mentioned otherwise in the following table, you can use certificates of your choice instead of the ones that
are already available.
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Table 23: Default Trusted Certificates
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Trusted Certificate Name

Serial Number

Purpose of Certificate

Cisco ISE Releases with
Certificate

Baltimore CyberTrust
Root CA

02 00 00 B9

This certificate can serve
as the root CA certificate
in CA chains used by
cisco.com in some
geographies. The
certificate was also used
in ISE 2.4 posture/CP
update XML files when
they hosted at
https://s3.amazonaws.com.

Releases 2.4 and later.

DST Root CA X3
Certificate Authority

44 AF B0 80 D6 A3 27
BA 89303986 2E F§ 40
6B

This certificate can serve
as the root CA certificate
for the CA chain used by
cisco.com.

Releases 2.4 and later.

Thawte Primary Root
CA

34 4E D5 57 20 D5 ED
EC 49 F4 2F CE 37 DB
2B 6D

This certificate can serve
as the root CA certificate
for the CA chain used by
cisco.com and
perfigo.com.

Releases 2.4 and later.

VeriSign Class 3 Public
Primary Certification
Authority

18 DA D1 9E 26 7D E8
BB 4A 21 58 CD CC 6B
3B 4A

This certificate serves as
the root CA certificate for
VeriSign Class 3 Secure
Server CA-G3.

You must use this
certificate when
configuring profiler feed
services in Cisco ISE.

Releases 2.4 and later.

VeriSign Class 3 Secure
Server CA-G3

6E CC7TA A5 A703 20
09 B8 CE BC F4 E9 52
D491

This is an intermediate
CA certificate that expires
on February 7, 2020. You
do not need to renew this
certificate.

You can remove the
certificate by following
the task below.

Releases 2.4 and later.

Cisco CA
Manufacturing

6A 69 67 B3 00 00 00 00
00 03

This certificate may be
used by certain Cisco
devices connecting to
Cisco ISE. The certificate
is disabled by default.

Releases 2.4 and 2.6.
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Trusted Certificate Name

Serial Number

Purpose of Certificate

Cisco ISE Releases with
Certificate

Cisco Manufacturing
CA SHA2

02

This certificate can be
used in CA chains for
administrator
authentications, endpoint
authentications, and
deployment infrastructure
flows.

Releases 2.4 and later.

Cisco Root CA 2048

SFF8 7B 28 2B 54 DC
8D 42 A3 15B5 68 C9
AD FF

This certificate can be
used by certain Cisco
devices connecting to
Cisco ISE. The certificate
is disabled by default.

Releases 2.4 and later.

Cisco Root CA M2

01

This certificate can be
used in CA chains for
administrator
authentications, endpoint
authentications, and
deployment infrastructure
flows.

Releases 2.4 and later.

DigiCert Root CA

02 AC5C26 6A 0B 40
9B 8F 0B 79 F2 AE 46 25
77

You must use this
certificate for flows where
guest login with Facebook
is used.

Releases 2.4 and later.

DigiCert SHA2 High
Assurance Server CA

04 E1 E7 A4 DC 5C F2
F3 6D CO0 2B 42 B8 5D
15 9F

You must use this
certificate for flows where
guest login with Facebook
is used.

Releases 2.4 and later.

HydrantlD SSL ICA G2

751716 77 83 D043 7E

Trusted for Cisco

Releases 2.4 and 2.6.

B5 56 C3 57 94 6E 45 63 | services.
B8 EB D3 AC
QuoVadis Root CA 2 05 09 You must use this Releases 2.4 and later.
certificate in the profiler,
posture, and client
provisioning flows.
Cisco ECC Root CA 01 This certificate is part of |Release 2.6.
the Cisco Trust root store
bundle that is used in
Cisco ISE.
Cisco Licensing Root 01 This certificate is part of |Releases 2.6 and later.

CA

the Cisco Trust root store
bundle that is used in
Cisco ISE.
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Trusted Certificate Name | Serial Number Purpose of Certificate Cisco ISE Releases with
Certificate

Cisco Root CA 2099 01 9A 33 58 78 CE 16 C1 | This certificate is part of |Releases 2.6 and later.

Cl the Cisco Trust root store
bundle that is used in
Cisco ISE.
Cisco Root CA M1 2E D2 OE 73 47 D3 33 83 | This certificate is part of | Releases 2.6 and later.
4B 4F DD 0D D7 B6 96 |the Cisco Trust Root Store
7E bundle used in Cisco ISE.
Cisco RXC-R2 01 This certificate is part of | Releases 2.6 and later.

the Cisco Trust root store
bundle that is used in
Cisco ISE.

DigiCert Global Root |08 3B E0 56 90 42 46 B1 | This certificate is part of |Releases 2.6 and later.
CA A1756A C95991C7 |the Cisco Trust root store
4A bundle that is used in
Cisco ISE.

Cisco ECC Root CA 03 This certificate is part of | Releases 2.6 and later.
2099 the Cisco Trust root store
bundle that is used in
Cisco ISE.

Remove a Default Trusted Certificate from Cisco ISE

 Export the certificate that you wish to delete and save it so that it can be imported again if needed.

Check the check box against the certificate you wish to export, and click Export on the menu bar above.
The key chain downloads to your system.

* Delete the certificate. Check the check box against the certificate you wish to delete, and click Delete
on the menu bar above. You will not be allowed to delete the certificate if it is being used by any CA
chain, Secure Syslog, or secure LDAP.

» Make the necessary configuration changes to remove the certificate from the CA chains, Secure Syslogs,
and syslogs it is part of. Then, delete the certificate.

* After you delete the certificate, check that the related services (refer to the purpose of the certificate) are
working as expected.

Certificate-Signing Requests
For a CA to issue a signed certificate, you must create a certificate signing request and submit it to the CA.

The list of certificate-signing requests that you have created is available in the Certificate-Signing Requests
window. ChooseAdministration > System > Certificates > Certificate-Signing Requests. To obtain
signatures from a CA, you must export the certificate-signing request and then send the certificates to the CA.
The CA signs and returns your certificates.
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Create a Certificate-Signing Request and Submit it to a Certificate Authority .

You can manage the certificates centrally from the Cisco ISE administration portal. You can create
certificate-signing requests for all the nodes in your deployment and export them. Then, you should submit
the certificate-signing requests to a CA, obtain the signed certificates from the CA, import the root and
intermediary CA certificates given by the CA into the Trusted Certificates store, and bind the CA-signed
certificates to the certificate-signing requests.

Create a Certificate-Signing Request and Submit it to a Certificate Authority

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

You can generate a certificate-signing request to obtain a CA-signed certificate for the nodes in your
deployment. You can generate the certificate-signing request for a specific node in the deployment or for all
the nodes in your deployment.

Choose Administration > System > Certificates > Certificate-Signing Requests.

Click Generate Certificate-Signing Requests (CSR) to generate the certificate-signing request.

Enter the values for generating a certificate-signing request. See Trusted Certificate Settings, on page 158 for information
on each of the fields in the window displayed.

(Optional) Check the check box of the signing request that you want to download and and click Export to download the
request.

Copy all the text from “-----BEGIN CERTIFICATE REQUEST-----" through “-----END CERTIFICATE
REQUEST-----.” and paste the contents of the request in the certificate request of the chosen CA.

Download the signed certificate.

Some CAs might email the signed certificate to you. The signed certificate is in the form of a .zip file that contains the
newly issued certificate and the public signing certificates of the CA that you must add to the Cisco ISE trusted certificates
store. The digitally-signed CA certificate, root CA certificate, and other intermediate CA certificate (if applicable) can
be downloaded to the local system running your client browser.

Bind a CA-Signed Certificate to a Certificate Signing Request

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

After the CA returns the digitally signed certificate, you must bind it to the certificate-signing request. You
can perform the bind operation for all the nodes in your deployment, from the Cisco ISE administration portal.

Before you begin

* You must have the digitally signed certificate, and the relevant root intermediate CA certificates sent by
the CA.

* Import the relevant root and intermediate CA certificates to the Trusted Certificates store
(Administration > System > Certificates > Trusted Certificates).

Choose Administration > System > Certificates > Certificate-Signing Requests.

Check the check box next to the certificate signing request you must bind with the CA-signed certificate.
Click Bind Certificate.

In the Bind CA Signed Certificate window displayed, click Choose File to choose the CA-signed certificate.
Enter a value in the Friendly Name field.

Check the Validate Certificate Extensions check box if you want Cisco ISE to validate certificate extensions.

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



Basic Setup |

. Export a Certificate-Signing Request

Step 7

Step 8

If you enable the Validate Certificate Extensions option, and the certificate that you import contains a basic constraints
extension with the CA flag set to True, ensure that the key usage extension is present, and that the keyEncipherment bit
or the keyAgreement bit, or both, are also set.

Note Cisco ISE requires EAP-TLS client certificates to have digital signature key usage extension.

(Optional) Check the services for which this certificate will be used in the Usage area.

This information is autopopulated if you have enabled the Usage option while generating the certificate signing request.
You can also choose to edit the certificate at a later time to specify the usage.

Changing the Admin usage certificate on a primary PAN restarts the services on all the other nodes. The system restarts
one node at a time, after the primary PAN restarts.

Click Submit to bind the certificate-signing request with the CA-signed certificate.

If this certificate is marked for Cisco ISE internode communication usage, the application server on the Cisco ISE node
restarts.

Repeat this process to bind the certificate-signing request with the CA-signed certificate on the other nodes in the
deployment.

What to do next

Import a Root Certificate into the Trusted Certificate Store, on page 161

Export a Certificate-Signing Request

Step 1
Step 2
Step 3

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Choose Administration > System > Certificates > Certificate-Signing Requests.
Check the check box next to the certificates that you want to export, and click Export.

The certificate-signing request is downloaded to your local file system.

Certificate-Signing Request Settings

Cisco ISE allows you to generate certificate-signing requests for all the nodes in your deployment from the
administration portal in a single request. Also, you can choose to generate the certificate signing request for
a single node or multiple both nodes in the deployment. If you choose to generate a certificate signing request
for a single node, ISE automatically substitutes the Fully Qualified Domain Name (FQDN) of that particular
node in the CN field of the certificate subject. If you enter a domain name other than the FQDN of that node
in the CN field, Cisco ISE rejects authentication with that certificate. If you choose to include an entry in the
Subject Alternative Name (SAN) field of the certificate, you must enter the FQDN of the ISE node in addition
to other SAN attributes. If necessary, you can also add additional FQDNSs in the SAN field. If you choose to
generate certificate signing requests for all the nodes in your deployment, check the Allow Wildcard Certificates
check box and enter the wildcard FQDN notation in the SAN field (DNS name), for example,
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* amer.example.com. If you plan to use the certificate for EAP Authentication, do not enter the wildcard value
in the CN= field.

With the use of wildcard certificates, you no longer have to generate a unique certificate for each Cisco ISE
node. Also, you no longer have to populate the SAN field with multiple FQDN values to prevent certificate
warnings. Using an asterisk (*) in the SAN field allows you to share a single certificate across multiple both
nodes in a deployment and helps prevent certificate name mismatch warnings. However, use of wildcard
certificates is considered less secure than assigning a unique server certificate for each Cisco ISE node.
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Table 24: Certificate-Signing Request Settings
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Field

Usage Guidelines

Certificate(s) will
be used for
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Field

Usage Guidelines

Choose the service for which you are going to use the certificate:
Cisco ISE Identity Certificates

» Multi-Use: Used for multiple services (Admin, EAP-TLS Authentication, pxGrid,
and Portal). Multi-use certificates use both client and server key usages. The
certificate template on the signing CA is often called a Computer or Machine
certificate template. This template has the following properties:

» Key Usage: Digital Signature (Signing)

» Extended Key Usage: TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)
and TLS Web Client Authentication (1.3.6.1.5.5.7.3.2)

« Admin: Used for server authentication (to secure communication with the Admin
portal and between ISE nodes in a deployment). The certificate template on the
signing CA is often called a Web Server certificate template. This template has
the following properties:

» Key Usage: Digital Signature (Signing)
 Extended Key Usage: TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)

» EAP Authentication: Used for server authentication. The certificate template on
the signing CA is often called a Computer or Machine certificate template. This
template has the following properties:

» Key Usage: Digital Signature (Signing)
 Extended Key Usage: TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)

Note Digital signature key usage is required for EAP-TLS client
certificates.

* RADIUS DTLS: Used for RADIUS DTLS server authentication. This template
has the following properties:

» Key Usage: Digital Signature (Signing)
 Extended Key Usage: TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)

« Portal: Used for server authentication (to secure communication with all ISE
web portals). The certificate template on the signing CA is often called a Computer
or Machine certificate template. This template has the following properties:

» Key Usage: Digital Signature (Signing)
» Extended Key Usage: TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)

* pxGrid: Used for both client and server authentication (to secure communication
between the pxGrid client and server). The certificate template on the signing CA
is often called a Computer or Machine certificate template. This template has the
following properties:

» Key Usage: Digital Signature (Signing)
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Field

Usage Guidelines

 Extended Key Usage: TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)
and TLS Web Client Authentication (1.3.6.1.5.5.7.3.2)

* SAML.: Server certificate used to secure communication with the SAML Identity
Provider (IdP). A certificate designated for SAML use cannot be used for any
other service such as Admin, EAP authentication, and so on.

» Key Usage: Digital Signature (Signing)
 Extended Key Usage: TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)

Note We recommend that you do not use a certificate that contains the value
0f2.5.29.37.0 for the Any Purpose object identifier in the Extended Key
Usage attribute. If you use a certificate that contains the value of
2.5.29.37.0 for the Any Purpose object identifier in the Extended Key
Usage attribute, the certificate is considered invalid and the following
error message is displayed:

source=local ; type=fatal ; message="unsupported certificate"

Cisco ISE Certificate Authority Certificates

* ISE Root CA: (Applicable only for the internal CA service ) Used for regenerating
the entire internal CA certificate chain including the root CA on the Primary PAN
and subordinate CAs on the PSNss.

* ISE Intermediate CA: (Applicable only for the internal CA service when ISE
acts as an intermediate CA of an external PKI) Used to generate an intermediate
CA certificate on the Primary PAN and subordinate CA certificates on the PSNs.
The certificate template on the signing CA is often called a Subordinate Certificate
Authority. This template has the following properties:

« Basic Constraints: Critical, Is a Certificate Authority
» Key Usage: Certificate Signing, Digital Signature
« Extended Key Usage: OCSP Signing (1.3.6.1.5.5.7.3.9)
* Renew ISE OCSP Responder Certificates: (Applicable only for the internal
CA service) Used to renew the ISE OCSP responder certificate for the entire

deployment (and is not a certificate signing request). For security reasons, we
recommend that you renew the ISE OCSP responder certificates every six months.

Allow Wildcard
Certificates

Check this check box to use a wildcard character (*) in the CN and/or the DNS name
in the SAN field of the certificate. If you check this check box, all the nodes in the
deployment are selected automatically. You must use the asterisk (*) wildcard character
in the left-most label position. If you use wildcard certificates, we recommend that
you partition your domain space for greater security. For example, instead of

* example.com, you can partition it as *.amer.example.com. If you do not partition
your domain, it might lead to security issues.
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Field

Usage Guidelines

Generate CSRs for
these Nodes

Check the check boxes next to the nodes for which you want to generate the certificate.
To generate a CSR for select nodes in the deployment, you must uncheck the Allow
Wildcard Certificates option.

Common Name
(CN)

By default, the common name is the FQDN of the ISE node for which you are
generating the certificate signing request. SFQDNS denotes the FQDN of the ISE node.
When you generate certificate signing requests for multiple nodes in the deployment,
the Common Name field in the certificate signing requests is replaced with the FQDN
of the respective ISE nodes.

Organizational
Unit (OU)

Organizational Unit name. For example, Engineering.

Organization (O)

Organization name. For example, Cisco.

City (L)

(Do not abbreviate) City name. For example, San Jose.

State (ST)

(Do not abbreviate) State name. For example, California.

Country (C)

Country name. You must enter the two-letter ISO country code. For example, US.

Subject Alternative
Name (SAN)

An IP address, DNS name, Uniform Resource Identifier (URI), or Directory Name
that is associated with the certificate.

* DNS Name: If you choose the DNS name, enter the fully qualified domain name
of the ISE node. If you have enabled the Allow Wildcard Certificates option,
specify the wildcard notation (an asterisk and a period before the domain name).
For example, *.amer.example.com.

» |P Address: IP address of the ISE node to be associated with the certificate.

* Uniform Resource Identifier: A URI that you want to associate with the
certificate.

+ Directory Name: A string representation of distinguished name(s) (DNs) defined
per RFC 2253. Use a comma (,) to separate the DNs. For “dnQualifier” RDN,
escape the comma and use backslash-comma “\,” as separator. For example,
CN=AAA,dnQualifier=O=Example\,DC=COM,C=IL

Key Type

Specify the algorithm to be used for creating the public key: RSA or ECDSA.
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Field

Usage Guidelines

Key Length

Specify the bit size for the public key.
The following options are available for RSA:
* 512

« 1024
* 2048
* 4096

The following options are available for ECDSA:
* 256

* 384

Note RSA and ECDSA public keys might have different key length for the
same security level.

Choose 2048 or greater if you plan to get a public CA-signed certificate or deploy
Cisco ISE as a FIPS-compliant policy management system.

Digest to Sign With

Choose one of the following hashing algorithm: SHA-1 or SHA-256.

Certificate Policies

Enter the certificate policy OID or list of OIDs that the certificate should conform to.
Use comma or space to separate the OIDs.

Related Topics

Certificate-Signing Requests, on page 166

Create a Certificate-Signing Request and Submit it to a Certificate Authority, on page 167

Bind a CA-Signed Certificate to a Certificate Signing Request, on page 167

Set Up Certificates for Portal Use

With multiple PSNs in a deployment that can service a web portal request, Cisco ISE needs a unique identifier
to identify the certificate that must be used for portal communication. When you add or import certificates
that are designated for portal use, define a certificate group tag and associate it with the corresponding certificate
on each node in your deployment. Associate this certificate group tag to the corresponding end-user portals
(guest, sponsor, and personal devices portals). This certificate group tag is the unique identifier that helps
Cisco ISE identify the certificate that must be used when communicating with each of these portals. You can
only designate one certificate from each node for each of the portals.

\}

Note Cisco ISE presents the Portal certificate on TCP port 8443 (or the port that you have configured for portal

use).

Step 1 Create a Certificate-Signing Request and Submit it to a Certificate Authority, on page 167.
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Step 2
Step 3

Reassign Default Portal Certificate Group Tag to CA-Signed Certificate .

You must choose a Certificate Group Tag that you have already defined or create a new one for the portal. For example,
mydevicesportal.

Import a Root Certificate into the Trusted Certificate Store, on page 161.
Bind a CA-Signed Certificate to a Certificate Signing Request, on page 167.

Reassign Default Portal Certificate Group Tag to CA-Signed Certificate

Step 1

Step 2

Step 3
Step 4

Step 5

By default, all Cisco ISE portals use the self-signed certificate. If you want to use a CA-signed certificate for
portals, you can assign the default portal certificate group tag to a CA-signed certificate. You can use an
existing CA-signed certificate or generate a CSR and obtain a new CA-signed certificate for portal use. You
can reassign any portal group tag from one certificate to another.

The following procedure describes how to reassign the default portal certificate group tag to a CA-signed
certificate.

Choose Administration > System > Certificates > System Certificates.

Hover the mouse over the i icon next to the Default Portal Certificate Group tag to view the list of portals that use this
tag. You can also view the ISE nodes in the deployment that have portal certificates which are assigned this tag.

Check the check box next to the CA-signed certificate that you want to use for portals, and click Edit.

Be sure to choose a CA-signed certificate that is not in use by any of the portals.

Under the Usage area, check the Portal check box and choose the Default Portal Certificate Group Tag.
Click Save.

A warning message appears.

Click Yes to reassign the default portal certificate group tag to the CA-signed certificate.

Associate Portal Certificate Tag Before You Register a Node

Step 1

Step 2
Step 3

If you use the "Default Portal Certificate Group" tag for all the portals in your deployment, before you register
a new ISE node, ensure that you import the relevant CA-signed certificate, choose "Portal" as a service, and
associate the "Default Portal Certificate Group" tag with this certificate.

When you add a new node to a deployment, the default self-signed certificate is associated with the "Default
Portal Certificate Group" tag and the portals are configured to use this tag.

After you register a new node, you cannot change the Certificate Group tag association. Therefore, before
you register the node to the deployment, you must do the following:

Create a self-signed certificate, choose "Portal" as a service, and assign a different certificate group tag (for example,
tempportaltag).

Change the portal configuration to use the newly created certificate group tag (tempportaltag).
Edit the default self-signed certificate and remove the Portal role.

This option removes the Default Portal Certificate Group tag association with the default self-signed certificate.
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. User and Endpoint Certificate Renewal

Step 4

Step 5

Do one of the following:

Option Description
Generate a CSR When you generate the CSR:
a. Choose "Portal" as a service for which you will use this certificate and associate
the "Default Portal Certificate Group" tag.
b. Send the CSR to a CA and obtain the signed certificate.
c. Import the root and any other intermediate certificates of the CA that signed your
certificate in to the Trusted Certificates store.
d. Bind the CA-signed certificate with the CSR.
Import the private key and the | When you import the CA-signed certificate:

CA-signed certificate

a. Choose "Portal" as a service for which you will use this certificate and associate
the "Default Portal Certificate Group" tag.

b. Import the root and any other intermediate certificates of the CA that signed your
certificate in to the Trusted Certificates store.

Edit an existing CA-signed When you edit the existing CA-signed certificate:

certificate.

Choose "Portal" as a service for which you will use this certificate and associate the
"Default Portal Certificate Group" tag.

Register the ISE node to the deployment.
The portal configuration in the deployment is configured to the "Default Portal Certificate Group" tag and the portals are

configured

to use the CA-signed certificate associated with the "Default Portal Certificate Group" tag on the new node.

User and Endpoint Certificate Renewal

By default, Cisco ISE rejects a request that comes from a device whose certificate has expired. However, you
can change this default behavior and configure ISE to process such requests and prompt the user to renew the
certificate.

If you choose to allow the user to renew the certificate, Cisco recommends that you configure an authorization
policy rule which checks if the certificate has been renewed before processing the request any further. Processing
a request from a device whose certificate has expired may pose a potential security threat. Hence, you must
configure appropriate authorization profiles and rules to ensure that your organization’s security is not
compromised.

Some devices allow you to renew the certificates before and after their expiry. But on Windows devices, you
can renew the certificates only before it expires. Apple i0S, Mac OSX, and Android devices allow you to
renew the certificates before or after their expiry.

Dictionary Attributes Used in Policy Conditions for Certificate Renewal

Cisco ISE certificate dictionary contains the following attributes that are used in policy conditions to allow a
user to renew the certificate:
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Authorization Policy Condition for Certificate Renewal .

* Days to Expiry: This attribute provides the number of days for which the certificate is valid. You can
use this attribute to create a condition that can be used in authorization policy. This attribute can take a
value from 0 to 15. A value of 0 indicates that the certificate has already expired. A value of 1 indicates
that the certificate has less than 1 day before it expires.

» Is Expired: This Boolean attribute indicates whether a certificate has expired or not. If you want to allow
certificate renewal only when the certificate is near expiry and not after it has expired, use this attribute
in authorization policy condition.

Authorization Policy Condition for Certificate Renewal

You can use the CertRenewalRequired simple condition (available by default) in authorization policy to ensure
that a certificate (expired or about to expire) is renewed before Cisco ISE processes the request further.

CWA Redirect to a Renew Certificate

If a user certificate is revoked before its expiry, Cisco ISE checks the CRL published by the CA and rejects
the authentication request. In case, if a revoked certificate has expired, the CA may not publish this certificate
in its CRL. In this scenario, it is possible for Cisco ISE to renew a certificate that has been revoked. To avoid
this, before you renew a certificate, ensure that the request gets redirected to Central Web Authentication
(CWA) for a full authentication. You must create an authorization profile to redirect the user for CWA.

Configure Cisco ISE to Allow Users to a Renew Certificate

Step 1
Step 2
Step 3
Step 4

You must complete the tasks listed in this procedure to configure Cisco ISE to allow users to renew certificates.

Before you begin

Configure a limited access ACL on the WLC to redirect a CWA request.

Update the Allowed Protocol Configuration, on page 177

Create an Authorization Policy Profile for CWA Redirection, on page 178
Create an Authorization Policy Rule to Renew a Certificate, on page 178
Enable BYOD Settings in Guest Portal, on page 179

Update the Allowed Protocol Configuration

Step 1
Step 2

Step 3

Choose Policy > Policy Elements > Results > Authentication > Allowed Protocols > Default Network Access.

Check the Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy check
box under the EAP-TLS protocol and EAP-TLS inner methods for PEAP and EAP-FAST protocols.

Requests that use the EAP-TLS protocol will go through the NSP flow.

For PEAP and EAP-FAST protocols, you must manually install and configure Cisco AnyConnect for Cisco ISE to process
the request.

Click Submit.
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. Create an Authorization Policy Profile for CWA Redirection

What to do next

Create an Authorization Policy Profile for CWA Redirection, on page 178

Create an Authorization Policy Profile for CWA Redirection

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Before you begin

Ensure that you have configured a limited access ACL on the WLC.

Choose Policy > Policy Elements > Results > Authorization > Authorization Profiles.

Click Add.

Enter a name for the authorization profile. For example, CertRenewal CWA.

Check the Web Redirection (CWA, DRW, MDM, NSP, CPP) check box in the Common Tasks area.
Choose Centralized Web Auth from the drop-down list and the limited access ACL.

Check the Display Certificates Renewal Message check box.

The URL-redirect attribute value changes and includes the number of days for which the certificate is valid.

Click Submit.

What to do next

Create an Authorization Policy Rule to Renew a Certificate, on page 178

Create an Authorization Policy Rule to Renew a Certificate

Step 1
Step 2
Step 3
Step 4

Step 5

Before you begin
Ensure that you have created an authorization profile for central web authentication redirection.

Enable Policy Sets on Administration > System > Settings > Policy Settings.

Choose Work Centers > Device Administration > Policy Sets.
Click Create Above.

Enter a name for the new rule.

Choose the following simple condition and result:

If CertRenewalRequired EQUALS True, then choose the authorization profile that you created earlier (CertRenewal CWA)
for the permission.

Click Save.
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Note * Cisco ISE will allow you to load a maximum of 50 authorization policies at a time and there will be a
delay of about 10 seconds to load the next set of policies.

* When you search for a particular authorization policy from the list of policies created. The policy name
given in the search bar will be highlighted among the list of policies below but not filtered.

What to do next

When you access the corporate network with a device whose certificate has expired, click Renew to reconfigure
your device.

Enable BYOD Settings in Guest Portal

Step 1

Step 2
Step 3

For a user to be able to renew a personal device certificate, you must enable the BYOD settings in the chosen
guest portal.

Choose Work Centers > Guest Access > Portals & Components > Guest Portals.
a) Select the chosen CWA portal and click Edit.

From BYOD Settings, check the Allow employees to use personal devices on the network check box.
Click Save.

Certificate Renewal Fails for Apple i0S Devices

When you use ISE to renew the endpoint certificates on Apple iOS devices, you might see a “Profiled Failed
to Install” error message. This error message appears if the expiring or expired network profiles were signed
by a different Admin HTTPS certificate than the one that is used in processing the renewal, either on the same
Policy Service Node (PSN) or on another PSN.

As a workaround, use a multi-domain SSL certificate, which is commonly referred to as Unified
Communications Certificate (UCC), or a wildcard certificate for Admin HTTPS on all PSNs in the deployment.

Certificate Periodic Check Settings

Cisco ISE checks the Certificate Revocation Lists (CRL) periodically. Using this window, you can configure
Cisco ISE to check ongoing sessions against CRLs that are downloaded automatically. You can specify the
time of the day when the OCSP or CRL checks should begin each day and the time interval in hours that Cisco
ISE waits before checking the OCSP server or CRLs again.

Table 25: Certificate Periodic Check Settings

Field Name Usage Guidelines

Certificate Check Settings
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. Extract a Certificate and Private Key from a .pfx File

Field Name Usage Guidelines

Check ongoing Check this check box if you want Cisco ISE to check ongoing sessions against CRLs
sessions against that are automatically downloaded.

automatically
retrieved CRL

CRL/OCSP Periodic Certificate Checks

First check at Specify the time of the day when the CRL or OCSP check should begin each day.
Enter a value between 00:00 and 23:59 hours.

Check every Specify the time interval in hours that Cisco ISE waits before checking the CRL or
OCSP server again.

Related Topics
OCSP Services, on page 208
Add OCSP Client Profiles, on page 210

Extract a Certificate and Private Key from a .pfx File

Step 1
Step 2
Step 3

Step 4

Step 5

Cisco ISE does not allow import of certificates in .pfx format. Hence, if the certificate intended for import is
in the .pfx format, you must convert it to .pem or .key file formats before import.

Before you begin

Ensure that OpenSSL is installed in the server that contains the SSL certificate.

Start OpenSSL from the OpenSSL\bin folder.

Open the command prompt and go to the folder that contains your .pfx file.

Run the following command to extract the private key in .pem format: openssl pkcsl12 -in certname.pfx -nocerts -out
key.pem -nodes

You will be prompted to type the import password. Type the password that you used to protect your keypair when you
created the .pfx file. You will be prompted again to provide a new password to protect the .pem file that you are creating.
Store the password to your key file in a secure place to avoid misuse.

Run the following command to extract the certificate in .pem format: openssl pkcs12 -in certname.pfx -nokeys -out
cert.pem

Run the following command to decrypt the private key: openssl rsa -in key.pem -out server.key
Type the pasword that you created to protect the private key file in the previous step.
The .pem file and the decrypted and the encrypted .key files are available in the path, where you started OpenSSL.
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Cisco ISE CA Service

Certificates can be self-signed or digitally signed by an external Certificate Authority (CA). The Cisco ISE
Internal Certificate Authority (ISE CA) issues and manages digital certificates for endpoints from a centralized
console to allow employees to use their personal devices on the company's network. A CA-signed digital
certificate is considered industry standard and more secure. The Primary PAN is the Root CA. The Policy
Service Nodes (PSNs) are subordinate CAs to the Primary PAN (SCEP RA). The ISE CA offers the following
functionalities:

* Certificate Issuance: Validates and signs Certificate Signing Requests (CSRs) for endpoints that connect
to your network.

» Key Management: Generates and securely stores keys and certificates on both PAN and PSN nodes.
» Certificate Storage: Stores certificates issued to users and devices.

* Online Certificate Status Protocol (OCSP) Support: Provides an OCSP responder to check for the validity
of certificates.

When a CA Service is disabled on the primary administrative node, the CA service is still seen as running on
the secondary administration node's CLI. Ideally, the CA service should be seen as disabled. This is a known
Cisco ISE issue.

Cisco ISE CA Certificates Provisioned on Administration and Policy Service
Nodes

After installation, a Cisco ISE node is provisioned with a Root CA certificate, and a Node CA certificate to
manage certificates for endpoints.

Figure 11: Cisco ISE CA Certificates Provisioned on a Standalone Node

Standalone Node

ROOT CA

- ——

NODE CA
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. Cisco ISE CA Chain Regeneration

When you set up a deployment, the node that you designate as the Primary Administration Node (PAN)
becomes the Root CA. The PAN has a Root CA certificate and a Node CA certificate that is signed by the
Root CA.

When you register a Secondary Administration Node to the PAN, a Node CA certificate is generated and is
signed by the Root CA on the Primary Administration Node.

Any Policy Service Node (PSN) that you register with the PAN is provisioned an Endpoint CA and an OCSP
certificate signed by the Node CA of the PAN. The Policy Service Nodes (PSNs) are subordinate CAs to the

PAN. When you use the ISE CA, the Endpoint CA on the PSN issues the certificates to the endpoints that
access your network.

Figure 12: Cisco ISE CA Certificates Provisioned on Administration and Policy Service Nodes in a Deployment
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Cisco ISE CA Chain Regeneration

When you regenerate the Cisco ISE CA chain, all the certificates including the Root CA, Node CA, and
Endpoint CA certificates are regenerated. You must regenerate the ISE CA chain when you change the domain
name or hostname of your PAN or PSN.

When you regenerate a system certificate, whether root CA or an intermediate CA certificate, ISE Messaging
Service restarts to load the new certificate chain. Audit logs will be lost until the ISE Messaging Service is
available again.

)

Note

Whenever the Cisco ISE internal CA is replaced in a deployment, then the ISE messaging service must also
be refreshed at that time to retrieve the complete certificate chain.

When you regenerate the Cisco ISE internal CA chain, the Valid From field of all the certificates in the chain
will display the date one day previous to the day of regeneration.

If there is a change in domain or host name and if the root CA chain is regenerated, all the certificates including
the system certificates will get updated with the new domain or host name except the SAML certificate. The
SAML certificate has to be regenerated separately.
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Elliptical Curve Cryptography Certificates Support

Cisco ISE CA service supports certificates that are based on Elliptical Curve Cryptography (ECC) algorithms.
ECC offers more security and better performance than other cryptographic algorithms even when using a
much smaller key size.

The following table compares the key sizes of ECC and RSA and security strength.

ECC Key Size (in bits) RSA Key Size (in bits)
160 1024

224 2048

256 3072

384 7680

521 15360

Because of the smaller key size, encryption is quicker.

Cisco ISE supports the following ECC curve types. The higher the curve type or key size, the greater is the
security.

* P-192

* P-256

. P-384

» P-521

ISE does not support explicit parameters in the EC part of a certificate. If you try to import a certificate with
explicit parameters, you get the error: Validation of certificate failed: Only named ECParameters supported.

Cisco ISE CA service supports ECC certificates for devices connecting through the BYOD flow. You can
also generate ECC certificates from the Certificate Provisioning Portal.

\)

Note

The following table lists the operating systems and versions that support ECC along with the supported curve
types. If your devices are not running a supported operating system or on a supported version, you can use
RSA-based certificates instead.

Operating System

Supported Versions

Supported Curve Types

Windows

8 and later

P-256, P-384, and P-521

Android

4.4 and later

Note Android 6.0 requires May
2016 patch to support ECC

certificates.

All curve types (except Android 6.0, which
does not support the P-192 curve type).

Windows 7 and Apple iOS do not natively support ECC for authentication over EAP-TLS. This release of
Cisco ISE does not support the use of ECC certificates on MAC OS X devices.
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If the BYOD flow with Enrollment over Secure Transport (EST) protocol is not working properly, check the
following:

* Certificate Services Endpoint Sub CA certificate chain is complete. To check whether the certificate
chain is complete:

1. Choose Administration > System > Certificates > Certificate Authority > Certificate Authority
Certificates.

2. Check the check box next to the certificate that you want to check and click View.

* Ensure that the CA and EST services are up and running. If the services are not running, go to
Administration > System > Certificates > Certificate Authority > Internal CA Settings to enable
the CA service.

\}

Note * This release of Cisco ISE does not support EST clients to authenticate directly against the EST Server
residing within Cisco ISE. While on-boarding an Android or a Windows endpoint, ISE triggers an EST
flow if the request is for an ECC-based certificate.

* BYOD flow with Android clients might fail when using EST protocol along with a static IP address, an
FQDN or a hostname in the authorization profile. The workaround is to use SCEP instead of EST. You
can configure SCEP in the native supplicant profile. See Create Native Supplicant Profiles for more
information.

Cisco ISE Certificate Authority Certificates

The Certificate Authority (CA) Certificates page lists all the certificates related to the internal Cisco ISE CA.
In previous releases, these CA certificates were present in the Trusted Certificates store and are now moved
to the CA Certificates page. These certificates are listed node wise in this page. You can expand a node to
view all the ISE CA certificates of that particular node. The Primary and Secondary Administration nodes
have the root CA, node CA, subordinate CA, and OCSP responder certificates. The other nodes in the
deployment have the endpoint subordinate CA and OCSP certificates.

When you enable the Cisco ISE CA service, these certificates are generated and installed on all the nodes
automatically. Also, when you replace the entire ISE Root CA Chain, these certificates are regenerated and
installed on all the nodes automatically. There is no manual intervention required.

The Cisco ISE CA certificates follow the following naming convention: Certificate Services <Endpoint Sub
CA/Node CA/Root CA/OCSP Responder>-<node_hostname>#certificate_number.

From the CA Certificates page, you can edit, import, export, delete, and view the Cisco ISE CA certificates.

Edit a Cisco ISE CA Certificate

After you add a certificate to the Cisco ISE CA Certificates Store, you can further edit it by using the edit
settings.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.
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Step 1 Choose Administration > System > Certificates > Certificate Authority > Certificate Authority Certificates..
Step 2 In the ISE-PIC GUI, click the Menu icon (=) and choose .

Step 3 Check the check box next to the certificate that you want to edit, and click Edit.

Step 4 Modify the editable fields as required. See Trusted Certificate Settings, on page 158 for a description of the fields.
Step 5 Click Save to save the changes you have made to the certificate store.

Export a Cisco ISE CA Certificate

To export the Cisco ISE root CA and node CA certificates:
Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 Choose Administration > System > Certificates > Certificate Authority > Certificate Authority Certificates.
Step 2 In the ISE-PIC GUI, click the Menu icon (=) and choose .

Step 3 Check the check box next to the certificate that you want to export, and click Export. You can export only one certificate
at a time.
Step 4 Save the privacy-enhanced mail file to the file system that is running your client browser.

Import a Cisco ISE CA Certificate

If an endpoint tries to authenticate to your network using a certificate issued by Cisco ISE CA from another
deployment, you must import the Cisco ISE root CA, node CA, and endpoint sub CA certificates from that
deployment in to the Cisco ISE Trusted Certificates store.

Before you begin
* To perform the following task, you must be a Super Admin or System Admin.

* Export the ISE root CA, node CA, and endpoint sub CA certificates from the deployment where the
endpoint certificate is signed and store it on the file system of the computer where your browser is running.

Step 1 Log in to the Admin Portal of the deployment where the endpoint is getting authenticated.
Step 2 Choose Administration > System > Certificates > Trusted Certificates.
Step 3 Click Import.

Step 4 Configure the field values as necessary. See Trusted Certificate Import Settings, on page 161 for more information.

If client certificate-based authentication is enabled, then Cisco ISE will restart the application server on each node in
your deployment, starting with the application server on the PAN and followed, one-by-one, by each additional node.
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Certificate Templates

Certificate templates contain properties that are common to all certificates issued by the Certificate Authority
(CA) based on that template. The certificate template defines the Subject, Subject Alternative Name (SAN),
key type, key size, SCEP RA profile that must be used, validity period of the certificate, and the extended key
usage (EKU) that specifies whether the certificate has to be used for client or server authentication or both.
The internal Cisco ISE CA (ISE CA) uses a certificate template to issue certificates based on that template.

Cisco ISE comes with the following default certificate templates for the ISE CA. You can create additional
certificate templates, if needed. The default certificate templates are:

* CA_SERVICE Certificate Template—For other network services that use Cisco ISE as the Certificate
Authority. For example, use this certificate template while configuring ISE to issue certificates for ASA
VPN users. You can modify only the validity period in this certificate template.

* EAP Authentication_Certificate Template—For EAP authentication.

* pxGrid_Certificate_ Template—For the pxGrid controller while generating the certificate from the
Certificate Provisioning Portal.

Certificate Template Name Extension

The Cisco ISE Internal CA includes an extension to represent the certificate template that was used to create
the endpoint certificate. All endpoint certificates issued by the internal CA contain a certificate template name
extension. This extension represents the certificate template that was used to create that endpoint certificate.
The extension ID is 1.3.6.1.4.1.9.21.2.5. You can use the CERTIFICATE: Template Name attribute in

authorization policy conditions and assign appropriate access privileges based on the results of the evaluation.

Use Certificate Template Name in Authorization Policy Conditions

You can use the certificate template name extension in authorization policy rules.

Step 1 Choose Policy > Policy Sets, and expand the Default policy set to view the authorization policy rules.

Step 2 Add a new rule or edit an existing rule. This example describes editing the Compliant Device Access rule:

a) Edit the Compliant Device Access rule.

b) Choose Add Attribute/Value.

¢) From Dictionaries, choose the CERTIFICATE: Template Name attribute and Equals operator.

d) Enter the value of the certificate template name. For example, EAP_Authentication_Certificate Template.

Step 3 Click Save.

Deploy Cisco ISE CA Certificates for pxGrid Controller

Cisco ISE CA provides a certificate template for the pxGrid controller to generate a certificate from the
Certificate Provisioning Portal.

Before you begin

Generate a certificate signing request (CSR) for the pxGrid client and copy the contents of the CSR in to the
clipboard.
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Step 1 Create a network access user account (Administration > Identity Management > Identities > Users > Add).

Make note of the user group to which the user is assigned.

Step 2 Edit the Certificate Provisioning Portal Settings (Administration > Device Portal Management > Certificate Provisioning).

a)
b)

¢)

d)

Select the certificate provisioning portal and click Edit.

Click the Portal Settings drop-down list. From the Configure authorized groups Available list, select the user group
to which the network access user belongs to and move it to Chosen list.

Click the Certificate Provisioning Portal Settings drop-down list. Choose the pxGrid_Certificate Template. See
Portal Settings for Certificate Provisioning Portal, on page 1089 for more information.

Save the portal settings.

Step 3 Launch the Certificate Provisioning Portal. Click the Portal Test URL link.

a)
b)
<)
d)
e)

2
h)

Log in to the Certificate Provisioning Portal using the user account created in step 1.

Accept the AUP and click Continue.

From the | want to drop-down list, choose Generate a single certificate (with certificate signing request).
In the Certificate Signing Request Details field, paste the contents of the CSR from the clipboard.

From the Certificate Download Format drop-down list, choose PKCS8 format.

Note If you choose the PKCS12 format, you must convert the single certificate file in to separate certificate
and key files. The certificate and key files must be in binary DER encoded or PEM format before you
can import them in to Cisco ISE.

From the Choose Certificate Template drop-down list, choose pxGrid_Certificate_Template.
Enter a certificate password.
Click Generate.

The certificate is generated.
Export the certificate.

The certificate along with the certificate chain is exported.

Step 4 Import the Cisco ISE CA chain in to the Trusted Certificates store in the pxGrid client.

Simple Certificate Enroliment Protocol Profiles

To help enable certificate provisioning functions for the variety of mobile devices that users can register on
the network, Cisco ISE enables you to configure one or more Simple Certificate Enrollment Protocol (SCEP)
Certificate Authority (CA) profiles (called as Cisco ISE External CA Settings) to point Cisco ISE to multiple
CA locations. The benefit of allowing for multiple profiles is to help ensure high availability and perform
load balancing across the CA locations that you specify. If a request to a particular SCEP CA goes unanswered
three consecutive times, Cisco ISE declares that particular server unavailable and automatically moves to the
CA with the next lowest known load and response times, then it begins periodic polling until the server comes
back online.

For details on how to set up your Microsoft SCEP server to interoperate with Cisco ISE, see

http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto_60 byod certificates.pdf.
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Issued Certificates

The Admin portal lists all the certificates issued by the internal ISE CA to endpoints (Administration > System
> Certificates > Endpoint Certificates). The Issued Certificates page provides you an at-a-glance view of the
certificate status. You can mouse over the Status column to find out the reason for revocation if a certificate
has been revoked. You can mouse over the Certificate Template column to view additional details such as
Key Type, Key Size or Curve Type, Subject, Subject Alternative Name (SAN), and Validity of the certificate.
You can click on the endpoint certificate to view the certificate.

All certificates issued by the ISE CA (certificates automatically provisioned through the BYOD flow and
certificates obtained from the Certificate Provisioning portal) are listed in the Endpoint Certificates page. You
can manage these certificates from this page.

For example, if you want to view the certificates issued to user7, enter user7 in the text box that appears below
the Friendly Name field. All the certificates issued by Cisco ISE to this user appear. Remove the search term
from the text box to cancel the filter. You can also use the Advanced Filter option to view records based on
various search criteria.

This Endpoint Certificates page also provides you the option to revoke an endpoint certificate, if necessary.

The Certificate Management Overview page displays the total number of endpoint certificates issued by each
PSN node in your deployment. You can also view the total number of revoked certificates per node and the
total number of certificates that have failed. You can filter the data on this page based on any of the attributes.

Issued and Revoked Certificates

\}

Note Expired or revoked issued certificates will be automatically deleted after 30 days.

Table 26: Issued and Revoked Certificates

Fields Usage Guidelines

Node Name Name of the Policy Service node (PSN) that issued the certificate.

Certificates Issued | Number of endpoint certificates issued by the PSN node.

Certificates Number of revoked endpoint certificates (certificates that were issued by the PSN
Revoked node).

Certificates Number of certificate-based authentication requests processed by the PSN node.
Requests

Certificates Failed | Number of failed authentication requests processed by the PSN node.

Related Topics
Issued Certificates, on page 188
User and Endpoint Certificate Renewal, on page 176
Configure Cisco ISE to Use Certificates for Authenticating Personal Devices, on page 192
Configure Cisco ISE to Allow Users to a Renew Certificate, on page 177
Revoke an Endpoint Certificate, on page 208
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Backup and Restoration of Cisco ISE CA Certificates and Keys

You must back up the Cisco ISE CA certificates and keys securely to be able to restore them back on a
Secondary Administration Node in case of a PAN failure and you want to promote the Secondary Administration
Node to function as the root CA or intermediate CA of an external PKI. The Cisco ISE configuration backup
does not include the CA certificates and keys. Instead, you should use the Command Line Interface (CLI) to
export the CA certificates and keys to a repository and to import them. The application configure ise command
now includes export and import options to backup and restore CA certificates and keys.

The following certificates from the Trusted Certificates Store are restored on the Secondary Administration
Node:

* Cisco ISE Root CA certificate
* Cisco ISE Sub CA certificate
* Cisco ISE Endpoint RA certificate

* Cisco ISE OCSP Responder certificate

You must back up and restore Cisco ISE CA certificates and keys when you:

* Have a Secondary Administration Node in the deployment
* Replace the entire Cisco ISE CA root chain
* Configure Cisco ISE root CA to act as a subordinate CA of an external PKI

* Restore data from a configuration backup. In this case, you must first regenerate the Cisco ISE CA root
chain and then back up and restore the ISE CA certificates and keys.

\}

Note Whenever the Cisco ISE internal CA is replaced in a deployment, then the ISE messaging service must also
be refreshed that time to retrieve the complete certificate chain.

Export Cisco ISE CA Certificates and Keys

Step 1
Step 2
Step 3
Step 4

You must export the CA certificates and keys from the PAN to import them on the Secondary Administration
Node. This option enables the Secondary Administration Node to issue and manage certificates for endpoints
when the PAN is down and you promote the Secondary Administration Node to be the PAN.

Before you begin

Ensure that you have created a repository to store the CA certificates and keys.

Enter application configure ise command from the Cisco ISE CLIL
Enter 7 to export the certificates and keys.
Enter the repository name.

Enter an encryption key.
A success message appears with the list of certificates that were exported, along with the subject, issuer, and serial number.

Example:
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. Import Cisco ISE CA Certificates and Keys

The following 4 CA key pairs were exported to repository 'sftp' at 'ise ca key pairs_of ise-vml':
Subject:CN=Cisco ISE Self-Signed CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x621867df-568341cd-944cc77£-c9820765

Subject:CN=Cisco ISE Endpoint CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x7027269d-d80a406d-831d5c26-£f5el105fa

Subject:CN=Cisco ISE Endpoint RA of ise-vml
Issuer:CN=Cisco ISE Endpoint CA of ise-vml
Serial#:0xla65ecl4-4£284da7-9532f0a0-8aeleb5c2

Subject:CN=Cisco ISE OCSP Responder Certificate of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x6£6d4097-21£74c4d-8832ba95-4c320£fbl

ISE CA keys export completed successfully

Import Cisco ISE CA Certificates and Keys

Step 1
Step 2
Step 3
Step 4

Step 5

After you register the Secondary Administration Node, you must export the CA certificates and keys from
the PAN and import them in to the Secondary Administration Node.

Enter application configure ise command from the Cisco ISE CLIL
Enter 8 to import the CA certificates and keys.
Enter the repository name.

Enter the name of the file that you want to import. The file name should be in the format ise_ca_key pairs of <vm
hostname>.

Enter the encryption key to decrypt the file.
A success message appears.

Example:

The following 4 CA key pairs were imported:
Subject:CN=Cisco ISE Self-Signed CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x21cel000-8008472c-abbc4fd9-272c8da4d

Subject:CN=Cisco ISE Endpoint CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x05fa86d0-092542b4-8ff68ed4-£1964a56

Subject:CN=Cisco ISE Endpoint RA of ise-vml
Issuer:CN=Cisco ISE Endpoint CA of ise-vml
Serial#:0x77932e02-e8c84b3d-b27e2flc-e9f246¢ca

Subject:CN=Cisco ISE OCSP Responder Certificate of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x5082017f-330e412£f-8d63305d-el13fd2a5

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully
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Generate Root CA and Subordinate CAs on the Primary PAN and PSN .

Note Encryption of exported keys file was introduced in Cisco ISE Release 2.6. The export of keys from Cisco
ISE Release 2.4 and earlier versions and import of keys in Cisco ISE Release 2.6 and later versions will not
be successful.

Generate Root CA and Subordinate CAs on the Primary PAN and PSN

Step 1
Step 2
Step 3
Step 4

When you set up the deployment, Cisco ISE generates a root CA on the primary PAN and subordinate CA
certificates on the PSNs for the Cisco ISE CA service. However, when you change the domain name or the
hostname of the primary PAN or PSN, you must regenerate root CA on the primary PAN and sub CAs on the
PSNs respectively.

If you want to change the hostname on a PSN, instead of regenerating the root CA and subordinate CAs on
the primary PAN and PSNs respectively, you can deregister the PSN before changing the hostname, and
register it back. A new subordinate certificate gets provisioned automatically on the PSN.

Choose Administration > System > Certificates > Certificate Signing Requests
Click Generate Certificate Signing Requests (CSR).

Choose ISE Root CA from the Certificate(s) will be used for drop-down list.
Click Replace ISE Root CA Certificate chain.

The root CA and subordinate CA certificates get generated for all the nodes in your deployment.

What to do next

If you have a secondary PAN in the deployment, obtain a backup of the Cisco ISE CA certificates and keys
from the primary PAN and restore it on the secondary PAN. This ensures that the secondary PAN can function
as the root CA in case of a primary PAN failure and you promote the secondary PAN to be the primary PAN.

Configure Cisco ISE Root CA as Subordinate CA of an External PKI

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

If you want the root CA on the primary PAN to act as a subordinate CA of an external PKI, generate an ISE
intermediate CA certificate signing request, send it to the external CA, obtain the root and CA-signed
certificates, import the root CA certificate in to the Trusted Certificates Store, and bind the CA-signed certificate
to the CSR. In this case, the external CA is the root CA, the Primary PAN is a subordinate CA of the external
CA, and the PSNs are subordinate CAs of the primary PAN.

Choose Administration > System > Certificates > Certificate Signing Requests.
Click Generate Certificate Signing Requests (CSR).

Choose ISE Intermediate CA from the Certificate(s) will be used for drop-down list.
Click Generate.

Export the CSR, send it to the external CA, and obtain the CA-signed certificate.
Import the root CA certificate from the external CA in to the Trusted Certificates store.
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. Configure Cisco ISE to Use Certificates for Authenticating Personal Devices

Step 7

Bind the CA-signed certificate with the CSR.

What to do next

If you have a secondary PAN in the deployment, obtain a backup of the Cisco ISE CA certificates and keys
from the primary PAN and restore it on the secondary PAN. Server and root certificates are then automatically
replicated in the secondary PAN. This ensures that the secondary PAN can function as subordinate CA of the
external PKI in case of administration node failover.

Configure Cisco ISE to Use Certificates for Authenticating Personal Devices

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

You can configure Cisco ISE to issue and manage certificates for endpoints (personal devices) that connect
to your network. You can use the internal Cisco ISE CA service to sign the certificate signing request from
endpoints or forward the CSR to an external CA.

Before you begin

* Obtain a backup of the Cisco ISE CA certificates and keys from the primary PAN and store them in a
secure location for disaster recovery purposes.

* If you have a secondary PAN in the deployment, back up the Cisco ISE CA certificates and keys from
the primary PAN and restore them on the secondary PAN.

Add Users to Employee User Group, on page 193.

You can add users to the internal identity store or to an external identity store such as Microsoft Active Directory.

Create a Certificate Authentication Profile for TLS-Based Authentication, on page 193 .

Create an Identity Source Sequence for TLS-Based Authentication, on page 193.

Create a client provisioning policy:

a)
b)
¢)
d)
e)

Configure Certificate Authority Settings, on page 194

Create a CA Template, on page 195

Create a Native Supplicant Profile to be Used in Client-Provisioning Policy, on page 197

Download Agent Resources from Cisco for Windows and MAC OS X Operating Systems, on page 198
Create Client-Provisioning Policy Rules for Apple i0OS, Android, and MAC OS X Devices, on page 198

Configure the Dot1X Authentication Policy Rule for TLS-Based Authentication, on page 199

Configure authorization policy rules for TLS-based authentications.

a) Create Authorization Profiles for Central Web Authentication and Supplicant-Provisioning Flows, on page 199
b) Create Authorization Policy Rules, on page 200

When you use ECDHE-RSA based certificates, while connecting to the wireless SSID from your personal device, you
will be prompted to enter the password a second time.
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Add Users to Employee User Group .

Add Users to Employee User Group

The following procedure describes how to add users to the Employee user group in the Cisco ISE identity
store. If you are using an external identity store, make sure that you have an Employee user group to which
you can add users.

Step 1 Choose Administration > Identity Management > Identities > Users.
Step 2 Click Add.
Step 3 Enter the user details.

Step 4 In the Passwords section, choose the Login Password and TACACS+ Enable Password to set the access level to a
network device.

Step 5 Select Employee from the User Group drop-down list.

All users who belong to the Employee user group share the same set of privileges.

Step 6 Click Submit.

What to do next

Create a Certificate Authentication Profile for TLS-Based Authentication, on page 193

Create a Certificate Authentication Profile for TLS-Based Authentication

To use certificates for authenticating endpoints that connect to your network, you must define a certificate
authentication profile in Cisco ISE or edit the default Preloaded Certificate Profile. The certificate
authentication profile includes the certificate field that should be used as the principal username. For example,
if the username is in the Common Name field, then you can define a certificate authentication profile with
the Principal Username being the Subject - Common Name, which can be verified against the identity store.

Step 1 Choose Administration > lIdentity Management > External Identity Sources > Certificate Authentication Profile.
Step 2 Enter a name for your certificate authentication profile. For example, CAP.

Step 3 Choose Subject - Common Name as the Principal Username X509 Attribute.

Step 4 Click Save.

What to do next

Create an Identity Source Sequence for TLS-Based Authentication, on page 193

Create an Identity Source Sequence for TLS-Based Authentication

After you create a certificate authentication profile, you must add it to the identity source sequence so that
Cisco ISE can obtain the attribute from the certificate and match it against the identity sources that you have
defined in the identity source sequence.

Before you begin

Ensure that you have completed the following tasks:
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. Configure Certificate Authority Settings

 Add users to the Employee user group.

* Create a certificate authentication profile for certificate-based authentication.

Step 1 Choose Administration > Identity Management > Identity Source Sequences.
Step 2 Click Add.
Step 3 Enter a name for the identity source sequence. For example, Dot1X.

Step 4 Check the Select Certificate Authentication Profile check box and select the certificate authentication profile that you
created earlier, namely CAP.

Step 5 Move the identity source that contains your user information to the Selected list box in the Authentication Search List
area.

You can add additional identity sources and Cisco ISE searches these data stores sequentially until a match is found.

Step 6 Click the Treat as if the user was not found and proceed to the next store in the sequence radio button.
Step 7 Click Submit.

What to do next

Configure Certificate Authority Settings, on page 194

Configure Certificate Authority Settings

You must configure the external CA settings if you are going to use an external CA for signing the CSRs.
The external CA settings was known as the SCEP RA profile in previous releases of Cisco ISE. If you are
using the Cisco ISE CA, then you do not have to explicitly configure the CA settings. You can review the
Internal CA settings at Administration > System > Certificates > Internal CA Settings.

Once users’ devices receive their validated certificate, they reside on the device as described in the following
table.

Table 27: Device Certificate Location

Device Certificate Storage Location Access Method
iPhone/iPad Standard certificate store Settings > General > Profile
Android Encrypted certificate store Invisible to end users.
Note Certificates can be removed using

Settings > Location & Security >
Clear Storage.

Windows Standard certificate store Launch mmc.exe from the /cmd prompt or view
in the certificate snap-in.

Mac Standard certificate store Application > Utilities > Keychain Access
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Create a CA Template .

Before you begin

If you are going to use an external Certificate Authority (CA) for signing the certificate signing request (CSR),
then you must have the URL of the external CA.

Step 1 Choose Administration > System > Certificates > External CA Settings.
Step 2 Click Add.
Step 3 Enter a name for the external CA setting. For example, EXTERNAL SCEP.
Step 4 Enter the external CA server URL in the URL text box.
Click Test Connection to check if the external CA is reachable. Click the + button to enter additional CA server URLs.

Step 5 Click Submit.

What to do next

Create a CA Template, on page 195

Create a CA Template

Step 1
Step 2
Step 3

The certificate template defines the SCEP RA profile that must be used (for the internal or external CA), Key
Type, Key Size or Curve Type, Subject, Subject Alternative Name (SAN), validity period of the certificate,
and the Extended Key Usage. This example assumes that you are going to use the internal Cisco ISE CA. For
an external CA template, the validity period is determined by the external CA and you cannot specify it.

You can create a new CA template or edit the default certificate template,
EAP_Authentication Certificate Template.

By default, the following CA templates are available in Cisco ISE:

* CA_SERVICE Certificate Template—For other network services that use the ISE CA. For example,
use this certificate template while configuring ISE to issue certificates for ASA VPN users.

* EAP Authentication_Certificate Template—For EAP authentication.

* pxGrid_Certificate Template—For pxGrid controller while generating the certificate from the Certificate
Provisioning Portal.

)

Note Certificate templates that use the ECC key type can be used only with the internal Cisco ISE CA.

Before you begin

Ensure that you have configured the CA settings.

Choose Administration > System > CA Service > Internal CA Certificate Template.
Enter a name for the internal CA template. For example, Internal CA_Template.

(Optional) Enter values for the Organizational Unit, Organization, City, State, and Country fields.
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. Internal CA Settings

Step 4
Step 5

Step 6
Step 7
Step 8
Step 9
Step 10

Step 11

We do not support UTF-8 characters in the certificate template fields (Organizational Unit, Organization, City, State,
and Country). Certificate provisioning fails if UTF-8 characters are used in the certificate template.

The username of the internal user generating the certificate is used as the Common Name of the certificate. Cisco ISE
Internal CA does not support "+" or "*" characters in the Common Name field. Ensure that your username does not
include "+" or "*" special characters.

Specify the Subject Alternative Name (SAN) and the validity period of the certificate.
Specify a Key Type. Choose RSA or ECC.
The following table lists the operating systems and versions that support ECC along with the curve types that are

supported. If your devices are not running a supported operating system or on a supported version, you can use RSA-based
certificates instead.

Operating System Supported Versions Supported Curve Types
Windows 8 and later P-256, P-384, and P-521
Android 4.4 and later All curve types (except Android 6.0, which
Note Android 6.0 requires May does not support the P-192 curve type).
2016 patch to support ECC
certificates.

Windows 7 and Apple i0OS do not natively support ECC for EAP-TLS authentication. This release of Cisco ISE does
not support the use of ECC certificates on MAC OS X devices.

If the devices in your network run an operating system that is not supported (Windows 7, MAC OS X, or Apple iOS,
we recommend that you choose RSA as the Key Type.

(Applicable if you choose the RSA Key Type) Specify a key size. You must choose 1024 or a higher key size.
(Applicable only if you choose the ECC Key Type) Specify the Curve Type. The default is P-384.

Choose ISE Internal CA as the SCEP RA Profile.

Enter the validity period in days. The default is 730 days. Valid range is between 1 and 730.

Specify the Extended Key Usage. Check the Client Authentication check box if you want the certificate to be used
for client authentication. Check the Server Authentication check box if you want the certificate to be used for server
authentication.

Click Submit.
The internal CA certificate template is created and will be used by the client provisioning policy.

What to do next

Create a Native Supplicant Profile to be Used in Client-Provisioning Policy, on page 197

Internal CA Settings

Table 28: Internal CA Settings

Field Name Usage Guidelines

Disable Certificate Authority Click this button to disable the internal CA service.
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Create a Native Supplicant Profile to be Used in Client-Provisioning Policy .

Field Name Usage Guidelines

Host Name Host name of the Cisco ISE node that is running the
CA service.

Personas Cisco ISE node personas that are enabled on the node
running the CA service. For example, Administration,
Policy Service, etc.

Role(s) The role(s) assumed by the Cisco ISE node running

the CA service. For example, Standalone or Primary
or Secondary.

CA, EST & OCSP Responder Status

Enabled or disabled

OCSP Responder URL

URL for Cisco ISE node to access the OCSP server.

SCEP URL

URL for the Cisco ISE node to access the SCEP
server.

Related Topics

Cisco ISE CA Service, on page 181

Configure Cisco ISE to Use Certificates for Authenticating Personal Devices, on page 192

Create a Native Supplicant Profile to be Used in Client-Provisioning Policy

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

You can create native supplicant profiles to enable users to bring personal devices to your Corporate network.
Cisco ISE uses different policy rules for different operating systems. Each client provisioning policy rule
contains a native supplicant profile, which specifies which provisioning wizard is to be used for which operating

system.

Before you begin

* Configure the CA certificate template in Cisco ISE.

* Open up TCP port 8905 and UDP port 8905 to enable client agents and supplicant provisioning wizard
installation. For more information about port usage, see the "Cisco ISE Appliance Ports Reference"
appendix in the Cisco ldentity Services Engine Hardware Installation Guide.

Choose Policy > Policy Elements > Results > Client Provisioning > Resources.

Choose Add > Native Supplicant Profile.

Enter a name for the native supplicant profile. For example, EAP_ TLS INTERNAL.

Choose ALL from the Operating System drop-down list.

Note The MAC OS version 10.10 user should manually connect to the provisioned SSID for dual-SSID PEAP

flow.

Check the Wired or Wireless check box.

Choose TLS from the Allowed Protocol drop-down list.

Choose the CA certificate template that you created earlier.
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. Download Agent Resources from Cisco for Windows and MAC 0S X Operating Systems

Step 8 Click Submit.

What to do next

Download Agent Resources from Cisco for Windows and MAC OS X Operating Systems, on page 198

Download Agent Resources from Cisco for Windows and MAC 0S X Operating Systems

For Windows and MAC OS X operating systems, you must download the remote resources from the Cisco
site.

Before you begin

Ensure that you are able to access the appropriate remote location to download client provisioning resources
to Cisco ISE, by verifying that the proxy settings for your network are correctly configured.

Step 1 Choose Policy > Policy Elements > Resources > Client Provisioning > Resources.

Step 2 Choose Add > Agent resources from Cisco site.

Step 3 Check the check boxes next to the Windows and MAC OS X packages. Be sure to include the latest versions.
Step 4 Click Save.

What to do next
Create Client-Provisioning Policy Rules for Apple iOS, Android, and MAC OS X Devices, on page 198

Create Client-Provisioning Policy Rules for Apple i0S, Android, and MAC 0S X Devices

Client provisioning resource policies determine which users receive which version (or versions) of resources
(agents, agent compliance modules, and agent customization packages/profiles) from Cisco ISE upon login
and user session initiation.

When you download the agent compliance module, it always overwrites the existing one, if any, available in
the system.

To enable employees to bring i0S, Android, MAC OS X devices, you must create policy rules for each of
these devices on the Client Provisioning Policy page.

Before you begin

You must have configured the required native supplicant profiles and downloaded the required agents from
the Client Provisioning Policy pages.

Step 1 Choose Policy > Client Provisioning.
Step 2 Create client provisioning policy rules for Apple i0S, Android, and MAC OS X devices.
Step 3 Click Save.
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Configure the Dot1X Authentication Policy Rule for TLS-Based Authentication .

What to do next
Configure the Dot1X Authentication Policy Rule for TLS-Based Authentication, on page 199

Configure the Dot1X Authentication Policy Rule for TLS-Based Authentication

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
Step 7

Step 8
Step 9
Step 10

This task shows how to update the Dot1X authentication policy rule for TLS-based authentications.

Before you begin

Ensure that you have the certificate authentication profile created for TLS-based authentication.

Choose Policy > Policy Sets.

Click the arrow icon * from the View column to open the Set view screen and view, manage, and update the
authentication policy.

The default rule-based authentication policy includes a rule for Dot1X authentication.

To edit the conditions for the Dot1X authentication policy rule, hover over the cell in the Conditions column and click

1. The Conditions Studio opens.

From the Actions column in the Dot1X policy rule, click the cog icon and then from the drop-down menu, insert a new
policy set by selecting any of the insert or duplicate options, as necessary.
A new row appears in the Policy Sets table.

Enter a name for the rule. For example, eap-tls.
From the Conditions column, click the (+) symbol.

Create the required conditions in the Conditions Studio Page. In the Editor section, click the Click To Add an
Attribute text box, and select the required Dictionary and Attribute (for example, Network Access:UserName Equals
Userl).

You can drag and drop a Library condition to the Click To Add An Attribute text box.

Click Use.
Leave the default rule as is.
Click Save.

What to do next

Create Authorization Profiles for Central Web Authentication and Supplicant-Provisioning Flows, on page
199

Create Authorization Profiles for Central Web Authentication and Supplicant-Provisioning Flows

You must define authorization profiles to determine the access that must be granted to the user after the
certificate-based authentication is successful.
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. Create Authorization Policy Rules

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Before you begin

Ensure that you have configured the required access control lists (ACLs) on the wireless LAN controller
(WLC). Refer to the TrustSec How-To Guide: Using Certificates for Differentiated Access for information
on how to create the ACLs on the WLC.

This example assumes that you have created the following ACLs on the WLC.
* NSP-ACL - For native supplicant provisioning
* BLACKHOLE - For restricting access to block listed devices

* NSP-ACL-Google - For provisioning Android devices

Choose Policy > Policy Elements > Results > Authorization > Authorization Profiles.
Click Add to create a new authorization profile.

Enter a name for the authorization profile.

From the Access Type drop-down list, choose ACCESS ACCEPT.

Click Add to add the authorization profiles for central web authentication, central web authentication for Google Play,
native supplicant provisioning, and native supplicant provisioning for Google.

Click Save.

What to do next

Create Authorization Policy Rules, on page 200

Create Authorization Policy Rules

Step 1
Step 2
Step 3

Cisco ISE evaluates the authorization policy rules and grants the user access to the network resources based
on the authorization profile specified in the policy rule.

Before you begin

Ensure that you have created the required authorization profiles.

Choose Policy > Policy Sets, and expand the policy set to view the authorization policy rules.
Insert additional policy rules above the default rule.
Click Save.

CA Service Policy Reference

This section provides reference information for the authorization and client provisioning policy rules that you
must create before you can enable the Cisco ISE CA service.
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Client-Provisioning Policy Rules for Certificate Services .

Client-Provisioning Policy Rules for Certificate Services

This section lists the client provisioning policy rules that you must create while using the Cisco ISE certificate
services. The following table provides the details.

Rule Name

Identity Groups

Operating Systems

Other Conditions

Results

10S

Any

Apple i0S All

Condition(s)

EAP TLS INTERNAL
(the native
supplicant profile
that you created
earlier). If you are
using an external
CA, select the native
supplicant profile
that you have
created for the
external CA.

Android

Android

Condition(s)

EAP TLS INTERNAL
(the native
supplicant profile
that you created
earlier). If you are
using an external
CA, select the native
supplicant profile
that you have
created for the
external CA.
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. Authorization Profiles for Certificate Services

Rule Name Identity Groups Operating Systems | Other Conditions Results

MAC OS X Any MACOSX Condition(s) Under the Native
Supplicant
Configuration,
specify the
following:

1. Config Wizard:
Select the MAC
OS X supplicant
wizard that you
downloaded
from the Cisco
site.

2. Wizard Profile:
Choose the
EAP TLS NTEFRNAL
native
supplicant
profile that you
created earlier.
If you are using
an external CA,
select the native
supplicant
profile that you
have created for
the external CA.

Authorization Profiles for Certificate Services

This section lists the authorization profiles that you must create for enabling certificate-based authentication
in Cisco ISE. You must have already created the ACLs (NSP-ACL and NSP-ACL-Google) on the wireless
LAN controller (WLC).

» CWA - This profile is for devices that go through the central web authentication flow. Check the Web
Authentication check box, choose Centralized from the drop-down list, and enter NSP-ACL in the ACL
text box.

* CWA_GooglePlay - This profile is for Android devices that go through the central web authentication
flow. This profile enables Android devices to access Google Play Store and download the Cisco Network
Setup Assistant. Check the Web Authentication check box, choose Centralized from the drop-down
list, and enter NSP-ACL-Google in the ACL text box.

* NSP - This profile is for non-Android devices that go through the supplicant provisioning flow. Check
the Web Authentication check box, choose Supplicant Provisioning from the drop-down list, and enter
NSP-ACL in the ACL text box.

* NSP-Google - This profile is for Android devices that go through the supplicant provisioning flow. Check
the Web Authentication check box, choose Supplicant Provisioning from the drop-down list, and enter
NSP-ACL-Google in the ACL text box.
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Authorization Policy Rules for Certificate Services .

Review the default Blackhole Wireless Access authorization profile. The Advanced Attributes Settings
should be:

* Cisco:cisco-av-pair = url-redirect=https://ip: port/blacklistportal/gateway?portal=Portal | D
* Cisco:cisco-av-pair = url-redirect-acl=BLACKHOLE

Authorization Policy Rules for Certificate Services

This section lists the authorization policy rules that you must create while enabling the Cisco ISE CA service.

* Corporate Assets-This rule is for corporate devices that connect to the corporate wireless SSID using
802.1X and MSCHAPV?2 protocol.

» Android SingleSSID-This rule is for Android devices that access the Google Play Store to download
the Cisco Network Setup Assistant for provisioning. This rule is specific to single SSID setup.

* Android DualSSID-This rule is for Android devices that access the Google Play Store to download the
Cisco Network Setup Assistant for provisioning. This rule is specific to dual SSID setup.

* CWA-This rule is for devices that go through the central web authentication flow.

* NSP-This rule is for devices that go through the native supplicant provisioning flow using a certificate
for EAP-TLS authentication.

* EAP-TLS-This rule is for devices that have completed the supplicant provisioning flow and are provisioned
with a certificate. They will be given access to the network.

The following table lists the attributes and values that you must choose while configuring authorization policy
rules for the Cisco ISE CA service. This example assumes that you have the corresponding authorization
profiles configured in Cisco ISE as well.

Rule Name Conditions Permissions (Authorization Profiles
to be Applied)

Corporate Assets Corp_Assets AND (Wireless PermitAccess
802.1X AND Network
Access: AuthenticationMethod
EQUALS MSCHAPV?2)

Android_SingleSSID (Wireless 802.1X AND Network |NSP_ Google
Access: AuthenticationMethod
EQUALS MSCHAPV2 AND
Session:Device-OS EQUALS
Android)

Android_DualSSID (Wireless MAB AND CWA_GooglePlay
Session:Device-OS EQUALS
Android)

CWA Wireless MAB CWA

NSP (Wireless 802.1X AND Network | NSP
Access:AuthenticationMethod
EQUALS MSCHAPV?2)

EAP-TLS (Wireless 802.1X AND Network | PermitAccess
Access:AuthenticationMethod
EQUALS x509 PKI

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



Basic Setup |
. Cisco ISE CA Issues Certificates to ASA VPN Users

Cisco ISE CA Issues Certificates to ASA VPN Users

ISE CA issues certificates to client machines connecting over ASA VPN. Using this feature, you can
automatically provision certificates to end devices that connect over ASA VPN.

Cisco ISE uses the Simple Certificate Enrollment Protocol (SCEP) for enrollment and to provision certificates
to the client machines. The AnyConnect client sends the SCEP request to the ASA over an HTTPS connection.
The ASA evaluates the request and enforces policies before it relays the request to Cisco ISE over an HTTP
connection established between Cisco ISE and ASA. The response from the Cisco ISE CA is relayed back to
the client. The ASA cannot read the contents of the SCEP message and functions as a proxy for the Cisco ISE
CA. The Cisco ISE CA decrypts the SCEP message from the client and sends the response in an encrypted
form.

The ISE CA SCEP URL is http://<IP Address or FQDN of | SE CA server>:9090/auth/caservice/pkiclient.exe.
If you are using FQDN of the ISE node, the DNS server connected to ASA must be able to resolve the FQDN.

You can configure certificate renewal before expiration in the AnyConnect client profile. If the certificate has
already expired, the renewal flow is similar to a new enrollment.

Supported versions include:

» Cisco ASA 5500 Series Adaptive Security Appliances that run software version 8.x

* Cisco AnyConnect VPN version 2.4 or later

VPN Connection Certificate-Provisioning Flow

Figure 13: Certificate Provisioning for ASA VPN Users

VPN Connection Certificate Provisioning Flow
ISE

ASA

AnyConnect Client

1. The user initiates a VPN connection.
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Configure Cisco ISE CA to Issue Certificates to ASA VPN Users .

The AnyConnect client scans the client machine and sends the attributes such as the unique device
identifier (for example, IMEI) to the ASA.

The ASA requests certificate-based authentication from the client. The authentication fails because there
is no certificate.

The ASA proceeds to primary user authentication (AAA) using the username/password and passes the
information to the authentication server (ISE).

a. If authentication fails, the connection is terminated immediately.

b. Ifauthentication passes, limited access is granted. You can configure dynamic access policies (DAP)
for client machines that request a certificate using the aaa.cisco.sceprequired attribute. You can set
the value for this attribute to “true” and apply ACLs and web ACLs.

The VPN connection is established after the relevant policies and ACLs are applied. The client starts
key generation for SCEP only after AAA authentication succeeds and the VPN connection is established.

The client starts the SCEP enrollment and sends SCEP requests to ASA over HTTP.

ASA looks up the session information of the request and relays the request to ISE CA, if the session is
allowed for enrollment.

ASA relays the response from ISE CA back to the client.

If enrollment succeeds, the client presents a configurable message to the user and disconnects the VPN
session.

The user can again authenticate using the certificate and a normal VPN connection is established.

Configure Cisco ISE CA to Issue Certificates to ASA VPN Users

You must perform the following configurations on Cisco ISE and ASA to provision certificates to ASA VPN
users.

Before you begin

* Ensure that the VPN user account is present in Cisco ISE internal or external identity source.

* Ensure that the ASA and the Cisco ISE Policy Service Nodes are synchronized using the same NTP

SCrver.

Step 1 Define the ASA as a network access device in Cisco ISE. See Add a Network Device in Cisco ISE, on page 206 for
information on how to add ASA as a network device.

Step 2 Configure Group Policy in ASA, on page 206.

Step 3 Configure AnyConnect Connection Profile for SCEP Enrollment, on page 206.
Step 4 Configure a VPN Client Profile in ASDM, on page 207.
Step 5 Import Cisco ISE CA Certificates into ASA.
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Add a Network Device in Cisco ISE
You can add a network device in Cisco ISE or use the default network device.

You can also add a network device in the Network Devices (Work Centers > Device Administration >
Network Resources > Network Devices) window.

Before you begin

The AAA function must be enabled on the network device to be added. See Command to Enable AAA
Functions, on page 1121.

Step 1 Choose Administration > Network Resources > Network Devices.
Step 2 Click Add.
Step 3 Enter the corresponding values in the Name, Description, and IP Address fields.

Step 4 Choose the required values from the Device Profile, Model Name, Software Version, and Network Device Group
drop-down lists.

Step 5 (Optional) Check the RADIUS Authentication Settings check box to configure the RADIUS protocol for authentication.
Step 6 (Optional) Check the TACACS Authentication Settings check box to configure the TACACS protocol for authentication.

Step 7 (Optional) Check the SNMP Settings check box to configure SNMP for the Cisco ISE profiling service to collect
information from the network device.

Step 8 (Optional) Check the Advanced Trustsec Settings check box to configure a Cisco TrustSec-enabled device.
Step 9 Click Submit.

Configure Group Policy in ASA

Configure a group policy in ASA to define the ISE CA URL for AnyConnect to forward the SCEP enrollment
request.

Step 1 Log in to Cisco ASA ASDM.

Step 2 From the Remote Access VPN navigation pane on the left, click Group Policies.

Step 3 Click Add to create a group policy.

Step 4 Enter a name for the group policy. For example, ISE_CA_SCEP.

Step 5 In the SCEP forwarding URL field, uncheck the Inherit check box and enter the ISE SCEP URL with port number.

If you are using the FQDN of the ISE node, the DNS server connected to ASA must be able to resolve the FQDN of the
ISE node.

Example:
http://ise01.cisco.com:9090/auth/caservice/pkiclient.exe.
Step 6 Click OK to save the group policy.

Configure AnyConnect Connection Profile for SCEP Enroliment

Configure an AnyConnect connection profile in ASA to specify the ISE CA server, authentication method,
and ISE CA SCEP URL.
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Step 1 Log in to Cisco ASA ASDM.

Step 2 From the Remote Access VPN navigation pane on the left, click AnyConnect Connection Profiles.

Step 3 Click Add to create a connection profile.

Step 4 Enter a name for the connection profile. For example, Cert-Group.

Step 5 (Optional) Enter a description for the connection profile in the Aliases field. For example, SCEP-Call-ASA.
Step 6 In the Authentication area, specify the following:

* Method—Click the Both radio button
* AAA Server Group—Click Manage and choose your ISE server

Step 7 In the Client Address Assignment area, select the DHCP server and client address pools to use.

Step 8 In the Default Group Policy area, click Manage and select the Group Policy that you have created with the ISE SCEP
URL and port number.
Example:
For example, ISE CA_SCEP.

Step 9 Choose Advanced > General and check the Enable Simple Certificate Enrollment Protocol check box for this

connection profile.

Step 10 Click OK.
Your AnyConnect connection profile is created.

What to do next

Configure a VPN Client Profile in ASDM
Configure a VPN client profile in AnyConnect for SCEP enrollment.

Step 1 Log in to Cisco ASA ASDM.
Step 2 From the Remote Access VPN navigation pane on the left, click AnyConnect Client Profile.
Step 3 Select the client profile that you want to use and click Edit.
Step 4 Click Certificate Enrollment from the Profile navigation pane on the left.
Step 5 Check the Certificate Enrollment check box.
Step 6 Enter the values in the following fields:
* Certificate Expiration Threshold—The number of days before the certificate expiration date that AnyConnect warns

users their certificate is going to expire (not supported when SCEP is enabled). The default is zero (no warning
displayed). The range of values is zero to 180 days.

» Automatic SCEP Host—Enter the host name and connection profile (tunnel group) of the ASA that has SCEP
certificate retrieval configured. Enter a Fully Qualified Domain Name (FQDN) or a connection profile name of the
ASA. For example, the hostname asa.cisco.com and the connection profile name Cert Group.

* CA URL—Identifies the SCEP CA server. Enter the FQDN or IP Address of the ISE server. For example,
http://ise01.cisco.com:9090/auth/caservice/pkiclient.exe.

Step 7 Enter values for the Certificate Contents that define how the client requests the contents of the certificate.
Step 8 Click OK.
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The AnyConnect client profile is created. Refer to the Cisco AnyConnect Secure Mobility Client for your version of
AnyConnect for additional information.

Import Cisco ISE CA Certificates into ASA
Import the Cisco ISE internal CA certificates into the ASA.

Before you begin

Export the Cisco ISE internal CA certificates. Go to Administration > System > Certificates > Certificate
Authority > Certificate Authority Certificates. Check the check boxes next to Certificate Services Node
CA and Certificate Services Root CA certificates and export them, one certificate at a time.

Step 1 Log in to Cisco ASA ASDM.
Step 2 From the Remote Access VPN navigation pane on the left, choose Certificate Management > CA Certificates.
Step 3 Click Add and select the Cisco ISE internal CA certificates to import them in to ASA.

Revoke an Endpoint Certificate

If you need to revoke a certificate issued to an employee's personal device, you can revoke it from the Endpoint
Certificates page. For example, if an employee's device has been stolen or lost, you can log in to the Cisco
ISE Admin portal and revoke the certificate issued to that device from the Endpoint Certificates page. You
can filter the data on this page based on the Friendly Name, Device Unique Id, or Serial Number.

If a PSN (sub CA) is compromised, you can revoke all certificates issued by that PSN by filtering on the
Issued By field from the Endpoint Certificates page.

When you revoke a certificate issued to an employee, if there is an active session (authenticated using that
certificate), the session is terminated immediately. Revoking a certificate ensures that unauthorized users do
not have any access to resources as soon as the certificate is revoked.

Step 1 Choose Administration > System > Certificates > Certificate Authority > Issued Certificates.
Step 2 Check the check box next to the endpoint certificate that you want to revoke and click Revoke.
You can search for the certificate based on the Friendly Name and Device Type.

Step 3 Enter the reason for revoking the certificate.
Step 4 Click Yes.

OCSP Services

The Online Certificate Status Protocol (OCSP) is a protocol that is used for checking the status of x.509 digital
certificates. This protocol is an alternative to the Certificate Revocation List (CRL) and addresses issues that
result in handling CRLs.
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Cisco ISE has the capability to communicate with OCSP servers over HTTP to validate the status of certificates
in authentications. The OCSP configuration is configured in a reusable configuration object that can be
referenced from any certificate authority (CA) certificate that is configured in Cisco ISE.

You can configure CRL and/or OCSP verification per CA. If both are selected, then Cisco ISE first performs
verification over OCSP. If a communication problem is detected with both the primary and secondary OCSP
servers, or if an unknown status is returned for a given certificate, Cisco ISE switches to checking the CRL.

Cisco ISE CA Service Online Certificate Status Protocol Responder

The Cisco ISE CA OCSP responder is a server that communicates with OCSP clients. The OCSP clients for
the Cisco ISE CA include the internal Cisco ISE OCSP client and OCSP clients on the Adaptive Security
Appliance (ASA). The OCSP clients should communicate with the OCSP responder using the OCSP
request/response structure defined in RFC 2560, 5019.

The Cisco ISE CA issues a certificate to the OCSP responder. The OCSP responder listens on port 2560 for
any incoming requests. This port is configured to allow only OCSP traffic.

The OCSP responder accepts a request that follows the structure defined in RFC 2560, 5019. Nonce extension
is supported in the OCSP request. The OCSP responder obtains the status of the certificate and creates an
OCSP response and signs it. The OCSP response is not cached on the OCSP responder, although you can
cache the OCSP response on the client for a maximum period of 24 hours. The OCSP client should validate
the signature in the OCSP response.

The self-signed CA certificate (or the intermediate CA certificate if ISE acts as an intermediate CA of an
external CA) on the PAN issues the OCSP responder certificate. This CA certificate on the PAN issues the
OCSP certificates on the PAN and PSNs. This self-signed CA certificate is also the root certificate for the
entire deployment. All the OCSP certificates across the deployment are placed in the Trusted Certificates
Store for ISE to validate any response signed using these certificates.

\}

Note Cisco ISE receives from OCSP responder servers a thisUpdate value, which indicates the time since the last
certificate revocation. If the thisUpdate value is greater than 7 days, the OCSP certificate verification fails in
Cisco ISE.

OCSP Certificate Status Values

OCSP services return the following values for a given certificate request:

* Good—Indicates a positive response to the status inquiry. It means that the certificate is not revoked,
and the state is good only until the next time interval (time to live) value.

» Revoked—The certificate was revoked.

» Unknown—The certificate status is unknown. OCSP service returns this value if the certificate was not
issued by the CA of this OCSP responder.

* Error—No response was received for the OCSP request.
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OCSP High Availability

Cisco ISE has the capability to configure up to two OCSP servers per CA, and they are called primary and
secondary OCSP servers. Each OCSP server configuration contains the following parameters:

« URL—The OCSP server URL.

» Nonce—A random number that is sent in the request. This option ensures that old communications cannot
be reused in replay attacks.

* Validate response—Cisco ISE validates the response signature that is received from the OCSP server.

In case of timeout (which is 5 seconds), when Cisco ISE communicates with the primary OCSP server, it
switches to the secondary OCSP server.

Cisco ISE uses the secondary OCSP server for a configurable amount of time before attempting to use the
primary server again.

OCSP Failures
The three general OCSP failure scenarios are as follows:
* Failed OCSP cache or OCSP client side (Cisco ISE) failures.

* Failed OCSP responder scenarios, for example:

The first primary OCSP responder not responding, and the secondary OCSP responder responding to
the Cisco ISE OCSP request.

Errors or responses not received from Cisco ISE OCSP requests.

An OCSP responder may not provide a response to the Cisco ISE OCSP request or it may return an
OCSP Response Status as not successful. OCSP Response Status values can be as follows:

* tryLater

* signRequired
* unauthorized
* internalError

» malformedRequest

There are many date-time checks, signature validity checks and so on, in the OCSP request. For
more details, refer to RFC 2560 X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP which describes all the possible states, including the error states.

* Failed OCSP reports

Add OCSP Client Profiles

You can use the OCSP Client Profile page to add new OCSP client profiles to Cisco ISE.

. Cisco Identity Services Engine Administrator Guide, Release 2.6



| Basic Setup
OCSP Client Profile Settings [

Before you begin

If the Certificate Authority (CA) is running the OCSP service on a nonstandard port (other than 80 or 443),
you must configure ACLs on the switch to allow for communication between Cisco ISE and the CA on that
port. For example:

permit tcp <sourceip> <destination ip> eq <OCSP port number>

Step 1 Choose Administration > System > Certificates > Certificate Management > OCSP Client Profile.
Step 2 Enter the values to add an OCSP Client Profile.
Step 3 Click Submit.

OCSP Client Profile Settings

Table 29: OCSP Client Profile Settings

Field Name Usage Guidelines
Name Name of the OCSP Client Profile.
Description Enter an optional description.

Configure OCSP Responder

Enable Secondary Server Check this check box to enable a secondary OCSP
server for high availability.

Always Access Primary Server First Use this option to check the primary server before
trying to move to the secondary server. Even if the
primary was checked earlier and found to be
unresponsive, Cisco ISE will try to send a request to
the primary server before moving to the secondary

Sserver.
Fallback to Primary Server After Interval n Use this option when you want Cisco ISE to move to
Minutes the secondary server and then fall back to the primary

server again. In this case, all other requests are
skipped, and the secondary server is used for the
amount of time that is configured in the text box. The
allowed time range is 1 to 999 minutes.

Primary and Secondary Servers

URL Enter the URL of the primary and/or secondary OCSP
server.

Cisco Identity Services Engine Administrator Guide, Release 2.6 .



[l ocsP client Profile Settings

Basic Setup |

Field Name

Usage Guidelines

Enable Nonce Extension Support

You can configure a nonce to be sent as part of the
OCSP request. The Nonce includes a pseudo-random
number in the OCSP request. It is verified that the
number that is received in the response is the same as
the number that is included in the request. This option
ensures that old communications cannot be reused in
replay attacks.

Validate Response Signature

The OCSP responder signs the response with one of
the following certificates:

* The CA certificate

« A certificate different from the CA certificate

In order for Cisco ISE to validate the response
signature, the OCSP responder needs to send the
response along with the certificate, otherwise the
response verification fails, and the status of the
certificate cannot be relied on. According to the
RFC, OCSP can sign the response using different
certificates. This is true as long as OCSP sends
the certificate that signed the response for Cisco
ISE to validate it. If OCSP signs the response
with a different certificate that is not configured
in Cisco ISE, the response verification will fail.

Use OCSP URLSs specified in Authority
Information Access (AlA)

Click the radio button to use the OCSP URLs
specified in the Authority Information Access
extension.

Response Cache
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Field Name

Usage Guidelines

Cache Entry Time To Live n Minutes

Enter the time in minutes after which the cache entry
expires. Each response from the OCSP server holds
anextUpdate value. This value shows when the status
of the certificate will be updated next on the server.
When the OCSP response is cached, the two values
(one from the configuration and another from
response) are compared, and the response is cached
for the period of time that is the lowest value of these
two. If the nextUpdate value is 0, the response is not
cached at all. Cisco ISE will cache OCSP responses
for the configured time. The cache is not replicated
or persistent, so when Cisco ISE restarts, the cache is
cleared. The OCSP cache is used in order to maintain
the OCSP responses and for the following reasons:

* To reduce network traffic and load from the
OCSP servers on an already-known certificate

* To increase the performance of Cisco ISE by
caching already-known certificate statuses

By default, the cache is set to 2 minutes for the
internal CA OCSP client profile. If an endpoint
authenticates a second time within 2 minutes of the
first authentication, the OCSP cache is used and the
OCSP responder is not queried. If the endpoint
certificate has been revoked within the cache period,
the previous OCSP status of Good will be used and
the authentication succeeds. Setting the cache to 0
minutes prevents any responses from being cached.
This option improves security, but decreases
authentication performance.

Clear Cache

Click Clear Cache to clear entries of all the certificate
authorities that are connected to the OCSP service.

In a deployment, Clear Cache interacts with all the
nodes and performs the operation. This mechanism
updates every node in the deployment.

Related Topics
OCSP Services, on page 208

Cisco ISE CA Service Online Certificate Status Protocol Responder, on page 209

OCSP Certificate Status Values, on page 209
OCSP High Availability, on page 210

OCSP Failures, on page 210

OCSP Statistics Counters, on page 214

Add OCSP Client Profiles, on page 210
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OCSP Statistics Counters

Cisco ISE uses OCSP counters to log and monitor the data and health of the OCSP servers. Logging occurs
every five minutes. Cisco ISE sends a syslog message to the Monitoring node and it is preserved in the local
store. The local store contains data from the previous five minutes. After Cisco ISE sends the syslog message,
the counters are recalculated for the next interval. This means, after five minutes, a new five-minute window

interval starts again.

The following table lists the OCSP syslog messages and their descriptions.

Table 30: OCSP Syslog Messages

Message

Description

OCSPPrimaryNotResponsiveCount

The number of nonresponsive primary requests

OCSPSecondaryNotResponsiveCount

The number of nonresponsive secondary requests

OCSPPrimaryCertsGoodCount

The number of ‘good’ certificates that are returned for a
given CA using the primary OCSP server

OCSPSecondaryCertsGoodCount

The number of ‘good’ statuses that are returned for a given
CA using the primary OCSP server

OCSPPrimaryCertsRevokedCount

The number of ‘revoked’ statuses that are returned for a
given CA using the primary OCSP server

OCSPSecondaryCertsRevokedCount

The number of ‘revoked’ statuses that are returned for a
given CA using the secondary OCSP server

OCSPPrimaryCertsUnknownCount

The number of ‘Unknown’ statuses that are returned for
a given CA using the primary OCSP server

OCSPSecondaryCertsUnknownCount

The number of ‘Unknown’ statuses that are returned for
a given CA using the secondary OCSP server

OCSPPrimaryCertsFoundCount

The number of certificates that were found in cache from
a primary origin

OCSPSecondaryCertsFoundCount

The number of certificates that were found in cache from
a secondary origin

ClearCachelnvokedCount

How many times clear cache was triggered since the
interval

OCSPCertsCleanedUpCount

How many cached entries were cleaned since the t interval

NumOfCertsFoundInCache

Number of the fulfilled requests from the cache

OCSPCacheCertsCount

Number of certificates that were found in the OCSP cache
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Configure Admin Access Policies

Step 1

Step 2

Step 3
Step 4

Step 5

An RBAC policy is represented in an if-then format, where "if" is the RBAC Admin Group value and "then"
is the RBAC Permissions value.

The RBAC policies window ( Administration > System > Admin Access > Authorization) contains a list
of default policies. You cannot edit or delete these default policies. However, you can edit the data access
permissions for the Read-Only Admin policy. The RBAC policies page also allows you to create custom
RBAC policies for an admin group specifically for your work place, and apply to personalized admin groups.

When you assign limited menu access, make sure that the data access permissions allow the administrator to
access the data that is required to use the specified menus. For example, if you give menu access to the
MyDevices portal, but don't allow data access to Endpoint Identity Groups, then that administrator cannot
modify the portal.

\)

Note Admin users can move endpoint MAC addresses from the Endpoint Identity Groups they have read-only
access to, to the Endpoint Identity Groups they have full access to. The other way around is not possible.

Before you begin
* Create all the admin groups for which you want to define the role-based access control (RBAC) policies.
* Ensure that these admin groups are mapped to individual admin users.

* Ensure that you have configured the RBAC permissions such as menu access and data access permissions.

Choose Administration > System > Admin Access > Authorization > Policy.

The RBAC Policies page contains a set of ready-to-use predefined policies for default admin groups. You cannot edit or
delete these default policies. However, you can edit the data access permissions for the default Read-Only Admin policy.

Click Actions next to any of the default RBAC policy rule.
Here, you can insert new RBAC policies, duplicate an existing RBAC policy, and delete an existing RBAC policy.

Click Insert new policy.
Enter values for the Rule Name, RBAC Group(s), and Permissions fields.

You cannot select multiple menu access and data access permissions when creating an RBAC policy.

Click Save.

Administrator Access Settings

Cisco ISE allows you to define some rules for administrator accounts to enhance security. You can restrict
access to the management interfaces, force administrators to use strong passwords, regularly change their
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passwords, and so on. The password policy that you define in the Administrator Account Settings in Cisco
ISE applies to all administrator accounts.

Cisco ISE supports administrator passwords with UTF-8 characters.

Configure Maximum Number of Concurrent Administrative Sessions and Login

Banners

You can configure the maximum number of concurrent administrative GUI or CLI (SSH) sessions and login
banners that help and guide administrators who access your administrative web or CLI interface. You can
configure login banners that appear before and after an administrator logs in. By default, these login banners
are disabled. However, you cannot configure the maximum number of concurrent sessions for individual
administrator accounts.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 Choose Administration > System > Admin Access > Settings > Access > Session.

Step 2 Enter the maximum number of concurrent administrative sessions that you want to allow through the GUI and CLI
interfaces. The valid range for concurrent administrative GUI sessions is from 1 to 20. The valid range for concurrent
administrative CLI sessions is 1 to 10.

Step 3 If you want Cisco ISE to display a message before an administrator logs in, check the Pre-login banner check box and
enter your message in the text box.

Step 4 If you want Cisco ISE to display a message after an administrator logs in, check the Post-login banner check box and
enter your message in the text box.

Step 5 Click Save.

Related Topics
Allow Administrative Access to Cisco ISE from Select IP Addresses, on page 216

Allow Administrative Access to Cisco ISE from Select IP Addresses

Cisco ISE allows you to configure a list of IP addresses from which administrators can access the Cisco ISE
management interfaces.

The administrator access control settings are only applicable to Cisco ISE nodes that assume the Administration,
Policy Service, or Monitoring personas. These restrictions are replicated from the primary to the secondary
nodes.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 Choose Administration > System > Admin Access > Settings > Access > IP Access.
Step 2 Click the Allow only Listed IP addresses to Connect radio button.
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Note Connection on Port 161 (SNMP) is used for administrative access. However, when IP Access restrictions
are configured, the snmpwalk fails if the node from which it was performed is not configured for administrative
access.

Step 3 In the Configure IP List for Access Restriction area, click Add.
Step 4 In the Add IP CIDR dialog box, enter the IP addresses in the classless interdomain routing (CIDR) format in the IP

Address field.
Note This IP address can be an IPv4 or an IPv6 address. You can configure multiple IPv6 addresses for an ISE
node.

Step 5 Enter the subnet mask in the Netmask in CIDR format field.
Step 6 Click OK.

Repeat steps 4 to 7 to add more IP address ranges to this list.

Step 7 Click Save to save the changes.
Step 8 Click Reset to refresh the IP Access window.

Allow Access to MnT Nodes in Cisco ISE

Cisco ISE allows you the option either to allow only the nodes within the deployment to send logs and alarms
to MnT nodes, or to make no restrictions.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 From the Cisco ISE home page, choose Administration > System > Admin Access > Settings > Access.
Step 2 Click the MnT Access tab.
Step 3 To allow nodes or entities either within the deployment or outside the deployment to send syslogs to MnT, click the

Allow any IP address to connect to MnT radio button. To allow only nodes or entities within the deployment to send
syslogs to MnT, click the Allow only the nodes in the deployment to connect to MnT radio button.

Note For ISE 2.6 P2 and later, Syslog over Cisco ISE Messaging Service is turned on by default. This allows
syslog events including alarms, configuration changes, and session information, to come in from other entities
outside of deployment.

Configure a Password Policy for Administrator Accounts

Cisco ISE also allows you to create a password policy for administrator accounts to enhance security. You
can define whether you want a password-based or client certificate-based administrator authentication. The
password policy that you define here is applied to all the administrator accounts in Cisco ISE.
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Note » Email notifications for internal admin users are sent to root@host. You cannot configure the email
address, and many SMTP servers reject this email.

Follow open defect CSCui5583, which is an enhancement to allow you to change the email address.

* Cisco ISE supports administrator passwords with UTF-8 characters.

Before you begin

* To perform the following task, you must be a Super Admin or System Admin.

* Turn off the automatic failover configuration, if this is enabled in your deployment. See Support for
Automatic Failover for the Administration Node, on page 67

When you change the authentication method, you restart the application server processes. There might
be a delay while these services restart. Due to this delay in restart of services, automatic failover of
secondary administration node might get initiated.

Step 1 Choose Administration > System > Admin Access > Authentication.
Step 2 Click the radio button for one of the following authentication methods:

« Password Based: Choose this option to use the standard user ID and password credentials for administrator logins.
Choose Internal or External from the Identity Source drop-down list.

Note If you have configured an external identity source such as LDAP and want to use that as your
authentication source to grant access to the admin user, you must select that particular identity source
from the Identity Source list box.

» Client Certificate Based: Choose this option to specify a certificate-based policy. From the Certificate
Authentication Profile drop-down list, choose an existing authentication profile. Choose the required value from
the Identity Source drop-down list.

Step 3 Click the Password Policy tab and enter the required values to configure the Cisco ISE GUI and CLI password
requirements.

Step 4 Click Save to save the administrator password policy.
Note If you use an external identity store to authenticate administrators at login, note that even if this setting is

configured for the password policy applied to the administrator profile, the external identity store will still
validate the administrator’s username and password.

Related Topics
Administrator Password Policy Settings, on page 57
Configure Account Disable Policy for Administrator Accounts, on page 219
Configure Lock or Suspend Settings for Administrator Accounts, on page 219
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Configure Account Disable Policy for Administrator Accounts

Cisco ISE allows you to disable an administrator account if the administrator account is not authenticated for
the configured consecutive number of days.

Step 1 Choose Administration > System > Admin Access > Authentication > Account Disable Policy.
Step 2 Check the Disable account after n days of inactivity check box, and enter the number of days in the corresponding
field.

This option allows you to disable the administrator account if the administrator account was inactive for the specified
number of days. However, you can exclude individual administrator accounts from this account disable policy using the
Inactive Account Never Disabled option in the Administration > System > Admin Access > Administrators > Admin
Users window.

Step 3 Click Save to configure the global account disable policy for administrators.

Configure Lock or Suspend Settings for Administrator Accounts

Cisco ISE allows you to lock or suspend administrator accounts (including password-based internal
administrator accounts and certificate-based administrator accounts) that have more than a specified number
of failed login attempts.

Step 1 Choose Administration > System > Admin Access > Authentication > Lock/Suspend Settings.

Step 2 Check the Suspend Or Lock Account With Incorrect Login Attempts check box and enter the number of failed
attempts after which action should be taken. The valid range is from 3 through 20. Click the radio button for one of the
following options:

« Suspend Account For n Minutes: Choose this option to suspend any account that exceeds a specified number of
incorrect login attempts. The valid range is from 15 through 1440.

* Lock Account: Choose this option to lock an account that exceeds a specified number of incorrect login attempts.

You can enter a custom email remediation message, such as asking the end user to contact the helpdesk to unlock the
account.

Configure Session Timeout for Administrators

Cisco ISE allows you to determine the length of time an administration GUI session can be inactive and still
remain connected. You can specify a time in minutes after which Cisco ISE logs out the administrator. After
a session timeout, the administrator must log in again to access the Cisco ISE Admin portal.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 Choose Administration > System > Admin Access > Settings > Session > Session Timeout.
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Step 2 Enter the time in minutes that you want Cisco ISE to wait before it logs out the administrator if there is no activity. The
default value is 60 minutes. The valid range is from 6 to 100 minutes.

Step 3 Click Save.

Terminate an Active Administrative Session

Cisco ISE displays all active administrative sessions from which you can select any session and terminate at
any point of time, if a need to do so arises. The maximum number of concurrent administrative GUI sessions
is 20. If the maximum number of GUI sessions is reached, an administrator who belongs to the super admin
group can log in and terminate some of the sessions.

Before you begin

To perform the following task, you must be a Super Admin.

Step 1 Choose Administration > System > Admin Access > Settings > Session > Session Info.
Step 2 Check the check box next to the session ID that you want to terminate and click Invalidate.

Change Administrator Name

Cisco ISE allows you to change your username from the Cisco ISE GUI

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Step 1 Log in to the Cisco ISE administration portal.

Step 2 Click the Gear icon (*) at the upper right corner of the Cisco ISE GUI, and choose Account Settings from the drop-down
list.

Step 3 Enter the new username in the Admin User dialog box that is displayed.

Step 4 Edit any other details about your account that you want to change.

Step 5 Click Save.

Admin Access Settings

These sections enable you to configure access settings for administrators.

Administrator Password Policy Settings

The following table describes the fields in the Password Policy tab that you can use to define a criteria that
administrator passwords should meet. The navigation path for this window is: Administration > System >
Admin Access > Authentication > Password Policy.
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Table 31: Administrator Password Policy Settings

Field Name

Usage Guidelines

Minimum Length

Specify the minimum length of the password (in characters). The default is six
characters.

Password must not
contain

Admin name or its characters in reverse order: Check this check box to restrict the
use of the administrator username or its characters in reverse order as the password.

Cisco or its characters in reverse order: Check this check box to restrict the use of
the word "Cisco" or its characters in the reverse order as the password.

This word or its characters in reverse order: Check this check box to restrict the
use of any word that you define or its characters in the reverse order as the password.

Repeated characters four or more times consecutively: Check this check box to
restrict the use of repeated characters four or more times consecutively as the password.

Dictionary words, their characters in reverse order, or their letters replaced with
other characters: Check this check box to restrict the use of dictionary words, their
characters in reverse order, or their letters replaced with other characters, as the
password.

Substitution of $ for s, @ for a, 0 for o, 1 for 1, ! for i, 3 for e, and so on, is not permitted.
For example, Pa§$wOrd is not permitted.

« Default Dictionary: Choose this option to use the default Linux dictionary in
Cisco ISE. The default dictionary contains approximately 480,000 English words.

This option is selected by default.

+ Custom Dictionary: Choose this option to use your customized dictionary. Click
Choose File to select a custom dictionary file. The text file must comprise
newline-delimited (JSON format) words, .dic extension, and a size less than 20
MB.

Password must
contain at least one
character of each
of the selected

types

Check the check box for the type of characters an administrator's password must
contain. Choose one or more of the following options:

« Lowercase alphabetic characters
« Uppercase alphabetic characters
* Numeric characters

* Non-alphanumeric characters

Password History

Specify the number of previous passwords from which the new password must be
different, to prevent the repeated use of the same password. Check the Password must
be different from the previous nversions check box, and enter the number in the
corresponding field.

Enter the number of days before which you cannot reuse a password. Check the Cannot
reuse password within n days check box, and enter the number in the corresponding
field.
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Field Name Usage Guidelines

Password Lifetime | Check the check boxes for the following options to force users to change passwords
after a specified time period:

« Administrator passwords expire n days after creation or last change: Time
(in days) before the administrator account is disabled if the password is not
changed. The valid range is 1 to 3650 days.

« Send an email reminder to administrators n days prior to password
expiration: Time (in days) before which administrators are reminded that their
password will expire. The valid range is 1 to 3650 days.

Display Network Device-Sensitive Data

Require Admin Check this check box if you want the admin user to enter the login password to view
Password network device-sensitive data such as shared secrets and passwords.

Password cached | The password that is entered by the admin user is cached for this time period. The
for n Minutes admin user will not be prompted to enter the password again during this period to view
the network device-sensitive data. The valid range is from 1 to 60 minutes.

Related Topics
Cisco ISE Administrators, on page 4
Create a New Administrator, on page 6

Session Timeout and Session Information Settings
The following table describes the fields in the Session window that you can use to define session timeout and
terminate an active administrative session. The navigation path for this window is:Administration > System >

Admin Access > Settings > Session.

Table 32: Session Timeout and Session Information Settings

Field Name Usage Guidelines

Session Timeout

Session Idle Enter the time, in minutes, that you want Cisco ISE to wait for, before it logs out the
Timeout administrator if there is no activity. The default value is 60 minutes. The valid range
is from 6 to 100 minutes.
Session Info
Invalidate Check the check box adjacent to the session ID that you want to terminate and click
Invalidate.
Related Topics

Administrator Access Settings, on page 215
Configure Session Timeout for Administrators, on page 219
Terminate an Active Administrative Session, on page 220
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Adaptive Network Control

Adaptive Network Control (ANC) is a service that runs on the Administration node. This service monitors
and controls network access of endpoints. ANC is invoked by the ISE administrator on the admin GUI, and
also can be invoked through pxGrid from third-party systems. ANC supports wired and wireless deployments
and requires a Plus License.

You can use ANC to change the authorization state without having to modify the overall authorization policy
of the system. ANC allows you to set the authorization state when you quarantine an endpoint. As a result,
the established authorization policies where authorization policies are defined to check for ANCPolicy to
limit or deny network access. You can unquarantine an endpoint for full network access. You can also shut
down the port on the network attached system (NAS) that disconnects the endpoint from the network.

There are no limits to the number of users that can be quarantined at one time. Also, there are no time constraints
on the quarantine period length.

You can perform the following operations to monitor and control network access through ANC:

* Quarantine: Allows you to use Exception policies (authorization policies) to limit or deny an endpoint
access to the network. You must create Exception policies to assign different authorization profiles
(permissions) depending on the ANCPolicy. Setting to the Quarantine state essentially moves an endpoint
from its default VLAN to a specified Quarantine VLAN. You must define the Quarantine VLAN
previously that is supported on the same NAS as the endpoint.

» Unquarantine: Allows you to reverse the quarantine status that permits full access to the network for an
endpoint. This happens by returning the endpoint to its original VLAN.

* Shutdown: Allows you to deactivate a port on the NAS and disconnect the endpoint from the network.
Once the port is shut down on the NAS to which an endpoint is connected, manually reset the port on
the NAS again. This allows an endpoint to connect to the network, which is not available for wireless
deployments.

Quarantine and unquarantine operations can be triggered from the session directory reports for active endpoints.

)

Note If a quarantined session is unquarantined, the initiation method for a newly unquarantined session depends
on the authentication method that is specified by the switch configuration.
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Endpoints Identified with MAC and NAD IP
Staring with Cisco ISE 2.6 Patch 7, Adaptive Network Control can better identify an endpoint.

MAC address isn't always a unique identifier for an endpoint. USB NIC dongles means that multiple users
can have the same MAC address. Plus, some endpoints have the same MAC address. MAC spoofing also
shows duplicate MAC addresses.

To better identify an endpoint for the ANC service, Cisco ISE uses the IP address of the switch that the
endpoint is connected to. The switch's IP address is the NAS-IPAddress attribute.

Endpoint sessions can use the MAC address and NAS-IPAddress in an ANC Policy.
MDM vendors can use NAS-IPAddress in pxGrid v2 APIL

You must have PxGrid v2 to use NAS-IPAddress in the new API. The existing API still works. But you can't
use both the old and new APIs together.

Enable Adaptive Network Control in Cisco ISE

ANC is disabled by default. ANC gets enabled only when pxGrid is enabled, and it remains enabled until you
manually disable the service in the Admin portal.

Configure Network Access Settings

ANC allows you to reset the network access status of an endpoint to quarantine, unquarantine, or shut down
a port. These define the degree of authorization for the endpoints in the network.

You can quarantine or unquarantine endpoints, or shut down the network access server (NAS) ports to which
endpoints are connected, by using their endpoint IP addresses or MAC addresses. You can perform quarantine
and unquarantine operations on the same endpoint multiple times, provided they are not performed
simultaneously. If you discover a hostile endpoint on your network, you can shut down the endpoint’s access,
using ANC to close the NAS port.

To assign an ANC policy to an endpoint:

Before you begin

* Enable ANC.

* Create authorization profiles and exception type authorization policies for ANC.

Step 1 Choose Operations > Adaptive Network Control > Policy List.

Step 2 Click Add.

Step 3 Enter a name for the ANC policy and specify the ANC action. The following options are available:

* Quarantine

* Shut Down

* Port Bounce
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Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

You can select one or multiple actions, but you cannot combine Shut Down and Port Bounce with the other ANC actions

Quarantine and Re _Authenticate are the only two actions that can be combined.

When an ANC policy with Quarantine, Port Bounce, or Re_Authenticate is assigned or unassigned to an active endpoint,
a CoA is triggered for that endpoint.

When an ANC policy with Shut Down action is assigned to an active endpoint, a CoA is triggered to shutdown the switch
interface. However, CoA is not triggered when an ANC policy with Shut Down action is unassigned.

Choose Policy > Policy Sets, and expand the policy set.

Associate the ANC policy with the corresponding authorization policy by using the ANCPolicy attribute.

Choose Operations > Adaptive Network Control > Endpoint Assignment.

Click Add.

Enter the IP address or MAC address of the endpoint and select the policy from the Policy Assignment drop-down list.
Click Submit.

Create Authorization Profiles for Network Access through ANC

Step 1
Step 2
Step 3
Step 4
Step 5

You need to create an authorization profile that should be use with ANC. you can view the authorization
profile in the list of Standard Authorization Profiles. An endpoint can be authenticated and authorized in the
network, but restricted to access network.

Choose Policy > Policy Elements > Authorization > Authorization Profiles.

Click Add.

Enter a unique name and description for the authorization profile, and update the Access Type as ACCESS_ACCEPT.
Check the DACL Name check box, and choose DENY_ALL_TRAFFIC from the drop-down list.

Click Submit.

Exception authorization polices are intended for authorizing limited access to meet special conditions or
permissions or an immediate requirement. For ANC authorization, you need to create a quarantine exception
policy that is processed before all standard authorization policies. You need to create an exception rule with
the following condition:

Session:ANCPolicy EQUALS Quarantine.

ANC NAS Port Shutdown Flow

You can shut down the NAS port to which an endpoint is connected by using the endpoint IP address or MAC
address.

Shutdown allows you to close a NAS port based on a specified IP address for a MAC address. You have to
manually reinstate the port to bring the endpoint back into the network, which is effective only for endpoints
that are connected through wired media.
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Shutdown may not be supported on all devices. Most switches should support the shutdown command,
however. You can use the getResult() command to verify that the shutdown is executed successfully.

This figure illustrates the ANC shutdown flow. For the client device, the shutdown operation is performed
on the NAS that the client device uses to access the network.

Figure 14: ANC Shutdown Flow
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Endpoints Purge Settings

You can define the endpoint purge policy by configuring the rules, based on identity groups and other
conditions. Choose Administration > Identity Management > Settings > Endpoint Purge. You can choose
not to purge specified endpoints and to purge endpoints based on selected profiling conditions.

You can schedule an endpoint purge job. This endpoint purge schedule is enabled by default. Cisco ISE, by
default, deletes endpoints and registered devices that are older than 30 days. The purge job runs at 1:00 a.m.
(midnight) every day based on the time zone configured in the primary PAN.

Endpoint purge deletes over five thousand endpoints every 3 minutes.
The following are some of the conditions with examples you can use for purging the endpoints:
* InactivityDays— Number of days since last profiling activity or update on endpoint

* This condition purges stale devices that have accumulated over time, commonly transient guest or
personal devices, or retired devices. These endpoints tend to represent noise in your deployment as
they are no longer active on network or not likely to be seen in near future. If they do happen to
connect again, then they will be rediscovered, profiled, registered, etc as needed.

» When there are updates from endpoint, InactivityDays will be reset to 0 only if profiling is enabled.

* ElapsedDays—Numbers days since object is created.

* This condition can be used for endpoints that have been granted unauthenticated or conditional
access for a set time period, such as a guest or contractor endpoint, or employees leveraging webauth
for network access. After the allowed connect grace period, they must be fully reauthenticated and
registered.

* PurgeDate—Date to purge the endpoint.

« This option can be used for special events or groups where access is granted for a specific time,
regardless of creation or start time. This allows all endpoints to be purged at same time. For example,
a trade show, a conference, or a weekly training class with new members each week, where access
is granted for specific week or month rather than absolute day, week, or month.
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Quarantined Endpoints Do Not Renew Authentication Following
Policy Change

Problem

Authentication has failed following a change in policy or additional identity and no reauthentication is taking
place. Authentication fails or the endpoint in question remains unable to connect to the network. This issue
often occurs on client machines that fails posture assessment per the posture policy that is assigned to the user
role.

Possible Causes

The authentication timer setting is not correctly set on the client machine, or the authentication interval is not
correctly set on the switch.

Solution
There are several possible resolutions for this issue:

1. Check the Session Status Summary report in Cisco ISE for the specified NAD or switch, and ensure
that the interface has the appropriate authentication interval configured.

2. Enter “show running configuration” on the NAD/switch and ensure that the interface is configured with
an appropriate “authentication timer restart” setting. (For example, “authentication timer restart 15,” and
“authentication timer reauthenticate 15.”)

3. Enter “interface shutdown” and “no shutdown” to bounce the port on the NAD/switch and force
reauthentication following a potential configuration change in Cisco ISE.

\)

Note Because CoA requires a MAC address or session ID, we recommend that you do not bounce the port that is

shown in the Network Device SNMP report.

ANC Operations Fail when IP Address or MAC Address is not

Found

An ANC operation that you perform on an endpoint fails when an active session for that endpoint does not
contain information about the IP address. This also applies to the MAC address and session ID for that endpoint.
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Note When you want to change the authorization state of an endpoint through ANC, you must provide the IP address
or the MAC address for the endpoint. If the IP address or the MAC address is not found in the active session
for the endpoint, then you will see the following error message:

No active session found for this MAC address, IP Address or Session ID

Externally Authenticated Administrators Cannot Perform ANC
Operations

If an externally authenticated administrator tries to issue CoA-Quarantine from a live session, Cisco ISE
returns the following error message:

CoA Action of Quarantine for xXxX:xX:XX:xXX:XxX:xXxX can not be initiated. (Cause:User
not found internally. Possible use of unsupported externally authenticated user

If an externally authenticated administrator performs an ANC operation from Operations in the Cisco ISE
using the IP address or MAC address of the endpoint, Cisco ISE returns the following error message:

Server failure: User not found internally. Possible use of unsupported externally
authenticated user

Cisco ISE Software Patches

Cisco ISE software patches are always cumulative. Cisco ISE allows you to perform patch installation and
rollback from CLI or GUL

You can install patches on Cisco ISE servers in your deployment from the Primary PAN. To install a patch
from the Primary PAN, you must download the patch from Cisco.com to the system that runs your client
browser.

If you are installing the patch from the GUI, the patch is automatically installed on the Primary PAN first.
The system then installs the patch on the other nodes in the deployment in the order listed in the GUIL You
cannot control the order in which the nodes are updated. You can also manually install, roll back, and view
patch version. To do this, choose Administrator > System > Maintenance > Patch management window
in the GUIL.

If you are installing the patch from the CLI, you can control the order in which the nodes are updated. However,
we recommend that you install the patch on the Primary PAN first. The order of installation on the rest of the
nodes is irrelevant. You can install the patch on multiple nodes simultaneously, to speed up the process.

If you want to validate the patch on some of the nodes before upgrading the entire deployment, you can use
the CLI to install the patch on selected nodes. Use the following CLI command to install the patch:
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patch install <patch bundle> <repository that stores patch file>

For more information, see the "install Patch" section in the "Cisco ISE CLI Commands in EXEC Mode"
chapter in Cisco Identity Services Engine CLI Reference Guide.

You can install the required patch version directly. For example, if you are currently using Cisco ISE 2.x and
would like to install Cisco ISE 2.x patch 5, you can directly install Cisco ISE 2.x patch 5, without installing
the previous patches (in this example, Cisco ISE 2.x patches 1 —4). To view the patch version in the CLI, use
the following CLI command:

show version

Related Topics
Software Patch Installation Guidelines, on page 230
Software Patch Rollback Guidelines, on page 231
Install a Software Patch, on page 230
Roll Back Software Patches, on page 231

Software Patch Installation Guidelines

When you install a patch on an ISE node, the node is rebooted after the installation is complete. You might
have to wait for a few minutes before you can log in again. You can schedule patch installations during a
maintenance window to avoid temporary outage.

Ensure that you install patches that are applicable for the Cisco ISE version that is deployed in your network.
Cisco ISE reports any mismatch in versions as well as any errors in the patch file.

You cannot install a patch with a version that is lower than the patch that is currently installed on Cisco ISE.
Similarly, you cannot roll back changes of a lower-version patch if a higher version is currently installed on
Cisco ISE. For example, if patch 3 is installed on your Cisco ISE servers, you cannot install or roll back patch
1 or2.

When you install a patch from the Primary PAN that is part of a distributed deployment, Cisco ISE installs
the patch on the primary node and then all the secondary nodes in the deployment. If the patch installation is
successful on the Primary PAN, Cisco ISE then continues patch installation on the secondary nodes. If it fails
on the Primary PAN, the installation does not proceed to the secondary nodes. However, if the installation
fails on any of the secondary nodes for any reason, it still continues with the next secondary node in your
deployment.

When you install a patch from the Primary PAN that is part of a two-node deployment, Cisco installs the
patch on the primary node and then on the secondary node. If the patch installation is successful on the Primary
PAN, Cisco then continues patch installation on the secondary node. If it fails on the Primary PAN, the
installation does not proceed to the secondary node.

Install a Software Patch

Before you begin
* You must have the Super Admin or System Admin administrator role assigned.

* Go to Administration > System > Deployment > PAN Failover, and ensure that the Enable PAN Auto
Failover check box is unchecked. The PAN auto-failover configuration must be disabled for the duration
of this task.
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Step 1
Step 2
Step 3

Step 4

Roll Back Software Patches .

Choose Administration > System > Maintenance > Patch Management > Install.

Click Browse and choose the patch that you downloaded from Cisco.com.

Click Install to install the patch.

After the patch is installed on the PAN, Cisco ISE logs you out and you have to wait for a few minutes before you can

log in again.

Note When patch installation is in progress, Show Node Status is the only function that is accessible on the Patch
Management page.

Click the radio button next to the patch that you have installed and click Show Node Status to verify whether installation
is complete.

Roll Back Software Patches

Step 1
Step 2

Step 3
Step 4
Step 5

When you roll back a patch from the PAN that is part of a deployment with multiple nodes, Cisco ISE rolls
back the patch on the primary node and then all the secondary nodes in the deployment.

Before you begin

* You must have either the Super Admin or System Admin administrator role assigned.

Choose Administration > System > Maintenance > Patch Management.
Click the radio button for the patch version whose changes you want to roll back and click Rollback.

Note When a patch rollback is in progress, Show Node Status is the only function that is accessible on the Patch
Management page.

After the patch is rolled back from the PAN, Cisco ISE logs you out and you have to wait a few minutes
before you can log in again.

After you log in, click the Alarms link at the bottom of the page to view the status of the rollback operation.

To view the progress of the patch rollback, choose the patch in the Patch Management page and click Show Node Status.
Click the radio button for the patch and click Show Node Status on a secondary node to ensure that the patch is rolled
back from all the nodes in your deployment.

If the patch is not rolled back from any of the secondary nodes, ensure that the node is up and repeat the process to roll
back the changes from the remaining nodes. Cisco ISE only rolls back the patch from the nodes that still have this version
of the patch installed.

Software Patch Rollback Guidelines

To roll back a patch from Cisco ISE nodes in a deployment, you must first roll back the change from the PAN.
If this is successful, the patch is then rolled back from the secondary nodes. If the rollback process fails on
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the PAN, the patches are not rolled back from the secondary nodes. However, if the patch rollback fails on
any secondary node, it still continues to roll back the patch from the next secondary node in your deployment.

While Cisco ISE rolls back the patch from the secondary nodes, you can continue to perform other tasks from
the PAN GUI. The secondary nodes will be restarted after the rollback.

View Patch Install and Rollback Changes

To view reports related to installed patches, perform the following steps.

Before you begin

You must have either the Super Admin or System Admin administrator role assigned. You can install or
rollback patches choose Administration > System > Maintenance > Patch Management page. You can
also view the status (installed/in-progress/not installed) of a particular patch on each node in the deployment,
by selecting a specific patch and clicking the Show Node Status button.

Step 1 Choose Operations > Reports > Audit > Operations Audit. By default, records for the last seven days are displayed.

Step 2 Click the Filter drop-down, and choose Quick Filter or Advanced Filter and use the required keyword, for example,
patch install iniated, to generate a report containing the installed patches.

Backup Data Type

Cisco ISE allows you to back up data from the primary PAN and from the Monitoring node. Backup can be
done from the CLI or user interface.

Cisco ISE allows you to back up the following type of data:

* Configuration data—Contains both application-specific and Cisco ADE operating system configuration
data. Backup can be done via the primary PAN using the GUI or CLI.

* Operational Data—Contains monitoring and troubleshooting data. Backup can be done via the primary
PAN GUI or using the CLI for the Monitoring node.

When Cisco ISE is run on VMware, VMware snapshots are not supported for backing up ISE data.
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Note Cisco ISE does not support VMware snapshots for backing up ISE data because a VMware snapshot saves
the status of a VM at a given point in time. In a multinode Cisco ISE deployment, data in all the nodes are
continuously synchronized with current database information. Restoring a snapshot might cause database
replication and synchronization issues. Cisco recommends that you use the backup functionality included in
Cisco ISE for archival and restoration of data.

Using VMware snapshots or any third-party backup service to back up Cisco ISE data might result in
interrupting Cisco ISE services. When a backup is initiated by VMware or any other third-party backup service
like CommVault SAN level backup, it quiesces the file system to maintain crash consistency, which can cause
your Cisco ISE functionalities to freeze. A reboot is required to resume the services on your Cisco ISE
deployment.

Restore operation, can be performed with the backup files of previous versions of Cisco ISE and restored on
a later version, as long as the previous versions are in the supported direct upgrade path for the later version.

Cisco ISE, Release 2.6 supports restore from backups obtained from Release 2.1 and later.

)

Note While recreating a deployment after backing up and restoring data, a Context Visibility Reset of both Primary
PAN and Secondary PAN are required to ensure that data on both the nodes are synced.

Backup and Restore Repositories

Cisco ISE allows you to create and delete repositories through the administrator portal. You can create the
following types of repositories:

» DISK

* FTP

* SFTP

* NFS

* CD-ROM
*« HTTP

*« HTTPS

\}

Note Repositories are local to each device.

We recommend that you have a repository size of minimum 100 GB for all types of deployment (small,
medium, and large).

The following table shows the supportability information between the Cisco ISE operations and the type of
external repositories:
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Table 33: Supportability Matrix for External Repositories

Repository | Config | Config | Upgrade | Operational | Operational | Support | \dclin| Exporting | Exporting

Type Badkup | Restore Backup Restore Bundle | from | Reports Policies
the from the from the
User |User User
Inerface | Interface Interface

e V[NV v v v v

sete N V[N v v VoV v

TFTP X X X X X X X X X

HTTP X X V X X X X X X

HTTPS |X X V X X X X X X

NS N VY v v EEE v

Create Repositories

You can use the CLI and GUI to create repositories. We recommend that you use the GUI due to the following
reasons:

* Repositories that are created through the CLI are saved locally and do not get replicated to the other
deployment nodes. These repositories do not get listed in the GUI’s repository page.

* Repositories that are created on the primary PAN get replicated to the other deployment nodes.

The keys are generated only at the primary PAN on GUI, and so during upgrade you need to generate the
keys again at GUI of new primary admin and export it to the SFTP server. If you remove the nodes from your
deployment, you need to generate the keys on GUI of non-admin nodes and export it to the SFTP server.

You can configure an SFTP repository in Cisco ISE with RSA public key authentication. Instead of using an
administrator-created password to encrypt the database and logs, you can choose the RSA public key
authentication that uses secure keys. In case of SFTP repository created with RSA public key, the repositories
created through the GUI do not get replicated in the CLI and the repositories created through the CLI do not
get replicated in the GUI. To configure same repository on the CLI and GUI, generate RSA public keys on
both CLI and GUI and export both the keys to the SFTP server.

)

Note Cisco ISE initiates outbound SSH or SFTP connections in FIPS mode even if FIPS mode is not enabled on
ISE. Ensure that the remote SSH or SFTP servers that communicate with ISE allow FIPS 140 approved
cryptographic algorithms.

Cisco ISE uses embedded FIPS 140 validated cryptographic modules. For details of the FIPS compliance
claims, see the FIPS Compliance Letter.

Before you begin

* To perform the following task, you must have the privileges of either a Super Admin or System Admin.
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* If you want to create an SFTP repository with RSA public key authentication, perform the following
steps:

* Enable RSA public key authentication in the SFTP repository.
* You must log in as the Admin CLI user. Enter the host key of the SFTP server from the Cisco ISE

CLI using the crypto host_key add command. The host key string should match the hostname that
you enter in the Path field of the repository configuration page.

* Generate the key pairs and export the public key to your local system from the GUI. From the Cisco
ISE CLI, generate the key pairs using the crypto key generate rsa passphrase test123 command,
where, passphrase must be greater than four letters, and export the keys to any repository (local disk
or any other configured repository).

* Copy the exported RSA public key to the PKI-enabled SFTP server and add it to the
"authorized keys" file.

Step 1 Choose Administration > System > Maintenance > Repository.
Step 2 Click Add to add a new repository.

Step 3 Enter the values as required to set up new repository. See Repository Settings, on page 236 for a description of the fields.
Step 4 Click Submit to create the repository.

Step 5 Verify that the repository is created successfully by clicking Repository from the Operations navigation pane on the
left or click the Repository List link at the top of Repository window to go to the repository listing page.

What to do next

* Ensure that the repository that you have created is valid. You can do so from the Repository Listing
window. Select the corresponding repository and click Validate. Alternatively, you can execute the
following command from the Cisco ISE command-line interface:

show repository repository _name

where repository_name is the name of the repository that you have created.
S

Note If the path that you provided while creating the repository does not exist, then
you will get the following error:

$Invalid Directory

* Run an on-demand backup or schedule a backup.
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Table 34: Repository Settings

Fields

Usage Guidelines

Repository

Enter the name of the repository. Alphanumeric characters are allowed and the
maximum length is 80 characters.

Protocol

Choose one of the available protocols that you want to use.

Server Name

(Required for TFTP, HTTP, HTTPS, FTP, SFTP, and NFS) Enter the hostname or IP
address (IPv4 or IPv6) of the server where you want to create the repository.

Note Ensure that the ISE ethO interface is configured with an IPv6 address if
you are adding a repository with an IPv6 address.

Path

Enter the path to your repository. The path must be valid and must exist at the time
you create the repository.

This value can start with two forward slashes (/) or a single forward slash (/) denoting
the root directory of the server. However, for the FTP protocol, a single forward slash
(/) denotes the FTP of the local device home directory and not the root directory.

Enable PKI
authentication

(Optional; applicable only for SFTP repository) Check this check box if you want to
enable RSA Public Key Authentication in SFTP repository.

User Name

(Required for FTP, SFTP) Enter the username that has write permission to the specified
server. A username can contain alphanumeric and _-. /@\$ characters.

Password

(Required for FTP, SFTP) Enter the password that will be used to access the specified

server. Passwords can consist of the following characters: 0t0 9,atoz, Ato Z, -, ., |,
@9 #5$3 /\a &9 *, (, ), +, and =.

Related Topics

Backup and Restore Repositories, on page 233

Create Repositories, on page 234

Enable RSA Public Key Authentication in SFTP Repository

In the SFTP server, each node must have two RSA public keys, one each for CLI and for GUI. To enable
RSA public key authentication in SFTP repository, perform the following steps:

\}

Note  After you enable RSA public key authentication in SFTP repository, you will not be able to log in using SFTP
credentials. You can either use PKI-based authentication or credential-based authentication. If you want to

use credential-based authentication again, you must remove the public key pair from the SFTP server.

Step 1 Log in to SFTP server with an account that has permission to edit the /etc/ssh/sshd_config.file.
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Note The location of the sshd_config file might vary based on the operating system installation.

Step 2 Enter the vi /etc/ssh/sshd_config command.

The contents of the sshd config file is listed.

Step 3 Remove the "#" symbol from the following lines to enable RSA public key authentication:
* RSA Authentication yes
* PubkeyAuthentication yes
Note If Public Auth Key is no, change it to yes.

* AuthorizedKeysFile ~/.ssh/authorized keys

On-Demand and Scheduled Backups

You can configure on-demand backups of the primary PAN and the primary monitoring node. Perform an
on-demand backup when you want to back up data immediately.

You can schedule system-level backups to run once, daily, weekly, or monthly. Because backup operations
can be lengthy, you can schedule them so they are not a disruption. You can schedule a backup from the
Admin portal.

\}

Note If you are using the internal CA, you should use the CLI to export certificates and keys. Backup using in the
administration portal does not back up the CA chain.

For more information, see the "Export Cisco ISE CA Certificates and Keys" section in the "Basic Setup"
chapter Cisco Identity Services Engine Administrator Guide.

Configurational and operational backups on Cisco ISE can overload your system for a short time. This expected
behaviour of temporary system overload will depend on the configuration and monitoring database size of
your system.

Related Topics
Maintenance Settings, on page 1057

Perform an On-Demand Backup

You can perform an On-demand backup to instantly back up the configuration or monitoring (operational)
data. The restore operation restores Cisco ISE to the configuration state that existed at the time of obtaining
the backup.
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Important When performing a back up and restore, the restore overwrites the list of trusted certificates on the target
system with the list of certificates from the source system. It is critically important to note that backup and
restore functions do not include private keys associated with the Internal Certificate Authority (CA) certificates.

If you are performing a back up and restore from one system to another, you have to choose from one of these
options to avoid errors:

* Option 1:

Export the CA certificates from the source ISE node through the CLI and import them in to the target
system through the CLI.

Pros: Any certificates issued to endpoints from the source system will continue to be trusted. Any new
certificates issued by the target system will be signed by the same keys.

Cons: Any certificates that have been issued by the target system prior to the restore function will not
be trusted and will need to be re-issued.

* Option 2:
After the restore process, generate all new certificates for the internal CA.

Pros: This option is the recommended and clean method, where neither the original source certificates
or the original target certificates will be used. Certificates issued by the original source system continues
to be trusted.

Cons: Any certificates that have been issued by the target system prior to the restore function will not
be trusted and will need to be re-issued.

Before you begin

* Before you perform an on-demand backup, you should have a basic understanding of the backup data
types in Cisco ISE.

* Ensure that you have created repositories for storing the backup files.

* Do not back up using a local repository. You cannot back up the monitoring data in the local repository
of a remote Monitoring node.

* Ensure that you perform all certificate-related changes before you obtain the backup.

* To perform the following task, you must be a Super Admin or System Admin.

\}

Note For backup and restore operations, the following repository types are not
supported: CD-ROM, HTTP, HTTPS, or TFTP. This is because, either these
repository types are read-only or the protocol does not support file listing. To
restore a backup, choose the repository and click Restore.

Related Topics
Cisco ISE Restore Operation, on page 242
Export Authentication and Authorization Policy Configuration, on page 248
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On-Demand Backup Settings

The following table describes the fields on the On-Demand Backup window, which you can use to obtain a

backup at any point of time. The navigation path for this window is Administration > System > Backup &
Restore.

Table 35: On-Demand Backup Settings

Field Name Usage Guidelines

Type Choose one of the following:

« Configuration Data Backup: Includes both application-specific and Cisco ADE
operating system configuration data

* Operational Data Backup: Includes monitoring and troubleshooting data

Backup Name Enter the name of your backup file.

Repository Name | Repository where your backup file should be saved. You cannot enter a repository
name here. You can only choose an available repository from the drop-down list.
Ensure that you create the repository before you run a backup.

Encryption Key This key is used to encrypt and decrypt the backup file.

Related Topics
Backup Data Type, on page 232
On-Demand and Scheduled Backups, on page 237
Backup History, on page 242
Backup Failures, on page 242
Cisco ISE Restore Operation, on page 242
Export Authentication and Authorization Policy Configuration, on page 248
Synchronize Primary and Secondary Nodes in a Distributed Environment, on page 249
Perform an On-Demand Backup, on page 237

Schedule a Backup

You can perform an On-demand backup to instantly back up the configuration or monitoring (operational)

data. The restore operation restores Cisco ISE to the configuration state that existed at the time of obtaining
the backup.
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Important When performing a back up and restore, the restore overwrites the list of trusted certificates on the target
system with the list of certificates from the source system. It is critically important to note that backup and
restore functions do not include private keys associated with the Internal Certificate Authority (CA) certificates.

If you are performing a back up and restore from one system to another, you will have to choose from one of
these options to avoid errors:

* Option 1:

Export the CA certificates from the source ISE node through the CLI and import them in to the target
system through the CLI.

Pros: Any certificates issued to endpoints from the source system will continue to be trusted. Any new
certificates issued by the target system will be signed by the same keys.

Cons: Any certificates that have been issued by the target system prior to the restore function will not
be trusted and will need to be re-issued.

* Option 2:
After the restore process, generate all new certificates for the internal CA.

Pros: This option is the recommended and clean method, where the original source certificates or the
original target certificates will be used. Certificates issued by the original source system will continue
to be trusted.

Cons: Any certificates that have been issued by the target system prior to the restore function will not
be trusted and will need to be re-issued.

Before you begin

* Before you schedule a backup, you should have a basic understanding of the backup data types in Cisco
ISE.

* Ensure that you have configured repositories.

* Do not back up using a local repository. You cannot back up the monitoring data in the local repository
of a remote Monitoring node.

* To perform the following task, you must be a Super Admin or System Admin.

\}

Note  For backup and restore operations, the following repository types are not supported: CD-ROM, HTTP, HTTPS,
or TFTP. This is because, either these repository types are read-only or the protocol does not support file
listing.

Step 1 Choose Administration > System > Backup and Restore.

Step 2 Click Schedule to schedule a Configuration or an Operational backup.
Step 3 Enter the values as required to schedule a backup.

Step 4 Click Save to schedule the backup.
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Step 5 Perform one of the following actions:
* From the Select Repository drop-down list, choose the required repository.

* Click the Add Repository link to add a new repository.

Step 6 Click the Refresh link to see the scheduled backup list.

You can create only one schedule at a time for a Configuration or Operational backup. You can enable or disable a
scheduled backup, but you cannot delete it.

Scheduled Backup Settings

The following table describes the fields on the Scheduled Backup window, which you can use to restore a
full or incremental backup. The navigation path for this window is Administration > System > Backup and
Restore.

Table 36: Scheduled Backup Settings

Field Name Usage Guidelines

Type Choose one of the following:

« Configuration Data Backup: Includes both application-specific and Cisco ADE
operating system configuration data

« Operational Data Backup: Includes monitoring and troubleshooting data

Name Enter a name for your backup file. You can enter a descriptive name of your choice.
Cisco ISE appends the timestamp to the backup filename and stores it in the repository.
You will have unique backup filenames even if you configure a series of backups. On
the Scheduled Backup list window, the backup filename will be prepended with
“backup_occur” to indicate that the file is an occurrence kron job.

Description Enter a description for the backup.

Repository Name | Select the repository where your backup file should be saved. You cannot enter a
repository name here. You can only choose an available repository from the drop-down
list. Ensure that you create the repository before you run a backup.

Encryption Key | Enter a key to encrypt and decrypt the backup file.

Schedule Options | Choose the frequency of your scheduled backup and fill in the other options accordingly.

Related Topics
Backup Data Type, on page 232
On-Demand and Scheduled Backups, on page 237
Backup History, on page 242
Backup Failures, on page 242
Cisco ISE Restore Operation, on page 242
Export Authentication and Authorization Policy Configuration, on page 248
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Synchronize Primary and Secondary Nodes in a Distributed Environment, on page 249
Backup Using the CLI, on page 242
Schedule a Backup, on page 239

Backup Using the CLI

Although you can schedule backups both from the CLI as well as the GUI, it is recommended to use GUIL.
However, you can perform operational backup on the secondary monitoring node only from the CLI.

Backup History

Backup history provides basic information about scheduled and on-demand backups. It lists the name of the
backup, backup file size, repository where the backup is stored, and time stamp that indicates when the backup
was obtained. This information is available in the Operations Audit report and on the Backup and Restore
page in the History table.

For failed backups, Cisco ISE triggers an alarm. The backup history page provides the failure reason. The
failure reason is also cited in the Operations Audit report. If the failure reason is missing or is not clear, you
can run the backup-logs command from the Cisco ISE CLI and look at the ADE.log for more information.

While the backup operation is in progress, you can use the show backup status CLI command to check the
progress of the backup operation.

Backup history is stored along with the Cisco ADE operating system configuration data. It remains there even
after an application upgrade and are only removed when you reimage the PAN.

Backup Failures

If backup fails, check the following:

» Make sure that no other backup is running at the same time.

* Check the available disk space for the configured repository.

* Monitoring (operational) backup fails if the monitoring data takes up more than 75% of the allocated
monitoring database size. For example, if your Monitoring node is allocated 600 GB, and the
monitoring data takes up more than 450 GB of storage, then monitoring backup fails.

« If the database disk usage is greater than 90%, a purge occurs to bring the database size to less than
or equal to 75% of its allocated size.

» Verify if a purge is in progress. Backup and restore operations will not work while a purge is in progress.

* Verify if the repository is configured correctly.

Cisco ISE Restore Operation

You can restore configuration data on a primary or standalone administration node. After you restore data on
the Primary PAN, you must manually synchronize the secondary nodes with the Primary PAN.
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The process for restoring the operational data is different depending on the type of deployment.

\)

Note The new backup/restore user interface in Cisco ISE makes use of meta-data in the backup filename. Therefore,
after a backup completes, you should not modify the backup filename manually. If you manually modify the
backup filename, the Cisco ISE backup/restore user interface will not be able to recognize the backup file. If
you have to modify the backup filename, you should use the Cisco ISE CLI to restore the backup.

Guidelines for Data Restoration

Following are guidelines to follow when you restore Cisco ISE backup data.

* Cisco ISE allows you to obtain a backup from an ISE node (A) and restore it on another ISE node (B),
both having the same host names (but different IP addresses). However, after you restore the backup on
node B, do not change the hostname of node B because it might cause issues with certificates and portal
group tags.

» If you obtain a backup from the Primary PAN in one timezone and try to restore it on another Cisco ISE
node in another timezone, the restore process might fail. This failure happens if the timestamp in the
backup file is later than the system time on the Cisco ISE node on which the backup is restored. If you
restore the same backup a day after it was obtained, then the timestamp in the backup file is in the past
and the restore process succeeds.

* When you restore a backup on the Primary PAN with a different hostname than the one from which the
backup was obtained, the Primary PAN becomes a standalone node. The deployment is broken and the
secondary nodes become nonfunctional. You must make the standalone node the primary node, reset the
configuration on the secondary nodes, and reregister them with the primary node. To reset the configuration
on Cisco ISE nodes, enter the following command from the Cisco ISE CLI:

« application reset-config ise

* We recommend that you do not change the system timezone after the initial Cisco ISE installation and
setup.

» If you changed the certificate configuration on one or more nodes in your deployment, you must obtain
another backup to restore the data from the standalone Cisco ISE node or Primary PAN. Otherwise, if
you try to restore data using an older backup, the communication between the nodes might fail.

* After you restore the configuration backup on the Primary PAN, you can import the Cisco ISE CA
certificates and keys that you exported earlier.

\}

Note Ifyou did not export the Cisco ISE CA certificates and keys, then after you restore
the configuration backup on the Primary PAN, generate the root CA and
subordinate CAs on the Primary PAN and Policy Service Nodes (PSNs).

* If you are trying to restore a platinum database without using the correct FQDN (FQDN of a platinum
database), you need to regenerate the CA certificates. (choose Administration > Certificates > Certificate
Signing Requests > Replace ISE Root CA certificate chain).However, If you restore the platinum
database with the correct FQDN, note that the CA certificates regenerated automatically.
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* You need a data repository, which is the location where Cisco ISE saves your backup file. You must
create a repository before you can run an on-demand or scheduled backup.

* If you have a standalone administration node that fails, you must run the configuration backup to restore
it. If the Primary PAN fails, you can use the distributed setup to promote your Secondary Administration
Node to become the primary. You can then restore data on the Primary PAN after it comes up.

N

Note Cisco ISE also provides the backup-logs CLI command that you can use to collect
log and configuration files for troubleshooting purposes.

Restoration of Configuration or Monitoring (Operational) Backup from the CLI

To restore configuration data through the Cisco ISE CLI, use the restore command in the EXEC mode. Use
the following command to restore data from a configuration or operational backup:

restore filename repository repository-name encryption-key hash|plain encryption-key nameinclude-adeos

Syntax Description

restore Type this command to restore data from a configuration or operational backup.
filename Name of the backed-up file that resides in the repository. Supports up to 120
alphanumeric characters.
Note You must add the .tar.gpg extension after the filename (for example,
myfile.tar.gpg).
repository Specifies the repository that contains the backup.

repository-name Name of the repository you want to restore the backup from.

encryption-key (Optional) Specifies user-defined encryption key to restore backup.

hash Hashed encryption key for restoring backup. Specifies an encrypted (hashed) encryption
key that follows. Supports up to 40 characters.

plain Plaintext encryption key for restoring backup. Specifies an unencrypted plaintext
encryption key that follows. Supports up to 15 characters.

encryption-key name | Enter the encryption key.

include-adeos (Optional, applicable only for configuration backup) Enter this command operator
parameter if you want to restore ADE-OS configuration from a configuration backup.
When you restore a configuration backup, if you do not include this parameter, Cisco
ISE restores only the Cisco ISE application configuration data.

Defaults

No default behavior or values.
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Command Modes

EXEC

Usage Guidelines
When you use restore commands in Cisco ISE, the Cisco ISE server restarts automatically.

The encryption key is optional while restoring data. To support restoring earlier backups where you have not
provided encryption keys, you can use the restore command without the encryption key.

Examples

ise/admin# restore mybackup-100818-1502.tar.gpg repository myrepository encryption-key plain

Labl12345

Restore may require a restart of application services. Continue? (yes/no) [yes] ? yes

Initiating restore. Please wait...

ISE application restore is in progress.

This process could take several minutes. Please wait...

Stopping ISE Application Server...

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Alert Process...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Alert Process...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin#

Related Commands

Description

backup Performs a backup (Cisco ISE and Cisco ADE OS) and places the backup in a
repository.

backup-logs Backs up system logs.

repository Enters the repository submode for configuration of backups.

show repository Displays the available backup files located on a specific repository.

show backup Displays the backup history of the system.
history

show backup status | Displays the status of the backup operation.

show restore status | Displays the status of the restore operation.

If the sync status and replication status after application restore for any secondary node is Out of Sync, you
have to reimport the certificate of that secondary node to the Primary PAN and perform a manual
synchronization.
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Restore Configuration Backups from the GUI

Step 1
Step 2
Step 3
Step 4

You can restore a configuration backup from the Admin portal.

Before you begin

Ensure that the primary PAN Auto Failover configuration, if enabled in your deployment, is turned off. When
you restore a configuration backup, the application server processes are restarted. There might be a delay
while these services restart. Due to this delay in restart of services, auto failover of secondary PAN might get
initiated.

When your deployment is a dual node deployment at the time configuration backup, ensure the following:

* Source and target nodes for the restore are same as the ones used for the configuration backup, the target
node can be either stand-alone or primary.

* Source and target nodes for the restore are different from the ones used in the configuration backup, the
target node must be stand-alone.

\}

Note  You can restore configuration database backup and regenerate the Root CA on a primary PAN only. However,
you cannot restore the configuration database backup on a registered PAN.

Choose Administration > System > Backup and Restore.

Select the name of the backup from the list of Configurational backup and click Restore.
Enter the Encryption Key used during the backup.

Click Restore.

What to do next
If you are using the Cisco ISE CA service, you must:

1. Regenerate the entire Cisco ISE CA root chain.

2. Obtain a backup of the Cisco ISE CA certificates and keys from the primary PAN and restore it on the
secondary PAN. This ensures that the secondary PAN can function as the root CA or subordinate CA of
an external PKI in case of a Primary PAN failure and you promote the secondary PAN to be the primary
PAN.

Restoration of Monitoring Database

The process for restoring the Monitoring database is different depending on the type of deployment. The
following sections explain how to restore the Monitoring database in standalone and distributed deployments.

You must use the CLI to restore an on-demand Monitoring database backup from previous releases of Cisco
ISE. Restoring a scheduled backup across Cisco ISE releases is not supported.
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\)

Note If you attempt to restore data to a node other than the one from which the data was taken, you must configure
the logging target settings to point to the new node. This ensures that the monitoring syslogs are sent to the
correct node.

Restore a Monitoring (Operational) Backup in a Standalone Environment
The GUI lists only the backups that are taken from the current release. To restore backups that obtained from
earlier releases, use the restore command from the CLI.
Before you begin
* Purge the old monitoring data.

* Schedule a backup or perform an on-demand backup.

Step 1 Choose Administration > System > Backup and Restore.

Step 2 Select the name of the backup from the list of Operational backup and click Restore.
Step 3 Enter the Encryption Key used during the backup.

Step 4 Click Restore.

Restore a Monitoring Backup with Administration and Monitor Personas

You can restore a Monitoring backup in a distributed environment with administration and monitor personas.

Before you begin
* Purge the old monitoring data.

* Schedule a backup or perform an on-demand backup.

Step 1 If you are using a primary and secondary PAN, synchronize the PANS.

When you synchronize the PANs, you must chose a PAN and promote that to be the active primary.

Step 2 Before you deregister the Monitoring node, assign the Monitoring persona to another node in the deployment.
Every deployment must have at least one functioning Monitoring node.

Step 3 Deregister the Monitoring node for backup.

Step 4 Restore the Monitoring backup to the newly deregistered node.

Step 5 Register the newly restored node with the current Administration node.

Step 6 Promote the newly restored and registered node as the active Monitoring node.
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Restore a Monitoring Backup with a Monitoring Persona

You can restore a Monitoring backup in a distributed environment with only Monitoring persona.

Before you begin

* Purge the old monitoring data.

* Schedule a backup or perform an on-demand backup.

Step 1 Prepare to deregister the node to be restored. This is done by assigning the monitoring persona to another node in the
deployment.

A deployment must have at least one functioning Monitoring node.
Step 2 Deregister the node to be restored.
Note Wait until the deregistration is complete before proceeding with the restore. The node must be in a standalone

state before you can continue with the restore.

Step 3 Restore the Monitoring backup to the newly deregistered node.
Step 4 Register the newly restored node with the current Administration node.

Step 5 Promote the newly restored and registered node as the active Monitoring node.

Restore History

You can obtain information about all restore operations, log events, and statuses from the Operations Audit
Report window.

\)

Note However, the Operations Audit Report window does not provide information about the start times
corresponding to the previous restore operations.

For troubleshooting information, you have to run the backup-logs command from the Cisco ISE CLI and
look at the ADE.log file.

While the restore operation is in progress, all Cisco ISE services are stopped. You can use the show restore
status CLI command to check the progress of the restore operation.

Export Authentication and Authorization Policy Configuration

You can export authentication and authorization policy configuration in the form of an XML file that you can
read offline to identify any configuration errors and use for troubleshooting purposes. This XML file includes
authentication and authorization policy rules, simple and compound policy conditions, Discretionary Access
control Lists (DACLs), and authorization profiles. You can choose to email the XML file or save it to your
local system.
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Step 1
Step 2
Step 3
Step 4

Schedule Policy Export Settings .

Choose Administration > System > Backup & Restore.
Click Policy Export.

Enter the values as needed.

Click Export.

Use a text editor such as WordPad to view the contents of the XML file.

Schedule Policy Export Settings

The following table describes the fields on the Schedule Policy Export window. The navigation path for this
window is Administration > System > Backup and Restore > Policy Export.

Table 37: Schedule Policy Export Settings

Synchronize Primary and Secondary Nodes in a Distributed
Environment

Step 1
Step 2
Step 3

In a distributed environment, sometimes the Cisco ISE database in the primary and secondary nodes are not
synchronized automatically after restoring a backup file on the PAN. If this happens, you can manually force
a full replication from the PAN to the secondary ISE nodes. You can force a synchronization only from the
PAN to the secondary nodes. During the sync-up operation, you cannot make any configuration changes.
Cisco ISE allows you to navigate to other Cisco ISE Admin portal pages and make any configuration changes
only after the synchronization is complete.

Before you begin

To perform the following task, you must be a Super Admin or System Admin.

Choose Administration > System > Deployment.
Check the check boxes next to the secondary ISE nodes with an Out of Sync replication status.

Click Syncup and wait until the nodes are synchronized with the PAN. You will have to wait until this process is complete
before you can access the Cisco ISE Admin portal again.
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Recovery of Lost Nodes in Standalone and Distributed
Deployments

This section provides troubleshooting information that you can use to recover lost nodes in standalone and
distributed deployments. Some of the following use cases use the backup and restore functionality and others
use the replication feature to recover lost data.

Recovery of Lost Nodes Using Existing IP Addresses and Hostnames in a
Distributed Deployment

Scenario

In a distributed deployment, a natural disaster leads to a loss of all the nodes. After recovery, you want to use
the existing IP addresses and hostnames.

For example, you have two nodes: N1 (Primary Policy Administration Node or Primary PAN) and N2
(Secondary Policy Administration Node or Secondary PAN.) A backup of the N1 node, which was taken at
time T1, is available. Later, both N1 and N2 nodes fail because of a natural disaster.

Assumption

All Cisco ISE nodes in the deployment were destroyed. The new hardware was imaged using the same
hostnames and IP addresses.

Resolution Steps
1. Youhave to replace both the N1 and N2 nodes. N1 and N2 nodes will now have a standalone configuration.

2. Obtain a license with the UDI of the N1 and N2 nodes and install it on the N1 node.

3. You must then restore the backup on the replaced N1 node. The restore script will try to sync the data on
N2, but N2 is now a standalone node and the synchronization fails. Data on N1 will be reset to time T1.

4. You must log in to the N1 Admin portal to delete and reregister the N2 node. Both the N1 and N2 nodes
will have data reset to time T1.

Recovery of Lost Nodes Using New IP Addresses and Hostnames in a
Distributed Deployment

Scenario

In a distributed deployment, a natural disaster leads to loss of all the nodes. The new hardware is reimaged
at a new location and requires new IP addresses and hostnames.

For example, you have two ISE nodes: N1 (primary Policy Administration Node or primary PAN) and N2
(secondary Policy Service Node.) A backup of the N1 node which was taken at time T1, is available. Later,
both N1 and N2 nodes fail because of a natural disaster. The Cisco ISE nodes are replaced at a new location
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Recovery of a Node Using Existing IP Address and Hostname in a Standalone Deployment .

and the new hostnames are N1A (primary PAN) and N2A (secondary Policy Service Node). N1A and N2A
are standalone nodes at this point in time.

Assumptions

All Cisco ISE nodes in the deployment were destroyed. The new hardware was imaged at a different location
using different hostnames and IP addresses.

Resolution Steps

1. Obtain the N1 backup and restore it on N1A. The restore script will identify the hostname change and
domain name change, and will update the hostname and domain name in the deployment configuration
based on the current hostname.

2. You must generate a new self-signed certificate.

3. You must log in to the Cisco ISE administrator portal on N1A, choose Administration > System >
Deployment, and do the following:

Delete the old N2 node.

Register the new N2A node as a secondary node. Data from the N1A node will be replicated to the N2A
node.

Recovery of a Node Using Existing IP Address and Hostname in a Standalone

Deployment

Scenario
A standalone administration node is down.

For example, you have a standalone administration node, N1. A backup of the N1 database was taken at time
T1. The N1 node goes down because of a physical failure and must be reimaged or a new hardware is required.
The N1 node must be brought back up with the same IP address and hostname.

Assumptions

This deployment is a standalone deployment and the new or reimaged hardware has the same IP address and
hostname.

Resolution Steps

Once the N1 node is up after a reimage or you have introduced a new Cisco ISE node with the same IP address
and hostname, you must restore the backup taken from the old N1 node. You do not have to make any role
changes.
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. Recovery of a Node Using New IP Address and Hostname in a Standalone Deployment

Recovery of a Node Using New IP Address and Hostname in a Standalone

Deployment

Scenario
A standalone administration node is down.

For example, you have a standalone administration node, N1. A backup of the N1 database taken at time T1
is available. The N1 node is down because of a physical failure and will be replaced by a new hardware at a
different location with a different IP address and hostname.

Assumptions

This is a standalone deployment and the replaced hardware has a different IP address and hostname.

Resolution Steps

1. Replace the N1 node with a new hardware. This node will be in a standalone state and the hostname is
N1B.

2. You can restore the backup on the N1B node. No role changes are required.

Configuration Rollback

Problem

There may be instances where you inadvertently make configuration changes that you later determine were
incorrect. For example, you may delete several NADs or modify some RADIUS attributes incorrectly and
realize this issue several hours later. In this case, you can revert to the original configuration by restoring a
backup that was taken before you made the changes.

Possible Causes

There are two nodes: N1 (primary Policy Administration Node or primary PAN) and N2 (secondary Policy
Administration Node or secondary PAN) and a backup of the N1 node is available. You made some incorrect
configuration changes on N1 and want to remove the changes.

Solution

Obtain a backup of the N1 node that was taken before the incorrect configuration changes were made. Restore
this backup on the N1 node. The restore script will synchronize the data from N1 to N2.

Recovery of Primary Node in Case of Failure in a Distributed Deployment

Scenario
In a multinode deployment, the PAN fails.

For example, you have two Cisco ISE nodes, N1 (PAN) and N2 (Secondary Administration Node). N1 fails
because of hardware issues.
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Recovery of Secondary Node in Case of Failure in a Distributed Deployment .

Assumptions

Only the primary node in a distributed deployment has failed.

Resolution Steps

1. Log in to the N2 administrator portal. Choose Administration > System > Deployment and configure
N2 as your primary node.

The N1 node is replaced with a new hardware, reimaged, and is in the standalone state.
2. From the N2 administrator portal, register the new N1 node as a secondary node.

Now, the N2 node becomes your primary node and the N1 node becomes your secondary node.

If you wish to make the N1 node the primary node again, log in to the N1 administrator portal and make it
the primary node. N2 automatically becomes a secondary server. There is no data loss.

Recovery of Secondary Node in Case of Failure in a Distributed Deployment

Scenario

In a multinode deployment, a single secondary node has failed. No restore is required.

For example, you have multiple nodes: N1 (primary PAN), N2 (secondary PAN), N3 (secondary Policy
Service Node), N4 (secondary Policy Service Node). One of the secondary nodes, N3, fails.

Resolution Steps

1. Reimage the new N3A node to the default standalone state.

2. Login to the N1 Admin portal and delete the N3 node.

3. Reregister the N3A node.

Data is replicated from N1 to N3A. No restore is required.

Cisco ISE Logging Mechanism

Cisco ISE provides a logging mechanism that is used for auditing, fault management, and troubleshooting.
The logging mechanism helps you to identify fault conditions in deployed services and troubleshoot issues
efficiently. It also produces logging output from the monitoring and troubleshooting primary node in a consistent
fashion.

You can configure a Cisco ISE node to collect the logs in the local systems using a virtual loopback address.
To collect logs externally, you configure external syslog servers, which are called targets. Logs are classified
into various predefined categories. You can customize logging output by editing the categories with respect

to their targets, severity level, and so on.

As a best practice, do not configure network devices to send syslogs to a Cisco ISE Monitoring and
Troubleshooting (MnT) node as this could result in the loss of some Network Access Device (NAD) syslogs,
and overloads the MnT servers resulting in loading issues. If NAD Syslogs are configured to be sent directly
to MnT, session management functionality would break. NAD syslogs can be directed to external syslog
servers for troubleshooting but should not be directed to MnT.
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. Configure Syslog Purge Settings

In Cisco ISE Release 2.6 Patch 2 and above, the Process Down alarm is no longer triggered when ISE Messaging
Service fails on a node. When ISE Messaging Service fails on a node, all the syslogs and the Process Down
alarm will be lost until the messaging service is brought back up on that node.

In this case, an administrator must look for the Queue Link Error alarm that will be listed in the Alarms
dashlet on the Cisco ISE Home window. Click on the alarm, and a new window will open with a Suggested
Actions section. Follow these instructions to resolve the issue.

\}

Note If the Monitoring node is configured as the syslog server for a network device, ensure that the logging source

sends the correct network access server (NAS) IP address in the following format:
<message_number>sequence_number: NAS |P_address: timestamp: syslog_type: <message_text>

Otherwise, this might impact functionalities that depend on the NAS IP address.

Configure Syslog Purge Settings

Step 1
Step 2

Step 3
Step 4

Use this process to set local log-storage periods and to delete local logs after a certain period of time.

Choose Administration > System > Logging > Local Log Settings.
In the Local Log Storage Period field, enter the maximum number of days to keep the log entries in the configuration

Logs may be deleted earlier than the configured Local Log Storage Period if the size of the localStore folder reaches

Click Delete Logs Now to delete the existing log files at any time before the expiration of the storage period.
Click Save.

Cisco ISE System Logs

In Cisco ISE, system logs are collected at locations called logging targets. Targets refer to the IP addresses
of the servers that collect and store logs. You can generate and store logs locally, or you can use the FTP
facility to transfer them to an external server. Cisco ISE has the following default targets, which are dynamically
configured in the loopback addresses of the local system:

* LogCollector—Default syslog target for the Log Collector.
* ProfilerRadiusProbe—Default syslog target for the Profiler Radius Probe.
By default, AAA Diagnostics subcategories and System Diagnostics subcategories logging targets are disabled

during a fresh Cisco ISE installation or an upgrade to reduce the disk space. You can configure logging targets
manually for these subcategories but local logging for these subcategories are always enabled.

You can use the default logging targets that are configured locally at the end of the Cisco ISE installation or
you can create external targets to store the logs.

. Cisco Identity Services Engine Administrator Guide, Release 2.6



| Maintain and Monitor

Configure Remote Syslog Collection Locations .

\)

Note If a syslog server is configured in a distributed deployment, syslog messages are sent directly from the
authenticating PSNs to the syslog server and not from the MnT node.

Related Topics
Cisco ISE Message Codes, on page 256

Configure Remote Syslog Collection Locations

You can use the web interface to create remote syslog server targets to which system log messages are sent.
Log messages are sent to the remote syslog server targets in accordance with the syslog protocol standard
(see RFC-3164). The syslog protocol is an unsecure UDP.

A message is generated when an event occurs. An event may be one that displays a status, such as a message
displayed when exiting a program, or an alarm. There are different types of event messages generated from
multiple facilities such as the kernel, mail, user level, and so on. An event message is associated with a severity
level, which allows an administrator to filter the messages and prioritize it. Numerical codes are assigned to
the facility and the severity level. A syslog server is an event message collector and collects event messages
from these facilities. The administrator can select the event message collector to which messages will be
forwarded based on their severity level.

The UDP syslog (log collector) is the default remote logging target. When you disable this logging target, it
no longer functions as a log collector and is removed from the Logging Categories window. When you enable
this logging target, it becomes a log collector in the Logging Categories window.

)

Note Any changes to the default remote logging target SecureSyslogCollector results in the restart of the Cisco

I