Additional WAE CLI Commands

This section contains the following topics:

« Commit Flags, on page 1

* Device Actions, on page 2

* Service Actions, on page 3

« wae.conf Configuration Parameters, on page 4

Commit Flags

Commit flags modify transaction semantics. Use a commit flag when issuing a commit command:

commt <fl ag>

The following table lists some of commonly used flags.

Command

Description

and- qui t

Exitsto CLI operational mode after a commit.

bypass- comi t - queue

Attemptsto commit directly, bypassing the commit queue. Thisflag isrelevant only when the commit
gueue is used by default (by the configuration item
/ devi ces/ gl obal -settings/commt-queue/ enabl ed- bydef aul t).

The operation fails if the commit queue contains entries that affect the same device(s) asthe
transaction to be committed.

check

Validates the pending configuration changes. Equivalent to the validate command.

comrent |l abel

Adds acommit comment or label the is visible in compliance reports, rollback files, and so on.

dry-run

Validates and displays the configuration changes, but does not perform the actual commit. Neither
CDB nor devices are affected. Various output formats are supported.

no- net wor ki ng

Validates the configuration changes and updates the CDB, but does not update the actual devices.
Thisisequivalent to first setting the admin state-state to southbound locked, then issuing a standard
commit. In both cases the configuration changes are not committed to actual devices.

If the commit implies changes, it makes the device out-of-sync.
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no- out - of - sync- check

Commits even if the device is out-of-sync. This flag can be used in scenarios where you know the
changeisnot in conflict with what is on the device, and you don't want to perform async-from first.
Use device compar e-config to verify the result.

If the commit implies changes, it makes the device out-of-sync.

no-revi si on-drop

Failsif devices have obsolete device models. When WAE connectsto a NETCONF device, the
version of the device datamodel is discovered. Different devicesin the network might have different
versions. When WAE sends configurations to devices, by default it drops any configuration that
only existsin later models than the device supports.

t hr ough- conmi t - queue

Although the configuration change is committed to CDB immediately, it is not committed to the
actual device. Instead, to increase transaction throughput, the config change is queued for eventual
commit. This enablesthe use of the commit queue feature for individual commit commands without
enabling it by default.

All WAE command can have pipe commands. For example, the details pipe command provides feedback on
the steps performed in the commit:

wae% commit | details

To enable debugging on all templates, use the debug pipe command:

wae% conmit | debug tenplate

If you use many templates during configuration, the debug output can be overwhelming. You can limit debug
information to just one template, as shown in the following example for a template named |3vpn:

wae% commit | debug tenplate | 3vpn

Device Actions

Actions for devices can be performed globally onthe/ devi ces path, and for individual devices on
/ devi ces/ devi ce/ nanme. Many actions are also available on device groups and device ranges.

The following table lists device actions.

Command

Description

check-sync

Checksif the WAE copy of the device configuration isin sync with the actual device configuration.
This operation compares only a signature of the configuration from the device; it does not compare
the entire configuration.

The signatureisimplemented as atransaction-id, time-stamp, or hash-sum. The corresponding NED
must support the capability. If the output says unsupported, you must use afull devi ce
conpar e- conf i g command.

check- yang- nodul es

Checks if WAE and the devices have compatible YANG modules.

clear-trace

Clears dl tracefiles.
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conmi t - queues

Displaysalist of queued commits.

connect

Sets up sessions to unlocked devices. This action is not used in real operational scenarios, because
WAE automatically establishes connections on demand. However, this action is useful for test
purposes when installing new NEDSs, adding devices, and so on.

di sconnect

Closes the session to the device.

sync-from Synchronizes the WAE copy of the device configuration by reading the actual device configuration.
The change is committed immediately to WAE and cannot be rolled back.
If any service created a configuration on the device, the corresponding service might be out of sync.
To reconcile this discrepancy, use the commands ser vice check-sync and service re-deploy.
sync-to Synchronizes the device configuration by pushing the WAE copy to the devices. (This action cannot

be rolled back.)

Service Actions

Many of the preceding device operations can be combined with the option no-networ king, which performs
all updates only in the configuration database and makes the devices out of sync. The updates can be pushed
to the network later. (This action is the same as setting the devices in admin-state southbound-locked.)

The following table lists service actions.

Command

Description

check-sync

Verifies that the service and the associated device configuration isin sync. Any differences are
displayed in a chosen out-format.

If configuration changes were made out-of-band, a deep-check-sync isrequired to detect an
out-of-sync condition.

deep- check-sync

Validates whether the actual devices are configured according to the service. Use re-deploy to
reconcile the service.

get-nodi fications

Gets the configuration data created by the service.

re- depl oy

Rerunsthe servicelogic—taking into account all service data—and generates a diff using the device
configuration in the configuration database. Sends the configuration diff to the devices. This action
is useful when:

* A device sync-from action has been performed to incorporate an out-of-band change.

« Datareferenced by the service—topology information, QoS policy definitions, and so on—has
changed.

Thisaction isidempotent. If no configuration diff exists, nothing needsto be done. The WAE general
principle of minimum change applies.

un- depl oy

Undoes the effects of the service on the network. This action removes the configuration from the
actual devices and from the WAE configuration database.
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wae.conf Configuration Parameters

Thefollowing tableliststhewae. conf configuration parameters and their type (in parentheses) and default
values (in brackets). Parameters are written using a path notation to make it easier to see how they relate to

each other.

Parameter

Description

/ ncs-config

WAE configuration.

/' ncs-confi g/ db-mode (running)
[ runni ng]

This feature is deprecated; WAE supports only running db-mode.

Itis not arequirement to set this leaf; it is retained only for backward
compatibility.

/ ncs-confi g/ ncs-i pc-address

WAE listens by default on 127.0.0.1:4569 for incoming TCP connectionsfrom
WAE client libraries, such as CDB, MAAPI, the CLI, the external database
API, aswell as commands from the ncs script (such as'ncs--reload’). The IP
address and port can be changed. If they are changed, all clientsusing MAAPI,
CDB, and so on must be recompiled to handle this.

Caution Thereare severe security implicationsinvolved if WAE isinstructed
to bind(2) to anything but localhost. Use the IP 0.0.0.0 if you want

WAE to listen(2) on all 1Pv4 addresses.

/ ncs-config/ncs-ipc-address/ip
(i pv4-address | ipv6-address)
[127.0.0. 1]

The IP address that WAE listens on for incoming connections from the Java
library.

/I ncs-confi g/ ncs-i pc-address/ port
(port-nunber) [4569]

The port number that WAE listens on for incoming connections from the Java
library.

/I ncs-config/ncs-ipc-extra-listen-ip
(i pv4-address | ipv6-address)

This parameter can be given multiple times. It lists additional 1Ps to which to
bind the WAE IPC listener. Thisisuseful if you don't want to use the wildcard
0.0.0.0 addressin order to never expose the WAE IPC to certain interfaces.

/I ncs-config/ncs-ipc-access-check

WAE can be configured to restrict access for incoming connectionsto the IPC
listener sockets. The access check requires that connecting clients prove
possession of a shared secret.

/ ncs-confi g/ ncs-i pc- access- check/ enabl ed
(bool ean) [fal se]

If 'true’, the access check for IPC connections is enabled.

/ ncs-confi g/ ncs-i pc- access-check/ fi | enane
(string)

This parameter is mandatory. filename is the full path to afile containing the
shared secret for the IPC access check. The file should be protected via OS
file permissions, such that it can only be read by the WAE daemon and client
processes that are allowed to connect to the IPC listener sockets.

/ ncs- conf i g/ enabl e- shar ed- nenor y- schena
(bool ean) [true]

enabled iseither true or false. If true, aC program starts and loads the schema
into shared memory (which can then be accessed by Python, for example).

/ ncs-confi g/l oad-path
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Parameter

Description

/' ncs-config/load-path/dir (string)

This parameter can be given multiple times. The load-path element contains
any number of dir elements. Each dir element pointsto a directory path on
disk that is searched for compiled and imported YANG files (.fxsfiles) and
compiled clispec files (.ccl files) during daemon startup. WAE also searches
the load path for packages at initial startup, or when requested by the
/packages/reload action.

/I ncs-config/state-dir (string)

This parameter is mandatory. Thisis where WAE writes persistent state data.
It stores a private copy of all packages found in the load path, in adirectory
tree rooted at 'packages-in-use.cur' (also referenced by a symlink
'‘packages-in-use). It isalso used for the statefile running.invalid', which exists
only if the running database statusisinvalid, which occursif one of the database
implementations fails during the two-phase commit protocol. It is aso used
for 'global.data, which is used to store data that needs to be retained across
reboots.

/I ncs-config/conmit-retry-tineout
(xs:duration | infinity) [infinity]

Commit timeout in the WAE back plane. Thistimeout controls how long the
commit operation in the CLI and the JSON-RPC API try to complete the
operation when another entity is locking the database; for example, when
another commit isin progress or when amanaged object islocking the database.

/ ncs-confi g/ max-validation-errors
(uint32 | unbounded) [1]

Controls how many validation errors are collected and presented to the user
at atime.

/I ncs-config/notifications

Defines NETCONF northbound notification settings.

/ncs-config/notifications/event-streans

Lists all available notification event streams.

/ ncs-config/notifications/event -streans/
stream

Parameters for a single notification event stream.

/ ncs-config/notifications/event -streans/
stream name (string)

The name attached to a specific event stream.

/ncs-config/notifications/event-streans/
stream description (string)

This parameter is mandatory. Descriptive text attached to a specific event
stream.

/ncs-config/notifications/event-streans/
streani repl ay- support (bool ean)

This parameter ismandatory. Signalsif replay support isavailablefor aspecific
event stream.

/ncs-config/notifications/event-streans/
streanfbuiltin-replay-store

Parameters for the built-in replay store for this event stream.

If replay support is enabled, WAE automatically stores all notifications on
disk, ready to bereplayed if aNETCONF manager asksfor logged notifications.
Thereplay store uses a set of wrapping log files on disk (of a certain number
and size) to store the notifications.

To achieve fast replay of notificationsin a certain time range, the max size of
each wrap log file should not be too large. If possible, use alarger number of
wrap log filesinstead. If in doubt, use the recommended settings (see below).
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Parameter

Description

/ ncs-config/notifications/event -streans/
stream builtin-replay-store/
enabl ed (bool ean) [fal se]

If ‘false, the application must implement its own replay support.

/ ncs-config/notifications/event -streans/
stream builtin-replay-store/dir
(string)

This parameter is mandatory. The disk location for the wrapping log files.

/ ncs-config/notifications/event -streans/
streanm builtin-replay-store/
max-si ze (tailf:size)

This parameter is mandatory. The max size of each log wrap file. The
recommended setting is approximately S10M.

/ ncs-config/notifications/event -streans/
stream builtin-replay-store/
max-files (int64)

This parameter is mandatory. The max number of log wrap files. The
recommended setting is around 50 files.

/ ncs-confi g/ opcache

Controls the behavior of the operational data cache.

/I ncs-confi g/ opcache/ enabl ed
(bool ean) [fal se]

If 'true’, the cacheis enabled.

/ ncs-confi g/ opcache/ ti neout
(ui nt 64)

This parameter is mandatory. The amount of time to keep data in the cache,
in seconds.

/ ncs-confi g/ hi de-group

Listsany hide groups that can be unhidden. There can be zero, one, or many
hide-group entriesin the configuration.

If a hide group does not have a hide-group entry, it cannot be unhidden using
the CLI 'unhide' command. However, it is possible to add a hide-group entry
to the ncs.conf file and then use ncs -- reload to make it availablein the CLI.
This can be useful to enable, for example, a diagnostics hide group that you
do not want accessible even using a password.

/ ncs-confi g/ hi de- group/ name
(string)

Name of the hide group, which should correspond to a hide group name defined
in a YANG module with 'tailf:hidden'.

/ ncs-confi g/ hi de-group/ password
(tailf:nd5-digest-string) []

A password can optionally be specified for a hide group. If no password or
callback is given, the hide group can be unhidden without giving a password.
If apassword is specified, the hide group cannot be enabled unl ess the password
is entered.

To completely disable a hide group (that is, make it impossible to unhide it),
remove the entire hide-group container for that hide group.

/ ncs-confi g/ hi de-group/ call back
(string)

A callback can optionally be specified for a hide group. If no callback or
password is given, the hide group can be unhidden without giving a password.
If acallback is specified, the hide group cannot be enabled unless a password
is entered and verified. The callback receives the name of the hide group, the
name of the user issuing the unhide command, and the password. Callbacks
make it possible to have short-lived unhide passwords and per-user unhide
passwords.
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Parameter

Description

/' ncs-config/cdb

I ncs-config/cdb/db-dir (string)

db-dir isthe directory on disk that CDB usesfor its storage and any temporary
files. It is aso the directory where CDB searches for initialization files.

/I ncs-config/cdb/init-path

I ncs-config/cdb/init-path/dir
(string)

This parameter can be given multiple times. The init-path can contain any
number of dir elements. Each dir element points to adirectory path that CDB
searches for .xml files before looking in db-dir. The directories are searched
in the order in which they are listed.

/ ncs-config/cdb/client-timeout
(xs:duration | infinity) [infinity]

Specifies how long CDB waits for a response before considering a client
unresponsive. If aclient failsto call Cdb.syncSubscriptionSocket() within the
timeout period, CDB logs a syslog of this failure and then, considering the
client dead, closes the socket and proceeds with the subscription notifications.
If set toinfinity, CDB never times out waiting for aresponse from a client.

I ncs-confi g/ cdb/ subscri ption-repl ay

/ ncs- confi g/ cdb/ subscri pti on-repl ay/ enabl ed
(bool ean) [fal se]

If enabled, it is possible to request areplay of the previous subscription
notification to a new CDB subscriber.

I ncs-config/cdb/replication (async
| sync) [sync]

When CDB replication is enabled (which it is when high-availability modeis
enabled; see /ncs-config/ha), the CDB configuration stores can be replicated
asynchronously or synchronously. With asynchronous replication, atransaction
updating the configuration is allowed to complete as soon as the updates are
sent to the connected secondary nodes. With the default synchronousreplication,
thetransaction is suspended until the updates are completely propagated to the
secondary nodes, and the subscribers on the secondary nodes (if any) have
acknowledged their subscription notifications.

/ ncs-confi g/ cdb/journal -conpaction
(automatic | manual) [autonatic]

Controls the way the CDB configuration store does its journal compaction.
Never set to anything but the default 'automatic’ unless thereis an external
mechanism that controls the compaction using the

cdb _initiate journal_compaction() API call.

/ ncs-confi g/ cdb/ oper ati onal

Operational data can either beimplemented by external callbacks, or stored in
CDB (or a combination of both). The operational data storeis used when data
isto be stored in CDB.

/ ncs-confi g/ cdb/ operational/ db-dir
(string)

db-dir isthe directory on disk that CDB operational uses for its storage and
any temporary files. If left unset (default), the same directory as db-dir for
CDB is used.

/ ncs-confi g/ encrypted-strings

encrypted-strings defines keys used to encrypt strings that adhere to the types
tailf:des3-chc-encryptedstring and tailf:aes-cfb-128-encrypted-string.

/ ncs-confi g/ encrypt ed- st ri ngs/ DES3CBC

With DES3CBC, three 64-bit (8-byte) keys and arandom initial vector are
used to encrypt the string. The initVector leaf is only used when upgrading
from earlier versions, but is retained for backward compatibility.
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Parameter

Description

/I ncs-confi g/ encrypted-strings/
DES3CBC/ keyl (hex8-val ue-type)

This parameter is mandatory.

/I ncs-confi g/ encrypted-strings/
DES3CBC/ key2 (hex8-val ue-type)

This parameter is mandatory.

/I ncs-confi g/ encrypted-strings/
DES3CBC/ key3 (hex8-val ue-type)

This parameter is mandatory.

/' ncs-confi g/ encrypted-strings/
DES3CBC/ i ni t Vect or
(hex8-val ue-type)

I ncs-config/encrypted-strings/
AESCFB128

With AESCFB128, one 128-hit (16-byte) key and arandom initial vector are
used to encrypt the string. The initVector leaf is only used when upgrading
from earlier versions, but is retained for backward compatibility.

/I ncs-confi g/ encrypted-strings/
AESCFB128/ key (hex16-val ue-type)

This parameter is mandatory.

/I ncs-confi g/ encrypted-strings/
AESCFB128/ i ni t Vect or
(hex16-val ue-type)

/ ncs-config/crypt-hash

crypt-hash specifies how clear-text values should be hashed for leafs of the
types ianach:crypt-hash, tailf:sha-256-digest-string, and
tailf:sha-512-digest-string.

/I ncs-config/crypt-hash/al gorithm
(md5 | sha-256 | sha-512) [nd5]

algorithmcan be set to one of the values'md5’, 'sha-256', or 'sha-512', to choose
the corresponding hash algorithm for hashing of clear-text input for the
ianach:crypt-hash type.

/ ncs-confi g/ crypt-hash/rounds
(crypt - hash-rounds-type) [5000]

For the 'sha-256' and 'sha-512" algorithms for the ianach:crypt-hash type, and
for thetailf:sha-256-digest-string and tailf:sha-512-digest-string types, rounds
specifies how many timesthe hashing loop should be executed. If avalue other
than the default 5000 is specified, the hashed format has 'rounds=N$', where
N is the specified value, prepended to the salt. This parameter isignored for
the 'md5' algorithm for ianach:crypt-hash.

/ ncs-confi g/l ogs

/I ncs-confi g/l ogs/syslog-config

Shared settings for how to log to syslog. Logs can be configured to log to file
or syslog. If alog is configured to log to syslog, the settings under
/ncs-config/logs/syslog-config are used.

/ ncs-confi g/ 1 ogs/ sysl og- confi g/ versi on
(bsd | 1) [bsd]

version iseither 'bsd' (traditional syslog) or '1' (new IETF syslog format: RFC
5424).'1" implies that /ncs-config/logs/sysl og-config/udp/enabled must be set
to true.
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Parameter

Description

/ ncs-confi g/l ogs/ sysl og-config/facility

(daenon | authpriv | localO
locall | local2 | local3 | local4
| local5 | local6 | local?7

ui nt 32) [ daenon]

Thisfacility setting is the default facility. It is also possible to set individual
facilitiesin the different logs.

/ ncs-confi g/l ogs/sysl og-confi g/ udp

I ncs-confi g/l ogs/sysl og-config/
udp/ enabl ed (bool ean) [fal se]

If ‘false', messages are sent to the local syslog daemon.

/ ncs-confi g/l ogs/sysl og-config/
udp/ host (string | ipv4-address |
i pv6-address)

This parameter is mandatory. host is either a domain name or an 1Pv4/1Pv6
network address. UDP syslog messages are sent to this host.

/ ncs-confi g/l ogs/sysl og-config/
udp/ port (port-nunber) [514]

port isavalid port number to be used in combination with
/ncs-config/logs/sys og-config/udp/host.

/' ncs-confi g/l ogs/sysl og-config/
sysl og- servers

Thisis an aternative way of specifying UDP syslog servers. If you configure
the /ncs-config/logs/sys og-config/udp container, any configuration in this
container isignored.

/I ncs-confi g/l ogs/ sysl og-confi g/
sysl og- servers/ server

A set of syslog serversthat get a copy of al syslog messages.

I ncs-confi g/l ogs/sysl og-config/
sysl og-servers/server/ host (string
| ipv4-address | ipv6-address)

host is either a domain name or an IPv4/IPv6 network address. UDP syslog
messages are sent to this host.

/ ncs-confi g/l ogs/sysl og-confi g/
sysl og- servers/server/port
(port-nunber) [514]

port is the UDP port number where this syslog server islistening.

/' ncs-confi g/l ogs/sysl og-config/
sysl og- servers/server/version (bsd
| 1) [bsd]

versioniseither 'bsd' (traditional syslog) or '1' (new IETF syslog format: RFC
5424).

/' ncs-confi g/l ogs/sysl og-config/
sysl og-servers/server/facility

(daenon | authpriv | localO
locall | local2 | local3 | local4
| local5 | local6 | local?7

ui nt 32) [daenon]

/ ncs-confi g/l ogs/sysl og-config/
sysl og- servers/server/ enabl ed
(bool ean) [true]

If ‘false, this syslog server does not get any UDP messages.

/ ncs-confi g/l ogs/ncs-1 og

ncs-log is WAE's daemon log. Check thislog for startup problems of the WAE
daemonitself. Thislog is not rotated; use logrotate(8).
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Parameter

Description

/' ncs-confi g/l ogs/ncs-1o0g/ enabl ed
(bool ean) [true]

If 'true, the log is enabled.

/I ncs-config/logs/ncs-log/file

/ ncs-config/logs/ncs-1og/ filelname
(string)

nameisthe full path to the actual log file.

/I ncs-config/logs/ncs-log/filel
enabl ed (bool ean) [fal se]

If 'true, file logging is enabled.

/I ncs-confi g/l ogs/ncs-1og/sysl og

/I ncs-confi g/l ogs/ ncs-1 og/
sysl og/ enabl ed (bool ean) [fal se]

If 'true', syslog messages are sent.

/ ncs-confi g/l ogs/ncs-1og/

syslog/facility (daenmon | authpriv
| localO | locall | local2 | local3
| local4 | local5 | local6 | local?
| uint32)

This optional value overrides the /ncs-config/logs/syslog-config/facility for
the specified log.

/ ncs-confi g/l ogs/ devel oper-1og

developer-log isadebug log for troubleshooting user-written Javacode. Enable
and check thislog for problems with validation code. Thislog is enabled by
default. In al other regardsit can be configured as ncs-log. Thislog is not
rotated; use logrotate(8).

/' ncs-confi g/l ogs/ devel oper -1 og/
enabl ed (bool ean) [true]

If 'true, the log is enabled.

/I ncs-confi g/l ogs/ devel oper -1 og/
file

/I ncs-confi g/l ogs/ devel oper -1 og/
filel/name (string)

name is the full path to the actual log file.

I ncs-confi g/l ogs/ devel oper -1 og/
filelenabl ed (bool ean) [fal se]

If 'true, file logging is enabled.

/' ncs-confi g/l ogs/ devel oper -1 og/
sysl og

I ncs-confi g/l ogs/ devel oper-1 og/
sysl og/ enabl ed (bool ean) [fal se]

If ‘true', syslog messages are sent.

/' ncs-confi g/l ogs/ devel oper -1 og/

syslog/facility (daenmon | authpriv
| localO | locall | local2 | |ocal3
| local4 | local5 | local6 | local?
| uint32)

This optional value overrides the /ncs-config/logs/syslog-config/facility for
the specified log.
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Parameter

Description

/ ncs-confi g/l ogs/ devel oper -1 og- | evel
(error | info | trace) [infO]

Controlsthe level of developer messages to print in the devel oper log.

/I ncs-config/logs/audit-1og

audit-log is an audit log that records successful and failed logins to the WAE
back plane. Thislog is enabled by default. In all other regardsit can be
configured as/ncs-config/logs/ncs-log. Thislogisnot rotated; uselogrotate(8).

/I ncs-config/logs/audit-1og/ enabled
(bool ean) [true]

If 'true, the log is enabled.

I ncs-config/logs/audit-log/file

/I ncs-confi g/l ogs/audit-1og/
filel/name (string)

name isthe full path to the actual log file.

/I ncs-confi g/l ogs/audit-1og/
filelenabl ed (bool ean) [fal se]

If 'true, file logging is enabled.

/' ncs-config/l ogs/audit-1og/ syslog

/ ncs-confi g/l ogs/audit-Iog/
sysl og/ enabl ed (bool ean) [fal se]

If 'true’, syslog messages are sent.

/I ncs-confi g/l ogs/audit-1og/

syslog/facility (daenmon | authpriv
| localO | locall | local2 | local3
| local4 | local5 | local6 | local?
| uint32)

This optional value overrides the /ncs-config/logs/syslog-config/facility for
the specified log.

/ ncs-confi g/l ogs/audit-Iog-conmmt
(bool ean) [fal se]

Controls whether the audit log should include messages about the resulting
configuration changes for each commit to the running data store.

/I ncs-confi g/l ogs/ netconf-Iog

netconf-log is alog for troubleshooting northbound NETCONF operations,
such as checking why afilter operation didn't return the data requested. This
log is enabled by default. In all other regardsit can be configured as
/ncs-config/logs/nes-log. Thislog is not rotated; use logrotate(8).

/ ncs-confi g/l ogs/ netconf-1og/
enabl ed (bool ean) [true]

If 'true', the log is enabled.

/I ncs-config/logs/netconf-1og/ file

/ ncs-confi g/l ogs/ net conf-1og/
filel/name (string)

nameisthe full path to the actual log file.

/ ncs-confi g/l ogs/ netconf-1og/
filelenabl ed (bool ean) [fal se]

If 'true’, file logging is enabled.

I ncs-confi g/l ogs/ netconf-1og/syslog

I ncs-confi g/l ogs/ netconf -1 og/
sysl og/ enabl ed (bool ean) [fal se]

If ‘true', syslog messages are sent.
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/ ncs-confi g/l ogs/ netconf-1og/

syslog/facility (daenmon | authpriv
| localO | locall | local2 | local3
| local4 | local5 | local6 | local?
| uint32)

This optional value overrides the /ncs-config/logs/syslog-config/facility for
the specified log.

/ ncs-confi g/l ogs/snnp-1og

/' ncs-confi g/l ogs/snnp-1o0g/ enabled
(bool ean) [true]

If 'true, the log is enabled.

/I ncs-config/logs/snnp-1og/file

I ncs-configl/logs/snnp-1og/
filel/name (string)

nameisthe full path to the actual log file.

/I ncs-confi g/l ogs/ snnp-1 og/
filelenabl ed (bool ean) [fal se]

If 'true, file logging is enabled.

/I ncs-confi g/l ogs/snnp-1o0g/ syslog

I ncs-confi g/l ogs/ snnp-1 og/
sysl og/ enabl ed (bool ean) [fal se]

If 'true', syslog messages are sent.

/ ncs-confi g/l ogs/ snnp-1 og/

syslog/facility (daenmon | authpriv
| localO | locall | local2 | local3
| local4 | local5 | local6 | local?
| uint32)

This optional value overrides the /ncs-config/logs/syslog-config/facility for
the specified log.

/ ncs-config/logs/snmp-1o0g-1evel
(error | info) [info]

Controlswhich level of SNMP PDUs are printed in the SNMP log. The value
‘error' meansthat only PDUswith error-status not equal to 'noError' are printed.

/I ncs-confi g/l ogs/ webui - browser -1 og

webui-browser-log makes it possible to log Java script errors/exceptionsin a
log file on the target device instead of just in the browser's error console. This
log is not enabled by default and is not rotated; use logrotate(8).

/ ncs-confi g/l ogs/ webui - br owser - | og/
enabl ed (bool ean) [fal se]

If 'true, the browser log is used.

/ ncs-confi g/ | ogs/ webui - browser -1 og/ fi | enane
(string)

This parameter is mandatory. The path to the filename where browser log
entries are written.

/I ncs-confi g/l ogs/ webui -access-1 og

webui-access-log is an access log for the embedded WAE web server. This
file adheres to the Common Log Format, as defined by Apache and others.
Thislog is not enabled by default and is not rotated; use logrotate(8).

/ ncs-confi g/l ogs/ webui - access- | og/
enabl ed (bool ean) [fal se]

If 'true, the accesslog is used.
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/I ncs-confi g/l ogs/ webui - access- | og/
traffic-1og (bool ean) [fal se]

If 'true, all HTTP(S) traffic towards the embedded web server islogged in a
log file named traffic.trace. Thislogisnot enabled by default and is not rotated;
use logrotate(8).

Caution Do not use thislog in aproduction setting.

/ ncs-confi g/l ogs/ webui - access- | og/
dir (string)

This parameter is mandatory. The path to the directory where the access log
iswritten.

/ ncs-confi g/l ogs/netconf-trace-1og

netconf-trace-log is alog for understanding and troubl eshooting northbound
NETCONF protocol interactions. When thislog is enabled, all NETCONF
traffic to and from WAE isstored to afile. By default, all XML is pretty-printed.
This slows down the NETCONF server, so be careful when enabling thislog.
Thislog is not rotated; use logrotate(8).

/ ncs-configl/logs/ netconf-trace-| og/
enabl ed (bool ean) [fal se]

If 'true’, all NETCONF traffic islogged.

/ ncs-config/logs/ netconf-trace-| og/
filename (string)

This parameter ismandatory. The name of the filewherethe NETCONF traffic
trace log iswritten.

/ ncs-confi g/l ogs/ netconf-trace-| og/
format (pretty | raw) [pretty]

The value 'pretty' means that the XML datais pretty-printed. The value 'raw’
means that it is not pretty-printed.

/' ncs-confi g/l ogs/ xpath-trace-| og

xpath-trace-log is alog for understanding and troubleshooting xpath
evaluations. When thislog is enabled, all xpath queries evaluated by WAE are
logged to afile. This slows down WAE, so be careful when enabling this log.
Thislog is not rotated; use logrotate(8).

/ ncs-confi g/l ogs/ xpath-trace-| og/
enabl ed (bool ean) [fal se]

If 'true, all xpath execution is logged.

/I ncs-confi g/l ogs/ xpath-trace-1 og/
filename (string)

This parameter is mandatory. The name of the file where the xpath trace log
iswritten.

/I ncs-config/logs/error-1og

error-log isan error log used for internal logging from the WAE daemon. It
is used for troubleshooting the WAE daemon itself, and should normally be
disabled. Thislog is rotated by the WAE daemon.

/I ncs-config/logs/error-1og/ enabl ed
(bool ean) [fal se]

If 'true, error logging is performed.

/I ncs-config/l ogs/error-1og/
filenanme (string)

This parameter is mandatory. filename is the full path to the actual log file.
This parameter must be set if the error log is enabled.

I ncs-config/logs/error-| og/ max-size
(tailf:size) [SIM

max-sizeisthe maximum size of anindividual log file beforeit is rotated. Log
filenames are reused when five logs have been exhausted.

/I ncs-config/logs/error-1og/ debug

/I ncs-config/l ogs/error-1og/
debug/ enabl ed (bool ean) [fal se]
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/I ncs-config/l ogs/error-1og/
debug/ | evel (uintl16) [2]

I ncs-config/l ogs/error-1og/
debug/tag (string)

This parameter can be given multiple times.

/ ncs-confi g/ candi dat e

/I ncs-confi g/ candi date/ fil enane
(string)

The candidate db-mode has been removed; thisleaf no longer affectsthe WAE
configuration. Thisleaf and the candidate container are retained for backward
compatibility.

/ ncs-config/sort-transactions
(bool ean) [true]

This parameter controls how WAE lists newly created, not yet committed list
entries. If thisvalue is set to ‘false’, WAE lists al new elements before listing
existing data. If thisvalueis set to 'true’, WA E merges new and existing entries,
and provides one sorted view of the data. This behavior workswell when CDB
is used to store configuration data, but if an external data provider is used,
WAE does not know the sort order and cannot merge the new entries correctly.
If an external data provider isused for configuration data, and if the sort order
differsfrom CDB's sort order, this parameter should be set to 'false'.

/ ncs-confi g/ enabl e-attributes
(bool ean) [true]

This parameter controls whether WAE's attribute feature is enabled. There are
two attributes: annotations and tags. These are available in northbound
interfaces (the annotate command in the CL 1, and the annotation XML attribute
in NETCONF), but to be useful they need support from the underlying
configuration data provider. CDB supports attributes, but if an external data
provider is used for configuration data, and if it does not support the attribute
callbacks, this parameter should be set to 'false'.

/ ncs-confi g/ enabl e-i nacti ve
(bool ean) [true]

This parameter controlswhether WAE'sinactive featureisenabled. Thisfesture
also requires enabl eAttributes to be enabled. When WAE is used to control
Juniper routers, this feature is required.

I ncs-config/session-linits

Limits concurrent access to WAE.

/ ncs-confi g/ sessi on-1i mts/ max- sessi ons
(uint32 | unbounded) [unbounded]

Limits the total number of concurrent sessions to WAE.

/ncs-config/session-limts/session-lint

Limits concurrent access for a specific context to WAE. There can be multiple
instances of this container element, each one specifying parametersfor aspecific
context.

/I ncs-config/session-linits/
session-limt/context (string)

The context is cli, netconf, webui, snmp, or any other context string defined
through the use of MAAPI. For example, if you use MAAPI to implement a
CORBA interface to WAE, the MAAPI program could send the string 'corba
as context.

/ ncs-config/session-linmts/
session-limt/mx-sessions (uint32
| unbounded)

This parameter is mandatory. Limits the total number of concurrent sessions
to WAE.
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/I ncs-config/session-limts/
max- confi g-sessions (uint32 |
unbounded) [unbounded]

Limits the total number of concurrent configuration sessions to WAE.

/I ncs-config/session-limts/
config-session-lint

Limits concurrent read-write transactions for a specific context to WAE. There
can be multiple instances of this container element, each one specifying
parameters for a specific context.

/I ncs-config/session-linmts/
confi g-session-linit/context
(string)

The context is cli, netconf, webui, snmp, or any other context string defined
through the use of MAAPI. For example, if you use MAAPI to implement a
CORBA interface to WAE, the MAAPI program could send the string 'corba
as context.

/I ncs-config/session-linits/
config-session-linit/mx-sessions
(uint32 | unbounded)

This parameter is mandatory. Limits the total number of concurrent
configuration sessions to WAE for the corresponding context.

/ ncs-confi g/ aaa

/ ncs-confi g/ aaal ssh-1ogi n-grace-tine
(xs:duration) [PT10M

WAE servers close SSH connections after thistime if the client has not
successfully authenticated itself. If the valueis O, there is no time limit for
client authentication. Thisisaglobal valuefor all SSH serversin WAE.
Changing this value affects only SSH connections that are established after
the change is made.

/ ncs-confi g/ aaa/ ssh-nmax-auth-tries
(uint32 | unbounded) [unbounded]

WAE servers close SSH connections when the client has made this number of
unsuccessful authentication attempts. Thisisaglobal valuefor all SSH servers
in WAE. Changing thisvalue affectsonly SSH connectionsthat are established
after the change is made.

/ ncs-confi g/ aaal ssh-server-key-dir
(string)

ssh-server-key-dir isthe directory file path where the keys used by the WAE
SSH daemon are found. This parameter must be set if SSH is enabled for
NETCONF or the CLI. If SSH is enabled, the server keys used by WAE are
on the same format asthe server keys used by openssh (that is, the same format
as generated by 'ssh-keygen’).

Only DSA- and RSA-type keys can be used with the WAE SSH daemon, as
generated by 'ssh-keygen' with the -t dsa’ and -t rsa’ switches, respectively.
The key must be stored with an empty passphrase, and with the name
'ssh_host_dsa key'if itisaDSA-typekey, and withthename'ssh_host_rsa key'
if itisan RSA-type key. The SSH server advertises support for those key types
for which there is akey file available and for which the required algorithmis
enabled. See the /ncs-config/ssh/algorithms/server-host-key |eaf.
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/ ncs-confi g/ aaal ssh- pubkey-
aut henti cation (none | |ocal |

system [systeni

Controls how the WAE SSH daemon locates the user keys for public key
authentication.

If set to 'none’, public key authentication is disabled.

If set to 'local’, and the user exists in /aaa/authentication/users, the keysin the
user's 'ssh_keydir' directory are used.

If set to 'system’, the user isfirst looked up in /aaalauthentication/users, but
only if /ncs-config/aaall ocal -authentication/enabled is set to 'true'. If
local-authentication is disabled, or if the user does not exist in

[aaalauthenti cation/users but does exist in the OS password database, the keys
in the user's SHOME/.ssh directory are used.

/ ncs-confi g/ aaa/ def aul t - gr oup
(string)

If the user group cannot befoundinthe AAA subsystem, alogged-in user ends
up as amember of the default group (if specified). If auser logsin and the
group membership cannot be established, the user has zero access rights.

/ ncs-confi g/ aaa/ aut h-order (string)

The default order for authentication is'local-authentication pam
external-authentication'. It is possible to change this order through this
parameter.

/ ncs-confi g/ aaal expirati on-warni ng

(ignore | display | pronpt)
[ignore]

When PAM or external authentication is used, the authentication mechanism
might give awarning that the user's password is about to expire. This parameter
controls how the WAE daemon processes that warning message.

If set to ‘ignore, the warning is ignored.

If set to 'display’, interactive user interfaces display the warning message at
login.

If set to ‘prompt’, interactive user interfaces display the warning message at
login. The user must acknowledge the message before proceeding.

/ ncs-confi g/ aaa/ audi t - user - nane
(always | known | never) [known]

Controls the logging of the username when afailed authentication attempt is
logged to the audit log.

If set to "always', the username is always logged.

If set to "known", the usernameis only logged when it is known to be valid
(that is, when attempting local-authentication and the user existsin
[aaalauthentication/users). Otherwise, it islogged as "[withheld]".

If set to "never", the username is always logged as "[withheld]".

/ ncs-confi g/ aaal pam

If PAM isused for login, the WAE daemon typically must run as root.

/ ncs-confi g/ aaa/ pam enabl ed
(bool ean) [fal se]

When set to 'true’, WAE uses PAM for authentication.

/I ncs-confi g/ aaal pani servi ce
(string) [conmon-aut h]

The PAM service to use for the login NETCONF/SSH CLI procedure. This
can be any service installed in the /etc/pam.d directory. Different unices have
different services installed under /etc/pam.d. Choose an existing service or
create anew one.
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/ ncs-confi g/ aaa/ pam ti neout
(xs:duration) [PT10S]

The maximum time that authentication waits for areply from PAM. If the
timeout is reached, the PAM authentication fails, but authentication attempts
are made with other mechanisms as configured for /ncs-config/aaalauthOrder.
The default is PT10S (10 seconds).

/ ncs-confi g/ aaal ext er nal -
aut henti cati on

/ ncs-confi g/ aaal ext ernal -
aut henti cati on/ enabl ed (bool ean)
[fal se]

When set to 'true’, external authentication is used.

/ ncs-confi g/ aaal ext er nal -
aut henti cati on/ execut abl e (string)

If external authentication is enabled, an executable on the loca host can be
launched to authenticate a user. The executabl e receives the username and the
clear-text password on its standard input. The format is

'[${ USER} ;${ PASS};]\n'. For example, if user is'bob' and password is'secret’,
the executabl e receives the line '[bob;secret;]’ followed by anew line on its
standard input. The program must parse thisline.

Thetask of the external program is to authenticate the user and also provide
the user-to-groups mapping. If 'bob' is a member of the 'oper’ and the 'lamers
groups, the program should echo "accept oper lamers on its standard output.
If the user fails to authenticate, the program should echo 'reject ${ reason}' on
its standard output.

/ ncs-confi g/ aaal ext ernal -
aut hent i cati on/ use- base64 (bool ean)
[fal se]

When set to 'true’, §{ USER} and ${ PASS} in the data passed to the executable
are base64-encoded, allowing the password to contain ;' characters. For
example, if user is'bob' and password is 'secret’, the executable receives the
string TYm9i;c2VjecmV0;]' followed by anew line.

/ ncs-confi g/ aaal ext ernal -
aut henti cation/incl ude-extra
(bool ean) [fal se]

When set to 'true’, additional information items are provided to the executable:
source |P address and port, context, and protocol. The complete format is
[${USER} ;¥ PASS};¥{ IP};$ { PORT} ;${ CONTEXT} ;${ PROTO} ;]\n'.

Example: '[bob;secret;192.168.1.1;12345;cli;ssh;]\n'.

/ ncs-confi g/ aaall ocal -
aut henti cati on

/ ncs-confi g/ aaal/l ocal -
aut henti cati on/ enabl ed (bool ean)
[true]

When set to 'true’, WAE uses local authentication. The user data kept in the
aaa namespace is used to authenticate users. When set to 'false', another
authentication mechanism (such as PAM or external authentication) is used.

I ncs-confi g/ aaa/ aut henti cati on-
cal | back

/ ncs- confi g/ aaal aut hent i cat i on- cal | back/
enabl ed (bool ean) [fal se]

When set to 'true’, WAE invokes an application callback when authentication
succeeds or fails. The callback might reject an otherwise successful
authentication. If the callback has not been registered, all authentication attempts
fail.

/ ncs-confi g/ aaa/ aut hori zati on
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/ ncs-confi g/ aaa/ aut hori zat i on/ enabl ed
(bool ean) [true]

When set to 'false, all authorization checks areturned off, similar to the -noaaa
flagin ncs _cli.

/ ncs-confi g/ aaa/ aut hori zati on/
cal | back

/ ncs-confi gf aaal aut hori zat i o/ cal | back/ enabl ed
(bool ean) [fal se]

When set to 'true’, WAE invokes application callbacks for authorization. If the
callbacks have not been registered, all authorization checks are rejected.

/ ncs-confi g/ aaa/ nanmespace (string)
[http://tail-f.com ns/aaall. 1]

To move the AAA data into another user-defined namespace, indicate that
namespace here.

/ ncs-config/aaal prefix (string) [/]

To move the AAA datainto another user-defined namespace, indicate the
prefix path in that namespace where the WAE AAA namespace is mounted.

/' ncs-config/roll back

Settings that control if and where rollback files are created. A rollback file
contains acopy of the system configuration. The current running configuration
isalways stored in rollbackO, the previous versionin rollback, and so on. The
oldest saved configuration has the highest suffix.

(string)

I ncs-config/rol |l back/ enabl ed When set to 'true’, arollback fileis created whenever the running configuration
(bool ean) [fal se] is modified.
/I ncs-config/roll back/ directory This parameter is mandatory. The location where rollback files are created.

/ ncs-config/roll back/
(uint32) [35]

hi story-size

The number of old configurations to save.

/ ncs-config/roll back/
[ del t a]

type (delta)

This parameter is deprecated. WAE supportsonly type 'delta. It isnot necessary
to set avalue for this parameter; it isretained only for backward compatibility.
Type'delta meansthat only the changes are stored in therollback file. Rollback
file O contains the changes from the last configuration commit. Thisis space
and time efficient for large configurations.

/ ncs-config/roll back/
rol I back- nunbering (rolling |
fixed) [fixed]

rollback-numbering is either 'fixed' or 'rolling'. If set to 'rolling’, rollback file
'0' dlways containsthe last commit. If set to 'fixed', each rollback getsaunique
increasing number.

/' ncs-confi g/ ssh

Controls the behavior of the SSH server built into WAE.

/ ncs-confi g/ ssh/i dl e-connecti on-ti neout
(xs:duration) [PT10M

The maximum time that an authenticated connection to the SSH server is
allowed to exist without open channels. If the timeout is reached, the SSH
server closes the connection. The default is PT10M (10 minutes). A value of
0 means there is no timeout.

I ncs-config/ssh/al gorithms

Defines custom lists of algorithms to be usable with the built-in SSH
implementation. For each type of algorithm, an empty value means that all
supported algorithms should be usable. A non-empty val ue (a comma-separated
list of algorithm names) meansthat the intersection of the supported algorithms
and the configured algorithms should be usable.
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/ ncs- confi g/ ssh/ al gori t hns/ ser ver - host - key
(string) []

The supported serverHostKey algorithms (if implemented in libcrypto) are
"ssh-dss' and "ssh-rsa’, but for any SSH server, it islimited to those algorithms
for which thereisahost key installed in the directory given by
/ncs-config/aaalssh-server-key-dir. To limit the usable serverHostKey
algorithmsto "ssh-dss', set this value to "ssh-dss" or avoid installing akey of
any other type than ssh-dss in the sshServerKeyDir.

/ ncs-confi g/ ssh/al gorithns/kex
(string) []

The supported key exchange algorithms (as long as their hash functions are
implemented in libcrypto) are "diffie-hellman-group-exchange-sha256",
"diffie-hellman-group-exchange-shal”, "diffie-hellmangroupl4-shal”, and
"diffie-hellman-groupl-shal”. To limit the usable key exchange algorithmsto
"diffie-hellman-groupl4-shal" and "diffie-hellmangroup-exchange-sha256"
(inthat order), set this value to "diffie-hellman-groupl4-shal,
diffie-hellmangroup-exchange-sha256".

I ncs-config/ssh/al gorithns/dh-group

The range of allowed group size the SSH server responds to the client during
a"diffie-hellman-groupexchange”. The range is the intersection of what the
client requests. If there is none, the key exchange is terminated.

I ncs-config/ssh/al gorithns/
dh- group/ m n-si ze
(dh-group-size-type) [2048]

Minimum size of p, in bits.

/ ncs-confi g/ sshV al gori t hns/ dh- gr oup/ nax- si ze
(dh-group-size-type) [4096]

Maximum size of p, in bits.

/ ncs-config/ssh/al gorithns/ mac
(string) []

The supported mac algorithms (if implemented in libcrypto) are "hmac-md5",
"hmac-shal", "hmacsha2-256", "hmac-sha2-512", "hmac-shal-96", and
"hmac-md5-96".

/ ncs-confi g/ ssh/al gorithns/encryption
(string) []

The supported encryption agorithms (if implemented in libcrypto) are
"aes128-ctr", "aes192-ctr, "aes256-ctr, "aes128-chc”, "aes256-che”, and
"3des-chc”.

I ncs-config/ssh/client-alive-interval
(xs:duration | infinity) [infinity]

If no data has been received from a connected client for this long, a request
that requires a response from the client is sent over the SSH transport.

/ ncs-confi g/ ssh/client-alive-count - max
(uint32) [3]

If no data has been received from the client after this many consecutive
client-alive-intervals have passed, the connection drops.

/I ncs-config/cli

CLI parameters.

/' ncs-config/cli/enabled (bool ean)
[true]

If 'true’, the CLI server is started.

Incs-config/cli/allowinplicit-wldcard
(bool ean) [true]

If 'true’, users do not need to explicitly type * in the place of keysin lists, in
order to see all list instances. If 'false’, users must explicitly type* to see dl
list instances.

/ ncs-config/cli/conpletion-show nax
(cli-max) [100]

The maximum number of possible alternatives to present when doing
completion.
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I ncs-config/cli/style (j | ¢)

Styleiseither j' or 'c'. If set to ', the CLI is presented as a Juniper-style CLI.
If 'c', the CLI appears as Cisco XR style.

I ncs-config/cli/ssh

/I ncs-config/cli/ssh/enabl ed
(bool ean) [true]

enabled is either 'true’ or 'false. If 'true’, the WAE CLI uses the built-in SSH
Server.

I ncs-config/cli/sshlip
(i pv4-address | ipv6-address)
[0.0.0.0]

ipisan IP address that the WAE CLI listens on for SSH connections. 0.0.0.0
meansthat it listens on the port (/ncs-config/cli/ssh/port) for all |Pv4 addresses
on the machine.

/' ncs-config/cli/ssh/port
(port-nunber) [2024]

The port number for CLI SSH.

/I ncs-config/cli/ssh/banner (string)

[]

banner isastring that is presented to the client before authenticating when
logging in to the CLI viathe built-in SSH server.

I ncs-config/cli/ssh/banner-file
(string) []

banner-file is the name of afile whose contents are presented (after any string
given by the banner directive) to the client before authenticating when logging
in to the CLI viathe built-in SSH server.

I ncs-config/cli/ssh/extra-listen

A list of additional |P address and port pairs that the WAE CLI listens on for
SSH connections.

I'ncs-config/cli/ssh/iextra-listen/ip
(i pv4-address | ipv6-address)

I'ncs-config/cli/ssh/extra-listen/port
(port-numnber)

/ncs-config/cli/top-1evel -cnds-i n-sub- node
(bool ean) [fal se]

topLevel CmdsinSubMode is ‘true’ or 'false’. If ‘true, al top-level commands
inl and C style CLI are available in submodes.

/'ncs-config/cli/conpletion-neta-info
(false | altl | alt2) [fal se]

completionMetalnfo is'false, 'altl’, or 'at2'. If set to 'altl’, the alternatives
shown for possible completions are prefixed as follows:

containers with > listswith + leaf-lists +

For example:

Possible completions: ... > applications + apply-groups ... + dns-servers...
If set to 'alt2', possible completions are prefixed as follows:

containers with > lists with children with +> lists without children +

For example:

Possible completions: ... > applications +>apply-groups ... + dns-servers ...

/' ncs-config/cli/allow abbrev-keys
(bool ean) [fal se]

allowAbbrevKeysis'true or false. If 'false', key elements are not allowed to
be abbreviated in the CLI. Thisisrelevant in the J-style CLI when using the

commands 'delete’ and 'edit’. Thisisrelevant in the C/I-style CLIswhen using
the commands'na’, 'show configuration’, and for commandsto enter submodes.
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/Incs-config/cli/j-align-Ieaf-val ues
(bool ean) [true]

j-aign-leaf-valuesis 'true or 'false'. If 'true, the leaf values of al siblingsin a
container or list are aligned.

I ncs-confi g/ cli/enter-subnode-on-I eaf
(bool ean) [true]

enterSubmodeOnL eaf is'true’ or 'false’. If 'true’ (the default), setting aleaf in
a submode from a parent mode results in entering the submode after the
command has completed. If 'false', an explicit command for entering the
submode is required—for example, if running the command interface
FastEthernet 1/2/1 mtu 1400 from the top level in config mode. If

enter SubmodeOnL eaf is 'true’, the CLI ends up in the 'interface FastEthernet
1/1/1' submode after the command execution. If ‘false’, the CLI remains at the
top level. To enter the submode when set to 'false', the command inter face
FastEthernet 1/1/1 isrequired. Applied to the C-style CL1I.

I ncs-config/cli/tabl e-1ook-ahead
(int64) [50]

The tableL ookAhead element tells confd how many rows to pre-fetch when
displaying atable. The prefetched rows are used to calculate the required
column widths for the table. If set to a small number, you should explicitly
configure the column widths in the clispec file.

/I ncs-config/cli/nore-buffer-1ines
(uint32 | unbounded) [unbounded]

moreBufferLinesis used to limit the buffering done by the more process. It
can be 'unbounded' or a positive integer that describes the maximum number
of lines to buffer.

I ncs-config/cli/showall-ns
(bool ean) [fal se]

If showAlINsis'true, al elem names are prefixed with the namespace prefix
in the CLI. Thisis visible when setting values and when showing the
configuration.

/I ncs-config/cli/suppress-fast-show
(bool ean) [fal se]

suppresskastShow is 'true' or 'false'. If 'true, the fast show optimization is
suppressed in the C-style CLI. The fast show optimization is somewhat
experimental and might break certain operations.

/' ncs-config/cli/use-expose-ns-prefix
(bool ean) [true]

If ‘true, all nodes annotated with the tailf:cli-expose-ns-prefix result in the
namespace prefix being shown/required. If ‘false, thetailf:cli-expose-ns-prefix
annotation isignored. The container /devices/device/config has this annotation.

/I ncs-config/cli/showdefaults
(bool ean) [fal se]

show-defaultsis 'true’ or 'false'. If 'true’, default values are shown when

displaying the configuration. The default value is shown inside acomment on
the same line as the value. Showing default values can aso be enabled in the
CLI per session using the operational mode command set show defaultstrue.

/I ncs-config/cli/default-prefix
(string) []

default-prefix is a string that is placed in front of the default value when a
configuration is shown with default values as comments.

Incs-config/cli/commt-retry-timeout
(xs:duration | infinity) [PTOS]

The commit timeout inthe CLI. Thistimeout controlsfor how long the commit
operation triesto compl ete the operation when some other entity islocking the
database. A similar configuration parameter, /ncs-config/commit-retry-timeout,

sets atimeout for WAE transactions in the JSON-RPC API.

I ncs-config/cli/timezone (utc |
local) [local]

Timein the CLI can belocal (as configured on the host) or UTC.

Additional WAE CLI Commands .



. Additional WAE CLI Commands

Additional WAE CLI Commands |

Parameter

Description

/Incs-config/cli/with-defaults
(bool ean) [fal se]

with-defaultsis'true or false'. If ‘false, leaf nodesthat havetheir default values
are not shown when the user displays the configuration, unless the user gives
the 'details option to the 'show' command. Thisis useful when there are many
settings that are seldom used. If 'false', only the values actually modified by
the user are shown.

/I ncs-config/cli/banner (string) []

Banner shown to the user when the CL1 is started. The default is empty.

/I ncs-config/cli/banner-file
(string) []

File whose contents are shown to the user (after any string set by the 'banner'
directive) when the CL1 is started. The default is empty.

I ncs-config/cli/pronptl (string)
[\u@bh\ M ]

Prompt used in operational mode. The string might contain a number of
backsl ash-escaped special characters that are decoded as follows:

*\d—Datein'YYYY-MM-DD' format (for example, '2006-01-18").

» \h—Hostname up to thefirst '." (or delimiter as defined by
promptHostnameDelimiter).

* \H—Current time in 24-hour HH:MM:SS format.
* \T—Current time in 12-hour HH:MM:SS format.
* \@—Current time in 12-hour am/pm format.

* \A—Current time in 24-hour HH:MM format.

* \u—Username of the current user.

* \m—Mode name (only used in XR style).

* \M—Mode name inside parenthesisif in a mode.

I'ncs-config/cli/pronpt2 (string)
[\u@h\ Mr]

Prompt used in configuration mode. The string might contain a number of
backd ash-escaped special charactersthat are decoded as described for promptl.

I ncs-config/cli/c-pronptl (string)
[\u@h\ M ]

Prompt used in operational mode in the Cisco XR-style CLI. The string might
contain a number of backslash-escaped special characters that are decoded as
described for prompt1.

I ncs-config/cli/c-pronpt2 (string)
[\u@h\ Mt ]

Prompt used in configuration mode in the Cisco XR-style CLI. The string
might contain anumber of backd ash-escaped specia charactersthat are decoded
as described for prompt1.

/ ncs-confi g/ cli/pronpt - host nane-del i mter
(string) [.]

When the \h token is used in a prompt, the first part of the hostname up until
the first occurrence of the promptHostnameDelimiter is used.

/' ncs-config/cli/show!|og-directory
(string) [/var/l og]

L ocation where the show log command looks for log files.

I ncs-config/cli/idle-tinmeout
(xs:duration) [PT30M

Maximum idle time before terminating a CLI session. The default is PT30M
(30 minutes).
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I ncs-config/cli/pronpt-sessions-cli
(bool ean) [fal se]

promptSessionsCL 1 is'true or 'false. If 'true, only the current CLI sessions
are displayed when the user triesto start anew CL I session and the maximum
number of sessions has been reached. Note that MAAPI sessions with their
context set to 'cli' are regarded as CL | sessions and are listed as such.

/ ncs-config/cli/suppress-
ned-errors (bool ean) [fal se]

Suppress errors from NED devices. Make log-communication between WAE
and its devices more silent. Be careful with this option, because it might
suppress interesting errors as well.

/ncs-confi g/ cli/disable-ide-tineout-on-cnd
(bool ean) [true]

disable-idle-timeout-on-cmd is'true’ or 'false'. If 'false, theidletimeout triggers
even when acommand is running in the CLI. If 'true’, theidle timeout only
triggersif the user isidling at the CLI prompt.

/ ncs-config/cli/comand-timeout
(xs:duration | infinity) [infinity]

Global command timeout: terminate the command unless the command has
completed within the timeout. We do not recommend using this feature because
it might have undesirable effectsin aloaded system where norma commands
takelonger to complete. Thistimeout can be overridden by acommand-specific
timeout specified in the ncs.cli file.

/I ncs-config/cli/space-conpletion

/ ncs-confi g/ cli/space-conpl eti on/ enabl ed
(bool ean)

/ ncs-config/cli/ignore-1eadi ng-whitespace
(bool ean)

If ‘false, the CLI shows completion help when you enter TAB or SPACE as
the first characters on arow. If ‘true’, leading SPACE and TAB are ignored.
Enter '? for alist of possible alternatives. Setting the value to 'true’ makes it
easier to paste scriptsinto the CLI.

Incs-config/cli/auto-w zard

Thedefault value for autowizard in the CLI. Users can always enable or disable
the autowizard in each session; this controls the initial session value.

I ncs-config/cli/auto-w zard/ enabl ed
(bool ean) [true]

enabl ed is'true or false. If 'true', the CLI prompts the user for required
attributes when a new identifier is created.

Incs-config/cli/restricted-fil e-access
(bool ean) [fal se]

restricted-file-accessis 'true or 'false’. If 'true’, a CLI user cannot access files
and directories outside the home directory tree.

Incs-config/cli/restricted-file-regexp
(string) []

restricted-file-regexp is either an empty string or aregular expression (AWK
style). If not empty, all files and directories created or accessed must match
the regular expression. This can be used to ensure that certain symbols do not
occur in created files.

/I ncs-config/cli/history-save
(bool ean) [true]

If 'true’, the CLI history is saved between CLI sessions. The history is stored
in the state directory.

/ ncs-confi g/ cli/history-renove-duplicates
(bool ean) [fal se]

If 'true, repeated commandsin the CLI are only stored once in the history.
Each invocation of the command only updates the date of the last entry. If
'false', duplicates are stored in the history.

/' ncs-config/cli/history-max-size
(int64) [1000]

Sets the maximum configurable history size.
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/' ncs-config/cli/message- max-size
(int64) [10000]

Sets the maximum size of user messages.

I ncs-config/cli/show comit-progress
(bool ean) [true]

show-commit-progressis 'true’ or 'false'. If 'true’, the commit operation in the
CLI provides progress information.

/I ncs-config/cli/comt-nmessage
(bool ean) [true]

CLI prints a message when a commit is executed.

/ ncs-confi g/ cli/use-doubl e-dot - ranges
(bool ean) [true]

use-double-dot-rangesiis 'true’ or 'fals€.. If 'true’, range expressions are given
as 1..3. If 'false, ranges are given as 1-3.

Incs-cofig/cli/all owrange-expressi on-al | -types
(bool ean) [true]

allow-range-expression-all-types is 'true’ or 'false’. If 'true', range expressions
are dlowed for all key values regardless of type.

/ ncs-confi g/ cli/suppress-range- keyword
(bool ean) [fal se]

suppress-range-keyword is 'true’ or 'false'. If 'true’, the 'range’ keyword is not
allowed in C- and I-style for range expressions.

/ ncs-config/cli/commt-message-fornat
(string) [ System nessage at
$(tine)... Conmit perforned by
$(user) via $(proto) using $(ctx).
]

The format of the CLI commit messages.

/ncs-confi ¢f cl i / suppr ess- conmnt - nessage- cort ext
(string)

This parameter can be given multiple times. A list of contexts for which a
commit messageis not displayed. A good valueis[ system ], which makes al
system-generated commits go unnoticed in the CLI. A context is either the
name of an agent (CLI, web Ul, NETCONF, SNMP) or afree-form text string
if the transaction isinitiated from MAAPI.

/ ncs-confi g/ cl i / show subsyst em nessages
(bool ean) [true]

show-subsystem-messagesis 'true' or 'false'. If 'true’, the CLI displaysasystem
message whenever a connected daemon starts or stops.

/I ncs-config/cli/showeditors
(bool ean) [true]

show-editorsis'true or 'false'. If ‘true, alist of current editorsis displayed
when a user enters configure mode.

Incs-config/cli/rollback-aaa
(bool ean) [fal se]

If 'true’, AAA rules are applied when arollback fileisloaded. Rollback might
not be possibleif other users made changes that the current user does not have
access privilegesto.

/' ncs-config/cli/rollback-nunbering
(rolling | fixed) [fixed]

rollback-numbering is ‘fixed' or 'rolling'. If 'rolling, rollback file ‘0" always
contains the last commit. If *fixed', each rollback gets a unique increasing
number.

/ ncs-confi g/ cli/show servi ce-neta-dat a
(bool ean) [fal se]

If ‘true', backpointers and refcounts are displayed by default when showing
the configuration. The default can be overridden by the pipe flags ‘display
service-meta and 'hide service-meta.

/ ncs-config/rest

Controls how the embedded WAE web server should behave with respect to
TCPand SSL.
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/I ncs-config/rest/enabl ed (bool ean)
[fal se]

enabled is'true' or 'false. If 'true, the web server is started.

/ ncs-confi g/ rest/custom headers

/ ncs-confi g/ rest/ cust om header s/ header

/ ncs-confi g/ rest/ cust om header s/ header / nane
(string)

/ ncs-confi g/ rest/ cust om header s/ header / val ue
(string)

This parameter is mandatory.

/ ncs-confi g/ restconf

Controls settings for the RESTCONF API.

/ ncs-confi g/ restconf/enabl ed
(bool ean) [fal se]

enabled is'true’ or 'false. If 'true’, the RESTCONF AP is enabled on the web
server used by the web Ul. Note that the web Ul must also be enabled.

I ncs-config/restconf/root-resource
(string) [restconf]

The RESTCONF root resource path.

/ ncs-confi g/ webui

Controls how the embedded WAE web server should behave with respect to
TCPand SSL.

/ ncs-confi g/ webui / cust om header s

custom-headers contains any number of header elements, with avalid
header-field as defined in RFC7230. The headers are part of HT TP responses
on '/login.html’, ‘/index.html’, and '/jsonrpc'.

/ ncs- confi g/ webui / cust om header s/ header

/ ncs- conf i g/ webui / cust om header s/ header / nane
(string)

/ ncs- confi g/ webui / cust om header s/ header / val ue
(string)

This parameter is mandatory.

/ ncs- confi g/ webui / enabl ed (bool ean)
[fal se]

enabled is'true or 'false’. If 'true', the web server is started.

/ ncs-confi g/ webui / server - nane
(string) [l ocal host]

The hostname that the web server serves.

/ ncs-confi g/ webui / mat ch- host - nane
(bool ean) [fal se]

Specifies whether the web server should only serve URL s that adhere to the
server-name defined above. By default, the server-nameis 'localhost' and
match-host-name is 'false’; any server name can be given in the URL. If you
want the server to only accept URLSs that adhere to the server-name, enable
this setting.

/ ncs-confi g/ webui / cache-refresh-secs
(uint64) [0]

The WAE web server uses a RAM cache for static content. An entry sitsin
the cache for anumber of seconds beforeit is reread from disk (on access).
The default is 0.
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/ ncs-confi g/ webui / max-ref-entries
(uint64) [100]

Leafref and keyref entries are represented as drop-down menusin the
automatically generated web Ul. By default, no more than 100 entries are
fetched. This element makes this number configurable.

/ ncs-confi g/ webui / docroot (string)

The location of the document root on disk. If this configurable is omitted, the
docroot pointsinstead to the next generation docroot in the WAE distribution.

/I ncs-confi g/ webui/login-dir
(string)

login-dir pointsout an alternative login directory that containsthe HTML code
used to log in to the web UI. This directory is mapped to
https://<ip-address>/login. If this element is not specified, the default login/
directory in the docroot is used instead.

/ ncs-confi g/ webui / X- Frame- Opti ons
(DENY | SAMEORIGA N | ALLOW FROM

[ DENY]

By default the X-Frame-Options header isset to DENY for the/login.html and
/index.html pages. With this header, you can set it to SAMEORIGIN or
ALLOW-FROM instead.

/ ncs-confi g/ webui / di sabl e-auth

/ ncs-confi g/ webui / di sabl e-auth/ dir
(string)

This parameter can be given multipletimes. The disable-auth element contains
any number of dir elements. Each dir element pointsto adirectory pathin the
docroot that should not be restricted by the AAA engine. If no dir elements
are specified, the following directories and files are not restricted by the AAA
engine: /login’ and '/login.html’.

/ ncs-confi g/ webui/all ow sym i nks
(bool ean) [true]

Allows symlinks in the docroot directory.

/ ncs-confi g/ webui/transport

Controls which transport services (for example, TCP or SSL) the web server
should listen on.

/ ncs-confi g/ webui /transport/tcp

Controls how the web server TCP transport service should behave.

/ ncs-confi g/ webui /transport/tcp/ enabl ed
(bool ean) [true]

enabled is'true' or 'false. If 'true, the web server uses clear text TCP asa
transport service.

I ncs-confi g/ webui /transport/tcp/
redirect (string)

Redirects the user to the specified URL. Two macros can be specified:
@HOST@ and @PORT @. For example:

https:.//@HOST @:443 or https://192.12.4.3: @PORT @

/ ncs-confi g/ webui /transport/ tcp/ip
(i pv4-address | ipv6-address)
[0.0.0.0]

The IP addressthat the web server should listen on. 0.0.0.0 meansthat it listens
on the port (/ncsconfig/webui/transport/tcp/port) for all IPv4 addresses on the
machine.

/ ncs-confi g/ webui /transport/
tcp/ port (port-nunber) [8008]

port isavalid port number to use in combination with the addressin
/ncs-config/webui/transport/tcp/ip.

/ ncs-confi g/ webui /transport/tcp/extra-listen

A list of additional |P address and port pairs that the web server should also
listen on.

I ncs-confi g/ webui /
transport/tcp/extra-listen/ip
(i pv4-address | ipv6-address)
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/ ncs-confi g/ webui /
transport/tcp/extra-listen/port
(port-nunber)

/ ncs-confi g/ webui/ transport/ssl

Controls how the web server SSL transport service should behave. SSL is
widely deployed on the Internet; virtually all online shopping and bank
transactions are done with SSL encryption. There are many good sources that
describe SSL in detail; for example,

http://www.tldp.org/HOWTO/SSL -Certificates- HOWTO/ describes how to
manage certificates and keys.

/ ncs-confi g/ webui /
transport/ssl/enabl ed (bool ean)
[fal se]

enabled is'true or false'. If 'true', the web server uses SSL asatransport service.

/ ncs-confi g/ webui /transport/
ssl/redirect (string)

Redirects the user to the specified URL. Two macros can be specified:
@HOST@ and @PORT @. For example:

http://@HOST @:80 or http://192.12.4.3: @PORT @

/ ncs-confi g/ webui/transport/ssl/ip
(i pv4-address | ipv6-address)
[0.0.0.0]

The I P address on which theweb server listensfor incoming SSL connections.
0.0.0.0 means that it listens on the port (/ncs-config/webui/transport/ssl/port)
for al 1Pv4 addresses on the machine.

/ ncs-confi g/ webui /
transport/ssl/port (port-nunber)
[ 8888]

port isavalid port number to use in combination with
/ncs-config/webui/transport/sdl/ip.

/ ncs-confi g/ webui /transport/ssl/extra-listen

A list of additional |P address and port pairs on which the web server listens
for incoming SSL connections.

/ ncs-confi g/ webui /
transport/ssl/extra-listen/ip
(i pv4-address | ipv6-address)

/ ncs-confi g/ webui /
transport/ssl/extra-listen/port
(port-nunber)

/ ncs-confi g/ webui /transport/
ssl/key-file (string)

Specifies the file that contains the private key for the certificate. Read more
about certificatesin /ncs-config/webui/ transport/sd/cert-file. If this configurable
is omitted, the keyFile points instead to a built-in, self-signed certificate/key
in the WAE distribution. Note: Only use this certificate/key for test purposes.
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/ ncs-confi g/ webui /transport/
ssl/cert-file (string)

Specifies thefile that contains the server certificate. The certificate is either a
self-signed test certificate or a genuine, validated certificate bought from a
certificate authority (CA). If this configurable is omitted, the keyFile points
instead to a built-in, self-signed certificate/key in the WAE distribution. Note:
Only use this certificate/key for test purposes.

The WAE distribution comes with a server certificate that can be used for
testing ({ NCS_DIR}/var/ncs/webui/ cert/host.{ cert,key}). This server
certificate has been generated using alocal CA certificate:

$ openss OpenSSL> genrsa-out ca.key 4096 OpenSSL> req -new -x509 -days
3650 -key ca.key - out ca.cert OpenSSL > genrsa-out host.key 4096 OpenSSL >
req -new -key host.key -out host.csr OpenSSL> x509 -req -days 365 -in host.csr
-CA ca.cert\ -CAkey cakey -set_serial 01 -out host.cert

/ ncs-confi g/ webui /transport/
ssl/ca-cert-file (string)

Specifies the file that contains the trusted certificates to use during client
authentication and to use when attempting to build the server certificate chain.
Thelistisalso usedinthelist of acceptable CA certificates passed to the client
when a certificate is requested.

The WAE distribution comes with a CA certificate that can be used for testing
(${NCS _DIR} /var/ncs/ webui/ca _cert/ca.cert). This CA certificate has been
generated as shown above.

/ ncs-confi g/ webui /transport/
ssl/verify (1| 2| 3) [1]

Specifies the level of verification the server does on client certificates:
* 1—No verification.

» 2—The server asksthe client for a certificate but does not fail if the client
does not supply one.

* 3—The server requires the client to supply aclient certificate.
If ca-cert-file has been set to the ca.cert file generated above, you can verify
that it works by using:
$ opensdl s _client -connect 127.0.0.1:8888 \ -cert client.cert -key client.key

For this to work, client.cert must have been generated using the ca.cert from
above:

$ openssl OpenSSL> genrsa -out client.key 4096 OpenSSL> req -new -key
client.key -out client.csr OpenSSL> x509 -req -days 3650 -in client.csr -CA
cacert\ -CAkey cakey -set_serial 01 -out client.cert

/ ncs-confi g/ webui /transport/
ssl/depth (uint64) [1]

Specifies the depth of certificate chains the server is prepared to follow when
verifying client certificates.
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/ ncs-confi g/ webui /transport/
ssl/ciphers (string) [DEFAULT]

Specifies the cipher suites for the server to use. The ciphersare a
colon-separated list from the following set:

ECDHEECDSA-AES256-SHA 384, ECDHE-RSA-AES256-SHA384,
ECDH-ECDSA-AES256-SHA 384, ECDH-RSA-AES256-SHA 384,
DHE-RSA-AES256-SHA 256, DHE-DSS-AES256-SHA 256, AES256-SHA 256,
ECDHE-ECDSA-AES128-SHA 256, ECDHE-RSA-AES128-SHA 256,
ECDHECDSA-AES128-SHA 256, ECDH-RSA-AES128-SHA 256,
DHE-RSA-AES128-SHA 256, DHEDSS-AES128-SHA 256, AES128-SHA 256,
ECDHE-ECDSA-AES256-SHA, ECDHE-RSA-AES256-SHA,
DHE-RSA-AES256-SHA, DHE-DSS-AES256-SHA,
ECDH-ECDSA-AES256-SHA, ECDHRSA-AES256-SHA, AES256-SHA,
ECDHE-ECDSA-DES-CBC3-SHA, ECDHE-RSA-DES-CBC3-SHA,
EDH-RSA-DES-CBC3-SHA, EDH-DSS-DES-CBC3-SHA,
ECDH-ECDSA-DES-CBC3-SHA, ECDH-RSA-DES-CBC3-SHA,
DES-CBC3-SHA, ECDHE-ECDSA-AES128-SHA,
ECDHE-RSAAES128-SHA, DHE-RSA-AES128-SHA,
DHE-DSS-AES128-SHA, ECDH-ECDSA-AES128-SHA,
ECDH-RSA-AES128-SHA, AES128-SHA, ECDHE-ECDSA-RC4-SHA,
ECDHE-RSA-RC4-SHA, RC4-SHA, RC4-MD5, EDH-RSA-DES-CBC-SHA,
ECDH-ECDSA-RC4-SHA, ECDH-RSA-RC4-SHA, and DES-CBC-SHA, or
the word "DEFAULT" (use the listed set except the suites using DES, RC4,
or MD5 agorithms)

Seethe OpenSSL manual page ciphers(1) for the definition of the cipher suites.
Note: The general cipher list syntax described in ciphers(1) is not supported.

/ ncs-confi g/ webui /transport/
ssl/protocols (string) [DEFAULT]

Specifies the SSL/TLS protocol versions for the server to use as a
whitespace-separated list from the set sslv3 tisv1 tisv1.1 tlsv1.2, or the word
"DEFAULT" (use al supported protocol versions except sslv3).

/ ncs-confi g/ webui / cgi

CGil-script support.

/ ncs-confi g/ webui /cgi/ enabl ed
(bool ean) [fal se]

enabled is 'true or 'false’. If 'true’, CGI-script support is enabled.

/ ncs-config/webui/cgi/ dir (string)
[ cgi-bin]

The directory path to the location of the CGI-scripts.

/' ncs-confi g/ webui/cgi/
request-filter (string)

Specifies that characters not specified in the regexp should be filtered out
silently.

/ ncs-confi g/ webui/cgi/
max- r equest -1 engt h (ui nt 16)

Specifies the maximum number of charactersin arequest. All characters that
exceed thislimit are silently ignored.

/ ncs-confi g/ webui / cgi / php

PHP support.

/ ncs-confi g/ webui / cgi / php/ enabl ed
(bool ean) [fal se]

enabled is 'true or 'false’. If 'true’, PHP support is enabled.

/ ncs-confi g/ webui/ idle-tinmeout
(xs:duration) [PT30M

The maximum idle time before terminating a web Ul session. PTOM means
no timeout. The default is PT30M (30 minutes).
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/ ncs-confi g/ webui/ absol ute-ti nmeout
(xs:duration) [PT60M

The maximum absol ute time before terminating aweb Ul session. PTOM means
no timeout. The default is PT60M (60 minutes).

/ ncs-confi g/ webui /
(uint64) [1000000]

rate-limting

The maximum number of JISON-RPC requests allowed every hour. 0 means
infinity. The default is 1 million.

/ ncs-confi g/ webui/ audit (bool ean)
[true]

audit is'true’ or 'false’. If 'true’, JSON-RPC/CGI requests are logged to the
audit log.

/' ncs-config/japi

Java-API parameters.

/ ncs-confi g/japi / new sessi on-ti meout
(xs:duration) [PT30S]

The timeout for a data provider to respond to a control socket request; see
DpTrans. If the Dp failsto respond within the given time, it is disconnected.

/I ncs-config/japi/query-timeout
(xs:duration) [PT1209]

The timeout for a data provider to respond to aworker socket query; see
DpTrans. If the Dp failsto respond within the given time, it is disconnected.

/' ncs-config/japi/connect-tineout
(xs:duration) [PT60S]

Thetimeout for a data provider to send an initial message after connecting the
socket to the WAE server. If the Dp fails to initiate the connection within the
given time, it is disconnected.

/ ncs-confi g/ api / obj ect - cache-ti meout
(xs:duration) [PT2S]

The timeout for the cache used by the getObject() and iterator(),nextObject()
callback requests. WAE caches the result of these calls and serves getElem()
requests from northbound agents from the cache.

Setting this timeout too low causes the callbacks to be non-functional. For
example, getObject() can be invoked for each getElem() request from a
northbound agent.

/' ncs-config/japi/event-reply-timeout
(xs:duration) [PT1209]

Thetimeout for the reply from an event notification subscriber for anotification
that requires areply; see the Notif class. If the subscriber fails to reply within
the given time, the event notification socket is closed.

/ ncs-confi g/ net conf - nort h- bound

Controls how the NETCONF agent should behave with respect to NETCONF
and SSH.

/ ncs-confi g/ net conf - nort h- bound/
enabl ed (bool ean) [true]

enabled is 'true or 'false’. If 'true, the NETCONF agent is started.

/ ncs- confi g/ net conf - nort h-bound/
transport

Controls which transport services (TCP or SSH) the NETCONF agent should
listen on.

/ ncs-confi g/ net conf - nort h-bound/
transport/ssh

Controls how the NETCONF SSH transport service should behave.

/ ncs-confi g/ net conf - nort h-bound/
transport/ssh/ enabl ed (bool ean)
[true]

enabledis'true or 'false. If 'true', the NETCONF agent uses SSH as atransport
service.

/' ncs-confi g/ net conf - nort h- bound/
transport/ssh/ip (ipv4-address |
i pv6-address) [0.0.0.0]

ip isan |P address that the WAE NETCONF agent listens on. 0.0.0.0 means
that it listens on the port (/ncs-config/netconf-north-bound/transport/ssh/port)
for all 1Pv4 addresses on the machine.
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/ ncs-confi g/ net conf - nort h-bound/
transport/ssh/port (port-nunber)
[ 2022]

port isavalid port number to use in combination with
/ncs-config/netconf-north-bound/transport/ssh/ip. The standard port for
NETCONF over SSH is 830.

/ ncs-confi g/ net conf - nort h- bound/
transport/ssh/extra-listen

A list of additional |P address and port pairs that the WAE NETCONF agent
listens on.

/' ncs-confi g/ net conf - nort h-bound/
transport/ssh/extra-listen/ip
(i pv4-address | ipv6-address)

/ ncs-confi g/ net conf - nort h-bound/
transport/ssh/extra-listen/port
(port-nunber)

/ ncs-confi g/ net conf - nort h- bound/
transport/tcp

NETCONF over TCPis not standardized, but it can be useful during
development (for example, to use netcat for scripting). It is also useful when
using your own proprietary transport. You can set up the NETCONF agent to
listen on localhost and then proxy it from your transport service module.

/ ncs-confi g/ net conf - nort h-bound/
transport/tcp/ enabl ed (bool ean)
[fal se]

enabled is'true or 'false’. If 'true', the NETCONF agent uses clear text TCP as
atransport service.

/ ncs-confi g/ net conf - nort h-bound/
transport/tcp/ip (ipv4-address |
i pv6-address) [0.0.0.0]

ip isan |P address that the WAE NETCONF agent listens on. 0.0.0.0 means
that it listens on the port (/ncs-config/netconf-north-bound/transport/tcp/port)
for all 1Pv4 addresses on the machine.

/ ncs-confi g/ net conf - nort h-bound/
transport/tcp/ port (port-nunber)
[ 2023]

port isavalid port number to use in combination with
/ncs-config/netconf-north-bound/transport/tcp/ip.

/ ncs-confi g/ net conf - nort h-bound/
transport/tcp/extra-listen

A list of additional |P address and port pairs that the WAE NETCONF agent
listens on.

/ ncs-confi g/ net conf - nort h-bound/
transport/tcp/extra-listen/ip
(i pv4-address | ipv6-address)

/ ncs-confi g/ net conf - nort h- bound/
transport/tcp/extra-listen/port
(port nunber)

/' ncs-confi g/ net conf - nort h-bound/
ext ended- sessi ons (bool ean) [fal se]

If extended-sessions are enabled, all WAE sessions can be terminated using
<kill-session>. Not only can other NETCONF sessions be terminated, but also
CLI sessions, web Ul sessions, and so on. If asession holds alock, its session
ID isreturned in the <lock-denied>, instead of '0'.

This extension is not covered by the NETCONF specification; therefore, it is
false by default.
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/ ncs-confi g/ net conf - nort h-bound/
idle-tinmeout (xs:duration) [PT0S]

The maximum idletime before terminating aNETCONF session. If the session
iswaiting for notification or has a pending confirmed commit, theidle timeout
is not used. The default value is 0, which means no timeout.

/' ncs-confi g/ net conf - nort h- bound/
rpc-errors (close | inline) [close]

If rpc-errorsis’inline and an error occurs during the processing of a<get> or
<get-config> request when WAE triesto fetch datafrom adata provider, WAE
generates an rpc-error element in the faulty element, and continue to process
the next element. If an error occurs and rpc-errorsis'close’, WAE closes the

NETCONTF transport.

/ ncs-confi g/ net conf -nort h-bound/
max- bat ch- processes (uint32 |
unbounded) [unbounded]

Controlsthe number of concurrent NETCONF batch processes. A batch process
can be started by the agent if anew NETCONF operation isimplemented as
abatch operation.

/ ncs-confi g/ net conf -nort h-bound/
capabilities

Controls which NETCONF capabilities to enable.

/ ncs-confi g/ net conf - nort h-bound/
capabilities/url

Turns on the URL capability options to support.

/ ncs-confi g/ net conf - nort h- bound/
capabilities/url/enabl ed (bool ean)
[fal se]

enabled is 'true’ or 'false’. If 'true’, the URL NETCONF capability is enabled.

/ ncs-confi g/ net conf - nort h-bound/
capabilities/url/file

Controls how the URL file support should behave.

/' ncs-confi g/ net conf - nort h- bound/
capabilities/url/filel/enabled
(bool ean) [true]

enabled is'true’ or 'false. If 'true', the URL file scheme is enabled.

/' ncs-confi g/ net conf - nort h- bound/
capabilities/url/filel/root-dir
(string)

root-dir is adirectory path on disk where ConfD stores the result from an
NETCONF operation using the URL capability. This parameter must be set if
thefile URL schemeis enabled.

/' ncs-confi g/ net conf - nort h- bound/
capabilities/url/ftp

Controls how the URL FTP scheme should behave.

/ ncs-confi g/ net conf - nort h-bound/
capabilities/url/ftp/enabled
(bool ean) [true]

enabled is'true' or 'false. If 'true, the URL FTP schemeis enabled.

/ ncs-confi g/ net conf - nort h-bound/
capabilities/url/sftp

Controls how the URL SFTP scheme should behave.

/ ncs-confi g/ net conf -nort h-bound/
capabilities/url/sftp/enabled
(bool ean) [true]

enabled is'true or 'false’. If 'true’, the URL SFTP schemeis enabled.

/ ncs-confi g/ net conf - nort h-bound/
capabilities/inactive

Controls the inactive capability option.
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/ ncs-confi g/ net conf - nort h-bound/
capabilities/inactivel/enabled
(bool ean) [true]

enabled is'true’ or 'false’. If 'true, the 'http://tail-f.com/ng/netconf/inactive/1.0'
capability is enabled.

/ ncs- conf i g/ sout hbound- sour ce- addr ess

Specifies the source address to use for southbound connections from WAE to
devices. In most cases the source address assignment is best | eft to the TCP/IP
stack in the OS, because an incorrect address might result in connection failures.
However, if the stack could choose more than one address, and you need to
restrict the choice to one address, these settings can be used.

/ ncs- conf i g/ sout hbound- sour ce- addr ess/
i pv4 (i pv4-address)

The source address to use for southbound 1Pv4 connections. If not set, the
source address is assigned by the OS.

/ ncs- confi g/ sout hbound- sour ce- addr ess/
i pv6 (i pv6-address)

The source address to use for southbound 1Pv6 connections. If not set, the
source address is assigned by the OS.

/I ncs-confi g/ ha

/' ncs-confi g/ ha/ enabl ed (bool ean)
[fal se]

If 'true’, HA mode is enabled.

I ncs-config/ha/ip (ipva-address |
i pv6-address) [0.0.0.0]

The IP address that WAE listens to for incoming connections from other HA
nodes.

/' ncs-confi g/ hal/port (port-numnber)
[4570]

The port number that WAE listensto for incoming connections from other HA
nodes.

/ ncs-config/hal/tick-tineout
(xs:duration) [PT20S]

Definesthe timeout between keepalive ticks sent between HA nodes. Thevalue
'PTO"' means that no keepalive ticks are ever sent.

/I ncs-config/scripts

It is possible to add scripts to control various thingsin WAE, such as
post-commit callbacks. New CLI commands can aso be added. The scripts
must be stored under /ncs-config/scripts/dir, where there is a subdirectory for
each script category. For some script categoriesit sufficesto add ascript in
the correct subdirectory to enable the script. For others some configuration
must be done.

I'ncs-config/scripts/dir (string)

This parameter can be given multiple times. The directory path to the location
of plug-and-play scripts. The scripts directory must have the following
subdirectories:

scripts/command/ post-commit/

/I ncs-config/large-scale

I ncs-config/large-scal e/l sa

/' ncs-config/large-scal e/l sa/ enabl ed
(bool ean) [fal se]

Enables Layered Service Architecture (LSA), which requires aseparate Cisco
Smart License.
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