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ISDN
(Backup Link)

brid 172.20.10. bri10 172.20.10.1

172.22.530

— s0 192.168.102 Serial —\3 192.168.10.1 520 el — oy
' Network [

(Primary Li@
—— maui-soho-01 \‘K__/ maui-nas-05

Ol gSil

a>gi JgSgi9 . Liayl oSl 13D pasiny . Lhwbus b)Y (oli>| daw ey BRI 651 098l 13D paSiuny
J9a> cuaxs o SWI ey (bl gl JLas! lawisis 5,200 .cug>90dl G (OSPF) Y9l lus a8l aio
2l bl gl e placiuwY axgill
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(1600) 01-sDgu-59bo

maui - soho- Ol#show running-config
...Building configuration

Current configuration : 1546 bytes

|

version 12.1

no service single-slot-rel oad-enabl e

service tinmestanps debug uptine

service tinestanps | og uptinme

no service password-encryption

|

host nane maui - soho- 01

!

logging rate-limt console 10 except errors

aaa new- nodel

aaa authentication |login default |ocal

aaa aut hentication |ogin NO AUTHEN none

aaa aut hentication ppp default |ocal

This is the basic AAA configuration for ppp calls. ---!
enabl e secret 5 <del eted>! usernane maui - nas- 05 password
0 cisco !--- Username for remote router (maui-nas-05)
and shared secret. !--- Shared secret (used for CHAP)
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must be the same on both sides. ip subnet-zero no ip
finger ! isdn switch-type basic-ni ! interface LoopbackO
ip address 172.17.1.1 255.255.255.0 ! interface

Et hernetO ip address 172.16.1.1 255.255.255.0 !
interface Serial0 !--- Primary link ip address

192. 168. 10. 2 255. 255. 255. 252 encapsul ati on ppp ppp
authentication chap ! interface BRIO i p address
172. 20. 10. 2 255.255.255.0 !--- IP address for the BRI
interface (backup link) encapsul ation ppp dialer idle-
timeout 30 !--- Idle timeout (in seconds) for this
backup link. !--- Dialer watch checks the status of the
primary link every time the !--- idle-timeout expires.
di al er watch-di sable 15 !--- Delays disconnecting the
backup interface for 15 seconds after the !--- primary
interface is found to be up, that is 15 seconds after
the idle !--- timeout expired after the primary link
came UP. dialer |oad-threshold 1 outbound !--- This sets
the load level for traffic at which additional
connections !--- will be added to the Multilink PPP
bundle. !--- Load level values range from 1 (unloaded)
to 255 (fully loaded). dialer map ip 172.20.10.1 nane
maui - nas- 05 broadcast 5551111 /--- Dialer map for the
BRI interface of the remote router. dialer map ip
172.22.53. 0 nane maui - nas- 05 broadcast 5551111 !--- Map
statement for the route/network being watched by the !--
- dialer watch-list command !--- This address nust
exactly match the network configured with the !---
dialer watch-1list command. !--- \Wen the watched route
.di sappears, this dials the specified !--- phone nunber

di al er watch-group 8
Enable dialer watch on this backup interface. !--- --- !
. Watch the route specified with dialer watch-list 8

dialer-group 1

Apply interesting traffic defined in dialer-list 1. ---!
isdn switch-type basic-ni isdn spidl 51255522220101
5552222 isdn spid2 51255522230101 5552223 !/--- SPID
information. Contact your telco for the SPID format. !--
- In many parts of the world, SPIDs are not required. !-
-- In such cases, omit the above two commands. PpPP

aut hentication chap !--- Use CHAP authentication. pPpp
multilink !/--- Enable Multilink. ! router ospf 5 |og-
adj acency- changes network 172.16.1.0 0.0.0.255 area 0
network 172.17.1.0 0.0.0.255 area 0 network 172.20.10.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area 0 !
ip classless no ip http server ! dialer watch-list 8 ip
172.22.53.0 255.255.255.0 !--- This defines the route(s)
to be watched. !--- This exact route (including subnet
mask) must exist in the !--- routing table. Use the
dialer watch-group 8 command to apply this !--- 1list to
the backup interface. access-list 101 remark Define
Interesting Traffic access-list 101 deny ospf any any !-
-- Mark OSPF as uninteresting. !--- This will prevent
OSPF hellos from keeping the link up. access-list 101
pernmit ip any any dialer-list 1 protocol ip list 101 /--
- Interesting traffic is defined by access-list 101. !--
.- This is applied to BRIO using dialer-group 1

|

line con O

| ogi n aut henticati on NO_AUTHEN
transport input none

line vty 0 4




end

(3640) 05-L-s9lo

maui - nas- 05#show running-config
...Building configuration

:Current configuration

1

version 12.1

service timestanps debug uptine

service timestanps | og uptine

no service password-encryption

1

host nane maui - nas- 05

1

aaa new node

aaa aut hentication |ogin default |oca

aaa aut hentication | ogin NO AUTHEN none

aaa aut hentication ppp default |oca

This is the basic AAA configuration for PPP calls. ---!
enabl e secret 5 <del eted> ! usernane maui - soho-01
password O cisco !--- Username for remote router (maui-
soho-01) and shared secret. !--- Shared secret (used for
CHAP authentication) must be the same on !--- both
sides. ! ip subnet-zero ! isdn switch-type basic-ni !
interface LoopbackO ip address 172.22.1.1 255.255.255.0
I interface Ethernet0/0 ip address 172.22.53. 105
255.255.255.0 ! interface EthernetO/1 no i p address
shutdown ! interface BRI1/0 !--- Interface for backup
Iink. ip address 172.20.10.1 255.255.255.0 encapsul ati on
ppp dialer map ip 172.20.10.2 nanme naui - soho-01
broadcast !--- This is the dialer map with IP address
and authenticated username !--- for the remote
destination. The name should match the authentication !-
-- username provided by the remote side. The dialer map

statement is !--- used even though this router is not
dialing out !--- (that is, the phone number is not
specified). dialer-group 1 !--- Apply interesting

traffic defined in dialer-1ist 1. isdn switch-type

basi c-ni isdn spidl 51255511110101 5551111 i sdn spi d2
51255511120101 5551112 !--- SPID information. Contact
your telco for the SPID format. !--- In many parts of
the world, SPIDs are not required. !--- In such cases,
omit the above two commands. Ppp authentication chap ppp
multilink !' !--- output removed. ! interface Serial2/0
!-—- Primary link. ip address 192.168.10.1

255. 255. 255. 252 encapsul ati on ppp cl ockrate 64000 ppp
aut hentication chap ! !--- Output removed. ! router ospf
5 network 172.20.10.0 0.0.0.255 area 0 network
172.22.1.0 0.0.0.255 area 0 network 172.22.53.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area O

default-information originate ! ip classless ip route
0.0.0.0 0.0.0.0 Ethernet0/0 no ip http server ! dialer-
list 1 protocol ip permt !--- This defines all IP
traffic as interesting. OSPF does not need !--- to be

marked uninteresting since this link does not dial out.
!--- Adjust the interesting traffic definition depending
on your needs. ! line con O |ogin authentication
NO_AUTHEN transport input none line 97 102 line aux O




| line vty 0 4 ! end]
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dialer watch-list 1 ip 10.1.1.0 255.255.255.0

dialer watch-list 1 ip 10.1.2.0 255.255.255.0
dialer watch-list 1 ip 10.1.3.0 255.255.255.0
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igzolly sranll cuslic o,m S "llall " (NCP) iSaid] 3 aSxidl JsSsio i s ai ) oS9
bl ol (il do =l

sac Loyl ,oVl 13D [o,2, ISDN Jgxo g0 auo JSuin Juaiy a2gall ol oo 25T - show isdn status -

"MULTI _FRAVE_ESTABLI SHED = 2 1 mradWl Blwdl e el dle o il dasiud] o led (Sl

>

20l agle sl bl Jogs sl (MAUI-SOHO-01 (1600 . sl a>g5 J9a> Lo,& i

maui - soho- 01#show i p route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S L1 - ISISlevel-1, L2 - ISISlevel-2, ia - ISISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route
Gateway of last resort is 192.168.10.1 to network 0.0.0.0
is variably subnetted, 2 subnets, 2 nasks 192.168. 10.0/ 24
C 192.168.10.0/30 is directly connected, SerialO
C 192.168.10.1/32 is directly connected, SerialO
is subnetted, 1 subnets 172.17.0.0/24
C 172.17.1.0 is directly connected, LoopbackO
is subnetted, 1 subnets 172.16.0.0/24
C 172.16.1.0 is directly connected, EthernetO
is subnetted, 1 subnets 172.20.0.0/24
C 172.20.10.0 is directly connected, BRI O
is variably subnetted, 2 subnets, 2 nasks 172.22.0.0/16
o] 172.22.53.0/ 24 [110/74] via 192.168.10.1, 02:48:10, SerialO

172.22.1.1/32 [110/ 65]
O'E2 0.0.0.0/0 [110/1]

via 192.168.10.1, 02:48:10, SerialO
via 192.168.10.1, 02:48:10, SerialO

bVl bVl plasiwl, elladl o lgales a5 dl OSPF ol ylus oMel zingall show ip route z1,31 Lo =
J93> L 3920 (255.255.255.0 gliall go 172.22.53.0) aislio pis Sl lusall ol 12>V (0 Juulusdl)

a0 JSin " Juaiall @dl,0" 650 Jami i> LoV 13D oo il oy asill

Dols iy L blimYI bl VI lagis as; . olisY guuwll bls,| lagisg Cwledl bl blawl esi oYl
sauill blg,| e Y1 9,0l &,> Lai . blisYl bl,Vl plasiwl 63,33 &lluall cuis pi9 OSPF Jgas
bl

s e Jlo b w89

maui - soho- Ol#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISIS, L1 - ISISlevel-1, L2 - ISISlevel-2, IA- ISISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 172.20.10.1 to network 0.0.0.0



is subnetted, 1 subnets 172.17.0.0/24

C 172.17.1.0 is directly connected, LoopbackO
is subnetted, 1 subnets 172.16.0.0/24
C 172.16.1.0 is directly connected, EthernetO
is variably subnetted, 2 subnets, 2 masks 172.20.0.0/16
C 172.20.10.0/24 is directly connected, BRI O
C 172.20.10.1/32 is directly connected, BRI O
is variably subnetted, 2 subnets, 2 masks 172.22.0.0/16
(o} 172.22.53.0/24 [110/1572] via 172.20.10.1, 00:01:26, BRIO
o 172.22.1.1/32 [110/1563] via 172.20.10.1, 00:01:27, BRIO

O*E2 0.0.0.0/0 [110/1] via 172.20.10.1, 00:01:27, BRIO

(BRIO) _bli>Vl gl bls)] ollyl 49,0 &> pacimiwg a>eill J9a> cyaxs a5 28 &l oMl zL,3 VI ziog,

oY BRI ig2ly Wb o5 ail 1> .xuoo JSin DDR g1y j9glo (0 (3xill show dialer oVl plxsiw] ¢Sa,
289 38 L8l Hlwall o S| a>gall

maui - soho-01# show dialer
BRIO - dialer type = | SDN

Dial String Successes Fai |l ures Last DNIS Last status
successf ul 00: 01: 49 0 10 5551111
.incomng call(s) have been screened 0

.incomng call(s) rejected for callback 0

BRIO:1 - dialer type = | SDN

(ldle timer (30 secs), Fast idle tiner (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is data link layer up

Dial reason: Dialing on watched route loss

Time until disconnect 11 secs

(Connected to 5551111 (naui-nas-05

BRIO:2 - dialer type = | SDN

(ldle timer (30 secs), Fast idle tiner (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is idle

Le>Noly clas VI BLiSiwl

L>Nolg Juaiall ellas] BliSawl

Jie Lo alls Jaclugn - Juaiall @810 955 Jd aumo JSuin Jasy 6l (o $axdly DDR Jlasl (o8 o8
adly0 (poSi aie . bl daill daleiall JSliall daxlee Jid le>Nolg lelasi lisiwly DDR JSLis
dac OV Lidliws el laol sl (7)12.1 5luoYl Cisco I0S® Software zol  plaiwl, g «Juaioll

1aiSan Jsl>9 JSLino

bVl b)Yl Jhes xie _blisYl gl bli)l azeall Ll Y :alSe

ol vy .azgill J9az (9 0adlis sl luall 5929 (0 axill show ip route ;oY pasiwl :1# Jaizall JJI
Baxidl Goiai 1399 .azeill J9az (8 39290 HLuall go lolas " Juaioll d@dl 0" J aieSs a5 sl Hluall gslas,
asld pazius cul9 8/10.0.0.0 riogs a=sill J9az olS 13| (Jbal Juw e .a=idVl lisy sl il o0
le 6506 Juaioll @8l ,0 65u0 G955 o8 ((24/10.0.0.0 5®9) IP 10.0.0.0 255.255.255.0 1 Juaiall 31,0
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olisY dull dgzly e Juiall dlay 3wy Li)le 3629 oo aST 128 Jaizall J2JI
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maui - soho- 0l#debug dialer

Di al on demand events debugging is on
maui - soho- 01#
LI NK- 3- UPDOMNN: Interface Serial0, changed state to down% : 03:47: 07

Primary Link is brought down 03: 47:07: % SPF-5- ADJCHG Process 5, Nbr 192.168.10.1 on ---!
Serial0 fromFULL to DOAN, Nei ghbor Down: Interface down or detached 03:47:07: DDR Dialer
Wat ch: watch-group = 8

Use dialer watch-group 8. 03:47:07: DDR network 172.22.53.0/255.255.255.0 DOMN, 03:47:07: ---!
DDR. primary DOWN

The primary network is down. 03:47:07: DDR Dialer Watch: Dial Reason: Primary of group 8 ---!
DOWN

Dialing Reason 1s that the primary route is down. 03:47:07: DDR Dialer Watch: watch-group ---!
= 8, 03:47:07: DDR: dialing secondary by dialer map 172.22.53.0 on BRO

Indicates which dialer map statement is used for the dialout. 03:47:07: BRO DDR Attenpting ---!
to dial 5551111 03:47:08: %. NK-3-UPDOM: |Interface BRI 0:1, changed state to up 03:47:08: BRO:1
DDR Dialer Watch: resetting call in progress 03:47:08: %. NEPROTO 5- UPDOMN: Li ne protocol on
Interface Serial 0, changed state to down 03:47:08: BRO:1 DDR dialer protocol up
LI NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRIO:1, changed state% :03:47:09

to up
| SDN- 6- CONNECT: Interface BRIO:1 is now connected to 5551111 maui-nas-05%:03:47:14

BRI link is connected. 03:47:17: %OSPF-5- ADJCHG Process 5, Nbor 192.168.10.1 on BRIO from ---!
LOADI NG to FULL, Loading Done 03:47:38: BRO:1 DDR idle timeout

Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary link ---!
has come up. 03:47:38: DDR Dialer Watch: watch-group = 8 03:47:38: DDR network
172.22.53. 0/ 255. 255.255.0 UP, !--- A route for the watched network exists (due to the active

backup 1ink). 03:47:38: DDR primary DOWN
The primary network is still down. 03:48:08: BRO:1 DDR idle timeout ---!

Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary ---!
link has come up. 03:48:08: DDR Dialer Watch: watch-group = 8 03:48:08: DDR network
172.22.53. 0/ 255. 255. 255. 0 UP, 03:48:08: DDR primary DOM !--- The primary network is still
down. ... ... ... 03:50:38: BRO:1 DDR idle timeout

Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary ---!
link has come up. 03:50:38: DDR Dialer Watch: watch-group = 8 03:50:38: DDR network
172.22.53. 0/ 255. 255.255.0 UP, !--- A route for the watched network exists (due to the active
backup 1link). 03:50:38: DDR primary DOM !--- The primary network is still down. 03:50: 44:

%.1 NK- 3- UPDOMN: | nterface Serial0, changed state to up

Primary link is re-established. 03:50:45: %.| NEPROTO 5- UPDOMN: Line protocol on Interface ---!
Serial 0, changed state to up 03:50:54: %0SPF-5- ADJCHG Process 5, Nor 192.168.10.1 on Serial0
from LOADI NG to FULL, Loading Done 03:51:08: BRO:1 DDR idle tinmeout

Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary ---!
link has come up. 03:51:08: DDR Dialer Watch: watch-group = 8 03:51:08: DDR network
172.22.53. 0/ 255. 255.255.0 UP, !/--- A route for the watched network exists. 03:51:08: DDR



primary UP

The primary network is UP. Dialer watch will initiate a disconnect of !--- the backup link. ---!
03:51:08: BRO:1 DDR starting watch disable timer
Delays disconnecting the backup interface after the primary interface recovers. !--- This ---!

timer is 15 seconds as configured with the dialer watch-disable 15 command 03:51:23: BRO:1 DDR:
wat ch di sabl e ti neout

second disconnect delay expires. The link will be brought down. 03:51:23: BRO:1 DDR. 15 ---!
disconnecting call

Backup link is disconnected. 03:51:23: BR0:1 DDR Dialer Watch: resetting call in progress ---!
03:51:23: DDR Dialer Watch: watch-group = 8 03:51:23: DDR network 172.22.53.0/255. 255. 255.0
UP, 03:51:23: DDR primary UP !--- The primary network is UP. 03:51:23: % SDN- 6- DI SCONNECT:
Interface BRI 0:1 di sconnected from 5551111 maui - nas-05, call |asted 255 seconds 03:51:23: %] NK-
3-UPDOMN: I nterface BRIO:1, changed state to down 03:51:23: BRO:1 DDR disconnecting call
03:51:23: DDR Dialer Watch: watch-group = 8 03:51:23: DDR network 172.22.53.0/255. 255. 255.0
UP, 03:51:23: DDR primary UP 03:51:24: %] NEPROTO 5- UPDOAN: Li ne protocol on Interface BRI O:1,
changed state to down maui - soho- 01#

do olbd ol
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