{88 F Dot x{R BFlexconnect AP3Z i {18
B &

o}
=

A
=5
R T

B

ax rE

18 5% 8 &

g|
?I

P
s

B

v\

B RN B AR R EZESwitchportfV 45 , H AFlexConnect?zEX 2 (AP) s f device-traffic-
class=switch Radius VSAEEDot1x#1TEFE , LA RFR B At RIEMARLAN(WLAN) BV R E .

D E R
BR

BRESRERHELT EE -

=

L

. \E{FLaniZ HIE5(WLC) LB FlexConnect
- BRI E802.1x
. BB BRI E(NEAT)

BRA T
X PN ETRRIBA T R E AR -

. WS-C3560CX-8PC-S , 15.2(4)E1
- AIR-CT-2504-K9,8.2.141.0
- B #E B RE 51 Z(1SE)2.0
- HERIOSHI A B ( X500, x600, x700F& %)

BEANREER , ERAPEERFZEN Wave 2 APFR X EflexconnectF #dot1x.

ANFHEARBRBBEERETRBEANEENEL. XPEAZNAMBERETREER ( HER
) BVIERER B, MRIEHVMREET |, FERERBE[AESTRERNTZE,

RUE
ET



CAPWAP Vian 231

Aks_desk 3502
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e

) WLAN Vlan 232

HUWEREP , AT ES02.1xFERA , WHRXREEFREAP-FASTE HISEET S MERE. HER
B RS0 IXRBHE , EESIERENEERIDETRE LY  TREFE AFE02. xR
AR REARERE,

BEARRINEIBISEXRT B M ERFER , KB EICisco VSAB M "device-traffic-
class=switch , jtﬁiilﬂ"*ﬁ@iqﬂﬁﬁo

EERE , MRAPZEFlexConnectER I BELE 7 A RIRSSID , EAREAFEEEEBNRE,
HERAP LA TVLANXE | W HEE T IEHERI A VLAN,

APER : -

1.0RAPEIMAWLC , FFEE|Wireless ( R ) ERAIR— TEAH. HEICredentialstlifL , 7
802.1x Supplicant Credentlalsff“mET iZ 1 Over-ride Global credentials1E , BItiZEA BRE
802.1xfEAEBBMER.



MONITOR  WIANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMM

Wireless All APs > Details for Aks_desk_3502

w Access Points
All APs
«» Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios

~ General | Credentials | Interfaces | High Availability | Inventory | Fle

Login Credentials

Global Configuration

Over-ride Global credentials 1

802.1x Supplicant Credentials

b Advanced
Mesh
b ATF

RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

NECAD Al c

Over-ride Global credentials !
Username [ritmahaj
Password eesnee

Confirm Password [sasese

IETLER "T2EEE, TR , AMAWLCHAEERMRER TEAEEBNER.

MONITOR  WLANs

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless toase)
Ethernet Interface# CDP State AP Primed Join Timeout(120 - c
- L 43200 seconds’
w Access Points i )
All APs 1 v Back-up Primary Controller IP
» Radios 2 L Address(Ipv4/Ipve)
Sz Ay ac 3 * Back-up Primary Controller name
802.11b/g/n 4 &
al-Raod Badig Back-up Secondary Controller IP
Global Configuration Radio Slot CDP State Address(ipvd/Ipve)
} Advanced o - Back-up Secondary Contraller
1 s name
Mesh 2 -
b ATF TCP MSS
RE Profiles Togin. Crecenials Global TCP Adjust MSS (IPvd: 536 -
1363, IPv6: 1220 - 1331)
FlexConnect Groups Usemame . )
FlexConnect ACLs Bk AP Retransmit Config
FlexConnect VLAN s Parameters
Iemelates Enable Password AP Retransmit Count 5
OEAP ACLs
4§ iy AP Retransmit Interval 3
Nebwork Lists 802.1x Supplicant Credentials
b 802.11a/n/ac B02.1% Authentication 7 OEAP Config Parameters
b 802.11b/g/n Username Disable Local Access
A NOTE:
B Media Strean: Fagsmord Enabling this feature could violate s¢
Application Visibility Confirm Password within your organization. Please mal
» And Control compliance with all regulations befo.

2. MREEA RN AR IMAWLC

, Al EEB G EERIILAPURERBALEA L TCLIRT :

LAP#debug capwap console cli
LAP#capwap ap dot1x username <username> password <password>

RBMERE : -

1 E R M E 433 4 BRA dot I x A8 1 SE fr] AR 85 % 18 2 33 #a4



aaa new-model

!
aaa authentication dot1x default group radius

!
aaa authorization network default group radius

dot1x system-auth-control

radiusfa] fR 28 I1SE
address ipv4 10.48.39.161 auth-port 1645 acct-port 1646
€887 123A0C0411045D5679

2. BB BAPK iR

interface GigabitEthernet0/4
switchport access vian 231

switchport trunk allowed vlan 231,232
switchport mode access
authentication host-mode multi-host
B 7% IE/Fdot1x

authentication port-control auto

dot1x pae authenticator
spanning-tree portfast edge

ISERLE : -

1.#ISEL , REAAPEEREEEMANEATEI R ELCRNEMY , BR , FHMRADIUSHIRES
E,BULFEHERE,

Authorization Profiles > AP_Flex_Trunk

Authorization Profile

*Name | AP_Flex_Trunk| |

Description | &
* Access Type | ACCESS_ACCEPT v |
Network Device Profile | @ Cisco = | 3

Service Template

Track Movement i

» Common Tasks

NEAT




w Attributes Details

Access Type = ACCESS_ACCEFT
cisco-av-pair = device-traffic-class=switch

2FISEL , EFERESDRIBRBARMERKE, TEERBRT , RARETHERSORESRA
, Bl #Rdot1x , BRI BMRIRER B ERZAR AL

HRIRERBE(Port_AuthZ) , TEBER T , RMSAPEENIEEFEHEFHEAP) , WL HIAR
FEELE R (AP_Flex_Trunk)o

» Exceptions (0)

Rule Name Conditions (identity groups and other conditions)

(] Port_AuthZ APs Wired_802.1X AP_Flex_Trunk

E

ERAXEAR , BREENEERTEEEE,

1.\ E | — XA LUMEA Tdebug authentication feature autocfg all; R BREREFEBEH
R,

2H20H12:34:18.119:%LINK-3-UP:Interface GigabitEthernet0/4, changed state to up
2H20H12:34:19.122:%LINEPROTO-5-UPDOWN: 7 E GigabitEthernet0/4 £ B AR BRI E , ARRETE
R AHup
akshat_sw#
akshat_sw#
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:7£dot1x AutoCfg start_fn

, epm_handle:3372220456
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[588d.0997.061d , Gi0/4]35 & & Bl =3 #fa 1
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[588d.0997.061d , Gi0/4]#1 & Fim
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] A ZfAutocfg = FE AT TUARRE : 1
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] &£ B & A : 2
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] B B/ &L & : stpEHport_config
0x85777D8
2H20H12:38:11.113:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] B BI &L & : stp port_configE Bbpdu
guard_config 2
2H20H12:38:11.116:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4]7E & L+ F& F auto-cfg.
2H20H12:38:11.116:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] Vlan:231 Vlan-Str:231
2H20H12:38:11.116:AUTH-FEAT-AUTOCFG-EVENT:[Gi0/4] F& A dot1x_autocfg_supp %
2H20812:38:11.116: EEEA®T...... 'no switchport access vian 231" at Gi0/4
2H20812:38:11.127: EEEA®S...... 'no switchport nonegotiate' at Gi0/4
2H20812:38:11.127: EEEA®S...... L /AGi0/48 "switchport mode trunk_
2A20H12:38:11.134: EE AW %......fALAGi0/489 "switchport trunk native vian 231,
2H20H12:38:11.134: EEEA®T......fLAGi0/48 "spanning-tree portfast trunk
2H20H12:38:12.120:%LINEPROTO-5-UPDOWN: 7} E GigabitEthernet0/4 £ B AR BRI E , ARRETE
2H20H12:38:15.139:%LINEPROTO-5-UPDOWN: 7 E GigabitEthernet0/4 £ B AR R & , ARRETE



R AHup
2. Tshow runintg0/4) M AR TRRIECERAPEER,

ERELE : 295 Uil

interface GigabitEthernet0/4

switchport trunk allowed vlan 231,232,239
switchport trunk native vlan 231
switchport mode trunk

authentication host-mode multi-host

En % EFdot1x

authentication port-control auto

dot1x pae authenticator

spanning-tree portfast edge trunk

end

3.7£ISE L , £ Operations>>Radius Livelogs T , T A AR T S D BRB I HIX FRENZERE
ES

Time ¥ c‘:alu‘ — Details Repeat Count Identity i Endpoint ID ‘ Endpoint Profile Authentication Palicy = Authorization Policy Y| Authorization Profiles
Al ) L

2017-02-20 15:05:48.991 '] Q 0 ntmaha) S8:80:09:97:06:10  Cisco-Device Default >> DotiX >> D.. Default >> Port_AuthZ  AP_Flex_Trunk

2017-02-20 15:05:48.991 (=) Q 1D Cisco-Device Default >> DotlX >> D.. Default >> Port_AuthZ  AP_Flex_Trunk

2017-02-20 15:04:49.272 @ Q itmaha; 58:8D:09:97:06:1L Cisco-Device Default >> DotlX >> D.. Default >> Port_AuthZ

AMBEMNCEZEREFE , AIEZEFimvian 2320APR I8 FIEEN E macituiit,

akshat_sw#sh mac address-table int g0/4
Macits ik &

Vlan Macib it & Blj 18

231 588d.0997.061dEFAEGI0/4 - AP
232 cOee.fbd7.8824 DYNAMIC Gi0/4 — B F i

EWLCE , EFEFIHFMEATUUERILEFFIHEBRVLAN 2323 HSSIDEARM KRR, EEE—
1B 5

( BRHEHIES ) >show client detail cO:ee:fb:d7:88:24

BEFEWMMACHEIE ... c0:ee:fb:d7:88:24
EERERAEBR. ..o, TERA

AP MACHBRE . ..o b4:14:89:82:¢cb:90
AP B . e Aks_desk 3502
APEREITEFEID. ..o 1

R AREE . B8 Bt
EEREREE. ..o

EFIwmNAC OOBAREE. ... o FH
FEARLAN ID. .o 2

AR ANMBEE B FB(SSID)o v Port-Auth

AL AN ER B, Port-auth
BAEE(802.11U)0 wovvrooreeooooreoooro FHE



[ - SRR 42

BB e 44

[ i | SRR 192.168.232.90
BRI . 192.168.232.1
R e 255.255.255.0
BABEID. ..o 1
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R e, 1

L7 a1 T 0
FlexConnectBEBIZTH.......oocevveeeveene Zith
FlexConnect DhcpREE.........ccccoveviene, 7 My

E AFlexConnect VianHy R 333 . B
FlexConnect B0 B8FE ......oooovvevee '4:'5'&
FlexConnectH /U BBEE..................... B

FlexConnect VLANBHE.........ccoccoeiinen VLAN 232
FRBEVLAN. ..o 0

] 1 AV Y- 232

AR EEVLAN. ... 232

REHE R

REFR B EFA TR R YRR ET SRR,

- NRERTE KB , A debug dot1x. debug authenticationds .
- MREBRBEBEITRUNK , 55%i Adebug authentication feature autocfg alléi % .

-BAEETZSIHREN (SOREBIRERXNS IR ) . LARAS IR RATTFIRER

MAC it
. BBLE "aaa authorization network T , XA REIZZ W FISEEEN B,
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