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Microsoft Windows Serverit ik

LB E B R AT I R M Microsoft Windows Server 2012 L #1117, BAERBENBNE EFRES
B2,

SB1. 5 AN hEEEE % % Active Directoryigi IR 75 .

DESTINATION SERVER
Select server roles WIN-ODEFTNIGRUS
Before You Begin Select one or more roles to install on thhtlu:ted SEMVEr,
Installation Type Roles Description
e St
[] Active Directory Certificate Services || Active Directory Domain Services
. . . . (AD D3) stores information about
Active Directory Domain Services objects on the network and makes
Features |:| Active Directory Federation Services this information available to users
AD DS Active Di Lichtweiaht Di Servi and network administrators, AD D5
H ) N _re ! .g =3 ! ﬂ_wm uses domain controllers to give
Confirmation [ | Active Directory Rights Management Services network users access to permitted
[ ] Application Server - resources anywhere on the network
] DHCP Server through a single logon process. ]
[] DMNS Server
] Fax Server
b [®W] File and Storage Services (1 of 12 installed)
[] Hyper-v

[] Network Policy and Access Services
] Print and Document Services

] Remote Access

[ ] Remote Desktop Services

| < Previous I | Mext > | Instal . Cancel
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s Add Roles and Features Wizard =12 N

DESTINATION SERVER

Installation progress WIN-ODEFTNIGAUS

View installation progress

o Feature installabon
[ e e e
Configurabion required, Installation succeeded on WIN-ODEFTN1GRUEB.

Active Directory Domain Services
Additicnal steps are required to make this maching a domain controller.
Promaote this server to g domain controller

e
Remote Server Administration Tools
Role Adminkstration Tools
AD D5 and AD LDS Tools

Active Directury module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center |
AD DS Snap-Ins and Command-Line Tools w

1E

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking MNotifications in the command bar, and then Task Details,

Export configuration settings

< Previous hlewt = Close Cancel
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. DESTINATIIN SERVER
Select role services WIN-CDEETHI GALE 452012 com
Before You Begin Select the role services to install for Active Directory Certificate Senvices
Installation Type Role services Description
Server Sebection . , Certification Authority Web
Server Roles A CEhﬁ ) ) Ennollment provides a simple Web
L] Certificate Enrcliment Policy Web Service interface that allows users to

Features [] Certificate Enroliment Web Service perform tasks such as request and
- . renew cerbificates, retrieve certificate

Certification Authe
et i revocation lists (CRLs), and enroll for
[] Wetwork Device Enroliment Service smart card certificates.

Web Sarvar Role (IIS) [] Online Responder
Role Services
Confirmation

[ <previous | [ Nest> | | el | Cancel |
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|

Installation progress WIN-ODEETIGRL L5202 com

View installation progress

0 Feature installation

Configuration required. Installation succeeded on WIN-ODEFTN1GRUB.LSC2012.com.

Active Directory Certificate Services A
Additional steps are required to configure Active Directory Certificate Services on the
destination server =
Configure Active Directony Certificate Senvices on the destmation server
Certification Authority

Certification Authority Web Enrollment
Confirmation Remote Server Administration Tools
e
Active Directory Certificate Services Tools
Certification Authority Management Tools

| Web Server (IIS)

[<]

[" You can close this wizard without intermupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

-=!Er|:'.rious|| et = | Close || Cancel
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DESTINATION SERVER

Role Services WIN-ODEFTNIGRUB.LSC2012.com
Credentials Select Role Services to configure
Rola Sarvices
Setup Type Certification Authority
CAType cmum Authority Web Enraliment i
[] Cnline Responder
Private Key [] Netwark Device Enroliment Service
Cryptography [[] Cerificate Enraliment Web Service
CA Mame [[] Certificate Enrollment Palicy Web Sendce
valldity Penod

Certificate Databaszs

Confimation

More about AD C5 Server Roles

| <previous || Net»> | | Corfigure || Cancel

35 B87.32 — T Microsoft Windows/BA 3412 B ,
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S BR9. B & Active Directoryff i & M B

SB10.ERE , IH— T HAEUsersEHB K , R%iEENew Object > User,



= New Object - User | (=18 x

File Action View Help [?&

&9 no £ 0 X & Crestain:  LSC2H2.com/Users

O Active Directory Users and Con
b [ Saved Queries

4 33 L5C2012.com First raime: | | itials: |
b [ Builtin
b [ Computers Last name: |USEH1 I
b (2] Domain Controllers Ful ngme:! |P|.F' USER |

b [7] ForeignSecurityPrincipa
b ] Managed Service Accol User logon name:

] Users [aPUSER | [@Lsca012.com v|
User logon name {pre-Windows 2000):
|LS{2{I-12"~ | |AFLISEF[ |
| <Back Net> | | Cancel |
£, Guest User Built-in account for gue...

82, Protected Us... Security Group... Members of this group ...
E,RAS and |AS ... Security Group.. Servers in this group can..,
82 Read-only D... Security Group... Members of this group ...
%khtma Ad.. Security Group... Designated administrato..,
| € | m [> 82, WinRMRem... Security Group... Members of this group ...
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= AD CS Configuration |=la[ x|

DESTINATION SERVER
WIN-ODEFTNIGRUB.wlaaan2012.com

Role Services

Credentials Select Role Services to configure
Service Account for NDES v Certification Authority
w| Certification Authority Web Enrcliment
Online Responder
E[\%r_\emork Device Enrollment Semice
artificate Enrollment Web Service
Certificate Enroliment Policy Web Service

Maore about AD C5 Server Roles

< Previous | | Mext » Configure Cancel

- BEIS_USRSIEMIRF & & (FE 246+ AAPUSER) , fEANDESHI BRISIRF

$B13. 8% = Administrative Tools.

$ B8 14.EBInternet Information Services(lIS).

S BR15. 8 BiServer > Sites > Default web site > Cert Srv,

& ER16. ¥ ¥ mscepHfmscep_admin , f§3% — Fauthentication, #RA TER FHRF-
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S 820.51 FHKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\Cryptography\MSCEP\,

S BB21 48 EnforcePasswordig E A0,

&

File Edit View Favorites Help

Registry Editor

b

P -
-1 AllUsernstallA
. Aszsistance

J AuthHost

; BestPractices
. Bidinterface
-1 Chidsk

; COM3

nf|'é é||| |
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i
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i
i
i
i
i
i
i
I
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. Command Prc

. Cryptography

|, AutoEnroll

Calais

. CatalogDB

CatDETemn

. Cenificate’
. Defaults
. MSCEP

i, CATYm
i | Certsin
.|, Enforce
i |, Passwo
Lo L UseSing
e

LTl

*

; Advanced INF| ~
; ALG

Mame Type Data
ab! (Default) REG_SZ (value not set)

Sl LN REG_DWORD 000000000 (0)

Computer, HEKEY_LOCAL_MACHINE\SOFTWARE\MicrosofthCryptography' MSCEP\EnforcePassword

58822 1% — T Microsoft Windows/BB 4B,

HBR23.82 AMMC,

SR24.x "HER, BEL | BEIEF THE/MEREERET, . BiECertification Authority.

S B825. 1% % ECertificate Template &3k , % ZiEManage.
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File Action View Help

= [ 2= B

i Certificate Templates (WIN-ODE

Template Display Marfe

-E CA Exchange

E CEP Encryption

& Code Signing

= Computer

5 Cross Centification Authority
L Directory Email Replication
| Domain Controller

& Domain Centreller Authentication
] EFS Recovery Agent

! Enroliment Agent

)| Enrollment Agent (Computer)

]| Exchange Enrollment Agent (Offline requ...

= Exchange Signature Only
B Exchange User

5 IpSec

E IPSec (Cfline request)

5 Kerberos Authentication
&l Key Recovery Agent

& ocse Response Signing

& RAS and IAS Server

5 Root Certification Authority
H Router (Offline request)

5 smartcard Legon

5 Smartcard User

5 Subordinate Certification Authority
E Trust List Signing

Qo

5 User 5|gnat[:ge Onby
& Web Server
& Workstation Authentication

S BB27 ;& 1ZECAYE BMicrosoft Windows 2012 R2,

$B28.7 "General, FIIEHBL , FBETEE , SIWWLCHAE XK,

Schema Version

e T T T & I P o R T I I I o o A R e 5 |

Pl =

SRB20.E "HERAERE) BRP , MEICERTMRPN THE, .

Versi,.

106.0
a1
3.1
5.1
105.0
150
41
110.0
6.1
41
5.1
41
6.1
7.1
2.1
7.4
110.0
105.0
101.0
101.0
5.1
41
6.1
1.1
5.1

41
101.0

Intended Purp: ~
Private Key Arg

Directory Sena

Chent Authent

Client Authent]
Key Recovery /
QCSP Signing

Chent Authent

Client -ﬂ-!.l‘thﬂ'lt w |



Superzeded Templates Extensions Security
Compatibility I General I Request Handling | Cryptography | Key Attestation
Subject Name Server lssuance Reguirements

(®) Supply in the request

EEUEE subject information from exdisting certificates for autoenrollment
renewal requests

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cerificate administration.

Subject name format:

Mone

[ ] Include e-mail name in subject name

Include this information in atemate subject name:

[ ] Email name

[ ] DNS name

[ ] User principal name (UPM)

[ ] Service principal name (SPN) %
oK Cancel Apply Help

S BR30.8 EIssuance RequirementsiZE ., CiscoR B EEHAN S BCARED AR FEMKE T



Superseded Templates Edensions Security
Compatibilty | General | Request Handling I Cryptography | Key Attestation
Subject Name Carver Issualﬁe Requirements

Require the following for enrollmert :

[ ] This number of authorized signatures: 0

If you require more than one signature, autoenrollment is not allowed.

FPuolicy type required in signature:
Application policy:

lzzuance policies:

Bemove

Require the following for reenrollment:
Same crtera as for enrollment
Walid existing cerificate

Allow key based renewal

Requires subject information to be provided within the cerificate
request.

oK Cancel Apphy Help

$B31. 8B E8Extensions ( iR ) E#. Application Policies , A% Edit. #Z—TAdd , R
Client Authentication¥Ti#8 AFEFARBEX K., & —T "OK, (HE ).



An application policy defines how a certificate can be
used.

Application polices:

Client Authentication
Encrypting File System
Secure Email
Add.. | Ed e
[ | Make this extension critical

OK Cancel

S R32.BEBSecurityiRE~ , RRERAd... BRENDESRBE L L P EHRNSCEPRBIRFTE2
HENR , ARE—TRE,



Subject Name I Server Issuance Requirements

Compatibility

General | Request Handling | Cryptography | Key Attestation

Superseded Templates Extensions Security

Group or user names:

52, Authenticated Users

2 Administrator

2 AP USER (APUSER@LSC2012.com)

% Domain Admins (LSC2012\Domain Admins)

&!, Domain Users (LSC2012\Domain Users)

33,, Entemprise Admins (LSC2012\Enterprise Admins)

Remove

SR REFERZMEGCUINTE, Z— T H#Certificate Templates B #%, EEZNew >
Certificate Template to Issue. 1%1%5‘& BIELEAWLCIHEMNR , AR EEREE,

N =1
-
sole oot
Certification 4
' 1 Select one Certficate Template to enable on this Certiication Authority. Tem...
§ wlaaan20 Maote:  a cedificate template that was recertly created doss not appear on this list, you may need to wai urtil ) o
7| Revo gn;nummwﬁmme:huhmmmwddmh controllers. =, oS
the cerificate templates in the anganization may not be available to your
E ”:d For more information, see Certificate Template Concepts,
endi
] Failed Name Intended Purpose

| Certifil | [ Key Recovery Agent Key Recovery Agent

%] OCSP Response Sgning ~ OCSP Signing

T RAS and IAS Server Cliert Authertication. Server Athertication

] Router (Offine request) Cliert Autherttication

5] Smartcard Logon Cliert Authertication. Smart Card Logon

5| Smartcard User Secure Email, Chient Authertication, Smart Card Logen
T Trust List Signing Microsoft Trust List Signing

1] User Signature Only Secure Email, Chent Authertication

Il wic Client Authertbication. Secure Emai, Encrypting File System

5] Workstation Authertication  Cliert Authertication g

< [ 1] Il < [ T >l




$BW34.7E "EfK, > "HKEY_LOCAL_MACHINE, > "#8& , > "Microsofty > "tn&, > "
MSCEP ., THE#ERE R E HNFEFRSCEPIER, A&EncryptionTemplate,
GeneralPurposeTemplateHSignatureTemplate £ &t I1Psec ( B4EFER ) EXBLHIEIM
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Favorites Help

Registry Editor
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File Edit View
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Assistance

, AuthHost

BestPrachices

Bidinterface
; Chledsk

COom3
Command Prc

. Cryptography
;. AutcEnroll

-y Calais
- |, CatalogDB

|, CatDETem

- |, Certificate”

|, Defaults

4. ), MSCEP

). CATym
|, Censln
|, Enforce

i | Passwa

e |, UseSing

I
>

|| Mame Type

b (Default) REG_SZ
ab|EncryptionTem... REG 57
- ab| GeneralPurpose... REG_SZ
= EHI_ Signature Template IREG_SZ

Data
{walue not set)

Computer\HKEY_| LGC.ﬂ.L MACHlHE\EDFTWARE\MlcmEDfﬂClyptograph}f"lMSEEF

SRS EF B R

BRIEWLC

$B1, EWLC L , EEZFSecurityIhfEk, & —T TCertificates > LSC,

SRR2. A EERFISR EBALSCERIUS .

S B3.5 A {8 K Microsoft Windows Server 2012 URL, TERERT , © &K E
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v Local Significant Certificates (LSC) Apply

General | AP Provisioning |
. )
Certificate Type Status
CA Present ﬂ
General
Enable LSC on Controller W]
CA Server
A& server URL | http://10.48.39.157/certsrv/mscep/mscep.dll
(Ex: http://10.0.0.1:8080/caserver)
Params
Country Code |EE ¥
State Belgium
City |Erussel
Organization | Cisco
Department R&D
E-mail | rmanchur@wlaaan.com
#
Key Size 2048

SBR6.12— TCAL AR EMNEGETEILRIZEAID, EGMRERNOt presence E X Apresence,
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et nl
w» FADIUS
Bathenticatian
Accounting
Fallback
¢ TARCACE =

LID&P

Lesenl Hal Lserg

MAC Fltering

Chashled Clisnta

User Login Podicies

AP Polcies

Pessword Palicies

F Local EAP
¢ Priority Order
= Cartificate
LSC
55

b Access Control Lists
h'ﬂﬁrﬂusl’rﬂlcﬁm

Paolicies
k¥ Web Auth
TrustSer SXP
b Advanced

MONITOR WLAMs COMTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDRACK

Local Significant Certificates (LSC)

General | mmm@

AP Provisioning
Eind bl BA

Update

Mumber of stbempls Lo LSC (D Lo 255)

AP Ethernal MAC Addredsas

[ ]| asa]

MAC Address

S B8 BHAP Provisioning THIEnableZREX 5 81 , #A 7% BiEUpdate.
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