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diameter endpoint 3gpp-aaa-s6b

origin realm epc.mnc260.mcc310.3gppnetwork.org

use-proxy

origin host s6b.IEPCF201.epc.mnc260.mcc310.3gppnetwork.org address 10.168.86.144
max-outstanding 64

route-failure threshold 100

route-failure deadtime 600

route-failure recovery-threshold percent 50



dscp af3l

peer mp2.daldrall.dra.epc.mnc260.mcc310.3gppnetwork.org realm epc.mnc260.mcc310.3gppnetwork.org
address 10.160.113.136

peer mp2.elgdrall.dra.epc.mnc260.mcc310.3gppnetwork.org realm epc.mnc260.mcc310.3gppnetwork.org
address 10.160.114.136

peer mp2.nvldrall.dra.epc.mnc260.mcc310.3gppnetwork.org realm epc.mnc260.mcc310.3gppnetwork.org
address 10.160.115.136

peer tsal6.draaro0l.dra.epc.mnc260.mcc310.3gppnetwork.org realm
epc.mnc260.mcc310.3gppnetwork.org address 10.162.6.73

peer tsal6.drasyo0l.dra.epc.mnc260.mcc310.3gppnetwork.org realm
epc.mnc260.mcc310.3gppnetwork.org address 10.164.57.41

peer tsal6.drawsc0l.dra.epc.mnc260.mcc310.3gppnetwork.org realm
epc.mnc260.mcc310.3gppnetwork.org address 10.177.70.201

route-entry peer mp2.daldrall.dra.epc.mnc260.mcc310.3gppnetwork.org

route-entry peer mp2.elgdrall.dra.epc.mnc260.mcc310.3gppnetwork.org

route-entry peer mp2.nvldraOl.dra.epc.mnc260.mcc310.3gppnetwork.org

route-entry peer tsal6.draaro0l.dra.epc.mnc260.mcc310.3gppnetwork.org

route-entry peer tsal6.drasyoOl.dra.epc.mnc260.mcc310.3gppnetwork.org

route-entry peer tsal6.drawscOl.dra.epc.mnc260.mcc310.3gppnetwork.org

#exit

[local] IEPCF201# show diameter peers all

Friday December 11 20:27:43 UTC 2020

Diameter Peer details

Context: billing Endpoint: 3gpp-aaa-s6b

Peer: mp2.daldrall.dra.epc.mnc260.mc Addr:Port 10.160.113.136:3868

Peer: mp2.elgdrall.dra.epc.mnc260.mc Addr:Port 10.160.114.136:3868

Peer: mp2.nvldralOl.dra.epc.mnc260.mc Addr:Port 10.160.115.136:3868

Peer: tsal6.draaro0l.dra.epc.mnc260. Addr:Port 10.162.6.73:3868

Peer: tsal6.drasyoOl.dra.epc.mnc260. Addr:Port 10.164.57.41:3868

Peer: tsal6.drawscOl.dra.epc.mnc260. Addr:Port 10.177.70.201:3868

diameter endpoint credit-control

origin realm starent.gy.com

use-proxy

origin host iepcf20l.gy address 10.168.86.151
destination-host-avp always



route-failure threshold 100

route-failure deadtime 600

route-failure recovery-threshold percent 50
peer 1n24.daldral0l.dra.epc3.mnc260.mcc310.3gppnetwork.org realm nsn-gy address 10.160.113.136
port 3869

peer 1n24.drawsc0l.dra.epc3.mnc260.mcc310.3gppnetwork.org realm nsn-gy address 10.177.70.201
port 3870

peer tsal05.drachr0l.dra.epc3.mnc260.mcc310.3gppnetwork.org realm nsn-gy address 10.164.144.88
peer tsal05.draphx01.dra.epc3.mnc260.mcc310.3gppnetwork.org realm nsn-gy address 10.198.93.88
peer tsal05.drapol0l.dra.epc3.mnc260.mcc310.3gppnetwork.org realm nsn-gy address 10.182.16.88
peer tsal6.drachr0l.dra.epc3.mnc260.mcc310.3gppnetwork.org realm nsn-gy address 10.164.144.89
peer tsal6.draphx01.dra.epc3.mnc260.mcc310.3gppnetwork.org realm nsn-gy address 10.198.93.89
peer tsal6.drapol0ll.dra.epc3.mnc260.mcc310.3gppnetwork.org realm nsn-gy address 10.182.16.89
route-entry peer 1n24.drawscOl.dra.epc3.mnc260.mcc310.3gppnetwork.org weight 20

route-entry peer 1n24.daldrall.dra.epc3.mnc260.mcc310.3gppnetwork.org
route-entry peer tsal5.drapolll.dra.epc3.mnc260.mcc310.3gppnetwork.org
route-entry peer tsal6.drapolll.dra.epc3.mnc260.mcc310.3gppnetwork.org
route-entry peer tsal5.drachr0l.dra.epc3.mnc260.mcc310.3gppnetwork.org weight
route-entry peer tsal05.draphx01.dra.epc3.mnc260.mcc310.3gppnetwork.org weight
route-entry peer tsal6.drachr0l.dra.epc3.mnc260.mcc310.3gppnetwork.org weight

(S22 ) )]

route-entry peer tsal6.draphx0l.dra.epc3.mnc260.mcc310.3gppnetwork.org weight

#exit
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[local] IEPCF201# show task resources facility diamproxy all
Friday December 11 20:34:37 UTC 2020

task cputime memory files sessions

cpu facility inst wused allc used alloc used allc wused allc S status
3/0 diamproxy 5 0.12% 90% 41.62M 250.0M 38 2500 -- -—- - good
5/0 diamproxy 2 0.11% 90% 41.63M 250.0M 51 2500 -- -—- - good
6/0 diamproxy 6 0.13% 90% 41.62M 250.0M 35 2500 -- -—- - good
7/0 diamproxy 3 0.12% 90% 41.64M 250.0M 34 2500 -- -—- - good
8/0 diamproxy 4 0.13% 90% 41.65M 250.0M 34 2500 -- -—- - good
10/0 diamproxy 1 0.10% 90% 41.64M 250.0M 49 2500 -- -—- - good
Total 6 0.71% 249.8M 241 0

[local] IEPCF201#
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*AAFx*** ghow diameter peers full *xx***x*
Sunday December 13 15:19:00 UTC 2020

Context: billing Endpoint: 3gpp-aaa-s6b

Peer Hostname: mp2.daldrall.dra.epc.mnc260.mcc310.3gppnetwork.org
Local Hostname: 000l-diamproxy.s6b.IEPCF201.epc.mnc260.mcc310.3gppnetwork.org



Peer Realm: epc.mnc260.mcc310.3gppnetwork.org
Local Realm: epc.mnc260.mcc310.3gppnetwork.org
Peer Address: 10.160.113.136:3868

State: IDLE [TCP]

CPU: 10/0 Task: diamproxy-1

Messages Out/Queued: 0/0

Supported Vendor IDs: None

Admin Status: Enable

DPR Disconnect: N/A

Peer Backoff Timer running:N/A

Peer Hostname: mp2.daldrall.dra.epc.mnc260.mcc310.3gppnetwork.org
Local Hostname: 0002-diamproxy.s6b.IEPCF201.epc.mnc260.mcc310.3gppnetwork.org
Peer Realm: epc.mnc260.mcc310.3gppnetwork.org

Local Realm: epc.mnc260.mcc310.3gppnetwork.org

Peer Address: 10.160.113.136:3868

State: IDLE [TCP]

CPU: 5/0 Task: diamproxy-2

Messages Out/Queued: 0/0

Supported Vendor IDs: None

Admin Status: Enable

DPR Disconnect: N/A

Peer Backoff Timer running:N/A

Peer Hostname: mp2.daldralOl.dra.epc.mnc260.mcc310.3gppnetwork.org
Local Hostname: 0003-diamproxy.s6b.IEPCF201.epc.mnc260.mcc310.3gppnetwork.org
Peer Realm: epc.mnc260.mcc310.3gppnetwork.org

Local Realm: epc.mnc260.mcc310.3gppnetwork.org

Peer Address: 10.160.113.136:3868

State: IDLE [TCP]

CPU: 7/0 Task: diamproxy-3

Messages Out/Queued: 0/0

Supported Vendor IDs: None

Admin Status: Enable

DPR Disconnect: N/A

Peer Backoff Timer running:N/A

Peer Hostname: mp2.daldralOl.dra.epc.mnc260.mcc310.3gppnetwork.org
Local Hostname: 0004-diamproxy.s6b.IEPCF201.epc.mnc260.mcc310.3gppnetwork.org
Peer Realm: epc.mnc260.mcc310.3gppnetwork.org

Local Realm: epc.mnc260.mcc310.3gppnetwork.org

Peer Address: 10.160.113.136:3868

State: IDLE [TCP]

CPU: 8/0 Task: diamproxy-4

Messages Out/Queued: 0/0

Supported Vendor IDs: None

Admin Status: Enable

DPR Disconnect: N/A

Peer Backoff Timer running:N/A

Peer Hostname: mp2.daldralOl.dra.epc.mnc260.mcc310.3gppnetwork.org

Local Hostname: 0005-diamproxy.s6b.IEPCF201.epc.mnc260.mcc310.3gppnetwork.org
Peer Realm: epc.mnc260.mcc310.3gppnetwork.org

Local Realm: epc.mnc260.mcc310.3gppnetwork.org

Peer Address: 10.160.113.136:3868

State: IDLE [TCP]



CPU: 3/0 Task: diamproxy-5
Messages Out/Queued: 0/0
Supported Vendor IDs: None
Admin Status: Enable

DPR Disconnect: N/A

Peer Backoff Timer running:N/A

Peer Hostname: mp2.daldralOl.dra.epc.mnc260.mcc310.3gppnetwork.org
Local Hostname: 0006-diamproxy.s6b.IEPCF201.epc.mnc260.mcc310.3gppnetwork.org
Peer Realm: epc.mnc260.mcc310.3gppnetwork.org

Local Realm: epc.mnc260.mcc310.3gppnetwork.org

Peer Address: 10.160.113.136:3868

State: IDLE [TCP]

CPU: 6/0 Task: diamproxy-6

Messages Out/Queued: 0/0

Supported Vendor IDs: None

Admin Status: Enable

DPR Disconnect: N/A

Peer Backoff Timer running:N/A

Context: billing Endpoint: credit-control

Peer Hostname: 1n24.daldra0Ol.dra.epc3.mnc260.mcc310.3gppnetwork.org
Local Hostname: 000l-diamproxy.iepcf20l.gy
Peer Realm: nsn-gy

Local Realm: starent.gy.com

Peer Address: 10.160.113.136:3869

Local Address: 10.168.86.151:55584

State: OPEN [TCP]

CPU: 10/0 Task: diamproxy-1

Messages Out/Queued: 0/0

Supported Vendor IDs: 10415

Admin Status: Enable

DPR Disconnect: N/A

Peer Backoff Timer running:N/A

Peers Summary:

Peers in OPEN state: 1404

Peers in CLOSED state: 468

Peers in intermediate state: 0

Total peers matching specified criteria: 1872

H2E  LTRUEGTHER@EY , EPER TR BaamgrsERFTH

Peers Summary:

Peers in OPEN state: 107

Peers in CLOSED state: 36

Peers in intermediate state: 1

Total peers matching specified criteria: 144
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[local]IEPCF201# show card table
Friday December 11 17:15:28 UTC 2020

Slot Card Type Oper State SPOF Attach

1: CFC Control Function Virtual Card Active No

2: CFC Control Function Virtual Card Standby -

3: FC 4-Port Service Function Virtual Card Active No <=====
4: FC 4-Port Service Function Virtual Card Standby -

5: FC 4-Port Service Function Virtual Card Active No <=====
6: FC 4-Port Service Function Virtual Card Active No

7: FC 4-Port Service Function Virtual Card Active No

8: FC 4-Port Service Function Virtual Card Active No

9: FC 4-Port Service Function Virtual Card Active No

10: FC 4-Port Service Function Virtual Card Active No

[local] IEPCF201#

[local]IEPCF201# show session recovery status verbose
Saturday December 12 21:43:11 UTC 2020
Session Recovery Status:

Overall Status : Ready For Recovery
Last Status Update : 4 seconds ago
----sessmgr--- ----aaamgr---- demux

cpu state active standby active standby active status
3/0 Active 12 1 12 1 0 Good
4/0 Standby O 12 0 12 0 Good
5/0 Active 12 1 12 1 0 Good
6/0 Active 12 1 12 1 0 Good
7/0 Active 12 1 12 1 0 Good
8/0 Active 12 1 12 1 0 Good
9/0 Active 0 0 0 0 8 Good (Demux)
10/0 Active 12 1 12 1 0 Good

[local] IEPCF201#

WA EERMERERdiameter ISR LT X# , FEBBERT , BBAE L T#2,

* Kk kkk Kk kk ShOW COl’lteXt * Kk ok ok Kk kk
Sunday December 13 15:14:24 UTC 2020

Context Name ContextID State Description
local 1 Active
billing 2 Active <==========
calea 3 Active
gi 4 Active
sgw 5 Active

ETREE ALinux debug shel FEEE B S WCLVEXEMB ERPIREPCAPHIF ( Bl AF3H+
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[local]IEPCF201# cli test password <password>

Saturday December 12 21:43:54 UTC 2020

Warning: Test commands enables internal testing and debugging commands
USE OF THIS MODE MAY CAUSE SIGNIFICANT SERVICE INTERRUPTION

[local] IEPCF201#

[local] IEPCF201# debug shell card 3 cpu O

Saturday December 12 21:44:02 UTC 2020

Last login: Fri Dec 11 19:26:34 +0000 2020 on pts/l1l from cardl-cpul.

gvpc-di:card3-cpul#

B, BT —EREHKRMLInuxis Ssetvr ( FREEREHIE ) , X SEE B ERStarOSIRAH

Linux® AT , IEEAFIMEIN ETXH, FEE , BRFEFEN :

gvpc-di:card3-cpulO# setvr 2 bash
bash-2.05b#

LB TUAEALT B BUEITTCPEf, iR , MRBRER AT RNgyREITRE , RIEFERX
B, WA, IREEEHESRINESEE S | BT LU Ahost <host ip address>15 &  #
IP#hiit, BT DL E , REFEHControl-CELLIEE, INRHHE TPACKETS , BIEERERS
28

bash-2.05b# tcpdump -i any -s 0 -w /tmp/diameter_SF3.pcap "port 3868"
tecpdump: listening on any

~C

1458 packets received by filter

0 packets dropped by kernel

bash-2.05b#

BETR, EAexitth TIRHERKMARTE  ARKERERIZHEE FHRALRES , BN
ASR 5500 &MIO 586 , SEELLER T AvPC-DI 1812,

bash-2.05b# exit

exit
gvpc-di:card3-cpul# scp /tmp/diameter_SF3.pcap cardl:/flash/sftp/diameter_SF3.pcap
diameter_ SF3.pcap 100% 110KB 110.4KB/s 00:00

gvpc-di:card3-cpul# exit
[local] IEPCF201#

LeiF | ATLAGE AsftpE AR P FEMNEM A ARRER | LEHRflash B #.

LTREAMNSF s S , EERIZT$HESF SERNmT, BERRT , AEETREERREE
, LERREEET oM ( TIREARETRLEN ) -

[local]IEPCF201# cli test password <password>

Saturday December 12 21:43:28 UTC 2020

Warning: Test commands enables internal testing and debugging commands
USE OF THIS MODE MAY CAUSE SIGNIFICANT SERVICE INTERRUPTION

[local] IEPCF201# debug shell card 5 cpu 0

Saturday December 12 21:44:13 UTC 2020

gvpc-di:card5-cpul#

gvpc-di:card5-cpul# setvr 2 bash

bash-2.05b# tcpdump -i any -s 0 -w /tmp/diameter_SF5.pcap "port 3868"

tepdump: listening on any



~C

1488 packets received by filter
0 packets dropped by kernel
bash-2.05b# exit

exit
gvpc-di:card5-cpul# scp /tmp/diameter_SF5.pcap cardl:/flash/sftp/diameter_SF5.pcap
diameter_SF5.pcap 100% 113KB 112.7KB/s 00:00

gvpc-di:card5-cpul# exit
[local] IEPCF201#

PCAP% #t

EENEHERREHNETEREREYBETNNE, WMEIAHR , BAsEETCP/IPEFES |, thalsE
ERERMCER/ICEAZ BH, HRATCP/IP , SRR IEEE:SETCP SYN , EABEFEWTCP SYN
ACK , RE R ASREXMACK, EJLNEJ%&%:?&%E@&@E%E@EE%@ , LB BT o, £
EE BT , filter tcp.flags.syn == 1B R EHE IS EFVFTEGEE EREEIE TSYN, ERIAR
EE’J’F@*EH# AESYNER IR AWireshark FHITCPER R IhAE , ZIEEIBZEZRBERRSE
FRRE— TCPiEaﬁE’JFﬁﬁTcpﬁﬂ@ ...... TCPH , MR R A FEEILERNTCPERN TN ERMH

o

763 CEIGAT 10 168 86 g 160114136 [FF3E 4 ror( IB68 SYH] Seqel MarkUnsark Packet Crrisb

] Ignare/Unignene Packet Cirl+D
Saot/Unsat Tima Reference Ct=T

Temg Shift... Ctri+Shift+T
Packet Comment... Ctri+Alt+C

|@) hah=2f8efcs2 ele=346e6450 |

43 2028-12-12 21:47:53.054953 19.198.94. 148 19.168.86.158 cmd=Device-Watchdog Request{288) f]

44 2020-12-12 21:47:53.055284  10.168.86.150  10.198.94.140  cmdeDovice-Watchdog Answer(280) £1q  Edit Resolved Name 1) h2ha2fBefcl2 e2es346e6450

45 2020-12-12 21:47:53.066953  10.198.94.140  10.168.86.150  diameter(3863) - 54833 [ACK] Seq=2f . oocqer , al=3172883392 TSecr=2066648665
46 2020-12-12 21:47:53.592952 19.165.53.4 10.168.86.150 cmdsDevice-Watchdog Request(282) ] Praphre a Fitar > |@) h2h=d48b55b22 elew3aZl6ldd |
47 2828-12-12 21:47:53.593854  10.168.86.158  18.165.53.4 cmd=Device-Watchdog Answer(280) fl: " L , 1) h2h=48b55022 ele=3a216340 |
48 2828-12-12 21:47:53,595951 18,165,53.4 10.168.86.158 diameter(3868) - 58976 [ACK] SeqeSE fal=3@85318983 TSecr=lB6E649203
49 2028-12-12 21:47:54.489954  10.198.94.132  10.168.86.150  cmd=Device-Watchdog Request(2sa) f]  Colorize Conversation ' le) h2h=48ab3727 e2e=1025066d |
50 2028-12-12 21:47:54.490996 19.168.86.158 108.198.94.132 cmdsDevice-Watchdog Answer(288) fli SCTR Y1 hohedfRahiT737 eresiATRGRAD |
51 2028-12-12 21:47:54.507956 10.198.94.132  10.168.86.158  diameter(3868) - 57098 [ACK] Seq=6: Follow L TCP Stream Cirl+Alt+ShiftsT
52 :820-12-12 21:47:55.739038 10.168.86.151 1a.198.93.88 cmdsDevice-Watchdog Request(282) 1 Copy . UDP Stream E CwleAltsShifts U
53 2028-12-12 21:47:55.748958  10.198.93.88 19.168.86.151  cmd=Device-Watchdog Answer{288) fl: TLS Stream Citrl+Alt+ Shift+5
54 2020-12-12 21:47:55.749724  19.168.86.151  10.193.93.88 54596 = diameter(3868) [ACK) Se9=4]  Protocol Preferences , HTTP Stream  Ctrl+Alit=ShiftsH |2
55 2828-12-12 21:47:56.785952  10.165.53.12 10.168.86.158  cmd=Device-Watchdog Request(288) f1  pucodeas. HTTP/2 Stream

56 2028-12-12 21:47:56.786467  10.168.86.158  10.165.53.12  cadeDevice-Hatchdog Answer(280) FIi g ok in e Window e

57 2828-12-12 21:47:56.860952  10.165.53.132 10.168.86.150  diameter{3H68) + 48122 [ACK] Se0=8 ummrawme—rm—e——rer———————

HUERHIP , FHEBSYNLUNRBHMEE , EFFIASRAIGE EEBIASYNE I R E(TE
, Bt — RASRET B A B IEAR BT 2k B R (HATRRFEENL BRI REEZHST
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FHMERIEENR , BEXBI0WEE —IR , EHdiameterim 30W M FHEREEMIUE , UEHER
— ASRTEHME , MRS HEER , BIKMAL. SF5HPCAPERE MRS,

context billing
diameter endpoint 3gpp-aaa-séb
connection timeout 30
connection retry-timeout 30
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iE 7] LLE 1B E 1Tshow diameter statistics proxyif #2478 Connection

Timeouts7E — 7 #& R {60984 E 18 £161056 = 722RE X , LCLIEFEB P To

[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:
Connection Timeouts:
[local]IEPCF201# show
Friday December 11 20:

diameter statistics
39:10 UTC 2020

diameter statistics
39:12 UTC 2020

diameter statistics
39:14 UTC 2020

diameter statistics
39:17 UTC 2020

diameter statistics
39:19 UTC 2020

diameter statistics
39:21 UTC 2020

diameter statistics
39:25 UTC 2020

diameter statistics
39:27 UTC 2020

diameter statistics
39:29 UTC 2020
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[local] IEPCF201# show diameter statistics proxy
Friday December 11 20:57:09 UTC 2020

Capabilities Exchange Requests and Answers statistics:
Connection CER sent:
Connection CER send errors:
CERs received:
Connection CER create failures:
CEAs received:
CEA AVPs unknown:
CEA Application ID mismatch:
Read CEA Messages:
Read CEA Messages Unexpected:
Read CEA Missing:
Read CEA Negotiation Failure:
Read CER Messages:
Read CER Messages Unexpected:
Read CER Missing:
Tw Expire Waiting for CEA:
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F|0 , 3 Bshow diameter

Peer Hostname: mpl.daldralOl.dra.epc.mnc260.mcc310.3gppnetwork.org

Local Hostname: 000l-diamproxy.s6b.IEPCF201.epc.mnc260.mcc310.3gppnetwork.org

Peer Realm: epc.mnc260.mcc310.3gppnetwork.org
Local Realm: epc.mnc260.mcc310.3gppnetwork.org
Peer Address: 10.160.113.133:3868

Local Address: 10.168.86.144:32852

State: OPEN [TCP]

CPU: 10/0 Task: diamproxy-1

Messages Out/Queued: 0/0
Supported Vendor IDs: None
Admin Status: Enable

DPR Disconnect: N/A

Peer Backoff Timer running:N/A

Peers Summary:

Peers in OPEN state: 144

Peers in CLOSED state: 0

Peers in intermediate state: 0

Total peers matching specified criteria: 144
[local] IEPCF101#
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