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Local Branch Authentication — AP as Radius Server
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Flex 7500

R - D

N 1 Dot1X Auth Req

ACS 5.2

Success
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BAEHITLEAPSEAP-FASTE 5. EXHISIMAZRFEE  BHSEEEREEABNZEN
BREE B EIX RS EFlexConnectiE Y E{@FlexConnectiE A &, TN EEBZALBEHBES
HEAE & FimiE 1T B 3R,

CHRAEERBE T EASEREBIIREFlexConnectiZ A MR  HESHEARNFEHESYE

, REFEMEEMEREERBIRE T EAMP I ANRADIUSAMRERIRENEFF | IhaE
BB ZE,

- MEMFTR , MRERHUARADIUS/ACSAIRES &L |, AlFlexConnect APE B T E 7R

WEAPRIFRER , AERD X T Fim#{TDot1 X & 175 7E
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WLC 7500
Cluster

WLAN Id-1
331D -

Datacenter

Central
Switching

WLAN Id-17
S3ID - Store

Local
Switching

Mame: Store 1
Description:

HOT-SPOTIGuest

Service ‘ Security- WPAZ

#WLCHE1TFlexConnectif Ei it

w2 @V Datacenter

Radius Server

HREAP Group
Add Access = WLAN Id-17
Name Amw‘“ f “'m“ SSID- Store
Store1 | Actas Local Local
EAP Server  Authentication

" sSID- Store

Security- WPAZ-PSK
S5I0- Datacenter

A

SERAEARNLSER , BUEEFlexConnectiZFERR B EREF |, BlEFlexConnectiB A B £
LEAPHY A ith B 7 B8 . B12F M ELE RHIFREE T APFAMFlexConnectif 2 B #Y B EZ E M 1: 14

o

1. FEWireless > FlexConnect Groups & — T New,
2. 7 EBEEBRERE , BURE12FAA RN ROIEE.,
3.8 E "HE. &, —TApply.




CISCO MONITOR WLANs CONTROLLER WIRELESS

Wireless FlexConnect Groups > New
¥ Access Points
All AP Group Mame Store 1
» Fadios
g02.11a/n

802.11b/g/n
Global Configuration

* Advanced
Mesh
RF Profiles

FlexConnect
Groups

4. B—TERBINWBEERME , LUETE—PHERE.
afiaf,

CISCO MONITOR WLANs CCNTROLLER WIRELESS  SECURITY
Wireless FlexConnect Groups

w Access Points
Al APs
* Badics
802 11a/n Store 1 k4
20211k gfn

Global Configuration
* Advanced

Mesh

RF Profiles

HexConnect
Groups

5. %—T TAdd AP, o

Group Name




CISCO MONITOR  WLANs CONTROLLER WIRELqu SECUR]

Wireless FlexConnect Groups > Edit 'Store 1
¥ Access Points
i s General |J- - Local Authentication | Image Upgrade
= Hadios e L Bt it b e b bl
B0Z.11a/fn
802.11b/g/n Group Name Store 1
Global Configuration
» Advanced FlexConnect APs
HEEh L R T < PR Lttt fe LS
RF Profiles _Ad_‘:LﬂJ
FlexConnect AP MAC Address AP Name Status
Groups S g e i S SR e e
FlexConnect ACLs

6. A Enable AP Local AuthenticationtE , A& EAPEE R & 3 # 3 B BUA Local
Authentication, ¥ : SER20FE RINMA B EHRE AP AR & B EE.

7. iZH Select APs from current controller#EJ«,{ESIFHAP Name T HLEE,

8. REEM A kFlexConnectil —Z8 7 BY T PLIZE HIBIZAP,

9. RTPLREPIBFEAPE |, H— TAddo

10. EE LSBTGS |, AT EBRAPERF1MAPEH B ZkFlexConnectiB, 2RI E 12 B fE
AP FFlexConnectfl 2 B 1: 18R, MREEABERKEEEI —EAPH(ES) , RIEAR
BRT , ZAPHEKFTEAPH EB R It FlexConnectiB(Bl12), #iFAPAEFFlexConnectilZ
BRET1NERTECBRER,



CISCO MONITOR ~ WILANs CONTROLLER WIFELESS SECURITY
Wireless FlexConnect Groups > Edit 'Store 1
¥ Access Points B
All APs General |J- ' Local Authentication | Image Upgrade I 2
» Badios i piedae D M odesadn st s B Cehoineia S [ ST G pn Skl :
g02.11a/n
802.11b/g/n Group Name Store @
Global Configuration
¥ Advanced FlexConnect APs
MESh S e e e s = P s L e SR
RF Profiles Add AP
FlexConnect
Groups Select APs from current controller
Flewimnnnert A= AP e AF"-SECICI '
b L1l Sthernet MAC
F 802.11b/fg/n Addl Cam:ei i
F Media Stream
Country AP MAC Address AP Name Status

11. ¥ — T Local Authentication > Protocols , A% 1Z+ Enable LEAP Authentlcatlon#io
12. BRERESG R , IH—TApply. XX : MREEHHDZEFIE , B RFlexConnectiH [
, B{EFlexConnectiE &2 EAP MACHE L% B .

FlexConnect Groups > Edit 'Store 1 < Back | Apply |

Local Authentication | Image Upgrade | VLAN-ACL mapping |

anlllﬁersl Protocols |

LEAP

Enable LEAP
Authentication2

EAP Fast

Enable EAP Fast Authentication2

server Key (in hex) F:l Enable Auto key generation

FREEEERRERRRERER RN R R R R R
Authority 1D (in hex) 436073636f0000000000000000000000

Ak e C,g:u_A_ID S P R e e P G B

PAC Timeout (2 to 4095 days) =



13. TELocal Authentication ™ , #& — T Local Users.

14. 58 EUsername, PasswordF1Confirm Password 1 , $A#% BhiZAddAEEE EEAP LY A it
EAPfRIBREEHF I EAERE .,

15. EEL B3, BEIENAHERESRFEAS, AELEEIFEEBR100BEERE.

16. SER S ER1436 5 FNo of UsersitEi#% , 3 — T Apply.

FlexConnect Groupse > Edit 'Store 1'

Mo af Users 0 Add User

User Name
TR Upload CSV file I

File Mzme
UserMame CisCo
Fasz=ward 'TIT11)

Confirm Fassword | eeess

Add

17. EEEE B | H— FWLANs.
18. B— TWLAN ID 17, EEFEAPHEZVBREDENN, F2R

CISCO FONITOR .|'1l..L-; *L CONTROLLER WIRELESS
WLANs WLANSs
* Wil AN< Current FCilter: MNrn= [Chana= Flter] [Tear Silter]
WLANS

F Advanced
[T WLAN ID Type Prulile Name WLAN SSID
r = WL Guact Guees
| 17 WLAN Stora-1 Store

19. Z£WLAN > Edit for WLAN ID 17T , #&— T~ Advanced.

20. @& "FlexConnect Local Authy 7518 , AEERENX TRA AR 50 5RE, XX . X8R
ARt R HIFlexConnectE 1T ANt B 1 BR TR . X : WMIKBEARERBAWLANT 82 it & 358
& 2 B2 Y FlexConnectffo



WLANSs > Edit 'Store-1'

General | Security | QoS E Advanced

FZF Blocking Action Dizabled -

Client Exclusion 2 i 60
Y| Enabled
it Timeout Value (secs)

Maximum Allowed Clients &

Static IP Tunneling 1L "] Enabled
| Wi-FiDirect Clients Policy ~ Disabled
Maximum Allowed Clients 200
E Per AP Radio
Off Channel Scanning Defer
Scan Defer Priority I e e S Nelr, Bt TR

O 000 FF O

Scan Defer Time 100
(m=zecs)
FlexConnect
FlexConnect Local Switching
D [‘E Enabled

FlexConnect Local Auth 12 [l Erabiad
Learn Client IP Address 2 Enabled

NCSiER
f£FlexConnect Local AuthB&E 5 , A EBFERX TRA AR S HRE , TR



Propeties
System

WLANs

& WLAN Configuration
& AP Groups

FlexCocnnect
Securiy
Access Points
802.11
802.11a/n
B02.11b/g/n
Mesh

Ports
Management

Location

’

»

General Security

HexConnect Locel Switching
g

FlexConnect Locel Auth ‘¥
Learn Client IP Address
Session Timeout
Coverage Hole Detection
Aironet 1E

IPup &

Dignostic Channz| £
Ovarride Interfacz ACL
Peer to Peer Blocking %
WWi-Fi Direct Clients Policy
Cllent Exclision £

Timeout Value

WLAN Contiguration Details @ 1
Configare = Controllers = — = WLAME = WLAM Configuration

=
QoS

Enable

&=

Enable
Enable
Enable

.......

Enable
Enable
Enabla

OO0 O &

Enable

[Pv4 | NONE

|DiSE|tI|E
| Disabled

Enable
a0 {==cs)

[« [«]

NCSIE i8R A E12FlexConnect A& it § B FE Z Fiw I ThaE , M TR



Catlearfy,  Cisco brime
~ g15€e  “ehwork Control Syctem

f llome Moriter W Configure v  Servoes  w Reports  w  Admnistsbor  w
Chlients and Usars

ﬁ@lrrlhﬁ:hnnr é IFsh  w IEIIHFHF El-!arn'u'm @ G ﬁ trark Clemre Sg@idererRy Hnkromn | lsers
. | MaL Addrecs : k ;édregs -------- | IV |vpe -?.Lisa.' Mame I Iy'pe NErCor , Un_r'ﬂ:e Hama /
() CC:22:00:1b:742 IR Unlmown E Cizco WCS_SW 100,22
1 1c:df:)T:68:86:50 Pvd Linknown B Csoo WECS SwW-3.1.0.22
0 C0:21:66:97:9b:b Pvd husifvikatle.. g Tilel uedp-ld vidr-2
[:l CLz22:00e] bethn s Pud IInknown E Lo LI LS T B
() CCo0:lb:iT:8c I Unlmown @ Cizco WCES_SW 9.1.0.22
() €C:25:0b:4d:77: Py Uriknown B oo WC5 5W-3.1.0.22
O ca7dafizrses Py LInknowm BA ks WES_SW-3. 1 .27
() 0C:21i=0:d45:023:c0 Pd Linknown @ Cieco WCS SW-3.1.0:32
() fheef2:a7:7f:50 Py Unknown B Cieoo WCS_SwW-3.1.0.22
() oCillabuathe P4 Urikr i B cw WS SW-0.1.0.22
0 k4 eldl:diuz w3 nkniown E Lisco VS _BWy-31.0.22
() CC:22:bd:ibic2:h5 b Unknown B oo WCS SW 0.1.0.22
() f66:F2mabilei69 Py Unknown B Ceoo WICS_SW-3.1.0.22
O o e Rt oo (R - Pyd Ly ik 1090 E Cisi WCS.5%-3.1.0.22
(0 Lislaiszzoonilsed IR BEIMT "_ﬁ Lisoo peap-t2war-2



Virtual Domain: ROOT-0OoMATN

root w  Log Out [ JD"' -}j

T~

Total 225 @‘ E:} %5} -
Show | Assodated Clents I
Interﬁ:'cei Quick Ficer

Location VLAN | Status |
Unknown 109 Associzted Gil,a'l],a'34§ Advanced Fiter
Unknown 109 Associated Gil;‘l],l'zﬁé Al

| Manage Preset Fiters
Root Area 310 Aseociated data ; d

_ ; | 2.4GHz Clients
Unknown 109 Associated Gil/0/36| _
) ] | 5GHz Clients
Unknown 109 Associate Gil/0/32|
" 1271 Al Lightweight Clients
Unknown 1ng Associated Gll_.flil_aHIIIE Al Autonomous Clients
Unknown 109 Associzted Gll,.’lil_a13§ Al Wired Clients
Unknown 109 Associated GIL/0/27| accociated Clients
Unknown 10g Associated Gil_.-'lil_a'lzi Clients known by ISE
Unknown 109 Associated Gitfof 15 Clients detected by MSE
Unknown 109  Associated Gil/0/28 Clients detected in the last 24 hours
Unkriown 109 Assocated Gi1/0/14/| Clients with Problems
Unknown 109 Associated Gil/ofo Excluded Clients
Unknown 100 Associated Gil [ 29 emanct Ete e en Eater
Root Area 311 Associated wice | Mew clients detected in last 24 hours
e e — On Network Clients
CLIE

FEWLC £ F BA T CLIR] BABRIER B 38 168 1A 35 v B R AR RE M1 ST AR =X

(Cisco Controller) >show client detail 00:24:d7:2b:7c:0c

Client MAC AAress. . ...ty 00: 24:d7: 2b: 7c: Oc
Client Username .......... ...y N A

AP MAC Address. .. ...t e d0: 57: 4¢: 08: e6: 70
Cient State........ ... Associated

H REAP Data Switching.............. ... ... ....... Local

H REAP Authentication............................ Local

FlexConnect VLANE &

EE/THIFlexConnectZ#EH | WLANZIVLANKY B BRIEE &g , EILEFlexConnect AP L E3H# Z 4%
EWLANWE Fig W BETHMIZEFHMNVLAN, A EERREYE  BACEREFIKEREN
SSIDE B LA AT B E R VLANK K BE




R7 2B , XEARMZHA B EEWLAN EHAAAZ ZVLAN, 5 THTEAEVLANSD B
, APHSIRIBEELETA R IVLANW AN E |, A E@FlexConnect APKY IR HWLAN-VLANX B =
FlexConnectff £ FACL-VLAN¥BR, WLCFHHAT:EAPJ:TE%E_L?-ﬁEo

iribete Tooe
[ ETH LR o Mo Typk Taggid Erum
[ ZTF 13 ] [Tonnei-Tiga Taepyied Erusm
[ ST 01| T Prve-droa-0 i3 ey

- =S oA BERs&EEg

ISE

'|"l- ANg > EdRt "Stome 1

Gonersl | Seqwrity | QwS  Advesced

TR S ]
FlexConnect Groups » Edt Sore 1’
interface GigabitEthernetl, 0/4
description [AP3500 . i
switchport trunk emcapsulation dotlq| |lemenshifyLecel Aufentication | Imawe Uoarite | VLAN-ACL miding

switchport trunk MEETvERTEEI0
switchpert trunk allowsd vian |3, 100
witchport mode trunk | | VIAVAGLMaspieg

Create Sub-nterface on
Wan 14 i _ FlexConnect AP
fagrens b1 rore @

lgrwis ALL  rgra «

At |

B"E

- R72MRE  HREPRNAi G HERBENX THREA R IBAWLAN , TEAAAVLANEE
. JEEARMTEEENWLAN EBAAAAEE,
. FlexConnect APFERWLCTEZE M VLAN |, LAMEEITEIREVLANS BL,
. MRBAAAZBZREIVLANTEAPE R |, ©RS AP TESEVLAN EEHUP,
X
BERUATTSER :

1. B AM802.1x & B FEHIWLAN,



WLANSs > Edit 'Store 1’

State

WFA gtk-randomize

Layer 2 Security & | WPA+WPA2 v
[] sMAC Filtering
WPA+WPAZ2 Paramelters
WPA Palicy ]
WPAZ Policy
WPAZ2 Encryption AES O i
Auth Key Mgmt | 802.1% v

|Disa|:r|= 'u'|

2. EWLC LR A& REWLANHAAAZB BEX 8, EEZWLAN GUI > WLAN > WLAN ID >

Advanced % 5| £ %,
WLANs > Edit "Store 1

General | Security | QoS | Advanced

[allow Ash Cvernde

EII Enabded

Convirags Hole Dates=nn

[#] Enabled

Enable Session Timeout 150

Aironet 1E
Chagrnosts Channel

Crvarride Interface ACL

P2P Blaclong Actsgn
Client Exclusicn ¥

Maoirmwem Allgwed Chents
Static [P Tumnsling L1
Wi-Fi Dwect Chents Pohicy

Masimum dllcwed Chents
Per AP Radio

Of Channel Scanning Deler

Section Timeout (secs)

[#] enabied

L] enabied
[Pl

Noda
Cresabled

=] enabled |50

Timedout Value [Secs)

Q

[ enatied
Owsabled W

et

Scan Defer Prgety 2 1 & 3 4 5 6
D00 0OEEED
Scan Defer Time .
(maecs) {{a]
FlexConmnect
B -

r

DHOP
DHCP Server [ gverrde

DHCP Addr, Asssgnmert [ Required
Management Frame Protection (MEP)

MFP Client Protection 4 Opbonal |
OTIM Period (in beacon intervals)

802.11a/n {1 - 258) 1
802.11b/g/n (1 - 255) (1
HAL
NAC State | Nora w
Load Balancing and Band Select

Chant Load Balanang

Ooa0

Chant Band Select £
Fansive Clent
Paggres Chart

Vb

O

Madia SEEaA SResmng =
Be-anchor Roamed Vowoe Clents  []
ETS based CAC Palicy ]

3. EEFIER LFTIBAAAR ARSI EFLIEITS02.1x B 15T . EEFIBAAAGRSS , FEEE
WLC GUI > Security > AAA > Radius > Authentication > New.



Security

* AAA

Ganers
v RADIUS

[ Aufertcston |

e
-

F Local EAP

k Priority Order

b Certificate

F Access Control Lists

y Wireless Protection
Policies

RADIUS Authentication Servers > Edit

Server Index i

Server Address -
Shared Secret Format ASCII »
Shared Secret S

Confirm Shaned Sacret e

Key Wrp [ (Designed for FIPS pustemers and requines 8 oty wrag compliant RADIUS server)
Port Ramber 1812

Server Status Erabied
Support for RFC 3576 Erabled v
Server Timeout 2 | seconds
Netwar Usar [ Enable
Harsgement L] Enable
IPSer O Enabis

4. APTERRERAMER | RILgZERXE R AFlexConnectiE X, BBE MR > ATAAP , A&
BIE—TE@EAP , AT AR XAPE# AFlexConnectiE =R,

All APs > Details for AP3500

General  Credentials | Interfaces | High Availability = Inventory = Advanced

General

AP Mame
Location

AP MAC Address
Base Radwo MAC
Admin Status
AP Mode

AP Sub Made
Operational Status
Port Number
Venue Group
Venue Type
Venue Name
Languagse

Kebwork Spactrum
Interface ey

| AP3500

default location
coref:48:02:35:57
2c: 3 38:16:58:b0

Unspecified
Unspecified v

Versions

Primary Software Version
Eathup Software Version
Predownload Status
Fredownloaded Version
Fredownload Next Retry Time
Fredownload Retry Count
Baoak Version

105 Versian

Mini [0S Version

IP Config

1P Address
Stakic 1P

Time Statistics

OD=5EARSER26FI117DSEBAS2OFBASALE

UP Time
Controller Associated Time

Controller Association Latency

12.4.23.0

12.4(20011122:141426)%8

7.0.112.74

10.10.10.133

O

O0d,00h01milds
0d, 00 h30m 145
0d; 00h00m59s

5. i FlexConnect AP#718 Z|FlexConnectl, EBEZWLC GUI > Wireless > FlexConnect
Groups > Select FlexConnect Group > General3 5|12 %> Add AP,



FlexConnect Groups > Edit "Store 1'

General | Local Authentication ~ Image Upgrade | VLAN-ACL mapping

Groep Name Store 1

FlexConnect APs R

Prirrany Radiug Senver Bone
Add AP

Secondary Radaa Server None

Calast APS Proem Darrerl Soabnaller 7

Enabie AP Local Authenbicabiond ||
AP Name AP YA W
Ethermet MALZ

Cancel |

|
|
kit |

6. FlexConnect APFETE R #EIE ELR | I A EE REE F RFFWLANEBVLANFIAAAZ E

interface CigabitEthernet1/0/4
description [AP3500 |

sgwitchport trunk encapsulation dotlg
switchport trunk mative vlan 109
switchport trunk allowed vlan |8, 100
switchport mode trunk

VLAN, X FUBEED | vian 1098AR

WLAN VLAN¥BR | vian SHRAAAZ E,

7. BFlexConnect APELEWLANZIVLANR S IR, RIFLEE , APAEEBVLANNEH. EAPKE
VLIANELER , SEVHEENdotI1MZ KBTI E , YAEFERFEBHEFP, FIHWLANLES

BWEFiR , EXFFREBE , 2EEVLAN ( ERERWLAN-VLANSB® ) , EEZFWLAN
GUI > Wireless > All APs >1&— T4 ERIAP > FlexConnectiZ%;, , A% % — TVLAN

All APs > AP3500 > VLAN Mappings

AP Name APIZ00

Base Radio MAC 2c:3r38:M5:98:b0

WLAN VLAN
id 5510 Iy
1 Store 1 108
Mapping.
8. EAAAfIRRSRFEUFERE  WigEAEREAIRDIETF RadiusEBMEHAIVLAN ID,
Aftribute Type Value
ETF 65 | Tunnel-Medium-Type Tagged Enum 1) 802
ETF&4 | Tunnel-Type Tagged Enum [TA] VLAN
ETE21 | Tunnel-Private-Group-10 Tagged String [T1)3

9. BT HITEIRRVLANSBEL , AP/SfE A E EIFlexConnect APHY IR BEWLAN-VLAN¥ R =,

FlexConnectfi E FYACL-VLANSIBR B IEEl EFE X E T B EEVLAN A H . & EfEFlexConnect

AP LEEAAA VLAN , FEEZWLC GUI > Wireless > FlexConnect Group >1% — T 45 EHY

FlexConnect&#8> VLAN-ACL¥ f& , A& 1EVIan IDM{LF & AVLAN,



FlexConnect Groups > Edit "Store 1’

General | Local Authentication | Image Upgrade | VLAN-ACL mapping

VILAN ACL Mapping

Wian Id 3
Ingress ACL | none

Egress ACL none W

Add |
10. EHWLAN BB R Fin , WEAAAARSBZFEENEAESBETSORRE , LED

AAA VLAN,

1. BRI ERBIBAAARIRETIR B B REVLANEZE KIPH#b it

12. ZEERE , 53R — TWLC GUI > Monitor > Client >3 — T 43 E A B IHMACHLIE A EE A
EinsEAH &N

R %

- F3Z#Cisco AirespacefFERN B |, I HEXZEIETFEMVLAN ID,
. BB E{FlexConnecti® A B AYWLAN-VLAN BR 5% fif F FlexConnectifl L BYACL-VLANY AR
, BEAPH &+ & 2 7 &t & 1618 VLAN,

FlexConnect VLANZ fh Ja 3z it

R FIBS BB R AT 250 | A STHWLANBIVLAN ( BIREVLANZ B ) WAAAB B SIS ER A & i
BEIAAAG ARSI EEIVLANS , NRAAARBREFIRHEAVLANEAP LR FE |, RIEFIRBEENX
AP EHIWLANSBVLANS | FREASEZVLAN BRI, A |, E£7.3R2Z 81 , R BFlexConnect
APHY 45 EWLAN 2 7] AR IEWLANEL B i 1T E s A iy 33 #

#7.3xBA%E , HBiIRFlexConnect AP LR B FIEVLAN , K EFlexConnect APRIRE AT A SE R THA R
R 3R

Usar 1 belongs to Branch
Vian returmad from AAA presant on site
Iraffic will switch locally

User 2 s foreign user In this Branch
Vian maturfned from AAA fot presant
Traffic will switch centrally



EFlex APEREHFERR AR BREBEHNWLAN LN REEH -

- MBVLANEBAAAB M 2 —iRE |, BZVLANTEZEAFlex APERES | BIRENEF T
, I BB VLANTEERWLCE | %Fiﬁﬂéﬁ& > B REAAA R BR 253K 3 89 L VLAN/A T

- MRVLANEAAAAB 2 —RE , BEVLANTEFlex APERIES | BIiEGEDIH, W
RWLCERFERKVLAN , BlgAFEAE RS R —EHEZIWLC EWWLANKVLAN/ITH,

. IMRVLANEBAAAB M 2 —IREl | BEZVLANTEEAFlexConnect APERIER | BIGEZER
M R,

- IR ZBHRAAARIRETIREIVLAN |, #&AF Fins Bl &FlexConnect AP_EBYWLAN ¥ BR
VLAN , ¥ B REAEEAR AT,

& Flex APJEEAE_LE‘W% , B Rl B AYWLAN £ BV 2 3 -

- MRAAARBRZBRER N VLANTZERFlex APERIER |, AIER & HAGHKERFEFRVLANF
( BIFlex AP LRYWLANEFEVLAN ) . EAPEROE , LT FimiEBUH & 1 B 3 5 F R

B,
- MRAAARBRZRR BN VLANTFERFlex APERER |, AIFFinRERRER/NVLANF | i
BREARBTIR,

- MBARFLAAAGRRETIREVLAN |, Bl AR Fin o B 2%FlexConnect AP_EFYWLAN AR
VLAN , 3 B R ERSEAR TR,

EX

ARRBUTIER
1. B RIREEWLANL BAAAAEBE,



WLANS > Edit

‘Store 1°

| General [ Security [ QoS E Advanced

I.ﬂ.llnw A48 Override

Enabled

Coverage Hole Detection

Enable Session Timeout

Alronet IE

Diagnostic Channel
Override Interface ACL
PZP Blocking Action

Client Exclusion £

Maximurm Allowed
Clients &

Static IP Tunneling i1

Wi-Fi Direct Clients
Policy

Maximurm allowed
Clismts Per AP Radio

FlexConnect

Enabled
1&00

Session Timeout (secs)

[*|Enabled
[ lEnabled

IPwa | Mone v |

Disabled

&0
Enal:nled

Timeout Value (secs)

[Jenabled

Disabled »

200

FlexConnect Local
Switching £

Enabled

IPw6E | None

2. EHEILHWLAN L BUAERVIankI S 3T,




WLANSs > Edit

tore 1’

|' General | Security | QoS | Advanced

Allow A48 Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE
Diagnostic Channel

Owverride Interface ACL

Enabled

Enabled

1800
Session Timeout (secs)

[“lEnabled
DEnahled
IPv4 | Mone v

IPvE :I”-.Iu:une b

P2P Blocking Action Disabled v
Client Exclusion 2 Mlenabled 22 |
Timeout Yalue (secs)
Maximur Allowed .l.'l
Clients & -
Static IP Tunneling Lf [ lenabled
;'l.ft:l-tilyDlrect Clients :Disahled v:
Maximurm Allowed '2[“]
iZlients Per &P Radio |
FlexConnect
FlexConnect Local
Switching Z Enabled
FlexConnect Local Auth £2 D Enabled
Learn Client IP Address 2 Enabled
Wlan based Central
Switching 13 Enabled

3. B§APE 52 E BFlexConnect,




All APs > Details for AP_3500E
General | Credentials '|' Interfaces | High Availability
General
AP Mame AP_3500E
Location
AP MAC Address o Fdeaf: 3a:07 74
Base Radio MAC o Fdeaf: 5324 @0
Adrmin Status Enable |
AP Mode . FlexZonnect v
Operational Status monitor
= Rogua Detector
Port NMurmber Sniffar
Bridge .
Venue Group SE-Connect b

4. BE{RFlexConnect APHIERIEFREFE—LETNE , REEIBIEEFlex AP LHIWLAN-VLANE
M SEBBHRFlexHEEVLAN, EAREF | EFlex AP ERIWLAN-VLANSBRAFEE T
VLAN 63,

MONITOR  WLANS CONTROLLER WIRELESS SECURITY

Wireless All APs > AP _3500E > VLAN Mappings

+ Access Points
All APs AP Mame ap_3500E

RS Base Radio MAC  o4:7d:4F:53:24:00

glZ.11a'n
802.11b/g/n
Global Configuration WLAN YLAMN
Id S51D 10
F A
dvanced 1 ‘Store 1° - &3
Mesh
RF Profiles

Centrally switched Wians
FlexCannect Groups
FlexConnect ACLs WLAN 1d SSID VLAN ID

b 802.11a/n AP level VLAN ACL Mapping

¥ 802.11bSfg/n

Ylan Id Ingress ACL Egress ACL
¥ Media Stream 53 p— ———
Country
Timers Group level VLAN ACL Mapping
+ Q0S5 ¥lan Id Ingress ACL Egress ACL

5. EAEHIH , WLCEHVLAN 62 EAEP —EHENE , EFSHMRIIWLC EHWLAN,
WLC _EEYWLANSSBR | & HVLAN ( BIVLAN 61 ) o



HELP FEEDBACK

CISCO MONITOR  WLENs CONTROLLER W ¥  MANAGEMENT  COMMANDS
Controller Interfaces
General
Inventory Interface Mame YLAM Identifier 1P Address
Interfaces |dim 62 Dynamic | Disatled
Interface Groups mana0smant 61 Enabled

Interface Type Dynamic AP Management

6. = P Flex AP_E 25881 Fh fig B A WLANEI B I L AAARI BR 28R EIVLAN 62, LtFlex

AP ER1F#EVLAN 62 , EWLC LA EAEBBREN
WLCLAEFin B VLAN 62, EltHEEN&@H S | %@F H 8 7TVLAN 62 |, Y A5E K3

B 7 B 3% 5% & ACentral,

B2
Bﬁi

ASERRIR , WHE

Monitor Clients > Detail

Summary

¥ Acorss Points

¢ Cisco CleanAir
Client Properties

b Statistics
MAC & i i
b OB C Address O a0 : 9o bl be
IIP'-4 Address '!.6.52.I.IZIIJ]
b Rogues
[Pve Address
¥ Redundancy
Clients
Multicast
Client Troe Regulsr
Usar Name batausar
Port Numbar 1
[iteatacn dym

I VLAN 1D

=]

AP Properties

AP Address PO O L T Tl
AP Namg AR _3T00E

AP Typs BO2.118

WLAN Profile ‘Store 1°
Ciata Swakching Central
Agtharmicaiign Cartral

Shatus Assncaated
Aggoustion [D 1

202.11 Authsnbicatisn Dpsn Systenm
Reszon Code 3

Statas Cosda L]

CF Pollabde Mot Implemented

CF Poll Rpquast
Shert Presmble
FBCC

Charnel Aglity

Hot Implesmented
ot Impdemented
Mot [mplemenbed

ot Impdemsnted

AEE IR, BAWLANEBAAR3TH | EERVLANNFE ( BNEAAAR BRESIE EIHY
VLAN 627 ZEAPERES ) , kEFIRN T&H3cil, Mud "y .
7. MRS —EFEAEHELEIHWLAN LB HEEIAPE B , B —LVLANKAAAfE IRESEE
(APLIFEE ) MEWLCE , RESEFRMR , EFEAE RS I EFWLC LAWLANE FE
NE (tEMRUEFREPHVLANGT ) , RAWLANESHEZ|AVLAN 61 ENEENE



Clients > Detail

Chent Properties AP Properties

MaC Address 004056 bl dd:ba AP Address ol Tl 53 24 a0
Ii"ﬂﬂ Address #.6.561.100 I AF Name AP_IS00E
Pve Aosress AP Type 802.11a
WLAN Profls Store 1°
Diata Switching Central
Authenbicatan Cantral
Status Assocated
Assocrabon 1D 1
802.11 Auvthenbicabon Opan Syitem
Reasen Coge x|
Status Code a
Client Type Regular CF Paollable ot Implemented
Ugmr Hame bty jsEe? F Poll Reguest Mot Irmplermentsd
Port Member 1 Short Preamble Mot Implarmented
Interface management PERCC Mot Implemented

VLAN ID &1 Channal Agdity Mot Implarnented

AEE . FEE BEWLANEEA AR , BEERVLANKEE , KEFIHN TERRE,
WA Tt . B, RAAAMEBRESIREIMVLAN 61 R EAPERIES | BEWLCEREH
THEE, it , REEATFIRS B —EEHREWLANM AR EVLAN/ N EH. EAF4
, WLANSERZIZEE A ™ ( BIVLAN 61 ) , Bt EFIRHEVLAN 614 1Pt

8. MRS —EFEAEELETHWLAN LERHEZE B , 30 BVLAN 63#AAAfAIRRES ( BXFlex
APLF7# ) RE , Al AT Fik2 BlVLAN 63 , TREAE AR T,

Chents > Datail

Client Properties AP Properties
MAC Address 00:40:98 b dd:be AP Address ol T idf 53 2400
I IPvid Address 0.6.63 1{|I:II AP Marfre AP_3S00E
IPvE Address AP Type BO2.11s
WLAN Profile Store 1°
Data Swtching Local
Ruthenticatian Central

PRl

- AERFRE M ERFE A i A E N WLANZ BERVLANK F 33,
. FETEFlexConnect AP LR EAP ¥/ E ( EIVLANSER )

FlexConnect ACL

TEFlexConnect L 5| AACL# , B —E#F| 7] LUM B FlexConnect APEYEF R HITER |, IEMARER
BHAPH A X E R HREWRIFHTEM, FlexConnect ACLEEWLC EE T |, A& FEME FAVLAN-



ACL¥BR ( A8 AAAAAE EVLAN ) B EFlexConnect APEFlexConnectfl E1ZEMIVLAN, A%
, B R B HEIA B MIRIEA R,

ACL Rule on AP
acting as P2P Block

CAPWAP Tunnel

BE

. fE#24i 88 2 T FlexConnect ACL.,

- I HE A RAPRBIVLAN ACLEBR T B9FlexConnect AP L #JVLAN,

- AT LAFE AAVLAN-ACLETBR T FlexConnectfE R EYVLAN ( BE ARAAABEZMVLAN ) .

- EVLANEERACLE: , FEEEZEEAMAM , B Ningresss . Tegressy = Mingress and
egress. o

B3

1. EWLC L2 I FlexConnect ACL, BEZEWLC GUI > Security > Access Control List >
FlexConnect ACLs.

FlexConnect Access Control Lists Entries 0 - 0 of D Mew...

Acl HMame



Access Control Lists > New < Back Apply

Access Control List Name | Flex-ACL-Ingresd

4. %—T "Apply] -
5. ABEACLEMNRA, BEEZVRAA , HEEZEWLC GUI > Security > Access Control List >
FlexConnect ACL , R&#E— T LR E I HWACL,

Access Control Lists > Edit <Back | Add New Rule |
General
hocess List Mame Flax-ACL-Ingress
DeEstination hource  Dest
Seq Action  Source IPfMask  IP/Mask Protocal Port Port DSCP
6. #%—T "Add New Rule. -
Access Control Lists > Rules > New < Back | Apply |

SEQUAnCE 1
1P Address Hetrrask
SOUREE 1P Address W 0.00.0.0 (0,000,
IP Address Hetrmask
ki
Destination P address » 0.0.0.0 0.0.0.0
Profoeal By W
DECP Ay w
Achon Deny W

AEBBEERERD. NREKRIFKREEpermit any anyR B |, BIFEEKEIEFIEREN
BExXdeny.

7. 1iIFlexConnect ACL# , AJ LU H ¥ B B B {BFlexConnect AP T BYWLAN-VLANEBR | 5 7]
LS H FE F 7AFlexConnectff £ BYVLAN-ACL¥T R,

8. EF{EFlexConnect APHIVLANEER T | 7% L HE & H % VLANKIAPHR B 89 FlexConnect
ACL¥fRR, BEZWLC GUI > Wireless > All AP >i2— T 4 ER AP > FlexConnectiZ &>
VLAN¥EBR,



All APs > AP3500 > VLAN Mappings

AP Name AF3500

Base Radio MAC 2c:3f:38:f6:98:b0

WLARN

VLAM

Id SS5ID ID

1 Store 1 109
Centrally switched Wlans

WLAN Id SSID VLAN ID

e} Store 3 MSA
IAP level VLAN ACL Mapping

Vian Id Ingress ACL Egress ACL

109 Flex-ACL-Ingress Flex-ACL-Egress

9. FlexConnect ACLIZ 7] LA FE FA FAFlexConnectiE HIVLAN-ACL¥IBR , 7EFlexConnectiE 1KY
VLAN-ACLEMM T EZHVLANEEHA N BEEEVLANE E,

FlexConnect Groups > Edit "Store 1

| _Gemeral | LocalAuthentication | Image Upgrade | VLAN-ACL mapping

VILAN ACL Mapping

Vian Id 0
Ingress ACL | Flex-ACL-Egress %

Egress ACL |Flex-ACL-Egress |~

_Add|
Vian Id Ingress ACL Egress ACL
3 Flax-ACL-Ingrass Flex-ACL-Egress |

PR 5l

- WLC L& Z " LAF&E 512 FlexConnect ACL,

- BEEBNACLA AR E64&R A,

. #1@EIFlexConnectfB 5 & {@FlexConnect AP& % Al ¥R 32{EACL.

. EETHEERREE | FlexConnect AP L& Z A 16{EVLANFI32{EACL,



FlexConnect% &li& 8

E7.3Z2BIHIWLChRA S | N RELF T B h R ZBWLANEE BRI FlexConnect AP LV B Fin B EH
%‘L“ﬁi%ﬁﬂﬂﬁi&uﬁ%/ﬁ%qﬂﬂﬁkﬁ AEeMEEBBCAPWAPKAREEIZEIWLC , AEER
CAPWAP:EEEJ%W“%E%&H%*EHE’Ju.bgﬂz@ﬂmm&iﬂEo

W7 3B , DBEESIA T —ERS , BBEKE |, FEIREIXANTREKFEHAFlex ACLIRIRHE
ARETO 8., EFlex APZSHb 3T TE & K4 | Eﬁ?ﬁﬂ@ﬁLCAPWAP%EF R,

D EIRRE T EEROEAP AP EM —BHENES | EXRES , A FISSID LN E Fin Al A E#EEA
AR PSR E (DR, ERLANE L R BIREASSID LW B E ) EITEA , MER
BiBCAPWAPEIZE B ERBEFEWANSEE, OEAP 600 APFRZEHRDFZE, TJUAERARREY
Flex ACL , A SR FFAith vh B /MEE% LT B RE. ERB A RISSID LERE Fink &R SEZEOEAP
AP_tﬁE%E'JHeX ACLHHIRBICER , ZIRESEA MR , MESVRE (ABNIEERE ) &
BIBCAPWAPE AR,

P EIPRE IR RBER At v B h R EERE PO B P Y & Fim AR B E A F#8/VLAN ( B , fEH0
WE RN FRZERIPHIANE PRI RESELETABRER ), 2EIRREDE ET:T:ZFi&x?ﬁ'EﬁA
A uh B FHREMRE , LUBRWANSEE B, EEFlex ACLKRAICE A REEA LRI |, WHIT
NATIRIE , BEFinfVRIP# it E i AFlex APEIBVISTHEIPH#EE | 71&1&TE$1&¥5%/%§%%H3

(1
. [

H"E

- BEHFlex APEEHNF R BEBEHWLANZ E D EIRZE &L,

. EEADEIRRER EWLAN LA FMERNDHCP,

- DEIBEEAEEEASEWLAN , BFREASEFlex AP LRI FlexConnecti F BY P
BFlex AP,

EE

RN TSR

1. P RIEAE EWLAN(BI T ERBUA Flex Local Switching).



WLANSs > Edit

*Store 1°

. General | Security | QoS | Advanced

Allow ARA Cverride
Coverage Hole Detection

Enable Seszion Timeout

Aironet 1E
Diagnostic Channel

Override Interface ACL

[ ] Enabled
Enabled

|13DEI |

Session Timeout (secs)
Enabled

DEnabled

IPwal .NDHE W

P2P Blocking Action (Disabled &
Client Exclusion £ lenabled 2° |
Timeout Value (secs)

Maxirmum Allowed ||;| J

Clients 8 =

Static IP Tunneling &2 [CJenabled

Wi-Fi Direct Clients :

Policy | Disableg ?] . :

et T e Flex Local Switching

Clients Per AP Radio [EDD l should not be enabled
FlexConnect

FlexConnect Local

Switching & [J Enabled

2. BDHCP#i it D BLERE A NLE,

WLANs > Edit "Store 1

 General | Security | QoS Advanced

Allow AAA Override U] Enabled DHCP
Caverage Hole Detection [¥] Enabled DHCP Server L] override
Enable Sessaon Timeout I 1800
Sesnion Timeaut (secs) IDHCF' Addr. Assignment 3 ngquuudl

o4
Aereaet JE ]E"M Management Frame Protection (MFP)
Ciagnostic Channel Clenabied
Override Interface ACL  [Pvd None ¥ IPvé | None ¥ MFP Client Protection ¥ Opbonal »

3. AP X 5% E BFlexConnect,



General |

All APs > Details for AP_3500E

Credentials |

Interfaces | High Awvailability

General

AP Marne

Location

AP MAC Address
Base Radio MAC
Adrnin Status

AP Mode

AP =Zub Mode
Cparational Status
Port Number

Venue Group

AP_3500E

o Fdeaf: 3a:07: 74
o Fdeaf: 5324 @0

Enable |

FlexZonnect W
lacal

monitor

Rogua Detector

Sniffar

Bridge

SE-Connect b

4. BIEZEPRIEEWLAN A ith XAV 7 B Bl B FlexConnect ACLEY A FF#R Al EA Bl
, FlexConnect ACL#E RIfil B B £ ¥fFlex APFEFINATIRE®R |, [19.6.61.0F# ( BN EERAH L
UhE ) LNFIBEFIRE9.1.0.150 HER , MR IR BFIexAPHFIE & F ik ICMPR
o HERERKIERNIERRE , WiBBCAPWAPH ITEHR R,

]
CISCO MAMAGEMENT COMMANDS HELP
Wireless Access Control Lists > Edit
* Acoess Points
All &F General
02 114/ Boess List Name Flex-ACL
 Conkgurabor restnation
Seq Actiom  Source [P fMask 1P Mask Probocnl saurce Part  Dest Port DsCP
b Advanced
_ . 5AALD 9.1.0.150 . .
Mesh A PR eejesiesg  pssassissss O - Any sy @
BF Profiles
FlexConnect Groups
Flaxl_ Sfid il L3

5. L2 3 By FlexConnect ACLAT LAME B/ 0 BEBACLIHE X B B EFlex AP , oA LAHEIX B —{EFlex
ConnectiE FHIFTEFlex AP, STRIATEER | #§Flex ACLYEA A b1 20 ACLHEIE B & {EFlex
AP:#—T TLocal Split ACLs. o



CISCO MONITOR 'WLANS COMNTROLLER WIRELESS SECURITY MANAGEMEMT COMMANDS HELP  FEEDEACK
Wireless All APs > Details for AF_3500E
n F i ts i Ny . i I - 5y
L LaE LR General | Credentials | Interfaces Availab Inventn ! FlexConnect | Advanced
P | | | | High ility | ry exConnect |
» Radios
B02.114/7

B02.11ky'g/n

Global Configuration EEA Ry
b Advanced e 57 ¥LAN Mappings
Mesh FlexConnedt Group Name Mot Configured
RF Praofiles
Prefuthentication Access Control Lists
FlexConnect Groups
rent fxtarnal Wabtuthentication ACLs
b BO2.11a/n —

EEERUH 2 BIBRE hBERYWLAN Id , Z#EFlex-ACL , RAEE—TAdd.
All APs > AP_3500E > ACL Mappings

AP Name AP _3500E
Base Radio MAC cd:7d:4f:53:24:e0

Enter WLAN ID on which Split

WLAN ACL Mapping Tunnel should be enabled
WLAN Id 1 ]
Local-Split ACL | Flex-ACL | .
: — Click Add after
selecting Flex ACL
WLAN Id WLAN Profile Name Local-Split ACL

Flex-ACLEE A A 3F 5 ACLH#EE EIFlex AP,



All APs > AP _3500E > ACL Mappings

AP Name AP _3500E

Base Radio MAC od:7d:4f:53:24:e0

WLAN ACL Mapping

wLAN Id

Local-Spht ACL Flex-ACL ¥ |

Add

WLAN
Id

1 "Store 1°

WLAN Profile Name Local-Split ACL

Flex-ACL |

5K
AT 5B | #Flex ACLIEA AR M 5 ACLHEIE BIFlexConnectil : ZIZFERNH 2 ZIRE & ThREM
WLAN ID., £ "WLAN-ACL mapping: B L , #1187 45 EFlex APHIFlexConnectfl Hi&
EFlexConnect ACL , A% — TAdd,

Wireless

* Aboeis Points

¥ Advanted
Mesh

BF Profiles
FlexCosanect Groups

ko BDFE11afn

FlexConnect Groups > Edit

Flex-Group’

© Geseral | Locel Authestication  Image Upgrade AR YLAN-ACL mapping

WLAN-ALL mapplng

web Auth ACL Mapping

LAY fd b wiLAN B4
Wakhuth ACL o -RiTL w Local Spt ACL |
_add |
LA 14 WlAN Profile fusmee Webdwth ALL WiLAN 1d

Local Split ACL Mapping

Wikt Frolile foame-e

Entar WLAN ID o0 whach Spie

‘.-""""1 Tarrl shgasd be smabled

Flgn &1L w

add | 4 b Z‘:- ADD sfer seiecting Flax

e

Log albplif ALR

Wireless

w* Rocess Paints

b Ridvaniied
Mesh
BF Prafides

FlexCoanect Groups

B BD2.11a/m
[ FRRLTLT

HFlex-ACLYE B2 37 0 ACLH#E % S 5% Flex#l F B Flex AP,

o

FlexConnect Groups > Edit Flex-Group

General | Local Asthentication  Image Upprade | AAA VLAN-ACL mapping

web Auth ACL Mapping

WLAN-ACL mapping

Local Split ACL Magpping

WLAN Id L1} WLAN [d L]
webduth &CL Flax-ACL W Lecad Splat &L Fla-ACL W
_hdd | _Add |
WiLkx 1d WLAN Profde ~ame Webduth ALL WLAN Id WLAS Frofile wame Lo alSpht AL
Slore 1 Flpo-RCL W n




- FHEME A permit/denyZE A E B Flex ACLIR A , B AW FHRERA B ZME,

- REEEREF %ﬁiﬁiﬁgﬁtﬁﬁﬂﬁiwﬁiuwsh , B EIRRER EAEHPRBWLAN £
HRETEEA R, MERERAILE FNEFin/EHAEL DB EAWLAN L ELR
EFimEE , AIREMEETEB N,

- ZEEA/EBRETIESEIREE., BFEEE EEREREFlex ACLER , hEEPETRHE,

RIHEED

FlexConnectBE R EUTERA TH 2 XM BE FintETEEH B AR

. FlexConnecty X ##8 APEE F Flex 750012 #I28 k HE4R .
- FlexConnectz X # AP IE E ) #2 2 BhFlex 750012 &85
- FlexConnect? X #BAP IE £ E #7211 B £ Flex 750012 83 HVE £ o

FlexConnectB 5 #l LR AR iEAP— B E R MR B R M T o X EHMEFHE, IIseTERBA B &
EER, TEEERHSRIAPLETRE, B2 , ARRAEIERNETEEAR , Fgﬁﬁlf)\'l_ﬁ'ﬁ

- WLANRYET BB M EC B 4 A7 E 12|85 M B A Flex 750042 %1257 LT £ #8[E.
- VLANS BR 24 8 15 42 25 M {8 A Flex 750042 #2582 B T £ Eo

- BEEARLAEERFRNiEAFlex 750082 %258 2 EE £ R,

- B EMFlex 7500/ A= EZM B0 2488

BE
- MRAPERTIRE —125I8s , BEFE LNEEREE R , AlFlexConnect T2 Eif & F imEMR
- MRHREREE , WHEHIEHIESEEEFEE/MEE , BIFlexConnectE R E B0 2R FIZRRT

2B E P imERR.
- MREFIFENVERERBEEN , FlexConnect T EMREI T RHBHFTEEEHLERRE,

PR &l

BB A AR IR B /7R i B 1758 & B FlexConnect,

- MREFIREREFT IR TEFlexConnect AP BV EXVREESEX 2 , EH S 0EE
NEFIREEXTTEFFHEBRE.

- Flex 7500 F 12 HIsg M AR HISE X BNA R —EBEEP.

FEWLANK & 5 ik BR 5

RERESE , FEERHFFEERBBNEF REE,
WA - REIRED THBRBREERDIERPONSEETFiRER.

RTHFE—HE , BREHT "BEAWLANNEFIRRRSE L Zhee , ZZhaE T LARHI=EWLAN
AT E iR 8,

FEE#®




- REBRKE FimPRE
- BRBRE
Eﬁ EfR— EQOS%/I o

RERT , ZTEEEREARE  TEEFHRE,
BRH
EFlexConnecti@ N B T IR/EARER: | WIIEETERFIERE FikRE,

WLCHARE
EEAATSR

1. 1B21Z2#5SSID DataCenterfI &£ H X#WLAN ID 1, WWLANRERVAPHEBEEIN, F2
RES8.

2. #— T Advanced E E LA RWLAN ID 1,

3. "RFNRAEFHE . XAWMMNRERFikRFIE.

4. ERE "AFNBRAEFRE . XFRBENE |, #F—TApply.

WLANS > Edit < Back | Apply
General | Security | QoS | Advanced
r.3
Allow ARA Override [ Enabled DHCP
Caoverape Hole Detection =] Enabled DHCF Server O overnde
Enable Session Timeaut = 1800
" Sesgisn Timeout (secs) DHEP Addr. Assignmest [ Reguired
A . IE =] 1
rone HEnakiad FManagement Frame Protection (MFP)
Diagnostic Channel Clenakied
Fwh Enabibe O MFP Client Protection ¥ Dptional
Greermde [nterface ACL HNare - OTIM Period (in beacon intervals)
P2P Blodcking & ctian s abded -
. B02.11a/m (1 - 25%) 1
Clisnt Exglusion & FlEnabled
Tirngout Value (secs) Bz 11bdgin {1 - 255) |1
Maimum &llowed
[ MAL
Clignts
RAC QOB State ||
O Channel Scanning Deler w2 LJienabled
Pasture State Ll Ensbled
Scan Defer Prionty o1 z3I 4567 N e
H‘—‘D‘—TT‘— Load Balancing and Band Select
Client Load Balamong
Sean Dedar 00
Timie{mgecs) Client Band Sslect £ J w
£ »
Fiaat Mabies
2 H-BEAP Local Saidching if nol supported with [Peec, CEANITE authentication
¥ Wohen clisnt srclydion is anabled, § Tamsowt akse of pero masns wfoity (wll reguins sdmenitratve ovsrride o reret srciuded clisnts)
& Cliant AR iy rof achive undess WALE i confipuned
§ Learn Cifend TP Is confipurable ondy when MEEAE Locad Swdching iy anabled
& WY aod open or AFT secunty showld be enalled o fuspor? Mgher 110 rades
7 Multionrt Showls B Enabled For (RS
& Band Tetedt it cond -“.. i |_J-.-r\..-J-;|1¢n-|,||n-r i N,
Ve Do implies % o chents miowed,
T AT Fllaring Is nof sunooried Wty Mesdr "*ce"e'..'"\rﬂ‘-ca hons

TRFFNBRAEFRE. NERERERO
NCSELE

EEMNCSEA L IhAE , 55811 Configure > Controllers > Controller IP > WLANs > WLAN
Configuration > WLAN Configuration Details.

, ERMRERBRE , RIhEREM,



WLAMN Configuration Details : 17
Configure = Controllars = 172.200228.154 = WilaMs = WLAM Configuration = WLAM Configuration Details

General

FlexConnect Local Auth @
Learn Client IP Address
session Tirmeout

Coverage Hole Detection
Ajronet IE

IPve £

Diagnostic Channel £

Owertide Ihterface ACL

Peer to Peer Blocking “°
Wi-Fi Direct Clients Palicy
Client Exclusion 4

Timeout Walues

SeCLrty oS

Enable

Enable
Enable
Enable
Enable
[] Enatle
[ Enatle

1300

(seCs)

IPv4 | NOMNE

IPvE | NOME

Disable

Disabled

Enable

Maxirmurn Clients G2

o1

- EaE ESE

DHCE

DHCP Server
DHCP Address Assignment

Management Frame Protecti

MFFP Client Protection #
MFP Yersion

Load Balancing and Band Sel

Client Load Balancing

Client Band Select

MAC

E7 22N EHIRBBRAF , REPRATMWLANZ EHF(P2P)H#H, AIUERAUT=ZERE
PHE—EEWLANEREHFMHEE

- Disabled — AMHE FRPWEAEHKETEHSEALBEAHEHENBERE, ERTHERE,
. Drop — R HIREER —FRPEF RN ERD,
- Forward Up-Stream — &R 81E EFVLAN LE 3, 25|25 E AN EBREY S KEUTE

Bk,

BH7.2ME , A RMWLAN LB E Fin X BMHHEE. REWLAN , HEE EhREHI2RHE

Z|FlexConnect AP,



Client Packets are
Dropped @ AP

e,
i

:

HE

- BWLANE E B BhFEE
- IRIBWLAN |, WLCE#& B ¥ Bh E SHAH RE#E 3£ ZIFlexConnect AP,
. EWLANLEEE A EZED L iFE R0 EHEERERIR ATEFlexConnect AP LB EEHEE

o

BEX

BERUTER
1. R B BEFE LR 1E | 1B BFlexConnectZ ith X #2 B iE Y WLAN £ B9 Drop.
WLANs = Edit "Storel’
General | Security | QoS | Advanced _ B
Airorset 1E [] Enabled HManagement Frame Protection {HPE)
Cuagrosist Charanel |._.| Enallad

Cwerrsde Interface ACL 1Pwd | None W IPwG | None W MFF Cloerd Protection 4 Cphional W

P2P Blacking At Crop w |
&4

Tumsebul Visdue (3aca)

DTIM Period (in beacon interals)

Chent Exchesson 1 .
] Enabled 802.11a/n (1 - 255)

Masamum Alkywed Chents 0O BOZ.11b/gln (1 - 255) |1

Static 1P Tunneleng &L
Wi-Fi Darect Cleants Podsoy

[ Enabled

Cisabled

o Channel Scanning Deler

Scan Defer Prigaty

g 1 2 3 4

MALC
HAC Stabe | Mone b

Load Balancing and Band Select

5 & 7 Chert Load Balancing L]
OO0 O0OEBEEB&EO Cherd Band Select I O
Scan Daber Time = Paiaive [P
[meecs) Fasssve Chent O
FlexConnes ]
Wiolce

FlaxConnect Local
- i

—

] Enabled ]

Media Session Snooping O Enabied

2. #P2PE EREE B A B2 i XM E EAYWLAN LK DropsiForward-Upstream# , &1
WLCHEiX ZIFlexConnect AP, FlexConnect AP# it EAfEZEREIGCIBE F NreapBl ERER
. iE# , BIfEFlexConnect APERBIUEX , BRI UEHEN FHE LEAP2PEE.

R %

. TEFlexConnectd |, fi#R 75 RP2PRH Efl E T eE{EFE AR 15 EFlexConnect APEAPF £, ©iE

R EESSIDRIFRE

FlexConnect AP,

- BRARPRIMEFIRNSE— R RIEP2P EITHEE, BR , FlexConnect#B R RFXE



LERE. ERRAPPER , EFWHERNIWER , MARERIT —ERRETR
- EARPRARBEFIHNGE BRI RIEETEAPEBNEFIRP2PEEH, B2 , IbER
FRESHHERIIE —APHEFiK. FlexConnect ACLT f{E Lk PR Hll B9 ## SR 75 5%

APERE TR

LEINRE RFFAPHEIEITR TEAR. APBEE THERD RBHEEI A RBBN AR ERESESHE
FERHM.

HE

- ZREREE
- FTESERIEN AR  ncsHEET KA
- D F R R ]

B

AR TEER
1. FHREENE 02525 L BE, BEEZWLC GUI > Commands > Download File ™ SABA T

Download file to Controller
File Type Coda b
Transfer Mode TFTE

Sarver Details
MaImym retras 10
Tirneout [seconds) &
Filg Path

ﬁo Fils Ham= BE_BR0D_T_0_112_52.88s%

2. BMEEFHELNARE  BFEENREEHEE.

3. MELHBRBHAPEMG TR S, EEZWLC GUI > Wireless > Access Points > All
APs , RZBEFEZ AN UBHBERGTH, EBEZARR , #—TAdvancedEH, & —T
Download Primary , FARTAME T &,

AP Image Download

Parform a pamary image Perform a backup
pre-download on this AP image pre-download on
thi= AP
pDownload Primary | Download Backup |

Parform a interchange of
bioth the immages on this
AP

Interchange Image |




*Sep ﬂQDE: HLINE-3-UPDOWN: Interface DotllRadio0, changed state to up
Image not found in flash, predownloading.
examining image...!
extracting info (326 bytes)
Image info:
Version Suffix: kOwB-.wnbu_j_mr.201009101910
Image Name: cl1250-kOwB-mx.wnbu_j_mr.201009101910
Version Directory: cl250-k9w8-mx.wnbu_j_mr.201009101910
Ios Image Size: 5530112
Total Image Size: 5550582
Image Feature: WIRELESS LAN|LWAPP
Image Family: C1250
Wireless Switch Management version : INNEEN
Extracting files...
c1250-k9w8-mx.wnbu_j_mr.201009101910/ (directory) O (bytes)
extracting cl1250-k9w8-mx.wnbu_j_mr.201009101910/c1250_avr_1.img (13696 bytes)!
extracting cl1250-k9w8-mx.wnbu_j_mr.201009101910/W5.bin (17372 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250-k9w8-mx.wnbu_j_mr.20100910
1910 (5322509 bytes)!!!!!]

*Sep 13 21:25:43.747: Loading file /c1250-pre| . .
NN |

................................

ol
-

extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/W2.bin (4848 bytes)!
extracting c1250-k9wB-mx.wnbu_j_mr.201009101910/info (326 bytes)

extracting cl250-k9wB-mx.wnbu_j_mr.201009101910/c1250_avr_2.img (10880 bytes)!
extracting info.ver (326 bytes)

|[Mew software image installed in flash:/cl1250-k9w8-mx.wnbu_j_mr.201009101910
archive download: takes 138 seconds

[New backup software image installed in flash:/c1250-k9w8-mx.wnbu_j_mr.2010091019
10/cl1250-k9wB-mx.wnbu_j_mr. 201009101910

Reading backup version from flash:/cl250-k9w8-mx.wnbu_j_mr. EDIDDQIGIQIGICIESG—kQ.n
w8-mx . wnbu_j_mr.201009101910done. l

4. TEHRATRHRGR  ENMBEGESR, RE , APEREIBIERN , LEUJ"“%U%EE%EE&
B, 8 #BVEXT , FEDRERBETF KA, 2HRRER  APEBERAFALT
BWMRGENRE . EFREE , APEFIMA ZIEFIRALRER F kR,

PRl

- EBE AR CAPWAP AP,

FlexConnectf BAPB &R H &

FEMGTHIETE—ERE LB EEMIERE | (EFfAFlexConnect AP{HAAEEIBWANSER A T &
%QE"JAPHR@ f LEJEEXLI_JO

= M APIRG FH ik A& R 2 B {EIFlexConnect APV Z#EB5 [, EARBEEEEAPREF R T —E
APRZEFIE THMEX T E X /MRS , A —HBENHBNAPK A ER/FEFmL ALK ERFET
AP G, RAERSBIEFY E’JAPHHHSQ S AR AR | TEEEIWANSERAIEE, Eit
ZBREBER,
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Branch

HE

. B EIFlexConnectiB WY B EAPR 5% 1918 1 E MIEAP
- FHRWLC T | &

 REBREAPT H MG

R EMERY S EEEEE

&R
EERUTSE

1. FHRIEFI2F ER G, EEZWLC GUI > Commands > Download File , BiZA T £,

Lownload file to Controller

Fils Typa Cads W

Transfer Mode TFTE |+

Sarver Details

Maximum retnag in
Timaout [seconds) B
File Paithy

File Hame RS SEO0 7 31 Tiaes



2. @ EEHIeR LA | BEFEENRE RIS,
3. #§FlexConnect AP¥T18 Z|FlexConnectil, EEZWLC GUI > Wireless > FlexConnect
Groups > select FlexConnect Group > General3& 5|2 %> Add AP,

Gwalflﬂm_umm:mmm

Groap Name Store 1

FlexConnect APs AAA

Primany Radus Senver None ki
Add Ap

SECONCERY Rt Serner Nané W

Select APs from corrent cotroller )
_____ Enabis AF Local Authenbcabons

AP Nama AR2 XN

i

Ethammat MAC

4. ¥ — T FlexConnect AP Upgrade & EX 5 L LA B IR 5 AP & F ik, EEZEWLC GUI >
Wireless > FlexConnect Groups > select FlexConnect Group > Image UpgradeiZ &,

FlexConnect Groups > "Store 1'

General | Local Authentication [ Image Upgrade J VLAN-ACL mapping |

FlexConnect AP Upgrade [ ]

FlexConnect Master APs

AP Mame AP3500 W
Add Master
Master AP Name AP Model Manual

5. IFHRBERIFZAP.EEFHRIFEETAP , HEEZEWLC GUI > Wireless > FlexConnect
Groups > select FlexConnect Group > Image Upgrade % 5|#Z%> FlexConnect Master
APs | IR FHLBE FIRIEAP , A% — TAdd Master,



FlexConnect Groups > Edit "Store 1

General  Local Authentication | Image Upgrade | VLAN-ACL mapping

FlexConnect AP Upgrade [+]
Slave Maxamum Retry Count a4

Upgrade Image Backup W FlexConnect l.lHrldt

FlexConnect Master AP=s

AP Mame ARIS00 bl
Add Master
m AP Model HManual
AP3IS00 35001 yes 2

XK SENKIAKEE —BAPEATAP, IRFEEEIAP, AIFBHUSEFAR, &
EERIZETAP , EEEFEWLC GUI > Wireless > FlexConnect Groups > select
FlexConnect Group > Image Upgrade3 5|12 %, , #A#% % — T FlexConnect Upgrade,

FlexConnect Groups > Edit "Store 1

General = Local Authentication | Image Upgrade | VLAN-ACL mapping

FlaxConnect AP Upgrade [+]

Slave Maximum Retry Count a4

Upgrade Image Backup |w FlexConnect Upgrade ]

FlexConnect Master APs

AP Name APIS00-1 W
Add Master |

Master AP Hame AP Model Manual
AP3500-1 £35001 e [~ |

B2 NMREBEZETAP, Al "FH, MUBSEHAR.

. BEE RN EFlexConnectfl THIFTEAPREI B M KVAPRR G 4K , 551% — T FlexConnect
Upgrade, EEZEWLC GUI > Wireless > FlexConnect Groups > select FlexConnect group >
Image UpgradeZ 5|15% , A% & — TFlexConnect Upgrade,



FlexConnect Groups > Edit "$t

General @ Local Authentication Image Upgrade | VLAN-ACL mapping

FlexConnect AP Upgrade

Slave Maxamum Retry Count 44

Upgrade Image Primary % FlexConnect Upgrade |

BE : Slave Maximum Retry Count2 ftAPTE AP F MG ETHE R RE (FBRBERT
B44R ) | 2REHKERURWLCTEHRM G, EEYHWLCET20RERTHITMEG , 2&E
BEEXAEHRB TRBE,

7. FlexConnectH BB % , REEXAPKHAWLCTEBEG, £ "FIEAP, EET , "HEASG
1 #EE#T AMaster/Central , ERREAPERMUARUMIENWLC THBR G, EBAPAREAL
R BN EEAPTHM % , 5ER "Upgrade Roles THIFTEAPEESEHA "
Slave/Local, HRRA., EEBRFIE— , FEEZEWLC GUI > Wireless.

Download Upgrade Role
AF Name AP Model AP MAC Status [Master/Slave)
AlR-CAPIEDZ]-A-KD 44:d3:¢2:42:31:62  Mone
AlR-CAPISDZ[-A-KS cc:ef:48:c2:35:57 Complete Simva/Loca
AlR-CAPIS0I]-A-KS cd:7l:fe:d9:0d:5e  Complete Master/Central

8. THMBEFIMMMGR  EMMEBIEFR, RE  APEREINBUER , EFRHRENK
B, X #HMEAT , FEDERRBEF BB, 255K ER  APEBERAELT
BHMRGEMNENE, ESMHEBE , APEFRMA TR LIREEF iHRE,

BR %

. EAPEIZE R S EFlexConnectiB M EHE N FBEAPEE,

- AEIEMEREENRAPT A HEAPE AR , HERM AP EAREMEERTREBERE
APLL T SAPBR {5,

- BERBAPHARERREEZN AP THRGE | ©2E B WLCLUREGET M &,

- EEEAMRCAPWAP AP,

#EFlexConnectiE X~ B B §RAP

Flex 750012 4 LA T my @2 18 R S APE X E 2 A FlexConnect:

- FBHEREN
- BRERERN

FERRX
WEXERAFE LA , EAFHSEAPETER,



1. EEZWLC GUI > Wireless > All APs , AEIZRIZEAP,
2. i#1EFlexConnectfE BAPHE T , AR IZ— T Apply.
3. ENAPEXFERAPERKE.,

All APs > Details for AP3500

General i Credentials _E Interfaces E High Availability ;

. General
AF Mame AP3500
Location default location
AP MAC Address 00:22:90:e3:37:df
Base Radio MAC 00:22:bd:d1:71:30
Admin Status Cizable
AF Mode local -
| AP Sub Mode local
. Operational Status maonitor
Rogue Detector
Port Number Sniffer
Bridge
Venue Group SE-Connect -

1tk 3E TR th 7]
EFE BRINWLCFE A EERA,

BEERER

AR EE A AFlex 7500884188 , BEEMFACLIXE, WEXBRMAEENAPLMWER, KAl
CLIz 8l , B&%HFlex 7500 BRHRABWLCE EEHISBTRINBEIFHS -

(Cisco Controller) >config ap autoconvert ?

di sabl e Di sabl es auto conversion of unsupported node APs to supported
nodes when AP joins

fl exconnect Converts unsupported node APs to flexconnect nbpde when AP joins

noni t or Converts unsupported node APs to nonitor npde when AP joins

(Cisco Controller) >

1. BEBERDERRAEFER , WUERANU Tshowls THETRE :

(Cisco Controller) >show ap autoconvert

AP AUt OCONVEIt ...t e e e e Di sabl ed

T ENAPER =N, IR, HEFFRARNEE,



AP Mode FlexConnect v|

AP Sub Mode T

Operational Status maonitor
Rogue Detector
Port Number Sniffer
Bridge
Venue Group SE-Connect -

LB E ERE IR

CLIFT A, 12 CLHEEWLC 7500 L7 A,
2. #i1Tconfig ap autoconvert flexconnect CLIF#E P EBFTZ X BNWAPEXWATEAPE LA
FlexConnectiE =X, {2 EMRFlexConnectz EE#EEXWAPHIE S IHE,

(Cisco Controller) >config ap autoconvert flexconnect

(Cisco Controller) >show ap autoconvert
AP Autoconvert . ........ ... .. Fl exConnect

(CGisco Controller) >

3. #1Tconfig ap autoconvert monitor CLI P X BT X BENAPEXNWMIEFREBHRAE
BER, EREEAFlexConnectR ERERNNWAPHTISZ R FE,

(Cisco Controller >config ap autoconvert monitor

(Cisco Controller) >show ap autoconvert

AP Autoconvert .. ... ... Moni t or
% 51218 1] [5] BF 3 1T config ap autoconvertflexconnectlconfig ap autoconvert monitor.

i AR AT WLAN B FlexConnect WGB/UWGB 3% 3%

B7.3Mi#2 , XEWGB/UWGBHMWGCGBE RN BR/ERE PR , WiFAR/AR T XIREENWLAN £
M IEE & FimT{E.

BABiR , WCBEAEBERR/BREFHREZIAPPHEE , HFlex APHITTRABRMT :

- BFlex APERERERE , THFTEIAPPEEE R BITHIZS |, W HIRHIZF 2 U R E
APHEIN AN ZREIAPPHEE. BR/EREFHRNTEAEFlex AP T,

- EAPERBUERE  ©2EEIAPPHEHE K WGBLHNEF/EREF IR/ EEEATMAMEUERE
. EEBRAERERRE  Flex APEEEREFIHNEAEELEFIEE. EFlex APEEE
NEREEEERXE | WCBEEX = XEFMER,

BR/EREFREEAWGBHEE , EEREFLHNRAWCBRHENEFiR , TEEBRAAATHRE.
AAAZ Z FFlexConnect ACLERHWNEBEE.



- EWLC E A EER B RERI A EFlex AP EXEBWGB,
- WGBHMWGB#& K & F i X BRI EE,
- 10S AP #EWGB:1240, 1130, 1140, 126011250,

EX

AIERATER

1. HRE B AR R EAWLAN |, EEHFHRELE B Al £ FlexConnect AP ERBAFAAWGB/UWGBX &

o SN, WGBHKERAE RS Flex APIRAEE RO REWLAN LW EEEAERK, &
WLAN _t Bk FiFlexConnects b 33 41,



WLANS > Edit *Store 1°

|’ General ﬁ[' Security ] QoS | Advanced

Allow ABA Override

Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel
Overnide Interface ACL
FZP Blocking Action

Client Exclusion 2

Maximum Allowead
Clients &

Static IP Tunneling &£

Wi-Fi Direct Clients
Palicy

Maximum allowed
Clhents Par AP Radio

Clear HotSpot
Configuration

FlexConnect

D Enabled

Enabled

1800
Session Timeout (secs)

Enahled
DEnahIed
TP .Hnne v:

' Disabled

-6Ij d
Timeout Value (secs)

[VIenabled
0

[lenabled
'Disabled »

200

DE nabiled

[Pv6 | None v

ect Local
F

FlexConn

SN

2% E BFlexConnect,

2. IS APHET,

3"' Enabled




All APs > Details for AP_3500E

AP MAC Address
Base Radio MAC
Adrnin Status

AP Mode

AP =Zub Mode
COparational Status
Port Nurmber

Venue Group

o Fdeaf: 3a:07 74
o Fdeaf: 5324 @0

Enable |

FlexZonnect w
lacal

monitor

Rogue Detactor
Sniffar

Bridge
SE-Connect

General | Credentials | Interfaces | High Availability
General

AP Mame AP_3500E

Location

'wuvﬂn

COMMANDS

HELP EEEDBACH

M NITOR  WLANS
Chents
Current Filter Frone
[henl MAL Addr AP Name
dd-be  AP_JS00E
gl AP _IiE

WLAN Profile

WLAN 51D

Frobecnl Status Bgth Port  WGD
WA Resorighed Te: 1 Ko
L Apspnsted  Tes ] N3

AP ¥

4. EEREWGCBHFAEA ,

55 & Z|Monitor > Clients ,

REWE Fimid EPREEFEWGB,

Clients > Detail

Chient Properties

MAC Addrais

Murnber of Wirsd Clentls) i

IPvdl Rddress 9.6.63.102
IPvh Rddrass
Chent Type WEE

ol i 7d:4r: 35 08: 10

AP Properties

AP Addreds O Tl B3: 24180
AP Name AF_JI500E

AF Type B02.11an

WLAN Probile Store 1

Crata Switchang Local
huthenbcation Central

Status Assooated
Assocatien [D 1

BOZ.11 Authenbcation
Reston Code

Status Code

CF Pallable

CF Poll Reguest

Cpen System

1

1]

Not Imnplermented

Hot Implemented

5. " EREWGCBE RN B/ BIRERERNFMEN

ﬂlh

B ¥ Monitor > Clients ,

RRBEZEH



& Ui

Clients = Detail

Cliznt Properties AP Properties
MAC Address 00:50:b6:09:05: 3D AP Address o Tdidfi53: 2400
[Pv4 Address 9663100 AP Mame AP_JS00E
[Pvi Addréass AP Type 202.11a

wLAaN Profile

Crata Sweitching Local
Authentication Cantral
Status Associated
Aszsociation ID 0

B0Z2.11 Authentication Gpean System

Reatan Code 1

Status Code i
Client Trpe WGE Clisnt CF Paollable Mot Implementead
WGB MAC Address od: Pd:af3a:08: 10 CF Pall Request Hot Implemented
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f Monitor * Reports * Configure = Services

Add Controllers

Configure = Conbroldlers = Add Controllers

Genaral Parameters

Add Formak Type Device Info i
IF Addresses WLC 7500 IP Address
Network Mask 255 A5 2550

!—l Verify Telnet/SSH Capabilitias 8

SHMP Parameters ‘W

Version vae "
Retnes 4

Timecut 10 [#aei)
Comrmunity (S )

Telnet/'SSH Parameters b

User Marme admin

Password e

Confirrn Password A

Retrias 3

Timaout (1] (gacEl
OK_ || Carcel |

Controllers

orfipgre » Condrollsre

[ e Asdeess ooty ey Harme Tvme Lacation Eofiwar e Wersion Rebbviby G g e e abiey Dty Ainiin Bty

O aregogzrgss & [Rmbessader | THG 7.0.102.42 muobility Aeachable dentics

[ 1723 177 & m S0 10112 5] mobikty eachable
FREEWLCHRRERNFMENR , F2REREREG R KA EER7.0.172.05%.
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