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Radius CPI 3™ Party Collector

%%7‘ e Lancope
10.100.1.49 10.100.1.82 10.100.1.83

UDF Port 9991 UDP Port 2055

10992242 °

: _ : MCIMA,
[0.101.1.109 10.101.7.109
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vt p domai n ‘ nane
vtp node transparent

CERSE . RESEVLANERB(PVST)
bt Rl B R RIEPVS THL & o

spanni ng-tree node rapi d- pvst

spanni ng-tree portfast default

spanni ng-tree portfast bpduguard default
spanni ng-tree portfast bpdufilter default
spanni ng-tree extend systemid

- BY®EVLAN
L E545) BE /R N 2 S VLAN,

vlan 151
name Voi ce_VLAN
!
vl an 152
name Vi deo_VLAN
!
vl an 155
name VW _VLAN
!
vl an 158
name 8021X W Fi _VLAN

- R TARRAREY
TARRHERAEL B 0 T BIFT Ro

ip default-gateway <ip address>
ip route vrf Mgnt-vrf 0.0.0.0 0.0.0.0 172.26.150.1

- R E R R B WX (VRF)
EEVRFE B WA R BIFT R

interface G gabitEthernet0/0

description Connected to FlashNet - DO NOT ROUTE
vrf forwarding Mynt-vrf

i p address 172.26.150. 202 255. 255. 255.0

no ip redirects

no i p proxy-arp

| oad-interval 30

carrier-delay nmsec 0

negoti ati on auto

no cdp enable

vrf definition Mgnt-vrf

- BLRIP DHCPE:RE
EARRGIF , BATAEKREFKVLIANEBEDHCPEE,



ip dhcp snooping vlan 151-154, 156- 165

no i p dhcp snooping information option

ip dhcp snooping wrel ess boot p- broadcast enabl e
i p dhcp snoopi ng

MEE . LITRIRELAARBAGE W LITEEREBERIFIR.

- BB ER B EARP)BRE
EARRBIG , BFAEREFIiRVLANEE TARPEA,

ip arp inspection vlan 151- 154, 156- 165
ip arp inspection validate src-mac dst-mac ip allow zeros

B« LITHEBELARBARGHE W ELITEEER/RBERIFTR.

- EITRERRIRAREE ( ARFSEMNVLAN )
FEARBIFR | BE T Uplink Port/Port-Channel,

interface Port-channel 1

description Connected Dist-1

switchport trunk native vlan 4002
swi tchport trunk allowed vlan 151-166, 4093
swi tchport node trunk

ip arp inspection trust

| oad-interval 30

carrier-delay nsec 0

i p dhcp snooping trust

interface G gabitEthernetl/1/1

description Connected Dist-1

swi tchport trunk native vlan 4002

swi tchport trunk allowed vlan 151-166, 4093
swi tchport node trunk

ip arp inspection trust

| oad-interval 30

channel - prot ocol pagp

channel -group 1 node desirable

i p dhcp snooping trust

interface G gabitEthernetl/1/2
description Connected Dist-1
swi tchport trunk native vlan 4002
swi tchport trunk allowed vlan 151-166, 4093
swi tchport node trunk
ip arp inspection trust
| oad-interval 30
channel - prot ocol pagp
channel -group 1 node desirable
i p dhcp snooping trust
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- FEREENTE
A EHIF |, EIRIBECRA , M5760hFHAMWLCRERITEIHER,

interface vlan 105

description Wrel ess Managenent Interface
i p address 10.101. 1. 109 255. 255. 255. 240
| oad-interval 30

| oggi ng event |ink-status

no shut down

wi rel ess managenent interface vlan 105

wireless nmobility group nane 3850 _Branch_1
wireless nobility group nmenber ip 10.99.2.242 public-ip 10.99.2.242 group GA-Donmain-1
wireless nobility group nmenber ip 10.99.2.243 public-ip 10.99.2.243 group GA-Donmai n-2

B BaLUE A Cisco 5508 WLCE.8510 AireOS#E A 55 % ¢ Bhi 4188,

zE

- 2EMEIH
e RPIEREEHE S BB E,

aaa new node
aaa aut hentication |ogin PR ME_RADI US_AUTH GRP group PRI ME_RADI US_SERVER GRP
aaa aut hentication dot1x PRI ME_RADI US_AUTH GRP group PRI ME_RADI US_SERVER GRP
aaa aut horization network PRI ME_RADI US_AUTHO GRP group PRI ME_RADI US_SERVER_GRP
aaa aut horization network PRI ME_CWA_MAC FI LTER group PRI ME_RADI US_SERVER GRP
aaa accounting ldentity PRI ME_RADI US_ACCT_GRP start-stop group PRI ME_RADI US_SERVER_GRP

aaa server radius dynam c-author

client 10.100.1.49 server-key 7 02050D480809

aut h-type any

|

1

radi us server PRI ME_RADI US_SERVER 1

address ipv4 10.100.1.49 auth-port 1812 acct-port 1813
timeout 1

key 7 121A00041104

!

radi us-server attribute 6 on-for-|login-auth
radi us-server attribute 31 send nas-port-detai

!

aaa group server radius PRI ME_RADI US_SERVER GRP
server name PRI ME_RADI US_SERVER 1



WLAN

- 802.1X WLAN
802.1X WLANED & m A< R BT 7R

w an ABCCor p- 8021X 1 ABCCor p- 8021X
band- sel ect

aaa-override

nac

wi fidirect policy deny

client vlan 8021X WFi VLAN

ip flow nonitor wirel ess-avc-basic input
ip flow nonitor wirel ess-avc-basic out put
accounting-list PRI ME_RADI US_ACCT_GRP
security dotlx authentication-list PRI ME_RADI US AUTH CGRP
session-tineout 21600

wnm r equi re

no shut down

- FRRAEMWLAN
FHASWMWLANE B A< R BIFT o

wl an ABCCor p_PSK 2 ABCCor p_PSK

band- sel ect

client vlan PSK W Fi _VLAN

ip flow nmonitor wrel ess-avc-basic input

ip flow nmonitor wrel ess-avc-basic out put

no security wpa akm dot 1x

security wpa akm psk set-key ascii 8 AAPAAQeRgFGCE_dLbEGCcNPP[ AAAAAAM:ELKMPcATcShbl hbW\ HeaSXF_AAB
servi ce-policy output ABCCorp_PSK- PARENT- POLI CY
session-tineout 7200

wi fidirect policy deny

whm require

no shut down

- FABEXAWLAN
1t &5 5 o B8 R B BN WLANAR RE,

wl an ABCCor p_COPEN 3 ABCCor p_OPEN

band- sel ect

client vlan Open_W Fi _VLAN

ip flow nonitor wirel ess-avc-basic input
ip flow nmonitor wirel ess-avc-basic out put
no security wpano security wpa akm dot 1x
no security wpa wpa2

no security wpa wpa2 ci phers aes

servi ce-policy output ABCCor p_OPEN- PARENT- PCLI CY
session-tinmeout 1800

wi fidirect policy deny

whm r equi re

no shut down

BERRTR

- CWABSFZEWLAN



CWARAZ WLANEL & 40 LA T~ g8 6 A 7R o

w an ABCCor p- Guest 15 ABCCor p- Guest
aaa-override

accounting-1ist PRI ME_RADI US_ACCT_GRP
client vlan GUEST_VLAN

ip flow nonitor wirel ess-avc-basic input
ip flow nmonitor wirel ess-avc-basic out put
| oad- bal ance

security dotlx authentication-list PR ME_RADI US_AUTH GR
Pmac-filtering PRIME_CWA MAC FI LTER
nobi l ity anchor 10.99. 2. 242

nobi l ity anchor 10.99. 2. 243

nac

no security wpa

no security wpa am dot 1x

no security wpa wpa2

no security wpa wpa2 ci phers aes
session-ti neout 3600

wnm r equi re

no shut down

. 5760 Guest Anchor 1 - {TEI{L R EHFWLANFEAE
EAEfHF | 7£5760 Guest Anchor 1 L& ETENML FEHZEWLAN,

wireless nobility group name GA- Donain-1
wireless nobility group nenmber ip 10.101.1.109 public-ip 10.101.1.109 group 3850_Branch_1

w an ABCCor p- Guest 15 ABCCor p- Guest
aaa-override

accounting-1ist PRI ME_RADI US_ACCT_CRP
client vlan GUEST_W Fi _VLAN

ip flow nmonitor wrel ess-avc-basic input
ip flow nmonitor wrel ess-avc-basic out put
| oad- bal ance

security dot1x authentication-list PRI ME_RADI US_AUTH CRP
mac-filtering PRIME_CWA_MAC_FI LTER
nmobi l ity anchor 10.99. 2. 242

nac

no security wpa

no security wpa am dot 1x

no security wpa wpa2

no security wpa wpa2 ci phers aes
session-tineout 3600

whm require

no shut down

. E¥TECWARIACL ( F=Web-Auth )
LT & 6|8 R EFHE M CWARNACLIVAERE,

Extended | P access |ist PRI ME- CWA- REDI RECT- ACL
10 deny icnp any any

20 deny udp any eq bootps any

30 deny udp any any eq boot pc

40 deny udp any eq boot pc any

50 deny udp any any eq domain

60 deny tcp any any eq domain

70 deny ip any host 10.100. 1. 49

80 pernmit tcp any any eq www



HERKIOSELR IR 1%

- BATRERTEEAVC)RR
LRI RAVCH ELE

fl ow exporter PRI ME_FNF_COLLECTOR 1
descri pti on FLEXI BLE NETFLOW COLLECTOR
destination 10.100.1. 82

dscp 46

transport udp 9991

|

1

fl ow monitor wirel ess-avc-basic
exporter PRI ME_FNF_COLLECTOR_ 1

record wirel ess avc basic

- WLANE &
It E5 51 B RWLANBY A RE

w an ABCCor p- 8021X 1 ABCCor p- 8021X
ip flow nmonitor wrel ess-avc-basic input
ip flow nmonitor wrel ess-avc-basic out put

. EARWLANG H OB RRE
It &5 51 28 RWLANRY B SR B AR BT AV AR RE

pol i cy- map ABCCr op- 8021X- PARENT- PCLI CY

descri pti on PRI ME- ABCCor p- 8021X ECRESS PARENT PCLI CY
class cl ass-default

shape average percent 40

queue-buffers ratio O

pol i cy- map ABCCor p- PSK- PARENT- Pol i cy

descri pti on PRI ME- ABCCor p- PSK EGRESS PARENT POLI CY
class cl ass-default

shape average percent 30

queue-buffers ratio O

- WLANE: &
I E 5 B R WLANBY AR RS

w an ABCCor p- 8021X 1 ABCCor p- 8021X
servi ce-policy output ABCCor p- 8021X- PARENT- POLI CY

R{ENIE
ERENREEROE
. fif Fwireless client fast-ssid-change s & il B RIESSIDE K,

. fi£ Fpasswd encryption on#lpasswd key obfuscate & 1T ZIE %,
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