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- Catalyst 98004 #5123 #83 % 5l (Catalyst 9800-L), Cisco IOS® XEE # #&Fthx17.9.4
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BB HEBENAT-ARE :

CLI :

<tfroot>

RouterNAT-A#config t
RouterNAT-A(config)#interface GigabitEthernet0/1/

0

RouterNAT-A(config-if)#ip add 10.0.0.1 255.255.255.0
RouterNAT-A(config-if)#ip nat

i nsi de

RouterNAT-A(config-if)#end
RouterNAT-A#

RouterNAT-A#config t
RouterNAT-A(config)#interface GigabitEthernet0/1/

1

RouterNAT-A(config-if)#ip add 20.0.0.1 255.255.255.0
RouterNAT-A(config-if)#ip nat

out si de

RouterNAT-A(config-if)#end
RouterNAT-A#

RouterNAT-A#config t

RouterNAT-A(config)#ip nat inside source static 10.0.0.2 20.0.0.2
RouterNAT-A(config)#end

RouterNAT-A#



B EEENAT-BELE :

CLI :

<{froot>

RouterNAT-B#config t
RouterNAT-B(config)#interface GigabitEthernet0/1/

2

RouterNAT-B(config-if)#ip add 40.0.0.1 255.255.255.0
RouterNAT-B(config-if)#ip nat

i nsi de

RouterNAT-B(config-if)#end
RouterNAT-A#

RouterNAT-B#config t
RouterNAT-B(config)#interface GigabitEthernet0/1/

3

RouterNAT-B(config-if)#ip add 30.0.0.1 255.255.255.0
RouterNAT-B(config-if)#ip nat

out si de

RouterNAT-B(config-if)#end
RouterNAT-A#

RouterNAT-A#config t

RouterNAT-A(config)#ip nat inside source static 40.0.0.2 30.0.0.2
RouterNAT-A(config)#end

RouterNAT-A#

EERESEZER LEEEANATHBEM
EREEWLCZMAANEE , ARBSBNATRIBERRIE -

ERBEIPHut
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WLCTREEHEMEIWLC2 , R2ZI R , EFLEBWLCHRICLIGUIER , B AERANATHI B
rERtEENZAER , MEWLCH A RBEIPHI RS EIKHFFRENATE EPE EAINAT
IPith 3,
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GUI :

Add Mobility Peer

CLI :

WLC1l#config t

WLC1(config)#wireless mobility group member mac-address f4bd.9e56.304b ip 40.0.0.2 public-ip 30.0.0.2 g
WLC1(config)#end

WLC1#

WLC2EL & :

GUI :

Add Mobility Peer

b 057, dBch

10002

2000.0.2

cedaur

() o |

CLI :

WLC2#config t
WLC2 (config)#wireless mobility group member mac-address f4bd.9e57.d8cb ip 10.0.0.2 public-ip 20.0.0.2 g



WLC2 (config)#end
WLC2#

HWEERERE

REHRE , EETSRBNATEE, NATREXERTE (WERTEAZR ) , RIEENATH RS
M ERE B 7T

B EEINAT-A

RouterNAT-A#show run interface GigabitEthernet0/1/0
interface GigabitEthernet0/1/0

ip add 10.0.0.1 255.255.255.0

ip nat inside

1

RouterNAT-A#show run interface GigabitEthernet0/1/1
interface GigabitEthernet0/1/1

ip add 20.0.0.1 255.255.255.0

ip nat outside

1

RouterNAT-A#show run | in ip nat inside

ip nat inside source static 10.0.0.2 20.0.0.2

B EINAT-B

RouterNAT-B#show run interface GigabitEthernet0/1/2
interface GigabitEthernet0/1/2

ip add 40.0.0.1 255.255.255.0

ip nat inside

|

RouterNAT-B#show run interface GigabitEthernet0/1/3
interface GigabitEthernet0/1/3

ip add 30.0.0.1 255.255.255.0

ip nat outside

|

RouterNAT-B#show run | in ip nat inside

ip nat inside source static 40.0.0.2 30.0.0.2

EIRLANSZ HI 2R /8 RE B =

EWLC GUIMCLIRER B2 ERARRE ZIEIZlSB'Z*é?Eﬁ PR , AREREWLC BB BB BRSEE T
[E#BFANERRES : Up , EMEMRERFTEZETHAE,
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Mon-Lecal Mobility Group Multicast Configuration

CLI :

<ffroot>
WLC1#

show wirel ess mobility sumary

Mobility Summary

Wireless Management VLAN: 10

Wireless Management IP Address: 10.0.0.2
Wireless Management IPv6 Address:
Mobility Control Message DSCP Value: 0
Mobility High Cipher : False

Mobility DTLS Supported Ciphers: TLS_ECDHE_RSA_AES128_GCM_SHA256, TLS_RSA_AES256_GCM_SHA384, TLS_RSA_AE
Mobility Keepalive Interval/Count: 10/3
Mobility Group Name: default

Mobility Multicast Ipv4 address: 0.0.0.0
Mobility Multicast Ipv6 address:
Mobility MAC Address: f4bd.9e57.d8cb
Mobility Domain Identifier: 0x34ac

Controllers configured in the Mobility Domain:

IP Public Ip MAC Address Group Name Multicast IPv4 Multicast IPv6  Statu
10002 NA Fabd.9es7.dscb  default 0000 oo NA
40.0.0.2 30.0.0.2 f4bd.9e56.304b default 0.0.0.0
Up
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Mon-Local Mobility Group Multicast Configuration

CLI :

<tfroot>
WLC2#

show wirel ess nmobility sunmary

Mobility Summary

Wireless Management VLAN: 40

Wireless Management IP Address: 40.0.0.2
Wireless Management IPv6 Address:
Mobility Control Message DSCP Value: 0
Mobility High Cipher : False

Mobility DTLS Supported Ciphers: TLS_ECDHE_RSA_AES128_GCM_SHA256, TLS_RSA_AES256_GCM_SHA384, TLS_RSA_AE
Mobility Keepalive Interval/Count: 10/3
Mobility Group Name: default

Mobility Multicast Ipv4 address: 0.0.0.0
Mobility Multicast Ipv6 address:
Mobility MAC Address: f4bd.9e56.304b
Mobility Domain Identifier: 0x34ac

Controllers configured in the Mobility Domain:

IP PubTlic Ip MAC Address Group Name Multicast IPv4 Multicast IPv6  Statu
0002 NA Fabd.0es6.304b  default 0000 NA
10.0.0.2 20.0.0.2 f4bd.9e57.d8cb default 0.0.0.0
Up
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EAEL S TRAERARPHTHARABMARBELR | DIRBENATHETER,

#show ip nat translations
#show ip nat statistics

IP NATFE

i S REBHENAEREANATER | UB@ENATHOMEET , RERARPINATERBREFE
'ﬂ:'ﬂﬁ:ﬁi%go

#debug ip nat
#show debug
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MRS ARR N, MRTEE  EEENBAIEHEENEERARETEMRE , A
FERESO,

SR R B2 RS R BEBR
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o TERBENRENBE A

#show Togging process mobilityd start last 1 days to-file bootflash:mobilitytunnel.txt

AEABTHEWLCH B HERBENEFA

#more bootflash:mobilitytunnel.txt

EANS , EAURWLCEHKRENER , LEEABRHERE

#copy bootflash:mobiTlitytunnel.txt tftp://<TFTP IP ADD>/mobiTlitytunnel.txt

7 Bh 8 554 40 R e
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Add MAC/IP Addrass

MAC/IP Address® Enter & MAG/IP Address very newing

fabd DeS 7. dieh| |

A AREGUISEEREMERKE , T ATRo

Enter time interval

Enable Internal Logs ||

Generate logs for last g, 10 minutes
O 30 minutes
O 1 hour

() since last boot

—_—
D Cancel

WLC CLI

debug platform condition feature wireless ip 10.0.0.2
debug platform condition feature wireless ip 20.0.0.2
debug platform condition feature wireless mac f4bd.9e57.d8cb

EWERAET , TUEALG T, AEEEERERENERE,



#show Tlogging profile wireless last 30 minutes filter mac f4bd.9e57.d8cb to-file bootflash:mobilityf4bd
#show Tlogging profile wireless last 30 minutes filter ip 10.0.0.2 to-file bootflash:mobilityl0002.txt
#show Tlogging profile wireless last 30 minutes filter ip 20.0.0.2 to-file bootflash:mobility20002.txt

152 P S8 & 5L 1 E A8 AR SR AR R B S BB AR

#copy bootflash:mobilityf4bd9e57d8ch.txt tftp://<TFTP IP ADD>/mobilityf4bd9e57d8ch.txt
#copy bootflash:mobility10002.txt tftp://<TFTP IP ADD>/mobiTityl0002.txt
#copy bootflash:mobility20002.txt tftp://<TFTP IP ADD>/mobiTity20002.txt

SRR L
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EABF , WLCIHNZERIPH S EWLC2HARREEN SHE , BEN THELAQRET , HPi
AEAWLCIHRWLC2HIE A Pt R EE B 2R,

EHEENE , JHUEYACLRBRERS , XERMRIRACANATEINBEDRENERNST , &
MACL#E , ACLISERIBRARM MBI ER THER, ACLUUEABEBERIPHIEY , RAEL
Wt R E R B EREF

#config t

(config)#ip access-Tist extended Mobility
(config-ext-nacl)#permit ip host 10.0.0.2 any
(config-ext-nacl)#permit ip any host 10.0.0.2
(config-ext-nacl)#end

#monitor capture MobilityNAT interface <Physical Interface/Port-Channel number> both access-1ist Mobili

HEHERACH , kT AR REEREERE.

#show monitor capture MobilityNAT

—BERHFIREERGHE  DURBERSHE,

#monitor capture MobilityNAT start



BEFLE , IUAFERERES.

#monitor capture MobilityNAT stop

—BERSRMEFL | BT LUERH S 1 ESEE HIAERR.

#monitor capture MobilityNAT export tftp://<TFTP IP ADD>/MobiTityNat.pcap
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#clear platform condition all

#config t

(config)# no ip access-Tist extended Mobility
(config)#end

#no monitor capture MobilityNAT
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