B 29800 WLC ERY802.11r/11k/11vIRIE

H &

BB
B

& &; BY % 2
XA T RSB S F#ISSID (802.11r, 802.11k#1802.11v )
ERREEHIHTENSSID (802.11r, 802.11kF802.11v )

E{A802.11k#ISSID
E{A802.11vAISSID

&I
RNEMEERREFin ERAAFRIREBES ERNHTEGER.

AR

BRERCRMAUT EE -

« |EEE 802.11 WLANE#,

« |EEE 802.11 WLANZ £,
« |EEE 802.1X/EAPE R A,
« |[EEE 802.11r BSSHREE A,

BRA T

AN AHHEARRIBA T B ANE LR

+ CiscofE#R9800-L1ZHI8510S® XE 17.9.4
« Cisco Catalyst 9130AXIR 5| 1ZEL %,

38557
L:L

AXHNWEARRBREEREREANKREREL, XHEA UE’JFEE%%‘%WE‘%F@ ( &

) AVAERERRED . MRIEHVEEREET | FBRARCEAETAE S TRERNTE,

BREMN



E9800E R 4185 FERAB802.11r. 802.11vHI802. 1Mk B MER: , AE R BB ERBETR ZE
. BRFRBEAEAERBEERABERNEE,

802.11r, 802.11vH1802.11k&=2802. 11 R Y| EE ML BAG EP N TREIBES1EET,

802.11r : EBEARKENEBRE , SIA—EFHS , EZFFiREEE B EF0E 28 , B
APHBREFERTER. CHIBARTHE EEZBREENRE , AINEIPESREERERF
,ERAT A RNEEREESE, FAKCBARMNE02.11riBR , KRETUEFIME2MEEE K mAgH
I A B AR P B = A BT A 1B o

802.11k : #B/E;FEMBEFBHEEE ( Radio Resource Measurement , EREERAE ) AARFEEE
FREEINGE  REEREENEBYEN TR, cUURECFREKENLAEBRERES
ANTABRREER, LEFSEEBEEAER. AFEENTEKE, AR K BEFREEAUSE
AEREAEHREERIHEAP ; EREREFNEHTE. RO TENRERSHERERMRE,

802.11v : RMRWEEE , AiHEAERXEEHEN D , BUMFERNERKE, £5&8ZF
ENRUMRESERBRNRBNEEKE, RIBR , EFFimgil , 87 A EFE MR
MRERREREFREE, TENRSERERS. REEER, AFOENAREBEIEHE, 8
LEHReia T FFnRMREE, RENER, CEAHFIRNSGRAEFREERE K MAREFE
I il L 78 3B R TE

802 11rEERAPZ RV AEE K , T802.11vRI 5 M ME EHEINAL, 802.11kE ERELER
BEERMAR , UEREHFHOMEEMAEE.

AR — LFE A1 B B Cisco Catalyst 9800 R 5 BRI FI 2R MY HE T FEHERRSE6E T
802.11:81, &5

FEeialN &£ giE
EERNS2AMBRRGESNHRBER FRESSIDNLI2ESELLE |, YIBBHMANE S i S E
EFEZE, $¥802.11 WLAANEENFNERNWNMERERELZEHES :

« WPA/WPA2/WPA3ME A : PSKRAREREZE F i,
- WPA/WPA2/WPA31 2 : AIER & B BRFTE I E (EAP) A EMB02. 1x AR BB RERE Fin , A
EBAAARGIRSEREBEAERR (FAEEBINEE ). BEITHE.

AR | WPA2L 2WLANT LU BEEAP-PEAP—#2E A | LUEERIEEEE ( 802.11r, 802.11kH
802.11v ) EFEALWEER , URTCHAZERFEEEH,

RUA 7 IRIR @8 5 ERYSSID ( 802.11r, 802.11kF1802.11v )

FERRERT , ERMNWLANEER A T 8ERE. TERT® , EREFFHERTIS0EEIEZME
B, MAFER , AREHEAWLANWTEREE , FLBER 7802.11vH802.11k4 |, ERA 7 HREE
B, RitEeEEREEEE, UTREEFNZEFOTARE RS



62:be1ald: 8b:071c5
Broadcast
Cisco_49:da:cf

5941  2023-09-19 21:55:55.319877

B2:be 802,11 36
5847  2023-89-19 21:55:55.319888 Cisco_ i B82.11 36
5944 2023-89-19 21:55:55. 319886 Cisco_chidard4 : 7ic 802,11 36
5845  2023-89-19 21:55:55.319891 Cisco_chida:i4 62:be:ald: 8b:07:c5 802,11 6

BT R i8S HIRARHE -

2023/09/19 21:54:25.912523930 {wncd_x_RO-0}{1}:

Reassociation Response, SN=1, FN=0,

Data, SN=@, FN=8,
Action, SN=1457, FNsi

VHT/HE/EHT/RANGING NDP

144 QoS Data, SN=8, FN=8, Flags:
144 QoS Data, SNel, FNed, Flagse.
144 QoS Data, SH=1, FH=b, Flags=.p

[cTient-orch-sm] [15403]:

!--- Reassociation Request is received from the client.

2023/09/19 21:54:25.912882280 {wncd_x_RO-0}{1}:

[dotll-validate] [15403]:

SSID="Roaming-Enabled”

ement, Sounding Dialog Token=238, FLags=........
697 Action Mo Ack, SN=59, FNeB, Flags: c

(note): MAC: 62be.a38b.07c5 R

(info): MAC: 62be.a38b.07c5 D

I--- Since 802.11r 1is enabled, WLC/AP were able to validate/use the PMKID

RAA802.11rk , EMER FimiBilr | B REFIE , S EFAPETIHRETF. EABISRA TRE
i, MREFAFEFHNERHERENNTREERZBPTKFE. EFFhEEERHEH
FRFEEEF B FEAPH R E | ELEPTKERGEAIEFimMFEE

Source
62:be:a3:8b:@7:c5

Destination
Cisco_49:datcf

5917

2023-@9-19 21:55:55.303625

Protocol Channel

Length Info

5920 2923-09-19 21:55:55.306599 Cisco_49:da:cf 62:be:a3:

107:25

882.11 36

240 Authentication, SN=1455, FN=8,
217 Authentication, SN=8, FN=9, Flags=..

Frame 5928: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits)
Radictap Header w@, Length 36
802.11 radio information
IEEE 882.11 Authentication, Flags: ........C
IEEE 882.11 Wireless Management
Fixed parameters {6 bytes)
Tagged parameters (147 bytes)

Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 42
RSN Version: 1
Group Cipher Suite: 8@:8f:ac (Ieee 882.11) AES (CCM)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @@:8f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKH) Suite Count: 2

RSN Capabilities: @x@@28
PHKID Count: 1
PMKID List

Auth Key Management (AKM) List 8@:@8f:ac (Ieee 802.11) WPA 2@:8f:ac (Ieee 802.11) FT over IEEE 882.1X

Tag: Mobility Domain
Tag: Fast BSS Transition
Tag Number: Fast B5S Transition (55)
Tag length: 96
MIC Control: @x@eed
MIC: 200a0ad0000R008RaR0aR000a0R80080
AM 9761151 371 1c 712b1831209c872165963bae 118015125411
SMonce: GEdFD4RCEE46107406147A2Rc6ebdcl@IBb24b5027439badRcaTl4b33012e471d
Subelement: PMK-R1 key holder identifier (R1KH=ID)
Subelement: PMK-RD key holder fdentifier (ROKH-ID)

2023/09/19 21:54:25.913247615 {wncd_x_RO-0}{1}:

[dotl1l] [15403]:

(note): MAC: 62be.a38b.07c5 Associatio

I--- Reassociation Response is sent to the client.

2023/09/19 21:53:59.692212232 {wncd_x_R0-0}{1}:
I--- Client took an IP address and moved to run state.

[client-orch-state] [15403]:

(note): MAC: 62be.a38b.07c

12 B ROR 58 7 ERISSID ( 802.11r, 802.11kF1802.11v )



EWRRFIH  PREBEAMERES02.1x SSIDLEEFEA , EEEBAT , BREREREIREFN
HemBER  EAERNBEEETERRE K TERERERIMNES , B EHPEIERE
IR RBEAPR R, FIt , HRARBAEARERESTE R ETT 2 ERNS0RE

Mo

5
| 5389 2923-89-19 21:
| 5M2 2023-89-19 21:

a2:ca:9d:el: 87
Cisco_49:da:ce a9

Request, Identity
a2:cn:9d:el:87:c9 Response, Identity
[ 3
| 5324

2023-89-19 21:144136. 768163
2023-09-19 21:44:56. TT05964

azica:Sd:el:87icd
Cisco_s9:da; ce

Cisco_49:dazce ad Response, Legacy Nak (Response Only)
a2:caiddieliBT:cd 8z Request, Protected EAP (EAP-PEAP)

| 5340 2023-89-19 21:44:36.813624
i 2023-09-19 21:44:56.819333
2023-89-19 21:44:56.822226
2023-89-15 21:44:56.825017

Cisco_d8:dazce
aZicoiddiel:87:cd

1068  Request, Protected EAP (EAP-PEAP]
Respanse, Protected EAP (EAP-PEAP)
Request, Protected EAP (EAP-PEAR]
Responie, Protected EAP (EAP-PEAR)

a2icarddie
43

2023-09=19 21:44:36.866624 Response, Protected EAP (EAP-PEAF)

Respanse, Protected EAP (EAP-PEAP)
Success

Key (Message 1 of 4)

ey (Message 2 of 4)

Key (Message 3 of 4)

Key (Message 4 of 4)

2023-93-19 21:
2023-99-19 21:
2023-89-15 21:
2023-99-19 21:44:56. 919863

EERAERIGE

T RIS ZHISRRARMIAVRHE

2023/09/19 21:44:47.425575500 {wncd_x_R0O-03}{1}:

[client-orch-sm] [15403]:

!--- Reasscoiation Request is received from the client.

2023/09/19 21:44:47.425980179 {wncd_x_R0-03}{1}:

[dotll-validate] [15403]:

(note): MAC: a2ca.9del.87c9 R

(ERR) : MAC: a2ca.9del.87c9 Fa

!--- Since none of the roam methods are enabled, WLC/AP could not find any PMKID available.

2023/09/19 21:44:47.426252733 {wncd_x_R0-03}{1}:

[dot1l1l] [15403]:

(note): MAC: a2ca.9del.87c9 Associatio

!--- Reasscoiation Response is sent to the client.

2023/09/19 21:44:47.444466744 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444469338 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444481064 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471913767 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471916029 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.475646582 {wncd_x_RO-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.627108647 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.627110791 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.631319121 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.657492378 {wncd_x_RO-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.657840708 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
!I--- Full Reauthentication EAP exchange packets.

2023/09/19 21:44:47.658787303 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.662831295 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M
2023/09/19 21:44:47.662931971 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E



2023/09/19 21:44:47.665864464 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M
!I--- 4-way handshake in order to compute the PTK/GTK keys.

EYF802.11kBYSSID

802. MkIREAFEFimARBERE  HPEsBaERBEPBENAPHHRER. E& , &
BEFIAEBRBITEFIRZA , REWH TR KB TEHRFFEMH, CI800XE11kEHEE
BETHEE , B IHRERIE I M [6]802.11kF FimiR R R E (LM MEBE. 802 1MKMEFERTFLEN , B
RABAPLHMEEFIHANUTE , RAWLCEEZREH TENAPH EEE FIiHRFEIR,

TXER2NMKIBENFFIR TNEEMEBEFR, ERTURARAUSEL , #MEMELEFik
o R, MEBEMEECISIOLN BB ARBERERT.

B REERESEETNRMDEEAT (DN FREEN 4T EXBEEERR, THRE
1350 1 B BB 4802, 1 1KER AR TR



802.11
IEEE 8
IEEE 8

radio information
82.11 Action, Flags: ........C
82.11 Wireless Management

C
A
D

Fixed parameters

Tagged parameters (9@ bytes)
Tag: Neighbor Report

ategory code: Radio Measurement (5)
ction code: Neighbor Report Response (5)
ialog token: 42

Tag Number: Neighbor Report (52)

Tag length: 13

BSSID: Cisco_7f:a2:2f (14:16:9d:7f:a2:27)
BSSID Information: @x000002f7

Operating Class: 115

Channel Number: 36 (iterative measurements on that Channel Number)
PHY Type: @x@7

Tag: Neighbor Report

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_b9:35:ee (d4:78:9b:b9:35:ee)
BSSID Information: @x000002T7

Operating Class: 121

Channel Number: 148 (iterative measurements on that Channel Number)
PHY Type: 0x@7

Tag: Neighbor Report

Tag Number: MNeighbor Report (52)

Tag length: 13

BSSID: Cisco_la:1@:ce (d4:eB8:806:1a:1@:ce)
BSSID Information: @x@eeeaz2f7y

Operating Class: 121

Channel Number: 128 (iterative measurements on that Channel Number)
PHY Type: @0x@7

Tag: Neighbor Report

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_2b:a5:@e (@0:16:63:2b:a5:0e)
BSSID Information: @x000002T7

Operating Class: 125

Channel Number: 161 (iterative measurements on that Channel Number)
PHY Type: 0x@7

Tag: Meighbor Report

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_c9:be:2e (a@:23:9f:c9:be:2e)
BSSID Information: @x@eBeez2f7

Operating Class: 118

Channel Number: 64 (iterative measurements on that Channel Mumber)
PHY Type: @x@7

Tag: Neighbor Report

EIRMERS

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_99:2b:@e (40:81:7a:99:2b:0e)
BSSID Infermation: @x000002f7

Operating Class: 118

Channel Number: 52 (iterative measurements on that Channel Number)
PHY Type: 0x07

ERF802.11vEYSSID



fEF802. 11vIR %R} | IR E RN WME = EEMIhAE T

- WREHBEEYRE  MARKE ﬁaﬁﬂ—rF‘iiﬁﬁﬁgﬁ*”‘*/@x& , ZERBEERNEFRETEE
EAERMERNER T TUARBARERXVFERE, ZBEBEMN D , FFRERIEHE
R RZE R ENE,

MREDHE-BREBARKEIREEREAERNAE , CERREAER E%ﬁﬁﬁ%‘ﬁﬁ%ﬂtﬂy}‘ﬁ%ﬁ
Bf. BSS Max idle period RAPHE T EWAEE ( FFim Al ARG , MEIEEM ) WBERA TR
REFREBNERE. XEBBERABNEHEHERISEXIREE K Tlﬁ&miﬁﬁﬁﬂi%’i
MWEHMEMERTNE  HPBSSEAZRBHUKBEMNIEE. ’é}ﬂﬁﬁ%ﬁﬂom%i&‘ﬂ%

Frame 6321: 251 bytes on wire (2008 bits), 251 bytes captured (2008 bits)
Radiotap Header wv@, Length 36
802.11 radio information
IEEE 802.11 Reassociation Response, Flags: ....R...C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Tagged parameters (181 bytes)
Tag: Supported Rates 12(B), 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (802.11n D1.1@)
Tag: HT Information (802.11n D1.10@)
Tag: Extended Capabilities (1@ octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: BSS Max Idle Period
Tag Number: BSS Max Idle Period (9@)
Tag length: 3
Max Idle Period (1000 TUs): 97
Idle Options: @x@@
....... ® = Protected Keep-Alive Required: @
0088 B00d. = Reserved: OxB8
Ext Tag: HE Capabilities
Ext Tag: HE Operation

ZZRBSSHIEE

- WRREENSE:  EERERRERAEZBREFREREENFNMEE. EERFFIREMHRT
R EEHEZ%%(ESS)EF&J&H’JT?HE%EEEO

802.11v BSSIBEEEEELL T =BIFR T4

1. FFRNFER  EERIFNENHZA , B RALUEX802.11v BSSEREREHREHE
EXNEBN RN ESER , UREFIRFHERNERIAP , ABSSEREEFRIFHENE
, A REHBRENIREFIHNEE,

2. REFBRNEHTEHER | AFFAPER—ZHR LN EFRHZBHEFRETERTEHEUES

APJ._iﬁE’JIJJﬁm EEFRTHEBAAPEEN SR TERER , FMEREAPEBN N E S kb
EEDIERE  BEEBMERNRER17 (APILE ) ., B  #EENETFHEERRMIE —C 8
AAP | EMEE FinES T AMIER (BAIERSSIAESE , ZRAPRHEERE ) . flWn , RERERBE



R 1EAPRERENA0EFEAE, #F£/H802.11v BSS Transition ManagementZ&#1 8 |, A LAEJE
iR EHMIEEHE  APERHPEXEBBENREAPEE,

3. REBRNREMBIEFR | ERFFIHERHERFILBEIFRESHAP, B2 , REEFiK
BRT—EBHFTA , MEAPBERMUBERANANR  EEFFRNEETCMABIINAPRIER,
EBANMEFPREE, ATHRIEE , 08002HREXE—ERARE(LBENIIRE , AR
B, BEFRENSHRSSINERERZINEE YARTFinEBEUEREBI. 802.11v BSSE#ER
AR T RIEMEE , CEHNFFIRASEUSEREB , WiRHEBESNAPEE,

AR RTACERRE , EUESETEARMAMRR, FRATIMCENERE T
, EHBRERATHE , B8, RBAZXDEE , TREHRESHE,

802.11v BSSHMEEFER , EHAPEEAIEFHHAR—EEE, FRUNEEERINERES
o 9800EMRIZFIRBEH T —ERA "MAMFEREAR, NEERR  NREFEFREEENHEEAA
AREZE —EAPEREARE , RITTLURHIE FinfEbRER, SREBBCLIEHENWLANEBRERT

2% H #y S bss-transition disassociation-importingi 1T #t & o



MHEAE A

« 802.11r BSSHRFEE i1
 802.11k#BfE & 28 A1 & BY 8 k%
« 802.11{RBSS



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_802_11v_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_802_11v_ewlc.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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