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WLC Aruba CPPM
10.85.54.99 10.85.54.98

WIN16
AD/DHCP/CA/DNS/NTP
10.0.10.4

B q

10.0.10.x |

OOB 10.173.125.x/24

Vlan2: 10.93.136.52/28
Vlan21: 10.93.136.65/28

Win10 Client
10.173.125.1

AP1:9130 AP2:9130 AP3:4800  AP4: 4800
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WLAN Profile: WP_Corp Policy Profile: PP_Corp

S5ID: Corp Central Switching: Disabled
PO“C\! Tag: PT_BI"EI"ICh Layer 2: WPA+WPA2 Central Auth: Enabled

WPA: AES, 802.1x Central DHCP: Disabled

AAA: DotlX_Authentication Vlan: data (2)

AP Join Profile: APJP_Branch
NTP Server: 10.0.10.4

AP Site Tag: ST_Branch_01
MAC: 30000 XXX KXKK Enable Local Site: Off (to enable FlexConnect)

Flex Profile: FP_Branch
Native Vlan 2
VLAN: 2 (Corp)

5GHz Band RF: Typical_Client_Density_rf_Sgh
RF Tag: RFT_Branch

2GHz Band RF: Typical_client_Density_rf_2gh
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$ER1 & Aruba ClearPass Policy Manager 'Corp'{a IRE5 #T18 £/9800 WLCE E+F . BEEZE
Configuration > Security > AAA > Servers/Groups > RADIUS > Servers, BEE+Addif# A
RADIUSfAlAREF & &#. & — T Apply to Deviceiz it , 10T EFf R,



Create AAA Radius Server X

Name* ‘ CPPM_Corp

Server Address* 10.85.54.97

PAC Key

Key Type Clear Text =
Key* @

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

Support for CoA ENABLED .
O Cancel .| Apply to Device ‘

STER AL EMEREERAAA[RIREIE. EfiZIConfiguration > Security > AAA > Servers/Groups
> RADIUS > Groups , A% B 8+Add , 8 ARADIUS BR 2§48 ¥ 5 BIRADIUSAAREE R, % —
T TApply to Device, %t , 21T BT

Create AAA Radius Server Group %

Name* “ AAA_Group_Corp ‘
Group Type [ RADIUS
MAC-Delimiter ‘ none v
MAC-Fitering | none v
Dead-Time (mins) ‘ 5
Source Interface VLAN ID ‘ none v \
Available Servers Assigned Servers
' CPPM_Guest [ CPPM_Corp ’
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SRR A NBIERAEERJIxF PEE S EFTE, BEZConfiguration > Security > AAA > AAA
Method List > Authentication , AR EE+Add, K THIBRBEFRFIEBldot1x, H—THABEEZ
&, M TNEM R

Quick Setup: AAA Authentication x
Method List Name* Dot1X_Authentication
Type* dot1x v
Group Type group v| @

Fallback to local

Available Server Groups Assigned Server Groups

' radius
Idap
tacacs+
WLC_Tacacs_Servers
AAA_Group_Guest

[ oy to0evic
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£ BR1. BB Z Configuration > Tags & Profiles > Wireless , A% ER+Add. WM AEEEZHE. SSID
'Corp'H i A £ A ®YWLAN 1D,

Add WLAN x
General Security Advanced
L——

&)

[ ' AAA_Group_Corp “

—
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)

AEG®
al

i<J [

Profile Name* WP_Corp Radio Policy | Al v
ssID* Corp Broadcast SSID
WLAN ID* 3

Status ENABLED .

=| Apply to Device
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Add WLAN '
General Security

Layer3 AAA

Advanced

i WPA + WPAZ2 .
Layer 2 Security Mode + v Lobby Admin Access
MAC Filtering Fast Transition Adaptive Enab...
Protected Management Frame Owver the DS
Reassociation Timeout 20

PMF Disabled v

MPSK Configuration
WPA Parameters

MPSK
WPA Policy
WPAZ Policy 7

GTK Randomize
OSEN Policy

WPAZ Encryption » | AES(CCMP128)
CCMP256
GCMP128

GCMP256

Auth Key Mgmt ~] 802.1x
PSK
CCKM
FT + 802.1x
FT + PSK
802.1x-SHA256

PSK-SHA256

SR EMIAATER  RREZECEENS RIS EFE. R—T "Apply to Devices #
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Add WLAN x

General Security Advanced

Layer2 Layer3 AAA ‘

Authentication List

Dot1X_Authenticatior v | ()

Local EAP Authentication

C9800 — Eo R SR R HC AR
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Add Policy Profile

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

| General Access Policies

Name*

Description

Status

Passive Client

Encrypted Traffic Analytics
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

QOS and AVC Mobility

PP_Corp

Policy Profile for Corp

enagteo [

B oisaeLen

. DISABLED

N III

2-65519

Advanced

WLAN Switching Policy

Central Switching . DISABLED

ENABLED .

. DISABLED

Central Authentication

Central DHCP

Central Association

Flex NAT/PAT

=| Apply to Device

SR EBMEGAREER  ARTFHIRATES IHMBARCEFEAERENVLANSGID, Lt
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https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General ' Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O
Sl IPv4 ACL | v
DHCP TLV Caching 8]
IPv6 ACL -
WLAN Local Profiling
URL Filters
Global State of Device ®
Classification Pre Auth .
Local Subscriber Policy Name v
Post Auth v
VLAN
VLAN/VLAN Group | 2 5
Multicast VLAN Enter Multicast VLAN
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B I WLANEL B R(WP_Corp) MK E B R(PP_Corp)#% , X EMREBI RZERLSEL
WLANFIR B EEREBEE —E. LEREBEAREAER, SHEREESRGEAL , UE
BELEANNEE , ®#MEHE LBAREENSSID,

B 1.5/ | Configuration > Tags & Profiles > Tags , i##ZPolicyE & 1Z — T +Add. A KEEIE
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Add Policy Tag X

Name* ‘ PT_Branch |

Description ‘ Policy Tag for Branches |

v  WLAN-POLICY Maps: 0

Add

WLAN Profile v Policy Profile v

0 ) l 10 ¢ | items per page No items to display

Map WLAN and Policy

Policy Profile* “ PP_Corp v

] -]

WLAN Profile* “ WP_Corp . ‘

RLAN-POLICY Maps: 0

=| Apply to Device

S ER2 BR8N Bhi#Apply to DeviceiZziht , 10T EIFT Ro



Add Policy Tag x

Name* PT_Branch

Description Policy Tag for Branches

Vv WLAN-POLICY Maps: 1

WLAN Profile ~  Palicy Profile v
O Wp_Corp PP_Corp
1 10 ¢ |items per page

RLAN-POLICY Maps: 0
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Add AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS

Name* | APJP_Branch ' OfficeExtend AP Configuration
Description | Profiles for branches Local Access (%]

LED State Link Encryption %)

LAG Mode 0 Rogue Detection o

NTP Server 0.0.0.0

GAS AP Rate Limit 0

Apphost 0

C9800 - Flexs%EHR

REREFlexBEERR. B , MEREIXEM , Y EEFARAVLAN/SSIDE IR | BT LUE
RAEEARERER, & , IRELEENSIB (MVLANSE ) FE , AITUEY ZEARERR,

$B81, EEZEConfiguration > Tags & Profiles > Flex , A% EE+Add, 8 AFlexfl EfEZ BN
BH,

Add Flex Profile x

General | Local Authentication Policy ACL VLAN Umbrella
I

Name* FP_Branch Fallback Radio Shut o
Description Flex Profile for branches Flex Resilient o

ARP Caching 2
Native VLAN 1D 1

Efficient Image Upgrade 2
HTTP Proxy Port 0

OfficeExtend AP 0
HTTP-Proxy IP Address 0.0.0.0

Join Minimum Latency o
CTS Policy

IP Qverlap o
Inline Tagging o

mDNS Flex Profile v
SGACL Enforcement (a]
CTS Profile Name default-sxp-profilex

D Cancel | Apply to Device

S22 BERVLANKRGIER , REKR—T+Add. BANMA D ZHAVLANKIVLANS B
ID, APKHEFAZREAEAMRIBREESFAERE. ER—T "Save, &ift , I TEFTT.



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
VLAN Name v I~ ACL Name ~ ‘ -
0 10 + |items per VLAN Name* CorpData
VLAN Id* 2

ACL Name

v
_—
| Apply to Device

S ER3. BT 0 2hi#Apply to Deviceiziht , 10T BT Ro

General Local Authentication Policy ACL VLAN Umbrella
VLAN Name ~ ID ~ ACL Name
O CorpData 2
1 10 | itermns per

‘ = Apply to Device
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S B2 1.5 | Configuration > Tags & Profiles > Tags , i###Site B & , A% E—T+Add, WAE
EBABIRE , BEEUMNAPIMAEREESR , BUEEDEnable Local SitelE , B BEFELBIEL
HFlexBl BB R, BUHESEnable Local SitetE , #5# A Bi#tLocal Mode® X AFlexConnect. &%
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Add Site Tag x

Name* ' ST_Branch_01

Description Site Tag for Branch 01
AP Jain Profile APJP_Branch v
Flex Profile FP_Branch L

Fabric Control Plane Name v

Enable Local Site ]

] Apply to Device

C9800 - RFIRR

$EB1, BE ZEConfiguration > Tags & Profiles > Tags , i#ZERFEE , A% % —T+Add. ARFR
R ASBANRA, KTHEEFBRERAECENVRFEEER. Z—T "Apply to Devices Zift
, M BT

Add RF Tag x

Name* RFT_Branch
Description RF in Typical Branch

5 GHz Band RF Profile Typical_Client_Densi v |
2.4 GHz Band RF Profile Typical_Client_Densi v |

=| Apply to Device
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Associate Tags to AP

|

AP MAC Address™ 380e.4dbf.58%9a

Policy Tag Name PT_Branch -
Site Tag Name ST_Branch_01 v
RF Tag Name RFT_Branch -
-D e l =] Apply to Device
Bc [®Aruba CPPM

Aruba ClearPassK s E 2 83 Rl BRER ) 1AL B

Aruba clearpassEIBOVFEMRIEESXifA RS LHE , EFGUTER :

- 2{BR B W EHCPU
- 6 GB RAM
- 80 GBEiRE ( XAENMERMBLBBARTHNE  ALTHMAREHN )
ERAFFIR
BN THREATAHTR  FE-ARSEIH-FT. FEHEAEN
¥ CO800MMAR L BIRRE R MR &R IK

B ¥ Z Configuration > Network > Devices > Add , 20~ & TR,



Edit Device Details 9

_m SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: SWLC-10.86.54.99] |
IP or Subnet Address: [10.86.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: ' LAB WLC 9800

| .
RADIUS Shared Secret: [ —— | Verify:  [reesssssessesss |
TACACS+ Shared Secret: [serssssennasses | Verify: [ Tr— |
Vendor Name: [Clsco Rl
Enable RADIUS Dynamic Authorization: Ed Port:
Enable RadSec: UJ

B RCPPMEL{E FAWindows ADER B BB RIR

8 'E % Configuration > Authentication > Sources > Add, ZZE& B : FHKEHHYActive
Directory , 21T BT Ro

aruba ClearPass Policy Manager
- pashboard IY] Configuration » Authentication » Sources » Add
[EZ) Monitoring o Authentication Sources

) i
(o] Eonflaumtion < m Primary Attributes Summary
Lx Service Templates & Wizards

S Name: |LaB_aD |
= kb Authentication Description:
1 Methods P
o] sources|
1 @ Identity Type: [ Active Directory v/
£} Single Sign-On (S50) Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes
{2 Local Users Authorization Sources: ]
L) Endpoints
£ Static Host Lists
{¥ Roles [~ Select - 'v|
44 Role Mappings
B Posture Server Timeout: |_‘IO | seconds
= & Enforcement | cache Timeout: |.36(Jm] | seconds
1% Policies Backup Servers Priority:
1 Profiles
Network
+ £ Devices Add Backup

14x Device Groups
1.4 Proxy Targets

B ECPPM Dot1 Xk % IR #%
S, BUHEZERADIUSEBHEHAN "R
- Radius:IETF |&# : NAS-IP-Address | | <IP#ztit>

- Radius:IETF | % : Service-Type |FR | 1. 2, 8
TR HRNEERE  ERCESSIDEBM TR "NAS-IP-Address, , MEZWLCEBE W 2 —1&



&4, Radius:Cisco:Cisco-AVPair | cisco-wlan-ssid | Dot1XSSID

aruba ClearPass Policy Manager M
Dashboard L] Configuration » Services » Edit - G _DOT1X
i S M Services - DOT1X

“;’0 Configuration

0]

summary WETRU=IM Authentication Roles  Enforcement

13 Service Templates & Wizards

Mame; DOTIX
B ——
& Authentication Description: 802.1X Wireless Access Service
£ Methods
L3 Sources =
Q Identity Type: 802.1X Wireless
£} Single Sign-0n (S50) Status: Enabled
£ Local Users Monitor Mode: ) Enable to monitor network access without enforcement
13 Endpoints More Options: ) Authorization ] Posture Compliance [ Audit End-hosts [ Profile Endpoints [ Accounting Proxy
£} Static Host Lists Sarvica Rule
& :“:‘:SM . Matches () ANY or ® ALL of the following eanditions:
ole Mappings
Ype ame perator alue
# Po:l} i PRIg T N 0 it Val
D U
$ Enforcement e el
- : Login-User (1), Framed-User (2),
el :unrc:cs 2. | [Radius: [ETF Service-Type BELONGS_TO Authenticate-Only (8)
13 Profiles
3.
~d. Netwark -

aruvba ClearPass Policy Manager
Configuration » Services » Edit - G _DOT1X

2] Monitoring i Services - DOT1X

%Cnnﬁguratlon Summary Service Roles Enforcement

1 Service Templates & Wizards

©

(}: Authentication Methods:
- & Authentication

1} Methods

£ Sources
7 Q Identity

£3 Single Sign-On (550)

£} Local Users

{1 Endpoints | -Select to Add—- v|

{1 Static Host Lists Authentication Sources: § | [AB ADTActive Directory] |
£ Roles
11 Role Mappings
i Posture

7§ Enforcement
12 Policies
£} Profiles

2 +4« Network |—Select to Add— v
“ EEV!CESG Strip Username Rules: [J Enable to specify a comma-separated list of rules to strip username prefix
£} Device Groups —————— P N

4 Proxy Targets
43 Event Sources

E
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