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Authentication Request (Open)

Authentication Response (Open)
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Association Reguest (RSNIE,OWE-DHIE) -

> . This is used to generate
Association Response (RSNIE,OWE-DHIE) ! PME on AF and client
M1 (ANonce) . '
- M2 (SNonce MIC,RSNIE)
M3 (ANonce, MIC.RSNIE. GTK) C R

. M4 (MIC)
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RARAIAFNENEFiR, BEEARERDSBERTSIAN,

EERBEEMESSID — —ERRESSIDIAXEOWE , % —fEABRMKNSSIDAEERE.
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GUINELES R -

B E—ESSID , 451t #EE "OWE_Transitiony . EULLEHIH , WLAN ID 3, WHERHEESHIE
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n 'é‘l's'ég' Cisco Catalyst 9800-CL Wireless Controller W #  ABO TWeo Q = x| o [k

WLANs Edlit WLAN x
& VLA .
General
1 T Name T o
OWE_Transition Radia Polficy @
AR
L OWE_Transition
WE_Transisce . 3 (e e —
sifida 3 2t G |
L
* Tl |
0 [ ]
o e BHe
St el
2.4 GHz

OWEHE B R R B M X SSIDRE

53518 Security > Layer 2B &>iZ1ZEWPA3,
BASTHEZRBEEEEPMF)REALE.

E55EWPA Parameters > &EWPA3K L, #FEAES(CCMP128)Encryption and OWE Auth Key
Management.,

FEOLAEWLAN ID 4 ( FERXWLAN ) #38 % "Transition Mode WLAN ID EH,

SE745 BB Apply to Deviceo

€| 'Icluls'élcl.' Cisco Catalyst 9800-CL Wireless Controller V : # % AB & TWOCo Q = >
3 LN Edit WLAN
&
Security
T oD
Lanyer2 13
¥ i P,
» 2+ WS Static L
% 2
‘ a
» o
WRA Paramaters East Transition

Auth Key Mgmit

Protected Management Frame

o
o
- 0oODO
oo

OWEFE#a &, — OWE SSID

BIUE_ESSID , EARHIPAEEES "opens (B ) , WLANID 4 , StHEREA "Broadcast
SSID,

% B2 1582 Configuration > Tags & Profiles > WLANsABARXWLANsE H-



F25 BIBAJ AT B AIWLAN >EEHWLANSB# Topen. >#§Status£FE HEnable >TE{R
Broadcast SSIDE B A .

n 'L'I';'él;' Cisco Catalyst 9800-CL Wireless Controller v #  ABO e Q = & @
- 5 AWLANE Edit WLAN x
& TLAN ! " ’
General
—
T o
Praf o Radia Policy @
*
» Gy n
. & GH -
WLAN I 4 <ot B i
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OWEE#F =X SSID

S ER3iRE Security > Layer 2% 5| & >iZ#ZNone,
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S E5%—T TApply to Device, o
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LWEBEBEERTHRKER . —f@8&%5 "OWE_Transition, FIWPA3+OWE+WPA3EZ £ W EE 5
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n '.':L's'yo" Cisco Catalyst 9800-CL Wireless Controller Welcome ad # & ABS T"OT Q = R

WLANs
Selected WLAN: ; 0
Susus T Hame T D T ssD i T
o KARCEBE . 1 Mk
[+] L 4o
© .
Q apan L Co
[+] CBE e

OWEE#E X WLAN

HER6 MEMHWLANBRS ZFr BNV RBE EE R RBERR , WiSHERZIIAP,

Edit Policy Tag "

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag
Name* | WIfi6E_TestPolicy |
Description | Entar Dascription |

“w WLAN-POLICY Maps: 2

+ Add
WLAN Profile T  Palicy Profile T
D OWE_Transition CentralSwPolicyProhke
D OpEn CentralSwPolcyProhke
1 | 10 v |
REERE

ACLIEE :

1858 A B X SSID:

Device# conf t

Device(config)# wlan OWE_Transition 3 OWE_Transition
Device(config)# no broadcast-ssid

Device(config)# no security ft adaptive
Device(config)# no security wpa wpa2

Device(config)# no security wpa akm dotlx
Device(config)# security wpa akm owe

Device(config)# security wpa transition-mode-wlan-id 4
Device(config)# security wpa wpa3

Device(config)# security pmf mandatory



Device(config)# no shutdown

B SSID:

Device# conf t

Device(config)# wlan open 4 open

Device(config)# no security ft adaptive
Device(config)# no security wpa

Device(config)# no security wpa wpa2

Device(config)# no security wpa wpa2 ciphers aes
Device(config)# no security wpa akm dotlx
Device(config)# security wpa transition-mode-wlan-id 3
Device(config)# no shutdown

SRERECEMESR :

Device(config)# wireless tag policy Wifi6E_TestPolicy
Device(config-policy-tag)# wlan open policy CentralSwPolicyProfile
Device(config-policy-tag)# wlan OWE_Transition policy CentralSwPolicyProfile

ERRRES,

FECLILBRFWLANELE :

<tfroot>

Device#show wlan id 3
WLAN Profile Name : OWE_Transition

ldentifier : 3

Description :

Net work Nane (SSID) : OANE_Transition

Status : Enabled

Broadcast SSID : D sabl ed

[...]

Security

802.11 Authentication : Open System



Static WEP Keys : Disabled

W-Fi Protected Access (WPA/ WPA2/ WPA3) : Enabl ed

WPA (SSN IE) : Disabled
WPA2 (RSN IE) : Disabled

WPA3 (WPA3 | E) : Enabled

AES Ci pher : Enabl ed

CCMP256 Cipher : Disabled
GCMP128 Cipher : Disabled
GCMP256 Cipher : Disabled
Auth Key Management
802.1x : Disabled

PSK : Disabled

CCKM : Disabled

FT dotlx : Disabled

FT PSK : Disabled

FT SAE : Disabled
Dotlx-SHA256 : Disabled
PSK-SHA256 : Disabled

SAE : Disabled

OVE : Enabl ed

SUITEB-1X : Disabled
SUITEB192-1X : Disabled
SAE PWE Method : Hash to Element, Hunting and Pecking(H2E-HNP)

Transition Disable : Disabl ed

CCKM TSF Tolerance (msecs) : 1000

O/NE Transition Mdde : Enabl ed

O/NE Transition Mode WAN ID : 4

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Required

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200

[...]

#show wlan id 4

WLAN Profile Name : open

ldentifier : 4

Description :



Net wor k Name (SSID) : open

Status : Enabl ed

Broadcast SSI D : Enabl ed

[...]

Security

802.11 Authentication : Open System
Static WEP Keys : Disabled

W -Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed

OVNE Transition Mdde : Enabl ed

OVNE Transition Mode WAAN ID : 3

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Disabled

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200
[...]

HEWLCH , &R LABIEAPERE |, R MEWLANEAP L R B RN A PIREE
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Client MAC Address : 286b.3598.580f

[...]
AP Name: AP9136_5C.F524
AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wireless LAN Id: 3

WLAN Profile Nanme: ONE_Transition

Wreless LAN Network Nane (SSID): OAE_Transition

BSSID : 00df.lddd.7d3e
Connected For : 682 seconds
Protocol : 802.1lax - 5 GHz
Channel : 64

Client IIF-ID : 0xa0000003
Association Id : 2

Aut hentication Algorithm: Open System
Idle state timeout : N/A

[...]
Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : OW\E

Transition Disable Bitmap : None
User Defined (Private) Network : Disabled

User Defined (Private) Network Drop Unicast :

Encrypted Traffic Analytics : No

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

m BEFIATEWLC GUIREESEERR

DisabTed



B ‘vl Cisco Catalyst 9800-CL Wireless Controller : # % A B S TWeC C

Clsco

D -

General
Clients

Client Properties

~
Rt

Selected 0 out of 2 Clients

Client MAG T Pw o
0O  Address Addriss IPvE Addrass
O 479.2ec. @37l £ 192.168.1.1
D 2860.3595.5800 # 192.168.1.159 2001:8a0:1b91:1c00:d0choe 10: 7 1ed4: 1200
1 oo
vork ID Tra
B vl Cisco Catalyst 9800-CL Wireless Controlier Welcome ad # " ABNTOCT
60 View General QOS5 Statistics \TF Statistics Maobilty Histor Cal
Clients
Security Information
2% —
e -
S

Selected 0 out of 2 Clients

Clisrt MAC T Pwa T "
(=] Address Address PvE Address AP Nama
O 04292002 £
0O  2seu35985800 A 1921880159 fBDiacSboelelS7bac352  APBIIE A
1 n v .

HRAZE "Hafn. NEFiR , EfREFIERTIFMMMSSID , MAETME,

MEFR , EEEFHAXEIGEBAM ( 2 BIR10S 15 E£MiPhoneflMac OS 12 £
MacBook ) , ¥ B ReeFEEIFEMMEAZESSID , X BEFEAME,



s Proximus = 17:04 < R

Wi-Fi

Wi-Fi @

open
Unsecured Network

aprOvO <

Other...

Ask to Join Networks Notify



Client MAC Address : b44b.d623.a199
[...]

AP Name: AP9136_5C.F524

AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wreless LAN Id: 4
WLAN Profile Nane: open

Wreless LAN Network Name (SSID): open
BSSID : 00df.lddd.7d3f

[...]

Aut hentication Algorithm: Open System

[...]

Prot ected Managenent Frane - 802.11w : No

EAP Type : Not Applicable

%S HEAE
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BRTransition VLAN ( 8% &0 ) , ARREHRS
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EEBFIRMASSID , FFRWLANEREHE
5 & FIWLAN,
CRMATERAWPASETER , ARBIE
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IE , 2AIBSSIDFSSID& M "OWE_Transition

OWEE# KA SSIDER

- LERHESSIDMEZEOTA , MR FKMiZbssidEITIBIR , Qe EXFIBSSID
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2023/06/23 15:08:58.567933 { wncd_x_R0-0}{ 1} : [client-keymgmt] [14854]: (note): MAC: XXxx.xxxXX.xxxx EAP Key management successful.
AKM:OWE Cipher:CCMP WPA Version: WPA3

2023/06/23 15:10:06.971651 {wncd_x_R0-0}{ 1} : [client-orch-state] [14854]: (note): MAC: xxxx.xxxx.xxxx Client state transition:
S CO_IP_LEARN_IN_PROGRESS->S CO_RUN
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