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P | This URL for connectivity
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the client OS
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9800 WLC

Web Server

AXTEWeb5| #FE

SR1EMIBE>-ZE> WebFMHRHE K AREBELFSIHHR, REERECEHBEERIPv4tbit
MEERAREERNEE G IHEE,

N orE ERERT  AEEERAHTTPELERBECHER  NEESHTTPSERR , BIXE
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General Advanced =
Parametar-map name global
Parameter Map Name
global Banner Type @® Mone O Banner Text O Banner Title O File Name
Local-Web Maximum HTTP connections 100
b 0« Init-State Timeout(secs) 120
Type webauth v
| Virtual IPvd Address 192.0.2.1 ‘
Trustpoint CISCO_IDEVID_SU... »
Virtual IPv4 Hostname
Virtual IPv6 Address
‘Wb Auth intercept HTTPs ;
‘Watch List Enable
‘Watch List Expiry Timeout(secs) 600
v
Cancel .
CLIfLE :
<#root>
9800#

configure term na

9800( confi g) #

paraneter-map type webauth gl oba
9800( confi g- par ans- par anet er - map) #
virtual -ip ipvd 192.0.2.1

9800( confi g- par ans- par anet er - map) #

trust poi nt Cl SCO_| DEVI D_SUDI

9800( confi g- par ans- par anet er - map) #

secur e- webaut h- di sabl e

9800( confi g- par ans- par anet er - map) #

webaut h- htt p- enabl e

HER 2,8EF+ Add Y E B @ABARB[ANSI BHBERNERE, HE A KEHFREF RN
HTTP & B8 58 K BBV & ROR BUA KR T F i /] MR EWeb H 3 B R ARRER BF R ( AR BE ) -



Create Web Auth Parameter

Parameter-map name* EWA-Guest

Maximum HTTP 1-200
connactions

Init-State Timeout(secs) 60-3932100

Type webauth

= Close + Apply to Device

i SAGTBJAGN|

SR IBEFEIMNSIHYM | EGeneral EBFT R Type THIZER E S HEBRERA,

Edit Web Auth Parameter x

General Advanced £
Parameter-map name - EWA-Guest
Banner Type @ None O Banner Text O Banner Titte O File Name
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type consent ¥
Tum-on Consent with Email |
) y : Y
Type | webauth v |

Captive Bypass Portal
v e webauth

authbypass

=

Disable Success Window

Disable Logout Window P 3
%

Disable Cisco Logo &
b=l

Sleeping Client Status

Sleeping Client Timeout (minutes) 720

W

¥ Cancel ol Update & Apply

« Parameter-map name =% Bt #WebAuth5| B3 B E 2 18




« Maximum HTTP connections =HEBRE F i 2 B 5 17 B 7% 2k By X 2
« Init-State Timeout (secs) =& F i Al LLUEERWeb & 17 B B AR B R
« BBI= WebHERFH B

FIRUNREE ( INRFZ )

FAFFMA.

( TEEZEWeb5EFE )

webauth authbypass BEE HEER B =
& FimiEfRE
SSIDIER{EIPfzt , A%
EY1§9800 WLC
banner login
Username: ( BEMACHHE _— e
_ l; Accept © Don't Accept
Password: ) SFFEA T . _
© Don't Accep sername:
@) 'ﬂa% y pu%% y E\Uﬂgﬁgﬁ = Password: [

SER 4. £AdvancedBEEH |, 2 BIfE A4S E MRS L BURLMIPH 1t Bl E & AP FIPV4 b1t #Y B

Eo




General Advanced

Redirect to external server

Redirect for log-in

http://172.16.80.8/w

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac

Redirect Append for Client MAC Address client_mac
Redirect Append for WLAN SSID ssid

Portal IPV4 Address 172.16.80.8

Portal IPV6 Address KRR KoK

Express WiFi Key Type --- Select --- x

Customized page

Login Failed Page

* Cancel J

L.

=z

Edit Web Auth Parameter x

~

diaH aanoelai

|
v

ol Update & Apply ‘

HER2, 3F4MCLIEE :

<#froot>

9800(config)#

paraneter-nmap type webaut h EWA- Guest
9800( confi g- par ans- par anet er - map) #
type consent

9800( confi g- par ans- par anet er - map) #

redirect for-login http://172.16. 80. 8/ webaut h/ |1 ogi n. ht m

9800( confi g- par ans- par anet er - map) #

redirect portal ipv4 172.16.80.8

HERS. (WE ) WLCHIZBEHFHEEEMEI M. EERE RMEIB00EFE =S /FFIFHERHNER

o 11Z "Redirect Append for AP MAC Address .

"Redirect Append for Client MAC Address J

M "Redirect Append for WLAN SSID, AFFEA BT BBEEMSI M MBI EHRE@MACL, EiF
NS B | BiiEAdvanced HE , BEBFFESIBMNEHE. THANSIBE -



« AP MACHtiiit ( ##faa : bb: cc: dd : ee : filg= )
- ZEFIWMACHHE ( #%Faa :bb:cc:dd: ee : filE=K )

- SSIDE®
Edit Web Auth Parameter x
General Advanced

Redirect to external server

Redirect for log-in | htm:H'I?:HS_BD_S!we‘

Redirect On-Success | ‘

Redirect On-Failure | ‘

Redirect Append for AP MAC Address | ap_mac ‘
Redirect Append for Client MAC Address | client_mac ‘
Redirect Append for WLAN SSID | ssid ‘
Portal IPV4 Address | 172.16.80.8 ‘
Portal IPVE Address | KIXIKIXIX ‘
Express WiFi Key Type | --- Select --- v |

Customized page

oy

Login Failed Page ‘

O
Login Page ‘ |3‘ -
o
o
Logout Page ‘ |? =
u e
(]
=

oy

Login Successful Page ‘ |

CLIBLE :

<tfroot>

9800 (config)#

paraneter-map type webauth EWA- Guest

9800(config-params-parameter-map)#



redi rect append ap-mac tag ap_nac

9800(config-params-parameter-map)#

redi rect append wW an-ssid tag ssid

9800(config-params-parameter-map)#

redirect append client-nmac tag client_nac

HRIERS , BEIEFIRNEEQURLEES

http://172. 16. 80. 8/ webaut h/ consent . ht ml ?swi tch_url =http://192.0. 2. 1/1 ogi n. ht M &p_nac=&ssi d=&cl i ent _nmac

N srE BRI EIPVA L E R , S EBEN—ERFFRERE FiRIIAEWeb S B E R
FREREIHTTPAIHTTPSIRENACL , Rt B FREE[AENNALSHBEACL. MRER
EAFZEIPHIAFURL , AIK-RIFREBEURLBIESR , METETE ORI R AFE
BB EURLICE AP, BRIFEAURLEBIRER , &S EFEE NS EP PPt ut,

N B 2BEIHYRER— —ETUESEEPVARIPYG L. WebauthEHTTP. %
TPIE. BRI A A 1S B F MR A SR T R,

CLIBEEERE

A EWeb Al BR 25

parameter-map type webauth <web-parameter-map-name>
type { webauth | authbypass | consent | webconsent }
timeout init-state sec 300

banner text ACbanner loginAC

S EBWebfAl AR 25

parameter-map type webauth <web-parameter-map-name>
type webauth

timeout init-state sec 300

redirect for-login <URL-for-webauth>

redirect portal ipv4 <external-server's-IP
max-http-conns 10



FELBAAASRTE
HE ¥ webauthZiwebconsentER B B BIEX EMN S| B T T E M EREEE,

=
at
H:F
it
P

S BB 1.8fnZConfiguration > Security > AAA , REZIZZEAAA Method List, EEHT
B+ MWIESFEFMER ; R "Types RES Mloginy , MTEF R,

Configuration = > Security = > AAA |$!mnuo How »

+ AAA Wizard

Servers | Groups AAA Method List Adb Advanced
Authentication
+ Add

Authorization
Group =
Accounting Mame ~  Type ~ Type Group1 ~ Group2 ~ Group3 « Groupd ~
default dotlx graup radius NIA MIA NfA
alzlab-rad-auth dotlx group aldAab-rad NIA MNiA NIA
1 10
-]

Quick Setup: AAA Authentication

Method List Name* local-auth |
Type* login v | @
Group Type local v ®

Available Server Groups Assigned Server Groups

radius o | =
L) (&)

Idap _

tacacs+ &3 (2l

alzlab-rad [»] (v)

fgalvezm-group l;» _I

% Apply to Device

SB2RERE  RBBEHEMUEINHALEE, $HEGR Adefault , EHETypem B A
network , 1B 7R~o



AE  HAWLANSEIEZLHE  ATERAMEASTEZEEFETHE FEERESHESE
BLE "aaa authorization network default local; » EZMEMSBER R Adefault I ZE S
BB EREEABWeb B 0EFE, AP HPEE TS ENRES EEE,

> AMA s
+ AAA Wizard
AAA Method List
—
Authentication
|:’ =
Mame Type Group Type Groupl Group2 Group3 Group4
Accounting
alzlab-rad-authz network group alzlab-rad MN/A NJA MIA
wem_loc_serv_cert  credential-downlcad  local MNfA N/A N/A MIA

1 10 »



Quick Setup: AAA Authorization x

Method List Name* default |

Type* network v | &)

Group Type local v | ®

Authenticated

Available Server Groups Assigned Server Groups

radius ~ ) ~
Idap
tacacs+

alzlab-rad

A FGBEE

fgalvezm-group

i) (<) o) [

HERIN2CLIEE :

<#root>
9800( confi g) #

aaa new nodel

9800( confi g) #

aaa authentication login |ocal-auth |ocal

9800( confi g) #

aaa authorization network default |ocal

N s MEEBAHRADIUSE HBRE | SIBLTEHEIS00 WLC.EMRADIUSAREREHH
BRVEREA 1 9800 WLC EEVAAARLE, RS M ERFEHEBER Moginy RE AtypeM T2
d0t1Xo

SRIEMIEE-ZE>HEEAE, EE+ AddUEESFERAERFFMAER,


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

Add Guest User x

General Lifetime
User Name* guestuser Years* 1 -
Password* sssssnee Months* 0
Generate password
Days* (1]
Confirm sssssses
Password* Hours* 0
Description* WebAuth user Mins* 0
AAA Attribute list v
No. of 0
Simultaneous —
User Logins* Enter O for unlimited users
[ O Cancel | =] Apply to Device

CLIECE :

<#root>
9800( config)#

user - nane guest user

9800( confi g- user - nane) #

description "WebAuth user"

9800( confi g- user - nane) #

password 0 <passwor d>

9800( confi g- user - nane) #

type network-user description "WbAuth user"” guest-user lifetinme year 1
If permanent users are needed then use this commuand:

9800( config)#

user nane guestuserpermprivilege 0 secret 0 <password>

SEB4. (E ) RIBSIBHEEERE  EEBEUMEFIURHIEEACL), EEACLRAREZEH
LERESBRENEMEWebARER , ARAFBLEREER, MRAFEREER (HNZE



Webfal RE5IPH#b it SRURLIBIRES ) , 35 E M1 Bl Configuration > Security > ACL , i#1F+ Addit E & &
EZNHE; BEdenyEAERREERR , EEEOAFET.

BEEIYMACLAR AL :

<ffroot>
alz-9800#

show i p access-1i st

Extended IP access 1list WA-sec-172.16.80.8
10 permit tcp any host 172.16.80.8 eq www
20 permit tcp any host 172.16.80.8 eq 443
30 permit tcp host 172.16.80.8 eq www any
40 permit tcp host 172.16.80.8 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any (1288 matches)

Extended IP access 1list WA-v4-int-172.16.80.8
10 deny tcp any host 172.16.80.8 eq www

20 deny tcp any host 172.16.80.8 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

B & R B MR

SR 1 ERIES>EBEMEEEE> WLANs | BEHEMUEIHFHWLAN, EEREBTERE
BERMSSIDABUKAREE,



Add WLAN x

General Security Advanced
Profile Name™ | EWA-Guest ‘ Radio Policy | All v |
S5ID* | EWA-Guest ‘ Broadcast SSID
WLAN ID* | 4 ‘
Status

B2 MBAREEEMEZR MBS | 55:81FSecurity B |, WHEFE 2B EHEERESBNone, &
Layer 3SEEH , I Web PolicyE , f THIBREFEESIHEM , ABRRTHIEENRESHRE
BE, 3E  WRZHIER T BERACL , F5i#1FShow Advanced Settings , ARE T HLEEHE
BEEENACL.




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access 0
Layer 2 Security Mode MNone v

Fast Transition | Disabled v |
MAC Filtering O

Over the DS 0

OWE Transition Mode o
Reassociation Timeout

O

diaH 2RI

N | Update & Apply to Device




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Show Advanced Settings >>>
Web Policy =)
Web Auth Parameter Map ‘ EWA-Guest v ‘
Authentication List ‘ local-auth v ‘ @

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization netwaork default local”
exists on the device

O

diaH 2RI

S | Update & Apply to Device

CLIELE :

<#root>
9800( config) #

w an EWA- Guest 4 EWA- Guest

9800( confi g-w an) #

no security ft adaptive

9800( confi g-w an) #

no security wpa

9800( confi g-w an) #



no security wpa wpa2

9800( confi g-w an) #

no security wpa wpa2 ci phers aes

9800( confi g-w an) #

no security wpa akm dot 1x

9800( confi g-w an) #

security web-auth

9800( confi g-w an) #

security web-auth authentication-list |ocal-auth

9800( confi g-w an) #

security web-auth paraneter-map EWA- Guest

9800( confi g-w an) #

no shut down

TR IEMIEE-EEANEBER>REE , BIEEMN, TERXBEBIME ; BRARWER
APRIUR 7T WLANZ SR BE TR SE R ERE, fEAccess Policies & , #£VLAN/VLAN Group FHIi#
BEBIZETFRMNVLAN |, BT R,



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narme™ ‘ Guest-Policy ‘ WLAN Switching Policy

Description ‘ Policy for guest access| ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging o

SGACL Enforcement o

Default SGT 2-65519




Add Policy Profile X

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching O Pl ACL | . ‘
DHCP TLV Caching O

IPv6 ACL | - ‘
WLAN Local Profiling

URL Filters
Global State of Device @
Classification Pre Auth | v ‘
Local Subscriber Palicy Mame | v

Past Auth | v
VLAN
VLAN/VLAN Group | VLANZE21 - ‘
Multicast VLAN | Enter Multicast VLAN ‘

CLIELE :

<#root>
9800(config)#

wireless profile policy Guest-Policy

9800(config-wirel ess-policy)#

description "Policy for guest access”

9800(config-wirel ess-policy)#

vl an VLAN2621

9800(config-wirel ess-policy)#

no shut down

TRAIERIEE-EENREER-EE , ERBEBRPMONBREHEMN, EREBEE , RAEE
WLAN-POLICY Maps Ti21Z+ Add , i8Nz s Z I HWLANM KRB BER,



Add Policy Tag x

Marme® | EWA-Tag |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 | L ¢ | tems per page Mo items to display

Map WLAN and Policy

WLAN Profile* | EWA-Guest v Policy Profile” Guest-Policy v

RLAN-POLICY Maps: 0

CLIELE :

<#root>
9800(config)#

wireless tag policy EWA-Tag

9800( confi g-pol i cy-tag)#

w an EWA- Guest policy Guest-Policy

$ BB 5.8f7E|Configuration > Wireless > Access Points , &1 A EBILSSIDWAP, #REdit
APEEr | £ "TPolicys THIEREFRIEHRELNESR,



Edit AP x

AP Name™ ‘ C9117AXI-lobby ‘ Primary Software Version 17.3.3.26
Lacation™ ‘ default location ‘ Predownloaded Status NA
) Predownloaded Version /A
Base Radio MAC Qcd0.f897 . aeB0
Next Retry Time NA
Ethernat MAC 0cd0.f894.5c34
. Boot Version 1.1.2.4
Admin Status
103 Version 17.3.3.26
AP Mode | Local v |
Mini 105 Version 0.0.0.0
Operation Status Registered
) ) IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPv4
LED Brightness | g v | DHCPR IPvd Address 172.16.10.133
Level
Static IP (IPv4/IPvE) o
Tags

Time Statistics

A Changing Tags will cause the AP to momentarily O
lose association with the Controller. Writing Tag Config Up Time Odays 0 hrs 19 =
to AP is not allowed while changing Tags. mins 13 secs oy
g
=
Controller Association Latency 2mins 7 secs ;
. . s
Policy ‘ EWA-Tag v ‘
Site ‘ default-site-tag - ‘
e [ Araribe bt [l M

: =] Update & Apply to Device

NREFZEREBRZEAP , AIEMERAZEHR :

BIHA, EMIEE-ERRE>-EMR , REEEEVARKUETRERERFE, REERAPSESE
MBEETR  EERTERMNAKRENFTEAPHIEE , MEMFNAP , AR BEFHFERAP , ftTH
BEPREEYNRBER.




Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Policy
(Mandatory) (Optional) (Optional)
| WLAN Profile | AP Join Profile | RF Profile
| Folicy Profile | Flex Profile | RF Tag ¥
| Folicy Tag & | Site Tag &
DEPLOY PHASE
Apply to APs
I[Mani:!amw]l
| Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View
WLAN Policy, Policy Profile

Site Policy - AP Profile, Site Profile
| Create New

Radio Policy - Radio Characteristics



0x7B 0x73 0Ox0B Ox1E 0x46 O0x2A 0xD7 Ox8F 0x23 0OxF3 OxFE 0x9E 0x5C 0xBO OxEB 0OxF8 0x0000000a

0x0000001a 1
9800#
show pl atform software cgacl chassis active FO group-idx <group index> acl

Ac1l ID Acl Name CGACL Type Protocol Direction Sequence

16 IP-Adm-V6-Int-ACL-global Punt IPv6 IN 1

25 WA-sec-172.16.80.8 Security IPv4 IN 2

26 WA-v4-int-172.16.80.8 Punt IPv4 IN 1

19 implicit_deny Security IPv4 IN 3
21 implicit_deny_v6 Security IPv6 IN 3
18 preauth_v6 Security IPv6 IN 2

¢ 2 D AR
KA L R

WLC 98001R R K IRBAREHETIRE. BRI RERATA BE F imE AR H EIRY 85 3R,
BIFERCHE |, W EETUESHRERBA B4R EHRER B,

Mﬁ

= 8 Ak BlH S

N BBERGERE ST e R,

BT HI89800 WLCTASR I E M BRHE | AT LB BSSH/ TelnetiE# F19800 WLCL B EU TS8R ( R
ﬂ%ﬂﬂwan nﬂﬁ%EUjlﬂﬁﬁﬁﬁiqﬂ) o

SR 1BERFREARE , UEBKREERE RN H,

<ttroot>
9800#

show cl ock

SR2BBERBREENET  REFHREFEINTRFAFRERRKBF. ERTURERER
HOETARRMEER (WRE )



<ffroot>
9800#

show | oggi ng

HER 3 RBERERA T EMBREMLS

<#root>
9800#
show debuggi ng

| OSXE Conditi onal Debug Configs:

Condi tional Debug G obal State: Stop

| OSXE Packet Tracing Confi gs:

Packet Infra debugs:

I p Address Por t

N EE  MEHEIBEMEE | AEREFSEIM A R ( MACHtbiit, 1Pt ) HER
RYBR MG LSBT, ML RSB MNACERE. it , ERET T DARBRABHRY

o

SR 4 BRIEIPRAFIHAE PN maci it ERRE. WESEMACHLULRYKIELR £BHIE R
B,

<tfroot>

9800#

show | ogging profile wireless filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file al ways-on-<Fl LEN/

BAENMERERPHAR , AR ERERINE TFTP MRS,

<tfroot>

9800#

nore boot fl ash: al ways-on- <FI LENAME. t xt >

or
9800#

copy bootflash: al ways-on-<FI LENAME. t xt> tftp://<a.b.c.d>/ <pat h>/al ways- on- <FI LENAME. t xt >



RN AFENEREETEHNER

MRKER EWERBERHEZAEARMEBEREPBENFRE , ST AR R EE 1R
W TEZEFAT(RA)L B, ILERSREEERE (LWRE[/EAERmaciuit ) EBNAA
REFEREMARBRER. ERARGHEE  FRAUTIER,

HER 1. FERR A AR RS

<#root>
9800#

clear platformcondition all

FR 2 AEERNERE FIRMACH 1 BUABE R

DT HS2MRERIEMHN MAC {21t 30 748 (1800 ¥ ) . BALEFGLEFEEME
2085978494 .

<#root>

9800#

debug wirel ess mac <aaaa. bbbb.cccc> {nonitor-time <seconds>}

~ AE  ERREERZAEEFR , Y S EmacttitiE{Tdebug wireless macin o

N % mEEFREDTEERERERET | EANS B RHHEEE A EL SR,

SRIERLEERNVBEDITR,
FSRAMNMREFARIBENEZRB 2 ERZE , AFLERE

<tfroot>

9800#

no debug wirel ess mac <aaaa. bbbb. cccc>

ERREERSEHERELR 0800 WL.C EEEARMIER , SBUT :

I3

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

HBR 5 WE MAC (IEEBIRIER,  &AI# ra_trace.log @A TN MARS: , S HARERE



BRRER L,
BE RA BHIERNEHE,

<{froot>
9800#

dir bootflash: | inc ra_trace

B RERI SR MRES

<ffroot>
9800#

copy bootflash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWeek _Mont h_Day_year.log tftp://<a.b.c.d:

BIAR

<#froot>
9800#

nore bootflash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX_t i mezone_DayWek_Mont h_Day_year. | og

SROMEABREARRNTAE , FREALEF , ELARRAZRNL BFNEFERER. BFF
BRARTEFR , RARTRHACSKRELEATRFNRER B .

<{froot>
9800#

show | ogging profile wireless internal filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file ra-inter

N E ke SHEREFERENTE AR RCEkAR BIRVERME T B HHBIFE K, FFECisco
TACHE##& LA R By 20 #7118 L R Bt

<tfroot>
9800#

copy bootflash:ra-internal -<FILENAME>. txt tftp://<a.b.c.d>/ra-internal - <Fl LENAME>. t xt



BIAR

<{froot>
9800#

nore bootfl ash:ra-internal - <FI LENAMVE>. t xt

HER 7 BERAERMT,

N B ERAEHBEFENESREMBAREE.

AR E RGN

98002 HIBR AT AR KB RH & ; EWUAEERMHRHDE  IARG FTENTEE TR,
SRR 1. EBACLLUBBHABNRE. HRWebSHRRE , BB A KENEGWebARFRHIRE

, DA R B ME & FimiERH — AP E

<#root>
9800( confi g) #

ip access-list extended EWA-pcap

9800( confi g- ext - nacl ) #

permt ip any host <web server |P>

9800( confi g- ext - nacl ) #

permt ip host <web server |P> any

9800( confi g- ext - nacl ) #

permt ip any host <AP | P>

9800( confi g- ext - nacl ) #

pernmt ip host <AP | P> any

SR 2 ERERRBESIH. BAMES@DNEEFERESCRA
B o

<ffroot>

9800#

, NERIEEGIZRNYE E1TH



nonitor capture EWA buffer size <buffer size in MB>

9800#

nonitor capture EWA access-list EWA-pcap

9800#

noni tor capture EWA control -plane both interface <uplink interface> both

<{froot>
9800#

show nonitor capture EWA

Status Information for Capture EWA
Target Type:
Interface: Control Plane, Direction: BOTH

Interface: TenG gabitEthernet0/1/0, Direction: BOTH

Status : Inactive
Filter Details:

Access-list: EWA-pcap
Inner Filter Details:

Buf fer Details:
Buf fer Type: LI NEAR (default)

Buffer Size (in MB): 100

Limt Details:

Nurmber of Packets to capture: 0 (no limt)
Packet Capture duration: O (no limt)

Packet Size to capture: 0 (no limt)
Packet sanpling rate: 0 (no sanpling)

SRIFARERRBEIYERBE,

<tfroot>
9800#

nonitor capture EWA start

Started capture point : EWA

SERAGFLEERRHRIBTHY,



<ffroot>
9800#

nmoni tor capture EWA stop

Stopped capture point : EWA
9800#monitor capture EWA export tftp://<a.b.c.d>/EWA.pcap

oE , A EGUITEEE L EMBIBELR>-ERCHE Y ERENEE LEESL, ®*TH
BE & Edesktop ( R ) , BBHTTPEHEE THIIFFENER KH,

Tr ting = » Packet Capiure 4 Need help on what logs to callect for various scenarios?
Capture
Name ntartace Monitor Control Plane v Action
@ =
1 Export Capture - EWA
s
Ll Iz
virs 4 FEE BF BR

WebBEWLANKBERFFiR{TA , BItER L ERRTANENEAREEWebBREHRRITH
HVRAS R R Y BR &

HAR 2|2 25t FE HEBR

HFZHEARBIERS | FHlaMozilla FirefoxFGoogle Chrome , 22 4IER R A S T ERFH Web/E
AEXEEH., HAREREEZEFH-ARSBEBMNCE , BEHTTPEBMNEBRIURFBERNEEENA
($REE, MRERE. 518F ),

HARBERU L FERAERBEREL  WEADEMBABERLLETE -0, RAXESR T 07
#Mozilla Firefox Ut EEHARTE 2,

S B¢ 1. FCtrl + Shift + 137 BWeb Developer Tools , & & — T AR BZIER AR L ZZInspect,



C Q search with Google or enter address
&2 Identity Services Engine 2% Cisco Prime Infrastruc... @) 2504-fgalvezm @) 3504-jesuherr u Software Download - ...

| o You must log in to this network before you can access the Internet. Open network login page

(%
" Caarch wnt a nr o
ra .Y C g & Search wi e o
Save Page As...
Select All

View Page Source

Inspect Accessibility Properties

Inspect (Q)

Amazon eBay 8.8.8.8 172.16.15.18
Sponsored Sponsored

SR 2 EMEER , BEREE "2, UBEMAERRER, REERE RILFERPersist Logs5E
EBE—EsE , SRISERREENR , BFEFERBSEIFR.
0 O imspector [ Console  © Debugger {} Style Editor (7Y Performance  {F Memory [B) Storage 1 Accessibiliy 58 Application g - X

B T I aQ & I_.‘-‘!_ €55 J5 XHR Fonts Images Media WS Other [ ] DisableCache  MNoThrottings  3f
I
SR : i ' Pergist L
« Perform a request or  Reload  the page to see detailed information about netwark activity,

Import HAR File

* Click on the @ button to start performance analysis. (3

O Morequests ‘

SRIERME , MEMUERCTHMEER. —BER[E "FLRKBAEERSE  AREZEH
B =3 ##Save All As HAR.

¥ O mspector B Console [ Debugger T Metwork () Style Editor () Performance £ Memory  [B) Storage  Jr Accessibitity B8 Appiication 01 (- X

B v Il Q @® (Al HML (S5 JS XHR Fonts Images Media WS Other [ Disable Cache  No Throttling # ‘%
| Suatus Method Darmain File Initiator Type Transferred Sze ~ Persist Logs
| EE3 3 g 1721680, ! document i 75 5038

2 c6] GET H 1721680 756 8 el |
| 216802 Import HAR File
.@ GET B 1721680, consent himiswitch_urshitp:1 92,0.2.1Noginhtm|Bap_macs Dod:f8: hard 2.7B KB
| GET B 1726808 aup.h subdocument 51 KB Copy All As HAR
| GET 17216808 faviconic FaviconLoaderjsm:191 (img KB

& ;

| POST B 152020 Iogin consenthtml:3T (document)  htrnl 233 KB 2,18 KB J 2sa qn e

| @ 13 requests | 565.21 KB / 28589 KB transferred  Finish: 19182 | DOMContentloaded: 362 5

15 7 & v 3 S 4R EL



£ AWindowsHMacOSFHEXR KAV RREA H R T UEHBREB ST EF LEAHST, HARE
MTREERAERENCRHE  BEUUXRBEBRRZE Wb S HRERE.

DNSEEK :

11068 D0F1-00:28 06: 4407 364305 173 16.21.153 172.16.21.7 [ 7.3 102 8% Seandard guery BxESE3S A :-e{.dr!ee'.:-: el ol ed Budsps . mezgep. net
11069 20010936 06:44:07 373372 171.16.21.7 172.16.21.153 [ 195 STEST Standerd geery response fxeSlc A detectport refcx. com | CMAE datactporta! 1.prod sozew: .oat CHAME prod .detectportal. prod.cloudops moTgep.net A 34.107.231.8
11870 2001-0%-26 06: 4407, 410773 171.16.23.7 172.16.21.353 [ 138 5378 Standerd geery respense BxEHG A nm.: dete :9: rtak, prod.clouiops. BOTgep. ot A 34,307,320,
=
AREEMMNABTCPEFFMHTTP GET ;
444 2021-09-27 21:53:46... 172.16.21.153 52.185.211.133 TCP 66 54623 + 443 [SYN] Seq=0 Win=64240 Len=0 MS5=146@ WS=256 SACK_PERM=1
445 2021-69-27 21:53:46... 172.16.21.153 96.7.93.42 HTTP 285 GET /ffiles/vpn_ssid_notif.txt HTTP/1.1
446 2021-09-27 21:53:46... 96.7.93.42 172.16.21.153 HTTP 866 HTTP/1.1 200 OK (text/html}
447 2021-89-27 21:53:46... 172.16.21.153 96.7.93.42 TCP 54 65421 » 86 [ACK] Seq=303 Ack=1625 Win=131872 Len=0
B ER R BRES I TCPIE F :

1999 2023-99-28 9 - 63209 [N, AK] Seq
11831 2021-65-28

HETE 563 client_mace34:23:87: 402602 7835 bd=ERt- Gunsthoed irect=htta: /fumww.ms
e 34

= 1504

TR 1304

TP 54

HTTR 42 1)

TeR 51 £5209 + 8B [ACK] S6qe51B Ack=1095 WIn-130560 Lend

HTTP POSTZE E#IPLAEITERE :

13331 2023-09-28 06:44:50.644118 e %
12332 2020-09-20 04:44:50, (43688 e o PERM=1 WS=128
28 06144350, 43166 ™R 54
9-28 06144150, 667759 HTT o
72 b 58
€ 01s of a resssesbled POU]
ors reagpesbled POU)
{1 4
L 544
22 192821 54
12342 2028 172.16.21.153 (] sa
13353 20200928 06:44:50. 749048 172.16.21.153 e 56 239K = 80 [ACK] Seqessé Acke2412 Winel30560 Lensd

B h E S Y $E4

ERTERETDRIAERIERERNE L , FHALSEREEERIIEIBWeb S D 5E
SSIDHYE F iy & F i & 58 B B

802.115% 74 ELEA N

<tfroot>

2021/09/28 12:59:51.781967 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (note): MAC: 3423.874c.6bf7 Asso
2021/09/28 12:59:51.782009 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Recei ved Dot 11 associ ati on request.
Processing started,

SSID: EWA-Guest, Policy profile: CGuest-Policy

, AP Name: C9117AXI-lobby, Ap Mac Address: 0cd0.f897.ae60 BSSID MAC0000.0000.0000 wlan ID: 4RSSI: -39,

2021/09/28 12:59:51.782152 {wncd_x_R0-03}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782357 {wncd_x_R0-03}{1}: [dotll-validate] [26328]: (info): MAC: 3423.874c.6bf7 WiFi
2021/09/28 12:59:51.782480 {wncd_x_R0-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 dotll send a

Sendi ng associ ation response with resp_status_code: 0



2021/09/28 12:59:51.782483 {wncd_x_R0-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 Dotll Capabi
2021/09/28 12:59:51.782509 {wncd_x_R0-03}{1}: [dotll-frame] [26328]: (info): MAC: 3423.874c.6bf7 WiFi di
2021/09/28 12:59:51.782519 {wncd_x_R0-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 dotll send as
2021/09/28 12:59:51.782611 {wncd_x_R0-0}{1}: [dotll] [26328]: (note): MAC: 3423.874c.6bf7

Associ ation success. AID 1

, Roaming = False, WGB = False, 1llr = False, 1llw = False
2021/09/28 12:59:51.782626 {wncd_x_R0O-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 DOT1ll state t
2021/09/28 12:59:51.782676 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Station Dot 11 association is successful.

ERBE2E S NRE

<tfroot>

2021/09/28 12:59:51.782727 {wncd_x_R0-0}{1}: [cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7 Sta
2021/09/28 12:59:51.782745 {wncd_x_R0-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782785 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L2 Authentication initiated. method WEBAUTH

, Policy VLAN 2621,AAA override = 0

2021/09/28 12:59:51.782803 {wncd_x_R0-0}{1}: [sanet-shim-translate] [26328]: (ERR): 3423.874c.6bf7 wlan
[...]

2021/09/28 12:59:51.787912 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787953 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787966 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

L2 Authentication of station is successful., L3 Authentication : 1

ACLIEA, :

<tfroot>

2021/09/28 12:59:51.785227 {wncd_x_R0-0}{1}: [webauth-sm] [26328]: (info): [ 0.0.0.0]Starting Webauth, |
2021/09/28 12:59:51.785307 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
2021/09/28 12:59:51.785378 {wncd_x_R0-0}{1}: [webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6

Applying I Pv4d intercept ACL via SVM nane: WA-v4-int-172.16.80.8

, priority: 50, IIF-ID: O
2021/09/28 12:59:51.785738 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redirect-ACL = WA-v4-int-172.16.80.8

2021/09/28 12:59:51.786324 {wncd_x_R0-0}{1}: [webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
Applying I Pv6 intercept ACL via SVM nane: |P-Adm V6-Int-ACL-global, priority: 52

, IIF-ID: O
2021/09/28 12:59:51.786598 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = | P- Adm V6- | nt - ACL- gl obal



2021/09/28 12:59:51.787904 {wncd_x_RO-0}{1}:

IPEEIBTE :

<{froot>

2021/09/28 12:59:51.799515
2021/09/28 12:59:51.799716

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

2021/09/28 12:59:51.802213
2021/09/28 12:59:51.916777
[...]

2021/09/28 12:59:52.810136

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

Client |P learn successful

2021/09/28 12:59:52.810185
2021/09/28 12:59:52.810404
2021/09/28 12:59:52.810794
2021/09/28 12:59:52.810863

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

SEIBHOBMBENEEMRRE

<{froot>
2021/09/28 12:59:52.811141 {wncd_x_R0-0}{1}:

L3 Authentication initiated. LWA

2021/09/28 12:59:52.811154 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324550 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324565 {wncd_x_R0O-0}{1}:

HTTP GET request

2021/09/28 12:59:55.324588 {wncd_x_R0O-0}{1}:
[...]
2021/09/28 13:01:29.859434 {wncd_x_R0O-0}{1}:

POST rcvd when in LOG@ N state

2021/09/28 13:01:29.859636 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.860335 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.861092 {wncd_x_R0O-0}{1}:

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

[client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S IPLEARNLINIT -> S_| PLEARN_| N_PROGRESS

[cTient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[sisf-packet] [26328]: (debug): RX: ARP from interface cap

[cTient-iplearn] [26328]: (note): MAC: 3423.874c.6bf7

Met hod: ARP I P: 172.16.21. 153

[epm] [26328]: (info): [0000.0000.0000:unknown] HDL = Ox0
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000
[auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

[client-auth] [26328]: (note): MAC: 3423.874c.6bf7

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
[webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000

Aut hc success from WebAut h, Auth event success



2021/09/28 13:01:29.861151 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [26328]: (note): Authentication Success.
2021/09/28 13:01:29.862867 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Aut hentication Successful.

ACL:[]
2021/09/28 13:01:29.862871 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7

Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_DONE

B ARUNAREE :

<tfroot>

2021/09/28 13:01:29.863176 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7 ADD MOB
2021/09/28 13:01:29.863272 {wncd_x_R0-0}{1}: [errmsg] [26328]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_

Usernane entry (3423.874C. 6BF7) joined with ssid (EWA-Guest) for device with MAC. 3423.874c. 6bf7

2021/09/28 13:01:29.863334 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute :bsn-v
2021/09/28 13:01:29.863336 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : time
2021/09/28 13:01:29.863343 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : url-
2021/09/28 13:01:29.863387 {wncd_x_R0-0}{1}: [ewlc-qos-client] [26328]: (info): MAC: 3423.874c.6bf7 Cli
2021/09/28 13:01:29.863409 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [26328]: (debug):

Managed client RUN state notification

1 3423.874c.6bf7
2021/09/28 13:01:29.863451 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RUN
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