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Foreign-9800 WLC
Mobility Tunnel
Anchor-ssid

Anchor-9800 WLC
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n

EMA9800 LERAAA

EHBHAAL , BEEEFNERADIUSHIRR LR ERMACOA. EAAEREHTK
Configuration>Security>AAA>Servers/Groups>Servers>E BAdd iz &t


http://Building%20Mobility Tunnels on Catalyst 9800 Wireless Controllers
http://Building%20Mobility Tunnels on Catalyst 9800 Wireless Controllers

Create AAA Radius Server

Marne®

Semver Address* XXX

PAC Key

Key Type Clear Text -
Key* | e
Confrmkey* | e
Auth Port 1812
Acct Port 1813

Server Timeout (sec

Retry Count

Support for CoA ENABLED
- | -
[ D Cancel |_, Apply to Device

REZEEVMARSRAE , AR T EENRRIFIAAZES, LRERE
Configuration>Security>AAA>Servers/Groups>Server Groups>+Addiz 5 .



Create AAA Radius Server Group

Name* ‘ CLUS-Server-Group ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter | none v |
MAC-Filtering | none v |
Dead-Time (mins) ‘ 1-1440 ‘
Available Servers Assigned Servers
- CLUS-Server -
ENj N =]
L<] L]
(2] ]
- L] .| L[]
El Apply to Device

B#E , Y —{Bauthorization 5 5B E ( HRCWATFESMBMEL EZEE ) , HPEA AWK , BEASE. $L—@E
BRAEP I ) BR AR AR AT 18 B e 5 R E

It Bt & 7£ 1tk BE 52 X Configuration>Security>AAA>Servers/AAA Method List>Authorization>+Add



Quick Setup: AAA Authorization

Method List Name* CLUS-.QumZ—Mem-Lisi|

Type* network

Group Type group

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups
Idap |2
tacacs+ z
ISE1 —
| b ]

E‘l Apply to Device

(L& ) ERAERES LFEMRNRARFARLRZIRSEEFE, TUENATNERYKREE
:Configuration>Security>AAA>Servers/AAA Method List>Accounting>+Add




Quick Setup: AAA Accounting

Method List Name® CLUS-Acct-Meth-List

Type* [ dentity ]

Available Server Groups Assigned Server Groups
[radius -] = E:LUS Server Grou;:\_] . —
Idap 2] L=
facacs+ 1 1
£ A

ISET L e
5] ]

Le] . ]

HEWLC LA BWLAN

EMAWLC LRI MEEWLAN, ME EHWWLANEZAAR, 22 BIEAmaciBE , WEER L
—SHRESEBE, iARETE Configuration>Tags & Profiles>WLANs>+Add F5E &%



Add WLAN

General Security Advanced

-
Profile Name* CLUS-WLAN-Name Radio Palicy Al -
S51D* CLUS-SSID Broadcast S5ID
WLAN ID* 2

Status enasLen )

D Cancel Apply to Device

Add WLAN

General Securi Advanced
Layer2 Layer3 ADA

Layer 2 Security Mode None v

Lobby Admin Access

Fast Transition Adaptive Enab...

MAC Filtering -

Over the DS
OWE Transition Mode

Authorization List” | CLUS-AuthZ-Meth-1| I

Reassociation Timeout 20

Apply to Device

FESMEBWLC 22 37 5% e 15 (R A8 3R A R A AR
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Add Policy Profile

Access Policies

General

MName*

Description

Status

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

A Configuring in enabled state will result

e 1 > AU Y I R SR> SR>+ T

Advanced

QOS and AVC Mobility

CLUS-Policy-Profile

n loss of connectivity for clients associated

WLAN Switching Policy

with this profile

7~

Policy Profile for CLUS Central Switching

=0

. DISABLED |

@ orsasLED J

Central Authentication

Central DHCP

Central Association
Y

enasten

ensslen [

IIIJ

enasten

ENABLED
.J

Flex NAT/PAT

2-65519

@ oisasLeD

[El Apply to Device

£ 'Sk, BB L, CWARZAFEHAAAABEZENMRADIUS NAC, NMRELEERBUGTAEBEE |, B

U ERARZBE.



Add Policy Profile

Genera Access Policies QOS and AVC Mobility

WLAN Timeout Fabric Profile v

Session Timeout (sec) 1800 mDNS Service v
Policy

dle Timeout (sec) 300 Haispal San .

dle Threshold (bytes) 0

User Private Network

Client Exclusion Timeout (sec) || &0 s
Status

2uact | AN Saecsion Timeout
Guest LAN Session Timeout Drop Unicast

DHCP Umbrella
Pvd DHCP Required Umbrella Mot Configured v

Parameter Map

Clea

DHCP Server IP Address

Flex DHCP Option enasLeD )

for DNS

[. IGNORE ]
AAA Policy i
y R .
Allow AAA Override L bt i e
MNAC State o VLAN Central Switching
MAC Type RADIUS v Split MAC ACL v
Policy Name default-aaa-policy x| v Air Time Faimess Policies
Accounting List CLUS-Acct-Meth-béi v 2.4 GHz Policy v
y ; olic

£ "Mobility s R3|ZE L , FBOIRE Texport anchory BEUSTHR , MERASHEWLCH WBIHRE
Erh, BRYE "EATELE. . FIE WBERMERMScECENTHEE

Add Policy Profile

Pty A Fees

Aomilabbe [(O) sobacted {7}

Archor B Murvc e B2 Ao By

RTBEAPEALRBEEER  CEERURKERALSEERINEEARNAP,

ERVRKEZEE , 55 ZE Configuration>Tags & Profiles>Tags?Policy>+Add



Add Policy Tag

Name™ CLUS-Policy-Tag

Description Policy Tag for CLUS

v WLAN-POLICY Maps: 0

WLAN Profile v  Policy Profile v
0 10 w

Map WLAN and Policy

WLAN Profile” CLUS-WLAN-Name ¥ Paolicy Profile® CLUS-Policy-Profile| I

RLAN-POLICY Maps: 0

-]

EE B LLEN RS EAP , FEIRE>-RRE>EH> MG, ME TRRAP, ZENER
FFR | SRR ERRTE ERRIFNAP,




Tags

Palicy | CLUS-Palicy-Tag _v]

Site v

RF .!

Changing AP Tagl(s) will cause associated AP(s) to reconnect

(==

E#HEWLICLEV RHERER

B S ZWLC Web Ul, 74259800t Configuration>Tags & Profiles>Tags>Policy>+Add T 7 M SR Bk il Big 3R, FERILE
BHREADRELNRMEESERMACE , BBEBEMNLIREERN.

Etlﬁgﬁiﬁﬁ%ﬁ ,EERE TEHE, BRIAR, FOELEMELIREE, Fi8  LERMERSRZEERILT
BiEi

Mt : REEHERKEKPSLEEMREBIIWLAN, NREAERY , $EHBAME, NREEHEWLC ELNAPEA
HENWLAN , FREERVY 3 —RARARER.



Add Policy Profile

Genera Access Policies QOS and AVC | Mobility I Advanced
Mobility Anchors

II:x:mrt Anchor I
Static IP Mobility (Il osasieD |

Adding Mobility Anchors will cause the enabied WLANE ro momentariy

disable and may result in loss of connectivity for some clients.

Available (1) Selected (0)
Anchor IP Anchor IP Anchor Priority
ﬂ 192.168.160.16 >

EFBEm&9800 LNACLERE

BETR, BREAEMA800 LBV EMEGMACLARE, ABNREXFTER , RATREACLERARRENMEIWLC, K
—WERRECHENE K YAE-LKE, WEEWKRE LA TEE, B8443 LWISEFHR , X H "R IEREMAR,
HACLEEARKE R "T#AL WRE , EUFFERERENRA, DHCPHIDNSHEACLH &K E BN T BB,




Add ACL Setup

1Pvd Extended

Rules
Source Tyf
Destination
Pro h
L a DSCI
-
Sequence -~ Source ~  Source ~ Destingtion ~ Destination - Source ~ Destination
i Action  ~ P Wildcard P Wildcard Protocel Port Port DSCP ~ Log
D deny any 192.168.160.99 wcp MNone eq 8443 Mone Dizabled
O oo pasmit any any D None Mone None Disabled
1
b v
E Apply to Device

B ISE

RE—SIRBCWAEREISE, WAXNARSZSREER , B ROERFEARI A AR BEMHEFM
E.

HISEL , £FBRURERBEER. TREORERBRBENEHREEERERNVRERE
, #§9800 ( /AEB ) E R ELEFIEEISE, YBUFEAELEBNBHUBTAMRE,

ERVRERERR , 35EZEPolicy>Policy Elements>Authorization>Results>Authorization
Profiles> , A% 1% — TAdd. BRIREMFHEERBIA "access_accepty , ARBREEGEIEE/
AVP (Bt — BE¥ ) . HACWA , EERACLMEEBURLESEY |, (BEtb o] LUEX BN
VLAN DNEFERERE. FEEE , ACLEBREE/NIBME 800 LM EFHEMACLE BT
[T



<« & A Not secure | 192.168.160.99/admin/#policy/policy_slements/policy_elements_permissions/policy_elements_permissions_authorization/policy_element

"Gy ldentity Services Egine  pome ) Context Visibiity  » Operations » Administration  » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements
Dictionaries  » Conditions

Authorization Profiles > test
» Authentication L
Authorization Profile

+ Authorization * Name | CLUS-AuthZ-Profile-15E] |
I Authorization Profiles I Description | 2

Downloadable ACLS *Access Type [ACCESS_ACCEPT | I
» Profiling Metwork Device Profile e Cisco | w | 653
» Posture

Service Template

» Client Provisioning Track Movement [ ;

Passive |dentity Tracking

* Common Tasks

\ioice Domain Permission

¥| \Web Redirection (CWA, MDM, NSP, CPP) i
Cenfralized Web Auth - ACL CLUS-ACL Value | Self-Registered Guest Portal (¢ v]

R LFEBRE—ELZE BRRRINREREEREAIBBCWANE Fik, At , —&%H
SRR UEEAMABR BB RN ERE 3 7 € F 48 U4 8 1D 420X (Y SSID I FE AR SR AR L A
R, B, ARZAEAUERE-H , Qit, MREFE-LFERREFLLNGE , ERGH
Emh %,

ERVREEE , FEZEPolicy>Policy Sets , AR HBRER L AN +1Ril, BT REE , LERE
HEE s TRMEBSM, RANHMABES NEEIMEN, WEMATNIHEEE (EREAR
FNHEBE |, FFEEPolicy>Policy Elements>Results>Authentication>Allowed Protocols ) » 3
ERBEB IR E DB +/F5R,

et idemty Sendces Engine akcliry Opers =

Home  » Context Vinldlty  » Operatons

HWRILREERE , §XEISERERAMABE , ©iRBEBILRIERE, WK , L7 SUHIE =W vk
IDICE AR | U ERIBERHWANERTRNER, LARESTES  TURESFSA
Ao



Conditions Studio

Library Editor
mab Wireless_MAB
— [ . Set to 'ls not'
PE0=xelEFERECLOE=
EE wired_MAB
|:5 @ Wireless_MAB @ New AND OR

ERMEF , BUXK, SOBBRBUTUEMABLBEREE , BEEAFEERDREFUAERA "R
mAy  WAFEFWERNEESNRERMARTIERSE,

Policy Sets = CLUS-CWA-Pollcy-Set Resstan Hitcourts 1 Resst T save ]
Stats  Policy Set Mame Descrigticn Condtians Al Protocels | Server SeqUence  His

‘I c

¥ Aushorizatio ey i1

REEMRIFRKR  FECREXRKPEIMMERA, LEEE EEXBGACL, ARLIEFEES
post-auth#R B ETEED , #&pre-authii BIMEIKE, R HORFBAUSTEEEBBHERNERE
. URMER , MEMMELEAN , MASERXRYLFIL, MBMFPEEAEAN , MSEETBE
WERENEETOMNESMRIJFA, KEFSREREAEISSIDRE R IUSIDAEITE |, SUE
EBEEAERMAIWLANE TR F,



Palicy Sets = CLUS-CWA-Palicy-Set m

Stales  Policy Sal Name Description Condilions Allowed Prolocols | Server S

':J: a Ok ALCRSS
¥ Authentication Palicy (2)
¥ Authonzation Policy - Local Exceplions
¥ Auitharzation Policy - Global Exteptions
W Authonzation Policy (4)
Resulls
+
Stats  Rule Name Condions Profiles Security Groups
B Hetwork Access UseCase EQUALS Guast Flow
@ AN = CLUFS-Post-Auth + -
B Fades Caled-StationdD ENDS_WITH CLUS-S5ID
i G Rades Caled-Station-I0 ENDYS_WITH CLUS-5SID
@ A o WLAN AND LU SE + +
) =) CLUS-F + +
DesAc +* +

RERKECHE , FEEBHISERR800 ( AZ ) , MEISEREEEATHEIES. EMUE
Admin>Network Resources>Network DeV|ce>+'4=$)HTo BEEAHEGA. REIPut (FEAHFIAH
AREEEFME ). BARADIUSERELAEE., ISELHH FH%&%MZEEEQSOOLE’Q%FH@&%IE
e, BRILERES AR, fMERER , B—T "X, RRTFERE.

dsco ldentity ServiceSEngine  pome 1 ContextVisiblity  » Operations  » Policy

» System  » Identity Management » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

 Metwork Devices § Network Device Groups  MNetwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM » Location Services
<]

MNetwork Devices List > JAysNet

Network Devices

Default Device —
* Name || CLUS_Net-Device

rity Seftin
Device Security Seltings Descitpiion |:
IPAddress | *IP I192.158.160.D | |

* Device Profile | % Cisco| ~| &

Software Version :I

* Network Device Group

Location |4 Locations |_Set To Default

IPSEC [ng [ set To Default
Device Type |4l Device Types | Set To Default

« RADIUS Authenfication Settings

RADIUS UDP Settings
Frotocol RADIUS

Eﬁred Secret ......._.J | [ Show |

Use Second Shared Secret [] &

| Show |

CoA Port | 1700 | | Set To Default

RADIUS DTLS Settings (i

R# L AEEREFHREGANCEAEEBANBRHEIZAET , URBEMME T EEHEAR
o Lt {ETEAdmIn>ldentity Management>Identlty>Users>+AddTm:ﬁJZ , WHERERIERIE
submit, EEISEWPFIEHMEE—# K ERTHEERN , BEEXEAELhRT , EELRREENE
&,



‘ascs  ldentity Services Engine Home  » ConlextVisibiity  » Operations  » Policy ini » Work Centers

» System § - ldentity Management » Metwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

| «ldentities  §Groups  External Identity Sources  Identity Source Sequences  » Seftings
I

MNetwork Access Users List = New Network Access User

¥ Network Access User
Latest Manual Metwork Scan Results

- |
*Name [ CLUS-User _J

Status Enabled ~

Email |

¥ Passwords

Password Type: | Internal Users hd

—
Password Re-Enter Password

* Login Password

Enable Password | | | | Generate Password | i

* User Information

cassese | U eeeeeed | [ Generate Password | i

First Name | |

Last Name | |

* Account Options

Description |

Change password on next login O

¥ Account Disable Policy

O] Disable account if date exceeds | 2020-07-17 (yyyy-mm-dd}

* User Groups

-
-

|Se|ect an item

G

€

ERE i B BIAireOS WLCHI Catalyst 9800



Foreign-9800 WLC /[ N\
Mobility Tunnel

Anchor-5520 WLC

\\3 Anchor-ssid

Catalyst 98005 & il (B
REROHENRNSREE , kB "EREWLCLEY RBEERSE B

i 3EAireOS WLC ERIAAAR B

B ¥ Security>AAA>RADIUS>Authentication>New , #§ @ REFFTIEEIWLC, #FIERMARETIPHaE,
AE\FAZECOA,

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS WELF  FEEDBACK Home
Security RADIUS Authentication Servers E@

Auth Called Stetan 1D Type (AP MAC Adéresa:SSID v

Vi AT Ky e (Desigred for FIFS cuntomaers and reguires & key wrap complant RADDUS server)
HAC Demter Hypher -
Framed UTY 1300
Phtwnrk Tunnel Seree e i
Mansgesest Proxy  Index Address{Tpvd/ Ipvi]) PSec Skatus

k Local EAP 5 T

3 | seconds
Advanced EAP . —
* Priogity Order Hacs, t Bl enatie
» Cortificate — T e
¥ Access Control Lists Tl -
Wiireloss Protection A Pravi
3 Poliches R B OnnG e
Phec
* Web Auth

AireOS WLC L FYWLANE it



EEEITWLAN , sEZEWLANs>Create New>Go,

EEGREEAM. WLAN IDFSSID , AZEE "Applys o

MONITOR  WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELF EEEDBACK

WLANSs WLANSs

* WLANs Current Filter: None [Change Filter] [Clear Filter) @
WLANS

» Advanced

|:| WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

Saye Corigerstion.  Pmg  Legeut Beivesh

ANs  CONTROLLER WRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLANS > New

e = T—

b Advanced Frefie Name CLUS-WLAN amme
580 (T
o T v

EERMEEEABRREHBHERE, £ "Generaly HE L , MRERITEREISEFRAVPHER |, &
ALHBELEEFiHFEANNE. ETR , 8i1ESecurity>Layer2% 5| % , W CEE9800 L EAH
MLayer 2 Security EEEIRA "MAC Filtering. -

Siye Confguration  fing  Rogout Befresh
A Homa

Cemace ] [Caesy ]

MONITOR  WiAMs CONTROLLER WIRELESS SECURITY HANAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLANs > Edit 'CLUSWLAN-Name"
T Gemerad [ _secerity ]| gos | policy-Mavsing | advanced |
» Advamoed Layer 3 l AAA Servers |

np—
HAC Fitering®

Fast Tranaition

Fask Travatan =)

Labby Admin Configuration

Loblsy Admin Aooess

B £ B ESecurity>AAA ServersEH , W ASISERREFFXEA "Authentication Servers, . %K
FEEIRMAREE . RETMAET, BUHEDR "BUAHL ELETREIR,

cisco MONITOR  WiANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK
WLANS WLANS > Edit "CLUSWLAN-Name® EI

T | Gonerol (S ) o5 | Policy-Mapsing | Advanced |

» Advanced Layer2 | Laver3 @

Sebect ARA servers below o averside use of defaslt servers on this WLAN
RADIUS Servers

RABIUS Server Overnrite wteface | IDnabied

Apshy Ciste 196 Delaut Settng Eeabled

Serie Gervers

Erabied
e 3 [19-192.123.180 55, Part: 1813 2

e felleficfclic

RADIUS Server Accounting

Imtariom Ligate

MERWLANEEHEF | BE "Advanced, EEI A "Allow AAA Override , 4% "NAC
Statey EA "ISE NAC,



Saye Cofiguration  Bieg  Legeut Befesh

HONITOR WILANS CONTROLLER WRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANs WLANs > Edit "CLUS-WLAN-Name' e ]
 WLANs
b Advanced
nnnnn
D Server Geemde
Swson Tmeost (secs) DHOF Addr, Assgrment Rrqured
Aronet DE ] P
I ol T 5 Ensbied
Managessent Frame Protection (MFP)
Craabied - MER Chent Provecten £ [ Dpticnal ¥
Eenaties 120 DTIM Poriod {in beacon itarvals)
Timgout Vaken (sec
2 02158 {1 - 255) 1
Ensbied 202.11b/g/e (1 - 255) [1
bed -

Maimum Slswed Chents Per A9 Badss [ 200 eI

Eear Hotlpet Contguation Erabied Load Balancing and Band Schect

BERIETEEEEC S L, EEHTIIRE , FREWLANSEHE , YR EEWLAN>BEHEHS
BIMWERIE L, A "Switch IP Address(Anchor)(3 1P 1iE ( i’”%ﬁ ) )1 BRES Tlocaly , R
T "Mobility Anchor Create #%ift, FE#RFEREREEIRFORA TR,

MONITOR  WLANs CONTROLLER  WJRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANSs WLANs
* WLANs Ciirpent Filter: None [Change Filter] [Clear Filter] [Create New v
LAN: —_— =
¥ Advanced
] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
O1 WLAN CLUS-WLAN-Name CLUS-S5ID Enabled MAC Filtering
Mobiliy Anchor:
—rm
Farsign Map:
Service
Advertiemint
| Hobpot 10
WLANS Mobllity Anchors
w AN
WL
B el T ———— b cCosten 1 Path Peiar
tacal 0 a

10218806018 ¥

#Z£AireOS WLC EEE@ACL

IERAIreOS WLC LB REXEE, EEEVENEMACL , 7 EU?ISecurity>Access Control
Lists>Access Control Lists>New. # AACLEZE ( T%EM\ZEEEAVPEF{% B TBICE ) , ARE
Z "Apply o

HONITOR  WiAs COMTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP  FEFDBACK

Cema) CEsr]

Access Control List Hams:

ACL Tvee Wirvs IR

BE , B—TRIZIWACLHEE, &—T rﬁﬁ%ﬁﬁﬂ'ﬁ i, E2AireOS WLC ERY98002 %l 25
TE , BULAAHIZEISENREREAEN , MEZTEED, FEFRBERTAFFDHCPH
DNS,



Save Configuration Logout  Refres|
v ve Config Ping  Logout R

CISCO MONITOR  WLANs CONTROLLER W]IRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK i Homg

<Back | [ AddNew Rule |

Security Access Control Lists > Edit [
* AAA
General General
- RADIUS
Authentication Access List Name CLUS-ACL
Accounting
Fallback Deny Counters 5
DNS
: T_\ci‘“;ll_‘mded i Seq Action  Source 1P Mask Destination 1P/ Mask Frotocol Source Port Dest Port DSCP_ Direction  Mumber of Hits
,
LDAP 0.0.0.0 / 193.168.160.99 /
Ucall Mok lsers L Permit 0.0.0.0 255.955,355.255 TCP Any 8443 Any Any 273 2
el i 152.168.160.99 0.0.0.0
= Disabled Clients S Permit 255'25 5'2 55'255 d 0'0'0'0 / Tcp 8443 Any Any Any 566 -]
User Login Polides — = B
AP Policies
Pasaword Policies
b Local EAP

Advanced EAP
¥ Priority Order
b Certificate

* Access Control

Access Control

ECEISE

CWAISE

ISE9800ISE
Policy>Policy Elements>Authorization>Results>Authorization Profiles>+Addaccess_acceptAVP — CWAACLURLVLAN ID

ACLWLCWLCACL

&« G A Notsecure | 192.168.160.99/admin/#policy/policy_elements/policy_elements_permissions/policy_slements_permissions_authorization/policy_element

Identity Services Engine Home + Context Visibility » Operations + Administration » Work Centers

Policy Sets  Profiling  Posiure  Client Provisioning | = Policy Elements
Dictionaries  » Conditions

Authorization Profiles > test

» Authentication L.
Authorization Profile

~ Authorization * Name | CLUS-AuthZ-Profile-15E] |
Authorization Profiles Description | P
Downloadable ACLs *Access Type [ACCESS ACCEPT | I

» Profiling Metwork Device Profile |4 Cisco| » | &

» Posture Semvice Template

¢ Client Provisioning Track Movement i

Passive |dantity Tracking ;

* Common Tasks

) Voice Domain Permission

¥ ‘\Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth M ACL | CLUS-ACL Value | Self-Registered Guest Portal (¢ » |

CWAMABIDSSID
Policy>Policy Sets+MABPolicy>Policy Elements>Results>Authentication>Allowed Protocols +



Chek oty 1 63 VHDERY $88UD D mat thow B sgan

Frofing  Fostwe  Clent Frovaionng o Folcy Elemants

Policy Sets
States  Policy Set Name Descnption Condtions Aligrared Profoccis / Server Sequence Hits. Actions  View
£ 4 >
Dtaun Metwark Access R 0 - »

@ Detmn Defat polkcy sel
o

ISEMABIDWLAN

Conditions Studio

Library Editor

Wireless_MAB

mab
@ Set to 'Is not' @
PF0aseREBFERECLO@ER

Wired_MAB @

I: B wireless_MAB ®

New AND OR

MABID

C3ck hent o 20 vis Gty $#uD Do rol thow TS agan

I € ©

Policy Sets = CLUS.CWA-Policy-Set
Alkrwed Frotocats | Server Sequence Hits

Fobcy Sats | Froing Foste  ChentProvekonng  » Poscy Elements

Stats  Policy Set Mame Descrgcn Conations
Do Padwork Acouss = - [ )

@  cLUSCRR Pkt

W Authentication Policy (2)
Use Hits  Actions

+  S@ws  Rule Name Conations
g ~ ~
CONTINGE .
’ @ QUSuAR-Condtion B | wretess_uae -3
11U B
CONTINUE
If Process tal
DROE
o - L "
AX_Usee_ID_Stoees w
] ]

* Oypacns

¥ Autnorizancn Pobcy - Local EXceplions
¥ Aushorization Policy - Giobal Exceplions

¥ Aunoizaticn Bolicy (1)

ACLpost-authpre-authSSIDIDWLAN



Palicy Sets + CLUS-CWA-Policy-Set

Stales  Policy Set Name Descripticn Conaitions Allowed Prolocols | Senver S

@  CLUS-CWA-Polcy-Set

B wreiess_mas Dttt Htwork Accais
¥ Authentication Policy (2)
¥ Authorization Policy - Local Exceplions
» futhorzation Policy - Glooal Exteplions
W Authorization Policy (4)
Resulls
+
Stag  Rule Name Condtions Profiles Security Groups

B Metwor Access UseCase EQUALS Guast Flow
@  Postows AND = CLUS-Post-Auth + et Hon -
O Rades Caled-Suton-ID EMDS_WITH CLUS-SSI0

E  Rades Caled-Station-I0 EMDS_WITH CLUS-55I0
@ MAB. o WLAN AND = ELUFS-Auth Z-Profle15E e et -
(=)

Fli AuthZ ) Radis Callod-Siabion i ENDS_WITH FLEX.CWA =« CLUS-Flex_CWA * et o N -

Dot = DemyACeess +* et Bon ~

ISE9800ISEAdmin>Network Resources>Network Device>+.IPRADIUSISE9800

sl Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

» System  » Identity Management | ~Network Resources + Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

= Metwork Devices | Network Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

Network Devices List > JAysNet
Network Devices

Default Device pre——
* Name || CLUS_Net-Device

Device Security Settings -
ooscton ]
1P Address  v| *IP: l 192.168.160.0 | | =)

* Device Profile |34 Cisco| » &

Software Version :l

* Metwork Device Group

Location [a]l Locations © | [ set To Default |

IPSEC [Ng © | [ Set To Default |

Device Type [all Device Types & | [ Set To Defauit |

= RADIUS Authentication Settings

RADIUS UDP Settings

Frotocol RADIUS
Eﬁreﬂ Secret

Use Second Shared Secret []

CoAFort | 1700 | [ setTo Defaul |

RADIUS DTLS Settings (i

Admin>ldentity Management>ldentity>Users>+Add ISE



et Identity Services Engine Home  » ConlextVisibiity  » Operations  » Policy || e B » Work Centers

» System § - ldentity Management » Metwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

| «ldentities  §Groups  External Identity Sources  Identity Source Sequences  » Seftings
I

- Metwork Access Users List > New Network Access User

¥ Network Access User
Latest Manual Network Scan Resulis

- |
*Name [ CLUS-User _J

Status Enabled ~

Email |

¥ Passwords

Password Type: | Internal Users hd
o
Password Re-Enter Password
* Login Password | sesssss | U eeeeeed | [ Generate Password | i

Enable Password | | | | Generate Password | G

* User Information

First Name | |

Last Name | |

* Account Options

Description |

Change password on next login O

¥ Account Disable Policy

L Disable account if date exceeds | 2020-07-17 (yyyy-mm-dd)

* User Groups

|Se|ect an item

EAireOS WLCE4 &8 , Catalyst 9800 2B , BHLENEZR
MREFHEAIreOs WLCH A/ IEFIEE , AIRERE 25HEE , AERMEEZR,

1. AAARCHRTESR N FE SRS E5ER , HIL9800R BECIRT B E , MAiIreOS WLCHRUA fEiRIL IS
@ISE.

2. AireOSTERHETIB00MFAREEHF . ERIEEEERSD , 0800 TSR FME , BE&EF T
PELH MR A

3. BEEEM R , EAreOS WLCHE A & i [E H /98008 , R ARAIRERNIB R , REE
EWLANGREEE B, Hitt , 9800& A5 #EAireOSEIX M WLANEL B2 & B A BIWLANE B8
BEBNRKEEERE, ERTEAIreOS WLCHIE /9800 WLCHE , REIWLC LARIWLANZR
EEBBA800 LAY RRIFRERE A BLAL IR,

E

EEHF800 WLCEWMERE , FHTHD

- AAA



Show Run | section aaa|radius

- WLAN

Show wan id <wl an id>

- REEEESR

Show wirel ess profile policy detailed <profile nane>

- REERR

Show wi rel ess tag policy detailed <policy tag nane>

- ACL

Show | P access-list <ACL nane>

- REEAENNBDERERE

Show wirel ess mobility surrmary

EEFEAreOS WLCEHEE |, FETH S

- AAA

Show radi us sunmary

Mgt : RFC3576 2 CoARt &

- WLAN

Show WLAN <wl an i d>
- ACL

Show acl detail ed <acl nanme>

- BEENSEENBHURELEE

Show nobility sunmmary

REREGF

BEBEEFREXBERELNE , MEHBREFERTE, fli0, WRWLCHREARMEMAB LHISEWE
2k  AEFmGEHRE "Policy Manager State : ( SRESEESARAE : ) 4 Associatings # "
BrEeELD#EE. EEEERT , ERSHENARBHD[ETREYR , TEFAWLCHISEZE
HRERERAEMME M., B —E&HFEMABEKIIER , EEAERIEVREIEHREE, £
EEERT , CEERRABEAVPHRIEEQI K HEAREFin, FEFTERETHE | SR
RE M ERACLAARES b, I AR5S HE AR G0 A B 4l S A 19 53 5 (EFBRBEAEFIHY
[EHERRIEEENZE )



WMEFZHREIS00 WLC L HEBRCWARI EBY |, 552 B Cisco Liveli& RDGTL-TSCENT-404

Catalyst 9800 FEHEBR ¥ FA
EFURARA

show wireless client mac-address

FHEERER TRREERRE, . "EFREES-HORITLFEL . "BEBAG. .
A FEGUIRY TEZ#E, (Monitoring)> "& Fif .y (Clients) T EI L&A
PR B R E

fECLIFR |, B BRE#monitor capture <capture name> , AZRBEE LR R,
FEGUI L i 1E 58 B HE #7 >3 B i EL>+Add

RadioActive iR it

#ZCLIE

debug wireless mac|ip
FERAZG TR EHELE, ERGFE#HE|bootflashF & B'ra_trace"WIER+P | REBLHEF
IRHIMACEL P 1t LA K B BRI A

EGUIL , 3| "Troubleshoots > "Radiative Trace, > TAdd. . ¥iBE FimfymacsRipibit , B
Eapply , A& HiEstart, THXBREBRE , FILERH, ERAFEKETHIEHNEE,

AireOSHFEHEER B R
EEHREMER

£ CLI_E show client details <client mac>

HGUIBRE>E Stk L

#eCLISEER

Debug client
Debug mobility handoff

Debug mobility config

8ER’H

{5 F19800#2 #2518 2 B E5E
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