{5 FHISE&C {B Catalyst 9800 WLC iPSK
B8

&

B R

RATH

FRRIPSKR{TE TEEWMESR
¥ E9800 WLC

ISE #H 78

Ll 373

9800 WLC.E HY 5 # HF 7
BEBRISER &

s

AN BEERIOB00EARLANIR 428 i BiPSKZ£WLAN |, ¥ #8 ERHSEEARADIUSHBRES

o

D ERAF

B/R
AERERECHEIB00 EWLANIEA AR | BAABRARERLNEE,
BRA T

- #1717.6.38Cisco 9800-CL WLC
- Cisco ISE 3.0
AYRHETERBEEERTREANEBNRY. XREAINTERBERDER (R
) FAERER R E), MREBNFEKEEF , FRARLEFBITMET TREKNEE,

BRAFIPSKRE , THESHESR

BRENALASRPSKZLMRBAMAERNEFiREAERNER, ENESERERERE
MEREXARR  EMEXRZLRANAERENERSE. BRIRERNERBRERR
PSKAGWEN , EREXSHEMEEAE K AAMSREREFTEENN BT EBRFEHN
B o

£ & 3PSK(iPSK) , ZERADIUSfAIBRZRAVE B T~ R [E —SSID LB A A ERE L —AIFAH
A&k, LWEREHRREEFRRETIEdIXFHRE K BEEEEZ2NERENSHRES
ENERBREA. REFRNAERE , LWLANERREEHRPSKWB TLMEE., MRHP—
BPSKEZR/E  REZFENEANERTEZEENHPSK, ERFIWLANWEGREETZFE,



Traditional Vs Identity PSK
Traditional PSK |dentity PSK

SSID= Demo
Q0000000

b SSID= Demo
Q0000000

= O iE o

PSK= Cisco123
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#£ Configuration > Security > AAA > Servers/Groups > Servers T , #$ISE#T8 ARADIUS{ iR 2] :

Configuration = » Security = > AAA

+ AAA Wizard
Servers [ Groups Add Method List AdA Advanced
+ Add
Servers Server Groups
TACACS+
Name Y Address T Auth Port Y Acct Port T
LDAP
|[:] ISE_iPSK 10.48.39.126 1812 1813
1 10

£ Configuration > Security > AAA > Servers/Groups > Server Groups T , 23 RADIUS{al iR 2548 3
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Configuration = > Security= > AAA

+ AAA Wizard
Servers [ Groups AAA Method List AAA Advanced

Servers Server Groups
TACACS+
Name Y Server] Server 2 Server 3
LEAS | O ISE_iPSK_Group ISE_iPSK NJA NiA
1 10 »

£ TAAA Method List, ZE5|ZE&H |, B3 —{BAuthorization/5E , E+# "Type, B "network_
, ™ "Group Types & "group. , EEH EBIEIARADIUSHARESEFAE -

Configuration= > Security~ > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication

Name T Type Y Group Type Y Groupl Y Group2 Y Group3 Y Groupd T
Accounting

|D Authz_List_iPSK network group ISE_iPSK_Group T MIA N/A

REGKREMERN , B UBBKERIEES "identity A% H 16 —RADIUSH AR 25 4E R 7€ K

Configuration~ > Security = > AAA
+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication

+ Add
Autharization
Mame T Type Y Groupl YT Group?2 Y Group3 Y Groupd i
|D Ace_List_iPSK identity ISE_iPSK_Group NfA MIA MN/A

1 10 »
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#£Configuration > Tags & Profiles > WLANs T , B3 —E#HIWLAN, EHE2EERET :

. BRAAMACIBIE It #& Authorization Listi8 E A Z BI 2 M KB E

- f£Auth Key Mgmt T~ Bt PSK
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Add WLAN x

General Security Advanced

Layer2 Layer3 ABA

Layer 2 Security Mode WPA + WPAZ  « Lobby Admin Access O
MAC Filtering Fast Transition Adaptive Enabled
Authorization List* Authz_List.. v | (D Over the DS O
F}mtemed Management Frame Rca SSDEiat ion Timeout 20
MPSK Configuration
PME Disabled v
MPSK (]

WPA Parameters

WPA Palicy ()
WPAZ Policy
GTK Randomize O
OSEN Policy O
WPA2 Encryption AES(CCMP128)
O cemp2se
O acmei2s
O cempass
Auth Key Mgmt (O 802.1x
PSK
O easy-pPsK
O cokm
O T 802.1x
OFr+psk
O 802.1x-SHA256
O psk-SHA256
PSK Format ASCII v
PSK Type Unencrypted v
Pre-Shared Key* ] *

A LA7EAdvancedEEB TERFEA ERSE. & HERTE AAllow Private Group Al o5 F @ —PSKHY £
AEMEBHA , MEATRPSKHEREGHMAEL



Genaral SECUrity Advanced Add To Policy Tags
Covirage Hole Detection
Alronet IE @ (W
Adverrtize AP Mame O

P2P Blocking Action

Allow Private Group «

bdutticast Buffer

f£Configuration > Tags & Profiles > Policy T , 2 #HVREEELEE R, TEAccess Policies® 5|12

P
B cceen

B, RELWLANGEARIVLANSVLANEHE :

Add Policy Profile x

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility
RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O
WLAN Local Profiling
Global State of Device ®
Classification
Local Subscriber Policy Name | v
VLAN
VLAN/VLAN Group | VLAN0039 v

Multicast VLAN

fEAdvancedEEF , BUAAAA Overridedt #38Accounting/B & ( MR ZBIEEIL )

l Enter Multicast VLAN

Urivisrsal Admin O
OKC
Load Balance O
Band Select O
IF Sowrce Guard o

Advanced

WLAN ACL

PvaACL |
IPv6 ACL |
URL Filters

Pre Auth |

Post Auth |;




Add Policy Profile X

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
WLAN Timeout Fabric Profile O
Session Timeout (sec) 1800 lé'rr:g éllf,; al O
Idle Timeout (sec) 300 mDNS Service v
Policy
Idle Threshold (bytes) l 0

Client Exclusion Timeout (sec)

Guest LAN Session Timeout O

60

Hotspot Server

User Defined (Private) Network

Status )

DHCP Drop Unicast ()

IPv4 DHCP Required O DNS Layer Security

DHCP Server IP Address DNS Layer " Not Configured v
Security ‘ o
Parameter Map

Show more >>>
Flex DHCP Option
Policy for DNS

Flex DNS Traffic

Allow AAA Override Redirect

NAC State O WLAN Flex Policy

‘ fault-aaa-policy X v |
Policy Name | defautt-aaa-policy x v | VLAN Central Switching O
Accounting List | Acc_ListiPSK v | ® % Split MAC ACL o= Selec v

f£ Configuration > Tags & Profiles > Tags > Policy T , BE{RWLANE BB ZEZ VR BER

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.

Configuration* > Tags & Profiles~ > Tags

Policy Site RF AP

Mame* default-policy-tag
Policy Tag Name
Description default policy-tag
[O setautt-polcy-tag | 4
1 10 » |items per page

v  WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile T

| O wLaAN_iPSK Policy_Profila_iPSK

1 10 4 |items per page
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#£Configuration > Wireless > Access Points T~ , BRI BB S EAR S AT H LEBWLANKEA
L

Edit AP

General Interfaces High Availability Inventory ICap Advanced Support Bundle
General Tags
AP Name* AP70DF.2F8E.184A ‘ Policy default-policy-tag v
Location* default location ‘ Site ] |
Base Radio MAC 5001.8004.eea0 a CefaiNI~ag v
Ethernet MAC 70df.2f8e.184a Wiks Tag Cantigita. alo

ISE %8

WEERENBRBEZEFRMACHIEEREBEPSKH S X, £Administration > Network Resources
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= Cisco IS Administration - Metwork Resources Q @ @ @

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MNAC Manag

I Network Devices Jatw & 1 » New Notwork Device
faul <
Dafwit Bavics Network Devices

Device Security Seftings

Description

1P Addrass Ly 10.48.3 L- -] v
* Device Profie
& Cisco @
Madel Name
w
Software Version
~
* Network Device Group
Locion
All Locations £ Set To Default
PSEC
~ Set To Default
e
Al ~ Set To Default

~ RADIUS Authentication Settings

prolocol  RADIUS

* Shared Secret

Show

£ Context Visibility > Endpoints > Authentication ~ , Fi8EFZIiIPSKIBRNFIEEE ( BEF ik
) BIMACHb 31 -

= Cisco IS [ ontext Visibility - Endpoints ‘ Q ® 8 @&

BYOD Compliance Compromised Endpoints Endpaint Classification Guest Vulnerable Endpoints Hardware

INACTIVE ENDPOINTS g o AUTHENTICATION STATUS &g = AUTHENTICATIONS [coE s NETWORK DE
Fallure Reason  Idanilty Store  idantity Group Locatlon  Type

No data available

No data available.

w i 1

D Export * Import Filte
MAG Address Status IP Address Username  Hostname  Location Endpoint Profile Authentication Failure Re...  Authentication ..  Authorization P..
b4 MAC Address Siatus = IP Address Username Hoatname Location Endpoint Profile Authentication Fallure Reason Authentication Polic Authorization Polic
I DB:BE:AC:27:8 DEb s | Location. Unkaawn - MAB Baszic_Authanticate

f£Administration > Identity Management> Groups > Endpoint Identity Groups T , %31 —1{@E = %@
B KERAEDBHLEEM. ARTLUESEEREAFEATRENPSKER IS,



= Cisco ISE

ldentities

identity Groups
=

= )

1 Endpoint Identity Groups I

1 User Identity Groups

= Cisco ISE

ldentities Groups

Identity Groups
=

=

» 3 Endpaint Identity Groups

¥ 1 User Identity Groups

= Cisco ISE

|dentities Groups

ldentity Groups

=
=
& iy
» B3 Endpeint Identity Groups
» 3 User Identity Groups

External Identity Sources

External Identity Sources

External ldentity Sources

| Administration - ldentity Management

Endpoint Identity Groups

Name
O Android

O Apple-iDevice

Identity Source Sequences

Settings

Description
Idantity Geaup for Profile: Android

Idantity Graup for Profile: Apple-iDevice

Administration - ldentity Management

1 » New Endpaint Group

|Endpoi nt ldentity Group

Identity Source Sequences

Identity_Group_iPSK

Settings

BYAR 6 CHEEUUREIEERE. EEEEUNE , RRE-T

Administration « Identity Management

Identity Source Sequences

Endpoint Identity Groups

-+ Add B Deee
Namae
Epson=Device

GuestEndpoints

| ] Identity_Group_iPSK

tininar-Moulre

Settings

Deseription
ldentity Group for Profile: Epson=Device

Guest Endpoins dentity Group

Ity Fronn for Brafils: bininer-Peira

o 8 Q @ 2

Selected 0 Towl 18 £
Al L~
Fiy Mo Q @ LA

Cancel

TWmEEl

Selected 1 Total 19 3 {3
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= Cisco ISt Administration - ldentity Management Q @

il
1

ldentities Groups External Identity Sources Identity Source Sequences Settings

» Igentity_Group_iPSK
Identity Groups

=) Endpoint Identity Group

| * Name dantity_Group_iPSK

Endpaint Identity Groups |

User ldentity Groups

Reset
|dentity Group Endpoints Selacted 0 Towl1 ¥ 4
@ Romove
MAC Address Static Group Assignment Endpoint Profile
| O OB:BEAC:2T:85:7E | trug Unknown

f£Policy > Policy Elements > Results > Authorization > Authorization Profiles T , 2 3 # AV R EE
BEER. SEMRER

access Type = ACCESS_ACCEPT

ci sco-av-pair = psk-nopde=asci i

ci sco-av-pair = psk=

HRULAERTEPSKEBEERAER , ERATRENPSK av-pair2 i — B INFE R, EILERIE AT L
ELEACLAMVLANEEZ HAi 5| &,

= Cisco ISk [ Policy - Policy Elements |

Dictionaries Conditions Results
—
»

Authentication

o)
&)

2 Mew Awhorizatian Prafile

Authorization Profile
Authorization

| | Authorization Profiles | "y Authz_Profile_iPSK

Downloadable ACLs

Access Type
Profiling » ! ACCESS_ACCEPT w
Posture
Metwork Device Profile 2% Cisco w8
ElantErouinsnisg Service Templata

Track Movemeant
Agenless Posture

Passive Identity Tracking



~ Common Tasks

DACL Name

~ Advanced Attributes Settings

Ciscoicisco- av-pair ~w  psk-mode=asci e

~ Attributes Details
Access Type = ACCESS. ACCEPT
ciscor-av-pair = psk-mode=asdi
cisco-av-pair = psk=Cdc0123

#£Policy > Policy Sets T , 2 —{E#T Kk, ERREFIHITARIEE , £RAUTHRE .
Ci sco: ci sco-av-pair EQUALS ci sco-wW an-ssi d=W.AN i PSK /1 "WLAN i PSK" is WLAN nane

Conditions Studio

Library Editor

Cisco-cisco-av- pair

(¢[=[o]a]e[z[=]e|=]a]r|c]1|0]:]+) k _
| | - 1= 1 | | | Equals o cisco-wlan-ssid=WLAN_iPSK
Catalyst_Switch_Local_Web_Aut Set to 'ls not' Duplicate
hentication =
Switch_Local_Web_Authenticatio NEW AND OR
i W

A BT A iR AE R C B E R %,

= C(Cisco ISE Policy - Policy Sets & Q & 8 &
Policy Sets Reset Reset Policyset Hitcounts |

Allowed Protocols | Server Sequence Hits  Actions  View

+) Status Pollcy Set Name Description Conditions
)
)
Cisco-cisco-av-pair EQUALS cisco-wian-
i t_iPS) Default Network Access (= 0
-] Poliey_Set_IPSK S Jefault Network Acce: {6} >
(-] Dofault Detfault palicy set Default Network Access  {F 10 g@} »

B—T "Policy Set ( RK#EE ) 4 TAANECHRASHBHIEYNPSKREERE !



Reset Policyset Hitcounts

Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions  View
-,
i Cisco-cisco-av-pair EQUALS cisco-wian . Y
[ Palicy_Set_IPSK E o AVEANL [FS Default Network Access 7 {@}

# {RAuthentication Policyz% £ % "Internal Endpoints

Policy - Policy Sets

= Cisco |5}
cy Sets— Policy_Set-iPSK Reset Reset Policyset Hitcounts m

Allowed Protocols | Server Sequence  Hits

Status Policy Set Name Description Conditions
')
|8}

(] Policy_Set-IPSK =] Radius-Called -Station-1D ENDS_WITH WLAN_IPSK Default Network Access - 1]

~+ Authentication Policy (1)
Status  Rule Name Conditions Use Hits  Actions
L0
Internal Endpoints
e Default 0 {é}
2 Options

#Authorization Policy T , AEEFERAEEEY —EHFRA. ERFEG  BFEA .

I dentityG oup- Name EQUALS Endpoint Identity G oup:ldentity_G oup_i PSK I

"ldentity_Group_i PSK'" is nane of the created endpoi nt group

Result2 2 812 M iy Authorization Profile, T{RDefault Rulef A& B $E [@DenyAccess,

Q @ @ @&

Policy - Policy Sets

= Cisco IS
's)
Q.
nternal Endpoints
@ Default ) a {t::}}
> Options
» Authorization Paolicy - Local Exceptions
» Autherization Policy - Global Exceptions
= Authorization Policy (1)
Results
Status Rule Name Conditions Profiles Security Groups Hits Actions
8]
L
- X cn  IdentityGroup-Name EQUALS Endpaint Identity " ==
] Authz_Rule_Group AroupHdenity_Grous IPSK Authz_Profile_iPSK Select from list {@}
[} Defaul )| ces Select from list a {@}

NRBEEAESEETENER K MAREVEZRRECENERENSRR , AITTURIER
BERARYER AL -



Radi us- Cal i ng- St ati on-1 D EQUALS <client_mac_addr >

BHEE : MAC{Iit % FEAF AT FEWLC EAYAAA >AAA Advanced > Global Config > Advanced
Settings FE¥E. EATRHIH , FATFT "— .,

= Cisco ISE Policy - Policy Sets it Q @ B@ @

Internal Endpoints

*> Options

» Authorization Policy - Local Exceptions

» Autherization Policy - Global Exceptions

~+ Authorization Policy (1)

Results
+) Status Rule Name Conditions Profiles Security Groups Hits  Actions
Radlus-Calling-51ation-1D EQUALS 08-BE-AC-27-
] Authz_Rule_Single k L = Authz_Profile_iPSK Select from list {@}
85-7€
o MdentityGroup-Mame EQUALS Endpoint Identity S ——— .
[ Rule_Group1 O Goinaasrtiarsin s Authz_Profile_iPSK Select from list {E}}
(] Default DenyAccess Select from list 0 {@}

RiERE LNRAFERAFZHMSIBREEERE EEERANER, —ERFHANRAUR

1. BN ERAE R
RS  WLCEESAPNBERABETISE, EAF—RAUBENEAEERA—FERE , M
F—ENENERAEFERATRNER. W7 Configuration > Security > Wireless AAA Policy ™
B bk IhaE,

Edit Wireless AAA Policy

Policy Name* default-aaa-policy
NAS-ID Option 1 System Name v
NAS-ID Option 2 AP Location v ‘
NAS-ID Option 3 Not Configured v

2. BIRRE S THITICR

EUHRAF K FEBWLCHREALEMRERERER. EANEEEAECHEMMNERTE
BB TR, 17 Configuration > Wireless > Wireless Global T~ Bt £ 15t 25 & % 5,



BRISELHNEB I E , FSBISED MERETF M.
BRTREIMZES®I , ARREREES02.11EBMEER , At T2 T RISEIREI HMAAABE T
, IACLBRVLAN id.

RER: AR

9800 WLC L Y &% it HF 7

EWLCLE , WEKSFMREIFSER BRI AZEEE, ATAEWLC Web M E K FREDERR > BEEB
BMTERILRE, FEEFIRMACHIL  RAKRYERZHBE., ®—T "Generates LB
RYTH :

lroubleshooting = > Radioactive Trace

Conditional Debug Global State: Stopped

MAC/IP Address Trace file
74da.38f6.76f0 debugTrace_74da.3816.76f0.txt &
1 20 v

BEE®NRA:10S 14FAndroid 105 = F # _t fiPhone 1t BB 48 B8 B 5 A BEMmacitt it , L THAE
AReE T2 P HIPSKE B, BHERIIIECEA |

MERFEERTEABAIEE , TUEZEEWLC LIRS BHEE, 7ETroubleshooting > Packet
Capture ™ , #igHHEE., FRBERT , WLCHEAKREENHETAMERADIUS AAABHA, 1R
WLCEREfAER , A EEEX/EMNE100 MB:


https://community.cisco.com:443/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456

‘

Edit Packet Capture

Capture Name™ ‘ iPSK ‘
Filter= | any v |
Monitor Control Plane o
Buffer Size (MB)* | 100
Lirnit by™ l Duration .| ‘ 3600 secs ~= 1.00 hour

Available (4) | Search Q| Selected (1)

(@) vian3sg €

(@) GigabitEthernet1
(@) GigabitEthernet2

(@) GigabitEthernet3

(@) vian1

v b

RINETEMRIBANEREAXNERNTHBUOTEFT. FALWiresharkiBiEaFiBIE H L& Fim#Y
FrEMHEERS :

i p.addr ==
M vicpeoppeap
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

aAmg®@ CREBReEF i SEEaQa B
[ Jip-2dar==10.48.38.134 | eapol || bootp
Ha. Time Source Destination Protocol Length Source Port  Destination Part Info
1 ©.008800 18.48.39.212 18.48.39.134 RADIUS 438 56248 1812 Access-Request id=123
2 B.9l4007 18.48.39.134 19.48.39.212 RADIUS 224 1812 56248 Access-Accept id=123
3 B.2e0e00 18.48.39.134 18.48.39.212 RADIUS 224 1812 56248 Access-Accept id=123, Duplicate Response
4 5.944995 Cisco_24:95:8a EdimaxTe_f6:76:T@ EAPOL 283 5247 5253 Key (Message 1 of 4)
5 B.9e5084 EdimaxTe_f6:76:f@ Cisco_24:95:8a EAPOL 213 5253 5247 Key (Message 2 of 4)
6 8.eel1e87 Cisco_24:95:8a EdimaxTe_f6:76:f@ EAPOL 237 5247 5253 Key (Message 3 of 4)
7 8.884998 EdimaxTe_f&6:76:f@ Cisco 24:95:8a EAPOL 191 5253 5247 Key (Message 4 of 4)
& 4.318043 18.48.39.212 19.48.39.134 RADIUS 569 56248 1813 Accounting-Request id=124
9 9.913992 19.48.39.134 198.48.39.212 RADIUS 62 1813 56248 Accounting-Response id=124
18 @.ee8aee 18.48.39.134 198.48.39.212 RADIUS 62 1813 56248 Accounting-Response id=124, Duplicate Response

BEBRISE M

BRHSEN T EMEH R M 2B ASEE , ZEEMARE > RADIUS > BIRARE T, AILUE
BAAEFimAIMACHE 4 E T iRID) MUPHEETER, FREENISERSTREEBEAK
FERNEZFMEN . BREFinhEERNISERRE



Cisco ISE

Live Sessions

Misconfigured Supplicants

0

O Reset Repeat Counts Ty Export To v

&3 Refresh
Time Status Details  Repe Identity
X w identity
Aug 19, 2022 08:04:20.5... a 1 08:BE:AC:27:8...
B Y 08:BE:AC:2T:B...

Aug 19, 2022 08:04:13.3...

Operations - RADIUS

RADIUS Drops

0

Endpaoint ID

Endpaint ID

OB:BE:AC:27:85:7E

sow Q@ (@ @

Client Stopped Responding Repeat Counter

0 1

Rafrash Shaw Within
Never ~  Latest 20 records ~  Last 3 hours w
% Filter v @
Endpoi Authenti Authori; Authorization Pro...  IP Address
Endpaint Pr Authenticath Authorizatic Authorization Profiles P Address
Unkdwa Palicy_Sat.. Palicy_Set... faB0:eB64:6E
Unknawn Palicy_Sal..  Palicy_Sel..  Authz_Profila_iPSK
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