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Add ACL Setup
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Protocol L]

=]

Source
~  Source IP

0 -

+  Wildcard

~  Destination

Wildcard Protocol  ~ Port

FRAMRIEERT , FEPLogERM A , AREEA,

S ER5 18 H 687 B30 # ##Apply to Device.

i Apps My Personalddmin WorkAndWac Webhons Shifts Comemunity [

Add ACL Setup

~  Destination -

HTTS Wir TAx WL DHA LAE

[Py d Extended

Destination
P Wildcard v Port

Source -

Source ~ Destination ~

Port DSCP ~ Log -

E Apply to Device

Home Lab WhBU AC

Destination -
Port

HACLEMIER B E EHMIACL



SB1EBIFHFlexBBEE R, EEConfiguration > Tags & Profiles > Flex, ZZ#i8,

SR2 B ABBIMAOEAP, Lt , FEREAREBVLAN IDRAPRKEMEERHVLAN ID,

Add Flex Profila

BYEE | A Office-ExtendE X B , ARIFN T L EEUAERENE | BIEEAPIIARBERF
25 R % N 27 th SR E Al

HER3. 2 Policy ACLEEIEFEAJD, IWEMSACLHEIREERLEAIRKE,

Add Flex Profile

Local Authentication Palicy ACL VLAN Umbrella

Pre Auth URL  ~
ACL Name ~ Central Web Auth  ~  Filter

o HomeOffice_ACL Disabled

i Apply to Device

i BRI R RRBEFFIMAC ACLE R

FR1EVYWLANREE, BEARRGIF , BEASE HHomeOfficeISSIDMWPA2-PSKE £ 14,

SER B KRMEERERE, EEConfiguration > Tags > Policy, A% 1&#FAdd, 7EGeneral T , FE{RIt
BREREREEPRMRAER , MU T RAIPAR



Add Palicy Profile

General

WLAN Switching Policy

Central Switching [enasien [
Central Authentication ENABLED .
Central DHCP ennsee i

erypted Traffic Analytics DISABLED Central Association |. DISABLED

CTS Policy Flex NAT/PAT
nline Tagging
SGACL Enforcement

Default SGT

% Apply to Device

S ER3.7EPolicy Profiled , BZEAccess Policiesit A ZEFARBAREEERVLAN, FRHERSEE
EEMLLVLANE T8 IPAL it

Bl Gisco Catalyst 9800-CL Wireless Controller Welcomeadmin | # % B £ W @ & Q g

o
P it Policy Profile %

Access Policies

RADIUS Profiling 8]
Sttus - PolicyProfle Nam : AN
[= ] T HTTR TLV Caching a IPyvd ACL -
o © HomeOfficePoliey | 110 11y Caching o
- IPvE AC
B i v6 ACL
WLAN Local Profiling
o © URL Filters
o @ ®
Pre Auth

Post Auth

2 Cance ] Update & Apply to Device

SBAEEAPLEEAIFOBRE , EEREREWLANLEA TDCHP Required, & AJfEREER{ 2
WLANRBIE(EY & F ik $11TDHCP, & LAfEAdvanced B T #Policy Profileh B tbiEIE, BAR
Y5 #21Pv4 DHCP Required, TEWLAN Flex Policyz&E T , #£Split MAC ACL T Hi# BE Fi&E 2 2 &l
BIYWIIFOMAC ACL, BRIZERIEE -



‘deeh  Cisco Catalyst 9800-CL Wireless Controller Weicome aaiy 4 B & WO Q c3

T Cdit Policy Profile x
die Threshold (bytes) -

o
User Defined (Private) Network
Ci =]
Status Policy Profile Mam| Status o
o ® A gt Guest LAN Session Timeout o O st o
o @ Homaolﬂceﬂtﬁsc.: DHCP
o ® Umbrealla
o ® | prm——— Pvd DHCP Required i ok Cortaaed
Parameter Map
o (] e DHCP Se IP Address -
1 . ex DHCP Opticn | enasten [l
r DNS -
ONE Traffic INORE
AAA Policy Recirect -
| Allow AAM Override Q I WLAN Flex Policy
T g VLAN Central Switching @
default-asa-policy x Spiit MAC ACL HomeOffice_ACL
A i
" @ Air Time Faimess Policies
2.4 GHz Palicy -
5 GHz Pohcy
| D Canc 55 Update & Apply to Device

BYEE : Apple IOSE FinEEEDHCPR A FEREZEIES(DNS) , UES HIRREER T

HEWLAN S R 2 52 i 0 R 4 3R

£ E21. 182 Configuration > Tags & Profiles > Tags. fEPolicy & HiZZEAdd.
TE2MAERRBNER , RBREWLAN-POLICY MapsHE T i&EAdd,

HER3. EWLAN Profile S h3ZE FiZIZWLAN profile , A#Z#Policy Profile T i 2 fiZ#2Policy
profile, EBIFARET , ARBERATEE,



Add Policy Tag

Mame*

Description

' WLAN-POLICY Maps: 0

Map WLAN and Policy

| HomeOthee

. I Policy Profile®
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C AP0 A S R 458 3R A % SR R AR ARG Y B B

£ B%1.EfEConfiguration > Tags & Profiles > AP Joiniti#Z#EAdd, BMAZHE, & , BUUKA
SSHUAAFFHEITHFELERR , YENERTEEREHER,

HEB2 &2 Configuration > Tags & Profiles > Tags., £ "Wh%, HEPIEE "HiE, .

SR MAVMERNER , BUBED "RAS IR, | RABRRTILEENEE "APIIARER
.M "FlexBLERER, (ZHIEUN ). RREAILE,

Add Site Tag

Fabiric Control Plane Name

| Enable Local Site
Cancel

(=] Appty to Deviee

1 SR AR ) 35 RE AR B DN U488 A R

BIET  RBEERE—IXEE1EAP, EZEConfiguration > Wireless > Access Points, BZEEHR



BIARERLENAP , RREERERLZRR. EREFURATES

B il Cisco Catalyst 9800-CL Wireless Controlier Welcome somin | 4 W [B & W @ T Q @

AT - o x
R T s Boot Version
v All Access Points Admin Status EEEN

Number of AP(s): 1 AP Modea
i 0.0.C
Ope ¥ Regi
AP
AP Mame . Model IP Config
APSI20_ACETIC  CH120AXI-/
d& B | LED State CAPWAP P 1
1 10 =
¥ I = 2 .28

Stz 6 o
5 GHz Radios st
Time Statistics
Tags
2.4 GHz Radios i
Jp Tirmee

Dual-Band Radios

Country Podicy

LSC Provision

A ERBEETIRGESR , MEAPHEWLCERBIRER LAERESHBNIP/EHE, EWNE
BEREENAPES "SR, EX .



Edit AP *

Garneral Irberiac es High Sxailnbality I bory BLE Can A ncid

K Managarmenl [P Addeess (IPydIPvE]

Py Lonkroliar SWLC-0300=-01 2. 168.1.15

Sacondary Cormroilor

Tartaey Contnofor

AR Tadcnent Diesnly L "
| T Caneal | |- i Updste & Apohy b Desicd

BIE2 : IIRIE AR REE ZEAP. Efii EConfiguration > Wireless Setup > Advanced > Tag
APs, EEFURIBYNER K AREEZE "ERIEE, .

RF oatauit-rt-@g

Changing AP Tagis] wil catrse sscociated ARYs! fo reconnect




APE R B I £ A TR E BRI AWLC,

B

R LUBIBGUISICLIBRE R E, ERCLIFHNEREE

ip access-list extended HoneOffice_ACL
1 deny ip any 192.168.1.0 0.0.0.255 | og
2 permit ip any any |og

|

wireless profile flex HomeOfice_Fl exProfile
acl -policy HoneOf fice_ACL

of fi ce-extend

|

wireless profile policy HomeOfficePolicy
no central association

aaa-override

flex split-mac-acl HomeOffice_ACL

flex vlan-central -sw tching

i pv4 dhcp required

vl an defaul t

no shut down

|

wireless tag site HomeOriceSite
flex-profile HoneOffice_Fl exProfile

no local-site

|

wireless tag policy HonmeOf ficePolicyTag
w an HoneOf fice policy HoneOf ficePolicy
|

w an HoneOffice 5 HomeOffice

security wpa psk set-key ascii 0 XXXXXXX
no security wpa akm dot 1x

security wpa akm psk

no shut down

|

ap 70db. 98el. 3eb8

policy-tag HoneOf ficePol i cyTag

site-tag HoneOliceSite

|

ap c4f7.d54c. e77c

policy-tag HoneOf ficePol i cyTag

site-tag HoneliceSite

|

EEREAPRE -

eWLC- 9800- 01#show ap nane AP3800_E1. 3EB8 confi g general

Cisco AP Nane : AP3800 E1. 3EB8

Cisco AP ldentifier : 0027.e336.5a60

MAC Address : 70db. 98el. 3eh8

I P Address Configuration : DHCP
I P Address : 192.168.1.99

I P Netmask : 255.255.255.0



Gateway | P Address : 192.168.1.254

SSH State : Enabl ed

Cisco AP Location : default |ocation

Site Tag Name : HomeOficeSite

RF Tag Name : default-rf-tag

Policy Tag Name : HomeOfficePolicyTag

AP join Profile : HomeOfficeAP

Flex Profile : HomeOffice_ FlexProfile

Primary Cisco Controller Name : eW.C 9800-01
Primary Cisco Controller I P Address : 192.168.1.15

AP Mode : FlexConnect

AP VLAN tagging state : Disabl ed
AP VLAN tag : O

CAPWAP Preferred node : |Pv4
CAPWAP UDP-Lite : Not Configured
AP Subrode : Not Confi gured
Office Extend Mode : Enabled

ETNEEERIAP B TURBRE -

AP3800_E1. 3EB8#show ip access-lists
Extended | P access |ist HomeOf fice_ACL
1 deny ip any 192.168.1.0 0.0.0. 255

2 permit ip any any

AP3800_E1. 3EB8#show capwap client detailrcb
SLOT 0 Config

SSID : HomeOffice
Vian Id : O
Status : Enabl ed

otherFlags : DHCP_REQUIRED VLAN CENTRAL_SW

Profile Name : HomeOffice

AP3800_E1. 3EB8#show capwap client config
AdnminState : ADM N_ENABLED( 1)

Name : AP3800_E1. 3EB8

Location : default |ocation

Primary controller nane : eW.C 9800-01
Primary controller IP: 192.168.1.15
Secondary controller nane : ¢3504-01
Secondary controller 1P : 192.168.1.14
Tertiary controller nane :

ssh status : Enabl ed

ApMode : FlexConnect

ApSubMode : Not Confi gured
Link-Encryption : Enabled
OfficeExtend AP : Enabled

Di scovery Timer : 10

Heartbeat Tinmer : 30

T EER AR A M S E G, R A SRR ERAIP 192.168.1.981 % S s
Google DNSAIAREFHIT Mping. B4E , ARE¥192.168.1.254811T ping. . EALIEEIRR
BAP IPih1E192.168.1.998 IPHIICMP{E%: ElGoogle DNS , B BAPEAR Y B HITNAT, 28



icmp%]192.168.1.254 , HARELEDTLSEEHRMNE , W B RAEIEAERE,

M “Ethemet_yellowCable
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A" 0 (IBRE Rev=T oS EHaaan

[ Jiamp
Ma. Delta Source Destination Length Info Ext Tag Number
+ 825 ©.000000 192.168.1.99 8.5.5.8 74 Echo (ping) request id=0x8001, seq=13/3325..
- 831 @.918660 8.8.8.8 192.168.1.99 74 Eche (ping) reply id=ex@eel, seqg=13/3328.
916  ©.991177 192.168.1.99 8.8.8.8 74 Eche (ping) request id-@xeeel, seq=14/3584.
920 ©.918004 5.8.8.8 192.168.1.99 74 Echo (ping) reply  id=ex@eel, seq=14/3584..
951 1.869921 192.168.1.99 B8.8.8.8 74 Echo (ping) request id=0x8@81, seq=15/3840..
954 B.817744 §8.8.8.8 192.168.1.99 74 Echo (ping) reply id=exeeel, seq=15/3840..
lele 1.8€8264 192.165.1.99 8.8.8.8 74 Echo (ping) request id=8x@e@l, seq=16/4896..
1811  ©.918267 8.8.8.8 192.168.1.99 74 Echo (ping) reply id=8x8e8l, seq=16/4896.

Frame 825: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: Cisco_el:3e:b8 (7@:db:98:el:3e:b8), Dst: ThomsonT_73:c5:1d (@€:26:44:73:c5:1d)
Internet Protocol Version 4, Src: 192.168.1.99, Dst: B.8.8.8

Internet Control Meszsage Protocol

BHEE - A RIPAVREHRAPHITNATER  RAEEERBRT , EF ik FHRBROfficef8 i
, MRERAZTNARMEB R HENME u:i@ﬁ T4, APE%ZM&%U“%/\ FHEFHAP
|Pi&¢iﬁmg}51ﬁﬁuluso
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