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ANHHEARBBEBEERETREANKEMEL. XPEAZNAMBERERREREKR (&
) BVAERESRERE . MREHBEEET , FRACREEMES ITRERNEE,

BREMN

BEAECHAEREREESRY, BETAEERERNELSEEHAEEHAERRE. BR. RH
MEFH. CERUMRSAEERE. HEERAETBEBGUIZCLIE,

EXTE

A 3% B 5=

._
ISE 9800 WLC

EHESH  BFREKREKRAE Tlobbys F TobbyTacy  EFAME Mobby, AREERADIUSAH
RESETH T L MEFAME TobbyTac, FAREHTACACS+HETEHERE.

FEBRADIUSEFAETHRERE , ZREATACACSHERFAETREE. RADIUSHITACACS+
ISEECEthH Ao

ERFERADIUS
1E B4 [2 13 A 25 42 4 88 (WLC) £ 52 ERADIUS,
S 1. EE5RADIUSTERES. EWLC LEEIIISE RADIUSAIARES.

GUI :

3B 8 EConfiguration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add , 20 ~EF
o



- Configuration™ > Security ™ > AAA
Q Se: Menu ltems g g b =

+ AAA Wizard

B3 Dashboard

P S Servers [ Groups AAA Method List AAL Advanced
@ Monitoing > |

) :

¥ Configuration + Add

Administration

Server Groups
Troubleshooting TACACS+ —_—
Name = Address ~  Auth Port ~ Acct Port
LDAP
RadiusLobby 192.168.166.8 1812 1813
1 10w

EREEOITHE B EE5I 8 ARADIUSHERESEE ( ERMLIEEISE/AAMARKEEZTE ) |
RADIUSTR AR5 IPHt st I A €88, HMEs5|HEUAREATERE , B UREERE,

CLI :

Tim-eWLCl(config)#radius server RadiusLobby

Tim-eWLC1l(config-radius-server)#address ipv4 192.168.166.8 auth-port 1812 acct-port 1813
Tim-eWLC1l(config-radius-server)#key 0 Ciscol234
Tim-eWLC1l(config)#end

S ER 2 #¥RADIUSfAl fR 2518 N2 AREF 4. EZ[RSAE LI BB ARADIUSIREE. ERAR
R IESAFEERAENRADIUSHARESE., NMEWLCHEE 7 ZET AR F KB FNRADIUSHE RS
, BIZZZmE — A RESAF B IMFTERADIUSHIRES. MRIEHEM , WL.CERARIRESEHEF
RADIUSA] B 25 2 [E B B3 7% - i1,

GUI :

B ¥ Z Configuration > Security > AAA > Servers / Groups > RADIUS > Server Groups > +
Add , T~ BFR o

)

nfiguration - > Security - > AAA

Q

Q, Se

+*

- AAA Wizard

= Dashboard -

lfj:\] Monitoring Servers [ Groups AAA Method List AAA Advanced
=

4\\ Configuration + Add
Administration >
Troubleshooting TACAGCS+ —_—
Name ~  Server 1 Server 2 Server 3
LDAP
GroupRadLobby RadiusLobby MiA Ty
1 10

EREEOITRUAERMHEZER | SEENRADIUSHRESEAvailable Servers;FE#Z|



Assigned Serversig &,

CLI :

Tim-eWLC1(config)#aaa group server radius GroupRadLobby
Tim-eWLC1(config-sg-radius)#server name RadiusLobby
Tim-eWLC1(config-sg-radius)#end

FRIEBUREDEZEE., "BEFLFE, SERLSHNRIRR , tERHEMMIEERD
RAAREREE, EHEREREWLCAH L5 HIE R HERADIUSH AR 2R IMEBE Ko

GUI :

8 ¥ = Configuration > Security > AAA > AAA Method List > Authentication > + Add , 20T~ BIFf R

Configuration = > Security™ > AAA

== Dashboard + AAA Wizard

) =l Servers [/ Groups AAA Method List AAA Advanced
@ oritorng | e

@:\ Configuration

= ; + Add
A B ; Authorization
Administration
I ! Accounting Group
Troubleshootlng Name < Type ~  Type Group1 +  Group2 ~  Group3 v Groupd
AuthenLoblwy... legin lacal GroupRadLob.. A MR MIA

EREENITHE K FBRUEEE  BEFLoginfEAtypeiR1E | W4 B2 512 3 HY @ RES4H.
BB B B,
GUI :

MEGEE THHER L S TR,  WLICKELREEAERSFERALENES K AREEH
A ERERARK B EGAEFERAERERERRFE

CLI :

Tim-eWLC1(config)#aaa authentication login AuthenLobbyMethod Tocal group GroupRadLobby
Tim-eWLC1(config)#end



SERAAME | 55X =Bug CSCvs87163, 17.3HBE4£%E,

BHER B B EHAE,
GUI :

MRIZEE "Group Type, 5 Tgroups , W HKEH Mfallback to local s i#IE , BIWLCAER
ERARSBENERE  YETEBEAELRERE,

CLI :

Tim-eWLC1l(config)#aaa authentication Togin AuthenLobbyMethod group GroupRadLobby
Tim-eWLC1(config)#end


https://tools.cisco.com/bugsearch/bug/CSCvs87163

B BEALE |, 3 HZAEIR T AtEIE,
GUI :

WMREE "Group Typels ¥EA "groups , I HiEA T fallback to locali#1E , BIWLCASAR 15 Rk 25
AwEFERE  LEEEEEPHRADIUSHRSFERER A WL.CTEEHAAMERE, MRMARKRS
EFE , WLCH T 25 A MERE,

CLI :

Tim-eWLC1l(config)#aaa authentication login AuthenLobbyMethod group GroupRadLobby Tlocal
Tim-eWLC1(config)#end

SBABNEEAEBE, Authorization Method ListEE T ESFAEMENISELR , £4460 A
Fexecs . EHENMNEERNE —ERKRSEFHE, CUEAFENREREWLCAK FERIER
ERADIUS R BR 28 S\ ER 5E B o

GUI :
EBEZF THE, > TZeM,) > TAAAL > TAAAGEBEE, > TRE, > T+ #8, (WEFR).

Configuration = > Security ™ > AAA

Q Search Menu ltermns

[ Dashboard + AAA Wizard

P L Servers [ Groups AAA Method List AAA Advanced
@ Wenioing |
'9)\:) Configuration Authentication

Authorization

b ! Accounting Group
&% Troubleshoating Name v Type ~  Type Group1 v Group2 v Group3 ~  Groupd

AuthozLobby,. exec leecal GroupRadlob..., NA A MA

EHERRERBMAREERBE , FEI "execy R Ttype, EIE , WIEFELFEUMN "Server
GroupJ o

mAEE, "EARR. MEAFRE "BEFLEE, —HPRAEAVEAFRIMEE.
CLI :
BHEE B BZSHE,

Tim-eWLC1(config)#aaa authorization exec AuthozLobbyMethod Tocal group GroupRadLobby
Tim-eWLC1(config)#end

BHEE B B EHE



Tim-eWLCl(config)#aaa authorization exec AuthozLobbyMethod group GroupRadLobby
Tim-eWLC1l(config)#end

AR AREECKE "TEREAKE, EIE,

Tim-eWLC1(config)#aaa authorization exec AuthozlLobbyMethod group GroupRadLobby Tocal
Tim-eWLC1(config)#end

FTBESERA L. REFZEER  VEBEERGARZAWLCHIRE  UEEIHEFEAE , i
#REEVTY (SSH/Telnet)EHTTP (GUI),

ELESREEMRGUITTR , R FEZERCLIFTTRK.

HTTP/GUIER % :

Tim-eWLC1l(config)#ip http authentication aaa Togin-authentication AuthenLobbyMethod
Tim-eWLC1l(config)#ip http authentication aaa exec-authorization AuthozLobbyMethod
Tim-eWLC1l(config)#end

ELHHTTPEESTERR , REFEFBEHTTPAMHTTPSAR :

Tim-eWLC1(config)#no ip http server
Tim-eWLC1(config)#no ip http secure-server
Tim-eWLC1(config)#ip http server
Tim-eWLC1(config)#ip http secure-server
Tim-eWLC1(config)#end

RRERVTY,

Tim-eWLC1(config)#1ine vty 0 15

Tim-eWLC1(config-1ine)#login authentication AuthenlLobbyMethod
Tim-eWLC1(config-Tine)#authorization exec AuthozlLobbyMethod
Tim-eWLC1(config-Tine)#end

SROUMTBERE1TS5AR17332NHBRAFESNEN , WHEEBECSCvu29748K R4 2
%
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THEE, ERERHERAE. EISELREFACEERINEARAERBLAERA/WLC LHRRKER
EEH, IRRBEWLCHEREREAESRRE , ORI B ERET , BR  BRTFEAEY
WLCHE£RhEEF A , MARER FEMEHLobby AmbassadorsF Al T AT #E, LLELERAE
EBCLISE Ko

CLI :

Tim-eWLC1l(config)#aaa remote username Tlobby

ELEISE - RADIUS



SEB1EWLCHEMEISE, EMEIEE-MRER>-PREE>EMN, FEAAWLCHEMEISE, #&
WLCHEMEISER: , MARADIUSE B EX B EFFFE/ S , WE MR,

'.';E';;L' Identity Services Engine :] b Context Visibility b Operations » Policy » Work Cenlers
¢ Threat Centric NAC

» System  » Identity Management | ~ Metwork Resources | » Device Portal Management  pxGrid Services  » Feed Service

~Metwork Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

o
Network Devices
Default Device
dit L5 Duplicate Import s EXport w Generate PAL ¥ Delete » Show
Device Security Settings = = & & o
MName & IP/Mask Profile Name Location Type Description
O Tim.eWwLCl 192.168.166.7... &k Cisco & All Locations All Device Types 9800

EREEZEOITRE  2HEZ%EP ADD , BUARADIUSE PERHSRE , I 7EProtocol Radius T & A PRt
ENHASE,

SR2HEISELBVEFAEERE, SMIEE>-F0EE>50>FERE>EM,

O EMBMHEERAENESAENEAERBNRRENIISE, EREEIKIEBIGERSX
LR EAE B,

*::lu’s'él‘;' Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

» System  ~ldentity Management = » Metwork Resources P Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ |dentities JGroups  External Identity Sources  Identity Source Sequences P Settings

(<]
Network Access Users
Users
Latest Manual Network Scan Results o _
-.a Edit Bchange Status « ...]:llmpurt &b Export ~ | € Delete ~ |:|’_'-|3|||:I|r:al9
Status Name a Description First Name Last Name
[] B Enabled 9 lobby

EREENTHRE A FRUEGAEEAENEBANEE, Wi FHEl TRE, & "Ee”RAL .

THRIBIUARRERERR, EMIXB>-FRTE-ER>-RE-REGEER>EMN, BUER
BRERTERE , LUEMAccess-AcceptEEIWLC , W EBAFIENEBY , W TEFR.

"tea:  Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets Profiling Posture Client Provisioning ¥ Paolicy Elements

Dictionaries » Conditions
—

<

» Authentication Standard Authorization Profiles
For Policy Export go to Administration = System = Backup & Restore > Policy Export Page

« Authorization

_,’ Edit =|'}Add L[‘j Duplicate ¥ Delete
[J | Name Profile
[0 9800RadiusLobby b= Cisco €8

Authorization Profiles

Downloadable ACLs

EAEE TAccess-Accepts , M FEFTRo

X3

e

X3

EE i



#hal |dentity Services Engine

cisco Home » Context Visibility » Operations
Policy Sets  Profiling  Posture  Client Provisioning = ¥ Policy Elements

Dictionaries » Conditions * Results

&
Authorization Profiles » 9800RadiusLobby
» Authentication ) ) )
Authorization Profile
+ Authorization * Name | 9800RadiusLobby |
Authorization Profiles Description |
Downloadable ACLs I“‘Access Type |ACCE55_ACCEPT hd | I

REEE "ERBMSRE) TFDHNEENE, TEELEBUHUREREERRAEGTAELRHAFTT
B, UEAESAEETHAENER.

v Advanced Attributes Settings

Cisco:cisco-av-pair =|user-type=Ilobby-admin

Cisco:cisco-av-pair =|shell:priv-lvl=15

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = user-type=Ilobby-admin
cisco-av-pair = shell:priv-lvl=15

HER A BN RIELURE S 8RE, SMIRE>-REESEN, BERBNRGEBIRNREZESNIRE
o WERGEA THREEEAERR) RENERBEIBIBGE,

L FEMRTE " Authorization Policy, Ti®3#27T MResults Authorization) TERENREER ,
FREASFTENBEIREEIWLC , T EFTR.

(aii
NG
[3\)}



“tthe Identity Services Engine Home  » ContextVisbiily b Operations ¥ Administration  » Work Centers

Profling  Posture  Client Provisioning  » Policy Elements

Policy Sets

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequance

@ 9300LebbyRadius 1 Metwork Access LiserName EQUALS lobby Default Network Access x v [N

EREENTRE K KEREXE. 50REREIUMRE/SERE,

Policy Sets = 9800LobbyRadius

Status  Policy S8t Name Description Conditions Allowed Protocols [ Server Sequance

@ Se00LoboyRats L Metwork Avcess Ussiiiame EQUALS bbb Defaul Network ACCess x v o

¥ Authentication Policy (1)
¥ Authorization Policy - Local Excoplions
¥ Authorization Policy - Global Exceplions

 Authorization Policy (2)

Results
Status  Rule Marme Condilions Profiles Security Groups Hits

@ H300LobbyAuth L detworkaccess UserName EQUALS bty « OE00Radius L obby + - &

BT/ TACACS+
EWLC LEBTACACS+

HBR 1. EETACACS+AMR2R, FEWLCHEIISE TACACSMR=R.

GUI :

B 'E Z Configuration > Security > AAA > Servers/Groups > TACACS+ > Servers > + Add , 1 T [E
FT7Ro

Configuration ™ » Security ™ * AAA

Q, Search Menu ltems

Dashboard + AAA Wizard

. i Servers [ Groups AAL Method List AAL Advanced
) Monitoring —

Configuration |
Administration EADIUS
Server Groups
Troubleshooting
MName < Server Address ~  Port
LDAP
TACACSLobby 192.168.166.8 49
1 10 v

EREEONTRE  XFENEESIBATACACSHARBFZET ( ENLEISE/AAARK B BITE ) |
TACACSfAR=RIP#Eut M A €8, EtbEMsIMEMAURERTERE , BT URFERE.



CLI :

Tim-eWLC1l(config)#tacacs server TACACSLobby
Tim-eWLC1l(config-server-tacacs)#address ipv4 192.168.166.8
Tim-eWLC1l(config-server-tacacs)#key 0 Ciscol23
Tim-eWLC1l(config-server-tacacs)#end

HER 2 I8 TACACS+AARRE MBI A AR=R4E . E 2 AARIRE LB IFFE BN TACACS+AMRRR. B
2R ARETRFENTACACSHAIMRER.

GUI :

BB ZE Configuration > Security > AAA > Servers / Groups > TACACS > Server Groups > +
Add , T~ BFR o

e Sacurity ™
PR Configuration ™ > Security ™ > AAA

+ AAA Wizard

| Dashboard

Vo T . Servers [ Groups AAA Method List AAA Advanced
@ Mortorng >

J\) Configuration + Add

dministration

Servers Server Groups
—

Name v Sarver 1 Server 2 Server 3

roubleshooting

GroupTacLobby TACACSLobby MIA N/A

1 10 »

EREEOITHE K AXBEEERE , XA EMWTACACS+HE AREF {EAvailable Servers;EE % |
Assigned ServersigE.,

CLI :

Tim-eWLC1l(config)#aaa group server tacacs+ GroupTacLobby
Tim-eWLC1l(config-sg-tacacs+)#server name TACACSLobby
Tim-eWLC1l(config-sg-tacacs+)#end

SRIBARILLRE, BURBAEBEERMENSGORERES , Y EESKEMMECE
BN FESE. CEMEESORIFERSEWLC LAMMELT | BRETACACSHAREFMAIBELT,

GUI :

iE ¥ Z Configuration > Security > AAA > AAA Method List > Authentication > + Add , 20T~ BIFf R

o



Cornfiguration = > Security = > AAA

Q Search Menu ltems

[ Dashboard bbbt

N Tin A Servers | Groups AAA Method List AdA Advanced
() Monitoring o e

) ; thanticati
}""-ij_‘-._ Conﬁguratlon IALtrm ncalmnl
P -+ Add
- - Authorization -
Administration
| Accounting Group ~
roubleshootlng Name ~ Type ~  Type Group1 ~ Group2 w  Group3 ~  Groupd
AutheTacMeth... login local GroupTacLobby  NfA LT N/A

EMEEOITHE , FRUHEE | BELoginfEAtypei®1E | W5 B2 5122 A RRESAE.
BAR B A ASHE,
GUI :

MRLEEBEARB B[] W.CELREAKENETRTRERFERE  RERGELAHRE
REFE T E|Lobby AmbassadorfE Al & K , F & EIR E[fRAREFAFH].

S

EE . FBEEBug CSCvs87163
BE17.3HET T 1EE.,

CLI :

Tim-eWLC1l(config)#aaa authentication login AutheTacMethod Tocal group GroupTacLobby
Tim-eWLC1(config)#end


https://tools.cisco.com/bugsearch/bug/CSCvs87163

BHEB B BEHE,
GUI :

R iEIZGroup Type as groupit B KiZH Fallback to locali#18 , BIWLCHEE R 2= R AR 25 4E /Y £
E, WATEBEAEXRERE,

CLI :

Tim-eWLC1l(config)#aaa authentication login AutheTacMethod group GroupTaclLobby
Tim-eWLC1(config)#end

FHEMNF AREHEEZE "TEIREARME, EIE,
GUI :

MR EEZEGroup TypetER Tgroup. , I HiEH T Fallback to localiEIE , BIWLCAS1RIE A AREF4E
BREFAE , WHEETACACSHARFEERPERKEH S M ERE, WRARFEEEEAS
,AIEAETESEBRE  IEAREREFERFEAELREIN,

CLI :

Tim-eWLC1(config)#aaa authentication login AutheTacMethod group GroupTacLobby local
Tim-eWLC1(config)#end

TRABURESEBE.

Authorization Method Listi$ ERZSAEMENRERE  EAMPRHTE, cEERIEEN
B — R RS 4H, thAiBIERFEEWLCAME L EHRIERTETACACSHAREZIAZT TR

EEZFE THRE, > "2, > TAAAL > TAAABEBEE, > TRE, > T+ 38, (WEFRR) .



Configuration ~ > Security = > AAA

IE Dashboard + AAA Wizard

o T Servers [ Groups AAA Method List AAA Advanced

Configuration Authentication

+ Add

Administration

1 Accounting
Troubleshooting
Group v
MName ~  Type v  Type Groupl ~  Group2 ~  Group3 ~  Groupd
AuthozTacMe.. exec local GroupTacLob... NfA /A A

1

(=]
-

ERBRERNE  BRHUHEE , EllexectEAtypeiRIE , WIEE ST HI & M Y Server Group.
IR, "EARR. WEAFRE TBEFLEE) BrPRAVEASRMERE.

Tim-eWLC1l(config)#aaa authorization exec AuthozTacMethod Tocal group GroupTaclLobby
Tim-eWLC1l(config)#end

AR B S EFE

Tim-eWLC1(config)#aaa authorization exec AuthozTacMethod group GroupTaclLobby
Tim-eWLC1(config)#end

AR B &84 B 2 &HFallback to local]i#1&,

Tim-eWLC1l(config)#aaa authorization exec AuthozTacMethod group GroupTacLobby Tlocal
Tim-eWLC1(config)#end

SEREIERAE E. REFER , LABHEBRIGRER , 8B AWLCLUE M FHF £ F (HI iR

VTYEHTTP (GUI)), BELSREEMGUIRTER , RIFERCLIFTK.

HTTP/GUIER % :

Tim-eWLC1l(config)#ip http authentication aaa Togin-authentication AutheTacMethod
Tim-eWLC1l(config)#ip http authentication aaa exec-authorization AuthozTacMethod



Tim-eWLC1l(config)#end

BFRHTTPERER , REFEHMBEHTTPHMHTTPSIRE :

Tim-eWLC1(config)#no ip http server
Tim-eWLC1(config)#no ip http secure-server
Tim-eWLC1(config)#ip http server
Tim-eWLC1(config)#ip http secure-server
Tim-eWLC1(config)#end

REEVTY -

Tim-eWLC1(config)#1ine vty 0 15
Tim-eWLC1(config-1ine)#login authentication AutheTacMethod
Tim-eWLC1(config-Tine)#authorization exec AuthozTacMethod
Tim-eWLC1(config-Tine)#end

TR 6 ERRRFEAE, EISELAEFAFRINEAERBLBEERAWLCEHNERERAESR
B, IRRBEWLCHERRHFEAERR , SNBRBEERET , B2 , #RFHEAEHWLCH
TEPBEHUE  MARERTEREYLobby AmbassadorfF AT EF A, HEE RAEEB
CLISE Ko

CLI :

Tim-eWLC1(config)#aaa remote username lobbyTac

FiEISE - TACACS+

B 1. BB Device Admin, EfRE|EE>RF>EEB, EREET —L 28l , F5iZEEnable Device
Admin Service , SWHERISEE A , LIEM R,
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» Syslem k ldentity Managemen!  » Melwork Resources ¢ Device Portal Management  pxGrd Services  » Feed Service  » Threal Centric NAC

Deployment Licensing ¥ Certificates ¥ Logging ¥ Mainienance LUpgrade ¢ Backup & Resione F Admin ACCESS ¥ Settings
I

Deployment Deployment Nodes List > timise23

L Gen ’ ol
+ =2 Deployment General Settings Promling Configuration

=l= PAN Failover

Hosiname tinmise2d

FQDN timise23.cisco.com

I Address 182.168.166.8

Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

o Administration

w Monitoring

Rale PRIMARY L
Cither Monitoring Node

w Paolicy Service
w Enable Session Semnvices i

Include Mode in Mode Group Mone * i
Enable Profiling Service §

Enable Threat Centric MAC Service |

b Enable SXP Service i

| = Enable Device Admin Service i |

SEB 2 WLCIEINEISE, EMEIEESMRER>AREE >N, EESWLCHEMEIISE, &
WLCIEINZEIISER: , BAATACACS+E M RBIRENRLBEMENSIE , WEFTR.

":Iul;z'!::' Identrty Services Eng'"e Home: » Context Visibality ¥ Dperabions » Policy + Administration r Work Cenlers

» System ¢ ldentity Management | ~ Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~MNetwork Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

(<]
Network Devies
Default Device
¥ Edit Add | [y Duplicate ! & E - Delete v Sh
Device Security Settings - = 3 Dupiica @ import @ Export 3 Delete i
MName & IP/Mask Profile Name Location Type Description
O Tim-ewLct 102.168.166.7... & Cisco & All Locations All Device Types 9800

EREEOTRARAMEBIP ADDE , BMATACACS+EHRERELMAFMENLAER

SEBIFISELBVEFSAEFRE, ERIEE-EHEE>SMH>FRHE>8M, BMEISE, B
BEBEISHEFEAENESAEIRNFERAERBNRE, EREEEEERESAENERAESR
, MBI



‘s’ Identity Services Engine Home b ContextVisibility ~ » Operations > Policy » Work Centers

» System | ~ldentity Management = P Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~lidentities | Groups  External Identity Sources  Identity Source Sequences  » Settings
|
(<)

Network Access Users
Users

Latest Manual Network Scan Results
/' Edit [ Change Status ~ | i@almport @ Export » | € Delete » 5 Duplicate

Status » Name Description First Name Last Name

[0 menabled ¢ lobbyTac

EREENTRE A FRHARGAEEAENZBANER, Wi, FEl TRE, & "EeRAL .

SR ABIFERTACACS+EERER, BEZEWork Centers > Device Administration > Policy
Elements > Results > TACACS Profiles , il FTEIFiR. FEiBLERER , BAIENEEER

WLC , LAE#GfEMH B ENAEEFAE,

‘tuce'  Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access » TrustSec » BYOD » Profiler » Posture = + Device Administration » PassivelD

» QOverview b Identities User Identity Groups Ext Id Sources » Network RESOLHGESI ¥ Policy Elements I Device Admin Policy Sets
I

<]
» Conditions TACACS Profiles
» Network Conditions 0 Selected
~ Results = Refresh + Add Duplicate M Trash+ Edit
Allowed Protocols Name Type Description
TACACS Command Sets 0 Default Shell Profile Shell Default Shell Profile
Deny All Shell Profile Shell Deny All Shell Profile
WLC ALL WLC WLC ALL
WLC MONITOR WLC WLC MONITOR

EREFOITHE  AGEEREMR—ESRR , E8EgDefault Privileged 15H]Custom Attribute &t
iE AType Mandatory , f&namefi & Auser-typeFvalue lobby-admin, Bt |, BAIASE B E A

EEAShell , ITEFR.



Task Attribute View Raw View

Common Tasks

|Common Task Type | shell ¥
I # Default Privilege 15 (Select 0 to 15}|
Maximum Privilege (Select 0 to 15)

Access Control List

Auto Command

No Escape (Select true or false)
Timeout Minutes (0-9999)
Idle Time Minutes (0-9999)

| Custom Attributes |

1 Selected

+ Add I Trashv @& Edit

< | Type Name Value

o MANDATORY user-type lobby-admin

S5 BUKEE, BEZEWork Centers > Device Administration > Device Admin Policy Sets , 7l
TEMR. BRERBHEGBIRAREESHNRE, FXIEEEANetwork Access-Usernamef® 4+ M 7&

REEEEHE, TREXRKT  LARREERBRETRENKEERENZPRE , EREST

REAS PRV B IR @ EIWLC,

‘Gste’ Idenlity Services Engine Home  » GontextVisibiity b Operaions  » Policy  » Administration | ERGCRe )
b Network Access  » GuestAccess b TrustSec  » BYOD  » Profiler  » Posture | - Device Administration | » PassivelD

b Owerview b [dentities  User ldentity Groups  Ext Id Sources  » Network Resources b Policy Elements | Davice Admin Policy Sets | Reports  Seltings
e

Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits Actions  View
@ 8800TacacsLobby L Default Device Admin x v g ] 'I:I- )

EREEOITHE K BEREXRM, Authentication Policy ( B RFERRE ) 4 AILUMREBATER
, B TR,



Policy Sets - 9800TacacsLobby

Status  Policy Set Name Dascription Conditions. Alipwad Protocols | Sever Saquence Hits.

@ > bty X netwoeicn Name EQUALS kbbyTa Default Device Admin o

¥ Authentication Policy (1)

¥ Authorization Policy - Local Exceptions

* Authorization Policy - Global Exceplions

~ pusthorization Policy (2)

Rirsults
Siatus  Rule Name Conditions Command Sets Shell Profiles Hits  Actions

@ B00TacacsAUL X metwork access UserName EQUALS lottyTa t t + SE00TacacsLobby % v [ L+

i

ERAXEAR , BREENEERTEEER,

show run aaa

show run | sec remote

show run | sec http

show aaa method-Tists authentication
show aaa method-lists authorization
show aaa servers

show tacacs
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Tim-eWLCl#debug aaa authentication
Tim-eWLCl#debug aaa authorization
Tim-eWLCl#debug aaa attr
Tim-eWLCl#terminal monitor
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Feb 5 02:35:27.659: AAA/AUTHEN/LOGIN (00000000): Pick method Tist 'AuthenLobbyMethod'

Feb 5 02:35:27.681: ADD-DELETE: AAA/ATTR(00000000): add attr: sublist(0x7FBA5500C860) index(0):
7FBA5500C870 0 00000081 username(450) 5 lobby

Feb 5 02:35:27.681: ADD-DELETE: AAA/ATTR(00000000): add attr: sublist(0x7FBA5500C860) index(1l):
7FBA5500C8B0 0 00000001 user-type(1187) 4 lobby-admin

Feb 5 02:35:27.681: ADD-DELETE: AAA/ATTR(00000000): add attr: sublist(0x7FBA5500C860) index(2):
7FBA5500C8F0 0 00000001 priv-Tv1(335) 4 15(F)

Feb 5 02:35:27.683: %WEBSERVER-5-LOGIN_PASSED: Chassis 1 R0/0: nginx: Login Successful from host
192.168.166.104 by user 'lobby' using crypto cipher 'ECDHE-RSA-AES128-GCM-SHA256'
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Tim-eWLC1l#debug tacacs
Tim-eWLC1l#terminal monitor
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Feb 5 02:06:48.245: TPLUS: Queuing AAA Authentication request 0 for processing
Feb 5 02:06:48.245: TPLUS: Authentication start packet created for 0(lobbyTac)
Feb 5 02:06:48.245: TPLUS: Using server 192.168.166.8

Feb 5 02:06:48.250: TPLUS: Received authen response status GET_PASSWORD (8)

Feb 5 02:06:48.266: TPLUS(00000000)/0/7FB7819E2100: Processing the reply packet
Feb 5 02:06:48.266: TPLUS: Received authen response status PASS (2)
RIEREREA

Feb 5 02:06:48.267: TPLUS: Queuing AAA Authorization request 0 for processing
Feb 5 02:06:48.267: TPLUS: Authorization request created for 0(lobbyTac)

Feb 5 02:06:48.267: TPLUS: Using server 192.168.166.8

Feb 5 02:06:48.279: TPLUS(00000000)/0/7FB7819E2100: Processing the reply packet
Feb 5 02:06:48.279: TPLUS: Processed AV priv-1vl=15

Feb 5 02:06:48.279: TPLUS: Processed AV user-type=lobby-admin



Feb 5 02:06:48.279: TPLUS: received authorization response for 0: PASS
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Tim-eWLC1l#undebug all
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