{i£ F Catalyst 98003 5| #EARLANE Il 25 B B
CMXGE R 36 3 5L 1 17 d PR Bk B

B &

o}
=

A
=5
R T

B

axX rE

18 5% 8 &

Sre
[ani]
gk

fii

B
REREELD
BRFE I H

o N i

ol 373
I
B
2E

s

AR A Catalyst 9800EARLANIZ HI 255718 ZEIRTBERR(CMX)N LR |, LIEHNMSPEER
RV BN G, EEBBERUCMXAEIREERADNA Spaceshy , AXEHLIEEFA.

DR
BR

AERBEREETAI800 WLCHICMXHYE AR EMPEHER , BERBFAWLCHHEEICMX,

5B EE9800 WLCHICMX 2 R$T 16113 B4R ETCP 22(SSH)FINMSP(NMSP).,
;AT
$11716.12H9 Cat9800

E1710.6.xHICMX

E

ﬁl{!ll



A% W=
LG

SE1. 53X B Wireless Management ipit it M4 15E A E R BN ZEUR EEOSRELEMNZOD
(MEEA ) .

CLI:
# show run | inc usernane
# show run | inc enable

# show wirel ess interface sumar

S22 HECMX L , ZEFHEE|RLANIZFIZS , FFEE ZSystem > Settings > Controllers and Maps
Setup , #&— TAdvanced,

BRES—EELXEBE (MRLEEHATHXES ) AERRERH, THEHARAEMERR

SETTINGS

king

Tracking
Filioring Maps
Locatior

Please select maps to add or modify:
Delete & replace existing maps & analytics data

Delate & raplace existing zonas

Controllers
Please add controllers by providing the information below:
Controller Type Alra0S WLG

IP Address

Controller Version
[Optional]

Controlier SNMP Version vic

Controller SNMP Write
Community

=3

private

S E83.7f "Controller Type. THEEH#ZFECatalyst(|lOS-XE)WLC(£10.6.1.L , TR EEHE
~Unified WLC for Cat9800 WLC),



SETTINGS

Tracking

Filtering

Location Setup

Data Privacy
Data Retention
Mail Server

v Controllers and

Maps Setup

Import

Advanced

Upgrade

High Availability

Maps

Please select maps to add or modify:

s

L1 Delete & replace existing maps & analytics data

! Delete & replace existing zones

Controllers

Please add controllers by providing the information below:

Controller Type

IP Address -

Controller Version
[Optional]

Controller SNMP Version

Controller SNMP Write
Community

AireQOS WLC -

Aire0S WLC

Catalyst (I10S-XE) WLC

vac -

private

E3x

S ERA R Cat9800 WLC IPfusit, Priv 15FERAE R, RIBEMBMARE , LLAFFCMXEREFEE
Cat9800 WLC, CMX#FEFASSHER ( At EEREM A HE 2 BIFBISSHIE ) FRIELF 98003 B
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SETTINGS

Maps

Please select maps to add or modify:

Data Retention  Delete & replace existing maps & analytics data

Mail Server Delete & replace existing zones

7
Controllers
Please add controllers by providing the information below:
Controller Type Catalyst (I0S-XE) WLC ~
IP Address - 192.168.1.15

Controller Version
[Optional]

Username adimin

Password

Enable Passwaord

CMXE B B %58 LE Bt & #E 3% FICat9800 WLCHE 2 I NMSPR&E

nmsp enabl e

aaa new nodel

aaa session-id coommon # aaa authorization credential -downl oad wem | oc_serv_cert | ocal
aaa attribute |ist cmk<mac>

user nane <CMX mac address> nac aaa attribute |list cnmx_<mac>

attribute type password <CMX key hash>

net conf - yang

B

RENMSPRRER B RIEBRE , AWH800HELEMER
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9800#show nnmsp st atus
NVSP St at us

CMX | P Address Active Tx Echo Resp Rx Echo Req Tx Data



Dat a Transport

10.48.71. 119 Active 16279 16279 7 80
TLS

€ System B H K ZBHYCMX £ E 5 38 18 [5] A B & iR &8

System at a Glance

Node IP Address

10.48.71.119 Low-End

Coverage Details

Placed AP Missing AP Active AP Inactive AP Campus Building Floor Zone Total Associated Client Probing Client RFID Tag BLE Tag Interferer Rogue AP Rogue Client Total

Fri Aug 09 11:47:58 CEST 2019
o 0 ] 2 1 1 [ 4 [} 0 ] 0 o ] o

B Healthy Warning I Critical

Controllers

P e T s v _
16.12.1.0 207 KB 208 KB 08/08/19, 3:56 pm
N Acive I insctive
REREES
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7£9800 CLIF |, BT :

(config)#ntp server <IP address of NTP>

FECMXF ERNTPEIBRESHY Pt :

H 1. emxadmin & 4 & At 5 5l

S B2 MENTPE cmxos: BT INTPE

SER3. MREEMEENTPMRARSE , LA cmxos ntp clear , A% £ Fcmxos ntp type.

SB4 ENTPRIREFECMXE L & |, BT T oemxctl restart = #7 EXE)CMX AR 75 3t £ #52 [F]
cmxadminf E .
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AEWLCHIERICMX , RECMXAEHE S|MMBFEIIWLCHRER , HEAS BT, ERETHN
REE—H K EEHURBERFBHE.,

CMX#ANGSHUT :



(confi g)#username <CMX mac> mac aaa attribute |ist cnx_<CMX MAC>
(config)# attribute type password <CMX key hash>

ERMBCMX LHSHA2E IR E , BER

cmxct!l config authinfo get

RENE

NMSPHERRES "ESEENE. WAHEEE ( £9800-CLL , ERRIERTHAGIg2 ) . AER
BN ANE ( 88 Bgig0/059800-CLAGIg! ) TEEIENMSPRE.,

BreT

& 7] ABR 9800 WLC LRINSMPE#k E 7T B3 #Y AR 7%

9800#show nmsp subscri ption detail
CMX | P address: 10.48.71.119

Service Subservi ce

RSS| Tags, Mobile Station,
Spectrum

Info Mobil e Station,
Statistics Tags, Mobile Station,
AP I nfo Subscri ption

B A LUEEINMSPRRE#ETE A

9800#show nnmsp statistics summary
NVSP G obal Counters

Nunmber of restarts .0

SSL Statistics

Total ampunt of verifications 0
Verification failures 0
Verification success 0
Anmount of connections created 1
Anmount of connections cl osed 0
Total anmount of accept attenpts 1
Failures in accept 0
Amount of successful accepts 1
Amount of failed registrations 0
AAA Statistics

Total anmount of AAA requests 1
Failed to send requests 0
Requests sent to AAA 1
Responses from AAA 1
Responses from AAA to validate 1
Responses validate error 0
Responses val i date success 1



9800#show nnmsp statistics connection
NMSP Connection Counters

CMX | P Address: 10.48.71.119, Status: Active

State:
Connecti ons 1
Di sconnecti ons 0
Rx Data Franes . 81
Tx Data Franes 7

Unsupported nmessages : 0
Rx Message Counters:

I D Nane Count
1 Echo Request 16316
7 Capability Notification 2

13 Measurenent Request 2

16 Information Request 69

20 Statistics Request 2

30 Service Subscribe Request 2

74 BLE Fl oor Beacon Scan Request 4

Tx Message Counters:

I D Nane Count
2 Echo Response 16316
7 Capability Notification 1

14 Measurenent Response 2

21 Statistics Response 2

31 Service Subscribe Response 2
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#debug wireless ip <CMX ip> nonitor-time X

E{III,I

jui|
up
c
o

LT ABEERNCMX iptbit BRAx 2 B FAER. EBRAGEbootflash:/PE , WE RFEFE "
ra_trace_IP_XX.X_...1 o ."o TSI ESENMSPFHZREENFERIE A,

ERReWLCKRIF EWENRFAS K FRADS

#noni tor | og process nnspd | evel debug

EFIEANERRE , 8 ACTRL+C,

BOREE

FERAACLIEeWLC F I EH THEE , EiBRBeWLCHCMX ipZ B HRE,
CMX ip 192.168.1.197R-41 :

eWLC- 9800- 01#conf t
Enter configuration commands, one per line. End with CNTL/Z.

eWLC ip 192.168.1.15F



eWL.C- 9800- 01(confi g) #i p access-list extended CWX

eWL.C- 9800- 01( confi g-ext-nacl )#permt ip host 192.168.1.15 host 192.168.1.19

eWL.C- 9800- 01( confi g-ext-nacl )#permt ip host 192.168.1.19 host 192.168.1.15

eWL.C- 9800- 01( confi g- ext - nacl ) #end

eWL.C- 9800- 01#noni tor capture CMX access-list CMX interface gigabitEthernet 2 both start
eWL.C- 9800- 01#

Jan 30 11:53:22.535: %BUFCAP- 6- ENABLE: Capture Poi nt CMX enabl ed.

eWL.C- 9800- 01#noni tor capture CMX stop

St opped capture point : CWX

eW.C 9800- 01#

Jan 30 11:59:04.949: 9%BUFCAP- 6- DI SABLE: Capture Point CMX di sabl ed.

eWL.C- 9800- 01#noni tor capture CMX export bootfl ash:/cnxCapture. pcap

R& | A LUEIBCLIE#E Troubleshooting > Packet Capture > Export FIGUI T EH &, =iER
Administration > Management > File manager > bootflash:,

8%
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