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Troubleshooting : Syslog

f= Dashboard Manage Syslog Servers
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# show Togging
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# show Togging profile wireless filter mac to-file bootflash:

FRRBEAT |, than S ERB 105 E AL RN S, BULLEFE—BBEMEEXALA

# show Togging profile wireless start last

[minutes|hours|days] filter mac to-file bootflash:

ERASELEENAR , FETHS

# show Togging process to-file bootflash:
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# show Togging profile wireless ?
# show Tlogging process ?
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# show Togging profile wireless trace-on-failure summary

ERfRAERHERGURHERELEENRTER , FETHT

# show wireless stats trace-on-failure

—BHEHE K BERERERBELTXHWRE  FETHS

# show Togging profile wireless filter uuid to-file bootflash:tof-FILENAME.txt

AHERIRSFEPREELEN , WA EAGTERELER , WEETEHRD T

# more bootflash:tof-FILENAME. txt
OR
# copy bootflash:tof-FILENAME.txt { tftp: | ftp: | scp: | https: } tof-FILENAME.txt
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Troubleshooting - > Radioactive Trace

: +~ Back to TroubleShooting Menu
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Configuration
MAC/IP Address Trace file
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Generate logs for last © 10 minutes
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Troubleshooting -~ » Radioactive Trace
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Conditional Debug Global State: Stopped

MAC/IP Address Trace file
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# debug wireless {mac | ip} {aaaa.bbbb.cccc | x.x.x.x } {monitor-time} {N seconds}



ERBENRBANGRSE , FETHS

# show debugging

BLERAZSTSERBEFLINEMEaH  ESKAEREERFEEFIRAKLERS , UME2BHE
TRENMD . BREATAENEra_traceffEFE_*

Flan | ¥Amacibitaaaa.bbb.cccc , EENEZ R
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log
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BAER , BTV EEZEGT , Hlindebug capwap. debug client, debug mobility&,

N s:8:debug wirelessill £ HEFIFTP AR LB ERAM B E0S (EAMERT
internal ) o« KM BEBITHBELHASR K NABLEBEEERR,
EERnERLBEREER  BETHS
# more bootflash:ra_trace_MAC_*.log
EERERREENSOINTRRBUETRIESN , FRTHS
# copy bootflash:ra_trace_MAC_*.log ftp://username:password@FTPSERVERIP/path/RATRACE_FILENAME.txt
HRMERMNFER BFREIE —EEFENRIE. EERGUFESE  FETHS
# show Togging profile wireless internal filter mac to-file
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# no debug wireless mac <aaaa.bbbb.cccc>
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# clear platform condition all
# undebug all

BHEREIFFRGFAR

HREARGIFRE ( TREBHFERMBERER ) , EUEERRRRBIER. EEREERL
REBRMLD , FEARS

# set platform software trace <PROCESS_NAME> wireless chassis active RO { module_name | all-modules }
ERFREEANRERERR , FETHT

# show platform software trace level <PROCESS_NAME> chassis active RO

ERIRWEN R, FETHD

# show Togging process to-file
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# debug platform condition { interface | mac | ingress | egress | both | ipv4 | ipv6 | mpls | match }

A E& . i debug platform condition featureFldebug platform condition mac

aaaa.bbb.ccccH AR EFFHER TR , BT REEAERFEERIREM,

SR2ERBETNRANGRSE  FETHT

# show platform conditions

SR I AERHENER IRAPacket Tracer, ER TIRIFEZEA16 - S102EEAW2HNE, &
HRERT EHEREZERMNIGEER. () NRER TERE, FEE , A LLEEERER
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# debug platform packet-tracer packet <packet-number> {fia-trace}

HER4. (HE ) AL EEHRENERERTEFRELENT
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# debug platform packet-trace copy packet both size 2048 { 12 | 13 | 14 }

HER 5. R A RAFFAEL

# debug platform condition start

HER 6.5 EMmifpacket-trace R BE EHEWERE M@ |, FRIRIEHR

# show platform packet-trace statistics

S B 7 EEM B packet-traceVBaH | FHITH S

# show platform packet-tracer summary

HERS. (R ) B EHENSER A BRI TACEITRER DA

# show platform packet-trace packet all | redirect { bootflash: | tftp: | ftp: } pactrac.txt
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[Z] Save & Apply to Device

TR1ERENTHENERE. HZAFEFT,
HER 2. EHREERN (WRE)

SR IMREMBBHEIRACPULREF IAERNTHNRE , FRPERZHRENRIG
52

SBIEXBEFHEEKRD. HZAFF100 MB

SEROSBBEE , MAFFHE - 1000000 W FEFE N LFFHE1 - 100000 E R TR ER IH
BEHRG

SROMEMINNEFEPRENTE , WBETELEBHIER
TRIBRELERRAIRE
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Troubleshooting : Packet Capture

+ Back to TroubleShooting Menu
nitoring > Capture Name ~  Interface « Monitor Control Plane  ~  Buffer Size ~ Filterby ~ Limit Status  ~  Action
uplink TenGigabiEthernat0/0/0 Yes e vy @ 0secs Nactve
Configuration >
1 10
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monitor capture uplink interface <uplink_of_the_9800> both

BABERIRER . W UAABEEBIBRR , B LS| ACLEEHMR,
FEAREF|H , ACLZ R R IEE9800#Y Wi fE Pt EE 5 —EWLC 55202 MR E. BE)MEMFEHERR

FERBIES

conf t

ip access-1ist extended mobilitywlcs

permit ip host <5520_ip_address> host <9800_ip_address>
permit ip host <9800_ip_address> host <5520_ip_address>

end

monitor capture uplink access-Tist mobilitywlcs

NREFEREERRBETEPET , cEBL—LHARIZI[E  RREFLEBIREE.

plan | HHEERER/SOMBEEE, F9800 L&RZSFESOMBHHHRMARIERE AT UBELE T EER
, AEERREBENRLE,

monitor capture uplink buffer circular size 50

FRiaHE, LA EGUISCLIBEIE !

monitor capture uplink start

HEBRETENEBRE,
TN ENREEE,
ZE1HiE, S LUBBGUISCLIFITU T81E -

L
Ju

monitor capture uplink stop



& LAFEGUI > Troubleshooting > Packet Capture > Exporti R ¥,

HHECLI LEFI AR, BBftpRHA :

monitor capture uplink export ftp://x.x.x.x/MobilityCAP.pcap

WETLENERE  FMEREE

no monitor capture uplink

GHLEDAMET 4 B

FFAE98004£E ( 9800-L, 9800-40%19800-80 ) K BIE#R L #848 —HALM LED, MEZLEDE AL
& AERETFELEREER,

& 0] LAME A show facility-alarm status@i S B F EHLEDE BAL B EIR

WLC#show facility-alarm status
System Totals Critical: 2 Major: O Minor: 0

Source Time Severity Description [Index]

TenGigabitEthernet0/1/0 Jul 26 2019 15:14:04 CRITICAL Physical Port Link Down [1]
TenGigabitEthernet0/1/1 Jul 26 2019 15:14:04 CRITICAL Physical Port Link Down [1]
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