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Local Switching Central Switching
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SSID = Centrall SSID = Flex1 SSID = Flex2
VLAN = 2660 VLAN = 2685 VLAN = 2686
Central Switching Local Switching Local Switching
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<« PolicyProfileFlex1
WLAN Flex1 Local Switching
VLAN 2685

<« PolicyProfileFlex2
Policy Tag = /501 00 Local Switching
VLAN 2686

P PolicyProfileCentrall
. WLAN Centrall = Central Switching
: VLAN 2660

Enable Local Site = Disabled

* VLAN 2686

EfEFlexConnectZA i X PRIE L BIRF 8% (SSID) , BERBUT ER T BRIRE -
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3. B MEURRIESE
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BV ASHWLANEREHE
#7] LLE A U $E R 22 31 = fESSID:

B Y EMSSID

WIRELESS NETWORKS

+ Add

Number of WLANS selected : 0

5] Dashboard

;.:’w; Monitoring

D Name ~ 1D ~ S5SID
L ol et
NS Configuration Flex1 2 Flex
[] Flex2 3 Flex2

Administration
Centrall 4 Centrall
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EVASUURE RN
25%1 %ﬂﬁi Configuration > Tags & Profiles > Policy.igg Eﬁ’fiﬁ'g% ﬁﬁ‘zﬂ?_j:"‘ Add%ﬁi?ﬁ% ﬁo

Add Policy Profile o

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile

Name* PolicyProfileFlex1| WLAN Switching Policy

DUSL‘I’i[)tiUI’] Enter Description Central Slw,—’[chir]g - DISABLED

,_._
R

Status enagled [ Central Authentication enasLeD [}

Passive Client @ oisasLeD Central DHCP @ o'sasLeD

Er]crypted Traffic A!]'dlyli(.'!i - DISABLED Central Association - DISABLED

il

CTS Policy Flex NAT/PAT @ oisasLep

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

ERZH central Switching Hjﬁltt%%)ﬁgx ) FAE—T Yes ﬂtﬁﬁﬁﬁﬂlﬁo

Disabling Central Switching will cause Export Anchor to be
disabled

S ER2 B F| Access Policies R I0# AVLAN ( HALLVLANTE9800 WLC EFR#EFE , At B E THIEE
FETREZVLAN ) . AR%E | #—T save & Apply to Device.




Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
DHCP TLV Caching
_ URL Filters
Local Subscriber Policy Name ‘ v | .
' ' Pre Auth ‘ v
VLAN | |
Paost Auth ‘ v
VLAN/VLAN Group ‘ 2685 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |
| Save & Apply to Device

S ER3 ¥ PolicyProfileFlex2 E 4 # B MY R 16,

Add Policy Profile

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* PolicyProfieflexd | WLAN Switching Policy

Description Enter Description ‘ Central Switching |
Status Central Authentication
Passive Client Central DHCP [- DISABLED ]
Encrypted Traffic Analytics Central Association . DISABLED

il

CTS Policy Flex NAT/PAT @ oisasLeD

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

E Apply to Device




Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLY Caching IPvd ACL v
DHCP TLV Caching

URL Filters
Local Subscriber Policy Name v

Pre Auth v
VLAN

Past Auth v
VLAMNMALAN Group 2686 v
Multicast VLAN Enter Multicast VLAN

[£] Save & Apply to Device
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THEAWLANREEE, HELEERT |, switchportEERFEFIKVLAN |, A%, R
DHCPERSBMURFREMVLANG K EEFHSVIFERMEEPE B IPERRER  FHAERE
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EEEFiRVLAN

SER5. AP RSSIDE KR EBE R,
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Add Policy Profile 3

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* ‘ PolicyProfileCentral1 | WLAN Switching Policy

Description ‘ Enter Description | Central Switching v

Status Central Authentication v

Passive Client Central DHCP '

Encrypted Traffic Analytics Central Association v
i Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

Add Policy Profile x
General | Access Policies | QOS and AVC Mobility Advanced

WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Policy Mame ‘ v | .
) ' Pre Auth ‘ v
VLAN ' i
Paost Auth ‘ v
VLAN/VLAN Group ‘ VLAN2660 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |

Hit , E=EAXRBEEER.




Policy Profile Name « Description
FolicyFrofileFlex
PolicyProfileFlex2

FPolicyProfileCentral 1

CLI:

# config t

# vlan 2660

# exit # wireless profile policy PolicyProfileFlexl # no central switching # vlan 2685 # no
shutdown # exit # wireless profile policy PolicyProfileFlex2 # no central switching # vlan 2686

# no shutdown # exit # wireless profile policy PolicyProfileCentrall # vlan VLAN2660 # no
shutdown # end

B/ SR RR
Policy TagR A FF & s EMESSIDERL T M ERBEERE RN TE,

SEB1.ERE Configuration > Tags & Profiles > Tags > Policy. BECTFENER ) WIE— T +Add SAFTIE — 1B
FETEL,

arch Menu Items ManaQETHQS

ELz i Policy Site RF AP

G ) Monitoring

¥, Configuration Policy Tag Name
e : RFT1
Administration
PT2
y’ Troubleshooting ik
PolTagi
new = palicy

S EREEBAN , H—T +add , RTFPLHREAIEE wiaN profile EFTIE ZIRIEZB A B8 Policy
Profile EEEFINE R, AR , B—TERESR,



Add Policy Tag x

Name* | PolicyTag1
Description | Enter Description
+ Add \
WLAN Profile ~ [Policy Frofile w
‘. 10 | items per page MNo items to displa

'O Cancel

I .

| Save & Apply to Device

Add Policy Tag e

Name* | PolicyTag1 ‘

Description | Enter Description ‘
+ Add
WLAN Profile -~ Policy Profile v
0 | 10 w | itermns per page Mo items to |
Map WLAN and Policy
WLAN Profile* | Flex v Policy Profile* PolicyProfieFiext| | v |

-
=| Save & Apply to Device

B ={ESSIDE®E LIRIE/E , RERIE— T & Save & Apply to Device.




Add Policy Tag x

Mame* | PolicyTag1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile v
Flex1 PolicyProfileFlex1
Flex2 PolicyProfileFlex2
Centrall PolicyProfileCentral 1
1 | 10 v |i
D Cancel =l Save & Apply to Device
CLI:
# config t
# wireless tag policy PolicyTagl
# wlan Flexl policy PolicyProfileFlexl
# wlan Flex2 policy PolicyProfileFlex?2
# wlan Centrall policy PolicyProfileCentrall
# end

BU/SUFlexB EMRER

EAXEFRANHEESR , FEE , A XBHPEMESSID , EEMEREAVLAN, 7EFlex
Profileth , #4SAP VLAN ( ABVLAN ) SR APE S HI5E K {EAEAVLAN ( At BSSIDER
BIVLAN ) o

SB1.EME Configuration > Tags & Profiles > Flex ﬁﬁﬁ%ﬁﬁ"]ﬁﬂ%& E':T?—T:I_:E"Jg;g



Q, Search Menu ltems Flex Profile

: + Add -
= Dashboard

Flex Profile Name

@ Monitoring

new-flex-profile

NS CDI"If]QUFE]ﬂDF‘I default-flex-profile

\ . . ] 1 10 w
. Administration

Troubleshooting

L2 EHEFlexBBEERNBBIAIEEAP VLAN ( KittVLANID )

General Local Authentication Policy ACL WVLAN
| Name* FlexProfileLab | Multicast Overridden Interface
Description Enter Description Fallback Radio Shut
Flex Resilient
Native VLAN ID 2601
ARP Caching
HTTP Proxy Port 0
Efficient Image Upgrade v
HTTP-Proxy IP 0.0.0.0
Address o Office Extend AP
CTS Policy Jaoin Minimum Latency

Inline Tagging
SGACL Enforcement

CTS Profile Name default-sxp-profilex| v

D Cancel =| Save & Apply to Device

SER3EME vian ERIIEEFTFERIVLAN,

FEHZEHIF | VLAN 26852686 L BEE Fii, &L VLANTFEERIS00 WLCE | 5545 H 118 ZIFlex
Profiled , AMEEBMEERAP L,



Add Flex Profile H

General Local Authentication Policy ACL VLAN
[ + Add J
VLAN Name v ID ~ ACL Name v
0 10 » |it
Save & Apply to Device
VLAN Name* vian-name

VLAN Id* 2685

ACL Name v

AR BUFRKREBERE  NRSEIZETVLANEBMARVLAN ID |, BEEIEN B
BRERWVIANSBES =2 ER.

HITEMNVLANEE LIRS ER,

Add Flex Profile x
General Local Authentication Policy ACL VLAMN
VLAN Name ~ ID ~ ACL Name ~
| vLAnzess 2685
| vLanzes6 2686
1 10 + |it

e & Apply to Device

AR, ARPRZBAIVLANREHE , ERAPFEERHETE.

CLI:

# config t
# wireless profile flex FlexProfileLab # native-vlan-id 2601 # vlan-name VLAN2685 # vlan-id 2685




# vlan-name VLAN2686 # vlan-id 2686 # end

B3 HRR
Site Tag=2 RFFEIEER HLAP N A K/ Flex Profile ELAGAPEY T,

SR igﬂﬁi Configuration > Tags & Profiles > Tags > Site. EE Eﬁ’ﬁ:ﬁggﬁ 3 HIZ—T +Add LAFTIE — 1@

Q, Search Menu ltems Manage Tags

Policy Site RF AP

= Dashboard

+ Add

© Monitoring

5 .
BAS , Configuration Site Tag Name

5T

SR "HHER, P, 2 enable Local Site BIE ( FTIEWIEBEEAIAP ) Enable Local Site
disablediEIE 2 E#i AFlexConnectiE ), ZA%E , LE AT LUEIE Flex Profile. 3 — T Z & save & Apply

to Device.

Add Site Tag x

Name* FlexSite1

Description Enter Description

AP Join Profile default-ap-profile  w
Flex Profile FlexProfileLab v
Control Plane Name v

Enable Local Site

=| Save & Apply to Device

CLI:

config t
wireless tag site FlexSitel
flex-profile FlexProfileLab

HH+ FH FH H*

no local-site

43 B BIAP R 5 Bt AR,
BAUEREEMRES RGAP , b TURRSARNRHRES REAPHE. BFESENER

o

FEAPH KRR DB



Eﬁﬁi Configuration > Wireless > Access Points > AP name > General > Tags.fﬂi Site -F?‘ilgﬁq:' ) Jﬁgﬁﬁ'%ﬂg r%
&J ) %%E_T Update & Apply to Device.

General

AP Mame®

Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status

Fabric Status

Tags

General Interfaces

High Awailability

Inventory

AP1702-05

karlcisn-WS

1] D) e

Enabled v

Flex v

Registered

Disabled

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Palicy PolicyTag1 v
Site FlexSita1 v
RF

default-rf-tag v

Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

105 Version

Mini 1OS Version

IP Config

CAPWAP Preferred Mode

DHCP IPvd Address

Static IP (IPv4/IPv6)

Time Statistics

Up Time

Controller Association Latency

16.10.1.0
N/A

N/A

NfA

15.3.0.0
15.3(3JPG1S

0.0.0.0

Mot Configured

172.16.1.110

L]

6 days 20 hrs
27 mins 53 secs

Sdays 18 hrs 0
mins 30 secs

| Update & Apply to Device




AR EER  EdR  APLHREEEERS K XE9800 WLCH BB EHY 10 EEAR EHELR

o

IR MRAPEE AR HEL (= HEMETEL ), Al 2¥EB % F Enable Local Site 12 IE {§2E
B, AP E#HEE) I IR E E|FlexConnectiE =,

CLI:

config t
ap <ethernet-mac-addr>
site-tag <site-tag-name>

HH+ FH FH H*

end

RS EAPS B SRR

gﬂﬁi Configuration > Wireless Setup > Advanced > Start Now.

B—T Tagaps = BIRR , BEREEEAEIEEBRNAPFEE (ST UMREZZNMG THEIH ) APname
[BRAE AT EL At 18 £ )18 EAP/%E)O

Murmber of APs: 2
selected Mumber of ARs: 2

AP | v | AP w

M ,
ame Show items with value that:

AP3IB02- s equal to v
1.
karlcisn
AP2802-
o !

BEBFFENAPE |, B—T+ERAP,



Advanced Wireless Setup Back

— y————————
(=) =T

.,

Numbir of APs: 2

- Tags & Profiles Selected Number of APs: 2
) - T v | AP o AP« Admin ~ Operaion + Poiicy ~ Site v RF v Hyperiocation
- - N s (&) [ =
a | WLAN Profile =+ Mame Moda! AP MAC ~  Mode Status Status Tag Tag Tag Location  ~  Country -~ Mothad
) = AlR- Location=  Location-  Location-
N i :
L] | Policy Profile | i 4 ::;ff: APISO02I-  0042.68c6.4120 Local Dissbled  Registered  typieal-  typical-  typical- ?DZT,I,; Mx Local
: A-KQ density  density  gensity .
o | PolicyTeg & | B+ AIR- fi
™ _ fault- h-
2 [AP2%92°  wpagosi- 205001408900 Local Enabled  FRegistered  PTY foehE do CALD us Local
(i B-K3 pi
. | T ~ 1 10 v | tems per pege 1-2of2items &
o | Flax Profile E  +
0| Site Tag ¢ | B+
[ Rt | RF Profile = +
ﬂ_....|nvrag B+
- Apply

EEEﬁEM@APE’J%ﬁ ) ?)\fﬁﬁ—T Save & Apply to Device.

Tags

Palicy P11 v

Site ST1 v

RF default-rf-tag v |

Changing AP Tag(s) will cause associated AP(s) to reconnect

'O Cancel = Save & Apply to Device

AR EIE  BEAPLHRMIERR , AP K EEL9800 WLCHIEIBA L 7£491 20 8 W EH N
Ao




AR MRAPEEAABEN (REFMHEER ) , MITEEEET Enable Local Site IBIHIFEE
A, AP E# R E IR [E] B|FlexConnectiE o

CLI:

RBCLIRERAAZEAPD B RN ERR.

Flexconnect ACL

EAATBRWLANE | EEZRBN —HSRUMASACLEAEEAE R,
EEFIBWLANKIERT , FIEREHSEWLCEER , RILACLEZHXIAP, B , ERE
HEIT A3 H ( flex connect — A3 ) B | MBASACL ( ERFIBFLEER ) #HXBAP , BAR
EEAPEM. BACLHIEZEHRERFEITEA,

R TH|MWLAN

AEACLE A EIERBIE P TIMWLANB F Fif

SB1 — SACLERAZFRRIFRERE. EZEConfiguration > Tags & Profiles > Policy , BBEEH
HBEWLANEEBI R SR EL BRE . 1€ "Access Policiess > "WLANACL, 39T |, BEEEARE
FEI%MACL,

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPvd ACL BLOCK-WLC v
DHCP TLV Caching O
IPve ACL v

AFACLE A B E R B AN 1t STHEWLANAY £ A B i

B — BACLERZRAIFRERE. EZEConfiguration > Tags & Profiles > Policy , i#1ZEEH
BWLANBEBEEY SRS ELERE R, £ "Access Policiess > "WLANACL, $9 T , BEEEARE
Ei%iACL,



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPvd ACL BLOCK-WLC ™
DHCP TLV Caching O ‘
IPv6 ACL v |
S22 — BACLERAZEMRERE. EZEConfiguration > Tags & Profiles > Flex , i&## 7 Bl flex

connect APHflexBl EfE %, 7 "Policy ACL. 885 T , #Ti8HZACL , R&EKR—T Save,

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
ACL Name Y Central Web Auth ¥ URL Filter T ‘
(O ACL_WEBAUTH_REDIRECT Enabled ACL Name* SLOCEHEGE v
1 10 ¥ |items per page 1-10f 1 items Central Web Auth O
URL Filter v

BRERESCEEAACL

£ 8 ZMonitoring > Wireless > Clientsif , AJUARFEZACLERCEAZIEFin , EEEREN
& Fif. fEGeneral > Security InformationZ§ & , 7 Server Policies) % #H#ZE "Filter-1D
WER X EEERANACLIEHIE,



360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE

SM State TERMINATE

Local Policies

Service Template wlan_svc_local-switched-policy-profile (priority 254)
VLAN VLAN1416
Absolute Timer 1800

Server Policies

Output SGT 0006-00
Filter-1D BLOCK-WLC

Resultant Policies

Qutput SGT 0006-00
[ Fitter-ID BLOCK-WLC |
VLAN Name VLANT416

FEfEAFlex Connect ( A#33# ) APHERT , AILUBIBEAPA S L AT T#show ip access-
listss REGHACLE B B ERZEIAP,

E

B EREL G T RREEE,

VLAN/TH E R

# show vlan brief
# show interfaces trunk
# show run interface <interface-id>

WLANE: &

# show wlan summary
# show run wlan [wlan-name] # show wlan { id <wlan-id> | name <wlan-name> | all }

APE

# show ap summary
# show ap tag summary
# show ap name <ap-name> tag { info | detail }

# show ap name <ap-name> tag detail

AP Name : AP2802-01 AP Mac : 0896.ad9d.143e Tag Type Tag Name —--——-----—-—————————————————————
Policy Tag PT1 RF Tag default-rf-tag Site Tag default-site-tag Policy tag mapping -----————--—-—----
---- WLAN Profile Name Policy Name VLAN Central Switching IPv4 ACL IPv6 ACL -------——-———-————————



ctrl-v12602 VLANO210 ENABLED Not Configured Not Configured Site tag mapping ----------------
Flex Profile : default-flex-profile AP Profile : default-ap-profile Local-site : Yes RF tag
mapping --------—------ 5ghz RF Policy : Global Config 2.4ghz RF Policy : Global Config

RiREE

# show wireless tag { policy | rf | site } summary
# show wireless tag { policy | rf | site } detailed <tag-name>

e i 48 SR I

# show wireless profile { flex | policy } summary
# show wireless profile { flex | policy } detailed <profile-name> # show ap profile <AP-join-
profile-name> detailed
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