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$EB 1. E5RADIUSTAIIRES, TEGUIh : BE EConfiguration > Security > AAA > Servers / Groups > RADIUS >
Servers > + Address , A% # ARADIUS ARZZ & o

pnfiguration = » Security= > AAA
+ AAA Wizard
AfA Method List AAA Advanced
»
+ Add )

TACACS+

Name ~  Address ~  Auth Port ~  Acct Port

MREFTERREAEMETECOAN T 2R | FRMRZTECoA,



Edit AAA Radius Server x

Name* AmmISE

Server Address* 10.48.76.30

PAC Key

Key Type Hidden v
Key* (@ o ooe o00(

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 5
Retry Count 3

[%] Update & Apply to Device

~ EE : EE : Flex connectZsith & 14 5 3% 2 B 1 X #ERadius CoA.

SR 2. #RADIUSAI AR B2 #T 18 FIRADIUSHE ., #EGUIT : EfiiElConfiguration > Security > AAA > Servers / Groups >
RADIUS > Server Groups > + Add.

Configuration= > Security = > AARA

+ AAA Wizard

Servers | Groups AfL Meathod List AlA Advanced
—

RADIUS
Servers Server Groups

TAGACS+

Marme ~  Server 1 Server 2 Server 3



Edit AAA Radius Server Group x
Game* ‘ AmmISE '

Group Type ‘ RADIUS ‘
MAC-Delimiter | none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 2 ‘
Source Interface VLAN ID ‘ 76 v
Available Servers Assigned Servers
~ — AmmISE o —
) k)
(] (~]
(»] ]
J © J @

E| Update & Apply to Device

SEBIENHMEESEEE, EGUIL : EfiE|Configuration > Security > AAA > AAA Method List > Authentication
> + Add

Configuration = > Security - > AAA

+ AAA Wizard

Servers [ Groups ‘ AAA Method List ' AAA Advanced

( Authentication ) y y
l -+ Add l
Authorization

Name v  Type




Quick Setup: AAA Authentication

(Method List Name* AmmISE

)
( Type* dot1x . @
9

(Group Type group v

Fallback to local

Available Server Groups 4 Assigned Server Groups
radius o) \fkmmISE
Idap
tacacs+

A&
<) (J BJ B

= Update & Apply to Device

£ CLI £ :

H* H*

HFOH W OH KR R

H* H H*

config t
aaa new-model

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>

exit

aaa group server radius <radius-grp-name>

server name <radius-server-name>

exit

aaa server radius dynamic-author
client <radius-server-ip> server-key <shared-key>

aaa authentication dotlx <dotlx-Tist-name> group <radius-grp-name>



WLANL &

488 1. 1EGUIL : BE EConfiguration > Wireless > WLANs , A#IR— T +AddLAZ2 I —EHEIWLAN , RERA
WLANZE . ARHEBRERAEEE.

Configuration = > Tags & Profiles~ > WLANSs

Number of WLANSs selected : 0

Status ~  Name ~ D ~  SSID
Add WLAN ®
General Security Advanced
Profile Name* 802.1x-WLAN Radio Policy All v
SSID* 802.1x Broadcast SSID enasLeD [}

WLAN ID* 1

Status enaslen ([l

9 Cancel = Apply to Device

SR 2HEGUIL : BEZFSecurityR5I1EE , BEEF2E/F3IBLEEN (RENEZESEZEEER ) | LEEH
802. 1xMIER TECE FREREBE - A& IR— T Update & Apply to Device,




Edit WLAN »

i Changing WLAN parametars while it i enabded will result in loss of connectivity for clients connected to it
General Security Advanced Add To Palicy Tags
Layer2? Layer3 Adh,

Layer 2 Security Mode
MAC Filtering

Protected Management Frame

PMF

WPA Parameters

WPA Policy
WPRAZ Policy
GTE Randomize
OSEM Paolicy

WPAZ Encryption

Auth Key Mgmt

RAER E R HERE

WPA + WPAZ o

Lobby Admin Access

Fast Transition

Owvear the DS

Reassociation Timeout

Disabled v

MPSK Configuration

MPSE

< | AES[CCMP128)

CCMP2Z5E

GCMP128

GCMP2Z5E

BO2.1x

PSK

CCKM

FT = BOZ.1x

FT = PSK

Adaptive Enab... «

K

|_I;_'[ Update & Apply to Device

e

S B8 1. 1EGUIY : Efji E Configuration > Tags & Profiles > Policy , AR EHZ+AddUE I KHEEBEER.




dlnalve Gisep Catalyst 9800-CL Wireless Controller
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Configuration = > Tags & Profiles - > Policy

|-|—Ad~::||

Status ~ Policy Profile Mame

SEB2HEER |, WHUEZS P Central SwitchingiE, FEiBERTE , BFHBNSREFHAERBRE , MFlexConnectZINEE
EARM R & RE S,



Edit Policy Profile M

B Conhguring in enabiled 21878 will fas | a8 o comnatirdly Tor chenls assotiagted with this prahlke
Genearal ccese H {.- || C Wi L Wy
A
MName® VLANX WLAN Switching Policy
Lascription Cantral Switching SAFR FD
Slates . = -
Central Authentication |evseren (]

Passive Chent . -
Cantral DHCP

Encrypbed TraMc Anahtics CESARLED l _ o
) ! . § Cantral Assaciastion

CTS Policy Flex NAT/PAT

Irlirs TagEing

SEACL Enfoncament

Dwafault SGT

[=] Update & Apply 1o Device

N oEmERATRORE  AEBASASERERY. EAFlexconnect APE | MABEFA
R B 2 2 R v 0 B,

B 3.HEGUIL : BB EAccess PoliciesRH , 7 ECERE S I{EFRIER TR L WLANES ] L3 EE2IAIVLAN,
LUK THLEEPRE—EVIANE R , REER/KEER | FBHRAVLAN ID,



Edit Policy Profile x

& Conhguring in enabled state will result in loss of connactivity for clients associated with this profile.

General Access Policies

RADIUS Profiling
HTTP TLV Caching

DHCP TLW Caching

WLAN Local Profiling

Global State of Device
Classification

Local Subscriber Policy Name
VLAN
WVLAMN/NLAN Group

Multicast VLAM

HER 47EGUIL : BB FAdvanced ZESIRE , AREWLAN&EE. DHCP. WLAN Flex PolicyF1AAAZERE , LB E 1

Q0S and AVC Mability
Disabled @
| v
| 76 » |

| Entar Multicast VLAM |

IEfEfERA - A% B#Update & Apply to Device,

Advanced

WLAN ACL
IPvd ACL | - |
IPvE ACL | " |
URL Filters
Pre Auth | ¥ |
Post Auth | v |

|_I;_'[ Update & Apply to Device




Edit Policy Profile X

~
A Configuring in enabled state will result in lass of connectivity for clients associated with this profile.
General Access Policies Q0S5 and AVC hobility Advanced
WLAN Timeout Fabric Profile 5
Session Timeout (sec) | 1800 | mDNS Service | default-mdns-servic] » |
Palicy \ |
Clear
Idle Timeout (sec) | 300 | _
Hotspot Server | - |
Idle Threshald (bytes) | 0 | ' '
User Defined (Private) Network
Client Exclusion Timeout (sec) | | B0 |
Status
Guest LAN Session Timeout
Drop Unicast
DHCP
Umbrelia
IPvd DHCP Required
Umbrella | Mot Configured v |
DHCP Server IP Address Parameter Map ' e
Show more === Flex DHCP Option
for DNZ
A Pty
Redirect
Allow ASA DOverride )
WLAN Flex Policy
MAC State
_ VLAN Central Switching
Policy Name | default-gaa-palicy # » | )
' : Split MAC ACL | - |
Accounting List | - | @
' } Air Time Faimess Policies
2.4 GHz Policy | v |
5 GHz Policy | * |
EoGRE Tunnel Profiles ¥
u Update & Apply to Device

AR ARE

SR 1EGUIY : BMEHRE-FERNEEER>RH>KHK> +HiE,
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Policy Tag Name

TR2HOMER , WHR BN RBEEERNWLANEBER.



Edit Policy Tag

A Changes may result in loss of connectivity for some clients that are associated to APs with this Paolicy Tag.

Mame* | Palicy |

Description | Enter Description |

W WLAN-POLICY Maps: 1

WLAN Profile «  Policy Profile w

BOZ2.1x-WLAMN VILANX

1 | 10 1|

Map WLAN and Policy

WLAMN Profile® 302 1x-WLAN v Palicy Profile* VLANX L

-

RLAN-POLICY Maps: 0

[rl Update & Apply to Device

FlexBlEREREE




£ ER1.1EGUI$ : EE ZEConfiguration > Tags & Profiles > Flex , A% % — T +AddLAE I — B NERK.

Configuration - > Tags & Profiles~ » Flex

+Ad~::||

Flax Profile Mama

Sal_Flex

Edit Flex Profile
General Local Authentication Policy ACL WVLAN Umbrella

Name* Flex-Pro Fallback Radio Shut
Description Enter Descriptior Flex Resiliant
MNative WLAN 1D 71 ARP Caching il
HTTP Proxy Port 0 Efficient Image Upgrade
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Policy Join Minimum Latency
Inline Tagging IP Owverlap
SGACL Enforcement mDONS Flex Profile -
CTS Profile Name default-sxp-profile s »

E Update & Apply to Device

N 5 AMVIAN IDRETHERILFlexEBREMAPERHVLAN | 3t BZVILANKERAPHTE
(810 R | K VAN IDE B AR,



S 2 fEVLAN R5[ZEBT , FIWEEMVLAN, FEiBPolicy ProfileFaz% 2 BELAAWLANAIVLAN |, siRADIUSRIBR 25 #HEIXHY
VLAN, #R% Bhi&Update & Apply to Device,

Edit Flex Profile x

General Local Authentication Palicy ACL VLAN Umbrella
-+ Add
WLAN Name ~ D~ ACL Name ~ ‘
/| * VLANFG
o — WLAN Name 7
WLAM Id* 76
ACL Name L

B Update & Apply to Device

N sEE . WRPolicy Profile | B#5RIE S FASSIDYITARVLANES, H1S7E 2558 15
VLANE & |, SfER1EFlex ProfileffREFRFE AR MVLANEE , T RIFEH & IRELERS

WLAN,

N = BAfexConnectBACLEBEAAA | BEE TEMACL, LRET . MBEACLOE
HBISTEVLAN | SEEFEVLANRTIBACL , A& 7T THRBEACL, LEHIBACL,

VREREE

S B8 1. 7EGUIF : Efi EConfiguration > Tags & Profiles > Tags > Site , A& ELE+AddLUE M FTAY U B2 R . BUNR
FEnable Local SitefE A AFFAPEA MR INE FHERRE , ARME 2 ELNFlexBERR,
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Profiles - » Tags

Marme* Flax_Sita

Dascription Flax_ite

AP Join Profile dalfauli-ap-proils v

Fliax Profle

Fabric Control Flane Mame L

2 Cance [ Update & Apply 1o Device




N orEBE CRAAMEE, % SRILESERNAPTEE AFlexConnectiE R,

$EB 2 fEGUIT : Effi = Configuration > Wireless > Access Points > AP name , #§Site Tag#lPolicy Tag#Ti& RIEAEEAY
AP, ETEEE B HAPE #H R E HCAPWAPEE I il A [E19800 WLC,

Configuration = » Wireless - » Access Points

% All Access Points

|E Dashboard

I Monitoring

Number of AP(g): 1




General

AP Name™

Locaton™

Basa Radio MAC

nterfaces

Regh Avesshility

taksmarii

diefault lacatian

mAEmory

bdde, 31d7.bS20

Etharmet MAC 05d. 73149.bbi2a

Admin Seaus

AF boda

Opearation Status Regisiered

Fabric Sratus Digablad

LED St

LED Brightness | & .

L]

Tags

B Cranging Tags will cause the AF 1o momentarly ose

associaton wilh the Contralier, Writing Tag Confg 1o &P
5 nol allowed white changing Tags

Palicy | Palicy v

Sike Flun_Site] .

AF | defautt-ri-tag ¥

Write Tag Config o AP

¥ Cancal

APEIREI% , FFE

EAPREEMFlexConnecti®E =,

o~

30 Advanced

Version

Primary Softarare Version
Pradownioaded Status
Prsgdowmloaded Version
Maxt Reiry Tima

Boot Version

105 Varsion

Mini 105 ersion

IP Conhg

CAPWAP Prafemred Mode

DHCE Pvd Address

Static IP (IPvd fIPwE)

Time Statistics

g Timea

Controlier Association Latency

Support Bundie

17.3.4.154

N/A

MiA

NIA

1.1.24

1Pyd

10487077

0 darys O hirs 3
miing 28 sacs

2 mins 4} secs

Update & Apply to Device
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55 F A ZERADIUS {a] BR 85 A 2 #4 B 55

S B 1 SAPEBRAK K BB BIRADIUSHIIRES. WELH | 55
i

S ER 2. BT WLAN,

Ut AH RE R LAER S R R E AV AR REAE R,

Add WLAN »

General Security Advanced
Profila Name* | Local auth | Radio Policy Rz v |
SsiD* | Local auth | Broadcast SSID
WLAN ID* |9 |
Status ENABLED .

S 3 RRIREEHERE.
BN FEEREAZAEREN. E—X , BUBREF Central Switching, Central Authentication, Central DHCP#
Central Association EnableE.


https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10

Add Palicy Profile x

& Confguring in enabled state will result in loss of connactivity for clients associated with this profike.
General Access Policies Q05 and AVC Mability Advanced
Name* | Lecal | WLAN Switching Policy
De=cription | entar Descriptian | Central Switching B osesen
ateny ENABLED . Central Authentication . DISABLED
Passive Client B oissse

Central DHCP B oisaeED

Encrypted Traffic Analytics . DISABLED

Central Association B osesen

CTS Policy Flex NAT/PAT B oseecen

Inline Tagging

SGACL Enforcement

Dafault SGT 2-65519

SR 4 RAZEBAERE.

# B BB RYWLANEE B 2 3 M9 Policy Profiletf B3

SR S5 FlexfiBREREE.

BIIFlexEERER , BfFlLocal AuthenticationE % , B ERadius Server Group , #A#%iEHRADIUSHE,




Edit Flex Profile

General Local Authentication Policy ACL WLAMN Umbrella
(Fladius Server Group | AmmISE " |) LEAP
Local Accounting Radius Server . | PEAP
Group
TLS

Local Client Roaming

( RADIUS *)
EAP Fast Profile | b |

Users
—+ Add @
- Salact TSV File
Usernama ;

0 [ 10+

L'._'[ Update & Apply to Device

SBeIHEEBEE,
fiBE L B5F H BRIFlex Profile , I HUHZ F Enable Local SitetE .,




Add Site Tag x

Name* | Loeal Auth |
Deascription | Enter Dascription |
AP Join Profile | default-ap-profle L |
Flex Profile | Local v
Fabric Control Plane Mame | L |

Enable Local Site

El Appty to Device
EndE

FEGUI L : BEZEMonitoring > Wireless > Clients , #52Policy Manager State flFlexConnect5| £

o
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£ CLI L :

# show wlan { summary | id | name | all }

# show run wlan

# show run aaa

# show aaa servers

# show ap config general

# show ap name <ap-name> config general

# show ap tag summary

# show ap name <AP-name> tag detail

# show wlan { summary | id | name | all }

# show wireless tag policy detailed <policy-tag-name>
# show wireless profile policy detailed <policy-profile-name>



5 HE AR

WLC 9800 7k EAR LRVIEHEThRE. EWRAMAEE FinERMEENIRR, BSNBNREIHE
BHOEERE  YEETUERESHIHERTREREE B

N oir . REERNERE  ATLEBERS  EEEHER.

ZERFS00 WLCEFERBR TREMWEBNK , TTLUEIBSSH/TelnetiE4RFI9800 WLCIEHITIA T &
B ( BBRASEERREHIINERET ),

TR 1 RELRHRENEE  EREF AR EERE R B B
£ CLI L :

# show clock

SR2BBERREENET , REFAFEFEIIINTRFBFPRERK B, ERTURERE
RBETRRMER (WRE ),

£ CLI L :

# show Togging

TR I REFERSEBATMASRGMY.
£ CLI L :

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ [

) it RBBEMIHB RS, AIRTEZBARGE (macitbit, ipititE ) WAABERENR



. Mt RO SR BIFRRER A, Mt AR MACHE, Rit , BREERTBEERBRA R,

S B 4 NMREBRBRESTEIPREFTAR B mactb it 5| BE 4 , BUWES Emacit it falways-oni@
AR Bl B Bt

£ CLI £ :

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

BN BERMEERERTHNAR , A ERERBINIE TFTP [RES.
£ CLI £ :

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

RN EENBRETDIEH
R KIERR £ (always-on)REER BERERANEFARBEFMAEHENBHEERE | BT ARA K
AR BB EREE(RA)RYE | BIREE AT AR EEEMRMS ( A6 AT Fiwmacibit ) BER AR

BHERBRUARRERR, ERARGEAR K BERUATT R,
S ER 5 R RARBAFRFM
£ CLI £ :

# clear platform condition all

S 6. ABERNEEEF ismacith it BUA AR KR4
Lt PR ERIEHEAmaciti it E300 88 ( 18008 ) , BEREFA I FFEIEINE 2085978494 #,
£ CLI L :

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}



S Mz EERREEZERAFR , FitESE MAC 1t #41T debug wireless mac
<aaaa.bbbb.cccc> FEH .

N BB LETIRBEFLEFHIDNRY RAFAASDEADES  HUARE.

SR7TERLEERNBEDITR.
FRUMREARFEENELRHEARBMZNERERE , AlFE AR

=] 111]
]

£ CLI £ :

# no debug wireless mac <aaaa.bbbb.cccc>

EERNEERIEERFELE 9800 WL.C EELEAMER  EBUT :
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

SR 9. WE MAC IBEBIMIER, &R ra_trace.log MR ENIFRAREE , @ EABEE
BRRER L,

BE RA EBHERNEHE
£ CLI L :
# dir bootflash: | inc ra_trace

HKRERERINEBRRES
£ CLI L :

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

BTRAR

£ CLI £ :

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog



FRA0MEBEARRNTAE , FREAMBFE  ELAFRARRL BFNEFERER . £E
FHEAEEFR , RALFERE T SREXRNBREAFHHAR B,

£ CLI £ :

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

N oE ROSHYERFAERNATE BRERANERY | MEESA, BB Cisco TAC
125 B S5 A7 b A B

IEAIH ra-internal-FILENAME .txt @REIA AR , S AT ERBETNER L,
AR R RN R AR 2R
f£ CLI £ :

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

BRAAR :

£ CLI L :

# more bootflash:ra-internal-<FILENAME>.txt

SB 1. BRESEEG
£ CLI L :

# clear platform condition all

N g BRAESEHEBEFERREMBAREE.
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