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ISERLE
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F=EHA

EEREFIEAP) , EEEF9800EARLANIE 25 HY A F} B 2R /1 5P 1% i B 55 138 A 66 ) & AR %%
(RADIUS)fa] iR B R I EAPH & K #MACHL 1L,

INRE MR R R EFEE(AP)F BEbN A Catalyst 9800EARLANIE #1235, AXER N BB
( 1500F %1 ) APEYIER , ELBAREEmaciBIRERE FREMMARFIES  EFSBEHATLY
APRER (FFBRAZEER ),

EARAF
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RATH

9800 WLC v16.12

AP 1810W

AP 1700

55 @5 R 51 Z(ISE)v2.2

ANHFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERRERER (EK
) AAREREE . MREHEEREFT , FEAREEAEAESTRERNTE,

A —

A ;&

Mg E &

. 1ot ' eWLC

MAC APIRHEEE — Aty

RENAPHIMACH 1t f# 7 1E9800 WLCAH,
SR BMAMRERRE THL EEE.

EE F Configuration > Security > AAA > AAA Method List > Authorization > + Add



Authentication Authorization and Accounting

rch Menu ltems

+ AAA Wizard
ES Dashboard

e G AAA Method List Servers [ Groups AAA Advanced
() Monitoring |_|

2\, Configuration General
Authentication l +Add J
Administration
Trniblachoot Authorization Name v Type
roubilesnootin
9 default network
Accounting
AuthZ-Netw-1SE network
Quick Setup: AAA Authorization x
Method List Name™ | AP-auth |
Type* | credential-download « |
Group Type | local v |
Available Server Groups Assigned Server Groups
radius
ldap -
tacacs+ =
ISE-KCG-grp
ISE-grp-name
) Save & Ay to Devie
SR 2. AAP MACRKRHE,

B ZE Configuration > Security > AAA > AAA Advanced > AP Policy, BXFEBIEMACIREAP , It
R IZ 5 BB 17 2 3 Y Authorization Method List,

Authentication Authorization and Accounting

+ AAA Wizard
AAA Method List Servers [ Groups
RADIUS Falinpcik
I Autharize APs against MAG |enveren .]

Atreise List Marmsd — |
Autharize APs against Serial Mumber B oissse

AP futherication
|.0..|Inc:.'-):|'.o'| Mathod List AP-guth| v |

T

Password Poicy



S ER 3. AP Z Kimacith i,

EfnE Configuration > Security > AAA > AAA Advanced > Device Authentication > MAC Address
>+ Add

Configuration~ > Security~ > AAA

+ AAA Wizard

Servers | Groups AAA Method List AAA Advanced

Global Config
o MAC Address Serial Number

RADIUS Fallback

>

Attribute List Name

Device Authentication MAG Address

0 10 »
AP Policy
Password Policy

AAA Interface

Quick Setup: MAC Filtering =

MAC Address* ‘ 00:B0:E1:8C:49:E§ ‘

Attribute List Name | None v |

‘ ) Cancel | =/ Save & Apply to Device |

N B APZ AEMACH I A AR 1£16.128RE Web U (xaxxxxx:xxaxx:xx (37
) XXXXXXXX.XXXX (B ) XX=-XX-XX-XX-XX) FEy A B , AP —FEHEN, E17.3R+P , X4
ABXXXXXXXXX , TREFERE AR/ EEMRAESR , CLIIER IR Bxoooxxxxxxxxx ( FE
16.127 , Web UIBRECEF W 2 FBAF ) » BRIEEERID CSCv43870 A FFECLIZEWeb UIRY B
AR A E A E AR,

CLI:

# config t
# aaa new-model
# aaa authorization credential-download <AP-auth> local


https://tools.cisco.com/bugsearch/bug/CSCvv43870

# ap auth-Tist authorize-mac
# ap auth-1ist method-1ist <AP-auth>

# username <aaaabbbbcccc> mac

MAC AP #EEE — SNEBRADIUS A AR 25
9800 WLCHARE

RENAPHIMACHE I fE1Z1E A EBRADIUSAIBRES ( BRI AISE ) L,

HISEL , A AAPHMACHBILEEMAEAER B/ ERRR K, FELSRPEREECEEEAH
F—'HE,

GUI:
S 1. E5RADIUS{A BRES

88 = Configuration > Security > AAA > Servers / Groups > RADIUS > Servers > + Add , A& &
ARADIUSfAARES & o

Q. Soarch Monu hems Authentication Authorization and Accounting

+ A8A Wizard
= Dashboard

|:":'_-:: Monitoring o . ;

RADILIS

2. Configuration

' Administration

' Troubleshooting TACACSs

[WES ADANSS

I MLAE

MRERRFTBEATR Web B ( REMHFE CoA NREMER ) | FHEEY "CoAXE, BER
Ho



Create AAA Radius Server X

Mame*
IPV4/IPvE Server Address*®
Shared Secret”

Confirm Shared Secret®
Auth Port

Acct Port

Server Timeout (seconds)
Retry Count

Suppart for CoA

ISE~kcg

172.16.0.11

Clear PAC Key

Set New PAC Key

[ Save & Apply to Device

HER 2. 18 RADIUSA AR 25 #7118 BIRADIUSEH4E

E B FConfiguration > Security > AAA > Servers / Groups > RADIUS > Server Groups > + Add

EEISEMAP MACHBIHERAERERBETHORE , FEMACBRRESE,

Create AAA RHadius Server Group

Name® L e
Group Type RADILS
WAAC = Dsdomitar o -
MAC -Flenng =g L
Daacd-Tima (ming) L4
FAvadabie Sarvars Assgngd SOTvars
oE =g 2
:-
o
ﬂ I:.:!":I'.| | r_r EE"FI‘L.! E' AF'DIIEII 1|!:| L}‘r'.ril:‘:_':

ERIEHEMACIE B E St AMACHEZ|ISEE ZAP MACHE L,



Create AAA Radius Server Group x

Name* ISE-grp-name
Group Type RADIUS
MAC-Delimiter none -
MAC-Filtering mac v
Dead-Time (mins) 1-1440
Available Servers Assigned Servers
ISE-KCG

9 Cancel | Save & Apply to Device

TRIBUREBRTRAEBE,
E B FConfiguration > Security > AAA > AAA Method List > Authorization > + Add

Authentication Authorization and Accounting

rch Menu ltems

+ AAA Wizard
&=l Dashboard

L i AAA Method List Servers [ Groups AAA Advanced
(<) Monitoring |_|

S5 "
= Conﬁguratlon General
Authenticati l + Add J
g . entication
Administration
: Authorization Name v  Type
Troubleshooting o o
Accounting
AuthZ-Netw-ISE network




Quick Setup: AAA Authorization =

Method List Name* | AP-ISE-auth |
Type* | credential-download |
Group Type | group - |

Fallback to local

Available Server Groups Assigned Server Groups

radius |ISE-grp-name
.

Idap

tacacs+

ISE-KCG-grp

=| Save & Apply to Device

HEBR 4 RAAP MACRRHE,

B ZE Configuration > Security > AAA > AAA Advanced > AP Policy, BXFERIEMACIEREAP , It
B2 5 B3R 2 3 Y Authorization Method List.

Authentication Authorization and Accounting

+ AAA Wizard

AAA Methad List Servers | Groups | AAA Advanced |

RADIUS Fallback

I Authorize APs against MAC [ENABLEO [ ] |
Aftribute List Name
Authorize APS against Serial |l oisasLeo |
AP Authentication Number .

- Authorization Method List AP-ISE-auth -
AP Policy |
Password Policy l [E Apply to Device

CLI:

IH*

config t
aaa new-model

IH*

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>

exit

H R H W KRR



# aaa group server radius <radius-grp-name>
# server name <radius-server-name>
# exit

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authorization credential-download <AP-auth> group <radius-grp-name>
# ap auth-Tist authorize-mac
# ap auth-Tist method-Tist <AP-ISE-auth>

ISEEL &

HER 1. E1%9800 WLCHTi8 ZIISE:

FISELE %9800 WLC

EERBENRBEAMESBEEAPHMACHLL -

Bt BEISELUEMACHE HEE BIRIRIET B 1 BT

HER2. (HE ) AEARERI S HA

K A9800F & &% E EAPZEAINAS-port-Type B 14 Ciscosh 32IDCSCvy74904
), ISEEEASAPREREI AMABIER , it , (MRAPHMACHEHH U R IEES |, RIELY
APETHEHRFE , RIEEHEMABIERBRBTERISE LHNAS-PORT-type B 1%,

Efjn F|Administrator > Network device profile , AR EUFNWEERERR, BEEHEMABRA
RADIUS Y # fservice-type=call-check. ZRAIUEERIRRHERERPEREATy  HESRY
REHMABRE "nasiBRF ) K4,


https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://tools.cisco.com/bugsearch/bug/CSCvy74904

Administration - Network Resources

= Cisco ISE

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

* Name  Ciscotemp

Description

Icon guls| Change icon... @

Vendor Cisco

Supported Protocols
RADIUS
TACACS+ O

TrustSec a

RADIUS Dictionaries
Templates
Expand All / Collapse All
~ Authentication/Authorization

v Flow Type Conditions

Wired MAB detected if the following condition(s) are met :

% Radius:Service-Type v ~  Call Check

IRE9800MHREEMRE , WHHEEERREATELNKEREER,

EfnF|Administration > Identity Management > Groups > Endpoint Identity Groups > + Add,

“Usey  Identity Services Engine Home  » ContextVisibiity  » Operations  » Poicy | L]

cisco

b System | = |[dentity Management | + Network Resources » Device Portal Management pxGrid Services » Feed Servict

b Identities External Identity Sources  Identity Source Sequences  » Seftings

Identity Groups Endpoint Identity Groups
E L]
= . / kit % Delete
» | Endpoint Identity Groups Name a  Description

BEER  ARMBRX,



Endpoint Identity Group List > New Endpoint Group
Endpoint Identity Group

*Name | AccessPoints

Description

Parent Group -

[ ( cancel )

H R 3HEAP Z K BMAC b1t 3718 B B 4L 4% & 1748,
B E T OB RE> 5 0> im> +

‘tutli Identity Services Engine Home  » Context Visibility  » Operations  » Policy  » Administration [ttt

+ Metwork Access I » Guest Access » TrusiSec » BYOD » Profiler » Posture » Device Administration » PassivelD

b Overview d Groups  Extld Sources  » Network Resources  » Policy Elements  Authentication Policy  Authorization Polic
|

(<]
R L INACTIVE ENDPOINTS @ ) AUTHENTICAT
Identity Source Sequences
<
__________________________ diseonnected: [100%
B-’2?

Last Activity Date

0 Selected Row

= f © ANC - Change Authorization + Clear Threats & Vulnerabilities Ex

MAC Address Status IPv4 Address Username

WAF AR



Add Endpoint

= Goeneral Attributes

Mac Address * 00:B0:E1:8C:49:E8

Description Access Point

Statlc Assignment

Policy Assignmant | Unknown =

Static Group Assignment &

Identity Group Assignment AccassFoints

Cano

TRABRTERGOREFRVALEANSORTEREESNIEREH.

A. B B|Policy > Authentication , 35 Identity store,

‘duehe Identity Services Engine Home ) Context Visibility  » Operations » Administration

Authentication | Authorization  Profiing  Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the idei
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Policy Type () Simple (®) Rule-Based

B MAB :If  Wired_MAB OR
Wireless_MABAllow Protocols : Default Network Access and
Default :use Internal Endpoints
- Dot1X :If Wired_802.1X OR
Wireless 802.1XAllow Protocols : Default Network Access and
Default :use All_User_|D_Stores
Default Rule (If no match) : Allow Protocols : Default Network Access and use : All_User_ID_Stores

B.BMEEE>SHEE>FHRFI>FHERE,



'Ell.:';!uh Identity Services Engine Home » Context Visibility » Operations » Policy + Administration

» System | + |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

» Identities  Groups  External Identity Sourcesl Identity Source Sequences | » Settings

Identity Source Sequences
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

J Edit <feAdd [fyDuplicate =~ )€ Delete

[] Name 4 | Description Identit
I:l All_User_ID_Stores | A built-in Identity Sequence to include all User Identity Stores Preloac
[l Certificate_Request_Sequence A built-in Identity Sequence for Certificate Request APIs Intern:
[l Guest_Portal_Sequence A built-in Identity Sequence for the Guest Portal Internz
[l MyDevices_Portal_Sequence A built-in Identity Sequence for the My Devices Portal Internz
[l sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsor Portal Internz

CHRAAMKEHEBNRE K WRTFR , AHEE,



Identity Source Sequences List > All_User_ID_Stores

Identity Source Sequence

» Identity Source Sequence

* Name | All_User_ID_Stores

Description | A built-in Identity Sequence to include all User Identity Stores

+ Certificate Based Authentication

Select Certificate Authentication Profile |Pre|0aded_Certiﬁcate_P v

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
3 All_AD_Join_Paints
Guest Users
>
<<

» Advanced Search List Settings

Ifa

.
-

selected identity store cannot be accessed for authentication

) Do not access other stores in the sequence and set the "AuthenticationStatus" attribute to "ProcessError”

(®) Treat as if the user was not found and proceed fo the next store in the sequence

Save

Reset

HEISEREAUERE BB/ BRSO RIEMACH I

TEBREAESE  RATCEERRNEBREULFFEERESBHERNZR,

BE,

HER2.

MREBEEENERRERERER , ARG RAILUERS —BEIRTT
(R ) AEANELSHE

E i FAdministration > Identity Management > Groups > User Identity Groups > + Add,



cisco  Identity Services Engine Home » Context Visibility » Operations W~ Administration

» System I ~ |dentity Management I » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

b Identities External Identity Sources  Identity Source Sequences  » Settings

Identity Groups User Identity Groups
- )
v/ =~ 53, J Edit |Add || X Delete v | @aImport g Export +
* | Endpoaint Identity Groups Name & Description
[*___ User Identity Groups | OJ S ALL_ACCOUNTS (default) Default ALL_

User |ldentity Groups > New User Identity Group
Identity Group

*Name | AccessPoints

Description

[some [£=8

FRIBBLEFNNEBRBERE A EEmactt it B AERAELSBNER,

Efjn F|Administration > Identity Management > Settings > User Authentication Settings >
Password Policy , WHERZDEZERALTEE .



‘dsco’ Identity Services Engine  Home  » ContextVisibilty  » Operations  » Policy » Work Conters

» System I ~ [dentity Management I » Network Resources » Device Portal Management pxGrid Services » Feed Service » Threat Centric NAC

» Identities Groups  External Identity Sources  Identity Source Sequences | ~ Settings
o

User Custom Atfributes Account Disable Policy

User Authentication Settings I

Password Policy

Endpoint Purge *  Minimum Length: characters (Valid Range 4 to 127)
Endpoint Custom Attributes

Password must not contain:

I :I User name or its characters in reverse crderl

:I "cisco" or its characters in reverse order

:I This word or its characters in reverse order: I

I (] Repeated characters four or more times ocnsecutivelyl

O Dictionary words, their characters in reverse order or their letters replaced with other characters |
» Default Dictionary ;
Custom Dictionary i Choose File No file chosen
The newly added custom dictionary file will replace the existing custom dictionary file.

Password must contain at least one character of each of the selected types:

(] Lowercase alphabetic characters

[C]  Uppercase alphabetic characters|

(] MNumeric characters

(] Non-alphanumeric characters

Password History

*  Password must be different from the previous versions (Valid Range 1 to 10)
] Password change delta characters (Valid Range 3 to 10)

= Cannot reuse password within | 15 | days (Valid Range 0 to 365)
Password Lifetime

Users can be required to periodically change password

[] Disable user account aﬁer days if password was not changed (valid range 1 to 3650)
n Display remindar days prior to password expiration (valid range 1 to 3650)

(] Lock/Suspend Account with Incorrect Login Attempts

*#3 (Valid Range 3 to 20)

* Suspend account for minutes (Valid Range 15 to 1440) Disable account

N o rEmMEREAEY  METURAEXXKERAEAEESZE, HRAEEmacit
HBRERTEY,

$ER 4 AP Z Kif8macibiit,
ERIEES-5NEESFH>FERE> +H18



cisco  Identity Services Engine Home  » ContextVisiiity ~ » Operations  » Policy ||l |I

» System |  |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Servic

« |dentities | Groups  External Identity Sources  Identity Source Sequences  » Settings

Network Access Users

Users

Latest Manual Network Scan Results i
/ Edit | o= Add [Jchange Status »  @Import g Export v )€ Delete v 5

Status Name a  Description First N

WAFTEEF.



Network Access Users List > New Network Access User

» Network Access User

* Name | aaaabbbbccee

Status Enabled =

Email |

v Passwords

Password Type: | Internal Users -

Password Re-Enter Password
* Login Password | LLLIITIT T | ‘ LTI T ‘ | Generate Password | i
Enable Password | | ‘ ‘ | Generate Password | i

» User Information

First Name ‘ ‘

Last Name ‘ ‘

¥ Account Options

Description |

Change password on next login O

» Account Disable Policy

(] Disable account if date exceeds  2018-11-09 (yyyy-mm-dd)

¥ User Groups

| AccessPoints v

Csuor | 2N

) #: Name FlLogin Password# {24 B2APH 2 AMEMACHEHE , £ A/ DB BED R,

HAPET B RERRERE

B ® =Policy > Authorization , Z1F BIFf R



:es Engine Haorme b Context Visibility b Cperations b Administration

» Work Centers

norization | Profiling Posture  Client Provisioning  » Policy EI2  juthentication

Profiling

Y Client Provisioning
Falicy by configuring rules hased on identity groups andfor other condi
dministration = Systerm = Backup & Restore = Policy Export Page

lies - |

Authorization

Posture

Policy Elements
Dictionaries
Conditions
Results

WAFRA , WTEFFR.

el Identity Services Engine Haome v Context Vizibility ¥ Operations v Administration » Wiark Centers

License |

Authentication Authorization Profiing  Posture  Clisnt Provisioning v Policy Elemernts

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restare = Policy Export Page

-l

Conditions (identity groups and other conditions) Permis=ions

: M
i Insert Mew Rule Above J7

Insert Mew Rule Below
Duplicate Abowe

[uplicate Below

B, RRAEE—EEE A RARARTFEARN S MH(AccessPoints)BE—EEHB. WRER
ERMACHIHERFERERBERETIHRE , 558 ZFUser Identity Groups ; I RIEEZFAZAP

MAC s 31t 15 B Ui B 1T B 19 B =¥ |, F81IE$ZEndpoint Identity Groups.

» [[ AP authentication] | Acc.. [=J}'" | Radius:Service-Type EQUALS Cal... ]
B yninismaiineas] Rad
o Ra |AcmPounts I:I = 5
Acg User Identity Groups
CTIIETETE Rad | =)
TR Wi ar = -
& GuestType Weekly (default)
v - - Ral
. Aca 2 OWN_ACCOUNTS (default)
= Radh. g GROUP_ACCOUNTS (default)
u Employes
Standard Rule 2_copy f  (Radius:Called-Station-1D ENDS_WITH 6827 ;
— — u GuestType_Daily (default)
Access:UseCase EQUALS Guest Flow
Standard Rule 2 '  Radius:Called-Station-ID ENDS_WITH 682T!
B GuestType_Contractor (default)
Wireless Black List Default I Blacklist AND Wireless_Access @ ALL_ACCOUNTS (default)

gEE  EHEREEFNSUHANNEMESG. EARAS  RREEECERARBE B FURE

I B SRR SRR HIP#HE10.88.173.52 , Bl #EHREEHm DL H A,



Radius:Service-Type EQUALS Cal... AuthZ Pr...

[F1 Add All Conditions Below to Library

!~ Condition Name Description AND
i |Radius:5ervice-Type | Equals - |Ca|| Check O
J '

\Radius:NAS-IP-Ad... )| | Equals  ~| |10.88.173.52 G

R& , BEIRANTEXRANETFHNRELEER , EB8DoneeX#EFE , M TEMR.

Status Rule Name Conditions (identity groups and ather canditions) Permissions

e AP authentication AccessPoints Radius:Service-Type EQUALS Call Check PermitAccess
Radius:NAS-IP-Address EQUALS 10.88.173.52

N EE EMARHBHAPTE < £, BR , MRERAREBER |, ELEF2RiaRha
REBALEREFMA , EfMEesmREEN, NRREEREIRADIUSH MRS+ 5 H
HMACHzit , BIEfEAER M AZRSI=R,

i)

ERFE9800 WLCR A E M AHapR & FE

<tfroot>

# show ap auth-1Ii st

Authorize APs against MAC : Disabled
Authorize APs against Serial Num : Enabled
Authorization Method List : <auth-1ist-name>

B ¥radiusi®E :

<#root>
#

show run aaa

%S HEAE

wLC 9800??51 LKIERR EAVERETHAE, E T HARIGE A HAPERMBNIER, BESNEHR
BER  YAZAERESHAIHRERRERBH B,




N o e ERRERY ) BESETE,

HEZWIT9800 WLCHTARIF N TREMNER Y , B LUEBELLER , EIBSSH/TelnetiERE
9800 WLC ( FAHERASFERMERACHIINFEF ) .

SR BEEFRENERE , EREHM T LUIRMEE R E R K B,

# show clock

SR2BBRBEENET  REGHREFEINTRKBAFTPRERMK AR, M TRERTR
BB MEER (WH ),

# show logging

SER 3R RET CRAEMAERES.

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Trace Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

) it MREFIIE T EMARE , AIRTEZRBARE ( macibit, ipititEF ) WA EREN
RHLIGRC SR BIFREMR A, Mtk A Re M HE., Hit , BEREERETBEERFFRAIE R

o

TR A BERESRIPREFAANmacit it 5| B4 , WERSERFEEmactt it Balways-oni@ £l
A5 B BR B

# show Tlogging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

BURERMEERBRTNAR , AR ERERIIING TFTP AAR2R,



# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

RN EEMNEREE D EM

MRERREFNERARRTRZEN , FEERECTEEHERENBRFER , RIETTRBARK
HAEFELFENERETHX (RA) B , MR EEREREHRRHIGIARIEERME (EHR
Bl % A Fim MAC it ) BEBINERR.

HER 5. FER AR R R

# clear platform condition all

SR 6. AEERVERE Fiwmacit it BB RFE KA.

iETSRREERMEN MAC {1t 30 28 (1800 ¥ ) . FANEFEAZILEREEINE 2085978494
¥

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

~ Mz . FERKRERZEAFE , FirEEE MAC it #1T debug wireless mac
<aaaa.bbbb.cccc> S,

N Wi EREERBAEERENAFRIDREAT  AASENSSEARES  BaT
AR

SR7TERCEERNBENITR.
SRUMREFERBEENERRFERM N EREE , AEFE LB

# no debug wireless mac <aaaa.bbbb.cccc>

EERRBERJEHEERFLE 9800 WL.C EELEABIER , EBAOT



ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

SR 9. WE MAC ILEBIMIER, &R ra_trace.log MR ENIFRARSE , @ EABEE
BTRRERS L.

WE RA BHHERNERE

# dir bootflash: | inc ra_trace

A ERER BN I A ARES

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

BTIAR :

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

SRA0CUMRBEARRNARE , FRERTEF , ELBFERZEMRL BN EF ERE, S8
FHEAEREFR , RARMAREE i%ﬂﬁﬁa%%ﬁm%ﬁﬁ%&ﬁﬁﬁo

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

N oxE ROSBRYERFAERNATE BRERRNERY  MEESA. BB Cisco TAC
125 B 5 A7 b A B

T ra-internal-FILENAME. bt RBISEERS , WHARERBRREE L,
o SRR\ RS

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

BRAAA :

# more bootflash:ra-internal-<FILENAME>.txt



SRR 11 BREE R

# clear platform condition all

N g pRAESERBEFERREMBAREE.

E 4R E|9800 WLC



https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/215100-join-mesh-aps-to-catalyst-9800-wireless.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/215100-join-mesh-aps-to-catalyst-9800-wireless.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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