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Cisco Catalyst Wi-Fi 6E AP

L EEXRIEEB T (BSSID)
EREZE BSSID FREE (GUI)
EXE % E BSSID F¥EE (CLI)

£ RF §% 5% BSSID (GUI
£ RF REEHERESE BSSID (CLI)
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i 1373,

tRmE
15p1N
AR ERBAIMASER Wi-Fi 6E 3BHRE , URTRAFREHEHENITA,
ERY
ER
BREZRECEMBLITEE

. BRMELR LAN #2458 (WLC) 9800

- |EEE 2% 802.11ax
o @R T E : Wireshark

BRA T
AN FHEARRIFIU T RKENERBIRA

« WLC 9800-CL ¥t Cisco IOS® XE 17.9.3
« AP C9136, CW9162 1 CW9166
« Wi-Fi6E AP :
- Lenovo X1 Carbon Gen11 & & Intel AX211 Wi-Fi 6 #1 6E N EF , I #EHE 22.200.2(1)
hix BlE Ep 72 =X
. Netgear A8000 Wi-Fi 6 1 6E /M HF A EEE2 v1(0.0.108)
- ¥&& Android 13 9 F# Pixel 6a
- ¥ & Android 13 BV F# Samsung S23
* Wireshark v4.0.6

AXHHNEARBRBREERERBEANEKEEFMEYL., XPERINFEREEREER (FBR

) MARRERE B, MREHMEREED , FRAECEBTMESTRERNEE,

GES

RIS LBERE | WI-Fi 6E X IELRE K MREEFRENIEM, WIi-Fi 6BERWIi-Fi6 (802.11ax)EiRE
126 GHzETSESA B AV HEf,

Wi-Fi 6E FYERE R & #1— X Wi-Fi 2% Wi-Fi 6 , R 18 Wi-Fi 6E REMEARN A LAE 6-GHz #]
= PIEE,

B 6-GHz RFAVIEFE , BERERX Wi-FieE REMA , Rt FESHRSEHE nifREENEM
BRI,

WRFEUATEIENRREER !



e RE :HEEHE,6FCCEETARHM 1200 MHz % 59 BB ENEE/NIEY, K 6-GHz 5458
A 14 {8 80-MHz 838 H 7 1@ 160-MHz 3818, EMERA WIiFi 6E D EHBEEE LR ZHER, W0
= WiFi 6E SRABI R [E R ER , FSREUH Wi-Fi 6 GHz #8% (Wi-Fi 6E) BB SREdh &,

o TAIHEM : Wi-Fi6E HERE Y THNWAIFEMEMITRAMEE  ERE/NEENERER BN
£95, 6 GHz R Wi-Fi 1 (802.11b) B Wi-Fi 6 (802.11ax) Ht &,

o L&t : Wi-Fi 6E #3E&&%IME A Wi-Fi Protected Access 3 (WPA3) , LELAEE BB R EMIR
MERBEWi-Fic ERREEEREIHER , TSR ETMUFINERE, WPA3 BERKIRMH
B DBRBEEANMMBEE L , BT E WPA2 ERMNMBE, A CENMEF—BRE 6 TJKE
EYH B 75 7 #% BREF S I &

6 GHz Band - Total Spectrum 1200 MHz

59 x 20 MHz

29 x 40 MHz . - | | |
gV v v ‘v Vv v v v Vv v v Vv _V 7 |
7 x160 vH: I B A A A A A

5 GHz Band - Total Spectrum 500 MHz (180 MHz without DFS)

2.4 GHz Band - Total Spectrum 80 MHz

3 x 20 MHz

2.4, 5 F1 6 GHz WiFi #8532 E 4838 b 82
NFE Wi-Fi 6E MEMERET , FSERFIM Wi-Fi6E : Wi-Fi H R EEENRE.

Wi-Fi6E @2 HEBINEMEE, AXH "BRFE, —HEERP TERRED , REBIIsESAE
b2 &

Wi-Fi 6E &£ 1%

Wi-Fi 6E B¢ Wi-Fi Protected Access 3 (WPA3) & Opportunistic Wireless Encryption (OWE) B3
RAMKLESE , BTREFARMEE WPA2 WE£E[ THEE,

Wi-Fi 6E $3& B 15854 A WPA3 # Enhanced Open Security , B Wi-Fi 6E tHE3k AP F1FH F i
FAZRENAEEE (PMF),

S 6GHzSSID B, BAFEUTLELLER

- BXF OWE. SAE T 802.1x-SHA256 #J WPA3 L2 22 P&


https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html

BAZRENFEEE
FRFEREM L2 Z2HESE , FAFEZESER

WERA BRI Cisco WLAN B WPA3 , B2 AFRZSHAHEBE , 530 WPA3 X2
b1

Cisco Catalyst Wi-Fi 6E AP

Mission Critical,

Ideal for Small to Medium-sized deployments Best In Class, Flexibility

Zero-Wait DFS*
USB - W

Full radio capability (6 GHz @ LPI) on single 30W PoE+ “Avaiabie in Future

Performance
& & &
= = &

s
Cw9162 CW9164 CW9166 C9136
. 22+ 2%x2 + 2x2 « 2x2, dx4, dxd « 4x4 + 4x4 + 4x4 (XOR 5/6) » Axd4, 8x8, 4x4 (or) 4x4, dxd+4x4,
E2 SRSl 25 ahpsintiE g . 3):1; 5 Gbps mGig, active fail over
« Power Options: PoE, DC * Power Options: PoE, DC * Power Options: PoE, DC Power o Redun;l’ancy '

Power Power + loT ready + Bluetooth 5.x « loT ready
+ loT ready + Bluetooth 5.x + loT Ready + Bluetooth 5.X  « Environmental Sensor « Bluetooth 5.x
+ Partial iCAP + Partial IiCAP » Full Packet Capture (iCAP) » Environmental Sensor
« USB-45W + USB-45W « Zero-Wait DES* » Full Packet Capture (iCAP)

+ USB- 4.
¥ Available with I0S-XE 17.9.2 USB - 4.5W

Dedicated Radio for CleanAir Pro | Same Bracket, Industrial Design AP Power Optimization

Wi-Fi 6E 1ZHV

=R, ==

AxX fE

AEREHRER WLAN 38E. TXSRPMMERESE Wi-Fi 6E ;TtE , AR NMEFBREMTE
H1TH.

Mg E &


https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html

CO200CK

9800-CL

Wired PC with iperf3

-l

C9136 (Sniffer Mode);, C89136 (FlexConnect Mode) CWo162 (FlexConnect Mode) CW9166 (FlexConnect Mode)

S e ®
&z O <
2

‘et
®

]

|

Windows 11 with Intel AX210

Windows 11 with MetGearAS00 Pixel 6a Samsung 523

AXHHIHE WLAN EXRZ L5 E A WPA3+AES+SAE #E H2E , I AR :
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T st o] Pl pee-waid, Frar—a
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BT EHPALTRIRE | TR WLAN BREILHIXE AP : Cisco Catalyst 9800 R 5l AR
BEREXBEERE$EM Cisco IOS® XE Cupertino 17.9.x HHI20{A 5% E WLAN,

WLAN 8 SIS S 5 B E RN AR RARER  BIFAR :


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_wlan_9800.html#d317719e1110a1635
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_wlan_9800.html#d317719e1110a1635

Edit Policy Profile x

M Disabling a Policy or configuring it in ‘Enabled” state, will rasult in loss of connectivity for clients associated with this Policy profile.
General Access Policies Q0S5 and AVC Mobility Advanced
Name* Policyd TiagoHome WLAN Switching Policy
Description ProductionPolicy Central Switching . DISABLED

Status ENABLED . Central Authentication

Passive Cliant B oseeen Cantral DHCP B oseeen
P MAC Binding enseLen ) Flex NAT/PAT [ oiseeLeD

i)

ERABRE K BREENEEREEEERE,

RIBEARL  BEERSKAFREEESHBEIMEANDERRBERER,

FEEHER "REL M TRE B

EELAREMBESD , ENERSRREXN AP SHTERHEI (OTA).
MERBNARERRERSFERXN AP, F2RELUTXE | KRERERIEAH Catalyst 91xx AP,

EREE

EENEENR Wi-FieE £ , BFERERTE 100 EWSEIE X, TIBE WIi-Fi 6 (24 GHz % 5
GHz) EEHEETRE. Wi-Fi6 EEFEE HT M VHT EFALE , E Wi-Fi6E BBRTEERE , R
a8 HE EFATE.


https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html#toc-hId-883378054
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html#toc-hId-883378054

Legacy HT/VHT Information Element Removed

Wi-Fi 6 Beacon

DS Parameter
Set

Reduced Beacon Size

Wi-Fi 6 82 Wi-Fi 6E S1ZFAE L8
BREE

LTROTANEBRAR

Frame 10: 464 bytes on wire (3712 bits), 464 Dytes captured (3712 DiTs) On NTerface \DEVICE\NPF_{D4578905-2998-4A56-6033- (343161
Ethernet II, Src: Cisco dd:7d:37 (@8:df:1d:dd:7d:37), Dst: Universa b7:cfiee (88:3a:82:b7:cf:e6)

Internet protocol version 4, Src: 192.168.1.15, Dst: 192.168.1.121

User Datagram Protocol, SrC POrt: 5555, DSt POrt: 580

AiroPesk/OmniPeek encapsulsted IEEE $02.11

Data rate: 12.
Channel: g4
signal strength (percentage): 67%
signal strength (dem): -28 dem
Noise level (percentage): 67%
Noise level (dEm): -85 dém
signal/noise ratio (de): &7 de
TSF timestamp: 6343665788472

> [Duration: 292ps]

> IEEE 882.11 Beacon frame, Flags: .

~ IEEE 282.11 Wireless Management

Fixed parameters (12 bytes)

Tagged parameters (362 bytes)

: SSID parameter set: "wifisE_test”

I8

Cw

> supported Rates 6, 9, 12(B), 18, 23, 36, 28, 54, [Mbit/sec]
> DS Parameter set: Current Channel: 64

> Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

> country Information: Country Code PT, Environment Global operating classes
> Tag: Power Constraint: 3

> Tag: TPC Report Transmit Power: 18, Link Margin: &

> Tag: RSN Information

Tag: QBSS Load Element 2e2.11e cCA Version
Tag: RM Enbled Capabilities (5 octets)

VHT Capabilities
Tag: VHT Operation
TX Power ENvelope

> Tag: Reduced Neighbor Report

> Ext Tag: HE Capabilities

> Ext Tag: HE operation

> Ext Tag: Spatial Reuse Parameter set

> EXt Tag: MU EDCA Parameter Set

> Tag: RSN extension (1 octet}

> Tag: vendor Specific: Microsoft COrp.: W/WME: Parameter Element
> Tag: vendor Specifir: Cisco Systems, InC: Aironet Unknosn (44)

> Tag: Vendor Specific: Cisco Systems, Inc: Aironet Unknown (11) (11}

Tag: vendor Specific: Cisco Systems, Inc: Aironet client WFF Disabled
Tag: vendor Specific: Cisco Systems, Inc: Aironet CcX version = 5

> Frame 5: 358 bytes on wire (2864 bits), 358 bytes captured (2864 bits) on interface \Device\NPF_{D4578995-2098-3A56-8(33-(343166)
> Ethernet IT, Src: Cisco_dd:7d:37 (80:d d:7d:37), Dst: Universa_b7:cfi@6 (88:3a:88:b7:cfi06)

> Internet Protocol version 4, Src: 192.168.1.15, Dst: 192,168.1.121
>
>

User Datagram Protocol, Src Port: 5555, Dst Port: 5808
AiroPeek/OmniFeck encapsulsted IEEE 882.11
on
802.11g (ERP) (6}
Bets rate:
channel: 5
signal strength (percentage): e¥
signal strength (dém): -35 dém
Noise level (percentage): 8%
noise level (dem): -95 dem
signal/noise ratic (d8): 6 d8
TSF timestamp: 62165356724611
> [ouration: s2eps]
> IEEE 8@2.11 Beacon frame, Flags:
™ IEEE 282.11 Wireless Management
> Fixed parameters (12 bytes)
v Tagged parameters (256 bytes)
» Tag: SSID parameter set: "WififE test”
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: Traffic Indication wap (TIM): DTIM 2 of 3 bitmap
» Tag: Country Information: Country Code na, Environment Global operating classes
> Tag: Pomer Constraint: &
» Tag: TPC Report Transmit Power: 17, Link margin: @
> Tag: RSN Information
> Tag: QBSS Load Element 282.1le CCA Version
> Tag: RN Enabled capabilities (5 octets)
> Tag: Evtended capabilities (11 octets)
> Tag: Tx Power Envelope
> Tag: Tx Power Envelope
Ext Taes sultigle 8sSID Configuration

Ext Tag: HE & GHz Band Capabilities
Tag: RSM extension (1 octet)

Tag: vendor Specific: atheros Communications, Inc.: Unknown

Tag: vendor specific: Microsoft Corp WMM/WME : Parameter Element
Tag: vendor Specific: Cisco Systems, Inc: Aironet Unknown (24)

> Tag: vendor Specific: Cisco Systems, Inc: Aironet unknown (11) (11)
» Tag: vendor Specific: Cisco systems, InC: Alronet Client MFP Disabled
> Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = §

Packets: 233 - Displayed: 192 (82.4%) Profile: Default

Packets: 364 - Displayed: 72 (19.8%)




MizE : DS 2EEREEMM , T —EZTERNERAED.

LZEERREEREINE (BSSID)

% E BSSID REAH 802.11v HIEEMNIIEE , SHE—SHRIAEPESSE SSID EFA , FEIAE
A58 SSID A —EFEE , MREXTEZE BSSID HE—F&K.

IE= Wi-Fi 6E s8R ERM ML , T EBERHEB/RERFE,
$%E%E BSSID BER (GUI)

SR KFIEE TREL > "EBRMRERE, > "FEBSSID, .
FR2: BT "#¥, . "HEZEBSSID RER . EESREIET.
S ER 3 : WA BSSID FRERNABRIER,

SER 4 BRALLT 802.11ax 2% :



T4T#E OFDMA
£ 1788 OFDMA

o T1THEEE MU-MIMO
1788 MU-MIMO
B 1= 1 B2 i R

TWT B E

FR5B-TEREEE

n nhell  Cisco Catalyst 9800-CL Wireless Controlier ®# - A B O 1€

ciseo

© » Muli BSSID

$2E % BSSID $2EH# (CLI)

Device# configure terminal
Device (config)# wireless profile multi-bssid multi-bssid-profile-name
Device (config-wireless-multi-bssid-profile)# dotllax downTink-mumimo

£ RF BREEPEREZE BSSID (GUI)

HR1EE TREL > "EBRNRER) > T RF/ERE,

HER 2 £ RF ReIERF , H—T#HE. "#E RFREL, EESHEEET.
HER 3 . BIE 802.11ax R5|EH,

$B 4. S EBSSID RERMMUF , R TN BERBRERER,

TR R-—TERERE




n "Cil's';'g" Cisco Catalyst 9800-CL Wireless Controller W # T ASDS RO Q = i

s RF/Radio Edit RF Profile =
v 1 802 11ax
RF
— o
Sute T RF Profie Name T Baed
(m] [+] dulaut-ri-piofb -5gh BiGHE
O o | B8
O s Spatial Reuse
o o
0O © 2]
o [+]
-62
[m] [+]
1 B ]

-B2

£ RF BREREPEREZSE BSSID (CLI)

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax multi-bssid-profile multi-bssid-profile-name

B %@ SSID
ZEESE MBSSID Thée , A ARA S SSID A HEE AP, LATEBEZFR T =1 SSID :

B il Cisco Catalyst 9800-CL Wireless Controlier Welcome adn # ¢ ABSTOC Q & Foodback | 7 @

T

=}
-«
8
o

T Securty 17

WIlGE _best WINBE _test

F # #F F F F &

Ooo0o0O0OO0O0 O
eco©0CO00

FERTFRERBETR , FREUATHT

<#root>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.11lax

802.11ax
OBSS PD : Disabled



Non-SRG OBSS PD Maximum :
SRG OBSS PD : Disabled
SRG OBSS PD Minimum :
SRG OBSS PD Maximum :
Broadcast Probe Response
FILS Discovery : Disabled
Multi-BSSID Profile Name

MBSSI Dprofil e_test

NDP mode : Auto
Guard Interval :
PSC Enforcement :

800ns
DisabTed

WLC9800#
WLC9800#

show wirel ess profile multi

Multi bssid profile name :

MBSSI Dprofil e_test

62 dBm

-82 dBm
-62 dBm

Disabled

-bssid detail ed MBSSI Dprofil e_test

Description :

802.1l1lax parameters
OFDMA Downlink : Enabled
OFDMA UpTink : Enabled
MU-MIMO Downlink : Enabled
MU-MIMO Uplink : EnabTled
Target Waketime : Enabled
TWT broadcast support :

WLC9800#

UTRERE

Enabled

BSSID i OTA HEFEER R A

T

T 0T N2
T
el
P
23001
20
P
]
200050
021050
21w
P
]
389188
P
pore
midoeh
e )
02000
210
T
]
0300
330500
20100
00300
20000000
St
020500
T
3w
P
Dl
1005080
8110
21
PR
e
2000500
2021060
210w
AT

Bamumaswn

ES R R4-0-8 4

Prr——

TR REMAZE BSSID K OTA B B

EEEEEEEEEZEEEEEES

T |
11180, 410w FI_tese”
HI109, STI0"REFIEN_taye

184, S50 uEF1G_bOIt"
e
F3u100, 530 wdF1_test"

i

Beacen frame, S5el7H, Phed,

Frase 33

Btoraek TT, Sre: Clacs 8diM:dY

aereer pratacal veraion &, Sre: 1IIGLLIE, BT IRLAALLEZ

User Sefagram Protocal, LAC Rertl 5335, DAL Portl oM
Alrofeek/Oanireek encapsulates TIEL $43.11

52,53 radlo Informtion

TON BO2.11 Beacen frase, Elaga: ...

IO BO2.11 wireless masapesent

Liged sprpage

¥ Eyien on ware (3964 Giti), 198 mu Gomteres (3604 BITR) o8 APETARGE \DIFACH ST (SHATENS~ 3K ARS 8011
[ 073, Bak: Unbemran ET:Ef:bE (B acEEiEzed

il

Lon s

Fagped pareseters (14 bries]

Tog: $528 panamatar pets SWlTLOEtHYT
Tag tumeqe: 5510 carsseter tet (8}
Tag Jeegin: 1

T Swperied TAUES GTR1; %, B i 6, &, 84, [roitises]
i Praific Indicetion sep [YER): BTES I of 3 bitme

¢ GoueSry Isformetics: Country Code o, nvirormsnt Gictel opereting claiier
+ hower CongtradRt: &

I TRC Meporr Tranialt Powe: 36, LLSK margLaz 8

| e Information

i QIS5 Load Flement 363110 GEA vereien

: W rabled Copabilitin {§ sctrts)

Tof! Exmirdnd CapiBLLities (11 Sett

x Powtr Cevelopt

Pgustr frodlige

m lu- rltiple HEE danfigeration
ag umber: [lemtnt B Grbeesien [35)

ot Tag lesge:

T g masber ! MUTEple WSSID Conflpuration (34

S Kot 3

Pyl Set %n Feridhoiiii d

80 dim Beacen drame, SueiTH, P, flap 110, $330-"wk14A_test"
6 B dBm Bearen frame, Seiled, P, Flagh M0, §330a"wafAAE_taRt"
8 -85 2w Bescce frams, SN.LTAY, PR, 210, S50 "wEf200_tere” .
63 By dim  Bescon drame, THeL7SY, P, 12100, 55TD<"wif100_tese®
65 0 S0 Beatn frame, SNL7R), FRed, 15100, S5I0="wif108_test”
6960 dim Bescon Frame, Seiles, P, SHTD APt
50 S0m Bekon Trame, PedieE, Fied, HLM, SSI MR bt
G5 50 dim Beacee frase, DANY, Fed, 10 e 1440 tus k™
61 W1 amm Beacon drame, SNeLISE, PR S3I0-"wAf1en_test™
©5 .0 SR BeRon fran. SLTSE, P, . 2520 tuifien_test®
0 S Beaen dramn, BT, P, e
69 88 SBm Becon frame, SEATEI, Kl 5T T_ TSt
330 dhm Bescoe frass, SeA751, P, Fl S5ID"usdien_tere
60 EY omm Beacon frame, wLTSe, FNed S5I0w"wif480_tese®
€9 .58 gum  Beacon frame, INeiTEI, Fied, S50« wil {1in_test®
00 dm Boacon frame, SaiiSe, P, Fl SHI0a w108 _test
5 B8 Em Beatn frams, DATN, PN, S50 (140 tast™
6989 dim Beacce frass, SeiTCH, P, S5ID"ualien_tere
61 B9 dBm Beates drame, TN, PRl S5I0-"wadien_vese
65 50 dim Beacon Srame, SNL7GI, PRed, 5510w f 140 _TesE"
30 CEM Beacon frame, SeLN6), el 420w 1100 tesT"
§5 .53 Sm Bescon frame, SaaiTEE, Fuud, SHTB"uA VL test
8 oFL dlm Beacen frame, SlTE, Pl 5 5
o -

o -

“ . S510"ad F108_teST"
- 0 A ek
o 0235 tasE”
& sI0 widin_tese*
LR SEIDe"wdf 1 _test
. 410wl _test”
" BT fesE”
-

o -

O3 %0 dm Beacoe frame, SNTED, PR, 115109, S3I0="sEF108_tesE"
5 B0 mm Bescon Trane, SeiTE), P, i, S50 "wEA4A_test”

b T wenasr Speeddfie: o

Tt Tag= 4 Cansbalitte
B2t Tag: = Operatien

EXT Thg: SETLRL Revie Farameter et
ENT Tagn M0 IDCH Parameter Lt

Bt Tags M & G<3 land Cagab
Tog: Bk extenzion (L sctet}
g Verdor SeCCIfic: AEbern Commaloationd, Tet.: Uekseen

THE VRl Sperdl AP i, WL PRfEster Elemet
Togi vengae specl irpagt yrkngen ()

} vangr fpecar: ne: ddronet rimwn (11} (43)
Tog: Wendor fpacai drooet Cliamt *F Dirseled
adroet COX weraden « §

taes
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» Rt Parasster sat

. TrEPp—

» g

@ 7 Tagped paramesers (v iagged.of], 403 bries Padkis: Prodies Defot

EIRA FImAY AP /3R

RERERAFREEMBINEAZEYER  KRESKERFIAHNERBRE,

HITRRBREENSZ , WRSHRZAFREBRAN S ZE , RIREBEH — NS MIREFERK
RHEE AXBEERSAFTINENOE, BEFRERELEEE[ SSID FAEAFBNERER
EEEAT —{EEE,

EEAER = ERE

- REAERE , EERERCANBRERER , e BRARENNEE
- BBERS ‘ﬁfi%kgﬁﬁna‘}?ﬂ]@ﬂ%aﬂﬁ EERESHNE
- FERFREMSSD

E1E3F DFS SAEFX BN R 20 EW , DFS MEMNZERRRIE 100 R |, 8% 5 GHz AT P&
RERTHRZBHEE, ERMEBIIWI-Fi 6EF F in 7] e A iw H R A591E A 684V 20 MHZE
ERNE-ERESRRRMAIANFIRER  E-MRBEEREE,

BHESE (EBRENEEHREE ) £ 6 GHz L&/ EEARHIT. 245GHz M 5 GHz £/ "£mEiE
& (hunt-and-seek) 157 ( HWMEBIRH N EERH ) & AP #F# BSSID




Terminal
5170 5250 5330 5490 Doppler 5730 5735 5835

2400 2500 MHz MHz MHz MHz Weather MHz MHz MHz
MHz MHz Radar
3x 20 MHz channels 25x 20 MHz channels
l | U-NII-3
802.11b/g/n/ U-NII-1U-NII1-2a U-NII-2c (Extended) W-Nil-
ginax 802.11a/n/ac/ax (not in ETSI)
0 0 i
| : ! :
1 1
Beacon i i : Probe Request N

]
: ¢ Probe Resgonse:

' 1
. Probe Résponse

=
! I
! 1

|
|
|
|
!
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1
|
|
|
|
1

Passive Scanning Active Scanning

A

BRMED  BERZEREBRBBHEEFREENHEN. AFRREERATE '£HEE, &
ERIFHEMITAY AP,

EEIBRFAMESNE 2.4 GHz M 5 GHz AR EIEREFBRAELE. AP ELEITEMELERS
AR# & (BSS) ERAMRE L A , AR FEHER,

ELEHAI S SSID, BSSID, HEHEREZLENA,

BESAMSRIEE "£EEE.) BREGHE  MENZEBEEEBIRER RN AR NS EES
REKE K HEHWTEERE WI-Fi6E B 6 GHz 8% EFE M,

WiFi F B RBE1E 20 MHz SEEEARERER , ™ 6 GHz W LR A 59x20 MHz , B1AFER , AF
I AT REA BRI S0 50 E5HE , RZET 6 WA M BN RHT 59 {EEE -

5925 6425 5525 5;*;5
MII-Z: Ml—lz I'Ui-|2 IZ
1 i U-NII-5 I yonis | U-NI-7 1 U-NI-8
p ! | 1 1
P! | 1 |
P! | 1 1
P! | [ |
! 1 [ 1
1! 1 1 1

59x 20 MHz channels

Wi-Fi 6E B @HTHY AP FREHF



QOut of Band
Passive Scan:

REdUCEd NEIghbDr REpDrt Fast Link Setup (FILS) Discovery Frames
Co-located DESCGVE:‘}.-" Unsolicited Probe Response Frames

€0

BEARRE B , Windows/Intel 1 Android f Fif B 2R ¥ X8 FILS FEERZE L EA AR

, 18 Apple FMEF % Android A FimIRTR , R ATRER X 1E FILS REEIREEE,
ZETEMEME , —MEAERIBHEEE (PSC) BAEE. AM , HA B TRESZA SRS
BETR T2 MAR WIiFi 6 1B , Rt REEE 6 GHz WLAN/SSID Y IEE B ML,

Active Scan:
Preferred Scanning Channels (PSC)

@




AR NRERABRESETFFRXENREMT  SLABREREFREBEXE,

REBERAFRBERHENIE , BNEBEEMCERERA 2.4/5 Ghz WER THITHENRE | £
Al Reduced Neighbor Reporting (RNR) 218 , #HEERE AP # 2.4/5 Ghz EEFFIEEH
RNR EFATE , BRAFim AT #R%RZ AP L& 6 GHz SSID,

WLC 1 AP A AT RER 1 6 GHz WLAN , HE BB R 2R EBEBEM WLAN, Ei5Ll1ER5
AZE  HEFTEERRREGFNAFIREE K BEEHERERRE WLAN LiEB RNR EF
i%ﬁ% 6 GHZ °

EEMRERIEEMRESRE , BA Wi-Fi6E REARFRZE RNR 2hEE , it Wi-Fi 6E RE A X
BRI HOE.

- F)N

FTABRRANAIMEES (2.4, 586 GHz ) LHIRXREHA. 802.11vHH 5| AR 7 E B AR EHE



E# & (RNR),

HA L | X WI-Fi6E 9 AP FTEEMNIRERIERAESR , ST SEHH 6 GHz BREN RNR B
(B[ 2.4 GHz =% 5 GHz SEFHWERIRFEE (BSS) EF ) »

It RNR R DHEF

AEAFPREERE

GHz # 2.4 GHz = 5 GHz 83 < 881k

BE:: AFRREBEEEFKETFEH RNR RI%EE 6 GHz B WLAN , T2 E#EFHE 6 GHz,
MERFEE 2.4 GHz = 5 GHz WEFERE A SEEIIRELE,

£ 2.4 GHz, 5 GHz # 6 GHz LE#® SSID #i&

mE

Destraton
Espreasd 77e

3T CInn_B):
W_Emen Cisco Y
£li0 LIz 00

LR T
Hisressl ;.
wtntron
wixbrom B
ubstredn B
Mbgtron b7

Iatedcer d2i
Tt )or d
:

istrons o7
istroem BY5

IEREY[E—1E SSID , BHRERENVR 5 GHz

AN 20308
333 31
FLF

EETREETEEEEE

nesponse,
tesponst,

eaponce,
miponzr,
aesponse,
nesponse,
nesgonse,
sesponce,
mipone,
Bmignie,
Emipenit,
5

sesponsty
smiponct,

. 43T0="wi ¥ 100_test

 SEIDe R ent

S L
51"l

1(2.4GHz) £ , IRERERTER OTA FEEE

Frame GI6T: ALS Byter e wire raJ‘o B m. i M- Taptured C13 BELE) on LERriacs \Savice\NRE_(DARTEMRR-SII M-
WEtarnat 17, Sec: Clico S:70:07 (09; + DAt Unbvorsa BTl 6 (R020a:RACEYIC106)

Eetereet Prutocs] versiss 4, Tre: 193, m.:.n, Ean: e

Waer DAtagrss Pronciol, ST ROFLI 3335, B3L POt NeeR

Airopei o Peel enchBtElated SIEE B42.01

iD=t i feat,
FHiDa"wlf1_TesT
B AR best
S3TEn w8t
SEID="wAN1LE_tea
SATD="wid1a0_teat,

D" 1R a5t

A1 et
$5I0="wid 152 _teat
310w 144_TEST
STt _Teat
AR et
T tant
51D "waf160_teat
SEmewdise_test
S50 w1 1_TeST
SRR test
DR b
ATDwdA b
3ETOs i 1_pea
e $3I0="widite_tesy
SR i _test
W e

Sopperted Eates AL, 4,
o5 Facameter 1et: Curreet Couneels 8
Coumtry Tafersation: Coumley Cote o

Power Consteaiet! 3

TRC tmport Traeamlt Fowerr 1, LIk sarglnr @

W, SN, M, 4, [REE]

Ervirenmeet Glskal aperating cletes

oSS Load mlemeet B.116 008 wm:-
w1 Eeanled Capabilities (4 acte
» T Capebiibtaes

ur

it
SATmeewid1aL_test
SiD="wIA1_Test
ST _test

S

S3TDw"w A1t

e g

30"l laL_test

10 W R _test Selghner AF THTT Offietc I8
S0 4 et BIRID0 IIMIBTIML
e o]
Emewdisn_test 3 W Paramtars ok

et et e
S0 A_Test

el nelgpnee an TN Ddfiets
510"V idE_tent
5w 18_tea
S5ID="wif 14 _test
prem
D= w1 1_tesT
STt

S3I0="wif180_test
LD "wIN I Test

454 Bytes chetares (372 BITS) 8o INLerfbce \DeeiCe\ R (OETHRNS. 190 45K B
L #6170137), DVLE Gedversa BTICESE (001303 BR107 1CHI04)
trterrat dratecal version 4, frc Betn 182, 502,488
Luer Catagram Frotocol, Sec Bort: §EEY, OFE Fort: 560S
ALrshik/neihisk escaiulated TUE M. 14
211 redke inforaation
AR Prade espeni, FLEgs:
THE 865,18 ireless sanagreert
} Fiued parsmeters (33 byte
w Tagped parameters (M2 e

3 Tg: 53D parseter ser: “wifier_Test
 Sepported mates €, 3, 12080, 8, 3, u, , 38, Ditrsec]
o5 Parameter Se6s Carest Chamedi
ey tnlormetion: ocatry o T, Bovironsst S1ab3 spera

et

£

& e o, e

D QISL LOB Flemest B2, 138 CCA version
il Erasied Cagatilities (8 octets)

1 Capasilitien (M, 358
1 Tnborathion (B2.1Ls 81,18}
tended Crpaalistles (1 eftets)
VT Chsallities

['| Prvewseew

Tag tastcr: Redutes Melgter Reert (94}

Taf leagtes 43
g & nformasion
. teee oo = TIY Dmforestioe Flgld: 8

ar Tavs offset subflels, the 83310 seediels, tre 3

~ THTT brforaatien
eigrbee 5P THTT Offnet: 365

meigrbee sr TETT offset: 238

| NIRRT
w: D G

» W55 Farsstern; e




TRRBRANG GHzREZBNER , R=BFARELE

« REVVHEREFRE (FILS) MAREFRNVIREDE (UPR) FAE , EMEBREBNEARRSA
%o FILS M UPR #— , TReEREM. REHE 6 GHz RHE—TEFNEREETK , 5
EH 3 6 GHz HRERFALE,

- BRFHEE (PSC) REBHNAARRE E. EEAFImAGHRE PSC 41E ; MRARR
RNR 23l , RIg#F#3E PSC,

CRELREARRKRAE , REARNE 6 GHz SAHF P EEEIREIRA Wi-Fi 6E A Fig,

aim

FILS
FILS 2B |IEEE 802.11ai IR% , EA A NEMIZE BSS IRER. HF AR, DHCP M IP {uit

) ) W]

ax B o

FILS £ "RRLNEFE, , FRE LHMERBREFEAE. FILS AERASEEIEEE
SSID. BSSID M#Hi& , #f AP SREZEELRE AP,

MREEREFILS , 6 GHz AP K9 20 EV EEE XL GRRIE , EXSREEREHEE
WRDREBREARE

]

=]
YA



MizE : REHE 6 GHz R —TE/ENEEGSHRER  TEEHAT 6 GHz ZREAE, 2E8H
AR E LSRR (2.4/5 GHz) A[iE/E , AFIRE# RNR IE 1838 6 GHz,

£ RF BERHRE FILS BRIE (GU)

HBR1:BEE TREL > "EBNREEL > " RF/ERE,

HER 2 £ RF REIEERF , B—T#¥E, "HE RFREE, EE=MREEETR,
S8R 3 1B 802.11ax R5|ER.

HBR 4 1E 6 GHz REALEERT , B—T FILS HRERIEH,



BiEE : B TPIE RF BREEFHRRAERSERFEHIRR FILS FAE , FHLHE AP LB
B "EEREOE, BEUAYERE 5-GHz =% 2.4-GHz 5% |, £ FILS REAE,

FR5: B-TERELKE,

# "ABSTOC al | (= s @
RF/Raciio Edit RF Profile "
802.11ax
RF s
: @ : J
Sute T RF Profie Name T and [ —
o © sttt gl ighs & Gite s
o o -
o © i
o ©
0o © [ ]
(0] [+]
(] [+]




£ RF BREEPRE FILS HRERFE (CLI)

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax fils-discovery

g

EERTVEERBCRETK , FFEH show % , WTFAR :

<tfroot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.11lax

802.11ax

OBSS PD : Disabled

Non-SRG OBSS PD Maximum : -62 dBm
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82 dBm

SRG OBSS PD Maximum : -62 dBm
Broadcast Probe Response : Disabled

FILS Di scovery : Enabl ed

Multi-BSSID Profile Name :

MBSSI Dprofil e_t est

NDP mode : Auto
Guard Interval : 800ns
PSC Enforcement : Disabled

LTRENSGPESAERANSEEINRE .



Do Source s Pratcal  Legd Chamnel  Sonalste i TEAETENS <190 AAEE - BEED L

R T B 2, s

S @ (o)

ko (2]

BALNRBRARCENEZEAZNA 20 EY , TBEREETN 40 ZEW. EFFAEFIREERE
i, BEEFEER AP HHEX FILS AAEREEEIE

UPR

REFERHVREDE (UPR) AEZTEEEMENMEER , B RAEEZE BSSID ME BB
FRENmBEEA.

HEAERAE , 6 GHzZAP 8 20 EVEREE —RTENRECENE , EXFIRNBRBLERE
B2,

6 GHz R EMWRER

RAFRELZIITERE , ERETAFEA TS EMAF T SSID M BSSID #yE#E B Ayt it
, BRBEERAF SSID WREFRNFESEIRERAR L EMEE.
RAFmELASETRERELEBREE (420 E® )

RE—rERBRERE,

UPR 1B 5 "EERREEE, , T—SHRBEBASR.

£ RF EE P REEEREGFE (GUI)

SR RE TREL > "ERNEREEL > T RF/ERE.

SR 2 £ RF R51BE+ , R—T#H1E®, "#¥ERFRER, EESEIER.
HER 3 . BIE 802.11ax R5|EH,

$B 4 £ 6 CHz RRAEERF , B—TEBRELEERE,

FR5 HERREDEBRRVY G ARBRECEERKER (ZEY ). ENE
EW., ARESR 20 EW,




FER6: BE-TEREKE,

alials | Claco Catabat S800-CL Wirsless Gontrolk
n tieea Cisco Catalyst 9800-CL Wireless Gontroller

» RF/Radio

State Y RF Proflo Name

atauti=sfprase: ghs

ODOCOoO0OO0Qg
O0O0OO0CQCOO

# RF REE TR ERBREDFE (CLI

Device# configure terminal

& GiHs

L3

Edit RF Profile

BOZ.11ax

Spatisd Reuse

Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax bcast-probe-response

Device(config-rf-profile)# dotllax bcast-probe-response time-interval 20

L

EERTEERBCRETK , FFHH show % , WTFAR :

<#root>

WLC9800#

show ap rf-profile name default-rf-profile-6ghz detai

802.11ax

OBSS PD : Disabled

Non-SRG OBSS PD Maximum : -62 dBm
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82 dBm

SRG OBSS PD Maximum : -62 dBm

Br oadcast Probe Response : Enabl ed

Br oadcast Probe Response Interval : 20 nsec

FILS Discovery : Disabled
MuTti-BSSID Profile Name :

MBSSI Dprofil e_t est

NDP mode : Auto

| b 802.11ax

(]




800ns
DisabTed

Guard Interval
PSC Enforcement

£ UPR ( EEIRERFE ) miRERERLOT

Frime 870

s £ mu  Erterea T B

st

Souwce 1 Eted o4 wire (3608 BITE:
9 universa_ BTCRoRe (981001

.00

A8, m

Cw

189, S5I0s"df1
B, I

L M, %, 14, [woit/sec]
> dowmiry Enformation: towntry Code ma, Environment Globel cperating
Pawer Comtradnt: &
™ 87, Lisk margia: &

} & IPterfate Dl

Y [SATER -9 ARG BN L]
e84

e
Frafile (8]

pese .av-:.v«..ml e

g,

s.ul-m 100 momtramaitted K53
Larg
e r-'u'.l!ln e

u,m P 19168_Te3T_0
e 350"
Beacsn frame, Shalily, Fhed,
Probe Respoese, TNaDssn, 1N,
Byttoss, Inct Adreest Wkeeen (34]
Clst Systess, InC1 alromet whrown (111 {113

e capanllitien
Rruse Parameter fet
" §OCR Fersmeter fat

T T

PSC
Wi-Fi 6E WE =BRRFEZ/RTBHTHERFERH (PSC). HE L , ERME— R

FinEBEEREFERN A %,
# ¥ 1200 MHz S8 59 EHHY 20 MHz $85&

&I 6 W I EEE R B EE TN EEIRE,
ZEH PSC , AFImEE ReE¥ S IUE 20 MHz $EBE1X —RIREFERK. PSC 2L 80
, AEAFPIRRERE 15 EEEM AR 59 1
6 GHz PSC BB TEEEA 5. 21. 37. 53, 69, 85, 101, 117, 133, 149, 165,
213 1 229,
6GHz band Nen- Men- Nen- Men- Maon-
20 MHz Channel P5SC P5C P5C P5C P5SC

PSC %83

£ RF BREEDREHBBHEEE (GU))

HER 1
HER 2
HER3

EE TREL > TRENG
£ RF RE5|1E&+ , B—THE,
#1E RRM #5|E&.

SERE ) > T RF/EREE
T#1i8 RF SREE ) EEEREEET.

BUAHSEAENEERES 100 ER

T Wi-Fi 6E B
TE
MHz & B

181, 197,

MNeon-



SR 4 . i#1E DCA R ER.

SR 5 EERBEERIRERT , A DCA HERERENFEENEE,

HER 6 HHIHIT PSC Mup , B—T YIRS , A DCA RUARHI A BEREEE.
FR7  B-TERERE,

n "c||'s'c'|°" Cisco Catalyst 9800-CL Wireless Controlier Vi # © A B G e (o} = Pl
R (Radic Edit RF Profile -
RF : —
DcA
R 3 PP TTR =T Dynamic Channel Assignment

dufauti-7/-prafis-Sghe € e Avoid A AP bertnet 8]

® Bas (DES)

Ooo0oo0oo00O0
000000

0000000000
5009@900@0 ]
gqobponooo 5
0000000000
ooééaéappa;
[s][s]a]elalslelala]

B
)

£ RF SR ERE PR E EIBIFHEE (CLI)

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# channel psc

B

FERTRECORETH , FREUATHT :

<#root>

WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b DCA

DCA Channel List : 1,5,9,13,17,21,25,29,33,37,41,45,49,53,57,61,65,69,73,77,81,85,89,93,97,101,105,109,
Unused Channel List :

PSC Channel List : 5,21, 37,53,69, 85,101, 117, 133, 149, 165, 181, 197, 213, 229

DCA Bandwidth : best
DBS Min Channel Width : 20 MHz
DBS Max Channel Width : MAX ALLOWED



DCA Foreign AP Contribution : Enabled

[...]

PSC Enforcenent : Enabl ed

IS A LR Wi-Fi 6E A Fim R PSC $8)E 5 LEERE

#ER

NetGear A8000
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Protossd version 4, Sre: 182060115, DOt SHLAGLI3N
ser Datagram Pretecol, Sre Part: STOT, Dif Mert: TR0
encapsulated THEE 892,11
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Tag: SO0 paramcter det: “wifLel_tears
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Tog Lengthi 13
4100 “wIFIEE_teat™
Tag: Spported kates 608, §, B0M), U, BAE), DG, &, B4, [RE3tiuec)
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r~| esdss SpEELINE! HECRSAPE £84B.1 WS
vendar Wil Alllatde! Ml Basg Operation - Geuimiled Connectivily Lxperiosce
r|| Etensed CABBAIItEES {10 setens)
Tog member Extanded Capaiiiitdes (337
Tog Length: b6

(............

Exbended Capabilities: o (sciet 4)
Exbended CacuBilitier: o [3tet §)

tvevvw e

- v ST NarTOw BaeSwidts By 1n GL 00MA Tolerece Semeort: False
3 BNt Tagc mi Copabilitien
W Bl Tag: Sl & G4F Bad Cafekllitted

Tg mesttr! tlesnt O Dxtossien (2551

ST Tag leagte: 2

Et ag smpers o § de3 M Copsiaaties (53]

Pixel 6a

Frame 10517 198 bytes on wire (3069 BITS), I90 Byter Coptwred (16W0 BEES) On DPARrPace \DevECE\MY_(SARTERPS. 19984000 8011 -CI1
Wtherret [T, $re; CI5C0LGHZI T (MG OF B4S00: T:0T], DER: UMLverse bTcH: 06 D02 10BN ETCF 6]
Tntereat Prtocal Veriion 4, Src: 18R16.0.15, Dat: 193361811
user Pruteced, S6c Port: S35, DGR ROrt:
dAPeck eadiulited TIIE 120

2.0 el infarsation
TECE B9, 48 Probe Reduest, Flagsi
T06E 882 12 wdreless Menagesent
v TagEed carsarters (6 byten)

W Tag: SSID peramter S61: wiAIA1_tests

TIf WAt SIID paeacter 36T (6]

S v rwy

w2718 Drielcor_sisaied
1,3645821 TAteICor_Ma3a1e

lengter 11
i WML bt
Sepported katex uu V. 13001, 38, J4ONL, DG, 4, B4, [MOLL/SRC]
Extemded Supperted o Glemmt oely, [Fedtriec]
Tag Mster: Exbesded w nten (5
Tag lengee: 1

Axierded Svoported maLest B Sash T (lesent Gely (Rfb)
Etended CARNlItiE (31 otets]
orcrking

e Teg lesgin: 2

7.51517 ebeicee

9.202233 Datelcee. > [ipart Iedo Mlmr Gassector for BBI.11 Extension Tag (FILS Regoest Pacasetir) code not implesested, donte

FLTay SR TMITE BeETpEa_S81 7019 ¥ Nt Tag: WG Capabiistdes

A B ks Xt Tag: WD 6 G Band Casardlities

A 3D B Tig waner: Llesesn 1D Dameniios {14}
154 2020609 5% Tag beph 2

201547 TatelCoe_30:5a10f
B
o

AR I

Samsung S23

A Tag Nembarr o 6 G5 Bnd Sapallities (99)
v Eapabilitin: Infzrmatice
teee 2118 @ Minlme WPOU SEACT Specing: B o5 (8N

Bx asteera nu.m ou—iu\-nq tet supperted
T Atetra FATEErD CORSISTERCH: MOL Sepported
Resereeds wo

¥ Wt Tag hert 335
Tag later: Elesart I Exteniice (151
Nt Tag tengin: 4
xR Teg Nember: Shert SSID (W)
Shert BSIED: mealCTES
Werdor SpeCIFLCT HLGUSIY Corg. 1 WS
1 werdor Specific: wi#L Alllesce: b
wandor Spasific: w6y Allience: Mot
‘Werdor Spaeific: ieresed® Carp.: Unkssen §
werae Speeific: wroades
Tag: wendor Spetific: wl

atien

Alllesce: Milti Band Gferalise . DPLisized Coenectlvity Diperience



. u- m; captured (1343 B3Es] on dnterface \on
..r-.nnq_e: 86 (b bac

e (SRR T 4434 $20) LR

128, 88300
P
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5. a0
T.THIEM 13 113M2 T
LTI 8BS
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.

nesudt, LR TE

aer Datagras srenscal, Sre Pert: SI55, DAL Rert: TR

sdropeei/omnireek encassulated TIEE $03.11

» #8300 redin Leformation

¥ TN 3033 Prive Beeest, KL

[ TR R ——

~ TeGaed parameiars (74 Ey1es)
I3 paewmeter 1t: wilocard A

Tusperted AIes 4, %, 13, B, 3

3, &, 84, [FEte)

Tag Length
b Exbesges Casabdlivies:
5 Extesges casapdlities
? Extences Casatilities
3 Ectended Cnp

* Extesded Capmbdlities:
3 Extesged Casabdlities
 xtesdes Capabdlitiess

3.0SZET] REOLNIZ

PRECRRRRRRRRERERRRRRRRORRRRRDRORERRRERERRNRRRRERER

T nest,
seat,
Rnant,
& [
& Prebe Reswest,
5 Probe Rewest, @ ... s OKES Narrow Macwidt R in UL OSOMA Tolereece Support
TR i o Frove teaet, b rtesded Cskbilities: Bl feter 1)
BB 3 144 4y [Lrep—y > eader SpECIfic: RACrERft Corp. 1 wmkroen B
ewirey 55 ar Prote tegeat, VRt Tgr S Cabilities
i e - Preve nesue, T et £ Exteesion (355
15 a7 Prote tesedt,
2,600 6. TLTE 172 " Probe BT,
. Frobe tesat,
. e —
- Prebe Nesueit, ores
- Preve tesest,
5 Prote nemedt, (oeey o
i Probe R, thred
i Frobe Mg, ard (brey
44 Probe megant, $53B.ge 020" JEt I
- Prete tezuet, 551080
5 Probe nesudt,
- Probe mesedt,
5 Frobe deawest, SHiDe g (brey
- Frobe tegsest, $918ub0
- Pt Rt S pR—— P SavED S0 A Save GLEtled (0]
4 Preve nesuet, S0t Baear (hred G mesgender It EeRReS
45 Prete tesedt, S50t becaed (nred e Fetter Comlitency: Mot npported
¢ sppertes
Pep——y 3 Feame WSL 160 Bytes n wire (LhAA BIEE, 108 ytes cactored (LDAA BILE) on ALErAacE \DeeA0e (N [SULTEM- TR AL BCT1-CIILEE]
" § ok O SNSSRITSCRE | * TTSTTET 11, SE C1306 SI:NIIY (0:80L4ITIIT], DITE DALvers BTICHI80 (RELNNE IBTECH 1N
re § 45 cam - S5imestlacars (hro|| * DSUETRET Protocol Wersion #, $RCI EA2.168.1.1, DSTD 192,081,120
e 5 2 S5IDwtlocara (Brey | * User Sotagrem Protecel, S bord: $585, Oet Rort: B
1 5 e o " ool lazers (aeal| * ALTSPRERISERIPO encanalated TG B354
w ek e PTOR eReaT, s Ssipallicars (eraf
1 § o A5 85t lécard {wra
0 5 55 cam S5 EBt Ldcare {Bre)
e 5 457 o 52w Locand (o
1 a7 e e memet, a5I Lacard (B8]

W, a8, B, [eitiiec]

G4 Band Cazatdlitics ($9)
W eagabllities uw T
AL« mirim Oy StAC 3

o c
“ Ext Tag: FTLS Reguest Paescters: untecosed
maper! Eleseet 10 Exterslon (235}

FIL Regvest Perasmtery |

[Espert Tede (mote/unStesded]: Dissector for BO2.31 Dxbessien Tag (FILS Begueit Parameters) code st isplemesied, Contact
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Cisco Catalyst 9800-CL Wireless Controller W # - AB O T"eC Q = k| o @
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& GHz Client Steering

6 G ot Stoarng @ =3

EEYRERRTRE 6-GHz A FimE M (CLI)

Device# configure terminal

Device(config)# client-steering client-count 3

Device(config)# client-steering window-size 5

Device(config)# wireless client client-steering util-threshold 25
Device(config)# wireless client client-steering min-rssi-24ghz -70
Device(config)# wireless client client-steering min-rssi-5ghz -75

£ WLAN E3%7%E 6-GHz B FigE M (GUI)
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£ WLAN L3835 6-GHz fi F & @ (CLI)

Device# configure terminal
Device(config)# wlan wlan-name id ssid-name
Device(config-wlan)# client-steering

g

FERTRBCRETK , FRENATHT

<tfroot>

WLC9800#

show wi rel ess client steering

Client Steering Configuration Information
Macro to micro transition threshold : -55 dBm
Micro to Macro transition threshold : -65 dBm
Micro-Macro transition minimum client count : 3
Micro-Macro transition client balancing window : 3
Probe suppression mode : Disabled
Probe suppression transition aggressiveness : 3
Probe suppression hysteresis : -6 dB
6Ghz transition minimum client count : 3
6Ghz transition minimum window size : 3
6Ghz transition maximum channel util difference : 20%
6Ghz transition minimum 2.4Ghz RSSI threshold : -60 dBm
6Ghz transition minimum 5Ghz RSSI threshold : -65 dBm

WLAN Configuration Information

WLAN Profile Name 11k Neighbor Report 11v BSS Transition
5 wifi6E_test Enabled Enabled

6 wifi6E_test_01 Enabled Enabled

7 wifi6E_test_02 Enabled Enabled

WLC9800#

showwan id 5| i Cdient Steering

6Chz Client Steering : Enabled

F F imiE iR
REFREARE A FimiERR WLAN By OTA /%o
BEREEMUTHRSE
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WLC B FimzfEA :

<ffroot>

#show wireless client mac-address 9418.6548.7095 detail

Client MAC Address : 9418.6548.7095

[...]
Client IPv4 Address : 192.168.1.163
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 1207 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

[...]
Current Rate : mll ss2
Supported Rates : 54.0

[...]
Policy Type : WPA3

Encryption C pher : CCW (AES)

Aut henti cati on Key Managenent : SAE



AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

[...]

[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 1026751751
Number of Bytes Sent to Client : 106125429
Number of Packets Received from Client : 793074
Number of Packets Sent to Client : 184944
Number of Policy Errors : O

Radi o Signal Strength Indicator : -44 dBm

Signal to Noise Ratio : 49 dB

[...]

Device Classification Information:

Devi ce Type : Mcrosoft-Wrkstation

Devi ce Nane : CSCO W XXXXXXX

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device 0OS : Windows NT 10.0; Win64; x64

Pixel 6a

WLC B FimzEA

<ffroot>

#show wireless client mac-address 2495.2f72.8a66 detail

Client MAC Address : 2495.2f72.8a66

[...]
Client IPv4 Address : 192.168.1.162
[...]

AP MAC Address : 7411.b2d2.9740
AP Name: AP9166_0E.6220
AP slot : 2



Client State : Associated

Policy Profile : Policy4TiagoHome

Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 329 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa000000a

Association Id : 33

Authentication Algorithm : Open System
[...]

Current Rate : 6.0

Supported Rates : 61.0

[...]

Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 000000000000171BC51FF477
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

Resultant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local
FlexConnect Dhcp Status : Local



FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 603220312
Number of Bytes Sent to Client : 72111916

Number of Packets Received from Client : 461422
Number of Packets Sent to Client : 107888

Number of Policy Errors : O

Radi o Signal Strength Indicator : -45 dBm

Signal to Noise Ratio : 48 dB

[...]

Device Classification Information:

Devi ce Type : Androi d- Googl e- Pi xe

Devi ce Nane : Pixel -6a

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device OS : X11; Linux x86_64

Samsung S23
WLC AFimzFEA -

<#froot>

#show wireless client mac-address 0429.2ec9.e371 detail

Client MAC Address : 0429.2ec9.e371

[...]
Client IPv4 Address : 192.168.1.160
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 117 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa0000002
Association Id : 33



Authentication Algorithm : Open System
[...]

Current Rate : 6.0

Supported Rates : 54.0

[...]

Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Prot ected Managenent Frane - 802. 11w : Yes

EAP Type : Not Applicable

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 0000000000001713C518E305
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

Resultant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 550161686
Number of Bytes Sent to Client : 5751483

Number of Packets Received from Client : 417388
Number of Packets Sent to Client : 63427

Number of Policy Errors : O

Radi o Signal Strength Indicator : -52 dBm

Signal to Noise Ratio : 41 dB



[...]

Device Classification Information:

Devi ce Type : Androi d-Device

Devi ce Nanme : Gal axy- S23

Protocol Map : 0x000029 (OUI, DHCP, HTTP)

Intel AX211

WLC B FimzEA

<ffroot>

#show wireless client mac-address 286b.3598.580f detail

Client MAC Address : 286b.3598.580f

[...]
Client IPv4 Address : 192.168.1.159
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 145 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa0000001

Association Id : 35

Authentication Algorithm : Open System

[...]

Current Rate : 6.0

Supported Rates : 54.0

AAA QoS Rate Limit Parameters:

QoS Average Data Rate Upstream : (kbps)

QoS Realtime Average Data Rate Upstream : (kbps)
QoS Burst Data Rate Upstream : (kbps)

QoS Realtime Burst Data Rate Upstream : (kbps)
QoS Average Data Rate Downstream : (kbps)

QoS Realtime Average Data Rate Downstream : (kbps)
QoS Burst Data Rate Downstream : (kbps)

QoS Realtime Burst Data Rate Downstream : (kbps)
[...]



Policy Type : WPA3

Encryption Ci pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PVWE Method : Hash to El enent (H2E)

[...]

Protected Managenent Frame - 802.11w : Yes

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 000000000000171CC520478F
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

ResuTltant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 335019921
Number of Bytes Sent to Client : 3315418

Number of Packets Received from Client : 250583
Number of Packets Sent to Client : 38960

Number of Policy Errors : 0

Radi o Signal Strength Indicator : -54 dBm

Signal to Noise Ratio : 39 dB

[...]

Device Classification Information:

Devi ce Type : LENOVO 21CCS43WT



Devi ce Name : CSCO W XXXXXXXX

Protocol Map :
Device 0S : Windows 10

0x000429 (OUI, DOT11, DHCP, HTTP)

AT HEERERFIRREHRNERFMAER

NetGearA8000

Pixel 6a

Samsung S23

Intel AX211

Name:

Description:

Physical address (MAC):

Status:
Maximum transmission unit:

ped (Receive/Transmit):

IPv4 default gateway:
IPv6 default gateway:

DNS servers:

DNS domain name:
DNS connection suffic
DNS search suffix list:
MNetwork name:

NetGearA8000 A FimEE4

=

Network details

Pixel6a F FimaE#H

&/~

S23 AP HE R

Mame:

Description:

Physical address (MAC):
Status: Ope

Maximum transmission unit 15

Link speed (Receive/Transmitl:  2402/2402 (Mbps)
DHCP enabled: ¥
DHCP servers:

DHCP lease obtained:
DHCP lease expires:
IPv4 address:

IPvé address:

IPv4 default gateway:
IPv6 default gateway:
DN5 servers:

DNS domain name:

DNS connection suffix:
DNS search suffix list

Metwork name: WifiBE test

AX211 A FimitiME A

%S HE AR

ANHRSDFAEE B WERREMR WLAN EBBERE SN —ixiEs] , M3 WERAAFriRIR
FERAREBRLENAFIREE.,

ERERNEHEFBIRANMER B IRIEERRK. Windows AFHRHEMR K YHREZELHBHRESE
FI6GHz BSSID, BRAHEAPHER 2 MG R T EIBRNRIB S RAEEAPHE AN EALBSSID,

C:\Windows\System32>netsh wlan show networks mode=Bssid

Interface name : A8000_NETGEAR
There are 4 networks currently visible.

...

SSID 3 : Darchis6
Network type
Authentication

: Infrastructure
: WPA3-Personal

Encryption : CCvP
BSSID 1 : 10:a8:29:30:0d:07
Signal : 6%
Radio type : 802.11ax
Band : 6 GHz
Channel 1 69

Hash-to-Element:
Bss Load:

: Supported



Connected Stations: 0

Channel Utilization: 2 (0 %)

Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: : 3

BSSID: 10:a8:29:30:0d:01, Band: 2.4 GHz, Channel: 1

BSSID: 10:a8:29:30:0d:0f, Band: 5 GHz , Channel: 36

BSSID: 10:a8:29:30:0d:0e, Band: 5 GHz , Channel: 36

Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54

BSSID 2 : 10:28:29:30:0d:0f
Signal 1 57%
Radio type : 802.11ax
Band : 5 GHz
Channel : 36
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 9 (3 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: 1
BSSID: 10:a8:29:30:0d:07, Band: 6 GHz , Channel: 69

Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54

BSSID 3 : 18:f9:35:4d:9d:67
Signal 1 79%
Radio type : 802.11ax
Band : 6 GHz
Channel : 37
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 2 (0 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: : 3
BSSID: 18:f9:35:4d:9d:6f, Band: 5 GHz , Channel: 52
BSSID: 18:f9:35:4d:9d:6e, Band: 5 GHz , Channel: 52

BSSID: 18:f9:35:4d:9d:61, Band: 2.4 GHz, Channel: 11
Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54



=
%

TE . EHD DA, 5552 B debugEBDebugh s

N
\
ol

ERRHERAFIREREE  BRBEUT X -

EEGHYR APRE  BRSEUT XM

SREtHEE COSAP

NMEBRREEIBHENRE SN , F2HUTER .

HAMIERRE Mac HEKREMNK , ERENHESNEERAR 112


https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/218395-troubleshoot-catalyst-9800-client-connec.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/218395-troubleshoot-catalyst-9800-client-connec.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/212892-802-11ac-wireless-throughput-testing-and.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/212892-802-11ac-wireless-throughput-testing-and.html
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https://www.cisco.com/c/en/us/products/wireless/what-is-wi-fi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wi-fi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wi-fi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/nb-06-wifi-6e-aag-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/nb-06-wifi-6e-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2022/pdf/BRKEWN-2024.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2022/pdf/BRKEWN-2024.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2022/pdf/BRKEWN-2024.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2022/pdf/BRKEWN-2024.pdf
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
http://Cisco%20Catalyst%209800%20Series%20Wireless%20Controller%20Software%20Configuration%20Guide,%20Cisco%20IOS%20XE%20Cupertino%2017.9.x
http://Cisco%20Catalyst%209800%20Series%20Wireless%20Controller%20Software%20Configuration%20Guide,%20Cisco%20IOS%20XE%20Cupertino%2017.9.x
http://Cisco%20Catalyst%209800%20Series%20Wireless%20Controller%20Software%20Configuration%20Guide,%20Cisco%20IOS%20XE%20Cupertino%2017.9.x
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
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