2022F 12 A48 2 B F BN REE B FEEHIOS
APBR{G T~ & 5 By (CSCwd80290)

H &%

Er
ZEENEMR
BEE
AR
FEAIreOS WLC.E
£10S-XE C9800 WLC E
fESHA-1 APt ( #£2014 B8 ) -
fESHA-2 AP.E (2014 BRE) -
FE 18 e
7 4 2 [ 7E #1 8
FEAIreOS WLC
fE10S-XE 9800 WLC.E

% P95 (FA

N

AERREUBEIOSTFREAP)IMAXKMNFHEER , 52 RBAIreOSHICIB00EARLANTE Hl 25
(WLC)1E20225F 12 B4 H 2 4 B A Btk BE . 1t RS EE i Ciscod S2CSCwd80290 3 458 MIFN7252438
HEIW EHAPRRIGZE B RE R KXMFTE S,

SEENEM

WEEBEFEHITIOSHAERERFME — 2FE : 802.11ac Wave 1

AP ( IW3702/3700/2700/1700/1570%51| ) F1 2 HIMAP(‘ZIE
700/1530/1550/3600/2600/3500/AP802/AP8 03% %, SR EMNREIOSHGNIBERFRE A2012F

128 E2022F 118, AireOS. Catalyst 9800R 7| M@mEEALHRZENFE, EITAP-
COS(802.11ac Wave 2, Wi-Fi6, Wi-Fi 6E AP)WAPFZ &L | I0S APt FER B FE,

[ 8

@B BCAPWAPH RS FEMRIOS APKR: |, £2022F12A4H 2% , et 2B EMETRER
, RMEEMAWLC , RAELRBETHRETINEZRE,

BRARE



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
/content/en/us/support/docs/field-notices/725/fn72524.html

HETEAP IOSHGF IR ZE BB EN2012F 1284 B 1EE | WA2022F 12848 218, EAPLZ
HEBEECE , 10S APHERALERRIFRWLCTRNMGZ, Hit , £2022%F1284H2% , EAPH
REBAR/FERIEETTIREREANOWLCZ BB E M T AT , APAS L5038 AS R HA
HARIFE T RRGEIRD, FTEAIreOSHIOS-XERA S HIREE,

FE iR

ERBLARTEILLEE , BAEWLCLREREEAPERE "TH, MR8, A&, AT EER
BIFERE , FEBiBssh, telnetHIZFHBHREZHENAPERAE B ( & Esyslogf ks L &EH
APHFE ) o

fEAIreOS WLC £

EWLCLE , show ap image status(AireOS 8.10)#4 Z L EAPHERA "TH . REE,

1£8.5% , f£Ashow ap image all , LERKE " THL PERIEZTHENAP,

(Aire0S WLC-8.5) >show ap image all

Total number of APs........cciiiiiiiniiiinnnnnn. 1
Number of APs

Initiated. ... it i ettt ettt 0

DownTloading. .. .ooei i 1

PredownToading. . ...... ..o 0

Completed predownloading........cccviiiiinnnnnnn. 0

Not Supported........uuiiiiiiiiiii it iieennnnn 0

Failed to Predownload........ ..., 0

Predownload PredownToad

AP Name Primary Image Backup Image Status Version Next Retry Time Retry
AP1700 8.5.182.0 0.0.0.0 None None NA NA

(Aire0S WLC-8.10) >show ap image status

Total number of APS. .. ...ttt X
Total AP's Downloading.........ouueuiiinnnnnnann. 1
AP Name Primary Image Download Status
CAP3702E.4CD4 17.3.6.76 Downloading

#£10S-XE C9800 WLC Lt

C9800#show ap summary

9800-L#show ap summary

AP Name Slots AP Model Ethernet MAC Radio MAC Location

AP2702E 2 2702E 0081.c4fb.2e74 843d.c673.10d0 default location



BEEER , APH

i EREL T E LIRS

FESHA-1 AP L ( 2014 iz A RIE )
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35:
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327:
327:
.327:
327:
327:

Using SHA-1 signed certificate for image signing validation.
%PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed. The c
Image signing certificate validation failed (1A).

Failed to validate signature

Digital Signature Failed Validation (flash:/update/ap3g2-k9w8-mx.153-3.3PJ9/final_
AP image integrity check FAILED

ESHA-2 AP L (20142 B EE ) -
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Ao OO OOy O
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47

47:

:20.
20.
20.
20.
20.
:20.
20.

X e e

mR

5

0N

159:
223:
227:
227:
231:
231:
231:

Using SHA-2 signed certificate for image signing validation.

DTLS_CLIENT_ERROR: ../capwap/base_capwap/dtls/base_capwap_dtls_record.c:169 Pkt to
%PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed. The c
Image signing certificate validation failed (1A).

Failed to validate signature

Digital Signature Failed Validation (flash:/update/ap3g2-k9w8-mx.153-3.IPJ7c/final.
AP image integrity check FAILED

REETECHE 6 BREBEUTTSERAFIOS APIA,

1. BRNTP , BABsibi2HI3E B DR E R K EEE,

Aire0S:
(Aire0S WLC)>show time

make a note of all configured NTP servers, and delete each one:

(Aire0S WLC)>config time ntp delete

IOS-XE: C9800#show run | i ntp ntp server ip



C9800#config terminal (config)#no ntp server 1ip

I for each configured NTP server

2WLC LR R AR E A2022F 1284281, B2022F11A1HZBINE @B , RAC &S

IR HIRR N EENERNAPHIEE K

(Aire0S WLC)> config time manual 12/02/22 00:00:00

C9800#clock set 00:00:00 2 Dec 2022

IBMEWLCEHNKFEREEEX

(Aire0S WLC)> show time
8 11T Fri Dec 2 00:00:02 2022

C9800#show clock
00:00:02.573

Fri Dec 2 2022

4. ERPIAAPLUTIREY "EREM . ARERE,

N orE EEEERT  TEEEEERENASTRBAPT EIMAAP, {82

"/

ARLERFED



N 3098 UAHAPEFMA , AEESHMEAP

5.8 BMANTP

(Aire0S WLC)>config time ntp server 1

C9800#configure terminal (config)#ntp server ip

6.FEFEE

(Aire0S WLC)>save config
Are you sure you want to save? (y/n) y

C9800#write memory

7. EFETEWLC LAY RE

(Aire0S WLC)>show time
C9800# show clock

FHR 2 E E
#£AireOS WLC £

1. MBEREMERHETHPEF , AIFEREFRREAREARKRE , LUEFINIETK T HIL
AR E B 2 vl LA AR R ED
1. FRREQERENFEET  F2R LRBRT D

2. MREREERR , BEEREDRERD , RAEIESZENIOS APERMAREZE | £
WEARA H MR 5 2 S ACL LARE IECAPWAP,



2. BERBAPERTEME  BFRAWLCHEBREAENEL (EFRANTP) .

3. £AiIreOS WLC ( 8.10.183.0REFIRA ) L ZHE TR ; HE , MREERBS5HMEK , FE
F88.5.182.7 ( MR 8.5 mainline , 58.5.182.105 , FAR8.5IRCM ) , FFZ2EUTEL TR
EE e,

« 8.10

8540:https://software.cisco.com/download/home/286284728/type/280926587/release/8.10.183.0

5520:https://software.cisco.com/download/home/286284738/type/280926587/release/8.10.183.0

3504:https://software.cisco.com/download/home/286312601/type/280926587/release/8.10.183.0

vWLC:https://software.cisco.com/download/home/284464214/type/280926587/release/8.10.183.0
« 8.5 ( BBHEIMF)

8.5.182.7(8.5
mainline):https://software.cisco.com/download/specialrelease/8f166c6d88b9f77aabb63f78affa9749,

8.5.182.105(8.5
IRCM):https://software.cisco.com/download/specialrelease/bc334964055fbd9440834f008e5aca34,

4. (TIE ) EEFRE<H , SEEHEETHIMANAP,
5. EXRAEIWLC,
6. M REIRAAPII MBS FH IF T CAPWAP |, SEMIBRE L s LA R EFIOS APE T N A M K.

1£10S-XE 9800 WLC E

1.#17.3.6. 17.6.4, 17.9.2 IOS-XEZ# T HFI9800RFIFCERE. FFSEEZEHCIB00 WLCHIIOS-
XEWRZS , BAARIRIGIREE KV AP B 57 75 7P 09 Th BB B B &l & IR R R AR AN

2.4617.3.6 APSP7517.6.4 APSP15£17.9.2 APSP1#4% ( #7510S AP{EER X ) THZI98001kF
ERL=Y: -8

. 17.3.6:17.3.6 APSP7 , #iBCSCwd83653/CSCwe10047 ( {5ER X tba S EAPSP2H
APSP5/ )

9800-40:https://software.cisco.com/download/home/286316412/type/286325254/release/17.3.6

9800-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.3.6

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.3.6

9800-L:https://software.cisco.com/download/home/286323430/type/286325254/release/17.3.6



https://software.cisco.com/download/home/286284728/type/280926587/release/8.10.183.0?catid=278875243
https://software.cisco.com/download/home/286284738/type/280926587/release/8.10.183.0
https://software.cisco.com/download/home/286312601/type/280926587/release/8.10.183.0
https://software.cisco.com/download/home/284464214/type/280926587/release/8.10.183.0
https://software.cisco.com/download/specialrelease/8f166c6d88b9f77aabb63f78affa9749
https://software.cisco.com/download/specialrelease/bc334964055fbd9440834f008e5aca34
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd83653
https://software.cisco.com/download/home/286316412/type/286325254/release/17.3.6
https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286322605/type/286325254/release/17.3.6
https://software.cisco.com/download/home/286323430/type/286325254/release/17.3.6

- 17.6.4:17.6.4 APSP1 ( EARIW3702 ) , BECSCwd87305

9800-40:https://software.cisco.com/download/home/286316412/type/286325254/release/17.6.4

9800-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.6.4

9800-L: https://software.cisco.com/download/home/286323430/type/286325254/release/17.6.4

« 17.9.2:17.9.2 APSP1 ( BARIW3702 ) , EiBCSCwd87612

9800-40:https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2

9800-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.9.2

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2

9800-L:https://software.cisco.com/download/home/286323430/type/286325254/release/17.9.2

~ BYEE
1)17.3.6 APSP7 2154 ¥ Z{E 5511518 (CSCvx32806. CSCwc32182, CSCvz99036,
CSCwd37092, CSCwc78435, CSCwc88148) , LAK& CSCCSC80290
2)17.6.4 APSP12 15 ¢ ¥ 2 {E 53591548 (CSCwc73090, CSCwc71198, CSCwc78435,
CSCwd40731, CSCvx32806) , A% CSCwd80290 ( ARIW3700 )

3BRIFERK17.36, BAIFBUENZRE17.3.6 IOS-XEL EFHHA

C9800#install add file bootflash:/C9800-L-universalk9_wlc.17.03.06.SPA.bin activate commit

4. 9800EFEEN % — MRIEFIFHECSRERE , RESHKBRBREAER ( EM/BANTP)
5ZEAPSP7LAREIOS AP:
C9800#install add file bootflash:/C9800-universalk9_wlc.17.03.06.CSCwel0047 .SPA.apsp.bin

C9800#install activate file bootflash:/C9800-universalk9_wlc.17.03.06.CSCwel0047 .SPA.apsp.bin
C9800#install commit

® REE (FAQ)

- RETEMWAPREHRNILEEMBFHERIEEZNA ?
#ﬂl’_ﬁﬁiWLleﬁﬁ&ZIKE’JAPHf%IEﬁE{’E TEHEBE , B EER#LMA. HEEE
FEBERMRBIAR—BE 0 THREREBRE.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd87305
https://software.cisco.com/download/home/286316412/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286322605/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286323430/type/286325254/release/17.6.4
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd87612
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286321396/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286323430/type/286325254/release/17.9.2
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc78435
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc88148
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc78435
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd40731
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx32806

- APEATHREZIZE?

B, HRAPARTESKGMRE T HIAPE MAPEFERG | K it &8 FIHE FE 8V 18 HiE 5 MR G5
=AM

- RENSLEERBEETESE ? EFREAETFERLRE ? EREZR L —EH#ERE
, BHERY AR ?
EREHERSEBEAPMANERE FmERRIERELE, B2 , DNARORE, CMXFZE
BONA)ZEARREZIFE, —BEMAAPEKBREREASHRRE , ELREANTIRE.

- MREEEMRELEERFISN LN  XEER?
FAELEEWLCHRBRABRA R EREFWLC ( VWLCE9800-CLtE AT LA T4E ) , IR1EERAF
WLC EHI BRI AEAPHI A BREFWLC, —BAPTEHRBA B EMIFWLC LR "2, iREE
, FEISAPEBEEEEWLC,

- REFREFNREKEERAIERE ?
RAEEMAIreOSK , IRAPEHFETHNRE, ARFEEFN , F2REARTIEEERE —,

- MRBHEHOAPSREMERER ?
WRFHAPH AR A S22 HIRRAEE] , RIAPFEREIERI A
S—FHE , WRRATEE , APRER THABNMRE, MREHR LN ERANE
EAPRRE: | ERERAPERIZFIRETHER , Rt FERIERTT o
MREFREFARINEP—EEERAE , AFSIEERIBHAP , WK A KIBRE,

« ERMAREIWE TE R BEBR?
EMHERMEMBAP : MREBEEETHEAPRGEEREAVEFRMRAE , EMBEEMA
AR
BRI, FRAREERSGE,

- REERERBEFEERNEFES 2
TR , APERFRIBRER , B SRFIRRELERRRE , AREFBANTP,

. RIEAPH % %PKI-3-CERTIFICATE_INVALID_NOT_YET_VALID | & Fjt 558 - =
BB, BE(SN)MRER, BHWMHH:MM:SS UTC Mar 1 2022, Bith, EIEEREN
FEAR IR B FTHVEEAR ?

LEERERIRRWLC LAV SEREE2022F3A1H 2% A AR BENMHBEH (ELERHF ) .
AR EEWLCHKREHERWLC LERBEERENKEME,
1EWLC LY BF 88 LU B R 4 o

« BRHNAIRy Lt R E BB ?
BN EETKEMECEERNSEERZ , UREATSEARIZNEMEURE  YEEMIE
B
teSh | EHIOS AP ERIBEIT 7T Bk , AEIELEE.



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



