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AXHNEARBRBREERERRANKENREL. XHEAINMERESRCER (R
) BVIERERE B, MREHVMREREEER |, FRACCHRBIMES TRERNEE,

ERER

IR (HIWWEP ) WE£IEEEET. Wi-FiliiE] ( HWECA ) TR BB A BBt T — (@
T—RERZ2EE, ZRERMEIEEEABILES02. 1MiRE 2 A ¥ SRR &,

WHARENEREAP/S2IxENRBNBHESREE IFEBTERANREBNE, EEREE
MBHERERRESEIEAP/802.1xEEEE , APHIHEBWPANEZEFREE BEHEWPASRER

o

BRAPERERMEEERE , HPERWEPHEREAPEFis ( EEERIETIRERE ) 4
WPAZ FirifhE TE. HEEBABBEN, BBEAAHITEEREBBIIWPA, AXET T NER
B AXERME T RWPAR £REEH K,

BRT ERLERFNEZERBEIN , WPARREHEARL A SWIRA(WPA-PSK) , ARA/NEBNE, =K
EP /N E (SOHO) R REEZMBIZ . Cisco AironetE FimE AR (ACU) T X EWPA-PSK.
Microsoft WindowsF S EREEAREA T EAZSHEFE FHWPA-PSK , ELEAERNtBEM
I

- Meetinghouse CommunicationstVAEGISE FimgE : 752 B Meetinghouse AEGISE m R 51l #Y
EOSHEOLA
. Funk Softwaref)Odyssey®& FimEx R : 552 BJuniper NetworksE FE X EH D o
RERERNRRREREROEMEZEFIHEARER
EUTERT , 7B EWPA-PSK:

CENEZEEERERL  SNEEXERAEBREFSRTEMEBETKIP),
. BT LALEGUIRYService Set Identifier(SSID)ManagerE B EE&X &M EBERR, FHKBE#H
BRENSREENALASHK,
- ARREERERLTREERE.
EEZEBESTNECL)BAWPA-PSK , F@AUT GRS, RELEEXFEHA

AP(confi g) #interface dotllRadio 0

AP(confi g-if)#encryption mode ciphers tkip
AP(config-if)#ssid ssid _name
AP(config-if-ssid)#authentication open
AP(config-if-ssid)#authentication key-management wpa
AP(config-if-ssid)#wpa-psk ascii pre-shared_key

AR NEERHEWPA-PSKHBANEE. AHFHEERRGBENBUNMBAWPA-PSK , A
RAXENER, AHRAMAEEWPA.
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EAP(LEAP), EAPEZREMEAP(PEAP)ELE.,
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& : EACommand Lookup Tool(E# EEMEFER)IEBERAHHEANGSHFMEENR.
IBIREAPS F FIEAPHY B X & (D EA T8

EEAEREAP/802.1xH A 8FE HEH , B sE 2~ Network-EAPHIOpen authentication with
EAPZEBMERl. ELLHE5|AEEMEBE R T E,E+ HYAuthentication Algorithm i+ K&

. ASHIMEE S HEEHSILMUREAED (HRXSHRE ) , RERTFLEEIHBR &N
#{TEAP S 38R, CiscosRiE {EHI % 7 B8 FNetwork EAPREBI BIBIR T,

ERALBFERE RENRERETRUTEF RN S E8RET X

. Cisco clients — {# FiNetwork-EAP,

- B=HEFI% ( 84 Cisco Compatible Extensions [CCX[EBX#ME R ) — FHOpen
authentication with EAP,

- BRNE=ZAFFiRNEES — B RFZZENetwork-EAPHIOpen authentication with EAP,

CLIjANE
AREEEEAUTEE
. BEX R TENLEAPE B

- AR Cisco IOSE BB R AP Cisco IOSEREE MR A12.2(15)JA
AP

apl#show running-config
Bui | di ng configuration..

aaa new node

!

aaa group server radius rad_eap

server 192.168.2.100 aut h-port 1645 acct-port 1646

aaa authentication |ogin eap_nethods group rad_eap

1
bridge irb

!

i nterface Dot 11Radi 00

no i p address

no i p route-cache

!

encryption mode ciphers tkip

!--- This defines the cipher method that WPA uses. The
TKIP !--- method is the most secure, with use of the Wi-
Fi-defined version of TKIP. ! ssid WPAl abapl1200
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authentication open eap eap methods

!--- This defines the method for the underlying EAP when
third-party clients !--- are in use. authentication
network-eap eap methods

!--- This defines the method for the underlying EAP when
Cisco clients are in use. authentication key-
management wpa

!--- This engages WPA key management. ! speed basic-1.0
basic-2.0 basic-5.5 basic-11.0 rts threshold 2312
channel 2437 station-role root bridge-group 1 bridge-
group 1 subscriber-|oop-control bridge-group 1 bl ock-
unknown- source no bridge-group 1 source-|earning no

bri dge-group 1 unicast-flooding bridge-group 1 spanning-
disabled . . . interface FastEthernetO no ip address no
i p route-cache dupl ex auto speed auto bridge-group 1 no
bri dge-group 1 source-learning bridge-group 1 spanning-
disabled ! interface BVI1 ip address 192.168. 2. 108
255.255.255.0 !/--- This is the address of this unit. hO
ip route-cache ! ip default-gateway 192.168.2.1 ip http
server ip http hel p-path

http://wwmv. ci sco. com war p/ public/ 779/ snbi z/ prodconfi g/ he
| p/ eag/ivory/ 1100 ip radius source-interface BVI1 snnp-
server conmunity cable RO snnp-server enable traps tty
radi us-server host 192.168.2.100 aut h-port 1645 acct-
port 1646 key shared_secret !--- This defines where the
RADIUS server is and the key between the AP and server.
radi us-server retransmt 3 radius-server attribute 32

i nclude-in-access-req format % radius-server

aut hori zation permt mssing Service-Type radius-server
vsa send accounting bridge 1 route ip ! ! line con O
line vty 515! end ! end
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o Edt Vew ol Transer Fob
D =3 LB F

]uhanl?ﬂﬁmlﬂﬂllsha dol oss 0030.6527.f e -
Address BO28.6527.Flha Name :
TP Address :10.8.8.25 Interface : Not11Radio @
| : - Sollmare Version ;
: EAP-Assoc Parent : self
: WPAlabap1700 VIAN |
1 PFssocialion Id -

Repeaters ossociated: @

ey Hg-t iyne
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Signal Strength Connected for + 197 seconds
Signal Qualily Fctivity limeout : 20 seconds
Fowar-saue ¢ Off Last Fctivity ¢ &0 seconds ago
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Decrypt Failed : 8 R1S Retries .
MIC Failed ]
MIC Missing . @
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SEREIAAEER. TRATHE , BRGETEEHE -

1. IR LEAP, EAPZRPEAPHLBEEWPAE 2 Bl i R BRAEAE , AIBATHUAT SR
- FRZEAWPANMEER ., ENBAEENEAP, BREMDREEN.
2. Eﬁ%gﬁiﬁﬂﬁm%ﬁiwﬂ’mﬂﬁ EClt, fln , EAPEEAWPAMTKIPE | BEREHEF
U P BB YRR E PTEL,

EoRHIER

BEE : £/ debug £ S 2 Hl , FEEL2E AR Debug ETHEEE,

WPAESREES R EEAPEMRERDTHENEREF. EUNERFDFFIELFES . MR
EAPRBIIBERFin , AEEETEHE , :ﬁm:ﬁJw\TiEﬁ

1. ERZEAWPA,
2. EFTRAAEEWEAP,
3. RS RERN
Jtl:%ﬁiﬂﬂﬂﬁﬁ‘a*%?% ;

- debug dot11 aaa manager keys — IR BERAPFIWPAR Fin 2 BB AENEF , FAKY R
REWPTK)MERSSB(GTK)HE, tEiERECisco IOSEBEMRA12.2(15)JAFE A, a
RABRARELH  FREUTSE  KREEMEmonEBA (MR EATelnetFF ) .
AERA. BEFHREEREEAWPA, RFAHBRPTKI/SHGTKEFERIUERBE ,
BEWPABR A BB R EREEMZKHIRAE,

- debug dot11 aaa authenticator state-machine — Lt BAFHBE TR E I EBH A & BB HEEN
BEHEARE, REEBRTELMRE, EHRECisco IOSEEMRA12.2(15)JAFE A,
debugEX{XCisco IOSEXBRhR 4% 12.2(15)JARI E £ i 2= F Ky debug dot11 aaa dot1x state-
machine® %,

- debug dot11 aaa dot1x state-machine — It FBHBTREFIREEBHN S O RIFHFCENSER
EREE, MERBRRELMREE, KM Cisco IOSEEERRAN12.2(15)JARI Cisco IOSERBE MR A
B HEEEEETWPARREERY,

- debug dot11 aaa authenticator process — AR KR EBIA Y %TT&F?E:RF%EO HHMEAET
MEPNEESEEEEINAS , YETRS —E2HEENEE, L7 LGt Edebug
radius authenticationis S#EEEH. Lth{E#HEK7ECisco IOSEﬁE—P&ZMZ.ZU 5)JARE A,
debugEXfX.Cisco IOSEX B iR 4% 12.2(15)JAFI EE #ThR A< #debug dot11 aaa dot1x processis %

o

w

- debug dot11 aaa dot1x process — ILFAAEBIRZ BN EAN BB, FHERABTHE PR
BESHEHEEEINADR , YETRS —B2HEHENERE, 2527 gt 75 &debug radius
authentication@ S & EH, EIKACisco IOSEEERZA12.2(15)JARICisco IOSEXEE i A Fh

, WEESETRWPASBERERY,

HBRER
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