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Adid Roles Wizard
f
ﬁ Before You Begin
|

Eefore You Beg This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress » The Administrabor acoount has & strong passvaord
« Metwork settings, such as stabic IP addresses, are configured
Resuks + Thie latest seourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard agsin.
To continue, chck Mext,

[ skip this page by default

% Previous ” Mk = | Inistall Cancel
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Add Roles Wizard E

Select Server Roles

EBiefore You Begin Selack ore oF Mo roles ba install an this sesver,
Server Roles Ruodas: Description:
Active Direcbory Domain Services [] Active Directory Certificste Servicss E;ﬂ?ﬁ:ﬁ?&mﬁm:ﬁﬂ;ﬁn
Corfirmation BN A ctive Director: an the network snd makes this
o : [ ] Active Directory Federetm Serwcas ifarmation svalable bo users and
Fogress [ Active Dirsctory Lightwelght Directory Services network administrators. AD 05 uses
Resuits [ ] #eckive Cirectore Rights Management Services domain :unl‘rﬂer‘; m.xﬁ =ik
. . usars access bo parmitted resources
L] Applcation Server anywhere on the nebwork through a
I: DHCR Server singhe logon process,
| | DMS Server
[] Fax Server

|| File Services

[ ] Metwork Policy and Access Services
[T Print Servdces

[ Terrmingl Servces

[] UDDL Services

[ weeb Server (1153

|| windows Deployment Services

[] wWindows Server Update Services

< Previous | Next = | Tristal Carnicel
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Add Roles Wizard

I
ﬁm Active Directory Domain Services

<l
Befare You Begin Introduction bo Active Directory Domain Services
Eervar Roles Active Directary Domain Services (A0 DS) stores information abouk users, computers, and other devices on Hhe
nebwork. AD DS helps administrstars securehy mansge this information and Faciltates resource sharing and
Directaory Domain 5 collaboration between users, AD 05 i< aleo reguired for directory-enabled applications such as Microsoft
L Exchangs Server and For other Windows Server technologles such &5 Group Polcy,
Confirmation
prugrg—;; Thiw! to Mote
i i Tabelp ensure that users can still lag an ko the netvark in the case of & server oukage, install & minimum of

two domain cortrollers For a dormain.

i AD DS requires & DWS server bo be installed on the network, IF you do not have a DNS server installed, wou
will be prompted ko inskal the DNS Server role on this server,

i ¢ After vou irstall the AD DS roke, use the Active Directary Domain Services Installation Wizard
{deprano, exe) to make the server 2 Fully functional domain controller,

i+ Instaling AD D5 wvall also instal the DFS Mamespaces, DFS Replication, and Flle Replcation serdces which
are required by Direckory Service.
Additional Information
Orverview of AD DS
Installing AD DS
Common Configurations For AD DS

< Previous || [k = I [ristal Cancel
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Add Roles Wizard

5
i%k;‘ Confirm Installation Selections

Befare You Begn
Server Roles
Active Direcbory Daomain Services

Progress
Resuks

To Install the Following roles, role services, or features, click Install
i_} 2 informational messages below

'E This server might need ko be reskarted after the installation complebes.

- Active Directory Domain Services

d_, After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(deprafmo, exe) to make the server & Fully functional domain contraler,

Print, e-mail, or sawe this information

< Previous MNexk >

| Iriskall I Cancel
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Add Roles Wizard

Installation Results

Before You Begin
The Follewing roles, role services, or Features wers installed successfuly:
Server Roles

1 warning, 1 informationsl messages below
Active Directory Domain Services A Lt

Confirmation ] Windows automatic updabing & not enabled. Toinstal the latest updates, use Windows Update in
: Cortrol Pansl to check For updates.
rogress

*| Active Directory Domaln Services i Installation succeeded

Results

The Folloving role services were installed:
Active Directory Domaln Controller

(i) Use the Active Directory Domain Services Installation Wizard {depromo. exe) to make the server a
flly Functional domain cortraller.,

Closa this wizard and launch the fctive Directory Domain Services Inskalation \Wizard (dopramo, exe).

Prink, e-mail, or save the instalation report

= Previows Hlext = | | Chose I Cancel
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@! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

Thig wizard helps you inztall Active Directory Domain
Services [A0 DS] on thiz zerver, making the server an
Active Directory domain contraller. Tao continue, click Mest.

[T Usze advanced mode installation

Learn more about the additional options that are
avallable in advanced mode installation.

Mare about Active Directory Domain Services

< Back I MHest » Cancel
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@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved securnity zettings in Windows Server 2008 affect older versions of
Windows

=

v Windows Server 2008 domain controllers have a new more secure default for the
security zetting named “allow cryptography algorthms compatible with wWindows MT
4 0" Thig zetting prevents Microzaft YWindows and non-Microzaft SME "clients' from
uzing weaker MT 4.0 style cryptography algonthms when eztablizhing securnity channel
geggion: againgt Windows Server 2008 domain controllers. Az a result of this new
default, operations or applications that require a zecunty channel zerviced by
Windows Server 2008 domain contrallers might Fail.

Platformsz impacted by this change include Windows NT 4.0, az well az non-Microzoft
SMB “clients'" and nebwark-attached storage [MAS] devices that do not support
gtraniger cryptography algorithims. Some operations on clients running wersiong of
Windows earler than YWizta with Service Pack 1 are alzo impacted, including domain
[oin operations performed by the Active Directon Migration T oal or Windows
Deployment Services.

For more infarmation about thiz zetting, see Knowledge Baze article 942564
[Http: £ g0 microzoft comdbwlink PLinkld=104751].

< Back MHest = Cancel
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@ ! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration ==
Y'ou can create a domain controller far an existing farest ar far a new forest, '

" Ewxisting forest

" Add a domain contraller to an existing domain

" Create a new domain it an existing forest
Tikiz zemwern will becane the first damain contraller i the mew deamain.

{* Create a new domain in a new forest

kare about poszible deployment configurations

< Back Mest » Cancel
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@ /! Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain
The first domain in the farest is the farest oot domain, 1tz name iz alzo the name of

the forest, b
Type the fully qualified domain name [FUDM) of the new farest roat domair.
FQDM af the forest root domain:
Iwireless.cnn{
Ewxample: corp.contozo. com
< Back Mt = Cancel
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@ /! Active Directory Domain Services Installation Wizard

Set Forest Functional Level =)
Select the forest functional leswel.
= i—l
Forest functional level:
Dretailz:
The Windows 2000 farest funchional level provides all &ctive Directory Domain ﬂ
Services features that are available in ‘wWindows 2000 Server. |f you have domain
controllers running later vergsions of \Windows Server, some advanced features will
not be available on thoze domain contrallers while this farest i at the Windows
2000 functional lewel.
=
Pare about domain and forest functional levels
< Back Mest » Cancel
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@ ! Active Directory Domain Services Installation Wizard

Set Domain Functional Level - -
Select the domain funchional level.

Dromain functional level:

D etail=:

The following features are available at the Windows 2000 M ative domain functional
lewvel: —

univerzal groups

group niesting

group type converzion

SID hiztary
[f yau have domain controllers running later verzionz of Windows Server, some s
advanced features will not be availlable on thoge domain controllers while the lI

M ore about domain and forest functional levels

< Back Mewt = Cancel
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@ ! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options - =

Select additional options for thiz domain controller.
IV DMS zerver

¥ Globalzatalog

I”  Bead-only damain contraller [RODE]

Additional infarmation:

The first domain contraller in a forest must be a global catalog server and :I
cannot be an RODC.

We recommend that you inztall the DMS Server zervice on the firgt domain
controller.

bare about additional damain controller options

< Back Mewt = Cancel
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@ ! Active Directory Domain Services Installation Wizard

& delegation for this DMS server cannok be created because the

! authoritative parent zone cannot be Found ar it does not Fun
Windows DMS server, I wou are inteqgrating with an exisking DMS
infrastruckure, wou should manually create a delegation ko this
DM5 server in the parent zone to ensure reliable name resolution
From outside the domain wireless,com, Otherwise, no ackion is
required.

Do wou wank to conkinue?

Yes 1 [u]
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@ ! Active Directory Domain Services Installation Wizard

Location for Database, Log Files, and SYSVOL =%
Specify the folders that will contain the Active Directory domain contraller == |
databaze, log files, and 55V 0OL. b

For better performance and recoverability, store the databaze and log files on separate
wolurnes.

Databaze folder:

I-E:"»Windnws"»NTDS Browsze. .
Loqg files folder:
C\Wwindows\WTDS Browse...
SYSWOL folder:
C:AWindowsh S W 0L Browse. ..

kore about placing &ctive Directony Domain Services files

< Back MHest > Cancel
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@ /! Active Directory Domain Services Installation Wizard

Directory Services Reszstore Mode Admimistrator Pazsword e B

= =]

The Directary Services Aestore Mode Administrator account iz different from the domain
Adrminiztrator account.
Azzign a pazsword far the Adminiztrator account that will be uzed when this domain
contraller iz started in Directory Services Restore Mode. 'We recommend that pou
chooge a strong pazsward.
Pazzwiord: TTIIIIIIIL
Confirm passward: sssssssssesl
More about Directory Services Restore Mode password

< Back Mest » Cancel
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@ ! Active Directory Domain Services Installation Wizard

Summary =i
-
R eview pour zelections:
Configure thiz server az the first Active Directony domain contraller ina new forest, =
The new darmain name iz wireless. com. Thig iz alzo the name of the new forest,
The MetBIOS name of the domain iz WIRELESS
Forest Functional Level: Windows 2000 o
Dornain Functional Level: Windows 2000 N ative
Site: Default-First-Site-M ame
Additional Options: ll
To change an ophion, click Back. Tao begin the operation, click Mest.
Theze zethingz can be e;-:pu:urte::l to an answer file far uze with Export settings... |
ather unattended operations.
More about uzing an answer file
< Back Mext » Cancel
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@! Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Aotive Directory Damain Services i now installed on this:l
cormputer far the domain wireless. com.

Thiz Active Directary domain contraller iz aszigned to the
zite Default-First-Site-M ame. You can manage sibes with
the Active Directory Sites and Services administrative
bonl,

Ta cloze this wizard, click Finish.

< Bach I Finizh I Canicel
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i_'l Active Directory Domain Services Installation Wizard [ES

ou gt restart your computer before the changes: made by the
Active Directory Domain Services [nztallation wizard take effect.

Restart Now I Do naot Restart Mo

2836 i i Microsoft Windows Version 2008 Server{fE & CA{A IR 28

£ FIEAP-MS-CHAP v2HIPEAPR IR Al iR 28 L F XAV ERERADIUSIARRR. WAL | AIRERR S
HARFFREMEENLHCAEE, bHRER , LHACARSEFEREFFHERRESRF LN
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1. B 2|4 > Server Manager > Roles > Add Roles,

S Gerver Maneger (NI Srpver Manasger [WIN
T R _,
£ j Fastires
# g Uagrosis ’ Got cncwar s of the s atis of B seras, peetori bap naracge nent bk, and s as femien sarer pkes ane faabuees,
& gl cwhipctin L.
T [ shorace
) GervEr Summary
= Comnputer Information
Full Connptes ame: win 2 e 35, 00m
Damisdne wirsdess com
Lozal fres Conmecton: LDLI0H. 202 5
Pamoks Deskbop: Enshed
Serear Fanager e Menscenent: Disabled
Product 101 485001000 107G-B4L1 T (Gzhaed]
[T Do mok b e this corsale st kgon
“! Sepurty Informnation
Veindows Areal: Cerraln: N
Veindows Updebes: Iredal updskes aatanatcaly us ng @ menzged uscating Sereke
Last checked For opdates: esaday ot 50E A
Last nsze bed updetes: Toschay &t 2000 A0
IE Srharced S=oority Corfigoratbion E5C) o Foe i dstrakors
onfor Lsess
B Server Manager M= E
Fla  Acion  Vew  Hel
«s|m HE
e e
+ gk Roles |
+ d Fesbores
irw iy tha healh of the roles iretslled on pour ssrver and sdd or remcvs roles and Fegtures,
® il configuration g
= B Sovage =
= Rodes Surmamsary E Rk Sumimary Halp M
# Rales: 2 of L7 instalied B add Rokes
_-;- Raen Rioks
I, #ctive Drectory Domain Servces
DHCP Server
I DMS Serser
= Active Direckory Domain Services H soes vk
Stones direchory daka and manages commnicakion Between users and domaing, induding user logon processes, aukhenkication, and directory searchas.
! Rale Status =] ;Tnﬂ:muﬂmdwbunm
Messages: None =
Syt Services: 9 Running, 1 Stopped
L Events: 4 warnings, 31 informational in the last 24 hours
*! Role Services: 1 instabed B Ao Roke Sarvioes
Tocte Sereics E | G Pemove Roke Services
Pt Direchory Domain Controlr [retaled
Eckentity Managenent Fos LI hok instadied
Server for Mebwork Informnabion Services ok instaled
Password Syrchronization Fiok instaled
Sufministration Tooks hicd instalied
Dseription: =

1| | £ Last Refrash; 2972003 10:96:19 4K Corfigure refresh

I=
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Adid Roles Wizard
f
ﬁ Before You Begin
|

Eefore You Begin This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress » The Administrabor acoount has & strong passvaord
« Metwork settings, such as stabic IP addresses, are configured
Resuks + Thie latest seourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard agsin.
To continue, chck Mext,

[ skip this page by default

% Previous ” Mk = | Inistall Cancel
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Add Roles Wizard

ﬁ‘ Select Server Poles

Before You Begin

Server Roles
ahCs
Role Services
Setup Type
Ch Typa
Priwate Key
Cryprography
24 Mama
Walldky Period
Cerlificabe Datsbase
Confirmation
Progress

Results

Select one or more roles bo install on this server.

Ackive Directory Domain Services {Instalad)
[T Active Directory Federation Services
|| Active Directory Lightiweight Directory Services
[ ] Active Directory Rights Management Services
[] Application Server
DHCR Server (Instaled)
DMS Sarver {Instaled)
[ Fax Server
|| File Services
[_] Metwork Pobeyv and Access Services
[ Print Services
[] Teminal Services
|| UDDI Services
[] ‘Web Server (LIS}
[] wandows Deployment Servicss
|| Windaws Server Updske Services

More abouk server roles

Description:

(A0 C5) |5 wead b creste certification
authoribies and relsted role services
that allow wou ba issue and manage:
certficates used in & variety of
applications,

< Pravious ” Mext = | Instal Camncel I
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Add Roles Wizard

ig} Introduction to Active Directory Certificate Services

Eefore You Begin
Server Roles

AnCs

Role Serdces
Setup Type
Ch Type
Frivate Key
Cryptography
A Name
Wialidity Period
Certificate Database
Confirmation
Frogress
Resulks

Active Directory Certificate Services (AD CS)

Active Direckory Certificate Services (A C5) provides the cestificate infrastructure ko ensble scenarios such &=
secure wireless netwarks, virtual private nebworks, Inbernet Probocol Security (1PSec), Metwork Access
Probection (MAPY, encrypting fle system (EFS) and smart card logon.

Things to Note

i The name and domain settings of this computer cannct be changed after & certificate authority (CA) has
b= installed, IF you want to change the computer name, join 2 doman, or promote this ssrver to a

domain conkraller, complete Hhese changes before installing the A, For more information, see certification
authority naming.

Additional Information

Active D Cortficate Sarvices Quaryi
Manasing & Cestfication Authori
ertication Authority Nari

< Preniols " Menct = I Inistar Cancel
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Add Roles Wizard [ x]

Select Role Services

Eefore You Begin Select the role services bo Install for Acthee Directory Certificatbe Serdices:

Serwer Rolkes Role services: Ceescription:
[7] Cartiication Authority Fertifi::gun Mhn;::ltg::ﬂ; used ko
[ certification Authority Web Enralment . '

Multiple Cas can be inked to Farm &

[ ] online Respander
Setup Type P public key infrastructure,

[ metwiork Device Ervoliment Service
8 Type

Privabe Key
Cryptographn
T4 Name
Validity Period
Certificate Dakabase
Confirmation
Prograss

Resuiks

Mare about role services

< Previous " Mext = I Inista Cancel
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Add Roles Wizard

#;E Specify Setup Type
~

Certification Authorities can use data in Active Direckary to simpliy the isswance and management: of

Before ¥You Beagin
certificabes. Specify whether vou want bo s2k up an Enkerprise or Standalone CA.
Server Roles
HALES ¥ Enterprise
Seleck this aption if this CA & & member of & damain and can use Direckary Service bo issue and manage
certificates,
A " Standalone

Seleck this option if this CA dogs nok use Directory Service daks ko issue or manage certificabes. &

Privabe Key
standalons CA can be 2 member of a domain,

Cryptographny
CA Nafe
Valdity Period
Cerbificate Databasze
Confirmation

Progress

Fesults

< Pravious |I Mt = I Iristzll Cancel
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Add Roles Wizard

i% Specify CA Type

Before You Begin & combination of root and subordinste CAs can be configured b create & hierarchical public key infrastructure
(PEI), A root Ca ks 3 CA that Issues ks own self-signed certificate. & subordinake C& recetves ks certificabe
Server Fioles from anather CA. Specify whether you want ko s=t up a root or subordinate CA.
ADCs
Role Serdces ¥ Root CA
Satup Typs Select this aption F wou are nstaling the first or only cerbfication autharity in 2 public key infrastruchore.
A Type
SRS  subordinate CA
Private Key Select this option ¢ vour CA wil obtain its A certiFicate from ancther CA higher in a public ke
infrastructure.
Cryptographny
CA Name
Wialidity Period
Cerkificate Datsbase
Confirmakion
Frogress
Resulbs
More about public key infrastructure (PET)

< Previous ” HNext = I Insta Cancel I
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Add Roles Wizard

:.%FE Set Up Private Key
|

Before You Begin Ta generske and issue certificabes bo clients, a CA must have a private key, Spedly whether you wenk ko
create a new private key or use an Exisking one.

Server Roles
ADCS ¥ Create a new private key
Role Services Lz this aption if you don't have s private key or wish bo create & new privete key bo enhance security,
e T “ious will be asked ko select & cryptographic service provider and specify a key length For the private key.
etup Type T l=sue mee cerbificates, you must also ssbect 3 hash algonthm,
A Type " Use existing private key

LUse this option bo ensure continuiby with previously issued certificates when reinstaling a CA,

Cryptograpin (%) Select & certificate and use 5 assoriated private key
CA Marme Select this option IF you have an existing :'r-ui'F cate on this computer or if you wank o Import 3
cettificate and wse its associabed private key.
ialidity Period = _— .
¥ £ Select o existing prineste ey an Ehis computer
Certficate Database Salect this option if you have retained private keys From a presvious installation or wank bo use a private
" ) lasy From an albernate source.,
Confirmation :
Frogress
Resuts

« Prawious || Mlext > | Inskall Cancel
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Add Roles Wizard

.%FE Configure Cryptography for CA
.

Before You Begin
Servar Roles
ADCS
Raole Serices
Setup Type
A Type
Privabe Key
| Cptegsty
A hare
ialidity Period
Cerbficate Database
Confirmation
Frogress

Resuts

To creste & new privabe key, vou must first select a oryptographic service provider, hash algorthm, and
key length that are appropriake fior the intended use of the certificakes that vou issue, Selecting a higher

wahse for key length will result in stronger security, but increase the tme needed to complebe signing
operakions,

Select 3 cryphographic sesvice provider (CSP): ki character lemgth:
IREnrMcmsnfr Softweare Key Storage Provider - -

Select the hash algoeithm fior signing cestificabes Issued by ths Ch:

shal ﬂ
mdz

n-m -

i | rl_l

I Use strong private key protection Feabures provided by the CSP (His may requirs administrator Interaction
ewery time the private key is accessed by the CA)

« Prawious || Mlext > | Inskall Cancel
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ig} Configure CA Name

Biefore You Begin
Server Roles
ADCS
Role Services
Setup Type
Ch Type
Prisake Key
Cryptagraphy
| catame |
Validity Period
Certificate Database
Confinmation
Frogress
Resuls

Twpe in a comman name o identify this CA, This name is added to &l certificates issued by the Ca.

Distinguished name suffix valees are automaticalky generated but can be modFied.

Comiredn name Fioe this Ch:

[wlrEIESS-W[N-N'I'Z'BZELIWNMS-CA

Distinguished name suffix:

DC=wireless, DiC=com

Preview of distinguished name:

CH=wireless-WIN-MYZOZZUMNME-CA, DC=wireless, DC=com

Mare about configuring a C& name

{P\“m-'i:lusl J‘-bxtbl
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T — -
ig:ﬂ Set Validity Period

Before You Begin A cestificate will be izsued bo this CA to sacure cammunications vith other CAs and with clisnts requesting
certFicates, The validicy period of a CA certificate can be based on a number of Factors, including the inkended
Server Roles purposs af the CA and sscurity messures that wou have taken o seoure the CA.
ADNCS
Role Services Select validity period For the certificate generated For this Ca:
5 v -
ST gars I
Ch Type Ch expirabion Date:  2/902018 11:49 AM
Note that Cé will issue certificates valid only untl its expiration date.
Private Key
Cryptography
CA Name
alldicy Period
Certificake Database
Carfimat
Progress
Resubs

Mors about setting i ity pexi

< Pravious | Maxk = | Irstal Cancel I
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Add Roles Wizard

igﬂi Configure Certificate Database
',

The certificate database records &l certificate requests, issued certificates, and revoked or expired

Befare You Begin
e certficates, The database log can be used to monitor managenment activity For a CA,
ADCS Certificate database location:
Role Services |C:'I,Wi‘dwws‘l,srsbm132'ufcrﬂug Erowse. .,
z:b:::pa l_ U 5e eneest i | CRTLNICETE GataaS e HIGT | eV installztizn at this locsticn
) Certificate database log location:
Private Key |C:'|,Wi‘dcws‘l,sysbm132'|,(artLug BrOWSE, ..
Cryptographyy
A Mame
Wity Period
Certificate Database
Confirmation
Frogress
Resulks

< Previous | Mext = | Irstal Cancel
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Add Roles Wizard E

ig:‘? Installation Results

Befare You Begin

The Folloesing roles, role services, or festures were instaled successfuly:

Server Roles
11 warning message below
ADCS T " ?
Role Services | Windowes automatic updating is not enabled, To instal the latest updates, use Windows Update in
Corirol Panel to check For updates,
Setup Type
o T ~| Active Directory Certificate Services ¥ Installation succeeded
Private Ky The Following role services were instalied:
e hE Certification Authority
Cryphograptny:
CA Narme
Yaldity Period
Certficate Database
Confirmation
Progress
Resuks
Pri 0 e he | g
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Adid Roles Wizard
f
ﬁ Before You Begin
|

Eefore You Begin This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress » The Administrabor acoount has & strong passvaord
« Metwork settings, such as stabic IP addresses, are configured
Resuks + Thie latest seourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard agsin.
To continue, chck Mext,

[ skip this page by default

% Previous ” Mk = | Inistall Cancel
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Add Roles Wizard

iE:r' Select Server Roles

Before: You Begin Seleck one of more roles ko install on this server,
Roles: Descriptian:
Pebwork Policy and Accass Services Ackive Directory Certficate Services (Tretalled) Ketwork Policy and fcoess Services
- . ) provides Nebwoark Policy Server (MPS),
Role Sepdces Active Directory Domain Services (Insballed Raouting and Remaote Access, Health
o [ Acthve Directory Federation Serdces Reegistration Authority {HRA), and
|| Ackive Directory Lightweight Dirsctory Services Host Crederitial Autharizabion Praobocl
Frogress [} Ackive Directory Rights Management Services (HCAR), which help safeguard the
Reots [ application Serwver heaith and security of your network,
DHCP Server (Installed

OMS Server (Instaled
[ Pa Server
|| File Services

k. Palicy and Ac
[ evirk Setvices
[ Terminal Services
[ ] UDDI Services
[ web Server (115)
[ windows Deployment Services
[ ] wWindows Server Update Services

More about server roles

< Preniols " Menct = I Inistar | Cancel
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Add Roles Wizard

ﬁ;% MNetwork Policy and Access Services
~

Before You Begin Introduction to Network Policy and Access Services
Sepver Roles Metwork Policy and Access Services allows you ko provide local and remaobe nebwark, sccess and to define and
enforce polices For nebwork. access suthentication, authorization, and chenk health using Netwark Policy Server
Metvoork, Policy and Access Services (MPS), Routing and Remote Access Service, Health Regitraton Authority (HRA), and Host Credential
. Authorzation Protoool (HCAR).
Role Servces
Confirmation Things to Note
Frograss i You can deplay NPS a5 & Remake Authentication Cial-In User Service [RADILS) server and proxy and as &
' - Mebwork, Aocess Protection (NAP) policy server, After instaling NP3 using Hhis wizard, wou can configure MRS
Resulks From the NPAS home page using Ehe MPS console.

i . MAP helps you ensure that computers connecting to the network are compliant with organization retwerk
and clierk health policies, After instaling NPS wsing this wizard, you can configure BMAP From the MPAS home
page using bhe NPS console.

Additional Information

Cyerview of Nebwork Pobioy and &coess Services
&P enforcement methods

Mebwaork fccess Profection {NAP) in BES
Mebwork Policy Server

< Previous ” Next = I Insta Cancel I
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Add Roles Wizard

ﬁ;% Select Role Services
|

Before You Begin Salect the role services ko install For Mabwork Policy and Access Services:
Server Roles Role services: Deescription:
Hetwwork Policy and Access Services - [T—— 5 ebvork Policy Server (NP5} alows
— |:I wou ba creste and enfaorce
B L R"”:"'g ‘_'t"' :;m”t;‘;‘x_e“ Services erganization-wids nebwork access
o .. Remote Access Service polcles For chent health, connection
Confirmation _ Routing request authenbication, and
Progress [ Health Regstration fukhorlty ;Et"'l:':;f;” 'B'q”“t:”tﬁm'
; i - , v can slso dep
Resuibs | Host Credential autharization Protacel Nexwork Access Prabection (NAP), a

chent health policy creation,
enforcemant, and remediation
technology.

< Previous ” Next = I Insta Cancel I
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Add Roles Wizard

.ﬁ% Confirm Installation Selections
|

it Ta install the Following roles, roke services, or features, dick Instal.
Server Roles —
Hetwork Py and Aozess Services i} 1 informational message below

Role Services (i) This server mright need to be restarted after the instalation complebes.
Confirmation ~ Metwork Policy and Access Services
Profress Metwork Policy Server
Resuts

Fri — ve this of b

<= Pravious

et = | Inskall |
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Add Roles Wizard

igﬂz Installation Pesults
|

Before You Begin

Server Rokes

The Following roles, role services, or Features were instaled successfulky:

v 1 warning, 1 informational messages below
Metwork Policy and A ccess Services e

Role Services ] Windows automabic updating is nok enabled, To install the latest updates, use Windows Update in
Cornitrol Panel to check For updates,

Confirmation )
* Mebwork Policy and Access Services & Installation succeeded

Frogress

The Following role sstrvioes weare installed:
Metwork Policy Server
(i) You can use a wizard in the NP5 consale ba configure Nebwork Access Protection (MARY. To open
~ the NP5 console after installabion, go to Server Manager or click Start, Administrabive Tools,
Mebwork Palicy Server,

Pri r sawe the installation repor

= Frayious M=k 2 | Close | Cancel

7.#—T "Close. o
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1. ¥ — T Start , # AMicrosoft Management Console(MMC) , &% ZEnter,
2. B EIHER> Fig/MBREERET,
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Add or Remove Snap-ins

‘fou can select snap-ins For Ehis console from those avallable on vour computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

fyvailable snap-ins: Selected snap-ins:
Snap-in | Yendor - .| Console Root Edit Extensions... |
_:;_:'_.,ﬂ.n:tihre Direckary Do...  Microsoft Cor...
[ Active Directory Site.., Micrasoft Cor, ., Hemave |
; fctive Directory Use...  Microsoft Cor...
£ Ackives Control Micrasoft Cor... Movelk |
o ADSIEdit Microsoft Cor,.,
tﬁ.ﬁ.utl-mrization Manager Microsoft Cor.., Mo DEsET |
5 certificate Templates  Microsoft Cor... Add >
5 Certificates Microsaft Cor,,.
";.p,.'!:ertﬁcatiun Authority  Microsoft Cor,..
B Component Services Microsoft Cor.,.
'_'r_-l;.camps.utm Manager... Mcrosoft Cor,,,
..E_-JDeviI:e Manager Microsoft Cor...
Ponce Micrasaft Cor...
=8 Disk Manasasrnent Microsoft and,,, ﬂ Advanced...
Descripklon:
The Certf¥ficates snap-in allows you to browse the contents of the cartificate stares For yourself, a sarvica, or a computer,

QF, I Cancel

4. ¥ — T Computer accountE & izfh , A% E — T Next,

Certificates snap-in Eq

Thiz znap-in will always manage certificates for:
" My user account
™ Service account

* Computer account

< Baclk Mext = Cancel




5. # — T Local ComputerE&izift , A& % — TFinish,

Select Computer E4 |

Select the computer you want this gnap-in to manage.

— Thiz shap-in will always manage:

% Local computer [the computer this console iz running on)

™ Another computer: I Brawse. ..

[ allow the selected computer to be changed when launching from the command line. Thiz
only applies if you zave the conzole.

< Back Firizh Cancel

6. & — FOKLURE E|MMC,

P Consalel - [Console Rook]

& Fe Adon Wew Fuoiter  Window  Help 1) x|
|4 = [ = | E [
Conrrisks Foct o Actions
+ ‘G Certficates iLocsl Computer) | e titicabes [Local Computer) Comnsebe Rioot -
More achions ¥
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[Consele Root) Certfficates (Local Computer) Personal Certificates]

& Fle  Adion  Wew Fasorbas  Windo  Hep | ===
e | 2m0]lle - Bim
] Cormcle Bt Tssusd Ta = [ Esed By [ Expiration Dabe | inbended Purpeses Frierdy Narie:_ [ Actions
= G Certficabes (Local Computer) |V Torrabons WINMREREZUMMME-CA wrnabans-wIN-MIZITILIMNME-CA EE] cAl T Cortilicates =
F | Personal
] Fore Rdkiones "
] Trusted ook Certification &
B ] Erberpriss Trust
B Inberrmdiabe Cortdicalion A,
) Trusted Pubichers
B ] Unitnsbed CertFicates
[ Third<aity Rooot Cestilication
B Trusted Peopls
] Bemobs Destiop
W Smart Card Trusted Roots
1] [ | 11 |

Firsonal shone corkans 1 certlficabe.

8. BM—THBECARETNZH , AR REMBEK ~HERTER.

¥ [Consale RootyCerbificates (Lol Comnputer P \Certilicates]
Gl Fle achon ew Frome: W i -l x]
| 2w O] ol [H|m
| Coranla Root Lemed To = | Tasued By | Expiration Date | Intended Purposes Frierdyy Nore [ Actians
[ G Certificabes (Local Compter) | F Iusless WIN-MVEORIUMAMS.CA  wirsless- WIN-HVEOZ2UMAHS .C4 20r0LA T T ——— .
= ] Perzonel
| Cortificabes. Fiors fetiores .
[ Trusted Rooot Cerkfication A,
# | Ertmprise Trust
+ Tntermadinta Cerliaation f
F [ Trushed Pubkshers
4 0 Unbrusted Cebhicstes
A [ Third-Parby Rood Certiaation
F | Trushed Peopls
% (] Remote Deshop IR oo o et
W Sreart Cand Trustied Rooks e Import...
Eaport Lk, - Advanosd Operalions. .. L]
e ¥
hf#wm *
Ling up Joons
Help

1

| E

1

ok e SCHOE Ehad cain b P fonmaid on th: e

9. "Nexts (T—% ),



B Certificate Enrollment Mi=] E3

_| Certificate Enrollment

Before You Begin

The Following steps will help wou install certificates, which are digital credentials used to connect to wireless netwarks,
protect content, establish identity, and do other security-related tasks,

Before reguesting a certificate, werify the following:

Your computer is connected ko the netwaork
Y¥ou are logged ontao the domain For wour organization

Learn more about digital certificates

Mk I Zancel

10. 32— T Domain Controller&HU 511 , A% 1% — TEnroll.

Mgt - IREF IR MEBREAHREAPESIERMAN , BIER—TEnroll28l , SRR
Certificate Enrollment&EH &R TIEEN SR, EEELE AN =EER.



B Certificate Enrollment =] E3

| Certificate Enrollment

Request Certificates

‘fou can request the Following Evpes of certificates, Seleck the certificates you wank to request, and then click Enrall.,

|w Directory Email Replication 1) STATUS: fvailable Details 5!
[v Damain Cantraller 1) STATUS: Available Details )
[ Domain Cantraller Authentication 1) STATUS: Available Details (%)

[ show all templates

Learn more about certificate byvpes

Enrall I Zancel

1. REBER , —TFinish,

B Certificate Enrollment =]

) Certificate Enrollment

Certificate Installation Results

The Following certificates hawve been enrolled and installed on this computer.

[ Diomain Contraller J STATUS: Succeeded Details

Finish |

NPSEEREERE,



12. FE{RClient Authentication , Server Authentication HIREZXREM THERIE, Fd,

F= Consolel - [Console Root' Certificates (Local Computer) Personal’,Certificates]

& Al Action  Wiew  Favonkes  Wndow  Help

e |7F 45 XE = HE
Conzaks Roat [esuad Ta =

= G Certiicates (Local Campucer) H i kess.cam wireless- TN 4 19(2015 ,
= [ Persoral }_',-,h.-w-'z‘l-.s.l.l.l'cbsa om wircless W INEKA- CA Aj 192015 Ciark suthenboation, Serve Guk.,,  <lo

7] Derticaes T leinzki wivaks . com wirelees-WINEKA-CA 4J19/2015 Jiark Authentication, Sareer Aut.., <N

# [ Trusted ot Cartfizanon Authartles | inoun wirsless com wirdless WINEKA-CA 4j1972015 Cirectory Servics Emal Repication <
[ Enborprie Trust ] T lerakss-wNZE B-CA wirnss W N EKE- A 1912019 ol <l
H Intermediate Certification auithoribies
+ [ Trusted Pubhshers
+ Urkrusted Cerkificatss
| Third-Party Root Certification suthodl
H | Trusted Peopls
+ Aemobe Desklbop
# [ Certficata Enrolment Requests
H _ Smark Card Trusted Roats
H Trusted Devicas

RPEAP-MS-CHAP v2 5 47 B 78 I [ 4 5% 5% s 70 R 2% FR 2%
ERUATSR , MENPSETHMRRE
1. BE ZStart> Administrative Tools > Network Policy Server.

2. B—TH#ENPS ( £#h ) , AR iEERegister server in Active Directory,

"":- Metwork Policy Server

Fle Adion View Halp

==l |
H [ Inport Configuration
W ='P Expert Canfiguration besork, Policy Serves [NPS] alows you ko creste and enfoice organization-wide nelwotk sccess polcies for
ER Y —— it healkh, conrecton request authentication, and connechon request authonzation.

SHarl 25 Seryice

b
.E‘ Stop NPS Serice
Reagister server in Acthe Direchory .
rd Configuration =

Properlies

— , sordfiguration scenana from the bt and then chck the link below to open the scenaiio wizard.

s Aceess Protection [MAP) =]

Metwork Acceszs Protection (MAF)

Tt pou configue MPS a: & AP palicy server, you create heatth pobcies that allow MPS o validate the
configuration of MaP capable clent computers before they connect o wour nebwork. Chants that are not comphant
with kealih policy can be placed on a esticled netwerk and sutomalically updsted ta biing them into complisnce,

B} Corfigure NAP B Leanmoe

Advanced Configuration -




3.®—T TOK, (#E ),

Network Policy Server

To enable NP3 to authenticate users in the Active Direckory, the computers
running MPS musk be authorized to read users' dial-in properties from the
dornain,

Do wou wish ko autharize this computer to read users' dial-in properties from
the wireless, com domain?

(] 4 Zancel

4. %—T "OKy (HE).

Network Policy Server

This computer is now autharized ko read users' dial-in properties from domain
wireless, corm,

To authorize this computer to read users' dial-in properties From other
domains, wou musk register this computer ko be a member of the RASMNPS
Servers Group in that domain,

Ik

5. WLCHTHE ANPS LAVERRE . REMEIRAAA)EREIR.

6. EFRADIUSE FiRflfARER. & — T £ #RADIUS Clients , #A#%1Z1#New RADIUS Client:



% Network: Policy Server

Help

File Adion View

;‘ RADIUS clents allove you bo speciy the newark access servers, that provide access bo your netwark.

L ok Al il ? N
&2 M5 (Local)
B[l R nits and Servers
Sl A0S Cliants
5 Remot  MewRADILS Clent |
5 = Palcies Expart List I & IF Address | Devies Manufactuer | NAP: ble | Status
o B Hetwork s
B Accounting Wiew i
Refresh
Help
. | =

7. M ABBULEH P AWLC), WLCHEEIP{ut(tkE5514 %310.105.135.178) M L A HH%.

PEE - AR LA S|REWLC,



File Action ‘“iew Help

&= 2= Hi=

=N Server Manager (WINZKE)
El 5 Roles
Active Directory Cerbificabe Services
a_- fctive Direcbory Domain Services
= OME Servar
3 Metwork Policy and Access Services
= @ NPS (Local)
= | RADIUS Clienks and Servers
5 RADIUS Clients
37 Remote RADIUS Server Groups
B = Policies
0] 5 Mebwaork Access Protection
'EI Accounking
[ ol Templates Managemertt
Faatures
Diagnostics
Configuration

OEBBE

EEEE
s o

Shorsge

8. #%—T "OK. BURE E—EEME,

RADIUS Clients

T

S760-WLC Properties E3

Setfitgs ]Mvancadl
[V Erable thiz RADIUS client

I Select an esting template;

~ Mame and Address
Friendy name;
]E?EIZIJW'LC

Addiess (IF or DHSE
[10105.135.178

~Shared Secret
Select an exizting Shared Secrets lemplate:

|Nure j

To manually lype a shaied secrel, click Manual To automaticall generate a shared
zecret, chck Generate. You must configure the RADIUS clent vith the zame shared
zecriet entered here, Shated secrels are caze-sensitie.

& Manual
Shared secret;

[eovesess

Confirm shared sacrat

i Genetate

| 0k I Cancel Aoply

b Server Manager

Fil= Action View Help

&= #EHE

i!, Server Manager (WINZES)
=1 5 Roles
[+ = fictive Directory CertFicate Servcss
‘% Active Directory Domain Servces
B = DWS Server
= @ Metwark Policy and Access Services
= & MRS (Local)
= [ RADIUS Chents and Servers
ﬂ RADILS Clients
j'_‘a Remotse RAGIUS Server Groups
=[ Polides
= 5 Metwork Access Prokeckion
B Accourting
= il Templates Management
i+ g1 Features
[+ g Diagrostics
] jﬂ; Corfiguration
{54 Storage

RADILS Clients

§. RADIUS clientz allow pou bo speciy the network acoass servers, that provide acce:
L

Friendly Name | IPAddress | Dievics Marufachurer | MAP-Capable | Status

| S7E0MWALC 10105135178 RADIUS Standad - Mo E nabled




0. AEIFFERAERE IR ER, ERPolicies , & — T A #Network Policies , A% iZ#ZNew:

Fle Action Viaw Help
e HE
@ 15 (Local o Metwonk policees allow you bo designate wha is aulhonized 1o connect to the netwctk, and the circumstances
B R_.ﬁ.D!LlS Clents and Servers under which they can or cannot
; RADIUS Clienks
37 Remote RADIUS Server G
B =] Polides Policy Mame |Statu3 |Prcmwrgﬂrd&|hm1ml5...|
| Cormeckion Requesk Palici ﬁEnrm:cJ:iam to Microzolt Routing and B emote Access serves Erabled 933999 Deny fizcess U
N e voork Prlicias Cannechions bo other access servers Erabled 933999 Deny bccess Ul
| Heaith Pol
2] 5 Mebaork fooe:
B Accounting "
Conditionz - IF the folowing conditions are met;
Condition | Walue
Setings - Then the fallowing settings are appled:
Setling | Value e
o
1| | =P | | »

|Export List |

10. B A LL 3R BB SR BE B T (R RHIP YPEAP) , A% % — T Nexto



Mew Metwork Policy k)

Specify Network Policy Name and Connection Type

L]
J You can specify & name For vour nebwork policy and the bype of connections to whach the palicy is appbed.
—

Policy name:
| PEAA

— Mebwork connection method

Select the bppe of network. access server that sends the connechon request to MPS. You can select ether the network access server
twpe or Wendor specific.

* Tepe of network access server
I |Unspecified _ll

" Mendor specific:

Previovs || Mest | Fmish | Cancel |

1. EBRHEREEREANSREERAS  BRUUTZERE  RAEE—TT—%:



Mew Network Policy

L]
ol Specify the conditions that determing whether this network policy is evaluated for a conreckion request, & manimuem
il of one condkion is required,

l Specify Conditions

Conditions:
| Condition Vaiue
B Windows Groups WIRELESS\Domain Users
= MAS Port Typs Wwireless - [EEE 80211
& Authentication Type EAP

Condition dezcnption:
The Authentication Type condition zpecifies the authentication methods required to match this policy.

Add. Edi. | Remove |

Pravious | I et | Firish | Carcal |

12. & — T Access granted 52 iz #f AR F Bt SR RE LAY EAR E S , AEB IR — T Nexto



I Specify Access Permission
L]

Configure whethar you want to grant network, access or deny network, access iF the connection request makchas this

= ooy,

* Access granted

Grant access if clisnt connachon attempts mateh the conditions of this palicy.

i~ Access denied
Dieny access if chent connection attempts match the condibons of this policy.

[T Zccess iz determined by User Diakin properties [which overide NPS policy)
Grant or deny access according bo uzer dial-in properties if client connection attempts match the conditions af this policy.

Praviousz | M e Firish Cancal

13. 2AMMBTR RN PREB A E:




Mew Network Policy |

l Configure Authentication Methods

®  Configurs one o more authsntication methads required for the connection request to match this policy. For EAP
- =i authentication, wou must configure an EAP tvpe, IF vou deploy MAP with 302, 1% or YPN, wou must configure
Protected EAP in connection request policy, which overrides network, policy authentication setbings.

EAP types are neqotiated between MPS and the client in the order in which they are lizted.

EAP Types:
Move g |
Fove [ e
Add... Edit, Hemonwe

Lezs secure authentication methods:
[T Mictosolt Encrvpted Authentication version 2 [MS-CHAP+2)

|- |zes can change password aftern it as emined
™ Microsoft Enciypted Authentication [M5-CHAP)
I= | User can change pessword ftern it hes expited

[™ Enciypted authentication [CHAP)

[T Unenciypted authenticaiion [FAP, SPAF)

[T allow chierts to connect without negotiating an authentication method,
[™ Perform machine health check only

Previous | i et I Frizl | Cancsl |

14. % —TAdd , iZ#ZEMicrosoft: Z RN EAP(PEAP)EAPEL B , A% % — T OKLARHPEAP,



Mew Network Policy

Configure Authentication Methods
|
J Configure one or more authentication methods required For the connection request bo match this policy, For EAP

e - authentication, you must configure an EAP tvpe. IF vou deploy MAP with 802, 1% or ¥PM, you must configure
Praotected EAP in connection request palicy, which overrides network policy authentication setkings.

EAR types ate neqotiated between MPS and the client in the arder in which they are lizted.

EAP Types:
Microsoft: Protected EAR [FEAF]

Add.. Edit... Remove

Lesz secure authentication methods:

[ Microzoft Encropted Authentication version 2 [MS-CHAP-+2)

™ Uszercanchange pazswaord after it has expired
[~ Miciozolt Encrypted Authentication [MS-CHAP)
™| Uszer ean change passwond after it bas expired

[T Encrypted suthentication [CHAP)

[T Unencrypted authentication [PAF, SPAF)

[T Allow clients to connect without negotiating an authentication method.
[ Perform machine health check anly

Previous | [ Firazh | Cancal I

15. & EMicrosoft: Z R MHVEAP(PEAP), A % BB MEE, FE{RTECertificate issued THiEE i
EEEIMNBEESEBE , REE—TOkK,



E Server Manager

File Action View Halp

o= 7m|HE

T JErver Manager (WINZKS)
= 5 Roles
[# Active Directory Certificabe Services
g Active Direckory Domain Services
o, DG Server
" Metwork Policy and Access Services
€8 1Ps (Local)
F ] RADIUS Cients and Servers
= = Polickes

—

[ Hee

&
L]}
=

(= Metwork Palicies
| Heakh Policies
i+ ™ Network Access Protection
lﬁ fAiecounking
My Templates Management
i Features
H = Diagnostics
] jﬂ Configuration
[#] J&" Skorage

16. 122 rNextJ ( -F_i ) )

| Connection Request Policies

Select the certi¥icate the sarver should uss bo prove ks identity bo the chent.
& certificate that is configured For Protectad EAP in Connection Request
Policy will cverride this certificate,

Certificate ssued

winzks wireless, com
Friendly name:
Issuer: wiraless-\WIN2EE-Ch

Expiration date: 4/19/2015 2:03:21 PM

¥ Enable Fast Reconnect
I~ Disconmeck Clienks withouk Cryphobinding
Eap Types

155 swond (EAP-MSCHAR w2 Mfawe Lg

e (et |

Add Edi

Remove || Ok I

=T




Mew Metwork Policy E3

I Configure Authentication Methods

Configure one or more authentication methods required For the connection request to match this policy, For EAP
= authentication, you must configure an EAP tvpe. IF vou deploy MAP with 802, 1% or ¥PM, you must configure
Praotected EAP in connection request palicy, which overrides network policy authentication setkings.

EAR types ate neqotiated between MPS and the client in the arder in which they are lizted.

EAP Types:

Microsoft: Protected EAR [FEAF]

Fd e Do |

Add.. Edit... Remove

Less secure authenbicabion methods:
[ Microzoft Encropted Authentication version 2 [MS-CHAP-+2)
™| Uzer canchange passwond after it has expired
[ Miciozolt Encrypted Authentication [MS-CHAR)
T Uzeneanchanae pazsward after it hag expired
™ Enciypted suthenticatian [CHAP)
[T Unencrypted authentication [PAF, SPAF)
[T illow clients to connect without negotiating an authentication method,
[ Perform machine health check anly

Previous | M@t Firnzh Cancal

171& rNextJ (-I:_ji= ) )



New Network Policy

M

-

Configure Constraints

Constraints are additional parameters of the network, policy that sre required bo match the connection request. IF a
constraint is nokt matched by the connection request, NP3 automatically rejects the request. Constraints are
optional; if vou do not wank ko configure constraints, click, Mesxt.

Configure the consiraings for this network policy.
If all constrairits are not matched by the connection request, netwark access i denisd.

Constraints:

Lonstraints Specily the masirmum time in minutes that the server can remain idle before the connection
ie disconnected

' Day and time
iezlnctions

I N&S Port Type

), Session Timeout [T Disconnect after the masimunm idle e

T Called Station D

[

Fresiois [ Mt I Firiet Cancal

18. #& "Next.

(-F_’f)o




MNew Network Policy

L]
’ “1 MPS appliss settings to the connection request if all of the network, policy corditions and constraints For the policy
are matched,

I Configure Settings
-

Configure the settings for this network policy,
IF conditions amd conztraints match the connection request and the policy grants access, setings are apphed.

Settings:
HADIUS Attributes | To send additional stributes to RADIUS cherts, sslect a RADIUS standard attribute, and
then click Edit, If you da not conligure an attribute, it iz not sent o RADIUS clients. See
- wour RADIUS chent documentation for required attibutes,
[Z7] Wendor Specific
Hetwork Access
Protection
B, NAP Enforcement Altrbutes:
Marme ] Walie |
o
B Extended State Framed Protocl =
ED“H"Q and Remote Service-Type Framed
CCESE
3 Fultdink and
Bandwidth Allocation
Protocol [BAF)
4 IP Fiters
sty Encryption i Add... Edit Remoue
7] IP Settings =

Fieviouz | et I Firier Cancal

19. % —T "Finishy (#®R ).



l Completing New Network Policy

—- |

You have succassiully craated the following netwarl: palicy;
Wirelezs PEAP

Policy conditions:

Mfindows Groups WIRELES 5D amain Users
MAS Part Tups Wirgless - [EEE 80211
Authertication Tupe EAP

Policy settings:

Canditicn | Walue =
Authentication Method E&F

Access Permission Grant Access

|Update Moncompiant Clients Tue

MAF Enloicemert Allow full netwotk, access T
Framed-Frotacol FFF

Sarvice-Type Framed -

To close thiz vazard, click Finizh

Previous | pl= | Firizh | Canca| ]

ME : BIBEE | S EEENPS LA BEEBFERER | LUMEAHFPEAPE BE KM

o

#6488 F & $ri Bl Active Directory

BifE - EARAGIR , FHEERELEAD L#E.
TRATSER , UEQADER EHEERE !
1. BEZMK > T B > Active DirectoryfE i & B M.

2. 7 "Active DirectoryfE A EMER , #ZHIEF D , RFEE , IR— T H#UsersHINew , AR%E
#User,

. EMER — EAEHFELRD , WABREAENER. LWRHITEFirst NameLF £ A
Client1 , 7£User logon nameti{ P EMAClient1, & "Nexts ( T—%F ).,



Mew Object - User

[nitials: IN

J Create in;  wirelesz.com/
Wi

First name:

Last name:

Full name: uzerl M.

Ilzer logon name:

Lzer

Izer logon name [pre-wWindows 2000];

@ireless. com

WIRELESSM

Lserl

£ Back I

Mt »

Canicel

4.7 "HEHR — £RE WEARD , £ "ERBL N THEEBE, MuhEA

7R

AN

BIEN R

- BUHIZ A User must change password at next logonZEU 5 5 , A% % — T Next.



Mew Object - User

_1 ) Create in:  wireless. com/
Fazzword: Im
Confirm pazswiord: I-"u sene

[ User must change pazsword at next logon
[ Uszer cannot change pazsword

[ Pazzword never expires

[T Account iz dizabled

< Back I

Mext >

Cancel

5.7 "HEHR —FERAE WEART , B— TR,



Mew Object - User

_2 ) Create in:.  wireless. com/

When pou click Finigh, the following object will be created:

Full name: userl M.

Uzer logon harme: ugerl Ewireless, com

¢<Back | Finish

Cancel |

6. EESB2EAL BV HMbEREIRS.

B

TR T SBURFBENRE -
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Currently connected to: +
Metwork 3
Internet access
Wireless Metwork Connection A
Microsoft NPS All

MotoTest
Dotlx
WPAZ-P5K
dwlhhcatalog
tac-test

iPhone

|
|
|
|

M
ot

Open Metwork and Shanng Center

m

2. TRIRE FUR A ZhERR




Currently connected to: *4

F=2 Network 3
Internet access

m

== Microsoft_NPS
Mo Internet access

Wireless Network Connection ~
Microsoft NPS Connected _, 1'11
MotoTest - 1'11
Dotlx - 1'11
WPA2-PSK M
lab-test - 1'11
dwlhhcatalog - 1'11
i

Open Metwork and Shaning Center

RER: AR

ek : BEREBEEAERRIFRERDE, RBRRFRFEEREGED K THAXBREE:SR,

YRS LB it A ER{S L2BR TR B §%:

- set trace group-wireless-secure level debug
- set trace group-wireless-secure filter mac 0017.7C2F.B69A

X A I8 L BR Mt LA HRdot1X AAAER4F:

- set trace wem-dot1x aaa level debug
. set trace wem-dot1x aaa filter mac 0017.7C2F.B69A
R IE L IR Mt LAZ W DHC PEH:

- set trace dhcp events level debug
- set trace dhcp events filter mac 0017.7C2F.B69A

BRI LERLE BRI Y ERREEFE -

- set trace control sys-filtered-trace clear

- set trace wem-dot1x aaa level default

- set trace wem-dot1x aaa filter none

- set trace group-wireless-secure level default



- set trace group-wireless-secure filter none
¥ Ashow trace sys-filtered-traces @ LA 1R iR it

[04/23/ 14 21:27:51.963 I ST 1 8151] 0017.7c2f.b69a Adding mobile on LWAPP AP
lcaa.076£.9e10 (0)

[04/23/ 14 21:27:51.963 I ST 2 8151] 0017.7c2f.b69a Local Policy: Created MSCB
Just AccessVLAN = 0 and SessionTineout is 0 and apfMsTi meout is 0

[04/23/ 14 21:27:51.963 | ST 8 8151] 0017.7c2f.b69a Local Policy:Setting |oca
bridging VLAN nane VLANOO20 and VLAN ID 20

[04/23/ 14 21:27:51.963 I ST 9 8151] 0017. 7c2f.b69a Applying W.AN ACL policies
to client
[04/23/ 14 21:27:51.963 | ST a 8151] 0017.7c2f.b69a No Interface ACL used for
Wreless client in WM NGAC)
[04/23/ 14 21:27:51.963 I ST b 8151] 0017. 7c2f.b69a Applying site-specific |IPv6
override for station 0017.7c2f.b69a - vapld 8, site '"test',

interface ' VLANOO20

[04/23/ 14 21:27:51.963 I ST ¢ 8151] 0017.7c2f.b69a Applying | ocal bridging
Interface Policy for station 0017.7c2f.b69a - vlan 20,

interface ' VLANOO20

[04/23/ 14 21:27:51.963 I ST d 8151] 0017. 7c2f. b69a

**** | nside appl yLocal ProfilingPolicyAction ****

04/ 23/ 14 21:27:51.963 | ST f 8151] 0017. 7c2f.b69a Local Profiling Values :
isvalidVlan = 0, vlan = 0, isVlanRecdl nDelete = 0, isValidSessionTi neout = 0,
sessi onTi meout =0, isSessi onTORecdl nDel ete = 0 Protocol Map = 0 ,
appl yPol i cyAt Run= 0

[04/ 23/ 14 21:27:51.963 | ST 10 8151] 0017. 7c2f.b69a i pv4ACL = [],

i pv6ACL = [], inQS = [unknown], out @S = [unknown]

[04/23/14 21:27:51.963 IST 11 8151] 0017.7c2f.b69a STA - rates (4):
130 132 139 150 0 0 0 0 0 0 0 0 0 0 0 O
[04/23/14 21:27:51.963 IST 12 8151] 0017.7c2f.b69a STA - rates (12):
130 132 139 150 12 18 24 36 48 72 96 108 0 0 0 O

[04/23/14 21:27:51.963 IST 13 8151] 0017.7c2f.b69a Processing RSN IE type 48,
length 20 for mobile 0017.7c2f.b69%a
[04/23/14 21:27:51.963 IST 14 8151] 0017.7c2f.b69a Received RSN IE with 0
PMKIDsfrom mobile 0017.7c2f.b69%a

[04/23/ 14 21:27:51.964 1 ST 1b 8151] 0017.7c2f.b69a Change state to AUTHCHECK
(2) last state START (0)

[04/23/ 14 21:27:51.964 1 ST 1c 8151] 0017.7c2f.b69a Change state to 8021X REQD
(3) last state AUTHCHECK (2)

[04/23/ 14 21:27:51.964 |1 ST 25 8151] 0017. 7c2f.b69a apfProcessAssocReq
(apf_80211. c: 6272) cChanging state for mobile 0017.7c2f.b69a on AP
lcaa.076£.9e10 from Associated to Associated

[04/23/ 14 21:27:51.971 I ST 26 8151] 0017.7c2f.b69a 1XA: Initiating

aut hentication

[04/23/ 14 21:27:51.971 |1 ST 27 8151] 0017.7c2f.b69a 1XA: Setting reauth

ti meout to 1800 seconds

[04/23/ 14 21:27:51.971 1 ST 28 8151] 0017.7c2f.b69a 1XK: Set Link Secure: O

[04/23/ 14 21:27:51.971 1 ST 29 8151] 0017.7c2f.b69a 1XA: Allocated uid 40
[04/23/ 14 21:27:51.971 I ST 2a 8151] 0017.7c2f.b69a 1XA: calling Auth Mgr
to authenticate client 4975000000003e uid 40

[04/23/ 14 21:27:51.971 I ST 2b 8151] 0017.7c2f.b69a 1XA: Session Start from
wireless client



[04/23/ 14 21:27:51.971 | ST 2c 8151] 0017.7c2f.b69a Sessi on Manager Call Cient

4975000000003e, uid 40,

capwap id 7ae8c000000013, Fl ag 0, Audit-Session ID

0a6987b25357e2f f 00000028, method list Microsoft NPS, policy nane (null)

[04/23/ 14 21:27:51.971 |1 ST 2d 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
Session start request fromdient[1l] for 0017.7c2f.b69a

[0017. 7c2f . b69a, Ca3]

(et hod: Dot 1X, method list:

M crosoft _NPS, aaa id: 0x00000028), policy

[04/ 23/ 14 21:27:51.971 |1 ST 2e 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
- client iif_id: 4975000000003E, session |ID:
0a6987b25357e2f f 00000028 for 0017. 7c2f. b69a

[0017. 7c2f . b69a, Ca3]

[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f. b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f. b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]

[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.112
Microsoft_NPS
[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.113
[0017. 7c2f . b69a, Ca3]
[04/ 23/ 14 21:27:52.113
[0017. 7c2f . b69a, Ca3]
[04/23/14 21:27:52.278

| ST 43 284] ACCESS- METHOD- DOT1X- DEB:

Posting ! EAP_RESTART on Cdient

0x22000025

| ST 44 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: enter connecting state
| ST 45 284] ACCESS- METHOD- DOT1X- DEB:

0x22000025: restart connecting

| ST 46 284] ACCESS- METHOD- DOT1X- DEB:
Posting RX_REQ on Cient 0x22000025

| ST 47 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: authenticating state entered
| ST 48 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: connecting aut henticating action
| ST 49 291] ACCESS- METHOD- DOT1X- DEB:
Posting AUTH_START for 0x22000025

| ST 4a 291] ACCESS- METHOD- DOT1X- DEB:
0x22000025: enteri ng request state

| ST 4b 291] ACCESS- METHOD- DOT1X- NOTF:

Sending EAPOL packet

| ST 4c 291] ACCESS- METHOD- DOT1X- | NFO:
Pl at form changed src mac of EAPOL packet
I ST 4d 291] ACCESS- METHOD- DOT1X- NOTF:

Sending out EAPOL packet

| ST 4e 291] ACCESS- METHOD- DOT1X- | NFO.
EAPOL packet sent to client 0x22000025

I ST 7d 211] Parsed CLID MAC Address = 0:23: 124: 47: 182: 154

| ST 7e 211] AAA SRV(00000000):
I ST 7f 211] AAA SRV(00000000):

| ST 80 211] AAA SRV(00000000):

process aut hen req
Authen method=SERVER_GROUP

Sel ecting SG = DI AMETER

I ST 81 186] ACCESS- METHOD- DOT1X- | NFO.
Queuing an EAPOL pkt on Authenticator Q
| ST 82 291] ACCESS- METHOD- DOT1X- DEB:
Posting EAPOL_EAP for 0x22000025

IST 83 220] AAA SRV(00000000):

GET_CHALLENGE_RESPONSE for Authentication
[04/23/14 21:27:52.278 IST 84 220] AAA SRV(00000000): Return Authentication
status=GET_CHALLENGE_RESPONSE
[04/23/14 21:27:52.278 IST 85 291] ACCESS-METHOD-DOT1X-DEB:[0017.7c2f.b69a,Ca3]
Posting EAP_REQ for 0x22000025

LU REAP# Ry ELERED 5

[04/ 23/ 14 21:27:54.690
[04/ 23/ 14 21:27:54.690

I ST 12b 211] AAA SRV(00000000):
I ST 12c 211] AAA SRV(00000000):

met hod=SERVER_GROUP M crosoft_NPS

[04/ 23/ 14 21:27:54.690
DI AVMETER
[04/ 23/ 14 21:27:54.694

I ST 12d 211] AAA SRV(00000000):

I ST 12e 220] AAA SRV(00000000):

protocol reply

process authen req
Aut hen

Sel ecting SG =

protocol reply PASS



for Authentica

[04/ 23/ 14 21:27:54.694 | ST 12f 220] AAA SRV(00000000) :

status=PASS

tion

Return Authentication

[04/ 23/ 14 21:27:54.694 |1 ST 130 189] ACCESS- METHOD- DOT1X- | NFO

[0017. 7c2f. b69

[04/23/ 14 21:27:54.695 | ST 186 8151] 0017. 7c2f.

a

Ca3] Received an EAP SucceSsS

mobile - data forwarding is disabled

[04/23/ 14 21:27:54.695 | ST 187 8151] 0017.
WLAN=8 AP WLAN=8

to mobile,

[04/23/ 14 21:27:54.706 | ST 188 8151]

nmessage (len 1

21) from nobile

[04/ 23/ 14 21:27:54.706 | ST 189 8151]

from mobile

[04/23/ 14 21:27:54.706 | ST 18a 8151]

PTK_START state (msg 2) fromnobile

[04/ 23/ 14 21:27
timer

[04/ 23/ 14 21:27
to mobile,
[04/ 23/ 14 21:27

:54.706 | ST 18b

:54.706 | ST 18c

WLAN=8 AP WLAN=8

:54.717 |1 ST 18d

nmessage (len 99) from nobile

[04/ 23/ 14 21:27
from mobile
[04/ 23/ 14 21:27

:54.717 1 ST 18e

154,717 | ST 18f

PTKINITNEGOTIATING state (msg

[04/ 23/ 14 21:27

[04/ 23/ 14 21:27

:54.717 1 ST 190

:54.717 1ST 191

- updating PEM

[04/ 23/ 14 21:27:
[04/ 23/ 14 21:27:

L2AUTHCOMPLETE

[04/ 23/ 14 21:27:
[04/ 23/ 14 21:27:
[04/ 23/ 14 21:28:
[04/ 23/ 14 21:28:

20.20.20.5 mask

[04/ 23/ 14 21:28

54. 717 1 ST 192
54. 717 1 ST 193
(4) last state

58. 277 | ST 1df
58.277 1 ST 1e0
05.279 | ST 1lel
05.279 | ST 1e2
255.255.255.0

:05.306 IST 1f4

last state DHCP_REQD (7)

8151]
8151]
8151]
8151]

8151]

0017.

0017.

0017.

0017.

0017.

0017.

0017.

0017. 7c2f.

4) from mobile

8151]
8151]

8151]
8151]

0017. 7c2f.

0017. 7c2f.

0017. 7c2f.
0017. 7c2f.

8021X_REQD (3)

269]
269]
269]
269]

DHCPD:
DHCPD:
DHCPD:
DHCPD:

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a
b69a

Starting key exchange with

1XA: Sending EAPOL message

1XA: Received 802.11 EAPQOL

1XA: Received EAPOL-Key

1XK: Received EAPOL-key in

1XK: Stopping retransm ssion

1XA: Sending EAPOL message

1XA: Received 802.11 EAPQOL

1XA: Received EAPOL-Key
1XK: Received EAPOL-key in
1XK: Set Link Secure: 1

1XK: Key exchange conpl ete

apf Ms1xSt at el nc
Change state to

Sendi ng notification of DI SCOVER:
Sendi ng notification of DI SCOVER:
Addi ng binding to hash tree
DHCPOFFER notify setup address

8151] 0017. 7c2f. b69a Change state to RUN (20)
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