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|ISE 2 T 8RR

BYABSHBERE

[6]ISEF 18 4RI ANTZE HI 85

FiiE ISEMEITHIR 5 D B T8
Bootstrap###RL ANTZE Il 85
HEWL CIE 45 B 48 B8

#5563 A IR 23 (ISE) ¥ FWLC
BYWLCETIHENE
BIWLCHEEENE

$718802.1x WLAN
BIERWLCENRE N E

1B A AIOSHY £ #5758 58 (iPhone/iPad)
HEARRE EF B B ACLETIEEIWLC
fEISE £ BRA 2 TR0

A8 B RFISERL & R
REER B EEOMISERERBER
AETEVISEBERERESR
AACEEVISERERERER
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WLCEHEWLAN
BIERSAEWLANT A E S F
ISEfEMREBFHEIZEA
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BEfHRE

Windows 2008 Active Directory®4&




#1i8Active Directoryf

118 & 3R 7 5
EEADHISERIREBIFIEEA

1E3H#EEE FERESPAN

2% . Apple MAC OS XKV IR B 17 Ba 58
2% . Microsoft Windows XPHY 4R & 17 B 5%
22 . Microsoft Windows 7# 4R 5 17 B 5%
HHEEEF

i

BRBHRBESIZ(ISE)RERMN T —RKE MRS , ACisco TrustSecfFRF RiIZMH F BN R
REREE. CERMZ/NMIEREERE

CE-ERERREH-ESE  RERNISEASEENRBEKNELEB 2 MKRIREBERA, 1t
BR7 ( %8 A Profiler ) IRt ThEEEL B Rl Z BIRR LMY Cisco NAC Profilerd& & ZhgEAE [
 BRISEREN S —HEERBRBHERHESHRM ; flln , AVASERZERHERERERM
(FBAMEE ) . Ciscollfl RiEiBCisco NACH B iR It LI RAEThBE
BRISERERSMABIMIHEE , WEHES2 IXE M RBMEES,

EEMEARLANTZ HIBF(WLC)ZE S /Y Cisco ISER IRt E 88 & (51 tnApple iDevices ( iPhone, iPad#]
iPod ) . ERAndroidVEEFRANHEMMEEN DT, BRB02AXEAE , ERISEFRMHERE
BB AR , D MRRERE, BBEERFORBEFREEQEERISEETEHRE , B
ISELMEHF RIS L AT LB B RIWLCE S,

ANENBEFLEBYOD)WERBAAR , fINRBES AR HHNERERIZHER(LEA, K
METRMHEBYODH TEMAK R , EARNETDEFENBESLARG . HtvfE R SIEER
ISEREAMFE , HEFHAETUEHPZESERBAEERFZTEA,
BB
=R
AXHREREERER,
BRATH
AN EARBBERUAT B NERRA
- BRBIRARA7.2.1038 CiscoEARLANIE F 25250452106
. Catalyst 3560 - 838
- WLC 2504

. BRI 51 Z1.0MR ( VMwarefal BR 25 B iR 2 )
- Windows 2008 Server ( VMwareB & ) — 512M , 20GB#if#Active DirectoryDNSDHCP /& &
AR5

i



BYOD-0OFEN

( SHIDE: Guest ]

Aeoess Point

SRIDLE: DotlX
BYOD-DatLX

Gg0 1 2
EE MGT 10.10.10.5 i:][‘:":]

admin) Cheal2d

E f Usermame Pasvaord D DD E]D D T
-E Gigh 1

clsoof citeo Fadfl 2 3 4 5 & 7 &

Corporate Employee/
Contractor/Personal Devices

WVikhware Host
Hicl/Vmnetd = DHCP

Hame IP Address Credential
Vimware Host 10.10.10.2 |(Machine used fo host the ISE 1.0 MR vmwane server files)
Identity Senice Engine 10.10.10.70 [admin/ default 1A
Active Directony DNS/ DHCPS CA Server (10.10.10.10 | (Machine used fo host Active Directory” DNS/ DHCPY CA Server]

i 4]
MBI BBIOFMETR | F2H BRI TIE.

EARLANIESIBSRADIUS NACHICoAHE

W EREFEWLCEESE 2K HISE RADIUSRIRESHURLEEMAVYE, EERLEERII A
RADIUS NACEREM N EMWLANLE, WREARURLEFEMACisco AVELHIF , FHE RS
APOSTURE_REQD#RRE, EEA FEZHI2FAZHWEBAUTH_REQDARREAEE .

EISE RADIUSA iR 85 ¥ K F A & i 2 & AF & Posture_Compliant®F , €3 4 CoA ReAuth,
Session_IDARSEHERE -, FALFNAUhC ( EFEBRR ) TEEIXURL-Redirect AV¥, H
REEBURLEFEMAVEY K HUEWLCHEMFAEZERTIBEELSME,

IERRADIUS NACERERBIA , WLCEZRURLEFEm@mMVSA,

CoA-ReAuth : EEFEARFC 3576 ERAMN . SHEReAuthThaEF B L X B IHBCoAT T

o

RADIUS NACER BB IEEE F , (ECoOAREE T RET1E,

BIAREEACL : EEFIRENPOSTURE_REQAREERF | WLCHYTERR 1T A 2 FH LEBRDHCP/DNS LA HY
FIERE. BAZEMEACL ( #Eurl-redirect-acl AVEHTES ) EEREFIK , ZACLR AR


/c/zh_tw/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

AREFRAUIENAS,

YA HEACLEVLANEE : 7.0MR1T X EEAccess-VLANT BRI PR AuthC VLAN, TNRKEXK
BRI ARESEREVLAN , TR AZEZFEANVLAN, BEXREREZENRVLAN,

BARLANEE HIEBRRADIUS NACHICoAThREHR

TERHAERF iniEib 1% i AR 25 5 3% M NACAR 785 76 i 5 B S LAY 5+ 40 & .

1.
2.

3.

EFPimfEAdotIxF 0B E T 108,

RADIUSTFEUIZEZ BIX EHRESON EFRELURLMAE LBRFBACL ( ZIEAFIPMUL FIELRE

, RFEBEVLAN ) o

EFEREEEOIFREESFEANURL , WEAFRE | BERTRRERRE. ERILIRERN
E iR EISEMRESYSEILRIRISE NACRIRSS LE BN RHKRFEE S,

. EFik FHNACREREIRAERZ (RMEIES0 )  RIEBEIRSOEEHTTPREER | 2418551

AREEMIFEEZIFRHUVURL, ISENEFFREABEEEZREREFiK, BK , &
Fim o] LABRERISERARZRIP , feIRER , BT P mGEEEISEMRBRE

WLCAFIHRE , RAACLEREAAFILRE, EEEVLANBENERLT , AESBIEUE

EEISEfRARAR.

: ISEEFH%*”‘”"EJZnZFfEé: EEWLCEXFHreauth lRIEHIRADIUS CoA-Req. EMBEIZEF

W EHR B MERT (BBEIXEAP-START ) . ENMEMEIAINE , ISESFEXFHBEZILE
ﬁ—ﬂﬁl%ﬁE’\JACL (MRE ) MR BEURLEE M HREVLAN,

. 1B#ERFC 3576, WLCZ #ECoA-Reg#Disconnect-Req. 1BIFERFC 5176, WLCEEX EEHER

& IR CoA-Req.

.WLCEERNRABENACL , MARA FHMACL, ISEMRHFZRABEACLERE , ZEBHBE

FEHRRPEE,

 WERRFTEARVLANFMACLMERE . EREVLANERENERLT , RARFTHKERESOERN

Bo , XA (FE) BVLANEWEETRE, HMRACL , &M Eaccess acceptP #EZ I
FEEBRFEACL,

TEESMERT ILIhEERE



Wireless }[ Wired |
N3 " Tnsted )
E’ C  oawart E

s ]

1. B0Z.1x Authentication Phase
- »>
2. Access Accept (URL redirect Port 80 [ACL
e [IP addr, Part]})
=5
3. Apply (ACL) and migve to posturs state
4. HTTP GET request [B0)
5. URL redirect received in
Access Accept
e
. NAC indtiates Post
k'uli‘da::.lu:n s astnre 7. ACL Letting the traffic reach 15E server
+* Tk P
&. Posture DK CoA-Req to reauth the client
0. Send EAP-START 4
L
10, B0Z.1x Reauthentication Phace
-+# P
11. Access Accept [new ACL, VLAN )
i

ISES #r#EiR

BRUSED MeslRIGRMBER, EVNBEEER LA ERERNIIE  BREEER B NM , KL
BANEZHCNEXBRNBEESE. CEERERR LR EN—EBER—HEBT , iR
BHEBEERHEMETIE.

ProfilerEHEA T JT#E#E A -

- BAIBROEZERAR. FAREEEHAMBEAKERBERRENS , Y ERMKVED
MR B EERE 5.
- DEREAEER RN S HAN MR ACEARENBEREBME , SinoEEE
MEYKEETEEREERERNKRMFEFEERSEERES,
HRADERERE , EREAUATRSEBSRERIRIEE :

- RADIUS(Calling-Station-ID) : 1£#MACHE1E(OUI)

-DHCP ( E#% ) : THE — BERIHREITUIFERER ; FIE : jsmith-ipad

.DNS ( REIPEH# ) : FQDN — FERFHMEZ L SFELEER

-HTTP (ERERE )  FERBERDEERBINFMER
FiPadiEERHIF , HREF K User-AgentBHEPHEBWeb BIBEREF , UARRBREEPHER
THTTPEY , YA EM#FB IR IRBHEEESR,



Is the MAC Address
from Apple? W4

Does the Hosthname

contain “iPad“?ﬂ

|s the Safari Browser
on an iPad? m

| am
certain it
is an iPad!

BVASEMAERE




MS Active Directory(AD) S A EEN B SBBETELEN, ISERAEH—SHE , SFEIFEAE

A R AAB A SR B 42

HISE 1.08 b , EAADRS , ISENAERERM P ERAADE. WRERISEREERE T
(EADES ) , AITRERSEEEESDE—EBARKRE (EEISE11PBREREMRRNER )
Hit , RTRESDEZHN , RAEEAERETEEED , METHEAETE,

1. FIRUBIE 2545 &8 55 https://ISEip b it
2. B R EES>SHEE>50.

(" identities Groups

Identities

] «l» System
External Deployment
— L [:,r_rr'.ging

Cerificates

f =

S Identity Management

Idanli'tlﬁ
Groups \

External dentity Sources

3. EfEUsers , ARE—TAdd ( MEXRFAEERE ) . MALUTERAEEL S EIHREmployeeit

R BIXRGE
T XXXX

£y Home  Monitor v

s'= System = G Identity Management
External Identity Sources ldentity Source Sequences Settings

Policy » Administration v

&-
:m«-’

. Endpoints

{ Identities Groups
Identities
C p)
.

i Network Resources  |1& Guest Management

Network Access Users

f Edd M @cwm. -

R _R."ﬂmﬂ




v e el

«%s System | Gl identity Management = [jjjj Network Resources |4 Guest Management

Idantities Groups External Identity Sources Identity Sourca Sequences Seftings

o —————
Idantities | l Natwork Access Lsers > Mew Mebtwork Access User
~ o) * Network Access User
%, 4
o

‘a."?’.rv hk
o * Namea mployesa Status

Ernni|

* Password

Pasoworg [ 4 |

* Re-Enler Password |—-— |

r User Information

4.3 —T "Submity . B : RBEEN | XXXX
5. HEFRMERFHEEIL,

(T "ﬂ) rq Edit =E=.Md @Cbﬁnﬂlﬂhﬂu: - ek Import
*- ’ e Status « Name Des

= 2 (1 B Enabled 2. contractor <

[ & Enabled £ employee

¥

[6]ISE T #ERR L AN 5 B

EMEISERFERADIUSTE RN KR EN L REISERE —EER., ELHERRERREFEAIPHILTES
B, ISEfRREERTNIEEIPHiEE K M AHEERTZEEREKE.

BX TRADIUSEAFTRMIERE , ISEMRKEERETS HALISE/REBANRE , HIZISNMPH
SSH,

MERKEEENE —EEEZSERYREETEEDME , UEWNUEMRAB KRB PR AL 248,
FREREEERTENREER,
AIERUATEER

1. RISEEZEE>ERER>MERER.



& voms o+ roy+ [
w'a Gysten S identty Management | [ Metwork Resources | [a] Guest Management
{ Habwork Devices Network Devica Groups Extarnal RADIUS Servars RADILS Server Sequences 5064 AAA Servers

e % Davices F Mptwork Darvicas. List > Mo Matwork Daneca
C P) m ‘-|

- i Dascrption
| Metaork Dendices 5

i Detout Device |+ 1P Address: [10.10.10.5 EN |

MocelNare [ T~]
Sofware Version [T~

* Network Devioe Group

Location | AN Locasons s [[SetToDotast
Device Typs ANl Device Types =| [ SetToDefast

‘ » Authentication Seitings
Enable Authenticalion Seflings
Prowocal  AADIUS
* Shared Secret [smes| | [ show

[+ NMP Semings
[) » Secunty Geoup Accass (SGA)
L) » Devics Configuration Deployment

2. £ "Network Devices ( #83KZEE ) » # , #EH—TAdd. W APt , BEREFHRBERE

, REE A Tciscoy EAHAER,
3. EEFEWLCEE ﬁ&/ﬁﬁtiﬁwu\?ﬁﬁu%ﬁo

='=System  Jil idenity Management  [ji§ Network Resources | | Guest Management
{ Matwork Devices Hatwork Device Groups External RADIUS Sarvers AADIS Sanver Saquences SGA AR Sarvers

Network Devices
’:* )
e e

| Mabwork Devices

—_— E

Jem doads  [youpicsts Lowmpen gl Evpent = M Dalets =
Marme a  |PMask Location
pod-wic 10.10.10.532 All Locations

ECBISEH TR S (BT

= EFREISELABRTEB802. 1xEIRE F i I f A Active DirectoryfE R &4 &,

EIEMUATHER

1. ##ISEEf E/Policy > Authentication.
2. #— TR BIDot1x > Wired_802.1X(-)o
3. R— T e E R AR E R IR R A



|4 Puirenbeaton | [8 Athoreation [ Profing [ Postum [ Glenl Proesioning | ) Secury Group Access 3l Poliey Elerme s
Pulies T [ Elmple (=) Rue-Based

* Fuln Dased

B = e | l' allwe peodnienti | Mllowes Froloos - Defact Netem | w0 G Mdoes =

B - panx [ | wred_pozix :ﬁwuww Allrses Fraloosl : Dafseh Metata o | 50, i Atias -

B - Dl Rule 000 maksh A [ Addad Condinng Below i Libay O -

Corefitian Masss Expresinon ‘
e Wiree_B0J. 10 | AN oy
R Anehinatl s
_‘ A Cand ban from Liseany
Dot

4. I BEBTILREAF | BIEESEME> Wireless_802.1X.

| if | wired_802.1X

=

* Dot
.

Default Rule (i no match) E

Condition Mame

|
allove protocals | Allowed Protocol : Defaull

[ Add &l Conditions Below to Library

Expression

L IWirad_ElJ‘Ej}{

| Select Candition

(il
i

g Wired_MaB
B Wired_802.1X
B Wirgless_S02.1X

B Switch_Local_Web rtication

5. #&Expressi® 5% E AOR,

6. B Bafter allow protocolsi®1g , I #%Z FEF M Internal Users ( 78:% ) o
= |3"T‘"‘ arolocols | Allewed Prolocol . Ciefaull Mebéai e | 50 3

= | |Daity It

Wairge_B02 13 A

= [Defaull Bk (7 md makeh) a H Add Al Concblions el I Library
Conddion Mame Expressaan
o Wired_anz.1x |
o wiineless_B0ZAN W Aconditlen 1o match an 802 1% based Juiendicalion regue




':«;Ifs'él.;'.' l[dentity Services Enaine

iy Home  Monitor = Folicy = Administration »

|4 Authentic ation L Authorizaton b Profiling __"T"'. FPasture |ﬂ Client Provisioning |; Security Group Access

e e s—
Policy Type () Simple (%) Rule-Based
* Rule Based
- [mem I‘[ Viired_MAE ] allow protocols | Allowed Protocol | Defaull Net|
- | [Dotix |~[ Wired_B021X0.. < J allow protocals | Allowed Pratocol : Default Nef

B - Defaut use | Infernal Users |

|dentity Source | Intarnal Users

Options
Ifauthentication failed | Reject -

= | Default Rule (f no match) allgw prg .
ifuser notfound | Reject >
if process failed | Drop -

7. SEMIEARREREARE, B—T "Save) BRI R,

Bootstrap fEsRLANIR &l 8%
BWLCE R DI

Cisco 2500 % Bl AR 42 t| 25 &R B 5 78 - th 2 H Cisco 2500 RLANIEHIZE B IR,
55 FA R T 00 1 R 422 1 2R

(Cisco Controller)
Wel come to the G sco Wzard Configuration Tool Use the '-' character to backup
Woul d you like to termnate autoinstall? [yes]: yes AUTO | NSTALL: process term nated
-- no configuration | oaded System Name [Ci sco_d9: 24: 44] (31 characters nax):
| SE- Podx Enter Administrative User Nane (24 characters nmax): admn
Enter Admi nistrative Password
(3 to 24 characters): Ciscol23
Re-enter Adm nistrative Password: Ci scol23
Managenent Interface | P Address: 10.10.10.5
Managenent |nterface Netmask: 255.255.255.0
Managenent I nterface Default Router: 10.10.10.1
Managenent Interface VLAN Identifier (0 = untagged): O
Managenent Interface Port Num[1 to 4]: 1
Managenent |nterface DHCP Server |P Address: 10.10.10.10
Virtual Gateway |IP Address: 1.1.1.1
Mobi lity/ RF Group Name: |SE
Net wor k Nanme (SSID): PODx
Configure DHCP Bridging Mdde [yes][NJ: no
Allow Static | P Addresses [YES][no]: no
Configure a RADIUS Server now? [YES][no]: no
Warni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.
Enter Country Code list (enter '"help' for a list of countries) [US]: US


/c/zh_tw/support/docs/wireless/2500-series-wireless-controllers/113034-2500-deploy-guide-00.html

Enabl e 802. 11b Network [YES][no]: yes
Enabl e 802. 11a Network [YES][no]: yes
Enabl e 802. 11g Network [YES][no]: yes
Enabl e Auto-RF [YES][no]: yes
Configure a NTP server now? [ YES][no]: no
Configure the ntp systemtine now? [ YES][no]: yes
Enter the date in M DD YY format: midd/yy
Enter the time in HH MM SS format: hh: nm ss
Configuration correct? If yes, systemw ||l save it and reset. [yes][NJO: vyes
Configuration saved!
Resetting systemw th new configuration...
Restarting system

BEXRMER

PREIES CIEAR B M B (Fast Ethernet 1) LMY 2 KMBIE, MERRMIBE B H802.1QF Y /&
i FATEVLAN, ZAREIVLAN 102 3R EHSEWLCH EENE,

802 1QXMBIEFEMT -

swi t chport

swi tchport trunk encapsul ati on dot 1q
swi tchport trunk native VLAN 10

swi tchport node trunk

1% B8 58 1] BR 2% (ISE) %738 B|WLC

FEGISEFEEIWLC , UEAERKIKRAB802.1XMCoAZh &L,

mIERATSE

1. BRUBIERS | AR EFEZIPod WLC ( ERZEHTTP ) > https://wlc,
2. B'E ZSecurity > Authentication > New,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

RADIUS Authentication Servers > New

Server Index (Priority) 1 =

Server [P Address 10.10.10.70

Shared Secret Format ASCIT -

Shared Secrat annes

Confirm Shared Secret rannn ‘\
e (Dasigned for FIPS customers and requires a key wrap compliant LADIUS server)
Port Number i812

Server Status Enabled =

Support for RFC 3576 Enabled <
Server Timeout 2 seconds
Metwark User *| Enable
Management #| Enabla

IPSec Enabla




3. MALLTE : RSP : 10.10.10.70 ( RESE ) AL : ciscoXERFC
3576(CoA) : ERA ( ERR ) HftFTEAR : TR

4. %% —T TApply. LAHERE,

5. £ RADIUS Accounting > Add NEW,

o],
CISCOD MOMITOR  WLANS CONTROLLER WIRELESS SECURITY MAMAGEMEMT C
Security RADIUS Accounting Servers > New
¥ AAA Server Index (Priorty) 2 0w
General *,...-—'
» RADIUS Server [P Address 10.10.10.70
Authentication
Accounting Shared Secret Format ASCI -
_ Falibmck Shared Secrat L ZIT T
P TACACS 4+
LOAP Confirm Shared Secret weani ‘n.,‘h
Local Mat Users
MAC Filtering Part Number 1813
e Server Status Enabled =

User Login Policies
AP Policies Server Timeout 2 seconds

Password Polices —
Network User ¥ Enable

¥ Local EAP .
IPSec il Emable

¥ Priority Order
¥ Certificate

6. AL T{E : AARSBIPH#EML : 10.10.10.70£ €48 : ciscoHMMFTEARS : 1
7.3%—T TApply, , RERBEFEWLCHERE,

EVWLCEIBENH

SERUTSE  LEAWLCHIESRENE , WAEHESIE TVLAN:

ks

1. EWLCH , EE EController > Interfaces. A% , ¥ — TNew,

| I | .I i DAVE LORDQUIATION  Brg
(] L] (]
CIsSCOD WLANS COMNTRD F WIRELESS SECURITY MANACGEMENT COMMANDS  HELP FEEC@GACE
Cormtraller Interfaces Mew... I
General
Inwentory Interface Mame wWLAMN ldentifier 1P Address Imterface Type Dynamic AP S anagemest
'rnlerf.u“'f: managsme uritagged 1010 % Shatic Erabled
Interface Groups warbal WA 1114 Static Mot Supporied

2. EWLCH , BE ZController > Interfaces. BANLTRARE : N EHBHE : EIVLAN
id:11



MONITOR WLANs CONTROLLER. ~ WIRELESS SECUR

Interfaces > New

Interface Name lEmplnyee (

3. BAEmployee M E# AL TAZ : 25 - 1VLANRBIZSE : 11IPtik : 10.10.11. 54858 658
: 255.255.255.048 88
©10.10.11.1DHCP:10.10.10.10

VLAN Id [11




Configuration

Quarantine

0

Quarantine Vlan Id 0

Physical Information

Port Number
Backup Port
Active Port

Enable Dynamic AP Management

Interface Address

VLAN Identifier
IP Address
Netmask

Gateway

DHCP Information

Primary DHCP Server

Secondary DHCP Server

\“J‘

0
0
C

o

11

10.10.11.5 ’

255.255.255.0

1I:l.1I:I.1l:I.1I‘II'F

&
10.10.11.1 '_

4. BREERUFHETEHENE,
|I|l1l|lh

CISCO
Controller Interfaces
General
Inventory Interface Mame
Interfaces amployes
Interface Groups management
Multicast wirtual

WIFRELESS SECURITY

YLAM Identifier I[P Address

11 10.10.11.5
untagged 10.10.10.5
A& 1.11.1

MAMAGEMENT  COMMA

Interface Type
Diynamie

Static

Static




BYWLCHEHENMHE

ERATESR  LEAWLCHEBRENE , WiEHEHEIEEFVLAN:

1. EWLCH , EBE ZController > Interfaces. A% , & — TNew,
2. EWLCH , BBE ZController > Interfaces. AL TRARE : NHEHEHE : HZVLAN

id:12
ol I (K l I
CISCO MONITOR WILANs CONTROLLER WIRELESS
Controller Interfaces > New
General Interface Name  |[Guest #
Ll VLAN Id [z
Interfaces *- \
Intarfaca Crounc

3. BHBENEBALUTAZR : B3  1VLANGRBIZESE : 121P#3k : 10.10.12.548 R 15
: 255.255.255.048E8
©10.10.12.1DHCP:10.10.10.10




Configuration

Quarantine =
Quarantine Vian Id .El
Physical Information
Port Number 1 I

Backup Port
Active Port

0
0
Enable Dynamic AP Management =

Interface Address
VLAN Identifier 12 ‘ | g
Netmask 255.255.255.0

Gateway 10.10.12.1 ’.

DHCP Information

Primary DHCP Server 10.10.10.10 #—

Secondary DHCP Server

Access Control List

ACL Name | none =

Note: Changing the Interface parameters causes the WLANs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

4. FESIEWEHE T H,



cISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT  COMMAM

Controller Interfaces
General
Inventory Interface Name VLAMN Identifier 1P Address Interface Type
|m,.|.far.m,#-_- gmplpyes 11 10.10.11.5 Dy namic
Interface Groups guest 12 10.10.12.5 Diynamic
Multicast J [MAnagement untagged 10.10,10.5 Stabic

b Internal DHCP Server “oi& Lt i11a e

¥18802.1x WLAN

RWLCHI I MAREN S |, ATREER Y 7 —ETESRWLAN, MR R  FRBIEETNRBABHRCREL —
E#FTEIWLANLA X R #AR802.1X & 1058 5% -

AIERATEER

1. FWLCH , EBEFWLAN > Create New.,

t'lltllli Save Configuration  Ping  Logout  Re

CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDE

WLANs WLANs Entrias 0 - 0

] WLANS Currant Filkar: None [Change Filter] [Clear Filter] Go
WLAN=

v Advanced Disable Selected

Enable Salectad
Remove Selected

T WLAM ID Type Profile Name WLAMN S5I0 Admin Status

2. HRWLAN , FBALTAR : BEEZH : pod1xSSID : 4H[E

I
CISCO MONITOR  WLANs CONTROLLER WIR S SECURITY
WLANS WLANMNS > Mew
- WLANS Type WA =
WLANS
b Adwancad Profile Narme [podix

S51D [podix ‘
o] =]

3. HIIAWLAN settings > GeneralEE , FEAUTAR : |MIREXE . 2N H/MAE . EEME
HhR® . B



MONITOR  WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit ‘pod1x’

General ! Security T QoS T Advanced ]

Profile Name podlx

Type WLAN

SSID podlx

Status I Enabled

Security Policies [wWPAZ][Auth{B802.1X)]

(Modifications done under security tab w

Radio Policy All hd
!3":;_';';‘5::3” ntarcace managernent v ?!

Multicast Vlan Feature I Enabled
Broadcast SSID ¥ Enabled

4. 5 FAWLAN > Security EE>ZE2/E | BRREUT AR : F2BLZ £ : WPA+WPA2WPA2ZKBE/ N
% BMA/AESE M RESBEE



MONITOR  WLANs CONTROLLER ~ WIRELESS SECUF

WLANSs > Edit ‘pod1x

|; General | | Sec:urity‘Qns | Advanced |

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security & | WPA+WPAZ (

[~ Z8MAC Filtering

WPA+WPAZ Parameters

WPA Policy r

WPAZ Policy v

WPAZ Encryption v aes I TKIP
Auth Key Mgmt [802.1% N

: 802.1X
5. BIAWLAN > Security B> AAA Servers , SR EUTAR : EFEARN[EENE . c2AS

M ER /IR AIRES | ERAARES

1:10.10.10.70

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS H

WLANSs > Edit ‘pod1x’

~ General | Security | QoS | Advanced |
~ Layer2 | Layer3 | AAA Eunrurs*-—

Select AAA servers below to override use of default servers on this WLAN

Radius Servers L)

Radius Server Overwrite interface [~ Enabled

\;ﬂhentlcatiun Servers ‘.ﬁtcnuntmq Servers
Enabled M Enabled

Server 1 | IP:10.10.10.70, Port: 1812 ;I [1P:10,10.10,70, Port: 1813 =

Server 2 | None =] | Mone =l

Server 3 | None =] | Mone =l
|| _Local EAP Authentication

6. HHAWLAN > AdvancedBE® , BFREUTAE : o

TAAAZEZE | ERUANACHKEE : Radius



NAC ( &
)

WLANS > Edit "podix’

MLONITOR WLANS CUONTROLLER WIRELESS

| General | Security | QoS | l.dnu:!dr-_

Allowe AR Owerride
Cowerage Hole Detaction

Enable Session Timeout

fronet [E

Diagnostc Channel

IPv6 Enable L
Owerride Interface ACL
PFZF Blocking Action

Client Exclusion

Maxirmurn & |lowed
Clients 2

Stabic IP Tunneling iz

¥ Enabled
¥ Enabled

r Ilﬂﬂﬂ

Secsion Timeout [secs)
W Enabled
™ Enabled
-
[Nnnz 3
| Disabled =

|50
Timeout Yalue {secs)

¥ Enabled

T

[ Enabled

MARNGGLEMERT COMMANDS HELF FEEDBALE

HLF

DHCP Server C overids

DHCP Addr. Assignmant [ Required

Yanagement Frame Protection {MFP})

MFP Client Protection ¥ [ptional =]

DTIM Period {in beacon intervals)

802.11afn (1 -288) |1

802.11b/g/n (L - 255) |1
WAL

Load Balancing and Band Select

7. @ EWLAN > General &R 5| %R #> Enable WLAN ( EREXG#E ) o




WLANs > Edit 'pod1x’

~ General | Security | QoS | Advanced |

Profile Name podlx

Type WLAN

SEID podlx (
Status ﬁ Enable

Security Policies [wWPaAazZ][Auth{BDZ2.1X)]
(Modifications done under security tab

Radio Policy | all [

Interface/Interface '

Grnup{G{ | management |

Multicast Vlan Feature | Enabled

Broadcast SSID ¥V Enabled
AIEWLCEI BT

LEEREVREERNEINGENE, EAEMRERWLANGER  AREXWLANNE S E.

1. EWLCH , BEZEWLAN > WLANs, EZ—TLUREEIEFEFEILNZLSSID,
2. A HE/NT EHEELAEmMployee , A% IE— T Apply.



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURIT

WLANS WLANs > Edit ‘podi1x’
* W'—iNS ‘Ganarul | Security | QoS | Advanced |
WLANS
g Advanced Frofile Marne podix
Type WLAN
S3ID podlx
Status M Enabled
Security Palicies [WPAZ][Auth{BDZ.1X)]

{Modifications done under security t:

Radio Policy | All |
Interface/Interface :
Group(G) '..“.lﬂ.!'."_‘i#_“.'!.?ﬂ.t.w
Multicast Ylan Feature guest

management
Broadcast SSID nable

3.MBERMBIERE , £BHHETVLAN(0.10.11.0/24) B URIPHEE . Itk 7R 51 FE R BT IP it 31k

"Wi-Fi Networks | pod1X

Forget this Network
IP Address
DHCP BootP | Static
IP Address 10.10.11.100
iOS# &,



4 EL—ENER  BWLANNE 5 BELAGuest , Atk — TApply,

MONITOR WLANs CONTROLLER WIRELESS S

|l|| |l'|l
CISCO
WLANSs
v WLANS

b

wmws‘.

Advanced

WLANS > Edit ‘podf )‘

General | Security | QoS | Advanced

P

Profile Name
Type

s351D

Status

Security Policies

Radio Policy

Interface/Interface
Group(3)

Multicast Wan Feature
Broadcast SSID

podlx
wWLAN
podlx
M Enabled

[WwPAZ][Auth({B8D2.1X)]
{Modifications done under sg

| All =l
fguest =
employes

management
nable

5. MRBEEBIER , £BEMHFVLAN(10.10.12.0/24)Z U IPH#E 1t , 1t R B REEUHTIP b 3k §Y



“Wi-Fi Networks pod1x

‘ Forget this Network ‘
b &
IP Address
LBl Bootb | static
" IP Address 10.10.12.102 l
iOS#E &,

6. EEEH KMEIREXERHBEEE,
7.%—T TApply, , EFEFWLCHAERE

il A RIOSH) #E& AR B & (iPhone/iPad)

f£AiPhone, iPadZiiPod%iOS%E , BiBRKBH HREFNSSIDEABEAE (RESNWADEAE
) BBEIWLC, MRTER , FHBELS R,

1. FIOSHEE L , HEIWLANRE. BAWIFI , RERBE - —HHEIHEHS02.1XHSSID,
2. RHUTEFUEER : FAEEB ET (AR — BT ) &ZETH (R — REF ) BB



. ATET = 4:31 PM o

cancel Enter Password

Username aduser

Password esessssss

j:-Mgda Automatic }
1]2|3]4]5]6]7]8]9]0
BA8A00000CE
~ HHEEIE <

o XXXX



w... ATET 3G 4:31 PM (==, ]

Enter Password certiﬁﬂﬂte

i“-mmir"dﬂm ﬂ‘-ﬁ. -
corp-RFDEMO-CA

Not Verified

Description Server Authentication
Expires Jul 12, 2013 1:56:32 PM

More Details >

3. E_-Fj:%&ISE%%o
4. FEFRIOSHE B EE R E B (VLAN10)N EEEUPHu it .




... ATET = 4:31 PM =M

Wi-Fi Networks pﬂﬂ'l X

: Forget this Network )
IP Address

BootP l Static

4 N
IP Address 10.10.10.102

| Subnet Mask 255.255.255.0 |

| Router 10.10.10.1 |

| DNS 10.10.10.10 |
Search Domains corp.rf-demo.com |

| Client ID

5. Z£WLC > Monitor > Clients & , Be R ImER , SIEFEH. REFEAPE A,



CISCO MONITOR WLANs CONTROLLER WIRELE
Monitor Clients > Detail
Summary
b Access Points Client Properties
# Cisco Cleandir MAC Address 5c:59:48:40:82:5d
b Statistics IP Address 10.10.10.102
» CDP Client Type Regular
* Rogues User Name aduser
Clients Port Number 1
Multicast Interface management
Mobility Peer IP Address N/A
Policy Manager State RUN
Management Frame Mo
Protection
Security Information
Securky Folc
Policy Type RSH (WPAZ)
Encryption Cipher CCMP (AES)
EAP Type PEAP
SNMP NAC State Access
Radius NAC State RUN
AfA Override ACL Name none

6. B8 , BEHEF B AT HISE > Monitor > Authentication B E 2,




cisco ldentity Services Engine

& Home m Folicy »  Adminisiration =

B Authentications I 'E'.ﬂdarms  Reports % Troubleshoot

.Lé‘.ﬁ.ddnrﬁerrwe Columns = @Rr{rm

SRMAME Endpaint iI0 Miteinrk DAl | Authdnzation Profiles | ldent)
. Jul 13,11 0423936573 PM . a I G S9-AE-40A2E0  WLGC . Permilsctess
Jul 13,11 04:36:46.285 PM a SIS BT EC80-4E4082E0 2 WLE Parmildccass
7. ¥ — T DetailsE 7~ AT L B & FE A BEREFZHRAEM,

e, N .
cisco |dentity Services Engine

= & ™

Showing Page 1 of 1 |

AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session ID : 0a0a0a050000000d4e1e2ad5
AAA session D : 1I5e/99967658/11
Date : July 13,2011

Generated on July 13,2011 4:41:11 PMPDT

Authentication Summary

Logged At: July 13,2011 4:39:36.573 PM
'RADIUS Status: Authentication succeeded
MNAS Failure:

Username: aduser

MAC/IP Address: 5C:59:48:40:82:8D

Metwork Device: WLC : 10.10.10.5 :

Allowed Protocol: Default Network Access
|dentity Store: AD1

Authorization Profiles:  PermitAccess

SGA Security Group:

Authentication Protocol : PEAP(EAP-MSCHAPY2)




1R B E T8 M ACLFT I8 BIWLC

AWLC LB ERIREEEEERACL , ISESARRHEFFIRZ 2. ACLEDAILIAMLR
FTISECERE. MRFE , AILEHACLRHEAERAL

1. BEZEWLC > Security > Access Control Lists > Access Control Lists, #—T "New. o
T Save Configuration  Ping  Logout Refres

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDE

Security Access Control Lists I “~

* AAA
General Enable Counters
v RADIUS
Authentication
Accounting
Fallback
F TACACSH
LDAR
Local Met Users
MAC Filternng
Disabled Clients .
User Login Policies
AP Policses
Password Policies

F Local EAP
¥ Priarity Order
F Certificate

* Access Control Li
Access Control Lists
CPU Access Contrgl Lists

2. BACLIRH B B(ACL-POSTURE-REDIRECT),
Nimir

cCISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY

Security Access Control Lists > New

* RAA
General Access Control List Name |ACL-F05TURE-RED]RELi

w RADIUS
Authentication
ACCoUnting
Fallback

3. BLEFACLHAAD New Rule, #EATEREAACLESI#1, STHEIZR— TApply. KRR : X
By ; IP#3£10.10.10.70, 255.255.255% € : fE=Action:
Permit




MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Access Control Lists > Rules > Edit
Sequence ‘1
Source | E ?

) P Address Metmask !
Destinetion m ‘ 10.10.10.70 255.255.255.255
Protocol | Any #

DSCP [ E B
Direction | Any -+

Action [ Permit ?

4. CHTIEREEIT 5.

Destinatian
Seq Action Source IP/Mask IP/Mask Pratocol Source Port Dest Port DSCP Direction Number of Hits

5.#%—T "Add New Rules . #UTEREABACLFYI#2, STHKEIER— TApply. IR : IPHzst
10.10.10.70, 255.255.2558 1 : £Z1HE : fE£=Action:

Permit
Sequence ‘ 2
IP Address Metmask t
Source IP Address ‘1 10.10.10.70 255.255.255.25
Destination M

Protocol | Any hﬁ-’

DSCP _Any 2]
Direction | Any

Action Permit g

6. BT IEEE T 5.

Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit [ ! Ay Anvy Ay Amy  Any

0.0.0.0 255.255.255.255%

10.10.10.70 0.0.0.0
/ !

255.255.255.255  0.0.0.0

7. U T EREAACLFEIH3, STRER—TApply. KR : FEBE : FEWE : UDPRE
: DNS B Fy#hE4RIE : = Action:




Sequence

Source [ Any

Destination [ Any
Protocol  UDP
Source Port

Destination Port

DSCP _ Any
Direction . Any
Action [ Permit
Permit
8. BT F 5,
Destination
Seq Action Source IP/Mask IP/Mask Pratocal Source Port Dest Port
0.0.000 10.10.10.70
1 Permit f Ay Any Ary
0.0.0L0 255.255.255.255
10.10.10.70 0.0.0.0
2 Permit ! Ay Any Ay
255,255.255.255 0.0.0.0

DSCP Direction
Any Any
Arry Ay

9.#%—T "Add New Rules . #ATEERERACLESI#4, STAEIE—TApply.
Z . EEHE  UDPRIE : £Z B #ELRE : DNSAction:

RKiR : EEH




Sequence *' 4
Source F Any
Destination [ Any
Protocol _ UDP
Source Port [ Any
Destination Port ' DNS
s
DSCP " Any -+9
Direction _Any B
s [’ S a
Action . Permit
Permit
10. EFTEHERF 5,
Destination
Seq Action Source IP/Mask IP/Mask Protocaol Source Port Dast Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit / Ay Ay Any Amy  Any
0.0.0.0 255.255.255.255
10.10.10.70 0.0.0.0
2 Permit ! Ay Any Any Amy Ay
255.255.255.255 0.0.0.0
0.0.0.0 0.0.0.0
3 Permit 7 uoe DS Any Amy  Any

11. 17 B sIRYWLCHE R,

#ISE L Bt & #TiR A

FEHISERBARAR , AN S ink. FERBERT , ELRARNERARE. FEHMEM
fAASISEBLE A HRA




1. EISEEE & | Eii 3EHE>RE>TE.

ldentity Services Engine
Policy v

CISCO
/A Home  Monitor v

Administration v

L ] &
ol System Ll Identity Manage
l,"r Network Devices Network De

Network Devices

ols System .

Deployment ‘-

Licensing ‘&?
Certificates

2. B#ZISE, #—TEdit ISE host.

cisco ldentity Services Engine
o= System = L3 Identity Management [ Network Resources  [s4 Guest Management
{ Deployment Licensing Certificates Logging Operations Admin Access Setiings
Deployment * Deployment Nodes
@" R .E e : Edil B Ragisinr @ Syneup E Da-ogsle E:? Fiter =
+ ' Deployment (] Hostname a MNode Type Personas
O ke @' ISE Administration

3. 1% TiREER, BEY , BESMEREXHRELTRSA : DHCP : BiA. £330 ( HFEX
) DHCPSPAN : B{f. £%B ( 5i783% ) HTTP: Enabled , All ( (785% ) RADIUS : B

. NEFADNS : ERE , 7 EA



e
CISCO

ﬁ e

monitor - Folicy =

ofo system | SRidentty Management i Network Resources [ Guest Management
rErEpInymEmt Licensing Certificates Logging Cperations Admin ACCess Seftings
€- == w~ | I Edit Node
b =te Deployment
| General Setlings
™ v puce
Interface  [Ad =
Pot |67 |
B Description [DHCF'
v DHCPSPAN
Intertace  [AN x|
Description  [DHCPSPAN '
v HTTP :
: Interface | Al - |
: Description  [HTTP |
v RADIUS
Description RADILS
\‘ v DNS
| Save | Resst

4. EFEHERE (iPhone/iPad/Droids/Mac )
5 MERISERHER . EMIEE>-SHEE>5H. HiZEndpoints A EHESMHARE, FE

: M0 R B RADIUSHR IS,




atnanfus
ciseo  Mdenbby Seraces Engine

# Home  Monitor v Folicy = Administration

=t Syatem | O3 Identily Managament | [ Network Resources |24 Guest Managament

(" identities Groups Extemnal ida as Idantity Sourca Sequences Setings
Identities Endpnints
If" 1
W L) Fear dpcmae X oo -
- alh
= LA Endpoint Profile
| Uzars
- #" Android
== *
Appla-Device
Agpla-Davice

WicrosoftWorkstalion

MicrosofWorkstalion

i o [ e e |

Windows T-YYorkstalion

& import v b Export w

a  MAC Address
A0 FCA9 TS 6443
SCHT 48408280
A4 2 B0CF T 3R
0021 SCHY QA 39
0026 CEDC 3356
OOAEZ1 4DCEECD

5 piler -

R A ISERL B 8 R R M

ISERABEARMEERGREERE. TRUATIR , ARERARER :

1. #EISEE i E|Policy > Profiling.

cisco ldentity Services Engin

& Home Monitorv | Policy v ML C 0 g

b
olo System .“i"- Ident

|2, Authentication

-

( Deployment Licens

|@) Awuthorization

[ Deployment

- 4] Frﬂllinﬂ '

i Posture

|57
i

|k, Client Provisioning

2. EEBEBT , RED KK,

3. #&— T Apple Device > Apple iPad , AZRFZEUTRE : CAXR : cMARLLTENFH

i BiEE



T T

CISCO

Identity Services Engina

|2, Authentication |, Authorization | [.4) Profiling

| Posture |, Client Provigioning | =, Security Group Access

|4, Apple-iPhone
4 Apple-iPod
|4 Applera-Device

Profer Policy List > Apple-iPad
*Name |Apple-iPad | Ded
Policy Enables o 4™
* Minimum Centainty Factor |20 | (Valiq
* Exception Action [NONE -]

wswlls =) Create Matching Identity Group
() Use Hierarchy

* Parent Policy

| Apple-Device

|

4. ¥ — T Apple Device > Apple iPhone ,
C BIEE
aiuanfus

cisco ldentity Services Engine

REUTRE  EBAXRKE  SRARYTEN S HE

& Home  Monitor » m Administration =

|4, Authentication |8, Authorization | |4 Profiling

., s
. =F B
» . Profling Policies

|4, Android

» |4, Apple-Device
|4 Apple-MacBook
l"i Apple-iFad
|4 Apple-iPhone #:-
{4 Apple-iPod
|4 Applera-Device
» |4, Aruba-Device

=, Posture

e Client Provisioning

|z, Security Group Access

*Mame |Apple-iFhone| | o
Policy Enabled ¥ @
* Minimurn Certainty Faclor |2IJ | val
* Exception Aclion | NONE - |

el ®) Create Matching Identity Group
O

Uge Hierarchy

*Parent Policy | Apple-Device

zl

[ TH1 P

5.3 —TAndroid , IREUTAR : ERARE  CRAERYTENS4E  2RE



difueius -
cisco |dentity Services Engine

& Home Maonitor = 01T B Administration v

|, Authentication  |[e, Authorization | [ Profiling = |7 Posture  |&, Client Provisioning [, Security Group Acces
Profiling
*Name |Android |
& =E &
= v Policy Enabled ¥ e
» [0 Profiling Policies
<) Androld ‘ * Minimum Cerainty Factor |30 v
v 4] Apple-Device * Exception Aclion | NONE -]
|4 Apple-MacBook
.:*J Create Matching Identity Group
|4 Apple-iPad
|~‘_‘:.| Apple-iPhone O Uze Higrarchy
|4 Mpple-iPod *Parent Policy | NONE - |
|4 Applera-Device

ARG 5 B B 7 [0 Y ISE SR AR g [ AR 32

ERATIR  REREBEXRBAEEEQATSHTREEERIISELETIERZRRM DN

1. *ISEEf E|Policy > Policy Elements > Results,



cisco ldentity Services Engine

£y Home  Monitor v

Iﬁ LUt |_ﬂ] Authentication

@) Authorization

— [«] Profiling

e
Il

v [ Profiling Policies | | Posture
|4, Android

_ Client Provisionin
v |4 Apple-Device o v

4, Apple-MacBg |[=| Security Group Access
+, Apple-iPad Egress Policy
<) App.lg.qm Network Device Authorization
+, Apple-iPod
- Prendt &, Policy Elements
ﬁ".‘ Applera De.vn::a Dictionaries
> 1 Arba-Device Conditions

» |4, Avaya-Device
+, BlackBerry {;?

2. REAMA, 32— TAuthorization Profiles ( £&#& ) , A& E—TAdd,



sifisi]is
:Ill!'.-n:E:lr [dentity =enices Engina

& Home Monitor » m Administration =
|4 Authentication  |@, Authorization | |4 Profiling  [@ Posture  [eg Client Provisioning [ Security Group Access | 4
Dictionaries Condiions  { Resuits

Resuls | Standard Authorization Profiles
¢ P) & i L™y Duphicate Howae 5P riner -
€- == i I MName U Description
» 0 Authentication - = L

= Authorizati r Cise I'l_|F"_F'|"I oanes Profile For Cisco Phon
v = zation

W Er
» | Authorization Fm‘lm‘-I DenyAccess Default Nefwﬂrkﬁﬂﬂiu]
Q Cigco_IP_Phones T Permitaccess Ciafault Metasark Autho

i@ Demmccess
b Permithccess
v [ Downloadable ACLs
» [ Inline Posture Mode Profiles
k] Profiling

. EAUTARARENREREBEREE : 8% : Posture_RemediationZ5 B Bl : Access_Accept®
AIER :RREBEIR K ERAMERR,. ACL ACL-POSTURE-
REDIRECT

bl -
cisco  ldenfity Senices Engine

A Home e v [ECETRERE srenisiaton v

|2, umneriication | | Aulncemation | |4 Profling | 2% Posture g ClentProusionng [ Secuy Grcup Access | b PolcyElements

Dichioraries Condiions | Resuls

e —
Besaults BorwTaion Proviiec = Maw Bl esbon Prolie

L= o) *Mame  |Fosture_Remediation

¢I " .= ' DG otABEn Fermil Access To Posiure And Renedisdon Sepaces, Redrecl Teafic To Clisnl Frrasioning &3 Posure
L Auitande abon e EamiceR

» (5 Awhonizabas
= __ Aathorizalon Frofles
i Cisco IP_Fhanas
g DarwAccoss
i PeimilArcess
» O Daovenleadable AL

*acress Type | WCCESE_ACCERT [=]

* Caitvinii Tasks

* [ Inling Postors Mods Profles I DAcL Hame

L~ Froing

v £ Poskue ™ wuan

b [ Clend Fronissining I vaica Domain Famussian

» [ Fecunly Grous Access K
- *F Fasturs Disrovn AL [ACLPOSTURE-REDIRECT

I Contralmes web Autentication
I Auto Smant Fort

* Advanced Atiributes Seflings

Bewctan mm 2| = =

= Anributes Detalls

Arrass Typa = RCCESE_ACTEFT
cigin-avpair = urk-radingt-at EACL-POBTURE-REDIRECT
clpcn:aw.palr & uril-radimciships Tp A443iguesiporaligabeway?se s sionkde3ns sionka kS acinon=pp

*ﬁ] Concel |

4. B—TRIUFTR AR,
5. R EMENIREREESR,



cisco  Identity Seraces Engine

ﬂ Home Monitor = F'I:||II:.'|-'T Apminvsirabon «

i Auihenfcation (&, Aushonzaion |4 Profiling [ Posture | [ Chent Provisioning | |, Secundy Group Access | s Policy Elements

Diclionarias Condiliong [ Results )

(= 2) # fl 0 %3
A F et dpadd Pyposcte | Moot 7 rittar
e =F W ™ Mame Dascription
o Authenbicedion
— Authorzatio T clzoo_IP_Phores Frofile For Clsco Fhianas.
* 5 | ry n
. Suthorization Profes T Denyéccess Default Metwork Auttarzation Profile with access
@ Cisco_®_Fhones T Permitsccss Defaull Network Sulharzation Profile with access
) DenyAccess [T Pasture_Remediafion ‘*— Parmil Acoiss To Poghung And Rernedialion Siery
i Pernificess
ieg Posture_Rermediabon *—
s = Piaslsadanle AL s

AETEVISEREEENER

ARETHERERBEERAFISEERA BN BURENAFHE, FHRFFIETEITVLAN
11,

1. RISEEfiR F|Policy > Results. & BAuthorization , ## 1% — T Authorization Profiles , A% &
— ~Add,

M e :
cisco ldentity Services Enaine

M Home  Monitor v SGLIE R  Administration »

|&, Authentication  |@, Authorization |4 Profiling  |@), Posture  [& Client Provisioni

Dictionares Conditions [ Resulls

(-' p) F,-" Edit Elm Li’_‘-'l"'uplu-;ate
&-

I
il

™ Name
» [ Authenticahon
= 7 I Cisco_IP_Phones
v | Authorization ‘, -
» __ Authorization Profiles DenyAccess
I PermitAccess

&4 Cisco_IP_Phones

A

2. AETEREBERMALUTAS : 8% : Employee_Wireless¥ R1E# : VLAN , ERUH
VLAN , F{E11
3. B—TRIUTRIERS.



v [ Awthorization
» _ Authorization Profiles
&2 Cisco_IP_Phones
kg DenyAccess
&2 Permitaccess
k4 Posture_Remediation
¢ | Downloadable ACLs
# [ Inline Posture Node Profiles
Profiting
Poslure
» [ Cliend Provisioning
Secunty Group Access

BN

W

Results
G B)
& EE G

~ | ™ DACL Name

Wi (coner

Authorization Profies = Mew Authorization Profis

* Name IEmpIcryaa_WilErlass*- I

Description |FuII Network Access For Employees

*Access Type | ACCESS_ACCEPT B

* Common Tasks

M vLAN 1|

[ Voice Domain Permission
I Posture Discovery
[ Centralized Web Authentication

¥ Advanced Attributes Settings

Select an item ep| -|

T Attributes Details

Access Type = ACCESS_ACCEPT

4. BREEUFTNEIRERERER,

sifuaifis
CISC0

Identity =erices Engine

& Heme  Maniior » m Adrmingsiradine

7w

|2 Authentication | [, Authorization | [« Profling |7 Posture | g Client Provisioning | [ Secwdity Group fceess | 8, Policy Elements
Dictionaries Condiions [ Resulis
Riesults Standard Authorization Profiles
'I- - "1.
[ 2 ) FEdt ofass youpioan | Mrowew 5T rive -
» = 0 =
4 i e M | Harne Destriplion
¢ £ Authantcation
M Cisco_IP_Phones Proile For Clsoo Phanes.
v oo Aubbanzehon -
» _ Authodization Profiles L) Derryscce: Defaull Metéark Sulhosizatian Profile wilh ace
_ﬂ Cictn IF Phanes | T Employee_Wireloss t Full Metwork Access For Emplovess
@ DenyAccess I Pemiaccess Default Metwork Authonization Profile wiih ace
(] Enwlmn_'mrelnss*-' ™ Posture_Remediation Permit Atcess To Posture And Remeadiaon &
Foa ] HERT I

R BEOEG R M ISE AR 1 R

AECEHMEREREERAFISERENAHEREEBMENSE, FURMHP I EAZEVLAN

12,



ERERUTESE -

1. RISEE iR F|Policy > Results. & BAuthorization , ## 1% — T Authorization Profiles , A% 1%

— T~Add.
2 BETREREERWMALUTAR : B : Employee_Wireless& B{E# : VLAN , ERHA
VLAN , &
12
[ Results rr Authorization Profiles > New Authorization Profile
(= £) Name |Contractor_Wireless ‘
- == v Description |
v O Authentication i
v BB Authortzaton Access Type | ACCESS_ACCEPT B
» __ Authorization Profiles
» [ Downloadable ACLs
v [ Inline Posture Node Profiles ve Tasks
» B3 Profiing ommon Ta
e [ Posiure .
— : [ DACL Name
» O Cilant Provisioning
» [ Securily Group Access Em.m

J [ Voice Domain Parmission

5

[ Posture Discovery

] Centralized Web Authentication

[T Awto Smart Port
3. B—TRIXUTKIER,
4. BRECBUATHRERBEER.
Results Standard Authorization Profiles
(' ‘ﬂ-} ! Eda l=||]=lﬁd.r_l __-ID-_p cale an'e*.e
¢ EE . rrv—
> B Authentication Cisco IP_Phones
v Authorization

&

» || Authorization Profiles
» | Downloadable ACLs

» | Inline Posture Node Profiles
» | Profiling
» | Posture

Contractor_Wireless h

DenyAccass
Employee_Wireless
PemmnitAccess

Posture Remediation
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1. #€I1SEE i E|Policy > Authorization,

cisco  Hdantity Services Engine

dy Homa  Manitor « Ariministration »

| 4y Authentication mﬂunmnibmm | Posture [y, Cliem Provisioning |, Secunity Group Access  J3, Poicy Elaments

Defing the Authorization Policy by configuring niles based on identity groups and/or other conditions

[ First Matched Rule Applies o

r Excoptions

* Standard
Sianis  Fule Name Idantity Groups Citheasr Conditions Parmissions

! B = [Protied Cisco IP Phanes |||| ChetP-.. b .1.-|.-:| Condison(s) £ '.1r:n| Cloca_IP_Pro.. b
B - oDomsun If i Pt :-:..--:---| ParmitAcoess < |

2. B2 #HHCisco IPEFEE — X, EBBEEAN. KLLBEHFEARERE,
3. BULLERMEM ALUTE : RAEH M HREOHE  EEHMEREHE . (5K ) >R
REAR BEPostureStatus > Equals : %1

Session
( ) l
ey EE Gi

Client Provisioning [ Security Group Access ¢ P y acont Roquest-Type
B CurrentDate i

R SO ‘ @ CurraniDay
B CurrentMonth
B CurrentTime
B CurrentWeokDay
B CurrentYear L
B OS5-Architacture |

Other Conditions Permissio; ® PostureStatus ﬁ

Session:PostureStatus EQUAL... — |imen | Selectg = URL-Redirecied
! [F] Add All Conditions Below to Library
Condition Name Expression \
¢ Session-PostureStat » | |[Equals [~ [Unknown [~ ]

4. SRELLTEF AT : Permissions > Standard:
Posture_ Remediation



Permissions

Selectanitem < F

Select an item

4

- —
- —

—— ‘19.1"1

o

Cisco_IP_Phones

I

Contractor_Wireless
DenyAccess
Employee_Wireless
PermitAccess

-.'HmmMMMMQ?

5.#—T "Save, . B : 3% K AJUEVEAERRMTEIUEMS Ak,

RIS AR B 48 IE K Bk

ASTEERTS , WETRISEEERBRIGE S EREERDTHEE,
1. RISEEM 2 EE>5 G EE>-54,
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cisco ldentity Services Engine

£ Home Monitor v m Administration v
oo System \‘ﬁ;ﬂ Identity Management

Deployment Identities
Licensing Groups
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N e |

oo Sysiem | S idemity Managemint | [ Network Resountes

|t Gunst Manngermian
{ idertites Groups

Exfernal idantify Sourcas Identity Sowce Saquencas Sabings

| Endpoints
G L) Jest dpceas  Mbsse v | @oimost v Bbeot v | Trw v
$- - Endpont Praflle ~  MAC Adcress
] tsors E (1 Apple-Device 5C.50:48:40:8280 &~
~ Encpoins ;

3. MR EEE, BREHNEA,
4. RIQIHEBRIES - URL:http://www ( 510.10.10.10 ) B EEM., EIZRFENEMRTR.
5. RBEBRLEEME , RISEBXRIFKRHEE, BRCEINARE. E—ERES (Hm

, Apple-Device ) FEE A "Apple-iPhones &, REARHTTPFRAISZE M EREAERE
B, EREEMEAFIMEEMFHNBREN—ID.

Endpoints

2

J Ect crcreate | M oDeete v  Baimpot v v Export v
Endpoint Profile a MAC Address

|I (] Apple-iPhone ?‘ .EC:EE:dﬂ:m:BE:BD

£ S {U 35 I Y R A 5K A

RO AEZERERER  REBERRIUIEETNARGENEZR/LHE , SREHARENRE
REAEHENTRVLANDE (EUFEREF , AETHAEH ) .

BEERUTSER

7 e~

1. B FISE > Policy > Authorization,
2. fEPosture Remediation policy/line_t J7 #7318/ A #1157 Al

* Standard
Slalus e Name legntity Grouss Dt Condgitions Parmegeions ‘
~  Posture_Remedason | 1] Any o | Condmon(s) > | then | Posture_Rem.. < | i Actions =
Insar New Fue Above
e I s mlchas . Pemilsoones . * * - - - = = =
B - owme ' [ Pemisecess < | eert New Rk Bl 33
Sluphiate Ao
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teee’ Identity Services Engine

& Home vahdrlirimm'l!

_ * r,
d
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iiil -E
AC
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| Firsl Matched Rube Applies ;]

» Exceptions
* Standard

' Swws  Rule Name ’- identity Grou Other Conditig

i * [Emcioyee | | Any = a—.:| Condition(s)
~  |Posture_Remediation I

Ris S04 - B 2R - Android, Apple-iPad=ZkApple-

" Profiled |
C L)
v
@ Android
& Apple-iPad
@ Apple-iPhone
ononel 8 Cisco-IP-Phone
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Identity Groups Other Conditions
Any > | and | Condition(s)

Apple-iPhone / Q| o =
|
Apple-iPad »| or = ‘

| |Android » = P

5. BULRMIEENT "R, (B . EMike (B ) | BIUHKRH ( SREE

)
ldantity Groups Dther Conditions Parrmigsions
Apple-Ph... < | ana | Condition(s) 3“19':' AuthZ Profiie(s) < |

Ary #Iﬂnﬂ
[ Select Existing Condtion from Library | (i m%wwﬁm_v i

fRiF>RZE (EEE ) : InternalUser >HH

£ DEVICE >
. Guest
e — \
Other Conditions Permissio [ infemalUser ‘{b
Condition(s) = | then [ Authzp| 5 Microsoft >
| Network Access >
[2) Ada Al Conditions Below to Library = Radius y A
T
tion ; | S paaaian ~
0  |selectAtribute o]

InternalUser > Name : ET



Other Conditions Permissions

Select Attribute = | then | AuthZ Profile(s) <:

[M} Add All Conditions Below to Library

Condition Name "W Expression ‘ i

0 InternalUser:Name )| |Equals [+ | lempioyee

6. RAERERESTI RN  FFE-EEER-RE

: Employee_Wireless

Permissions

AuthZ Profile(s) — h

Select an item if’ S
—

Standard
C P)
& E .

Cisco_IP_Phones

Posture_Remediation

7. EE_-F rsave_l o E%EEﬁﬁﬁig%mﬁo

v Standard

" Staws  Rule Name Identity Groups Other Conditians Parmissions

- B - [Emoioyes | | Appie-Ph.. <: |and | InternalUserName EQUALSe.. <> |ihen | Employee Wi <o |

- B - |Posture_Remediation | v | Any < | and [ SessionPostureStanss EQUAL.. <> | then [ Posture_Rem... < |
B - Defeault I8 Py bt l-m--[ DefpAcoiss < |

8. BN A TEM KR, EAXED , BRTAINNRBEUMREERE (HEUTUFHEEN
KA RFHMHE ) o« FEEmployee policy > Actions/ , 3 — T Duplicate Below,
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Insert Nesw Rk Abow
' | @ ~ | Posture_Remesason | o[ aay | anc | SessionPostwreSialus EQUAL - | on | Posaee_Rem. Immﬂ:h f

8- s e [ oo ]

9. fREELL RERMV LA T (BHEEIAR ) . RAUEBE . AOFHECHEG>ABEAE>EE . AEHF
FrAAE

Contractor_Wireless

* Standard
Status  Rul Name idantity Groups Other Conditions Parmissions
>  [Employee | n| Apple-Ph.. <> |an | IntemalUserName EQUALSe... < | men [ Employes Wi.§<

e |EIW_WF_| "I Apple-iPh.., <5 |anﬂ| IntesmialliserName EQLALS &... d}l‘tﬂenl Employee_Wi... <>

~  |Posture_Remeciation | n| Any -.}]anu| Session:PostureStatus EQUAL... < | Posture_Rem... <
B - Defaut M no matches, then | Denyaceass <> |
10. #£—T "Save, ., TEFRUABIMEREIA ( FHRMK ) BEIEH,
* Standard
'Smﬁ&_'ﬂual-uame idaniity Groups Owher Condlions Permissions
B - [Employee | 1| AppledPh.. <> | and | InemalUserName EQUALS e... <> |ihen | Employee Wi.. < |
B - [Cortractr |n|u-m-l=n... ﬁ}|wimmmm..¢hm| Coniracior_W... <}]
Bl - [Fostuss_Remediation | | Any 4 | end | sessionPosturestatus EQUAL... < | hen [ Posture_Rem... < |
| B - Dofan i no matches, then | Denyhccess - |

11. EFHEXRE , 551% — TPolicy-at-a-Glance.



LogOut Feedback

: | = Task Navigator =

., Client Provisioning [; Security Group Access  J?, Policy Elements
¢l
& and/or other conditions ;jEﬂEIQE}EEEE
Other Conditions Permissions

4 | InternalUserName EQUALS e... <> | then | Employee Wi... < o Actions =
4 | InternalUserName EQUALS co... < | then | Contractor W... < i Actions
FREEEIE A RHEENREREENS ARG R,

Auhorization Palicy AL A Glance

First Matched Fule Applies

Exceptians

Slatus Rulz Hams Itrﬂtrﬂmuﬂl Ciher CondiBons: Preminsiors

Standard
St Fluska Mama e | Ofther Congions Piriggiors

& Enabled Emplzyan m SR AT R GG ntamak e Nams ECUALS ampioyes Ermpioynn_Winikss

B Enatied Comractor m st sl o IntemalserMame ECUALS carracior Contracor Wirsnss
BEnstied  Postum Remediation g Session:PostureStalus EQUALS Unkeown Postum_Remedistion
B Enatied Dbt ARy Demphloess

AR CoAL B EH M
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WLAN , BI AE T HEEIVLAN , ¥ BERIEHDEVLAN, T—ERHIHER=ZApple
iPhone/iPad,

BIEMUATHER
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T XXXXX
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cancel Enter Password

]

Username employee “
Password eeeeeeel ¢

- .
[Mode Automatic ?
1)2]3]4[5]6]|7]8]9]c

2. #—T TJoin, . ABETHETVLAN 11 ( ETVLAN ),




Wi-Fi Networks = pOd1X

[ Forget this Network }
IP Address

BootP _!_i‘» . .tic j

- S
IP Address 10.10.11.100
Subnet Mask 255.255.255.0
Router 10.10.11.1
DNS 10.10.10.10

3. #&— T Forget this Network, 1Z— TForget T2,



Forget “pod1x” to stop automaticall joining
this network.

Forget

4. IAEWLCE BRI AECEAEIRER (WRIHEHNTRERERNELR ) . EEZEMonitor >
Clients > MAC address , A#%# — TRemove,



MONITOR  WLANSs

Monitor Clients
Summary Current Filter
» Access Points
>
L Client MAC Addr
» Statistics 44:2a:60:f7:3a:4a
b CDP 5¢:59:48:40:82:8d
» Rogues
Clients *—
Multicast
Status Auth Port WGB ‘
Associated Yes 1 No K9
) I
Associated No 1 LinkTost
Disable
HDEH.TEEE
B02.11b/gTSM




5. BRENFEABRFEMENS — B RS EZRERA/BAWLAN, a1 EWLC > WLANSs >
WLAN , A& R — TWLANLEITHREE. BUEZEAEnabled > Apply ( £/ ) . i#*FEnabled >
ApplyZREN A ( LAEFRA ) -

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY M
WLANSs WLANSs > Edit 'podix’
v WLAN ) aTe
! |' General | Security = QoS | Advanced |
2 Advanced Profile Name T
Type WLAN
SSID podix
Status ™ Enabled
Security Policies [WPA2][Auth(802.1X)]

fMadifiratiane Aana ondar cacorihe bak will =

6. RENREBIEE, FAUTEEEMERZIE —BEWLAN:FERERZT : contractorF i
T XXXX

cancel Enter Password

Y N
Username contractor *

Password eeeeeees| <

- A
IﬁMnde Automatic >H&
L j

1]2]3]4]s]s]7]s]o]o



7.%—TF "Joiny ., BERAIEEAESE TVLAN 12 ( A SE/FHEVLAN ) o

'Wi-Fi Networks podiXx

Forget this Network

IP Address

DHCP BootP Static

.
.lll--

IP Address 10.10.12.100

Subnet Mask 255.255.255.0

Router

10.10.12.1

8. A LATEISE > Monitor > Authorizations 4 1% ISEEN B H iR, LEZSEIRECLAE
(BI. &3M ) EFRANVLANFESTRNZREERER
(Employee_WirelessvsContractor_Wireless),
& Home m Poloy ¥ Administraion ¥

B Autherficatiorss | T Alarms ! Peporis

%, Toubleshoot

[ Add o Bomowe Columes = 4 Ratroen Fsfresh | Evary 3satends |- | Snow| Lams
_— | e m"'w Ervspoit ID  Agdress -Hﬂm‘lm. Dawice P  Authoriztion Profies
_ |l ]|l ]| [ I ]
AugOZ11O340EA3 PM o empyes RS AR A AT e Emphaynn_Winiss

Aug 02,11 03603683 PM ) G  conirecior S-SR 0-RE B0 wic - Corracior_irdata

WLCEFEWLAN




TR TEER , SBHEWLAN ARG ZHRBISEREASEFMF -

1. EWLCH , EEFZWLANs > WLANs > Add New.

2. RFNABEWLANB AL TRE  REESR

: pod1guestSSID:pod1guest
ol I Il I I

CISCO MONITOR ~WLANs CONTROLLER WIRELESS SECUR
WLANSs WLANS > New
i e Type [wLan -
WLANS
Profil F
» Advanced rofile Name [podiguest
SSID |podiguest
ID > B

3. EE_-F rAppIYJ o
4. EEHEWLAN > General EETHALUTHS ik : B

>

R mE/

0t

TEAE  BE
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MONITOR WLANs CONTROLLER WIRELESS SECUR

WLANSs > Edit 'podiguest’

General [ Security T QoS T Advanced ]

Profile Name podlguest

Type WLAN

SSID podlguest

Status [.; Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security

Radio Policy All v
Interface/Interface *—
Group(G) [k (1

Multicast Vlan Feature [ Enabled

Broadcast SSID V¥ Enabled

5. ¥ Eguest WLAN > Security > Layer2 , ABRWM AL T AR : HE2ELE . &



MONITOR WLANs CONTROLLER WIRELESS SECURIT

WLANSs > Edit 'pod1guest

. General | Security | QoS | Advanced |

Layer 2 T Layer 3 T AAA Servers ]

(

Layer 2 Security & nNone v
"] 20MAC Filtering

6. BB Fguest WLAN > Security > Layer3Z% 5|58 , ARWMALUTRE : £3BLL : EBWebK
B . SRUAWebEEE FH | SHOBREES HRFACLACL-POSTURE-REDIRECTWeb & 17 5%
JER AR ( EE@EBIANSFRER
) URL:https://10.10.10.70:8443/guestportal/Login.action




MONITOR WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit 'podiguest’

I

_ General | Security | QoS | Advanced

|" Layer 2 | Layer 3 Servers |

Layer 3 Security = None + *

* ¥ web Policy %

() Authentication

O Passthrough

() Conditional Web Redirect
() Splash Page Web Redirect

O On MAC Filter I'alilq.lr\:"‘—1

Preauthentication ACL ( ACL-POSTURE-REDIRECT +| M
Over-ride Global Config (] Enable offim ‘
Web Auth type _ External(Re-direct to external server) =«

URL https://10.10.10.70:8443/guestportal/Login.action

~

7. E_-F rAppIYJ o
8. FEHRARMEWLCHERE.

AR BFEWLANRGEE P

BE , BWSUREBEWLANGERE, BRFEEREQEISERHRFMF.

AIERATER

1. EiPhoneZiOS 4t & & fin ZWi-Fi Networks > Enable., ARIZEZEPODHEMHEK.
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Settings W| - Fi

Lab

Networks

mi-demo-1x

mi-rf-mgt

v podiguest

podix

-

2. #RH9IOSHE B FEFE R 3K B 55 & VLAN(10.10.12.0/24) 9 B P31t




ul__ AT&T 7 5:57 PM (=,

Wi-Fi Networks podiguest

{ Forget this Network J

IP Address

-
BootP J Static |

i -
IP Address \10.10.12.102

Subnet Mask 255.255.255.0

3. BARKSafariBIE 23 I E 4R E| : URL:http://10.10.10.10H4 3R "Web Authentication
redirect ( WebF 3 RFEEEMR ) 1 -
4. BhiEContinue , BEF R FZISEHEMHFEM.



Cannot Verify Server ldentity

Safari can't verify the identity of
“10.10.10.70". Would you like to

continue anyway?

Cancel

Details

Continue

: SN T — (R
BEBER T HPEFSEA LWOSKE, ERBWLANKISESE M B 1 ERRE R A E R
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alualn  ldentity Services Engine 1.0
CISCO Guast hoosss

Virskon: 103377 I

Chango Pasmeord
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ISEfRitR 3 BY BH B A

ALGISERER AFTEBFE. EEERBAT , BB EISEF R SLFFASFRADE ( MNE
ﬁgﬂ%ﬁﬁﬁ%ﬁﬂ%gﬁﬁﬁo LR EISEUATFREARRHERE (R ) , BELERR

1. B TEAEFTEESponsorAllAccountil. FTLAERATFR A EZBITILRME | EEEFIA
, BiREEAENSEE. EX6+ , ERIEE-S0EE-E>EHES OB, A%, &
T SponsorAllAccountit #i#8 & TEH &,




o' System | Jgi identity Management = [ Network Resources  [s% Guest Management
Identities ( Groups External Identity Sources Identity Source Sequences Settings

Identity Groups User Identity Groups > SponsorAllAccount
(_‘.- p} ‘: Identity Group
- EE Gy
N *Name  |SponsorAlIACCouUNt
»  User identity Groups * I |
» 2 Endpoint identity Groups Description  |Default Sponsor Identity Group
Save Resat
¥ Member Users

2. B B EESHEEE>REAME,

il | dentity Services Engine

£ Home  Monitor »

¥ System . If-ldﬂnuty Manag ] «!- System S Identity Management
identiies ( Groups = External Deployment Identities
— Lmnﬁ]ng Gmupﬁ
Identity Groups Certificates External Identity Sources
(" Logging Identity Source Sequences
*, = ‘g Operations Saftings
» O User Groups Admin Access
» {3 Endpoint Identity Groups Sengs ! Gponor raup Polcy
i Network Resources * m%
MNetwork Devices Seilings

3. #&—TEdit , A#&#EESponsorAllAccounts,



atfusn ] =
cisco !dentity Services Engine

@& Home  Monitor v Policy v SRR RS

o’sSystern  J5% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy ( Sponsor Groups ~ Seftings

Edit <-Add M Delete <7 Fiter

r Sponsor Group Name 4  Description

W SponsorAllaccounts ‘ﬁ Default SponsorGroup
" SponsorGroupGrpAccounts

Default SponsorGroup
4. ;& Authorization LevelsI iR ELTAR : BMEAHERE : 2




III‘I*I'I - -
cisco Identity Services Engine

£ Home Monitor v  Policy v I 10 1 4

ofsSystem 5L Identity Management [ Metwork Resources | [ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P e—
Sponsor Group List = SponsoralAccounts

| General H Authonzation Levels | Guest Roles Time Profies |

Allow Login | Yes B
Create Accounts | Yes Ad
Create Bulk Accounts | Yes B
Create Random Accounts | Yes [+
Impot CSV | Yes [+
Send Email | Yes L=
Send SMS | No &d
View Guest Password | Yes I
Allow Printing Guest Details "r’e*s—;T
View/Edit Accounts | All Accounts 2
Suspend/Reinstate Accounts | All Accounts L]
* Account Start Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account |5 Days (Valid Range 1to 999999999)

5. % —T "Save. LATERIER,
BBIESHE

Kl , LEREMEBHFEREMNE , UAFADEFEAERBRIGHET. BETR , SEHBAREA
F9 5 36 32 37 [ B 55 2 3h R 5T AT B

AT TEER

1. E BB/ , EfREBILLTURLZ — : http://<ise ip>:8080/sponsorportal/ Bhttps://<ise
ip>:8443/sponsorportal/, A% , FRAUTRBZEA : F£HE B : aduser(Active Directory),
employee ( AZFERE ) ZiE
: XXXX



AMO Sponsor Portal Login —

li:,:E}" = i';h} ':_- " hittp:/ fise:8080 /s ponsorportal/ e ©NETEDY
q'*_‘ Comvert =

L ] Sponsor Portal Login

wilinle  Identity Services Engine 1.0
CISCO Sponsor Portal

Version 1.0.3.377

© 2011, Clsco Systems, Inc. All rights reserved.

Done £

2. 7£SponsorEHH , # — T Create Single Guest User Account.

vtfran]n, |
CISCO Sponsor Portal
* SpOnsor
Home
g Sponsor Portal: Getting Started
-h Wiew All Guest User ACCounts
-k_mmjgmuﬂa_nm_wﬁ/
» Account Management
mmm 'k Craate Multiple Guest Uiser Accounts
Create Multiple Accounts




3. HRBRSE , MBUTRR : 8F : X8 (4|0, Sam ) BK : &4E ( 5l |, Jones ) A
& SHEEEEERERE  DefaultOneHourBE & : 1F3=/FE5%

Sponsor Portal

_ NAccount Management > View All Guest Accounts > Create Guest Account
- | Create Guest Account

=
First Name: ‘Sam

Last Name: iAm

Email Address:

Phone Number:

Company:
Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

gement . Optional Data 5:

£ Group Role:

| DefaultOneHour 3

# Time Profile:

& Timezone: [EI' ﬁ

& = Required fields

&lhnill(_ﬂnnnﬂ_)

4. #—"T "Submit, .

5. R ERBEAZIHNB AR UHERF, FIE , ZHUR (RL—EFRED ) , BHEEZRR
*E***o

6. RIFLUGEERENFRBMRE , BRHIBNEAESBNER, S¥EACMAIESEMNEEA
( -F_i ) o



Account Management > View Al Guest Accounts > Create Guest Account

Successfully Created Guest Account siam0002

samovez M=

Username:

Password: 5_5g6d7TKx

First Name: Sam

Last Name: iAm ‘\

Email Address:

Phone Number:

Company:

Status: AWAITING INITIAL LOGIN

Suspended: false

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

Group Role: Guest

Time Profile: DefaultOneHour
Timezone: EST
Account Start Date: 2011-07-15 13:56:04 EST

Account Expiration Date:  2011-07-15 14:56:04 EST

( Email ) ( Print ) ( Create Another Account ) ( View All Accounts

AR E FiE

EABHADER B/ZBAZRMNWHAFRSE , RREANESEMFNBBIET.

RN TSR

1. EEIBEE ( AHlFhBApple iOS/iPad ) L |, E#EEIPodZHESSIDI B EIPHE I ELR
2. EABERTEAERZEnntp/www, RAEEEEREQEHEFEAODEAERR,




alialn  Identity Services Engine 1.0
CISCO  Guest Access Lisarname:;

Vaersion: 1.0.3.377

J.HEAEL—EHERZPEILNGFERFEA, MEKI , BER "AEIHERRE,
(Acceptable use policy) B H,
4. & Accept terms and conditions , 37 & — T Accept.

nine 1.0 Guest Portal

Please aacapl e polity:

1. You are resporsibls for
- maintaining the confidantialty of tha passwond and
= Al ackwitees al Gotur under your usemEame and passeond.

2. Cipo Sysiems offers the Senvice for activiies such as the active use of e-mal, inslant messaging, browsing the Warld Wide Web and accessing corparata infrancts. H
il dlals transfars, aspacially susianed high volure data fransfers, am nol parmimed, Hesling 8 wed saraer or any athar sanar oy Lee of clr Servica s probibiled. Tr
1p accass someans elsa’s acoount, sencing unsalicited bulk a-mad, collection of other people’s parsenal dala withowd their incwladge and inlerfemnce with other nabwork)
usarg ang all profibilec

3. Cisca Sysiems raserves the nght (o suspend the Serdos if
- GigCo Syalems masenably Dalenas thal vour use of e SenAe 5 uwraasenally SeomEsaig oF
-y are uEg The Serdos for ciminal of Begal activities,

4. You do mot have the right 1o msell this Serdon 10 a thind pary.

5, Ciann Sysiams rasanvas tha ight 1o mviss, amand of modify thase Tams & Conditors, our athar polcies and agrasmants, and sepacts of T Sardcs (el Nodes of
rewision, amandment, o modification will be posied on Cison Syalent's websile and 'will be sfiecive os 1o existing users 3 days afler poating.

FRIBURLE SR , B RFFRIGERFH .

WEEHARE

AT RERISENBH , FREZEARSDRIMAERANISEEE, Sl , WREMISE Web
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# Cortificate Error: Navigation Blocked - Windows Internet Explorer

ey w [2] Fpeai10.10.10.100ertery A o35 o
v Favorkes () Certificate Emor: Mavigation Blocked | | - -

@ There is a problem with this website's security certificate

The security certificate presented by this website was not izsued by a trusted certificate authority
The security certificate presented by this website was 1ssued for a different website's address.

ﬂ

Sec certificate problems ’
ecunty certificate problems | rnecting to 10.10.10.10. )

SEMVET,

Werecommend thatyou NS

Dromain: KFT-MASSIVE
& Continue to this website | Bl Remember my credentials

= More information

3. #%—T "Download a CA certificate , certificate chain, or CRL .

e

Microsoft Active Directory Certificate Services - corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-
your identity to people you communicate with over the Web, sign a
you request, perform other security tasks.

You can also use this Web site to download a certificate authority {
(CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services,

Select a task:
Request a certificate
View the status of a pending cerdificate request (
Download a CA certificate certificate chain, or CEL

4. #—T "Download CA certificate, , ARRFHER (FHIBREFNLE ).



Microsoft Active Directory Centificate Servi - comp-RFDEMO-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust centificates issued from this certification authonty, insta

To download a CA certificate, certificate chain, or CRL, select

CA certificate:

Current [corp-RFDEMO-CA,

Encoding method:
& DER

 Base 64
Dowinload CA certificat /

Dowinload CA cerificatd_thain
Download latest base CRL
Dowinload latest delta CRL

5. FRUBIE 2217 & 55 Bhttps://<Pod-ISE>,
6. & F Administration > System > Certificates > Certificate Authority Certificates.
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@ Home Monitor v  Policy v " Administration =

@
Metrics o T
Deployment
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7. i##E Certificate Authority Certificatesi®{E , W BB R LA 5] THHICAEE,
8. iZ#E Trust for client with EAP-TLS , A% IR,
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Fila (J
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K Al Camfcals Ceriicates ang available sor sslaction as the FHoot 1CA for sacurs LDAP o0
they mery ba anabled for EAP-TLS below:

sl Trust for chont wih EAP-TLS
Dagcription

9. FERE O CARTIB R ZFERRCA,

st
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cisea ldentity Services Engine

A oo+ Rl
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Dapioymant  Licensing | Coriicales ~ Logging  Operations  Aomin Actess  Senings

Certificate Operations  Cartificate Authority Centificates
#?ﬂ:;wmm JEm cbhid | iy B M Cuinte
o R [ Friandsy Mame « Expration Issued To
© Conficate Authority Coticais
Ba.cam. f-Gamo.oom This Jul 12 1214:47 PDT 2002 tsa.con,r-damo.com

10. BB+ , B ZEAdministration > System > Certificates > Certificate Authority
Certificates.
11. &2 —TAdd , A% 1% — T Generate Certificate Signing Request.

stuan]u N —
cisco ldentity Services Engine

g Home  Monitor v Policy v SEEETTTEIER

:T: Systemn -';\3 Identity Management i MNetwaork Resourmes |i,5 Guest Management

Deeployrment Licensing [ Cerificales Logaing Operations Admin ACCess Seftings

Certificate Operations  Local Certificates

@ Local Certificates F J e b ada Ewport W 0elete

© Certificate Signing Requests I |Friens  'MpOrtLocal Server Certificate

£ Cerificate Auhorty Cerfificates r— Generate Sel-Signed Ceriflcate
sExg Generate Certificate Signing Request

Bind CA Cerificate

12. BRLATE : FEEFE : CN=ise.corp.ri-demo.comZ i@ R E
: 2048



Local Certificates > Generate Certificate Signing Request

v Generate Certificate Signing Request

Certificate -
* Centificate Subject |CN=ise.corp.rf-demo.com

* Key Length [2048 > -
Digest to Sign With SHA1
13. ISElR RECSREHHIRMCSR, #E—T "OKy (HE ),
F ™

o A Certificate Signing Request was
generated and can be viewed in the

“Certificate Signing Requests™ page.

%

14. £ISE CSREMIZECSR , A% & — T Export.
15. BERREFIEMAMLE (HOTEHRE)
16. BRAE S FA*.pem,

tlisiln - =
‘cisee  Identity Services Engine

& Home Monitor v Policy = Administration » |

wfagystern | SE identity Management | [ Network Resoumces |8 Guest Managemant

Deploymant Licensing [ Carfificabes i Logging Cperalions Adrrin ACCESE Slings

Certificate Operations i | | ! Requests

& Local Certificates
mm“ww#ﬂ
i F | Frienimy Mame » | Cariflcate Subjact Ky Langih
& Corliicals Auborly Carlificabes -
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Copy

EI Paste %
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19. FIRUBIE 25 4R & 5h Rhttps://<Pod-AD>/certsrvo
20. #&—T "Request a certificate .

Microsoft Active Directory Certificate Semvices -- corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your Veb brow
communicate with over the Web, sign and encrypt message

You can also use this YWeb site to download a certificate aul
pending request.

For more information about Active Directory Certificate Ser

Select a task: ‘.ﬂ

Request a certificat

View the status of a%ndinq certificate request
Download a CA certificate, certificate chain, or CRL

21. B—TURXESHRBRER.



-

Microsoft Active Directory Centificate Services -- cor

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an:advanced certificate request

)

22. BCSRARR LF TREFAVRER, WL,

Microsoft Active Directory Certificate Semvices -- corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Civ
source (such as a Web server) in the Saved Request box,

Saved Request:

Base-bd-encoded

cerificate request Undao
(CMC or

PKCS #10 or o
PKCS #): copy

ml
Delete

Certificate Template: Select Al

|Adr v Check Spelling j'
Languages »
Additional Attributes:

Convert Web Page to Adobe PDF. .. L
Add Web Page to Existing PDF...

Attributes:

23. 1#1EWeb ServerfE 5B EE MR , A% % — T Submit.



J _ Microsoft Active Directory Certificat... | -

Microsoft Active Directory Certificate Serices - corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Clv
source (such as a Web server) in the Saved Request box.

Saved Request:

lgA/MNZsTIoEPekcunnm+ZFt14XajB32uvHHITI o -
Base-bd-encoded JagsOM7EEY0potdbhiald7 1368 Lme6BEETkSmEhi TEWSF

cerificate request |kSa?LAYgkgLRYEnpul SRIQ7wiWijArH8cK10rVT42

(CMC or LPEQ7ZNZXYIXTfuljdgoal jmsk6TOnLABYYQEnKOx

PKCS #10 or VSOYBOJTYHEXIPGE, ned9z3M01iZdZ smdXHNS2bhI£0/

PKCS #?} ————— END» CERTIFICATE REQUEST-—--- -
| | b

Certificate Template:

Web Server i

Additional Attributes:

Aftributes:

Submit % |

24. i#$ZDER encoded , A% #% — TDownload certificate,



Microsoft Active Directory Certificate Sernvices -- corp-RFDEMO-CA

Certificate Issued

The certificate you requested was i1ssued to you.

® DER encoded or ¢ Base 64 encoded
1 Download certificat ‘——
Download certificaté_thain

25 BERBFICHVE (FILTHR)
26. # % Administration > System > Certificates > Certificate Authority Certificates.
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8 Corificate Suthorty Coerificates - Generate Self-Signed Certificate

Generate Cerificate Signing Request
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* Bind CA Signed Cerlificate
@ Certificale Sigrrng Requests Certificate
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Protocol
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L] Replace - - .
Cortificale and serial number as an exisling cedificale. In such a case, seleclian of the "R
e cartificate contents bo be replaced while retaining the existing protocol sslachan

29. & #ZProtocol EAP#1Management Interface , #A#% 32— T Submit.
30. R EMCAFIB AZEEMRCA,

nagement i Metwork Resources |i_l‘ Guest Management

(" Certificates Logging Operations Admin Access Seftings

Local Certificates
: Edit 'ﬁl}:'ﬂdd & Export XK Delate
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Certincates
Logging ldentity Source Sequentés
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2. RERIER (NIBH MR ) HiEiFActive Directory.
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: AD1
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CISCO

& Home
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+o Systarn

Idenlities
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Engine
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Idenlity Eource Sequences Seflings
‘ Bt Dirgctory = A0
" Cannection IR A

i To configure Activa Direciory

# First entar the required falds: the Domain Nama to connect o snd the Identity Store
pages, and click subimit b cammit the Active Direciory configuration to all nodes in the Iﬁj
= Afar ihe configuration has been submithed, thenJoin or Leave oparaions must be perfa

corp .- demo o q | Test Connection

* Domain Mama

* libgerlity SO0rE Mearm

Al:ﬂ“

Local Mode Status Mo Aclve Diraclosy Configuraton iz Set

Ham

4. #%—T "Test Connection, . #i AADfEF & & #(aduser/Cisco123) , A& IZ— TOK,



Test Connection

* User Name: [aduser

* Password: |-H-n-l

5. 252 "Test Status ( BIEARAE ) 1 BT "Test Succeeded(RIBRBLZh). -
6. BIEFRARFMAFYBREHERREANFHEER, B TOKEE,

W Show Detailed Log. (Note: May contain sensitive information such as passwords.)

cuted with privileges of root
dinfo (CentrityDC 4 3.0-192)

Host Diagnostics
uname: Linux ise 2.6.18-238.1.1.el5PAE #1 SMP Tue Jan 4 13:53:16 EST 2011 i686
0S: Red Hat Enterprige Linux Server
Version: 5.4 (Tikanga)
Number of CPUs: 2

IP Diagnostics
Local host name: ise
Local IP Address: 10.10.10.70
FQDM host name:ise comp.r-demo.com

Domain Diagnostics:
Domain: corp.r-demo.com
- Subnet site: Default-First-Site-Name

7. #%—T "Save Configuration -



* Domain Name Isnrp.rl-uumu.mm |
* Identity Store Name E1 |

Local Node Status Mo Active Directory Configuration is Set

¥ Connection Settings

[¥] Enable Password Change
Enable Machine Authentication
[V] Enable Machine Access Restrictions

Aging Time (hours) |6 (Valid Range 1 to 8760)

Join | | Delete Configuration |

| Test Connection |

8. —T "Joiny » M AADERE ( EEE/Cisco123 ) , A%EZE—TOK,

Join Domain

x

* User Name: [administrator -

0. FEF TMARMERE, BRRYN MR- TREAE, ARSERREER

CONNECTED., MRitARFERERFE DR |, RIGIERRS BB BEBRADIRFBRE.




Identity Source Sequences Settings

Active Diractory = A1
ﬁ Groups I Join Domain X

Status: Join Operation Succeeded

¥ Server Connection

To configure Active Directory:
* First enter the required fiel _ 9% 1 Ihe identity Store Name 1o refe
pages, and click submit to to all nodes in the ISE deployr
« After the configuration has beer ruvenwenrersoave-wpelations must be performed on ¢
* Domain Name |corp.r-demo.com | | Test Connection |

* Identity Store Name [(AD1

Local Mode Status  Joined to Domain: corp.r-demo.com Connection Status: CONNE D

i # Active Directory#fl
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) BS , MASHELBIHNISE 1.0 B PIEZIMEEAER , FHEREF , RBERNERE.

EAREE S | E£EHDomain UsersH/sEmployeeff,

1. fRISEE ZEE> 5 EE>NHE0R.
2. & Active Directory > Groups B %,
3. #®—T+Add , A% & — T Select Groups From Directory.
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"~ Retrieve Groups.

Select Directory Groups

Domain: corp.r-demo.com

This dialog is used to select groups from the Directory. Click Retrieve Groups.. to rea|
Use * for wildcard search {i.e. admin®). Search filter applies to group name and not th

Filter: u Retrieve Grou

I~ Name

umber of Grou|

corp.-demo.comiUsersiDnsUpdateProxy
corp.ri-demo.comiUsers/Domain Admins
corp.-demo.comiUsersiDomain Computers
corp.i-demo.comiUsers/iDomain Controllers
corp.M-dermo.comiUsersiDomain Guests
corp.i-demo.comiUsersiDomain Users
corp.f-demo.comiUsers/iEmployee
corp.r-demo.comfUsersiEnterprise Admins

1 O OO0 O O8O

5. i Domain UsersFEmployeefB KV #E, 5T #&%E — T OK,
T DT T e T LU IS ETS LTI G UTTIPOTETS

cofp. -demb.comisersiDomain Controllers
corpr-democarmllsersDomain Guests
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corp.r-democomilsersiEmploges h

Corp r-demb.comiJsers/Enerpnse Adminsg

corp -dembcarmisers/Entgrpnse Raad-anky Domaan ContaoNers
corpr-democarmiliserslGroup Paolicy Crealor Owmers
corpori-democomitJeers/RAS and W8S Sarvers

corp.r-demo.comiUsers/Read-only Domain Conbrollers
corp.r-demp.cormltsersiSeherna Admins
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GLOBAL
LOCAL
GLOBEAL
LINIVERGAL -




'.':I.'_{:;I.:',' Identity Services Engine

£ Home  Monitor v Policy v SEEGTGINIEE TR

=

f:.': =ystem a'ﬂ Identity Management i Mebawork Resourcas

|28 Guest Management

ldentities Groups (" Exernal Identity Sources [dentity Source Sequences Settings

l Active Direclory = ADA

External ldentity Sources

$-

il

- Sl

=

| connection |EKCETTTH  atrioutes |

. Cedificate Authentication Profile ¥ W | p—

— '£|-||=' Mi—[ x Delete Group
u:'!‘.. m mm? .............. J

L LDAP b Mame

L | RADIUS Taoken

» f" corp.r-demo.cormilUsersiDomain Lisers
£ RSA SecurlD v H. T comp.t-demo.comiUsersiEmployee

1 5 45 R 7 5

FRRBRT | ISERERERAASEAEETEIORERT. MRIMIEAD , IR EEIEFIEF

LLBEISEARBRES B RFENAD,
mIEBU TSR

1. {EISEE i 5| BE> & 4 EE> 5 HHFRF5,

aifusn]n, 3 —
cisco Id by Senvices Engine

fy Home  Monltor v Policy v ST =gt g

(]

«%s Systern | 5% |dentity Managemd

- E = Logging
. Certificate Authentication Profile Operations |
<3 Active Directory Admmin Atcess

L]
%% System Si ldentity Management
Identities Groups [ Esternal Draploymnent Identities
—_— Licensing Groups
External ldentity Sources Cerificates

External Identity Sources

Seftings

CISCo
faa Home  Monior = Palicy » Adrminisiration =

;';* Bysbam I;_ﬂ- Idendity Manage menl i Metwork Resources |ﬂ| Gues! Managemen

dentibes Groups External identity Sources (il dentity Source Seguences Semings

Immm

H ad L™ Duplicats

x Draleta 7 Fider =

™ | Mame & | Dascription

[T Guest Poral_Sequence A built-in Idenbty Saquence for the Guest Portal Internal Ligers
T sponsor_Poral_Sequence A builkin Idenlty Seguenca o he Spansor Portal Inbarmal Lisers

Identity Staras




3. Wi A# & : AD_Internal. #FIEATRARMEE NEE, M. AR, BRIEFEEMIF , U
ERAD1BEFERE, ®—T "Submit, .

Identities Groups External Identity Sources (" Identity Source Sequences Seflings

I

lderdty Source Sequences List = New identty Source Sequence
T ldentity Source Sequence

* Mame |ﬁ|:l_lr1tumal ﬁ |

Descnplion

¥ Certificate Based Authentication

.

] Select Centificate Authentication Profile | -

¥ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
=] AD1

Intermal Lisers _J
2l
]
1

Internal Endpoints

AL LB

* Advanced Search List Settings

#

Select the action to be peforrmed it a selected identity store cannol be accessed for authentication
{(®) Do notaccess other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessErmror

() Treat as ifthe user was not found and proceed to the nexd store in the sequence

4. BAFF S HIBEFEH,

CISCO

= Home

~=System | Jglideraty Managerneni | [ Metwurk Resouwces | |28 Guest Managemeni

idenities Groups Extern:al Idantity Sources r'ﬂBI’lU[I'EUU"C-B Sequences Seftings

Ideaitity Source SequUences

r‘ Edil +Mi E:]lf‘l..llll.lll “f"llih '\:FFIHH -

T mame ‘ﬁ «  [Deserglion Ideritty Storas
I aD_intemal AL Internal Erdpoiats Inlermal Lsers

T Guest Podal_Saguence A builkin dentity Saguence for the Guest Portal Inlernal Lizers
T san sor_Porlal_Sequence A Builkin [dentity Seguence foe the Sponsor Forts] Inlernal Lisers




BESADHISEMR BB T A

A LAEISER E A RFFEAKKEEEE , LWEAADEEHEBIFSE,
AT TEER

1. {#ISEE i1 EAdministration > Guest Management > Settings.

sifisi]us N
cisco ldentity

£ Home Monitor +  Policy * | Administration =

:‘: System 1‘:1 Identity Managerment

Draplonyment dentities
Active Endpeints Licensing Groups
1 Cerificates External Identity Sources

Logging dentity SOUrRce Sequences

|||1||||1||||||||1: Dperations Setlings
Admin Access

System Summary Settings |44 Guest Management
Sponsor Group Policy
Narss B Network Resources Sponsor Groups

CPU Metwork Devices

Egmngi
B ise Metwork Device Groups ‘ ‘\

Extemal RADIUS Sarvars

I8

2. EBSponsor , A% % — T Authentication Source, A% , #ZEAD_InternalfE A S EFS

m Hfre Manilne w FPolirs w m

ehedystern | 5L (dentity Managernent i Metwork Resources | |8y Guest Management

Sponsor Group Palicy Spansar Groups II"-Slzvﬂlnns )

Setings * Sponsor Authentication Servers
v Lo General # - ;"‘
« [ Sponser "“' * ldantily Siore Sequence | Sponsar_Poral_Sequance rﬂ-
= Authenbcation Soune == - Klentity Soquance
= Poral Cusiomization i
¥ [ Language Templaie $- ==
» [ Gues

(ruest_Portel_Sequence
Spansor_Portal_Sequence

— Al berrl
1

3. #FRAD_Internal B 5 ERFS, #—T "Save. o



alfewnfus
CISCOD
& Home

Monitor = Folicy =

[dentity Semvices Engine

¥ "
«faGystern | B identity Manageme

Sponsor Group Policy

Settings

e [ General
Spansar
:= Authentication Sourc
= Portal Custormnization

v =

v [ Language Template
¥ Guest

Sponsor Groups

nt [ Network Resources | [& Guest Management

[ Seltings )

¥ Sponsor Authentication Servers

e

* |dentity Store Sequence |AD_Intemnal

x

Save

X

et

4. B Z|Administration > Guest

st us
CISCO

& Home

Monktor v Policy «

¥
=5 Svstem

Sponsor Group Policy Sponso

Settings
» [0 Generaf
w | oponsor
= Authentication Source
i= Portal Customization
» . Language Template
e | Gues|

I8 \dentity Managem

Management > Sponsor Group Policy.

- Administration

ole Susiem

Hetwrork Resources

Hetwork Devices Sattings
Metwiork Device GRoUups
Exernal RADIUS Servers

BAD IS Canar Caniianeas

Sponsor Groups I‘_’j

Z1 )dentity Management

Deployment [dentities

Licensing Groups

Cerificates External Identity Sources
Logging [dentity Source Sequences
Operations Seftings

Admin Access

Seftings |2t Guest Management

’'4

5. 58— @R

sfasallue
tifta

& Home

I8 wenlity Managemenl

o Sytem

(" Sponeor Group Palicy Sponsor Ceoups

R k7548 A H KB (R — T A flBYActions B 7).

[ Hetwork Resounces

[2

L Cusst Manapement

Setings

| i Tazk Mavgalor = ek

Slalus  Bue Hame Idenibty Groups Olher Condlions Spunsor Groups
| = | Manage All Accounts | sponsorul. < | Condlinais) p | men | spoassestaceo i Acong -
. Ins et Mew Policy Abmva
| B~ | Mg Oroup Accouns | spansorar.. o | Conatlicrds) 5 | tnen [ Bpansertmup. ———IHEETN—F:PEIEEEEI_{L-,
T I O I Ak
| ﬂ = | Marsoe Cwn e ounis | Sponsord.. <= | Cordilaore) ] this [ Splersie Group. epsicaly Al

Coplicale Below

Cslete

7|

6. HAMBBEAMRE  FEYUTAR  RAULE  SERESHE  EEEMEE : (F

Bisik) >
AD1




stlusn]ns
cisco ldentity Services Engine

@ Home  Monitor v Policy v EEENTLIITEIETGTR

s’s System | 5% Identity Management [ Network Resources | |84 Guest Management
( Sponsor Group Policy  Sponsor Groups  Seftings
Status Rule Mame Identity Groups Other Conditions
»  |Domain Users | [ Any db | ar Select Attribute
ﬂ Add All Conditions Below to Library
Condition Name Expression
Y SelectAtiibute || |
Dictionaries
C o) ||
q:h- = = o
= AD? {j
L Alrespace
=% CERTIFICATE >
AD1 : S\ER4H
q Status  Rule Mame / Identity Groups Other Conditions
: - |Dumain Users 1| Any ¢ | and | Select Atiribute
a Add All Condiions Below 10 Librany
Condition Name Expression
\ Select Attribute .
‘. AD1
( L)
P E = iy
B ExternalGroups
g ldentityAccessReStricted

AD1/ EZB#E>ZE 1> corp.rf-demo.com/Users/Domain{ i &



vinan]ue
CISCO

dentity S

& Homa

Monifor =

BV S :_l .
= Lt |

=l
WIcY »

Adrminisiration »

corp -gemo, comsersiEmploves

:'-_ﬂ Systam “:‘3.1 |danfity Management iﬂetw-:lrl-c Resoures |g| Guesl Managament
il SporEer Group Policy SPOnSar Groups Setlings
Slatus  Rule Name Identifty Groups Other Conditions Sponsor
~  [Damain Users | i | oy | 500 | Setectatrioue | ten | Sponsor o
E! Add All Conditions Below to Library SponsorAll
Condition Mame Expression
1 SEOnSOrGET
[AD1 EdemalGroups o | [Equals (-] || = &
corp.r-demo.comilUsersiDomain Us

E%*_ Fpﬂnﬁﬁlf@f

7. EEBAMEF

R

Identity Servces Er

TRE : ®REAL  REAFBIRS

=]

CIsCo

ﬁ Home Monitar = Palicy w Adminkstralaon v

«%=gystern % Idenlity Management [ Network Resources | [&) Guest Managamen
i Sponsor Group Policy Sponsar Eroups Selngs
Elatus Rule Mames |da ity Groups Cther Conditions Sponsar Groups *
B -~ [Domainusers | 11| | and | A1 ExemalGroups EQUALS » | en | Sponsar Group. =
B - wanspe AnAccounts | i | Spongarkl ]
; " Sponsor Groups
Bl - Manage GroupAccounts ] f | Spansartr p )
+  Wanage Ohwh AEEOUNES | f | Sponsort.. - . E = ri
(= ANA &1
o % CFOLERF IR
¥ SponsorGrouplhwnAccounts

8. B WE>HEHE>-HEAM,

sifisi]ne
CISCO

ﬁ Hnfrie

Identity Services |

Monltor w Policy »

=

Administration =

«ts gystarn | S5L Identity Managenmd T &1
{" Sponsor Group Policy Sponsof Dreployrment
r - Licensing

Slalus  Rule Mame Cefificates

~ [pomainusers | Logging
Operatons

- |Hanage Al Accounts ] Admmiin Access
Setlings e

b |Hanaga Group Accounl

) 1 B Network Resources

Bl ~ |Manage Own Accounts Notwork Devicos
Metwiork Device Groups
External RADIVS Servers
RADIUS Barver Sequences
S0A AR Servers

9. #E LA #mEE>SponsorAllAcco

unts.

Identity Managerment

Identities

Groups
Externa
Identity Source Sequent

Seflings

Guest Managememnt
Sponsor Group Policy

dentily sounces

B3

13

=1




atfusn ] =
cisco !dentity Services Engine

@& Home  Monitor v Policy v SRR RS

o’sSystern  J5% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy ( Sponsor Groups ~ Seftings

Edit <-Add M Delete <7 Fiter

r Sponsor Group Name 4  Description

W SponsorAllaccounts ‘ﬁ Default SponsorGroup
" SponsorGroupGrpAccounts

Default SponsorGroup
10. i##EAuthorization LevelsX R EULTRAR : RIFFHEZE 2
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-:;f';v Systemn Iﬂ- Identity Management i Metwork Resources [i_';‘ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P ——— e ——
Sponsor Group List > SponscralAccounts

| General B Authonzation Levels ® Guest Roles Time Profies |

Allow Login | Yes |v
Create Accounts | Yes [*)
Create Bulk Accounts | Yes B
Create Random Accounts | Yes [
Import CSV | Yes 2
Send Email | Yes L)
Send SMS | No d
View Guest Password | Yes L
Allow Printing Guest Details | Yes | =
View/Edit Accounts | All Accounts L=
SuspendReinstate Accounts | All Accounts [*]
* Account Star Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account [ | Days (ValidRange 1to 999999999)
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Podswi t ch(confi g) #nonitor session 1 source vlianl0 , 11 , 12
Podswi t ch(confi g) #nonitor session 1 destination interface FaO/8
ISE virtual probe interface.
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1. #£Mac Lt , BF|WLAN settings. BAAWIFI , ARBZFIWEREE L —BRBPEILVEA
@ s 67xess & Thu 10:47
rt: On

irPort Off

Turn

.,})

vblizzard
3ss
alpha
alpha_phone
Branch
Branch-PSK
BranchVoice
Demo2-Rogue
Demo5-Rogue
Employee
FlexDemo
guest-test
guestnet
J_test
Lab -
mi-demo-1x -
mi-rf-mgt -

open
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PodX =
rf-COA =
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secure-ipve -

Join Other Network...
Create Network...

Open Network Preferences...
802.1XHIPOD SSID, |l ——

2. RMUTEERNEN . FAESRT : aduser ( MREHAD ). ET (R —BI ). &3
(NS — ATE ) BHF - XXXX802.1X : EFTLSHE : &




w, The network “pod1x” requires a password.
)

o~
User Name: aduser ‘ﬁ

Password: essssssse * J
802.1X: | Automatic 3
TLS Certificate: | None o] | v

M Remember this network

{ Cancel :} (—ﬂ{—k)

, BRI BT RE ML ER, AL |, ISERTRIM T A5 B AMEH
Aut hentication failed :12514 EAP-TLS failed SSL/ TLS handshake because of
an unknown CA in the client certificates chain

3. B E|System Preference > Network > Airport > 802.1X5% E Y i #THIPOD SSID/WPARL B =R
SMRERES  TLS : EEHAPEAP : ERATTLS : EEMAEAP-FAST : E£H

[lid:2




T AirPort

! AirPort  TCP/IP ~ DNS = WINS ~802a% Proxies Ethernet '

TUser Profiles
# WPA: alpha # User Mame: aduser
™ WPA: podlx
™ WPA: blizzard

Password: esesessssssssess
| Always prompt for password

Authentication: | Enable Protocol

PEAP - Enabled o T '
Everything else = DISABLED w

1 TTLS i
[ EAP-FAST v
Configure...
( Configure Trust... )
Wireless Network: podlx -
== Security Type: = WPA2 Enterprise bl
@ (Cancel ) ( OK )

4. B — T OKBBIREY RFFREERE,
5.7 "Network ( #83% ) - EH L , BEEERNSSID + 802.1X WPAEBEER , AEE—T
Connect.



Location: | Automatic 3

. AirPort . |
s o (ramAstonoi )

AlrPort has the self-assigned IP address
& USB Modem Q = 169.254.187.68 and will not be able to
Mot Connected connect to the Internet.

@ LUSE Ethernet
Mot Connected

&P
& VPN (IPSec) a ™ Ask to join new networks

Mot Connected Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1%: | WPA: podix ‘ “

Network Name: | pod1x

[ EShmMrPnrtmms in menu bar @
- + - - - #' - -
[In Click the lock to prevent further changes. ( Assistme... ) { Revert | { Apply |

6. RF SR R AFAEBZRANERE, MAADFERAENMZEB(aduser/XXXX) , REZ—T
OK.,



Authenticating to network "pod1x”

%

Please enter your name:
‘ ‘aduser

Please enter your password:

( Cancel ) @

Location: | Automatic b

- AirPort :
St Connected (Tum Aor

AirPort is connected to podlx and has the IP

USB Modem = ﬂ address 10.10.10.101.
n Mot Connected %

@ USB Ethemet ooy Network Name: | pod1x 2

Mot Connecbed

o VPN (IPSec) & i Ask to join new networks

~ Not Connected Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining 2 new network.

802.1x: WPA podi

PP | ™ Show AirPort status in menu bar @

™

]‘1 Click the lock to prevent further changes. ( Assistme... ) { Revert | [ Apply |
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i Securty-enabled wireless network (WPAZ)
J_test

{'ithﬂ:l

2. BAEWIFIST R ER B 1



File Edit View Favorites Tools Advanced Help
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LAN or High-Speed Internet

Wifil-Intel
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R CORIntel(R) Wireless WiFi Linkedis
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Wizard Status
izar
Create Shortcut
New Connection Wizard Dejete
Rename

Local Area Connection 1394 Connection
Metwork cable unplugged Connected

[ _m_ Intel(R) 52566MM Gigabit Net, .. . i 1394 Net Adapter

pork Setup Wizard
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pod 1 % properties

4. E_-FEAPE'H:-O
5 REUTAR  REAKRFESE . CEASOBELE | R2HIB(EAP-MSCHAP
v2)



7xi

When connecting:

I~ validate server certificate |
*l_ SR A ] EAP MSCHAPYZ Properties x|
When connecting:

Trusted Root Cer

Automatically use my Windows logon name and
[ ca r password [and domain if any).

] ca.demo.loc:
[] Certiposte C

D Certiposte S oK Cancel |
[0 Certisign - A I_I

] Certisign - Autoridade Certificadora - AC4

] Certisign Autaridade Certificadora AC15 - 'E]
«| [ »
I~ Do not prompt user to authorize new servers or trusted

certification authorities,

Select Authentication Method: ‘

|Secured password (EAP-MSCHAP v2)

[¥ Enable Fast Reconnect
[~ Enable Quarantine checks
| Disconnect if server does not present cryptobinding TLY

QK Cancel

6. EFTERE P — TOKELE A LB B £ 75
7. Windows XPEFinie " AEAE B BNERT. EAHF , ©Raduser/XXXX,
8. TERR AR E AR PR L (v4)o

#3 - Microsoft Windows 7 {5 5 (0BT
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1. EERABMLE | BEIWLANRE, ROAWIFIMEREE E —ERE 2T HRA802.1XHY

Currently connected to: fy =
secure-ipvb
No Internet access
Wireless Network Connection A
secure-ipvb Connected ﬂﬂ

| Branch-PSK

podlx
|¥' Connect automatically
| FlexDemo
alpha_phone
POD SSID, s
2. FhifEWireless Managerif fREE #THIPODEZE EE R,

. RENTAR : BMOMEL L | PEAPRERNEBE..... - EREABREAREZRE (SRRE
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icrosoft: Frowcted €48 FEAF) v

[ Reemember my credentals for this connection each
time I logged on
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