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REREGE AR

REFRRBIEF AT ARG A RRE TR,

BiiRE : £/ debug T2 Hl , FEE 2B EE Debug ETHEEEH.
ST LAGE R BT 6 T B AT PR B BR

. show wlan wlan_id — B REFEWLANWWebEF E @ WeEMARRE, AT &4 :

WLAN Identifier.. ... ... . . . . . i 1
Profile Name......... ... .. . . i Admi n
Network Name (SSID)........ ... ... Admi n
Web Based Authentication......................... Di sabl ed
Web- Passthrough. . ... .. .. Di sabl ed
Conditional Wb Redirect......................... Di sabl ed
Spl ash-Page Wb Redirect......... ... .. ... ... ..... Enabl ed

- debug dot1x events enable — B FA802.1x &R HEMFAR. UT2EH

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Sending EAP Request from AAA to
mobile 00:40:96:ac:dd:05 (EAP Id 16)

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received EAPOL EAPPKT from
mobile 00:40:96:ac:dd:05

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received EAP Response from
mobile 00:40:96:ac:dd:05 (EAP Id 16, EAP Type 43)

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Processing Access-Challenge for
mobile 00:40:96:ac:dd:05

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd: 05 Setting re-auth tinmeout to 1800
seconds, got from W.AN config.

Fri Feb 29 10:27:16 2008: 00:40: 96: ac: dd: 05 Stati on 00:40: 96: ac: dd: 05
setting dotlx reauth tineout = 1800

Fri Feb 29 10:27:16 2008: 00:40: 96: ac: dd: 05 Creating a new PMK Cache Entry
for station 00:40:96: ac:dd: 05 (RSN 2)
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Fri

Fri
Fri

Fri

Fri

Fri
Fri

Fri

Fri

Feb 29 10:27:16 2008: 00: 40: 96: ac: dd: 05 Addi ng BSSI D 00: 1c: 58: 05: e9: cf
to PMKID cache for station 00:40:96: ac: dd: 05

Feb 29 10:27:16 2008: New PMKID: (16)

Feb 29 10:27:16 2008: [0000] 79 ee 88 78 9c 71 41 fO 10 7d 31 ca
fb fa 8e 3c

Feb 29 10:27:16 2008: 00: 40: 96: ac:dd: 05 Disabling re-auth since PW
lifetine can take care of sane.

Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Sending EAP-Success to mobile
00:40:96:ac:dd:05 (EAP Id 17)

Feb 29 10:27:16 2008: Including PMKID in ML (16)

Feb 29 10:27:16 2008: [0000] 79 ee 88 78 9c 71 41 f0 10 7d 31 ca
fb fa 8e 3c

Feb 29 10:27:16 2008: 00: 40: 96: ac: dd: 05 Sendi ng EAPOL- Key Message to
nmobi | e 00: 40: 96: ac: dd: 05

state I NITPMK (nessage 1), replay counter 00.00.00.00.00.00.00.00

Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received Auth Success while
in Authenticating state for mobile 00:40:96:ac:dd:05

- debug aaa events enable — B AT HaaaS TR BE. AT 2EH

Thu

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Thu

Thu

Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Successful transmission of
Authentication Packet (id 103) to 10.77.244.196:1812, proxy state
00:40:96:ac:dd:05-00:00
Feb 28 07:55:18 2008: ****Enter processlncom ngMessages: response code=11
Feb 28 07:55:18 2008: ****Enter processRadi usResponse: response code=11
Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Access-Challenge received from
RADIUS server 10.77.244.196 for mobile 00:40:96:ac:dd:05 receivelId = 3
Feb 28 07:55:18 2008: 00: 40: 96: ac: dd: 05 Successful transmi ssion of
Aut henti cation Packet (id 104) to 10.77.244.196: 1812, proxy state
00: 40: 96: ac: dd: 05- 00: 00
Feb 28 07:55:18 2008: ****Enter processlncom ngMessages: response code=2
Feb 28 07:55:18 2008: ****Enter processRadi usResponse: response code=2
Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Access-Accept received from
RADIUS server 10.77.244.196 for mobile 00:40:96:ac:dd:05 receivelId = 3
Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 AAA Override Url-Redirect
'http://10.77.244.196/Admin-login.html' set
Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Applying new AAA override for
station 00:40:96:ac:d4d4:05
Feb 28 07:55:18 2008: 00: 40: 96: ac: dd: 05 Override values for station
00: 40: 96: ac: dd: 05
source: 4, valid bits: 0x0
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTi neout:
dat aAvgC. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1

vl anl f Nane: , acl Nanme:
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