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Subnet Mask used in this example 255.255.255.224
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. debug dot1x events enable — BiAFT B dotIxBHWFAR. UTRERRI EHBRIBHASE
HRG X ARZERS , KAENELTEREE 1T,

(Cisco Controller)>debug dotlx events enable

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP - Request/ldentity
to nobile 00:40:96: af: 3e: 93 (EAP 1d 1)

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Received EAPOL START from
mobile 00:40:96:af:3e:93

Wed Feb 20 14:19:57 2007: 00:40:96: af : 3e: 93 Sending EAP-Request/Identity
to mobile 00:40:96:af:3e:93 (EAP Id 2)

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response packet with
m smatching id (currentid=2, eapid=1) from nobile 00:40: 96: af : 3e: 93

Wed Feb 20 14:19:57 2007: 00:40:96: af: 3e: 93 Received Identity Response
(count=2) from mobile 00:40:96:af:3e:93

Wed Feb 20 14:19:57 2007: 00:40:96: af : 3e: 93 Processing Access-Challenge
for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20: 00 2007: 00:40:96: af: 3e: 93 Received EAP Response from
mobile 00:40:96:af:3e:93 (EAP Id 19, EAP Type 43)

Wed Feb 20 14:20: 00 2007: 00:40:96: af: 3e: 93 Processing Access-Challenge

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:00 2007: 00:40:96: af: 3e: 93 Sending EAP Request from AAA
to mobile 00:40:96:af:3e:93 (EAP Id 20)

Wed Feb 20 14:20:01 2007: 00:40:96: af: 3e: 93 Received EAP Response from
mobile 00:40:96:af:3e:93 (EAP Id 20, EAP Type 43)

Wed Feb 20 14:20:29 2007: Creating dotlx interface with key 00:0b:85:91:¢c3:¢c0 -0
Wed Feb 20 14:20:29 2007: Resetting the group key tinmer for 3689 seconds on
AP 00: Ob: 85:91: ¢3: c0

Wed Feb 20 14:20:29 2007: Creating dotlx interface with key 00:0b:85:91:¢3:c0 -1
Wed Feb 20 14:20:29 2007: Resetting the group key tinmer for 3696 seconds on
AP 00: Ob: 85:91: ¢3: c0

Wed Feb 20 14:20:30 2007: 00:40: 96: af : 3e: 93 Recei ved EAPOL START from
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/Identity to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP 1d 22)

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Received |ldentity Response (count=3)
from nobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:30 2007: 00:40:96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 WARNI NG updat ed EAP-Identifer 22 ===>
19 for STA 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP 1d 19)

Wed Feb 20 14:20:30 2007: 00:40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 19, EAP Type 3)

Wed Feb 20 14:20:30 2007: 00:40:96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP 1d 20)

Wed Feb 20 14:20:30 2007: 00:40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 20, EAP Type 43)

Wed Feb 20 14:20:30 2007: 00:40:96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP 1d 21)

Wed Feb 20 14:20:31 2007: 00:40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21, EAP Type 43)

Wed Feb 20 14:20:31 2007: 00:40:96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to



nmobi | e 00: 40: 96: af : 3e: 93

Feb 20 14:20:31 2007:
ile 00:40:96: af : 3e: 93

(EAP Id 22)

00: 40: 96: af : 3e:

(EAP Id 22, EAP

93 Recei ved EAP Response from
Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 23)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 23, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 24)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 24, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 25)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 25, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 26)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 26, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 27)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 27, EAP Type 43)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Rej ect for
nmobi | e00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP-Failure to

mobi | e 00: 4096: af : 3e: 93 (EAP I d 27)

Wed Feb 20 14:20:31 2007: 00: 40:96: af : 3e:93 Setting quiet timer for 5 seconds
for nobile 00:40:96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/ldentity to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 1)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/Ildentity to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 1)

Wed Feb 20 14:20:31 2007: 00: 40:96: af : 3e: 93 Recei ved EAPOL START from

nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/ldentity to
mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 2)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Received ldentity Response (count=2)

from nobil e 00:40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for

nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e: 93 WARNI NG updat ed EAP-Identifer 2 ===>
20 for STA 00:40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to

nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 20)

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 20, EAP
Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e:
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e:
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21)

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e:
mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21, EAP
Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e:

Type 3)
93 Processing Access-Chal |l enge for

93 Sendi ng EAP Request from AAA to
93 Recei ved EAP Response from

Type 43)
93 Processing Access-Chal |l enge for



nmobi | e 00: 40: 96: af : 3e: 93
Wed Feb 20 14:20:32 2007:
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 22)
Wed Feb 20 14:20:32 2007:
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 22, EAP
Wed Feb 20 14:20:32 2007:
nmobi | e 00: 40: 96: af : 3e: 93
Wed Feb 20 14:20:32 2007:
24 for STA 00: 40: 96: af : 3e: 93
Wed Feb 20 14:20:32 2007:
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 24)
Wed Feb 20 14:20:32 2007:
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 24, EAP
Wed Feb 20 14:20:32 2007:
for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96: af: 3e

to mobile 00:40:96:af:3e:93 (EAP Id 25)
Wed Feb 20 14:20: 32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20: 32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20: 32 2007:
tation 00:40:96:af:3e:93
Wed Feb 20 14:20: 32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20: 32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20: 32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20: 32 2007:
Authenticating state for

(EAP Id 25, EAP
00: 40: 96: af :

00: 40: 96: af :
(RSN 0)

00: 40: 96: af :
(EAP Id 25)
00: 40: 96: af :

00: 40: 96: af

00: 40: 96: af

00: 40: 96: af : 3e

00: 40: 96: af : 3e

00: 40: 96: af : 3e

00: 40: 96: af : 3e

00: 40: 96: af : 3e

00: 40: 96: af : 3e

00: 40: 96: af : 3e

00: 40: 96: af : 3e

3e:

3e:

3e:

3e:

. 3e:

. 3e:
mobile 00:40:96:

93 Sendi ng EAP Request from AAA to

93 Recei ved EAP Response from
Type 43)
93 Processing Access-Chal |l enge for

93 WARNI NG updated EAP-ldentifer 22 ===>
93 Sendi ng EAP Request from AAA to

93 Recei ved EAP Response from
Type 43)
93 Processing Access-Challenge

93 Sending EAP Request from AAA

93 Received EAP Response from
Type 43)
93 Processing Access-Accept for

93 Creating a new PMK Cache Entry for

93 Sending EAP-Success to

93 Sending default RC4 key to

93 Sending Key-Mapping RC4 key to

93 Received Auth Success while in
af:3e:93

- debug dot1x packet enable — B{F802.1x& ¥ H EHFAH.
. debug aaa events enable — A FT BaaaE AR H,

HEE

- WPA2 - Wi-FifR #5542

. fF A EARLANIZ 688 F1 A EFRADIUS Al BREFIEAP-FAST B 1 B S8 il I 7R 6l
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http://www.wi-fi.org/knowledge_center/wpa2/?referring_site=bodynav
//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a00808e5d6b.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a0080665d18.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801c40b6.shtml?referring_site=bodynav
//www.cisco.com/web/psa/products/index.html?c=278875243&referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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