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switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan X
switchport trunk allowed vlan X
switchport mode trunk

end
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(Cisco Controller)
(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

Would you like to terminate autoinstall? [yes]:
AUTO-INSTALL: starting now...

rc =0

AUTO-INSTALL:no interfaces registered.

AUTO-INSTALL: process terminated - no configuration loaded

System Name [Cisco_b2:19:c4] (31 characters max) :WLC

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (3 to 24 characters): ******%*
Re-enter Administrative Password : kkkkkkk

Enable Link Aggregation (LAG) [yes][NO]: no

Management Interface IP Address: 10.48.39.212



Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.48.39.5
Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [l to 4]: 1

Management Interface DHCP Server IP Address: 10.48.39.5

Virtual Gateway IP Address: 192.0.2.1

Multicast IP Address: 239.1.1.1

Mobility/RF Group Name: Nico

Network Name (SSID): none

Configure DHCP Bridging Mode [yes][NO]: no

Allow Static IP Addresses [YES][nol: yes

Configure a RADIUS Server now? [YES][no]l: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]: BE
Enable 802.11b Network [YES][no]: yes

Enable 802.1la Network [YES][no]: yes

[

[

Enable 802.11g Network [YES][no]: yes

Enable Auto-RF [YES] [no]: yes

Configure a NTP server now? [YES][nol: yes

Enter the NTP server's IP address: 10.48.39.33

Enter a polling interval between 3600 and 604800 secs: 3600

Configuration correct? If yes, system will save it and reset. [yes][NO]:

Configuration saved!
Resetting system with new configuration...

Configuration saved!
Resetting system

B ULRERE AR, CTERRETRHRE,

(Cisco Controller) >show sysinfo

Manufacturer's Name. . ... ..o uii ittt ttmeeeeeennnnnn Cisco Systems Inc.
Product Name. . . .o v ittt ittt e e e ettt ae e e e eeeaenn Cisco Controller
ProdUCE VerSIOm. v v vt ittt ettt ettt ettt ettt ee e 7.4.121.0
Bootloader VerSion. . ...t e e eeeneeeneeennn 1.0.20

Field Recovery Image VersSion..........eeeeeennnn. 7.6.101.1
Flrmware VerSiomm. « v v vttt ettt ettt et eeeneeenn PIC 16.0

=10 B 0 e L Y Y= DATA + WPS

SysStem Name. . .o vt ittt et e e e e e e et e et e e e WLC

System LoCatIoN. v v vttt ittt ettt et e e e e

System Contact. ... ..ttt ettt

System ObJeCtID. . vttt ettt et et e e e e 1.3.6.1.4.1.9.1.1279
B Ve o Bl = 10.48.39.212

Last Reset. ... .. i i et i e Software reset

yes



System Up Time. . ..ttt et e et ettt e et et eeeeeean 0 days 0 hrs 14 mins 58 secs
System Timezone LOCAtion. .........uuiiiennennnn

System Stats Realtime Interval................... 5

System Stats Normal Interval.................0.... 180

--More-- or (g)uit

Configured COUNELY . v i ittt ittt ettt ettt et e eeeeenn BE - Belgium
Operating Environment. ........eeeeeeneeeeeennnn. Commercial (0 to 40 C)
Internal Temp Alarm LimitS..........couiineenenn... 0 to 65 C
Internal TemperatUre. .. ... vii ittt ie e eeennn +31 C

External TemperatuUre. ... ...t ieeeeeeennneeenn +35 C

Fan StatusS. ..o iii ittt et e e e e e e e e e e e e 4300 rpm

State of 802.11b Network........... ..., Enabled

State of 802.1la Network........... ... Enabled

Number Of WLANS. ...ttt ittt ettt ettt eeeeeaeenn 1

Number of Active Clients............ ... 0

Memory CUurrent USage. .. .. vu et enenenennenenenn. Unknown

Memory AVEerage USaTE . « v v v vttt eneneneenenennnn Unknown

CPU CUrrent USaAge. v v v v vttt ittt ettt tteeeeeeennn Unknown

CPU AVEXaATE USAUE . v v v et vt e et e eeeeeeeeeeeeeeeeenn Unknown
Burned-in MAC AdAreSS. .. c vttt eneenenenennens 84:78:AC:B2:19:C0
Maximum number of APs supported.................. 75

RFATREREE

Cisco 2500 R FI BIRIRFIRM AR R EMA TR, MRRETETMFAR , APEEMARGR. B
#1ECisco 2500 R FIEiRIZHIR LR RBEENF AR , MEERERERERHIBRESHEM, Cisco
2500 R P EIRIEFIZRM BT AR , BB AR60K (BI8BIRX ) . FHMEFFIRERAELF TR

o

STH MO AT B A LUBIBCLIRGUIR #1418 £, AIMUEBCLINGUIREZ ENK TR, HEM
BERT , BLAARRTTRERNTFTPARE.

(Cisco Controller) >license install ?
<url> tftp://<server ip>/<path>/<filename>

(Cisco Controller)

MONITOR WLANS CONTROLLER W]IRELESS SECURITY MAMNAGEMENT COMMANDS HELFP FEEDBACK

License Commands

Actwon

Install license from a file

File name to install [HRp-wr]
(e-g thp://172.32.45. 22/ cnmy standard. bic
Install License i

03 2500 WLCEF ] &4

show license allff TSR E R ENF AR,

R MR SEERDTLSIIAL.



(Cisco Controller) >show license all

License Store: Primary License Storage
StoreIndex: 2 Feature: base-ap-count Version: 1.0
License Type: Permanent

License State: Active, In Use

License Count: 50/50/0

License Priority: Medium

StoreIndex: 3 Feature: data encryption Version: 1.0
License Type: Permanent

License State: Active, In Use

License Count: Non-Counted

License Priority: Medium

License Store: Evaluation License Storage
StoreIndex: 0 Feature: base Version: 1.0

License Type: Evaluation

License State: Active, Not in Use, EULA accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days

License Count: Non-Counted

License Priority: Low

StoreIndex: 1 Feature: base-ap-count Version: 1.0
License Type: Evaluation

License State: Inactive

Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days

License Count: 50/0/0

License Priority: None

(Cisco Controller) >

fECisco 2500 R %l HIgR A RYADTLS

EEAPLRADTLS , 4 BI—RE—HAP LRRADTLS , FREAREREINPRETERMBHFTE.
DTLS ( BN ) AIESEAP L Advanced BB HIAPFEE A

BIEAP , B3 Advanced HE , ARAEME Data Encryption BREXF R,

General  Credentials = Interfaces | High Availability = Inventory  Advanced

ARegulatory Domasns B02.11bg:-A B802.11a:-A
Country Code US (United States)
Cisco Drscovery Protocol
AP Group Mame default-group
tatistics Timer 180
€ Data Encryption ——
Current Data Encryption Status Plan Teod

Rogue Detection [v]
Telnet [+
SSH

]

TCP Adjust M55

0425008 EFLINE

(Cisco Controller) >config ap link-encryption enable ?




<Cisco AP> Enter the name of the Cisco AP. all Apply the configuration for
all capable Cisco AP

(Cisco Controller) >config ap link-encryption enable J-3502E

(Cisco Controller) >show ap link-encryption all

Encryption Dnstream Upstream Last

AP Name State Count Count Update

J-3502E En 102 747 22:12
J-1262 Dis 0 0 22:12
J-1040 Dis 0 0 22:13
J-1140 Dis 0 0 22:10

(Cisco Controller) >show dtls connections

AP Name Local Port Peer IP Peer Port Ciphersuite

J-3502E Capwap_Ctrl 10.10.10.116 41066 TLS_RSA_WITH_AES_128_CBC_SHA
J-3502E Capwap_Data 10.10.10.116 41066 TLS_RSA _WITH_AES_128_CBC_SHA
J-1262 Capwap_Ctrl 10.10.10.120 45543 TLS_RSA_WITH_AES_128_CBC_SHA
J-1040 Capwap_Ctrl 10.10.10.122 65274 TLS_RSA_WITH_AES_128_CBC_SHA
J-1140 Capwap_Ctrl 10.10.10.123 4825 TLS_RSA_WITH_AES_128_CBC_SHA

(Cisco Controller) >

B E P13 5738 Cisco 2500% Bl 4R 15 41 8§

PIRE R AR EE Cisco 2500 R FIEMFIEFIEEN EEHE, FHMATAWCSENCS, TRIEEHK
EETE (fINEREEERNERVENERE. EERK E’Jiﬁ’\ﬁ‘*ﬁ&ZIK(Prlme
Infrastructure(P1)/NCS/WCS)MIWLCEBRA BEBRZNEHR, FSRERNBHERMEER |, L
EPIFIWLCHhRASRET | BT ENHEBMRA, PIEASNMPREEEFIRFEE, BEARNETFiRE
B, Cisco 2500% %Il #& jv??"“%ﬂ%ﬁ BEEEIEHEEESNMP,

AR TTE -

1. EAURLZE A EIPI WebsTH :

https://<prime-ip-address>

2. SNMPv27£Cisco 2500 R 5 E|iR i Hlgs LB E, EBEBEFIZ/Web M HEESNMPV2 |, F5EE
Management > SNMP > Communities. CISCO 2500%5'] R HIBR AR EAR B AH/E

M&E E*ﬂ:ﬁgﬁ{ﬁo MBFHEHIRBEIEETE R, ABHERR  EHERE,
Community Name IP Address IP Mask Access Mode Status
0.0.0.0 Read-Only Enable »]
).C C Bead-Write Ernable n

3. ZPINES | ZERE-ZRBIERL, RIBEHHIZEAID device, EREURARPIFERR
HIFEEEEANCSEHWCS,

4. 8y ACisco 2500 R 5| EAR I HIBs EEN E R IPHE LI B & B ERSNMPS| 8, 3=—T "TOK.
(FEE ) -



Add Device X

* Indicates required fields

» General Parameters *

DNS Name

v SNMP Parameters

Version | v2c -

* Retries | 2 |

* Timeout | 10 (secs)

* Community Fuoou (]

* Confirm Community |esseses

v Telnet/SSH Parameters
Protocol | Telnet v

* Timeout | 60 (secs)

Username

Password

Confirm Password

B | conce
06_2500 WLCE #3551 &t

E IR RS | Cisco 2500 K5I EAR L HI2R O EfEmiE , W AHPIFE.
B RE#4Cisco 2500 R 5 EMARIEHIZZ M B IPIRH EETRE K FEARKETLFEPLREARSE
KIEZNERE, HRHSNMPRETRERER "REEL K&,

Cisco 2500 R JMiRLFIR BRI =R

Cisco 2500 R I BRI HI B R H KBS MWK —BRART R, HARHERH2E10/100/10005E 4k
B BHTARIMBIRARTE. EBTELTEANERERRR/TNMER, WEXHRE
EHI2RE SR NEERIBAR S H .

Cisco 2500 R S BRI FIR T E S B LITHMIB, E7AREHRAES , £RALAGEN
etherchannel , W SEEREBER S —EER. HE , ZALAGEEE—ERKE , HP , AIUESR
RYEE FREEEMEENE , b BERRE T RSBV IERERRE RO )R,

Cisco 2500 R J MRIEFIR B X ELEAPEES (ARAPERTE )  RTEAEENEREN
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<CISC02504> >show interface summary

Interface Name Port Vlan Id IP Address Type Ap Mgr Guest

apmgr2 2 10 10.10.10.12 Dynamic Yes No
apmgr3 3 10 10.10.10.13 Dynamic Yes No
apmgr4 4 10 10.10.10.14 Dynamic Yes No
management 1 10 10.10.10.10 Static Yes No
virtual N/A N/A 192.0.2.1 Static No No

<CISC02504> >

AR AXEER-VLANFWAREERELEENTE , ¥ ASRBEIZREEERID CSCux75436Hi 5
Eif, AEEEEELEFEAPEESE  THEEL RSP IE, REYNNTETRE
APEESIW HE S —EEMAR —EVLANF | BlZB4REEE,

- BT

cigece Q /j

[t o

—2 88 |

07_2500 WLCHIEI#k i)z 1

FEitEmd  EENEMAPEEREREE1, TREENEAERN FEPHE IR (2, 37
4) LBV T BSA=ZEEREANEERS,

MAZFIRNAPR S SI9EH , RibiRHR NS EEHAS0EAPHEH. ErERENHNESERE
A FF13EAPII A 2 HI2]

WA LS EAPEERENREENE RN FRAS, BREEERAT , BERREEMTHER
APEES  YHEREENHEFENFRTNTEAYERLEY S —EAPEERNHE, ARFH
FIEZEAPEERLANRNE—EFHEH,

<CISC02504> >show interface summary

Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
apmgr2 2 11 10.10.11.12 Dynamic Yes No

apmgr3 3 11 10.10.11.13 Dynamic Yes No

apmgr4 4 11 10.10.11.14 Dynamic Yes No

management 1 10 10.10.10.10 Static No No

virtual N/A N/A 192.0.2.1 Static No No

<CISC02504> >


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux75436
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux75436

clzce

bl % ;%?yn

| “'1:" 5 _!'-Js_ﬂ._l.

= Z (1] o ]
08 2500 WLCEi#E /52

AEFNEET  EENAPEERTZRG, FERYP , IUEEEERNEARN FRFELS
BAPEER: , WiEHHMEITEMNYWEER,

AE : ALDHCPRIRZREZEMADHCPREMNER TFEER (HREBREFR ) .

HRIBIBA B T HIRE T Cisco 2500 R 5 BRI IR L EH —LHE,
=11

Tfﬁ&EEETmﬁﬁ)\-tAPMiE%%E’J““E Mo, 2#I85 LERE T RMMEWLAN, WLAN 1FIWLAN
2HREIEE N,

AV Cisco 2500 R FIl AR 122 H 3 E 4R B Catalyst 356033 #it, #2185 LAY GigabitZ A MRS
ERRIEER B XA L GigabitZ AR IELRIE1/0/1,

@ 8

CAP350x Wireless Client

Gig 1/0/
Port1
— )

WLC 2504 Catalyst 3560 ﬁ
LAP1262

Wireless Client

09 2500 WLCH #1481



CISCO 2500 Serees WIRELESS CONTROLLER

ciice

0

Qﬂ%mm

£ RS

Management
Dynamic AP Mgr
WLAN1

WLAN2

10_2500 WLCE#RH#E EZ#R

Switch#sh run int gig 1/0/1
Building configuration...

Current configuration
1

: 123 bytes

interface GigabitEthernetl/0/1
switchport trunk encapsulation dotlg
switchport mode trunk

spanning-tree portfast

end

Switch#

Cisco 2500% %I/ #&

HRIEGIR ENEENEREMEAR , Y EMATBRAPE




Interfaces > Edit

General Information

Interface Name management

MAC Address 00:22:bd:d9:52:80
Configuration

Quarantine ]

Quarantine Vian Id [:

NAT Address

Enable NAT Address ]

Interface Address

VLAN Identifier 10 |

IP Address 10.10.10.10 |
Netmask 255.255.255.0 |
Gateway 10.10.10.1 |

Physical Information

Port Number 1__]
Backup Port D

Active Port 1
Management

DHCP Information

Primary DHCP Server 10.10.10.10 ]
Secondary DHCP Server [ﬂ.ﬂ;ﬂ;ﬂ ]

11_2500 WLCEREBIEES E]

i & T M{EWLAN, WLANTFIWLAN2E MBI Z BN ENREEF i,

<CISC02504> >show wlan summ

NUMbEY Of WLANS . & v v vt ettt et e e et e e ettt e et eeaenn 2



WLAN ID WLAN Profile Name / SSID Status Interface Name

1 WLAN1 / WLAN1l Enabled management
2 WLAN2 / WLAN2 Enabled management

<CISC02504> >

B FADHCPHE /Y A ZBDHCP{RI AR 2%

24088 FBLE T DHCP{A MRS TestVIan10 , I B tkE A BAPHIZE F iR iIB MRS, #H&IsF LM
DHCP{a) iR 25 & & 1R ff 25,

<CISC02504> >show dhcp summary
Scope Name Enabled Address Range

TestVlanl0 Yes 10.10.10.100 -> 10.10.10.200

<CISC02504> >show dhcp detailed TestVlanlO
Scope: TestVlanlO

Enabled. ... ... e Yes

Lease TiMme. . v vt vttt ettt e et e e eeae 36400 <10 hours 6 minutes 40 seconds>
PoOl Start ... ... e 10.10.10.100

=2 Yo N A o T 10.10.10.200

Network. . oot e e e 10.10.10.0

Netmask. . ..ottt e 255.255.255.0

Default ROULETrS. ...ttt eiieeeen 10.10.10.10 0.0.0.0 0.0.0.0

DNS DOMaAim. v v v ittt ittt et ettt e eeeeeae

D PR 0.0.0.0 0.0.0.0 0.0 0

Netbios Name ServersS.........eeeeeenneenn. 0.0.0.0 0.0.0.0 0.0 0

<CISC02504> >

IE R HECisco 2500 5| E AR 12 HIBRRIGUIHHE RN DHCPEL & :



DHCP Scope > Edit

Scope Name Testvianl0
Poaol Start Address 10.10.10.100
Fool End Address 10.10.10.200
Network 10.10.10.0
Netmask 255.255.255.0
Lease Time (seconds) 36400
Default Routers 10.10.10.10 0.0.0.0 0.0.0.0
DNS Domann Name
DNS Servers 0.0.0.0 0.0.0.0 0.0.0.0
Netbios Name Servers 0.0.0.0 0.0.0.0 0.0.0.0
Status Enabled w

12_2500 WL.C DHCPEF 13

FRECiscoit 422 A2 ADHCPRE,

DHCP Parameters

Enable DHCP Proxy
DHCP Option 82 Remote 1d field format AP-MAC v
DHCP Timeout (5 - 120 seconds) 120 |

[13
2500 WLC DHCP5| &

HEBLMEES , H#EERFEBVLANIO, REXBRB[MNATAREERE2HEE LHERE
APHIE Fimi B UARRER 5 N ER 2 HES.

APER BA T SRR L BB AR B Catalyst i, TIMMBAILIRFHEE WU UEBAEAE,

Switch#sh run int gig 1/0/9
Building configuration...

Current configuration : 132 bytes
1



interface GigabitEthernetl/0/9
switchport trunk encapsulation dotlg
switchport trunk native vlan 10
switchport mode trunk

end

Switch#sh run int gig 1/0/10
Building configuration...

Current configuration : 66 bytes
1

interface GigabitEthernetl1/0/10
switchport access vlan 10

end

Switch#

AP LUINAIZHIZE | 3 BAPRRRE AT LATE 2 %2R LR . AMEAPEMAEFIZE , ATLUEIBLLH
BRI TRERY

<CISC02504> >show ap join stats summary all
NUMDEY Of AP S . i i ittt ittt e e e et et e e e et ettt e e e et e eaaenn 2
Base Mac AP EthernetMac AP Name IP Address Status

00:22:90:96:69:00 00:22:90:90:ab:d3 AP0022.9090.abd3 10.10.10.103 Joined
ec:44:76:09:7d:c0 c4:7d:4f:3a:e3:78 APc47d.4f3a.e378 10.10.10.105 Joined

<CISC02504> >show ap summary

NUMDEY Of AP S . i ittt ittt e et e et et et e e et e eeaenn 2
Global AP USer NaAmMe. . vt v vt ittt ittt ee et e teeeeeenn Not Configured
Global AP Dotlx User NamME. . . vt v v vt ve v neeeeennnnn Not Configured

AP Name Slots AP Model Ethernet MAC Location

AP0022.9090.abd3 2 AIR-LAP1142N-A-K9 00:22:90:90:ab:d3 default location
APc47d.4f3a.e378 2 AIR-CAP3502E-A-K9 c4:7d:4f:3a:e3:78 default location

Port Country Priority

1Us1

EMAZESIZRNAPHE AT LB IBE SR ENAPHERETRE. BEAPEBINAPRERME,

General | Credentials ! Interfaces | High Availability |

General
AP Name CAP3502E
Location Area5S1-RackG
AP MAC Address cd:7d:4f:3a:e3:78

Base Radio MAC ec:44:76:b9:7d:c0



14 2500 WLC APE#ERE

# "High Availability ( T A% ) 1 TEEZFIREBMPHIL , UESAPEREX AL

All APs > Details for CAP3502E
General | Credentials | Interfaces | High Availability | Inventory | |

MName Management IP Address

Primary Controller WLC2504 110.10.10.10

Secondary Controller

152500 WLC APE Al £ 5% E

BEBLERE , APEINABRENEHZRESSE —EE KB E,
E# ADHCPRE M S S DHCP I Ak 3%

ERHHRELHENAMAEINRFRERRANERRE, BERNENBHNETER , BEAT
DHCPRE,

DHCP Parameters

Enable DHCP Proxy D
DHCP Option 82 Ramote Id held format AP-MAC b
DHCP Timeout (5 - 120 seconds) 120

6_2500 WLCZFADHCP{CEE

I35 R VAP E 3R /M 5 [ S EBDHC P AR 25 -

B SR AEDHCPRARAF /A EDHCPMIBRER.

ip dhcp excluded-address 10.10.11.1 10.10.11.150
1

ip dhcp pool VLANI1L

network 10.10.11.0 255.255.255.0

default-router 10.10.11.1

BtADHCPREM S EDHCPRARER

ER—EERRE , REARREHSRNGEEER —, ELREHEMADHCPREN EREEHE



FHERE

DHCP Parameters

Enable DHCPF Proxy [w]
DHCP Option 82 Remote Id field format :AP-HAC v
DHCP Timeout (5 - 120 seconds) 120

17_

2500 WLCR{FAIDHCP{L#

5 R R EE T E B K IE [ EBDHCPRRSR.

ip dhcp excluded-address 10.10.11.1 10.10.11.150
|

ip dhcp pool VLAN11

network 10.10.11.0 255.255.255.0

default-router 10.10.11.1

%61 2

ERAAPEESNEENEYHMEIER1, BN Hdynamic11ERIARERREN S —EYEN
M (3¥2), WLAN 1B BEENT , WLAN 28RBS &N,

()

T T

irel ,
Gig 1/0/1 & 2 CAP350x Wireless Client

WLC 2504 Catal'yst 3560 | :'-;:-':-::1}:- [

LK

LAP1142

Wireless Client

18 2500 WLCH ¥ 482
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Cl2ce

Untagged VLAN11
Management Dynamic11
WLAN1 WLAN2

HR19 21REHE

EiRHRs EBE T —EDHCP/EAE, L EBERIDHCP Scope TestVian11 2 ¥R E|{2HI25 L&
K ENRES T H

<CISC02504> >show dhcp summary

Scope Name Enabled Address Range
TestVlanlO Yes 10.10.10.100 -> 10.10.10.200
TestVlanll Yes 10.10.11.100 -> 10.10.11.200

<CISC02504> >show dhcp detailed TestVlanll
Scope: TestVlanlO

Enabled. ... ... i e Yes

Lease Time. ..ottt ittt e e et et e e 36400 <10 hours 6 minutes 40 seconds>
Pool Start........o. it 10.10.11.100

POOLl End. .. i ittt ittt et e e e e e e 10.10.11.200

Network. . oot e e e 10.10.11.0

Netmask. . ..ottt e e 255.255.255.0

Default Routers......... ..o, 10.10.11.10 0.0.0.0 0.0.0.0

DNS DOmMAIIN. t vttt it ettt ettt ettt it ene e

) 0.0.0.0 0.0.0.0 0.0.0.0

Netbios Name Servers..........c.oeeeeneeen.. 0.0.0.0 0.0.0.0 0.0.0.0

<CISC02504> >

BUADHCPRE Y A FBDHCP{A AR 2%

FARIFERT , DHCPREGEZEFIZR LBA , MERBEEZ —FiR. BT Hdynamic11EEENL
HRREIVLANT, ZNHEHRIERENATDHCPRIMREE. BEMTEARMABEAPEE,




General Information

Interface Name dynamicll

MAC Address 00:22:bd:d9:52:85
Configuration

Quarantine ]

Quarantine Vian Id

Physical Information

Port Number
Backup Port
Active Port

2

0

2
Enable Dynamic AP Management [ ]

Interface Address

VLAN Identifier 11

IP Address 110.10.11.10
Netmask |255.255.255.0
Gateway 10.10.11.1

DHCP Information

Primary DHCP Server 10.10.10.10

20 2500 WLCE BT EZH

—EEEENWLANSIREEENE , ME ZEAWLANERE 2 & BN E&EEOdynamicl1. £
DHCPR=RRE BN L EMRM , E4AEEAEENH.



General | Security | QoS | Advanced

Profile Name
Type

SSID

Status

Security Policies

WILANZ
WLAN
WLAMNZ
Enabled

(Modifications done under security tab

Radio Policy LAl v |
Interface/Interface Group(G) | dynamicll |
Multicast Vian Feature (] Enabled
Broadcast SSID Enabled
2
12500 WLC GeneralZ 5| EZ# &5
S ADHCPRE M S EDHCP IR 2R
DHCP Parameters
Enable DHCP Proxy O
DHCP Option 82 Remote 1d field format AP-MAC v

DHCP Timeout (5 - 120 seconds)

120

22 2500 WLC DHCP5|&1t#E 225

FEFRimRY R EEEN/EDHCPRIRREEIPHIE, Eit

HBARAIFDHCPRIRREEA,

BRI AIDHCPAMRBRMME , X

DHCP Scopes

Scope Name Address Pool Lease Time
TestVianl0 10.10.10.100 - 10.10.10.200 10hém4ad s
Test\Viani] 10.10.11.100 - 10.10.11.200 I0hEm40Ds

New...

Status
Enabled B
Disabled

23 2500 WLC DHCP{ER 1




BUADHCPHREM S EDHCP R AR AR

DHCF Parameters

Enable DHCF Proxy [+]
DHCP Option 82 Remote 1d field format |AP-HAC ~
DHCP Timeout (5 - 120 seconds) 120 |

24
2500 WLC DHCP5| &1 E B A

& F iR I #t E R B S EBDHCP [ IR 28 BP b3t .
x5 3

ERAAPEESRNEERNEHMRIEIE, BE2EEARK, WLAN 1HIRIEENHE,

(t92)
Catalyst 3560
VLANX < 7
VLANx B

CAPBSUx Wireless Client

(tf)
LAP1 142

Wireless Client

Port1& 2

WLC 2504

Catalyst 3560

25 2500 WLCH w2

itk 7 / :‘ZMM

“T‘ : n 282
Management
Dynamic Ap Mgr
WLAN1 Backup Port of Port 1

Switch1 Switch2
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