i — AR I A b EAP ] AR 25 BC & /R 51

A EAPEL &
Microsoftss & 18 2% #18

T
ERREBILANESIESRREEE
TﬁﬁvﬁLAN?’“%ﬂ%ﬁtﬁ%%%'ﬁﬁé

E’w—'@\* BB I3 4 B 42 EAP- TLS
IEFinkE % *?éi HE

AEFREE i@%ﬁﬁ@”‘ =
EAP-TLSHZ FipitE FfCiscoR 2 R R F ik

Bns
AR

N

RIERMBE B RHERLANIRHIZR(WLC) &R E A< 7] 4 75 B 32 B 3R 10 7E (EAP) ] AR 85 SAE 1T SBAR
REBRE,

TMEAPR—BEMREL L, CAHEAENEREFPKEARBETENRE., FERZEARER
WANEFTERET , I ERIRRAEPE R/ R T ARIFWNERT |, TSRS AT RER, BAER
HWEAPE , BHBAESHRB ARSI MEAEERE , M EBRYE I S 558 E [ RS MK
. RHEAPREARHFEAEERERREN B KHBHE(LDAP)RHER ER RIS A LRI IR
BEAE., FEEAPZ EERFISRESREAE R ZENEKEEAP (LEAP), EBRLBEMNEAP-
FlexibleB & (EAP-FAST) , M\ REAP-E# %4 14 (EAP-TLS)BA .

IR, MRWLCHEFELBIIRADIUSHRESELE , AIAXEAPRIREB T T A, FTERFEEXR
MeEE T2 FHAIRADIUS , BEEIAEEAPRREETA AL, WRWLCKEEATRADIUSTH AR
BSHELR | BIAHEAPRIIRESAS £ AT EIRAE, MRRE2LFHRADIUSHRSSE E , AEAPE AR
BN ATEERAE, RNHEAPRIRESTREARBRERIEMWLCHE Fin, RAFER , — @
WLCEZ EWEAPEREA R S —BAWLCHE TR, SEWLCEIERE B 2N A EAPR RS
MEBEBHERE,

AR EAUT T EELEWLCHESAEBRADIUSAIIREFEIEF R



config wlan disable
config wlan radius_server auth disable
config wlan enable

REAPRIBRER 41 AT1.0ORBRARESMAFZEUATHE

- LEAP
- EAP-FAST ( ERERB/ZIBINEE )

+ EAP-TLS

AR

BERERERBEUTEE
- BREMAIEREWLCHEE 27 EUR(LAP) AR 1T E AR
- BREFNEHELWAPP)MERZ ST ENAE
« REEAPERTERYE A,
RATH
AXFHEARRIRU T REMERRA
« Windows XP ( CB21AG/I H+MCiscoR £ B F & ifw4.055% )
« Cisco 4400E#FLANIZ$1384.1.171.0
« Windows 200018 Bk 28 £ BYMicrosoft’BR & R E L
&4
MEXHEFINFMAEF  F2REREMETREN.
EEREIR EIFBEH R LB E A EAP
FERBBRWLCHERBEE KT,
A EAPHL &

EREXRMEAP , FERIAT LR
1. TR AERERAE


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

#GUIF, i#IESecurity > Local Net Users > New , AFEHAEZR., BB, SHEEHAE.
WLAN IDFIFRBE , A& L — T Apply.

fECLIFR , "] LAfE A config netuser add <username> <password> <WLAN id> <description>x
AL .

™ .

AR HRZEAERER , ket 22 RMT.

<#root>
(Cisco Controller) >

config netuser add eapuser?2 ciscol23 1 Employee user local database

EEEAERRBEBUEF.

#GUIs | ;##FSecurity > Local EAP > Authentication Priority, $AZIZIZELDAP , ##—T T
<y 1R , AEBER—TApply. EBAKEAERZAERBEREERER,

ZECLIL :

<#root>
(Cisco Controller) >

config local -auth user-credentials |ocal

IBMEAPEERERE !

BT RGUIRSIITILIR/E , 55:8FSecurity > Local EAP > Profiles , A% — TNew, EHE&E
OHRE  FAREEZBIALIR—TApply.

&t ] LA F§ CLIds 9 config local-auth eap-profile add <profile-name>#1TIlbi&4E, EHRMHN
RH, BEREEBAEAP-test,

<#root>
(Cisco Controller) >

config local -auth eap-profile add EAP-test

. MEAPHEL EfE R85 %,

#GUIiEZESecurity > Local EAP > Profiles , REE—TEAHEMERERE S ENEERE
B, ANRBIFEALEAP, EAP-FASTHIEAP-TLS, #&— TFApply ARREH %,



#&38 7] LAfE F CLIEE 5 config local-auth eap-profile method add <method-name> <profile-
name> , ERMVROIEEF , B =EH EZEMEEEEREREAP-testf ., BLHZED A
ELEAP EAP-FASTHIEAP-TLS , H5 & WS Bl Kleap. fastfltls, Lt HB/RCLIEE @

T-' .

<#root>
(Cisco Controller) >

config | ocal -auth eap-profile method add | eap EAP-test

(Cisco Controller) >

config | ocal -auth eap-profile method add fast EAP-test

(Cisco Controller) >

config local -auth eap-profile method add tls EAP-test

. BEEAPTTEM BB, EEAMREAP-FAST, ERERSIHIIE :

- Server Key (server-key) -FARA %/ % ZREH B REF(PAC)HN FIRF M| ( TEM
%X ) .

PACHY 4 12 B [ (pac-ttl) -5R EPACHI £ 1Z R,

Authority ID (authority-id) - 5% & 12 # % B 5% .
« Anonymous Provision (anon-provn) -l E & AFFE B RM. KTFERSRALLIEE,

HREBGUIEETHWEE |, 5522 Security > Local EAP > EAP-FAST Parameters , AR%&# A
AR £®. PACHTEERR, REID ( A+NHEMFIRTR ) FFEID InformationfB,

LUTECLIEERS , AR AEAP-FASTRELTBIH :

<#root>
(Cisco Controller) >

config | ocal -auth method fast server-key 12345678

(Cisco Controller) >

config local-auth nethod fast authority-id 43697369f1 C scoA-1D

(Cisco Controller) >

config | ocal -auth nmethod fast pac-ttl 10

. BUASEWLANK A it B4 ER S
RGUIRVTEERREIZRFWLANs |, WRIFLRER EA M 5 HRFBHWLAN, LS HIE —EHE



O, #—TSecurity > AAAE ., i#*FLocal EAP authentication , AEBR THHBEEFRZFER
HYEAP Profile Name , I1A T /RBIFTR :

#& t BT LA B HCLI config wlan local-auth enable <profile-name> <wlan-id> B &#$ , f1 R

N

<#root>

(Cisco Controller) >

config w an | ocal -auth enable EAP-test 1

RREH2BREEIR

EGUINTES , EWLAN EditE A & X Security > Layer 2B B I fELayer 2 Security T hIi# 28
FIZIBWPA+WPA2, £ "TWPA+WPA2 Parameters %% T , # "WPA Encryptions 5%7E
ATKIPF] TWPA2 Encryption AES . A% —TApply.

FECLIH | FRHUTHS :

<#root>
(Cisco Controller) >

config w an security wpa enable 1

(Cisco Controller) >

config w an security wpa wpal ciphers tkip enable 1

(Cisco Controller) >

config wl an security wpa wpa2 ci phers aes enable 1

BRERE:

<#root>
(Cisco Controller) >

show | ocal -auth config

User credentials database search order:
Praimary .o e

Local DB



Timer:
Active Timeout ......iiiinr ittt einnnneenns Undefined

Configured EAP profiles:

Name ... ... EAP-t est
Certificate issUer ........ocvvinnnnneennnn cisco
Peer verification options:
Check against CA certificates ........... Enabled
Verify certificate CN identity .......... Disabled
Check certificate date validity ......... Enabled
EAP-FAST configuration:
Local certificate required .............. No
Client certificate required ............. No
Enabled nethods .......... .. ... ... ... ..... leap fast tls
Configured on WLANS . ... .. ... ... ... ...... 1

EAP Method configuration:

EAP-FAST:
--More-- or (Quit
Server Key ....uuiiiiiii ittt <hidden>
TTL for the PAC ... . iiii it i e i iennnns 10
Anonymous provision allowed ............... Yes
Authority ID ...vviiiii i ie e e e e inennnns 43697369f10000000000000000000
Authority Information ...............cuvu... CiscoA-ID

& A LA fE Fshow wlan <wlan id> s S8 wlan 1H4SESI & :

<tfroot>

(Cisco Controller) >

show wl an 1

WLAN Identifier......cooiuiiiiiii ittt 1

Profile Name. ... ...ttt i it austinlab
Network Name (SSID) .. ...ttt iiitirennennnnns austinlab

I = o1 Disabled

MAC Filtering. .. ..oueeoinnin i eae e e e aaans Disabled
Broadcast SSID......cuiiiiiiin i iiie e iiaaaneann Enabled

AAA Policy Override. . ....ouiiiiiiiiiiiiiiiiiinnnnn Disabled
Number of Active Clients...........cuvviiiiinnnnn. 0
Exclusionlist Timeout....... ...t iiiiinnnnnnnn. 60 seconds
Session TimeoUt. ... .ciin ittt e et eaeanennn 1800 seconds
INterface. ittt e e, management
WLAN ACL. ottt ettt nnes unconfigured
DHCP Server......uieiiiii ittt e ieaaeannnnn Default

DHCP Address Assignment Required................. Disabled
Quality of Service...... . iiiiiiiiiinnnnnnnn Silver (best effort)

e Disabled



CCX - AironetIe Support.......ocuieneinnnnennnnns Enabled

CCX - Gratuitous ProbeResponse (GPR)............. Disabled
Dotll-Phone Mode (7920) ....c.iiiririnrnnnrnnnnnns Disabled
Wired ProtoCol. ...t None
--More-- or (Quit
IPVE SUPPO . it e e ettt et ettt nnnees Disabled
Radio POTiCY. ittt i i ATl
Local EAP Authentication......................... Enabled (Profile ' EAP-test')
Security
802.11 Authentication:...........ccviviiinnnnnn Open System
StAtic WEP KeYS. ittt iiiinennnns Disabled
802. X, ittt e e e e e e Disabled
W-Fi Protected Access (WPA/WPA2)............. Enabl ed
WPA (SSN IE). ... e Enabl ed
TKIP Cipher...... ... ... .. . . . .. . . . . ... Enabl ed
AES Cipher..... ..t Disabled
WPA2 (RSN IE). ... .. e Enabl ed
TKIP Cipher......coiiiiiiii e Disabled
AES Cipher....... ... . .. . . Enabl ed
Auth Key Management
802 . dX it it i i e e e EnabTed
Y Disabled
COKM. i i e e st ettt e e Disabled
CKIP i i et sttt e e Disabled
TP SECUM Y i it ettt s e Disabled
IP Security Passthru..........c.coiiiiiiinnnnnnn Disabled
Web Based Authentication...................... Disabled
--More-- or (Quit
Web-Passthrough......... ... i, Disabled
Conditional Web Redirect............ccvvuvenn. Disabled
Auto Anchor. ...t i i i Disabled
Cranite Passthru.............ciiiiiiiiiinnnnn Disabled
Fortress Passthru.......... ..., Disabled
H-REAP Local Switching.......... ..., Disabled
Infrastructure MFP protection................. EnabTed
(Global Infrastructure MFP Disabled)
Client MRP. . ittt i ettt e e ettt e e eaenanns Optional
Tkip MIC Countermeasure Hold-down Timer....... 60

Mobility Anchor List
WLAN ID IP Address Status

ER LR E R A 50 8FESIB , BRI R EBERFTRER, ILETRREEFTARADIUSIAR
BB HIERER A EAPRE,

EGUIHF | i#1ESecurity > Local EAP > General 52 ERFEE. AREIZR—TApplyo



RCLIZHUTHS :

<#root>
(Cisco Controller) >
config |l ocal -auth active-tineout ?

<1 to 3600> Enter the timeout period for the Local EAP to remain active,
in seconds.
(Cisco Controller) >

config | ocal -auth active-tineout 60

B #&3% Hshow local-auth configin & B , TJ LABR B L5 EFERMVEEE,

<#root>
(Cisco Controller) >
show | ocal -auth config

User credentials database search order:

Primary ... e e a e Local DB
Ti mer :
Active timeout .......... ... .. .. 60

Configured EAP profiles:
Name i i i e e EAP-test
. Skip

MRFEERLHAFEPAC , AJLAERAGUIFCLI,

FEGUIF |, RIEZNREHIZZFECOMMANDS |, G R FEFEEUpload File, #£ File
Type. THIBEFiZIZEPAC(Protected Access Credential), #i A FfA 5|83 #% — T Upload,

FECLIFEBALTHT :

<#root>
(Cisco Controller) >

transfer upl oad datatype pac

(Cisco Controller) >

transfer upload pac ?

username Enter the user (identity) of the PAC



(Cisco Controller) >

transfer upload pac testl ?

<validity> Enter the PAC validity period (days)

(Cisco Controller) >

transfer upload pac testl 60 ?

<password> Enter a password to protect the PAC

(Cisco Controller) >

transfer upload pac testl 60 ciscol23

(Cisco Controller) >

transfer upload serverip 10.1.1.1

(Cisco Controller) >

transfer upload fil ename nanual . pac

(Cisco Controller) >

transfer upload start

710 Yo 1 TFTP

TFETP Server IP. ..t enees 10.1.1.1
TETP Path. ... i ee s /

TFETP Filename. . .....ciiii ittt iee s seannnennns manual.pac
Data TYPE. et it ittt et e e e a e PAC

g R U £ Y o testl

PAC VaTlidity. .o cviiiiiiii it e st e e s e enaeenns 60 days
PAC Password. .......ccuiiiiinnnnrennnnnnnnnneenns ciscol23

Are you sure you want to start? (y/N) y
PAC transfer starting.
File transfer operation completed successfully.

Microsofts% & /8 3 #4148

B EEAEAP-FASTHRA2FIEAP-TLSERE , WLCHIFTEERAZRHEHRLEEREERNERE , M
HRAAEBREREEBNLRABRE.

Fog ]
IR Windows 2000 Serverif R ZHE B ESHBEBIRIE  AIFERE T,

EEWindows 2000 Server EE{fMicrosoft H EEHE R FBTHA TSR :



1.8 TEFE) B EEEN/MBREN,
2. £ 7= A2 2 48 h0/M BRWindows Tt 4.
3. B EER®.
‘EREz  FRELES .
4. BENEERRNBIEREENER, ERIEEFURE , F#EStand-alone root CA.

5 AAREABREREEVNNLEST. LEFSAENERRBEVNRILAEERR. FoIfE
RAHCAE R,

HERRMBEEERTEENED. WHPIEAMicrosoft @BV FRRRE :

6. Microsoft Certification Authority [R#&fE F11S Microsoft Web Serveri® 3 #1& B & 5 i # 7 IR 25
RE. CREENRB TIERMNISHKRE :

Microsoft Windows 2000 ServerBB E 2 Z &R . EEEHF/Windows 2000 ServerZ 2 i
FReR LA Windows Tt

BREREGREDRE,
EERHERLANZRFISZ PR RES

EECiscoEfR E AR HIF Y A EAPfR fR 85 = E HEAP-FASTIRA2FIEAP-TLS |, SB#ITUAT Y
BB -

AR, EARAXERERN RO , 55 H R AR 25 (ACS)EEMicrosoft Active Directory#]
Microsoft R EMBMBLRERR —FH L  BMRACSHARSMVAE AR L , BIEEREZEE

o

HEERLANZEFISR L2 RREBE
BEERUATSER
1. ERUATESR , LEELEEEAZIWLCHER
a. B Z|http:/<serverlpAddr>/certsrv,
b. BEFRBEALEZ-T T,
c. BEEEHRBERAR-—TT—F,



d. & Submit a certificate request to this CA using a form , A% & — T Next,
e. BEWeb serverff AR B ERAL W AHBEET . RAEESREBATE,
f BB EGRIFERRELERINER.
2. ZFRUTER , UERPCRRFEE
a. 3T MInternet ExplorerB| B85 , AR BEZE T E> InternetBIE> AR,
b. E—THE,
c. R THLEEHNREFLZRNES
d. #&— T Export,
e. B — T Next@m X I iZ1E Yes export the private key, ERXBPKCS#12 ( .PFXIER ),
f. ‘£ Enable strong protection,
g. MAET,
h. S EEEFEER<tme2.pfix>,

3. BPKCS#12 XM BEER I L OpenssIWERER L |, LLESEERAPEMER.,

openss1 pkcsl2 -in tme2.pfx -out tme2.pem

!--- The command to be given, -1in

Enter Import Password:
!I--- Enter the password given previously, from step 2g.

MAC verified OK
Enter PEM pass phrase:

!--- Enter a phrase.

Verifying - Enter PEM pass phrase:

4. BEBRENPEMEXNEERE THEIWLCE,



<#root>
(Cisco Controller) >

transfer downl oad dat atype eapdevcert

(Cisco Controller) >

transfer downl oad certpassword password

!--- From step 3.
Setting password to <ciscol23>

(Cisco Controller) >

transfer downl oad filenane tnme2. pem

(Cisco Controller) >

transfer downl oad start

710 Yo 1= TFTP

Data Type. . v oii it ittt e sty Vendor Dev Cert
TFTP Server IP. ... .ttt it it ie i eaaannnn 10.1.1.12

TFTP Packet Timeout........ciiiiiiinniinnnnnnnnn 6

TFTP Max Retries.....ouiiiiiiiniiiainiiiannnennns 10

TETP Path. ... i i i i i e e e /

TFTP Filename. . ... . iiii ittt i ieananeenns tme2.pem

This may take some time.
Are you sure you want to start? (y/N) y

TFTP EAP Dev cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

. EWNFARE  FRERRE.

<#root>

(Cisco Controller) >

show | ocal -auth certificates

Certificates available for Local EAP authentication:

Certificate issUEr ......iiiiiiiiiii ittt ieiennnn vendor
CA certificate:
Subject: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme
Issuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme
Valid: 2007 Feb 28th, 19:35:21 GMT to 2012 Feb 28th, 19:44:44 GMT



Device certificate:
Subject: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme2
Issuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme
Valid: 2007 Mar 28th, 23:08:39 GMT to 2009 Mar 27th, 23:08:39 GMT

REECARRE T H 2 ERLANZ SR
RN TSR
1. EMRMEHCARE  BXRUATSER

a. EH|http://<serverlpAddr>/certsrvo
b. BERRCAREULE—TT—
c. IBIECARE,
d. #— T DER encoded.
e. #— T Download CA certificate , Y # 3% & 5 77 Arootca.cer,

2. ff Fopenss| x509 -in rootca.cer -inform DER -out rootca.pem -outform PEM#& 53 , #& Lt FERS

CAMEDERME R Hit ABPEME X,
B H 18 R 2 PEME R Brootca.pems
3. TEMHEMCARE !

<#root>
(Cisco Controller) >

transfer downl oad datatype eapcacert

(Cisco Controller) >

transfer downl oad fil enane ?

<filename> Enter filename up to 16 alphanumeric characters.

(Cisco Controller) >

transfer downl oad fil enanme rootca. pem

(Cisco Controller) >

transfer downl oad start ?

(Cisco Controller) >

transfer downl oad start



1Yo TFTP

[T ot B 7 1< Vendor CA Cert
TFTP Server IP. ...t i i eaee e innannneenns 10.1.1.12

TFTP Packet TimeoUt......ouuiiiinininnnnnnnnnnns 6

TFTP Max Retries. ..t iiinen 10

TFTP Path. ..o et e s eane e /

TFETP Filename. . .....ciiii ittt iee s seannnennns rootca.pem

This may take some time.
Are you sure you want to start? (y/N) y

TFTP EAP CA cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

A% E AR 12 15 A BR 4R I SR SE FHEAP-TLS
AU TSER
EGUIH | i##ESecurity > Local EAP > Profiles , IZEERBERIMELLTRE :
- ERAAEHEE "HFEL
- AT "EEEFREEL .
- BREEREREE.
- ERACARERE,

EEFREELZEEEREUEES

THI L REHERVRCARE

FEAERSARBEREENARIFEEGIECARE. B4EHF ETARNESEAERBEELAER
#EWindows XP#2s F, EEMAMRIZE , Windows XPEAEXBEFEAHFEAEIDEA , I HH%
BAEERRER

£ FiWindows XPfE A Eim EHIWebBIERR | URMEEHNBRER , RALARBREREL B MRS
MEBEAEREE, LEXEAREMIicrosoft/BE R E (A RBFES £ A F i BE

1. BEFFiR EEAWebBIER: YK BEREORSHBEMBAMET. Kb, F# Ahttp:/IP-

address-of-Root-CA/certsrv,

k

2. fEFADomain_Name\luser_name®& A, BN BEFERFERAXPEAER2BANERAERBEA

o

3. "B, BEOL | BEMECARENER-TT—%,
4. 181ZBaseb4imIEM T HCAR S,



5. £ TCertificate Issueds B A , #&— Tinstall this certificate , A% & — T Nexto

6. iZ3EAutomatically select the certificate store , A% K — T Next , ERKINHE A HE,
7. ERDBERRUBLURRBERZHBES

8. #& — T Download CA certificate,

0. EMEREMRMUERERRCERRTE | 55T MInternet Exploreriti### T &> Interneti®1E
>SHB>HE,

EZEENREHRMENT , CRZGFINREN B REEY .
REFREBEREFRES

FABERVEREEESEENMARIEEER , WLCHAEERFWLAN EAP-TLSERAEIR, BX4ES
EAARENEFHEREWEHELES|Windows XPES L., & T7TEHEEXNERE , Windows XPfE
REVECRMMOEREDEAN , MEXEERKER (BREZFRERAB02.1xREMHH
WLANERR )

£ AWindows XP{E & i £ fYWebBI B2 AR MM BIRER , LA ARBE R EHEMIRFE
SEAEREE. HEXRAREMIcrosoft BEBRBENLARFIEEAEFREE

1. BEFFiR EEAWebBIER: UK BEREOESHBXMWBMAMEE. Sk, F8 Ahttp:/IP-

address-of-Root-CA/certsrv,

2. fEFADomain_Name\user_name& A, X BFERFERAXPEAERZBANERERZBEA
o (FREBRBRAZFHRIEET, )

3.1 TEl, BN L, BEBRKEBEALR-TT—F,
4. BESHAERALR-TT—%,
5. 1###Submit a certificate request to this CA using a form , 2% 1% — T Next,

6. % TEREEFR, REL , BECREAFL "REER, 8K "TERAI BES
1024 , REE— TR,

7. & TCertificate Issued; BHAH , & — TInstall this certificate, EEEHIEWindows XPEFE
WEREREEFRESE,

8. 1ZZClient Authentication Certificate,
BECENFEHERER.

0. EMBEERERARCLE |, FEZTInternet Explorerifi##E T B> InternetiBE>RE>HE, £ 7
BA, ERD K SEZSEINER.

EAP-TLSEEE Fimk B F W CiscoR £ R BT Fin



IR ATEER

1. FARBEAT , WLCEERESSID , At eER R ERMENSSIDN "EYMIK, FEP, EEY
PREERER , BB — T BEHMSSID(Enterprise) , $A% # — T Create Network,

MREWLANE R A E AFEAEESSID , AIXEFEIEMSSID, At , 55— T Access
Devices FEIAdd , REF B A BERSSID ( #lfEnterprise ) . Bt EXE FiwAYEBRAT
B, TE , EFInTBIREHEERSSID, £ "Add Access Device s & O A ASSIDZ %
, 8 E Actively search for this access device,

AR MRRAEAREEREEAPRERTE , AIEREREF LFFEEEN(802.1X),

2. ¥ — T Create Network AR EINetwork ProfileBE A , % & A A EHEEE (B EBEEN
) SSIDEE B 1 B B M hIRE R, IEERTERWEREBRR,

i EESOREREERT , TAEBSEWLANZ £ BB/ SSID,
3. R BEIMEEAP-TLS &, AREIE— T Configure AELEEAP-TLSE 1%,
4. £ "Network Configuration Summary, T , #&— TFModify AL BEAP/BRIREE E -
5. #&ETurn On Authentication , #Protocol T2 EAP-TLS , A& EEUsernamelE A& 5.

6. $8§ EUse Single Sign on Credentials , AEAE ABBE TR G HRE, E—T
Configure AEX EEAP-TLS 5| &,

7. A TEBLRL2MEAP-TLSEE , #EEMERADIUSARRFRE. Alt , FEFRIBARR[E

= o

8. EEMFERADIUSAREBE , CL4ARKENZeBBEAERER , UEEEIEENE

#F. EEClient > Trusted Servers > Manage Current User Trusted Server,
9. EERAEBAMERRFBENEH,
EAP-TLSEL & 2 5 KXo
10. EAR B BIFMIE R ER . Cisco Secure Services ClientEREREEA :

Cisco Secure Services ClientiZINfARBIFSUHHETRE (RE TRV ZETEHESHEE
g ), ARGEREAEEARRE.

M. EEFmBRFTE2E , £ "Manage Networks s BEEHRH "Profiles Ti#ESSID , REZE—T
Status A EH BB ERVFHEA

Connection DetailsE AIRMEBREFREE. EFERENRTEAUREHRE S EZNER
o WIFiFHH EAZEERIRAL802. 11 BRI FFMEF , BIERSSI, 802.11:EE MERF|/INE,

EERETED

BHEEZRTEEHRIMEFHER) OMXEBRE Eshowis$ . FHOITRREshowm SEHN 2


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

o
MiEE : 5 debug ¥ET 28I , B2 BEER Debug ETHEEEN.
ALREWLC EEAL T debugin T REEIZ MBI ERE -

» debug aaa events enable

* debug aaa detail enable

» debug dot1x events enable

» debug dot1x states enable

* debug aaa local-auth eap events enable
)4

* debug aaa all enable

MEIE

 CiscofEARI ANTE IS5 4R REER TEHERI4. 1hR
« WLANEfiiZ#
o B EE N - Cisco Systems
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