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CISCO MONTTOR  WLANS  CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANDS  HELP
| Security Managemant Frame Protection Sattings
w AR H:!nngl_:rnnnl Framm Enabled
I Protestion
= RADILIS Controller Time Fal
Aubrenbcation Source Valid a
ADtaunting
F TACACE+ WLAN Infrastructure Client
LCAP WLAN-ID  WLAN Name Status Protection Protedtion

Lowcal Mek Lisers

MAL Filterirg L seCume-1 Enabled Enabled Optional
Dizabled Clisnks 2 Gusesk Enabled Enabled Optional
User Login Polides
A4F Policies Infrasbrpcture  Iafrasbricluns
'L | EAP Il rasbructune Dperyticnal Protection Walidation
o AP Mame Validation Radio Gtatus Capabiiity Capability
b Priority Order AP Enabled by Up Full Full
¥ HAccess Control Lists AP Enabled a Up Full Fudl

F IPSac Corts

Wiraless Protection
Polichias
Trusied AP Polipes
Hogue Paolcies
Standard Signabures
Custom Sigratures
Sigrature Everts
SLETITATY
Clignt Exclushon Podices
AP Aurthentication f MFP
[Hanagement Frame
Protectior]

FEMFP SettingsEEH , BALURRWLC, LAPRIWLAN ERIMFPELE., &HIM T,

- Management Frame Protectiont§{z# RWLCR & E £ H M AMFP,

. Controller Time Source Valid#{Z 38 RWLCERE R AT ( BBF R ARE ) E2BBEN
TR (BIZONTPRIBRES ) 3R E. WMREBANIPREFRE , AIHEMUNES "Trues » WREH
EAEEE , AlfEA "Falses » HEAREARBRERKEE T BHMNTRAWLCHEARZ
BNWEEE, ¥ IREBRB/RFEFHFAEWLC EBAMFP |, Bl EZREEANTPREAR
BRREREBEEPRIWLCHEE,

- MFP Protectionf# L # R 2 & B EBWLANBAMFP,

- MFPEARR R (LR R R B R EEEAHBAMFP,

A Fshowir S HEERE A :

. show wps summary — A G AREWLCH ERTEFRERE ( 3EMFP ) WEE,

- show wps mfp summary — ZERBWLCH ERI£HMEMFPERE , FRAUT® T,

. show ap config general AP_name — BB EELEA KNI B EIMFPAREE , HBALU T,
LA 2show ap config general AP_name < B i BV &5 451

(Cisco Controller) >show ap config general AP

Cisco AP ldentifier...... ... . . .. 4

Cisco AP NamE. . ... AP

Country code. . ... US - United States

Regul atory Dormain allowed by Country............. 802. 11bg: - AB 802. 11a: - AB
AP Country code. ... ... US - United States

AP Regulatory Domain............. ... .. 802. 11bg: - A 802. 11a: - A
Switch Port Number ............ ... ... ... ... .. ... 29

MAC AdAr BSS. . .ottt 00: 19: 2f: 7e: 3a: 30

I P Address Configuration......................... DHCP

[P AdAress. . ... 172. 20. 225. 142

IP NetMask. .. ... 255. 255. 255. 248



Gateway |IP Addr........ ... . 172. 20. 225. 137

Cisco AP Location...........uu i default |ocation
Cisco AP Goup Name. . ........ ... iy def aul t - group

Primary Cisco Switch........ ... ... ... ... ... ...

Secondary Cisco Switch........ ... ... ... ... .. ...,

Tertiary Cisco Switch........ ... ... ... .. .......

Admi nistrative State .......... ... . ... .. ... ADM N_ENABLED
Qperation State ......... ... i REGQ STERED

Mrroring Mode ... ... . .. Di sabl ed

AP Mbde . ... . H Reap

Public Safety ..... ... . . .. . . d obal : Disabl ed, Local: D sabled
Rermote AP Debug ....... ... ... Di sabl ed

SIW Version ... 4.1.169. 24

Boot Version .......... . ... 12.3.7.1

Mni 1OS Version ........ ... 3.0.51.0

Stats Reporting Period .......... ... .. ... ... ..... 180

LED State. .. ... Enabl ed

PoE Pre-Standard Switch.......................... Di sabl ed

PoE Power Injector MAC Addr...................... Di sabl ed

Number OF Slots........ ... . ... 2

AP Model .. Al R- LAP1242AG A- K9
1OS VerSi ON. ..o oo 12. 4(20070414: 021809)
Reset Button............. .. .. .. .. Enabl ed

AP Serial Number............ .. ... .. . .. .. . ... ... FTX1035B3QX

AP Certificate Type. ... ... . . .. Manuf acture Installed
HREAP VIian nmode @........ ... ... Di sabl ed

Managenment Frane Protection Validation........... Enabl ed

Console Login Nanme........... .. ... .. .y

Console Login State.......... ... ...y Unknown

Et hernet Port Duplex.......... ... .. ... ... Aut o

Et hernet Port Speed............. ... ... ... . .. .. ... Aut o

LA 2show wps mfp summaryds 5 #Y &r tHoR=51 :

(Cisco Controller) >show wps mfp summary

Global MFP state.....ccceeeeeeececccccccccnnscnns enabled
Controller Time Source Valid..................... fal se
WLAN Infra. Client
WLAN ID WLAN Name Status Protection Protection
1 secure-1 Enabl ed Enabl ed Opt i onal
2 Guest Enabl ed Enabl ed Optional but inactive (WA2 not

Infra. Operational --Infra. Capability--
AP Name Validation Radio State Protection Validation
AP Enabl ed b/ g Up Ful | Ful |

LA Fdebugis S rIeeREA ;

- debug wps mfp lwapp — B R~MFPEEWFARE A
- debug wps mfp detail — #RMFPE R FFMAFAAENA.



- debug wps mfp report — #RMFPE S FAFAEA.

- debug wps mfp mm — BEE'-RMFPRE) ( 51250 ) SHEMNARER.
A Internet EERM TR AR ENEBRERTRIFS , TARBEN S M2 1MEEE, FLH
‘2 BE 5 23 &1 45) R Omnipeek M Wiresharko

MRS

-EERSBRSR : WLCHHERFIERE

- EWCSHEBRLMREE

. EHWLANIZ 4188 (WLC)WEAPER T 42 RE i 51

- S4B ANIREIES FISACLARRESEHI

- AR LAN #EIZR69 458 Web ER T8 1H REST 51

- fE FHRADIUS R BR B8 TN EEARL AN I RS HE T EVREVI AN 2 B B B 7R i
- SRFEAP-FASTRR Y CiscoR £ IR % 5 Fl & b

- WLCH R &
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