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Allow Aan Qeerride L[] Enabled ** wen disnt sotlusion i anabled, & timeout
walue of Fero means |I'||’||’"rl,'|_|-n|| FECREE
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AR ABERR | HEREFRABERAREERICENIPAEM. &7 AE B RS B i
E(EERABERIP), FRKEREET(OSPF)F)RERFFAEML,

AR MREFRERARSFZERZAIPAEN , AITSRIRE,

AR AEREEAENENAERR T RAEERA,

EPI364088 R

vpnrout er #show running-config
Bui | di ng configuration...

Current configuration : 1623 bytes

!

version 12.4

service tinestanps debug datetime nsec
service tinestanps |og datetime nmsec
no service password-encryption

!

host nane vpnrout er




boot - start - mar ker
boot - end- mar ker

|

1

aaa new-model

|

!

aaa authorization network employee local
!

aaa session-id conmon
!

resource policy

!

menory-size i onem 10
!

!

ip cef

no i p domai n | ookup
!

|

|

|

1

crypto isakmp policy 1

!--- Create an Internet Security Association and Key
Management !--- Protocol (ISAKMP) policy for Phase 1
negotiation. hash md5

!--- Choose the hash algorithm to be md5. authentication
pre-share

!--- The authentication method selected is pre-shared.

group 2

!--- with the group command, you can decl are what size
modul us to !'--- use for Diffie-Hellnman cal cul ation
Goup 1 is 768 bits long, !--- and group 2 is 1024 bits
| ong.

crypto isakmp client configuration group employee key
ciscol23 pool mypool

!
!--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transform-set myset esp-3des
esp-md5-hmac

!--- Create a dynamic map and apply the transform set
that was created. !--- Set reverse-route for the VPN
server. crypto dynamic-map mymap 10 set transform-set
myset reverse-route

!
crypto map clientmap isakmp authorization list employee
! --- Create the crypto map.




crypto map clientmap client configuration address crypto
map clientmap 10 ipsec-isakmp dynamic mymap

!
!--- Apply the employee group list that was created
earlier.

interface Ethernet0/0

i p address 10.0.0.20 255.0.0.0
hal f - dupl ex

!
interface Serial3/0

ip address 192.168.1.11 255.255.255.0

clock rate 64000

no fair-queue

crypto map clientmap

!--- Apply the crypto map to the interface. ! interface
Serial3/1 no ip address shutdown ! interface Serial3/2
no i p address shutdown ! interface Serial3/3 no ip
address shutdown ! interface Serial3/4 no ip address
shutdown ! interface Serial3/5 no ip address shutdown
interface Serial3/6 no ip address shutdown ! interface
Serial 3/7 no ip address shutdown ip local pool mypool
10.0.0.50 10.0.0.60

!--—- Configure the Dynamic Host Configuration Protocol

!--- (DHCP) pool which assigns the tunnel !--- IP
address to the wireless client. !--- This tunnel IP
address is different from the IP address !--- assigned

locally at the wireless client (either statically or
dynamically). ip http server no ip http secure-server !
ip route 172.16.0.0 255.255.0.0 192.168.1.10 ! ! ! !
control-plane ! ' 1 1 11 11 11 [ine con O line aux O
line vty 0 4! ! end ip subnet-zero. . . ! end

XE WTROIECRESNRE., CAERAEREAESHRE.
VPNE Finid i

Al #£Cisco.com Software Center & & VPNE Fif,
AR FEBRREBBEREMFEACCOFEREZBAMBEEA,
SERATTRUBEVPNE F ik,

1. R BREFin (ELEER ) PiBIEMBE>ER> Cisco Systems VPNE F > VPNE F i A
FREVPNE Fif, ERVPNEFIRNERZTENE,
2. ¥ — T New A Bt & Create New VPN Connection EntryfR & .
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# status: Disconnected | VPN Client - Version 4.8.01.0300 =13
Connection Entries Status Certificates Log Options Help
‘F.'- G
2 (18 @@ o X
Ennnecl ‘« Mew "‘ Moddy Delete
;mwﬁmr’[mﬁum | Log |
Connection Entry Hast Transport

Cisco Svstems

3. Lﬁ{ﬁ ’Tﬁ?ﬁﬂﬂo RRBIfEF esvpn. Description¥{i 1%, fEHost ( E# ) £
B AVPNARER A9 IPihst, A AVPNIEB BN R , AR — T Save,

-" slatiis: Dl:l:nnmu-d | 'HPM El‘ltnt - Version 4.8.01.0300 .
Connection Entries  Status  Certificates Log Options Help

ﬁ ﬁ “’l ;ﬁ?j Cisco Svsrims

It Modify Delebe

YN Chent | Creale Mew YPMN Connection tntry

[ TrarEpon

Ionnection Entry [vpn

Dmr'q:ﬁ:\rt[ e
fratt i
Host 192 168.1.11 )
Adsthentication -]“ﬁm.i-ﬂic-l-.qmﬁmwm I Diallp l
v Group Authenbcabion " Mutual Group Authentic ation

M arme: |errq:duyee
Password p——

™ Certifhicate Authentication

M ame= I ;]

Ir Send CA Cestificate Chain

Erase Lzer I:'-:'.'_-'.r*.ll..'-.il [ .'5..5“! | Cancel i

AR HERENESBNERREVPNERSFTEENASBNBEBER, & RHIER

Name employeeFlPassword cisco123.

B




HEMFPLRE , FEAEWLCHRENERE R £ 5| ERRER B v "“*SSIDvpncllent ki
$6 5 E MBI WLANAIBE D, M T &EXRRE T MAEANR BERSRBEEGE S

BHEREFIRE K BEVPNEFIR , ARE—TEERENER. RREVPNEFHERERIEZ—
T~ Connect.

BRI R R FEFin MRS 2 EHEn B 1 ERMFE 2R L2 5B,

Comnection Entries  Status  Certificates Log  Options Heb

'@ 'ﬁ g ﬁ m Cisco Smus-

Cancal Conrmct Maw Impairt Dalate
Connection Entries Ituhfx:ates | Log |

Connection Entry Haost T ransport
12 168.1.11 IPSec/UDP

# YPH Client | Connecting to “vpn"
Securing communications channel..
e Corirsect Hiztary HH‘“-‘R\

| Initializing the connection... hY
Contacting the secuity gateway at 192 168.1.11... |
b Megotiating secusity policies... /

| Secunng communications channel.,

XE : ATEIIVPNBRE , VPNEFImMARES2EEEBIPAEYS, WRVPNEFIHELEZ
24868 ( VPNAIMRES ) Bl , BIREARRY , BEFIRSER—EERE  IBRUTHEE

Reason 412: The renote peer is no | onger responding
ATHRAREREBYEFinMAMRI[ZENVPNREE , SO UKIEEEYVPNEF RS EVNEE
B, REEY|tFERConnected to "vpn", LA TiZHEIHI,



# status: Connected | YPN Client - Version 4.8.01.0300

Connection Entries  Status  Cestificates Log Options Help
Sﬂ 4 ﬁ E}E }(:' Casco Sysiims
Dizconnect Hew Muodify Delete 3
Connection Eriries | Certifcates | Log |
Conneclion Entry Host Transpodt
4 @ v dsaesin 1PSec/UDP
I.I_.-'.--' , 1 "\-\.HHL i _F_J
\ :
..ﬂi:u__'l;ﬂ:tad bo "'.':!_1:'_.___.--"# Connected Tima: O dayis), 00:00.49  w

Jtl:% AR RIGEEHEVPNE P ﬁJiIiJH ERMEm 2R R IHLANRE , K2R, RVPNEF
Eéﬁqﬂ iZEStatus > Statistics. & 7] LUE it 3% 2)3FE B Eﬁﬂﬁﬂu&%ﬂﬁﬁ&ﬁ@ﬂﬁ%#ﬁﬂo



inging 10.8.0.20 with 32 bytes of data:

12 time=3Yns
ime =3 ms
LA.28: bhyte: ' time=3Pms
e =3 Pms
r =3 Pms
1Pms

: =3 Tms

1z
l:'mr -"'.!'."n

s s I

iy from

from
y From
y From

== =

y From
y From
y from
y From
ply F ¥ Om

bﬁﬂﬁﬂﬂﬁﬁﬁﬂ
hasaeEE

.’ 'HPHEIlerlt | Stnhrtms

Tunnel Detaks | Rioute Details

Address Information Connection Information E
Chent; 10.0.0.57 Eniny: VD '
Server.  1921E81.1 Tirne: 0 day(s) OX0B5E |

Bytes Ciyplo .
Received: 1800 Encayplion 168-twt 3-DES i
Sent: B4.35 Buthenhication: HMALCHDG o

Packets Tranzpoat
Enciypted: 73 Tianspasent Tunneling [nactive
Decrypted 30 Local LAN: Dizabled
Dizcarded: 32 Compeession M ore
Bypazsed: 35

Reset !
Close

I ESBEYS , BN FIFFiwitit510.0.0.57, ERVPNFAIRI[EKINE1FERBEHERE
EAME BN LTS ERE SR, BERTS  VPNARES A BSKmIes LB HES
M%7 BLHIDHCP IPi#b it

BETURIEERRTFnERIAKRRE  MBENINBEEEMN , MEROEME@RBE
b, BEERENBEEEM.

AE  HRAWLCEEABEBVPN , A CEATEFmasBEEEABRBENVPNEERE (EEA
192.168.1.11 VPNFRE ) EIRHIMBER, B BRI E LT R,

AL EBFERAMEEERERE S —EVPNEREFIEVPNE Fin A% VPN RS E & A ELR KB K
BREE—E, BE, **@a;itéﬁaJttVPNﬂHE%%E_uS%EHT TERh, ERAAWLCEBREILLZE
, WERFFBEE KUE%VPNEE&EE’JVPNE B,

WA LA VPNRI AR BRAYCLIBR R B B
WHERFFTIE(EHEEMRTFER)OIT)XERE Eshowin . E£AOITH R showds T & H#Y 2 #

o

BYEE : £/ debug IET ZHI , 5B SBEE Debug EETHEEEH,

FEVPN{a] AR 25 £ i 1938 Lshowdn & B 7 A B B B Be R BRE R 8.
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- show crypto sessionin T AR BEFBEMRE, AT 2LWSHROIE L,

Crypto session current status

Interface: Serial3/0
Session status: UP-ACTIVE
Peer: 172.16.1.20 port 500
IKE SA: local 192.168.1.11/500 remote 172.16.1.20/500

Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 10.0.0.58
Active SAs: 2, origin: dynamic crypto map

- show crypto isakmp policy A A #:45 E Bl B /Y P ER 151 8,

SRS
Verify— & #1532 B8 B debugFshowdn + th 7T F A R BE HEBR

- debug crypto isakmp
- debug crypto ipsec
- show crypto session

- VPN{A B 28 £ H9debug crypto isakmpip S H R & F i M A R 25 2 B BE X 1R i EiBE.
AT 2R 61 B ER A P RO 28451

*Aug 28 10:37:29.515: | SAKMP: (0: 0: N A: 0) : Checking ISAKMP transform 14
against priority 1 policy

*Aug 28 10: 37:29.515: | SAKMP: encrypti on DES- CBC

*Aug 28 10: 37:29.515: | SAKMP: hash MD5

*Aug 28 10: 37:29.515: | SAKMP: default group 2

*Aug 28 10: 37:29.515: | SAKMP: auth pre-share

*Aug 28 10: 37:29.515: | SAKMP: life type in seconds

*Aug 28 10: 37:29.515: | SAKMP: life duration (VPI) of 0Ox0 0x20 0xC4 0x9B
*Aug 28 10:37:29.515: | SAKMP: (0: 0: N A: 0): atts are acceptable. Next payload is 0
*Aug 28

*Aug 28 10:37:29.955: | SAKMP: (0:15: SW1): SA authentication status:
authenticated

*Aug 28 10:37:29.955: | SAKMP: (0:15:SW1): Process initial contact,
bring down existing phase 1 and 2 SA's with local 192.168.1.11
remote 172.16.1.20 renote port 500
*Aug 28 10:37:29.955: | SAKMP: (0:15:SW1):returning IP addr to
the address pool: 10.0.0.57
*Aug 28 10: 37:29.955: | SAKMP (0:134217743): returning address 10.0.0.57 to pool
*Aug 28 10:37:29.959: | SAKMP: (0:14:SW 1l):received initial contact, deleting SA
*Aug 28 10: 37:29.959: | SAKMP: (0:14: SW 1): peer does not do pade
1583442981 to QM | DLE
*Aug 28 10: 37:29.963: | SAKMP: (0: 15: SW 1): Sendi ng NOTI FY
RESPONDER LI FETI ME protocol 1
spi 1689265296, nessage | D = 1583442981
*Aug 28 10:37:29.967: | SAKMP: (0:15: SW1): sending packet to
172.16.1.20 nmy_port 500 peer_port 500 (R} QM. IDLE
*Aug 28 10:37:29.967: | SAKMP: (0:15: SW 1): purgi ng node 1583442981
*Aug 28 10:37:29.967: | SAKMP: Sending phase 1 responder lifetine 86400

*Aug 28 10:37:29.967: | SAKMP: (0: 15: SW1):Input = | KE_ MESG FROM PEER | KE_AM EXCH
*Aug 28 10:37:29.967: ISAKMP:(0:15:SW:1):01d State = IKE_R AM2
New State = IKE Pl COMPLETE
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*Aug 28 10:40:04.267: | PSEC(key_engine): got a queue event with 1 kei nessages
*Aug 28 10:40:04.271: | PSEC(spi_response): getting spi 2235082775 for SA
from192.168.1.11 to 172.16.1.20 for prot 3
*Aug 28 10:40:04.279: | PSEC(key_engine): got a queue event with 2 kei nessages
*Aug 28 10:40:04.279: IPSEC(initialize_sas): ,
(key eng. nsg.) INBOUND | ocal = 192.168.1.11, rempte= 172.16. 1. 20,
| ocal _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
renot e_proxy= 10.0.0.58/0.0.0.0/0/0 (type=1),
protocol = ESP, transform esp-3des esp-nd5-hmac (Tunnel),
|'i fedur= 2147483s and Okb,
spi = 0x8538A817(2235082775), conn_id= 0, keysize= 0, flags= 0x2
*Aug 28 10:40:04.279: IPSEC(initialize_sas): ,
(key eng. nsg.) OUTBOUND | ocal = 192.168.1. 11, renote= 172.16. 1. 20,
| ocal _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
renot e_proxy= 10.0.0.58/0.0.0.0/0/0 (type=1),
protocol = ESP, transform esp-3des esp-nd5-hmac (Tunnel),
|'i fedur= 2147483s and Okb,
spi = OxFFC80936(4291299638), conn_id= 0, keysize= 0, flags= OxA
*Aug 28 10:40:04.283: IPSEC(rte_mgr): VPN Route Event create routes for
peer or rekeying for peer 172.16.1.20
*Aug 28 10:40:04.283: IPSEC(rte_ngr): VPN Route Refcount 1 Serial 3/0
*Aug 28 10:40:04.283: IPSEC(rte_mgr): VPN Route Added
10.0.0.58 255.255.255.255 via 172.16.1.20 in IP DEFAULT TABLE with tag 0
*Aug 28 10:40:04.283: IPSec: Flow switching Allocated flow for sibling 8000001F
*Aug 28 10:40:04.283: | PSEC(policy_db_add_ident): src 0.0.0.0, dest 10.0.0.58,
dest_port O

*Aug 28 10:40:04.287: |IPSEC(create_sa): sa created,
(sa) sa_dest= 192.168.1.11, sa_proto= 50,
sa_spi = 0x8538A817(2235082775),
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2002
*Aug 28 10:40:04.287: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.16.1.20, sa_proto= 50,
sa_spi= 0xFFC80936(4291299638),
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2001
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